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Abstract

Objectives: Academic institutions have access to comprehensive sets of real-world data. However, their potential for second-
ary use—for example, in medical outcomes research or health care quality management—is often limited due to data privacy
concerns. External partners could help achieve this potential, yet documented frameworks for such cooperation are lacking.
Therefore, this work presents a pragmatic approach for enabling academic-industrial data partnerships in a health care
environment.

Methods: We employ a value-swapping strategy to facilitate data sharing. Using tumor documentation and molecular path-
ology data, we define a data-altering process as well as rules for an organizational pipeline that includes the technical anon-
ymization process.

Results: The resulting dataset was fully anonymized while still retaining the critical properties of the original data to allow
for external development and the training of analytical algorithms.

Conclusion: Value swapping is a pragmatic, yet powerful method to balance data privacy and requirements for algorithm
development; therefore, it is well suited to enable academic-industrial data partnerships.
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Introduction
Data have become one of the most valuable resources for
research and development and can drive innovation and pro-
gress.1 Health data are no exception.2,3 Large networks, like
the Patient-Centered Clinical Research Network4 in the US
or the Medical-Informatics-Initiative in Germany,5 under-
stand that potential and try to compile routinely collected
data within “data lakes” or “data warehouses”.6 Similar
attempts regarding large data collections of disease-specific
data registries from rare diseases7 to prosthetics8—or, in
our use case, oncology9—have been documented. In 2021,
the Comprehensive Cancer Center Munich of the
LMU-Hospital (CCCM-LMU) established a tumor docu-
mentation system containing data from more than 40,000

patients with close to 3000 data fields per case.10 Although
internal usage for tasks such as certification, controlling, or
even research is usually easy to accomplish and, in many
cases, backed by federal laws (e.g., Bavarian Law of
Hospitals—Article 27 (4–6)),11 providing even partial

1Comprehensive Cancer Center Munich, University Hospital, LMU Munich,
Munich, Germany
2Roche Pharma AG, Grenzach-Wyhlen, Germany
3German Cancer Consortium (DKTK, partner site Munich), German Cancer
Research Center (DKFZ), Heidelberg, Germany

Corresponding author:
Daniel Nasseh, Comprehensive Cancer Center Munich, LMU Munich,
Pettenkoferstraße 8a, Munich, Germany.
Email: daniel.nasseh@med.uni-muenchen.de

Creative Commons CC BY: This article is distributed under the terms of the Creative Commons Attribution 4.0 License (https://creativecommons.
org/licenses/by/4.0/) which permits any use, reproduction and distribution of the work without further permission provided the original work is

attributed as specified on the SAGE and Open Access page (https://us.sagepub.com/en-us/nam/open-access-at-sage).

Original Research

DIGITAL HEALTH
Volume 9: 1–10
© The Author(s) 2023
Article reuse guidelines:
sagepub.com/journals-permissions
DOI: 10.1177/20552076231172120
journals.sagepub.com/home/dhj

https://orcid.org/0000-0002-9511-606X
mailto:daniel.nasseh@med.uni-muenchen.de
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://us.sagepub.com/en-us/nam/open-access-at-sage
https://us.sagepub.com/en-us/nam/open-access-at-sage
https://us.sagepub.com/en-us/journals-permissions
https://journals.sagepub.com/home/dhj
http://crossmark.crossref.org/dialog/?doi=10.1177%2F20552076231172120&domain=pdf&date_stamp=2023-05-08


access to external researchers or industry partners is more dif-
ficult to achieve.

The three biggest challenges to data sharing among
external researchers are data privacy protection, governance
issues, and confidentiality. The first problem can be handled
through the use of patient consent. Based on patient
consent, data can be used prospectively for specific pur-
poses. However, for data collected in routine care, such
consent is often missing. Some hospitals and initiatives cur-
rently try to address this problem by implementing broad
research consent to facilitate the use of personal data col-
lected around inpatient care. Unfortunately, data collected
before the implementation of an explicit patient consent
process may be irrelevant for future research use.12 At
least in Europe, based on the GDPR,13 the only solution
to work with routine data in the absence of consent is
anonymization.14

Accordingly, in order to use existing data, such data have
to be altered to such a degree that re-identification of patients
is factually impossible. As opposed to pseudonymization—
both concepts are often confused—anonymization does not
just rely on deleting the identifying information (IDAT:
e.g., name, address). Depending on the context, this may
not suffice, as identities can be reassembled quite easily by
using non-identifying data fields within the medical data con-
tents (MDAT).15–19 Anonymization focuses on the MDAT
as well; thus, for complex datasets with many data fields,
full anonymization (irreversible) is hard to achieve.18,19

However, restricting large data sets to a smaller subset of
data by including only chosen data fields can fix this issue
if methods such as k-anonymity, l-diversity, or t-closeness
are properly applied.15–17 Nonetheless, because this approach
is technically very challenging, delivering formal proof of
factual anonymity remains hard, and due to alterations in
data based on the given methods, important medical informa-
tion might be lost.18,19

One of the biggest problems with this process is that any
kind of data manipulation can potentially introduce a given
bias, yet unknown items within the full data set might be
important predictors—for example, when calculating a
prognostic model. Artificial intelligence (AI) or machine
learning has the capacity to identify such items, but if the
data are thinned out prior to reaching the algorithm, gener-
ation of such prognostic models might not succeed.

In addition, data-driven research relies heavily on access
to complete datasets to make full use of its potential. The
so-called IT assessments often result in the creation of
data dictionaries to document the semantics and ontology
of data fields and objects. Unfortunately, however, this
rarely provides enough information to gain a good over-
view of the data. Therefore, information about the com-
pleteness of data, as well as data types and contents,
might be just as important. For example, if a team wants
to analyze the performance status (ECOG) of a patient fol-
lowing a specific therapy, they might be misled by a data

dictionary that merely states such a data field is generally
included within the given data set. As is often the case
with routine data, the problem might be that the ECOG20

is only available for a small subpopulation; hence, even
with a well-documented data dictionary, adequate planning
for statistical analyses may be impeded due to incomplete
data.

All of these challenges lead to a situation in which
valuable data often remains unused. Cooperation between
academic and industrial partners can be especially problem-
atic, as data privacy concerns can be very harmful to the
reputation of both partners.21 Thus, out of fear and
missing alternatives, many collaborative opportunities are
missed. Particularly in the health care sector, the collabor-
ation between academic and industry research partners
opens the door for product innovation and technological
progress. Research institutions are usually on the frontlines
of data-related topics such as AI or deep learning; however,
their achievements often lack an applied perspective.
Conversely, industry partners tend to need guidance on
what types of data to sample and which outcomes to
analyze. For example, to enable molecularly guided drug
therapy in oncology patients (which is challenging due to
the complexity of cancer’s genetic variants), a pharmaceut-
ical manufacturer might want to understand the relationship
between specific biomarkers and medical outcome indica-
tors. Thus, research is needed to model such causal relations
and to predict an optimal therapeutic strategy. This repre-
sents a valuable collaborative project for both academic
and industry partners, and one from which patients, in par-
ticular, can benefit from the results and progress. Finally,
while there are already companies22,23 working with hospi-
tals to improve clinical trial recruitment by utilizing hospital
data, this situation remains rare and might shift control of
the data and governance issues away from the academic
partner’s site and to the industrial partner(s).

In this study, we aimed to find an appropriate solution to
the problems outlined above. To this end, the CCC-LMU
(as acting research institute) experimentally designed a
pragmatic method to allow information and data sharing
while upholding a maximum level of privacy protection
without giving up control of any data. The shared data
cannot be used to create any meaningful analytics;
instead, it serves as a synthetic data set with an identical
structure. Hence, algorithms developed on this data set
will yield true results when applied to the true and structur-
ally similar real dataset. The methods and details of the
organizational pipeline are presented in the following
sections.

Methods
The main objective of the technical implementation is the
creation of a collaborative data set that is regarded as com-
pletely anonymous. Henceforth, this data set will be
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referred to as “swapping data set”. This data set enables
external partners to prepare analytical models within their
own IT/research environment. Those models can then be
applied to the real (nonanonymized) data set to generate
meaningful results. Within this pipeline, the real data
record is never shared between partners.

Extracting data field information from the source
data

Initially, to create the anonymized data set, a descriptive
table is automatically generated with all column names
(fields) extracted from all data tables of the internal part-
ner’s relational data sources (Figure 1). In the local scen-
ario, the source data are CCCM-LMU’s local tumor
documentation data set and the local molecular pathological
database (MolPath) governed by the molecular tumor
board. The descriptive table that is generated serves as a
data record description, with the first column containing
the extracted system column names and the second
column containing the system table names (Table 1).

Adding description and evaluation in terms
of privacy protection

All fields and source tables were described manually in the
data record description (third column, Table 1) to provide a
comprehensive understanding of the source data. In add-
ition to manually adding a description for each field, a
manual evaluation of privacy protection (meaning how
the given field should be handled in the upcoming data
transformation) was added (fourth column, Table 1). The
following classifications for this evaluation were created:
No Action, Deletion, Pseudonymization, and Date
Randomization. No Action means that a given field will
not be altered during the preparatory steps of creating the
anonymized data set. By using the deletion flag, sensitive
or unnecessary data, such as the patient’s name and
address, were marked to be completely deleted from the
data record. Fields that have to remain in the data set but
that contain sensitive markers, such as identifiers that
connect the data tables, were flagged to be pseudonymized.
Affected identifiers in the local use case were patient ID,
tumor ID, and document ID. All date fields, which can be

Figure 1. A descriptive table is generated by automatically extracting all table and parameter names from the source data sets and writing
those into one comprehensive table.

Table 1. Data description with descriptions (column 3) and planned actions for each field (column 4).

Table name Field name Description Measure

TZES TZ_LOEKZ Deletion indicator No Action

TZVS TZ_P_PID Patient ID Pseudonymization

TZTH TZTH_A_BDD Start of therapy Date randomization

NPAT Nname Last name Deletion

3CTDOKU MANDT Table 3CTDOKU will not be considered.

… … … …
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possibly Quasi-Identifiers,24 were flagged to be altered
within a range between ± 3 and 6 days.

Additionally, some tables that were originally included
in the tumor documentation software were completely
excluded from the anonymized data set. These were
system tables or tables that should not be passed on. In
the data record description, these tables were specifically
marked (third column, Table 1).

Creation of a swapping data set

The data description as detailed in the above sections, specific-
ally the evaluation flags (fourth column, Table 1), was used to
automatically control and direct the technical anonymization
processes (see Sampling and Swapping section). The program
that was used to create the anonymized data set in the local
use case is based on Java 1.8 and was only executed under
the supervision of the internal partners from the research insti-
tute. In the given scenario, the users were exclusively employ-
ees of the CCCM-LMU. Access to and work with the real data
set is reserved exclusively for internal hospital employees.

Implementation of anonymization measures. As previously
described, if the deletion flag within the descriptive table
is set, a deletion method completely erases all values
from the respective column (Table 2). In the case of a pseu-
donymization flag, a respective method pseudonymizes all
of the column’s values using the SHA-3 hashing algorithm
(Table 3).24,25 In order to secure the hash codes against dic-
tionary attacks,26 the values are concatenated with a secret
salt.27 The salt is generated as a random 16-byte value that
is newly generated each time the program is used but is
uniform across the data set. Since the salt is generated ran-
domly when it is created, and since no key lists are stored,
we can assume real, nonreversible, one-way encryption.

In our local use case, within the date randomization
method, date values in the source data differ in two

formats. The first format is “DD.MM.YYYY,” while in
the second format, the date values are written in three sep-
arate columns: [DD][MM][YYYY].

In the first case example, dates are shifted by adding a
random number between (±3) and (±6) days. The random
number is calculated anew for each value from the respect-
ive column (Table 4). Both the salt for the pseudonymiza-
tion and the random number for the date randomization
were generated by using Java library’s java.security
package, which can also generate cryptographically
secure randomization.28

In the second case example, in order to use date random-
ization, the three columns were concatenated so that the
value now has the typical date format “DD.MM.YYYY.”
Next, a random number was added, this time from the
range of (±2) to (±10) days for each date value. The
values were then shifted by the number of days and distrib-
uted to the three adjacent columns (Table 5).

Table 3. Exemplary changes between the original data set and the
swapping data set when the “Pseudonymization mark” (column 4,
Table 1) within the descriptive table is set for a given field. A
pseudonymization via SHA-3 and secret salt will be applied to the
field.

Original data set Swapping data set

Patient ID Tumor ID Patient ID Tumor ID

0022113344 00123 Ab345dTpk09c 96frmsDu89g

0012345678 00444 Hde967JmePdx frG65s0heWB

0025836910 00771 whg43mssfOR7 1FwmyRF589

… … … …

Table 4. Exemplary changes between the original data set and the
swapping data set when the “Randomization mark” (column 4,
Table 1) within the descriptive table is set for a given field. In the
case of combined dates, the affected field values will be randomized
from (±3) to (±6) days.

Original data set Swapping data set

Diagnosis date Diagnosis date

01.04.2021 05.04.2021

16.07.2014 11.07.2014

27.12.2015 01.01.2016

… …

Table 2. Exemplary changes between the original data set and the
swapping data set when the “Deletion mark” (column 4, Table 1)
within the descriptive table is set for a given field. The marked field
values will be deleted.

Original data set Swapping data set

First name Last name First name Last name

Max Mustermann - -

Daniel Nasseh - -

Julia Kasprzak - -

… … … …
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Sampling and Swapping. After transforming the data
according to the preparatory anonymization steps, the
value-swapping method was applied. This is the most
important and, simultaneously, the most destructive step.
Value swapping is an approach well-suited for anonymiz-
ing high-dimensional data. It essentially creates fake
tuples by randomly permuting elements in each column
of a data table. This breaks the linking between columns,
which prevent any reestablishment of a link between the
original information and natural persons. In doing so,
almost all data connections are disrupted.

Cryptographically, true randomization should be used for
this step. In our local use case, the java.security package
was used. To preserve some of the information specific to

disease classes, values were permuted within entity groups.
Therefore, an entity group was composed of all observations
with the same 3-digit ICD-10 code. Groups of less than 25
observations were merged with other small groups to ensure
a high level of anonymity (Table 6).

Subsequently, and as an additional security measure,
30% of the rows in each table were randomly deleted
(Table 7). The swapping data set with transformed values
is saved in exactly the same format as the input tables.

Organizational pipeline

The resulting collaborative data set can potentially be shared
with external partners while upholding data protection laws

Table 5. Exemplary changes between the original data set and the swapping data set when the “Randomization mark” (column 4, Table 1)
within the descriptive table is set for a given field. In case of combined dates, the affected field values will be randomized from (±2) to (±)10
days.

Original data set Swapping data set

Diagnosis date Day Diagnosis date Month Diagnosis date Year Diagnosis date Day Diagnosis date Month Diagnosis date Year

25 04 2018 30 04 2018

10 01 2014 06 01 2014

19 08 2020 10 08 2020

… … … … … …

Table 6. Data will be swapped within each individual column and according to an ICD-10 code. If there are fewer than 25 entries for an
ICD-10 code, then these entries will be swapped in a group of all entries belonging to an ICD-10 code with fewer than 25 entries.

Original data set Swapping data set

Patient ID Diagnosis date ICD-10 Code Tumor ID Patient ID Diagnosis date ICD-10 Code Tumor ID

0022113344 01.04.2021 C50.4 00123 Hde967JmePdx 01.01.2016 C50.9 frG65s0heWB

0012345678 16.07.2014 C50.8 00444 Ab345dTpk09c 05.04.2021 C50.4 1FwmyRF589

0025836910 27.12.2015 C50.4 00771 whg43mssfOR7 15.07.2012 C50.4 96frmsDu89g

0012233445 10.07.2012 C50.9 00258 medKI52eofG9 11.07.2014 C50.8 rdzre6ge2wGh

0015897463 15.06.2013 C34.9 00345 dj4ZbPebt6h8 02.04.2008 C34.9 tg5whgGht5jk

0025478931 08.02.2019 C34.1 00159 a6rkjvTfk2gT 11.06.2013 C34.9 tg5o8541sgjR

0014513145 26.04.2020 C34.2 00648 fw3972gaZDtc 30.04.2020 C34.1 Jktrhbr5e4GT

0011473695 31.03.2008 C34.9 00726 wSnge5b58swu 06.02.2019 C34.2 htr5r1jawFJn

… … … … … … … …
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and regulations. Partners are able to implement programs and
analysis methods on the swapping data set. The externally
created programs can then be implemented on-site and be
used to generate real results. Results can then be shared with
the industrial partner. The organizational control in this
circle always remains at the hospital (Figure 2).

Results
Although the main result of this work is the model of the
pragmatic approach itself (according to methods), we use

the section of results to display the count of modifications
in regard to data tables and data fields after applying the
model on the two given local data sets. Figure 3 summarizes
these counts in accordance with the current step.

A total of 128 tables containing 2714 data fields were
manually described and evaluated in terms of privacy pro-
tection in the data record description. As this step is of sig-
nificant importance, it was performed by two employees in
a time span of multiple weeks. Twelve of the 128 tables ori-
ginated from the MolPath database, while the remaining
116 tables displayed the contents of CCCM-LMU’s

Table 7. Sampling randomly deletes data entries and changes the frequencies between the original data set and the swapping data set.

Original data set Swapping data set

Patient ID Diagnosis date ICD-10 Code Tumor ID Patient ID Diagnosis date ICD-10 Code Tumor ID

0022113344 01.04.2021 C50.4 00123 Hde967JmePdx 01.01.2016 C50.9 frG65s0heWB

0012345678 16.07.2014 C50.8 00444 a6rkjvTfk2gT 11.06.2013 C34.9 tg5o8541sgjR

0025836910 27.12.2015 C50.4 00771 medKI52eofG9 11.07.2014 C50.8 rdzre6ge2wGh

0012233445 10.07.2012 C50.9 00258 wSnge5b58swu 06.02.2019 C34.2 htr5r1jawFJn

0015897463 15.06.2013 C34.9 00345 whg43mssfOR7 15.07.2012 C50.4 96frmsDu89g

0025478931 08.02.2019 C34.1 00159 fw3972gaZDtc 30.04.2020 C34.1 Jktrhbr5e4GT

0014513145 26.04.2020 C34.2 00648

0011473695 31.03.2008 C34.9 00726

… … … … … … … …

Figure 2. Organizational flow: Partners are given the swapping data set, based on which they can develop algorithms that will run but
produce wrong results. Then, the algorithms can be directly applied to the original data under the control of the internal center. Thus, the
control always remains at the site of the academic partner. After approving the aggregated results, the academic partner can freely access
them and give them to the external partner.
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tumor documentation system. Seven tables were disre-
garded, as they contained technical information and were
of no interest to the project.

The program for creating the swapping data set was
implemented with Java 1.8. Both the source code of the
program and the data record description were sent to
LMU’s data privacy protection commissionaire, where
they were evaluated and cleared. Thus, the new swapping
data set consisting of 121 tables was created.

Out of 2714 data fields, a total of 1213 fields were modified
according to the predefined anonymization methods and the
data record description. Fields with unknown meaning were
marked to be truncated. The swapping data set was shared
with an external partner in a secure, local environment. To val-
idate its utility, the swapping data was used to create algo-
rithms that could identify specific trial cohorts, which, when
applied to the original data set, yielded the expected result.
However, the swapping data set alone, independent of the ori-
ginal data, cannot be used to create meaningful results.

Discussion
The given swapping data set should be considered to be
fully anonymized. Identifying data fields that directly

enable patient identification, such as family name, have
been completely removed. This is referred to as formal
anonymization.14

Other fields that could identify a patient could be data
fields with a specific date (quasi-identifiers).29 In this
case, all fields containing a date have been randomized.
Given fields were flagged and double-checked over a
span of multiple weeks, and fields of unknown meaning
were marked for deletion.

One remaining danger of re-identifying a patient is the
way in which different data fields belonging to one
patient might relate to one another. For example, the com-
bination of two rare diseases belonging to one case might
hint at, or even reveal, the original identity of a patient.
This problem can usually be solved on smaller data sets
by applying generalization and grouping in regard to k-ano-
nymity, but it is harder to achieve in larger data sets because
of the combinatory opportunities.

Another example that cannot be solved through k-ano-
nymity is the occurrence of unusual treatment patterns. A
patient who was operated on an unusual number of times
reveals a unique and distinct treatment pattern and, there-
fore, could be recognized by someone who kept track of
the patient’s hospital visits (background information)

Figure 3. The illustration shows the stepwise application of the model on the local data sets displaying the count and changes in regard to
data tables, data fields and modifications.

Kasprzak et al. 7



even if the dates (quasi-identifiers) of the visits were altered.
This problem is often overlooked when checking for factual
anonymity, but it is solved in our use case.

In our method, all general relations and patterns are broken
completely apart. Currently, there does not seem to be any
attack scenario resulting in the re-identification of a patient,
as the relations in our original micro-data are completely dis-
assembled and reassembled in a randomized order. One
remaining security flaw might be the impossibility of true ran-
domness, hence, the danger of reversing the randomization
process.30 To avoid this danger, cryptographically secure algo-
rithms, upheld as irreversible by current technological stan-
dards, were used (java.security).28

Although the whole approach results in high data
privacy protection, the data itself cannot be used to create
any meaningful analytics. However, the data set still
holds some information that can be of significant value
for a cooperating partner. The partner gains information
about the exact structure of the data set and the contents
of the data fields, as well as an understanding of the fre-
quencies and distribution of values within each individual
data field. This is especially important when working with
incomplete data. For example, if one wants to include the
performance status in an analysis, it is important to know
whether it has been documented sufficiently. Thus, the
swapping data set helps researchers check the completeness
of the information in general. Furthermore, it helps
researchers identify if the contents of a data field are suffi-
cient for a desired analysis, as some parts (e.g., specific
classes of disease) of the cohort might be better documented
than others. This is exactly the case in terms of performance
status, which might be useful for some analyses and too
incomplete for others.

The fact that some parts of the data are documented better
than other parts is, in general, a problem. For example, in
terms of data quality at the CCCM-LMU, we usually have
highly validated data coming from certified centers (distinct
ICD-10 codes), while other kinds of cancers might be
prone to missing data. To improve the swapping data set in
that regard, we swapped prespecified tables within specific
ICD-10 groups. Further disaggregation of groups would
allow for even more insights, but it could also potentially
compromise the quality of the anonymization. With only
one group though, disease-related information can be con-
served to a small degree, and the size of the groups can be
kept sufficiently high (k= 25).

In addition, the frequencies of applied diagnostics and
therapies would likely be of interest to industry partners.
This can be a problem in terms of confidentiality and poten-
tially sharing hospital secrets. To tackle this issue, we set up
pseudonymization on fields we were concerned about.
However, by applying expert knowledge and reviewing
the frequencies, this pseudonymization could potentially,
and with great effort, be reversed. Although we do not con-
sider this issue to be too much of a problem, we still

sampled all data (1/3 was randomly deleted); hence, we
changed the original frequencies so that potential partners
cannot know the exact frequencies at the sites.

As a limitation, the system has not yet been officially eval-
uated or certified by privacy protection experts (e.g., the
Technology, Methods, and Infrastructure for Networked
Medical Research [TMF e.V.] or the Federal Office for
Information Security [BSI]),31,32 which is a step that could
be considered in the future. Our current plans are to test
the approach in the context of the Roche-Collaboration
(ICON) project.33

The local ethics commission was contacted regarding
this project. As this work presents a technical model for
generating irreversible anonymous data based on retro-
spective data cohorts without any further intervention, the
project was deemed to not require an ethics vote.

Conclusion
We created a method that pragmatically allows academic
and external partners to collaborate on data projects. The
core of this system shuffles the original data, enables the
swapped data to be analyzed, and creates results based on
the original data while enabling the original data holders
to retain full control of the original data. The solution
offers a pragmatic way to share data with a strong focus
on data privacy protection.
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