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Abstract 

The proliferation of smart technologies has undeniably brought forth numerous advantages. However, it has also introduced 

critical security issues and vulnerabilities that need to be addressed. In response, the development of appropriate and 

continuously adaptable countermeasures is essential to ensure the uninterrupted operation of critical environments. This paper 

presents an innovative approach through the introduction of an Software-Defined Networking (SDN)-enabled Security 

Information and Event Management (SIEM) system. The proposed SIEM solution effectively combines the power of 

Artificial Intelligence (AI) and SDN to protect Industrial Internet of Things (IIoT) applications. Leveraging AI capabilities, 

the SDN-enabled SIEM is capable of detecting a wide range of cyberattacks and anomalies that pose potential threats to IIoT 

environments. On the other hand, SDN plays a crucial role in mitigating identified risks and ensuring the security of IIoT 

applications. In particular, AI-driven insights and analysis guide the SDN-C in selecting appropriate mitigation actions to 

neutralize detected threats effectively. The experimental results demonstrate the efficiency of the proposed solution. 
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1. Introduction 

The rise of smart technologies provides several benefits in the Industrial Internet of Things (IIoT), such as increased 

efficiency, cost savings, flexibility and adaptability and finally, significant environmental impact. However, this revolution 

raises severe cybersecurity issues that can result in catastrophic effects [1]. Widely-known cybersecurity incidents with a 

severe impact include WannaCry (2017) and NotPetya (2017) ransomware [2], SolarWinds supply chain attack (2020) and 

Colonial pipeline ransomware attack (2021) [3]. Therefore, it is evident that the development of appropriate and continuous 

countermeasures is necessary. In this paper, a Security Information and Event Management (SIEM) [5] system is presented, 

taking full advantage of Artificial Intelligence (AI) and Software-Defined Networking (SDN) [4] technologies. On the one 

hand, AI is used to detect potential cyberattacks and anomalies against industrial communication protocols and environments, 

while SDN is used to mitigate them. The following sections describe the architecture of the proposed SDN-enabled SIEM 

and the corresponding evaluation results. Finally, section 4 concludes this paper. 

2. Architecture of the proposed SDN-enabled SIEM 

Based on the SDN paradigm [6], the proposed SDN-enabled SIEM's architectural design is depicted in Figure 1. The main 

objective is to leverage SDN, honeypots [8, 9], and AI to effectively detect, standardize, correlate, and mitigate cybersecurity 

incidents in IIoT/SG environments. To achieve this, the proposed SIEM incorporates three AI-powered Intrusion Detection 

and Prevention Systems (IDPS) [7] that generate security events. These events are then processed by the Normalisation, 

Correlation, and Mitigation Engine (NCME), which normalises and correlates them, resulting in the creation of security alerts. 

Furthermore, the NCME provides guidance to the SDN Controller (SDN-C) and employs sophisticated mechanisms for 

deploying honeypots. These measures serve to mitigate malicious network flows and enhance the resilience of the underlying 

IIoT infrastructure. 

The first component, known as Network Flow-based Intrusion Detection and Prevention System (NF-IDPS), is designed to 

identify cyberattacks and anomalies targeting application-layer industrial communication protocols. These protocols include 

Modbus/Transmission Control Protocol (TCP), Distributed Network Protocol 3 (DNP3), International Electrotechnical 

Commission (IEC) 60870-5-104, IEC 61850 (Generic Object-Oriented Substation Event (GOOSE)), Hypertext Transfer 

Protocol (HTTP), and Secure Shell (SSH). For each protocol, specific Machine Learning (ML) and Deep Learning (DL) 

models were implemented for intrusion detection and anomaly detection. These models were trained using both custom-

http://www.comsoc.org/~mmc/


IEEE COMSOC MMTC Communications - Frontiers 
 

http://www.comsoc.org/~mmc/                                 17/21                                            Vol.18, No.2, Mar 2023 

 

developed and publicly available datasets. The second component, referred to as Host-based Intrusion Detection and 

Prevention System (H-IDPS), is responsible for detecting potential anomalies by analyzing operational electricity data. 

Finally, the Visual Intrusion Detection and Prevention System (V-IDPS) focuses on the detection of malicious Modbus/TCP 

network flows. It leverages binary visual representations and an active ResNet50 Convolutional Neural Network (CNN) [10] 

model to effectively identify and mitigate such threats. 

 

Figure 2: SDN-enabled SIEM Architecture 

The next component, NCME is responsible for normalizing and correlating the security events generated by the previous 

IDPS components. The security events are standardized using the AlienVault Open Source SIEM (OSSIM) format, and 

security rules are applied to establish correlations among the events. Additionally, NCME incorporates a mechanism based 

on Reinforcement Learning (RL) to provide guidance to the SDN-C on dropping malicious network flows effectively. In 

particular, the Thompson Sampling (TS) method is used. 

3. Evaluation Analysis 

The following figures show the efficiency of the proposed SDN-enabled SIEM in terms of detecting and mitigating the 

corresponding security events. First, in Figure 2, the detection effectiveness of NF-IDPS is depicted, demonstrating the 

performance of the ML/DL models in detecting particular cyberattacks against a variety of industrial communication 

protocols. For this purpose, four metrics are used, namely Accuracy (ACC), True Positive Rate (TPR), False Positive Rate 

(FPR), and F1 score. Next, Figure 3 shows the detection efficiency of H-IDPS. In this case, the aforementioned metrics are 

used to evaluate the performance of ML/DL models for the detection of potential operational anomalies in four industrial 

environments: (a) hydropower plant, (b) substation, (c) power plant and (d) smart home. Next, Figure 4 illustrates how the 

accuracy of the active ResNet50 CNN is increased based on the queries of the active learning procedure [10]. In this case, the 

pool sampling method and uncertainty strategy are used. Finally, Figure 5 shows how the mitigation accuracy of the proposed 

TS method is improved based on the number of security events. 
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Figure 3: Evaluation Results of NF-IDPS Detection Models 

 

 

 

 
Figure 4: Evaluation Results of H-IDPS Detection Models 
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Figure 5: Accuracy Improvement in Re-Training Phases of Active ResNet50-based CNN 

 

 
Figure 6: TS Mitigation Accuracy according to the Number of the Security Events 

4. Conclusion 

It is evident that the revolution of smart technologies raises critical security issues and situations, despite the wide range of 

advantages they provide. Consequently, the presence of appropriate and continuous adaptable countermeasures is necessary 

to ensure the normal operation of critical environments. In this paper, an SDN-enabled SIEM is introduced. The proposed 

SIEM successfully combines AI and SDN in order to protect IIoT applications. Specifically, AI is leveraged to detect a variety 

of cyberattacks and anomalies and guide the SDN-C to choose the appropriate mitigation actions. The experimental results 

demonstrate the efficiency of the proposed SDN-enabled SIEM. 
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