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Abstract

The Information technology requires the transmission of daily-life images that may reach to
millions or even more. Thus, securing them becomes an urgent matter using the encryption
technique. Where, a secret key is used for converting the original image into a noisy one and
restoring it back using the same key. Confusion and Diffusion are the wildly used steps in
such a technique. Therefore, a new algorithm is presented in this work that uses a fusion, seg-
mentation, random assembling, hyperchaotic and Fibonacci Q-matrix (FQ-matrix). A novel
fusion method is designed for fusing four color images into four different sequences accord-
ing to their contained information. Then the resulted four images are each divided into four
segments to be assembled randomly into one image using a random-key; which confused
later using a six-dimensional hyperchaotic system and diffused using the FQ-matrix. The per-
formance and robustness of the proposed algorithm have been computed based on different
tests; where it proved its powerful capability in securing the transmitted images.

Keywords Quad-color fusion - Segmentation - Random assembling - FQ-matrix -
Hyperchaotic system

1 Introduction

In the recent era, a lot of data were spread throughout the networks; due to the fast develop-

ment of information technology and popularity of internet [13]. Digital image is the most
effective type of information that is exchanged daily; where it may expose to an illegal
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interception, distortion during its journey throughout the network [11]. Therefore, securing
them becomes an attractive matter for many researchers [14].

In order to preserve the image secrecy, many security methods were presented to
prevent unpermitted users from accessing the image’s content [23]. There are three
types of Image security; which are watermarking, data hiding, and encryption. Hiding
a private message unnoticeably inside a cover image represents the data hiding [2].
Inserting a noticeable data inside another image defines the watermarking technique
[8, 16]. Converting an image to a noisy one using a key that also returns it back using
it is the technique of encryption [3, 7].

Other researchers use the fusion technique not for securing the data but for automatic
rendering the aging faces; which includes the prototype and physical approaches [20].
The first approach is simpler than the second one that averages the people faces to learn
the features in the same age group like bi-level dictionary learning [21], while the sec-
ond approach depends on the alteration of physical factors over time such as mouth,
hair, wrinkles. There are so many techniques that dealt with image encryption such as
quantum, chaos, DNA, Fibonacci Q-matrix and compressive sensing [25, 27, 31, 34,
35]. In general, encrypting an image includes two steps diffusion and permutation. The
first step changes the pixels’ values; while the second one exchanges the pixels’ loca-
tions for breaking the tough correlation between them and hiding the significant and
effective details inside the plain images [27]. The Chaotic-related algorithms deals with
intrinsic characteristics like random behavior, sensitivity, and non-periodicity for man-
aging the parameters and initial conditions to reach a successful encryption [12, 15].
Chai et al. [4] has described such a technique and classified it into two key types; which
are the 1D chaotic maps for low-dimensional system and hyperchaotic maps for a high-
dimensional system. Despite the simplicity of low-dimensional chaotic maps, they have
a small key-space; which in turn accomplishes a low-security level; while Hua et al. [9]
depends on 2D chaotic maps for image encryption. Hyperchaotic methods are utilized
as a substitute for the low-dimensional chaotic systems and their limitations; where it
has surpassed the low dimension systems regarding the initial conditions, unpredictabil-
ity, randomness, and nonlinearity; because of its large key-space [22]. A new technique
was proposed by Khan, M. et al. [10] based on a hybrid method that mixed chaotic
systems with Brownian motion. Encrypting Images using Fractional Fourier Transform
based on the Chen’s hyperchaotic is what Yu et al. [30] proposed. A novel 3D hypercha-
otic map was proposed by Yan W [26] for the encryption process; which has combined
with random dynamic encryption for gray scale images in [19].

In [6] a novel algorithm of single-color image encryption was proposed that
depends on DNA mutation and fractional order laser chaotic system. The research-
ers in [18] suggested a bit-plane Decay and Genetic Operators based on chaos sys-
tem for a gray scale image encryption. A single-color encryption system was sug-
gested by the authors in [17] based on hyper-chaotic system and cellular automata. A
multi-image encryption (MIE) was suggested by the authors in [32] using a chaotic
and DNA coding. However, at the pixel-level, their encoding is not dynamic. In [24]
a novel triple-image encryption was introduced with a hiding technique that com-
bines a compressive sensing (CS) and 2D chaotic system with a 3D discrete cosine
transform (DCT). However, it works with Grey-level images, triple and two-dimen-
sional chaotic system. Although a secure and fast MIE algorithm was introduced in
[5] based on the index of image-matrix and DNA sequence, the perception approach
does not quite differ from encrypting a single-image.
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In [28] a nonlinear optical encryption was proposed for multi-image based on
improved pixel adaptive diffusion and quaternion discrete fractional Hartley transform;
whose key is nearly associated with the original picture. Although the authors in [1]
have improved the security by suggesting a combination of elliptic curve cryptosystem
(ECC) and chaos system for a three-dimensional (3D) scrambling, the result has a spe-
cific blocking effect. An MIE algorithm was proposed in [33] based on a dynamic DNA
coding and 3D scrambling model, but depends on a 2D Chaotic Henon—Sine map (2D-
HSM). The authors in [29] designed a new improved 3D continuous chaotic system; but
for a double Grey-level image encryption.

However, the related works have some limitations and weakness. The initial condi-
tions in some of them for chaotic map were not related to the input image. Also, its key-
space is low and less-sensitive to them. Some of the works could not restore the plain
images after data-cut and noise attacks or resisting the statistical attacks in which their
histograms are non-uniform. Others improved the security robustness but with a scarifi-
cation in system complexity or speed. Although, some recent works have dealt with mul-
tiple images, they did not deal with bit-level fusion of four colorful images based on the
amount of information carried inside the pixels and their speed were low compared with
our proposed scheme. These weaknesses, limitations, slow speed in processing and time
complexity were the motivation for proposing a new encryption algorithm that utilizes a
four colored randomly fused images that confused using a 6D-HyperC system and dif-
fused using a FQ-matrix within 2-rounds. The proposed algorithm reduces the time and
space complexity for real time applications of multiple RGB images with improving the
system robustness. Since, the number of generated keys has minimized when encrypting
multiple images at the same time; which in turn reduces the processing overhead and
computation time. Also, such a technique helps in improving the resistance capability
to different attacks. The contribution of our works is demonstrated as follows: First, a
new four-color fusion technique is introduced that depends on the pixels’ information.
Second, the resulted four fused images are segmented each into four sub-blocks that are
combined altogether using a random key. Third, scrambling the pixels-positions in the
resulted image is performed based on the 6D HyperC system; where three randomly
selected sequences from this 6D HyperC system are used for permitting the input image.
Last, diffusing the confused sub-blocks of images is implemented using the FQ-matrix.
The organization of this paper is as follows. Section 2 introduces the preliminary works.
Section 3 introduces the proposed scheme. Section 4 presents the results of experimental
performance tests. Section 5 presents the conclusions of this work.

2 Preliminary works
2.1 Six-dimensional Hyperchaotic method

The non-linearity of Hyperchaotic functions leads to unpredictable responses as shown in
the mathematical analysis of its dynamic behavior. Such a thing leads to a more complexity
in system compared with the low-dimension chaotic functions. In addition to that, it con-
tains at least two positive Lyapunov exponents regarding the one in low-dimension meth-
ods. The mathematical computation is shown as follows [6]:
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f;=i(2—t1)+t4 —t5—-16
t,=jtl —12—-1113
fy = —kt3 + 1112

ty =14 — 1213 @
s = mt6 + 1312
te = ntl

Where, the state variables are referred by <t'1. ..Ig), the constants’ values are (i, j, k, 1, m,

n)=(10, 83, 28, —1, 8, 3) respectively; which are selected precisely for ensuring the system
has 2 positive Lyapunov exponents (Lyap-Expos).

2.2 FQ-matrix

The mathematical representation of Fibonacci series (FQ)) is presented below [35]:
FQ,=FQ,_ | +FQ, ,,i>1 )

Where, FQ, and FQ, = 1. A A A
The ith power of FQ-matrix is G'. The determinant Def(G') and inverse G~ of FQ-
matrix are calculated as follows:
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Fig. 1 Encryption Model
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Det(G') = FQ;, FQ;_, — FQ? = (1) )
i | FOQ -FQ
G'= [ ~FQ, FO,,, ©

3 The proposed scheme

The new algorithm of image encryption has used a quad fusion, segmentation, random
concatenation, 6D hyperchaotic (6D-hyperC) system and FQ-matrix. In the fusion step, the
four-color input images are divided according to their pixel’s information and reassembled
into four new fused ones. The utilization of a 6D-hyperC system has improved the encryp-
tion performance; due to the complexity of its high-dynamic operation and the two positive
Lyap-Expos. The simplicity and fast processing of FQ-matrix has simplified the diffusion
of scrambled image. The proposed scheme is demonstrated in Fig. 1.

3.1 Quad fusion

Step 1. Select the four colorful plaintext images Im1, Im2, Im3, and Im4 of size LXx W.

Step 2. The input image Im1, Im2, Im3 and Im4 are converted to 8-bit binary form as shown
in Eq. (7); which in turn used for constructing the 32 Boolean matrices (B;;, B,; B3,
By1, Biy Byy Bsy, Byy, Bys, Bz, Bz Bys Bry Boy By Byy Bis Bys, Bss, Bys, Big By
B;s By Bz Bag Bss Byy B Bog Bsg Byg), as shown in the following equations:

Img, = dec2base (Iml, 2, 8)
4 Ims; = str2num(Img1(:))
rs) = reshape(lmsl, (1, 8)

Img, = dec2base (Imz, 2, 8)
3 Ims, = str2num(Img,(:))
rsy = reshape(Imsz, (1, 8)

1 ( )
Img; = dec2base(Ims,2,8)

4 Ims; = str2num(1mg3(:))
rsy = reshape(ImS3, [, 8)
Img, = dec2base (Im4, 2, 8)
4 Ims, = str2num(Img4(:))
TSy = reshape(lms4, 1, 8)

@ Springer



Multimedia Tools and Applications

By, =151, 1), By =15,(:, 1), By = rs3(:, 1), By =154(2, 1)
B, =7151(:,2), By =15,(:,2),B3y = 155(:,2),Byy =154(:,2)
B3 =15(:,3),By; = 15,(:,3), B33 = 1r53(:,3), Byz = r54(:,3)
By, =7151(:,4),Byy = 15,(:,4),Byy = r55(:,4), By, = 154(1,4)
3 )
Bis =15,(:,5),Bys = 15,(:,5), B35 = r55(:,5), Bys = rs,(:,5)
Bis =151(:,6), By = 15,(:,6), B35 = rs3(:,6), By = 154(:,6)

B, =1rs;(:,7),Byg = 15,(:,7), B3y = 153(:,7), By = rs,(:,7)

Big =7151(:,8),Byg = 15,(:,8),B35 = rs3(:,8),Byg = 154(:,8)

Where, the conversion from decimal to a binary is defined as dec2base(), and the con-
version from ASCII string into numeric is defined as str2num(). The 8-bit binary form of
plain images (Im,...Im,) are represented by (rs,...7s,).

Step 3. The resulted matrices are cross-combined to produce low-bit LP, high-bit HP,
medium-bit MP1 and MP2 Boolean images, as demonstrated in Fig. 2.

HP = [Bll’BZI’BSL’B4I’BIZ’B22’BS2’B42]
MPI = Bl3’B23?B33’B439Bl4’B249B34’B44 (9)
MP2 = BIS’BZS’B35’B45’BIG’BZG’B36’B46
LP = [Bl7’B28’B37’B47’BIS’B28’B38’B48]

99 33

We choose” lena”,” peppers”, “baboon” and “airplane” images as inputs to the fusion
process, as demonstrated in Fig. 3.

3.2 Segmentation and random assembling

After fusing the four images (2-rounds), the resulted images are segmented each into
four equal divisions 2 X 2. {Div,,, Div,,, Div,3, Div,,} are the divisions belong to the
first fusion image HP. {Div,,, Div,,, Div,3, Div,,} are the divisions belong to the sec-
ond fusion image MP1. {Div;,, Divs,, Divsy;, Divy,} are the divisions belong to the
third fusion image MP2. {Div,,, Div,,, Div,s, Div,,} are the divisions belong to the
fourth fusion image LP.

The resulted divisions are assembled altogether randomly into one single image using a
random key. Where the random key defines the positions of each division inside the assem-
bled image. The resulted 16 divisions are first arranged into one single combination array
(Com) as shown in Eq. (10) and re-organized using the random key:

Com = [Divll,Divlz,Div13,Divl4,Divzl,Divzz,Div23,Div24,

(10)
Divs,, Divsy, Divss, Divsy, Divyy, Divy,, Divys, Divy
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Fig. 2 Fusion images construction process

Then the re-arranged vector is divided into 4 sequences (C;, C,, C;, and C,) concat-
enated into two sub-blocks 2 X2 dimensions to generate the final assembled image (Fin) as
shown in the equation below:

Fin= [{C.C,},{C5.C,}] (11

Figure 4 demonstrates the result of segmentation and random assembling. For exam-
ple, if the random key=RK=[{15, 2, 8, 10}, {1,6,16,3}, {9,14,4,12}, {5,11,7,13}], then
the rearrangement of the input divisions according to their positions in C array will be as
follows:

Cy = [\Dvy3, Dvyy f, 1 Dvyy, Dvsy
Dvyy, Dvyy g, \Dvyy, Dvys
Dv3y, Dvygy 1,4 Dvyy, Dy
C, = [{Dv,,Dvss §, 1 Dvy3, Dvy,

$
|

(12)

N
|

3.3 Chaos and Fibonacci Q-matrix

This stage modifies the pixels’ ordering and values in stages known as confusion and dif-
fusion stages. The confusion step applies a 6D-HyperC system that computes the initial
condition based on the final assembled image; which is converted to a vector V and iterates
from (0.32853 x LW) to (LW/3) for generating a new vector of three chosen sequences
(k1, k3, and k5), as shown in the equations below. The result is then sorted for confusing
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Fig.3 Quad-Color Fusion
Images

MP1

MP2 LP

the quad-fused image and segmented into 2X2 blocks to be diffused using a FQ-matrix.
The confusion and diffusion procedures are repeated twice to construct the cipher-image as
shown in Fig. 5.

. T Vi+@w)
inital key (kl) = W (13)
k; = mod(k,_; x 10°,1),i=(2...6) (14)

Where, LW represent the product of L by W (length and width of an image), k; defines
the key sequence and V defines the image’s vector.

3.4 Decryption process

The decryption procedures are demonstrated in Fig. 1b; where the final assembled four-
color images can be restored using the encrypted image throughout the following steps that
are twice-repeated:

Step 1. A diffusion formula FQ™'% is applied to the encrypted image (C) after segmenting
it into blocks (2 X 2), as shown below:

sc!,  sC,., ] [ Cop  Cupsr H 34 —55]
a, a, — a, a, mod 256 15
sc’ sc’ Cor1r Carrpar || =35 89 (1

a+1,b a+1,b+1

Where,aand b=(1:3: ... L) and (1: 3...: W) respectively.
A matrix to vector conversion V is applied then to the above scrambled image SC_’.
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Fig. 4 Randomized Quad Fusion
Image (512%x512)

Step 2. The encryption key ‘k’ is utilized for restoring each pixel to its original location
as follows:

X(k)=Vy,i=1:..LxW (16)

Step 3. A vector to matrix conversion is applied then to X for obtaining the decrypted quad
fusion image.

Step 4. The resulted image is then segmented into 4 sequences of 2 X 2 sub-blocks; which
in turn repositioned into their real locations based on the randomly generated key dur-
ing the encryption process.

Step 5. The re-ordered sequences are then applied to the quad diffusion process to restore
the four plain color images.

4 Experimental tests and performance analyses

The reliability of encryption techniques depends mainly on the Security-level. Since its
weakness opens the way for illegal person to review the secret data and trying to retrieve
the plain-text using several techniques. Thus, to check the robustness of our proposed
scheme, it has tested upon various analyses like histogram, peak signal to noise ratio
(PSNR), correlation coefficient, entropy, differential attacks, key space, key sensitivity,
complexity, speed, and NIST statistical analyses. All the performed testes have been exe-
cuted using MATLAB (R2021a) with a Laptop computer of Intel(R) Core (TM) i7-8565U
@ 1.80GHz GHz CPU and 16 GB RAM. The plaintext images are a dataset from Signal
Image and Processing Institute (SIPI) of 256 x 256 pixels, Color (24 bits/pixel) (“peppers”,

ELIY3

“baboon”, “lena”, “airplane”).
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Fig.5 Cipher Image

4.1 Histogram analysis

The pixels’ occurrences are what the histogram analyze. Thus, it is helpful in evalu-
ating the encryption performance. The cipher-image’s histogram has reached to unity;
which means the image’s information are hidden well. A standard Baboon image of size
256 X256 x 3 was selected that separated into 3 channels (Red, Green, Blue). The plain-
image’s histograms show sharp peaks, and the result of random quad fusion process
shows fewer sharp peaks that approaches uniformity, while it is distributed equally with
no sharp-peaks in the cipher images throughout the entire region as demonstrated in
Fig. 6a, b, c respectively.

4.2 Entropy

It is a measurable quantity that determine the randomness in the image’s content as shown below:

2'—1

Where, t refers to the total pixels, Pr(Im;) is the occurrence probability of Im;. The
ideal entropy of an 8-bit image is 8 and the obtained entropy using our proposed scheme
(quad) is 7.9998 as shown in Table 1. That means the suggested scheme has significantly
increased the random distribution of pixel within the input-image; which in turn results in a
more security-level and difficulty for the attackers to crack the algorithm.
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4.3 Differential attack

This type of attacks detects the change of ciphertext image from plaintext image. Since
a good diffusion characteristic means any minor-changes in the plaintext-image produces
a completely different cipher-image; which in turn leads to a robust encryption scheme.
Therefore, to compute this change, a two widely used analyses were utilized known as
UACI and NPCR (Unified Average Change Intensity and Number of Pixels Changing
Rate) that calculated as follows:

1 L w
NPCR = —— > >, DF(a,b)x 100% (18)
1 L W |Cpya,b)—Cp(a,b)|
ACI = —— 1 19
UAC LxXW 2(1:1 2b=l 255 X OO% ( )

3000
2500

2500
2000

100 200 0 100 200

(a) Single plain image (Baboon) (b) Quad-Color Fused
(Without chaos & Fibonacci)

0 0

0 100 200 0 100 200

(c) Quad-Color Cipher Image

Fig.6 Histogram of Three cases for three channels. a single plain image (Baboon) b Quad-Color Fused
Only ¢ Quad-Color Cipher Image

@ Springer



Multimedia Tools and Applications

Table 1 Average Entropy

Input Value
Plain Images 7.2000
Proposed Cipher 7.9998
[24] 7.9967
[28] 7.9959
[1] 7.9996
[33] 7.9994
[29] 7.9993
0, Cp,(a,b) = Cp,(a,b)
DF(a,b) = 2 !
@ { 1.Cpaa.b) # Cpy(a.b) 20

The symbols Cp, and Cp, refer to the chipper image encrypted without and with one-
pixel modified within an input image respectively. Table 2 demonstrates the obtained
results regarding other algorithms. Referring to the table, the value of NPCR and UACI are
greater than other methods that reached to (99.62%) and 33.51% respectively; which shows
that our scheme has the capability of resisting differential attack.

4.4 Noise and data cut (cropping) attacks

Transferring images throughout a network make them susceptible to noise or cropping.
Thus, a good encryption method must have the capability of defeating these attacks. In
order to determine that, a PSNR was implemented for determining the performance of
encryption method; in which it measures the corruption in pixels’ values inside the deci-
phered image compared with the plain image as shown below:

Int — 1)
PSNR = 10 log, % 1)
1 L w 2
MSE = m Za:l Zb:l Iariginal(a’ b) - Idegmded (22)

Where, MSE is the mean squared error, Int represents the number of maximum
possible intensity levels within an image and, 1,440 80d 1,4 define the matrix of

Table2 Average NPCR & UACI

Method NPCR UACI
Proposed 99.6200 33.5104
[32] 99.6155 33.5558
[24] 99.1030 -

[5] 99.1841 33.5284
[28] 99.6534 33.6772
[1] 99.9100 33.5016
[33] 99.6060 33.5126
[29] 99.6554 33.5287
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Table 3 PSNR (dB.) of noise and

RGB B P Airpl L
data cut attacks Standard RG! aboon Peppers Airplane Lena

Salt and Pepper (noise=0.002) 34.21 33.63 33.10 33.76
Salt and Pepper (noise=0.005) 30.001  30.51 28.86 30.78
Cropping (64 X 64) 24.0 23.1 22.5 23.63
Cropping (128 x128) 18.1 17.2 17.0 18.0

degraded and original images. A greater PSNR value indicates a better deciphered
image quality. In this test, an encrypted image has corrupted using two different attacks
(salt & pepper) of (0.002, 0.005) levels and data cut attack of (128 X 128, 64 X 64)
cuts; which then decrypted using the proposed technique. The PSNR results of sug-
gested scheme are shown in Table 3; which shows its robustness against these types of
attacks; since PSNR are higher than 33db for a noise level =0.002 and has reached to
30.53db in average for a noise level of 0.005. Moreover, the PSNR values have reached
to 24db and around 18db for a data cut of (64 x64 and 128 x 128) size. Despite the

Recieved image1

Recieved image2

Recieved image1
S .

Recieved image1

Data cut with 64 x 64 (d) Data cut with 128 x128

(©)
Fig.7 Noise and Data-cut attacks
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Recieved image1 Recieved image2

(a) Decrypted Quad Image/ original key (b) Decrypted Quadlmage/ modified key

Fig.8 Key sensitivity

reduction in PSNR values of data cut (128 x 128), the deciphered image can be recog-
nized as shown in Fig. 7.

4.5 Key-space

The size of key-space has a main-role in the encryption stage. Hence a key size greater than
219 makes the encryption method stronger to brute-force attacks. The proposed scheme
has different security keys: (t;...ts), (i, j, k, I, m, n) and N,. By assuming the accuracy of
initial value =10, then the total key-space is larger than N, X 10°®, which in turn proves
the robustness of this scheme against brute-force attack.

4.6 Key sensitivity

A high-sensitivity of secret-keys leads to a successful encryption scheme. Therefore,
a slight-change in the initial conditions of used secret key leads to a great modification
in the decrypted image. In this test, the quad-color fused-images encrypted in two cases.
The first one has an original initial condition of (x; ... x4=0.1) and the second one has
the same (x; ... x;=0.1) but modified x, in one small difference about (1x107'®) that
means (xg=0.1000000000000001). The results of decryption process in these two cases

Table 4 Comparison of Correlation coefficients (CC): H, V, and D

Dir [32] [5] [28] [1] [33] [29] Proposed
H —-0.003 0.0034 0.0009 —0.0036 —0.0003 0.0040 0.0024

v —-0.004 0.0015 0.0016 0.0016 0.0011 —0.0044 —0.0007
D 0.002 0.0008 0.0007 0.0058 0.0013 —0.0012 —0.0039
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are demonstrated in Fig. 8; which shows its failure in restoring the original image when
modifying the key slightly.

4.7 Correlation

In general, there is a great correlation between the adjacent pixels of plain images in three
direction (diagonal D, horizontal H, and vertical V). Thus, minimizing it to zero or less
increases the robustness of encryption algorithm that is calculated as follows:

r

Ex((b — Ex(h))(a — Ex(a))

ab —

Ex(a) = 1

Red channel

VD location (x,y+1)

HD location (x+1,y)

Red channel

Red channel

300

o 100 200

VD location (x,y)

[} 100 200

HD location (x,y)

0
0 100 200

DD location (x,y)

(a) Red Channel

\/ Var(b)Var(a)

N

N

2
j=1

J

(23)

24

5 B
S 38

VD location (x,y+1)
3
8

o Green channel

HD location (x+1,y)

0 Green channel

DD location (x+1,y+

220

2
s

B
3

5
8

Green channel

0

100 200
VD location (x,y)

20
0

100 200
HD location (x.y)

[ 100 200
DD location (x,y)

(b) Green Channel

VD location (x,y+1)

Blue channel

Blue channel

DD location (x+1,y+1)

Blue channel
C

0

100 200

VD location (x,y)

0

100 200
HD location (x,y)

0 200

100
DD location (x,y)

(c) Blue Channel

Fig.9 Baboon Image Correlation for 3 channels and 3 directions

@ Springer



Multimedia Tools and Applications

Var(a) = 1

m (25)

Zjlil ((aj - E)c(a))2
where N defines the total of nearby pixels; and Var(a) and Ex(a) are the variance and
expectation of a, respectively.

The plain image (Baboon) shows a linear relationship among pixels as shown in Fig. 11
and its CC value has approached to unity as shown in Table 4. The suggested technique has
broken the correlation among pixels; where the CC has been reduced to zero or negative
value as shown in Table 4 and Figs. 9, 10 and 11 for Quad-Color plain bit level fusion and
final Quad-Color Cipher image.

4.8 Complexity analysis

The size of input image M XN should be considered when computing the complica-
tions of the presented algorithm; assuming that (m) represents the number of pix-
els. Therefore, the complexity can be computed by the following defined operations:
binary conversion, image fusion, 2 X 2 blocks splitter, randomized assembler, secret key
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Fig. 10 Plain Quad-Color Fusion without Chaos and Fibonacci
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generation, 6D_HyperC confusion and Fibonacci diffusion. The complexity of binary
conversion = 0(n?) and that of image fusion equals to O(n?). The 2x 2 blocks splitter
and randomized assembler are equal to O(2n?). The generation of secret-key has o).
The complexity of 6D-HyperC confusion and Fibonacci diffusion = O(4n?). Therefore,

the overall complexity is O(9n?).

4.9 NIST statistical test

An NIST SP 800-22 of 15 sub-tests has applied to our scheme for checking the uni-
form distribution of cipher coordinates. It identifies the randomness of the encryption
approach; where a good encryption should produce a high randomness that exceeds 0.01
for a p value in all sub-tests. According to the results shown in Table 5 of a cipher image
(512x512), the algorithm has successfully passed all the statistical sub-tests.
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Fig. 11 Three Correlation channels of Final Quad-Color Cipher Image in three directions
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Table 5 NIST statistical tests

Test Name P Value Pass rate Result
Approximate Entropy 0.122325 1 Success
Frequency 0.122325 0.8 Success
Block frequency 0.017912 0.9 Success
Cumulative Sums Forward 0.017912 0.8 Success
Reverse 0.122325 0.8 Success
Runs 0.534146 1 Success
Longest Run 0.030913 1 Success
Serial p-valuel 0.213309 0.9 Success
p-value2 0.017912 0.9 Success
Rank 0.534146 1 Success
Linear Complexity 0.017912 1 Success
Non-Overlapping Template 0.035174 1 Success
Overlapping Template 0.163426 1 Success
FFT 0.027423 1 Success
Maurer’s “Universal Statistical” 0.939495 1 Success
Random Excursions x=-9 0.398446 0.8 Success
x=-8 0. 384,864 Success
=-7 0. 421,008 Success
=-6 0.401,031 Success
x=-5 0. 504,582 Success
=—4 0.742,174 Success
x=-3 0. 649,739 Success
Xx=-2 0. 933,253 Success
x=-1 0. 816,458 Success
x=1 0. 884,660 Success
x=2 0. 853,812 Success
x=3 0. 726,095 Success
x=4 0. 503,548 Success
x=5 0.411,058 Success
X=6 0. 484,041 Success
x=7 0. 303,018 Success
x=8 0.222,067 Success
x=9 0.360,314 Success

4.10 Speed analysis

There are many factors that should be taken into consideration when analysing the elapsed
encryption time such as system program capability, programming language, hardware
and software environment, etc. Therefore, a comparison has been made with some related
approaches including their hardware environments as demonstrated in Table 6. According to
the obtained results, the speed of encryption is fast enough for a real-time demand compared

with the other schemes.
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Table 6 The Time consumption (sec) Encryption Algorithm

Scheme No./Channel Computer Configuration Speed (sec)
[32] Quad/Gray Core i5-7500@2.50 GHz CPU and 4GB RAM 23.7

[24] Triple/Gray Core i5 processor and 8GB RAM 0.7374

[5] Quad/Gray Core 17-3537U@2.00 GHz CPU and 4GB RAM 1.89

[28] Quad/Gray Core i7 laptop @ 2.3 GHz CPU and 8GB RAM 1.86

[1] Octagonal/Colour Intel (R) W-2133@ 3.60 GHz CPU and 32GB RAM  1.78

[33] Quad/Gray M-5Y71@1.20 GHz CPU and 8GB RAM 1.71
Proposed method Quad/Colour Intel(R) i17-8565U @ 1.80GHz CPU and 16GB RAM 1.03

5 Conclusions

In this paper, a colorful quad images encryption/decryption algorithm has been proposed
based on pixels’ information of input images. Where a new fusion scheme was designed
for splitting and fusing the inputs according to their binary bits within 2-rounds. Then
they were segmented and randomly combined using a random key for increasing the
security level. Moreover, two steps of 2-rounds were implemented to the randomly shuf-
fled quad-fused image consists of a confusion (6D HyperC) and diffusion (FQ-matrix).

The time and space complexity has been reduced when dealt with the quad-color
images instead of single image. The proposed scheme has been tested upon different
metrics for evaluating its strength. The obtained results showed its robustness and resist-
ance against various attacks. Increasing the size of input images, dimension of chaotic
maps and a more complicated fusion approach could be our future steps.
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