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Older adults continue to be targeted by cybersecurity attacks: a trend which shows no signs of slowing, and one that has become even 
more problematic given that many older adults adopted new digital technologies during the Covid-19 lockdowns. Yet there remains a 
scarcity of solutions designed to help older adults protect themselves online. In part, this is due to a lack of understanding of the specific 
needs of older adults, who are the fastest growing, and arguably most technologically diverse population on the internet. This study draws 
upon recent qualitative research to identify key dimensions which are likely to influence older adult cybersecurity behaviour and 
subsequent vulnerability. We show how these dimensions can be used, for example, to develop a wide range of personas that help illustrate 
the range of abilities and attitudes in the older adult population. The dimensions outlined here can be used to help researchers, designers, 
and developers better understand the diverse needs of older adult users when developing digital or security solutions for this population. 

CCS CONCEPTS • Security and privacy ~ Human and societal aspects of security and privacy ~ Social aspects of security 
and privacy • Human-centred computing ~ Human computer interaction (HCI) ~ HCI design and evaluation methods ~ 
User models 

Additional Keywords and Phrases: Ageing, Older adults, Cybersecurity, Personas, Diversity 

1 INTRODUCTION 

Older adults demonstrate the highest year-on-year adoption of internet-enabled technologies [15, 51] for many reasons 
ranging from leisure and admin, through to maintaining independence for longer in later life [8, 60]. The Covid-19 
pandemic and its associated lockdowns rapidly accelerated technology adoption for many older adults [22] for reasons 
such as maintaining social interaction, accessing health services, and obtaining basic amenities such as food through online 
shopping [61].  
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Though beneficial for many, the rapid increase in technology adoption has also promoted increased risk, and researchers 
have begun to identify specific cyber-vulnerabilities for older adults [48, 62] who are increasingly targeted by cyber-attacks 
[1, 47], something which is evidenced by the rapid increase in online fraud during Covid-19 lockdowns [34]. It is, therefore, 
more important than ever to understand security vulnerabilities in the older adult population. However, one problem with 
achieving this goal is that older adults are too often considered as a single homogenous group, based on broad, age-related 
generalizations [20, 64]. To make progress in this area, we first need to recognize that older adults make up a highly diverse 
population. 

 Personas can help us achieve this goal. Personas are hypothetical representations of users which help stakeholders 
build empathy with users and consider wider audiences as a result of their attributes [44]. Personas have been used 
extensively within user-centred design since their introduction in the late 1990’s [10], but were first adapted to 
cybersecurity settings by Stoll et al. [65] who used them to demonstrate how security visualizations could be used to help 
create more usable systems. Since then, personas have been used widely to better understand diversity across user groups 
such as students [5] and millennials [32]. Despite their usefulness, very little research has developed older adult personas, 
and even less has explored the diversity of the older adult population with regards to their technology use and nuanced 
issues, although a recent exception to this is Petrie’s use of a range of pastiche personas as a light touch means of illustrating 
diversity [53].  

In this paper we develop an evidence-based set of dimensions that can be used to generate personas that represent a 
varied set of older adult technology users. We draw upon recent, published, qualitative cybersecurity research to identify 
key characteristics likely to influence older adult security behaviours. We then use these as dimensions to develop personas 
which demonstrate some of the variability within this population, something which can be used to better understand the 
breadth and complexity of the security needs in this group. Our contributions are threefold: Firstly, we counteract age-
based stereotypes of older adult technology users by highlighting the diversity of technological ability and technology use 
amongst this group of users. Secondly, we outline six key dimensions identified within recent older adult cybersecurity 
literature which can be used as to generate any number of personas likely to represent real-world older adult users. Thirdly: 
we provide designers, developers, and policy makers with examples of evidence-based personas generated using these 
dimensions. As a result, we hope to contribute to those who are seeking to be more inclusive when designing or developing 
solutions for older adult users.   

2 BACKGROUND 

Older adults remain the fastest-growing group of internet users worldwide, with over 75% of those over 65 now frequent 
users of the internet [15]. Many, but by no means all of these older adults are new adopters of technology, and as such, are 
still developing their digital literacy.  Like most user groups, older adults utilize technology for a number of reasons [9, 
25], but also have more esoteric uses such as maintaining independence in later life [13, 60]. Events such as recent global 
Covid-19 pandemics, and their related social isolation during ‘lockdowns’ have prompted even reluctant users to adopt 
technology to maintain social interaction, maintain contact with services and organizations [16], and access critical help 
[22].  

While some older adults have the appropriate digital skillsets to benefit from technology use, many do not, and those 
most in need of support, i.e. those who do not fully understand how to stay safe online, are the least likely to receive it: a 
digital catch-22 [11]. These users are also the most likely to become victims of cyber-attacks. For example, recent research 
[48] has reported that older adults are at increased risk of online threats such as phishing, ransomware and online
misinformation, and are disproportionally targeted by various internet scams and email attacks [1, 62].
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2.1 Ageism and Stereotypes About Older Adult Users 

Even though research has identified that older adults are more vulnerable to cyber-attacks, it is important to move away 
from ageist stereotypical conceptions of older adults as a single homogeneous group with poor digital literacy skills [67]. 
Ageist thinking has a number of consequences [38, 67], and stereotypes surrounding older adult technology use can hinder 
the effectiveness of technical and behavioural security solutions seeking to promote cybersecurity. The academic literature 
overwhelmingly focuses on chronological age when seeking to better understand older adults [46], which not only impacts 
the usefulness of the research, but also risks research ageism [71]. Few studies acknowledge that the older adult population 
is as diverse as any other age group, and indeed, when work, lifestyle and health factors are considered, this population 
could easily be considered the most diverse. Many older adults are keen to adopt and use technology [4], some feel forced 
into using technology [39] and others simply refuse to use technology [36]. One way to highlight, reflect upon, and 
counteract the negative stereotypes within our own field of HCI is to consider recent literature in this space. 

Generalizations and ageist rhetoric is harmful. Mariano et al. [37] demonstrated that stereotype threat is negatively 
related to perceived ease of use, suggesting that older adults underuse technology because of a fear of validating negative 
stereotypes about them. Worryingly, it is likely that similar damaging consequences emerge when products and services 
are designed in non-inclusive ways, causing increased difficulty for some older adults, or excluding them altogether. It is 
unlikely that developers, designers, or researchers intentionally design against older adults, but it is important to recognize 
when our own unconscious biases and stereotypes lead to solutions which become exclusive.  

2.2 The use and usefulness of personas in cybersecurity 

Personas offer a solution to improving inclusive design for older adults. Indeed, personas were originally introduced as 
a practical way of better understanding end users, and considering them during the design of products and services [32]. 
Personas allow designers and developers the ability to understand how diverse users behave with a given context [6]; in 
this case, within a cybersecurity setting. Personas build on existing methods, such as scenarios, when seeking to identify 
the needs of specific user groups [54]. They have been in circulation within the academic community since their 
introduction by Cooper in the late 1990’s [10], although the application of personas to cybersecurity has been limited, and 
even more so in older adult groups.  

Stoll et al. [65] were the first to adapt personas to cybersecurity settings, creating three cybersecurity team members 
representing: an analyst, a safety officer and an intelligence researcher. They subsequently used these personas to inform 
the building of system architecture and ‘consulted’ the personas to ensure that their development was suitable. Mckenna 
et al. [63] also outlined how visual design methodologies could be applied to cybersecurity contexts. They highlighted the 
limitations of existing research, predominantly that the user is often only considered after the design of a solution is 
complete. Mckenna et al. produced personas representing: a cyber analyst, a network operations manager, a director of IT 
and a Chief Executive Officer (CEO) based on qualitative data gathered in relevant interviews and used these to inform 
design decisions. While both present early work in applying personas to cybersecurity, their work focuses entirely within 
workplace settings, and centres users with security expertise, a theme which is prevalent amongst the extant security 
literature.  

In more recent years, the HCI community has moved towards more inclusive privacy and security – i.e., developing 
solutions which meet the needs of diverse user populations. Personas have also been used effectively in this regard. For 
example, Andrews [69] presents a number of personas which summarize the needs of a wide range of users including 
journalists, activists, members of the LGBTQI+ community and domestic violence survivors. Each of these groups, and 
many other groups, have specific needs for tools which protect their privacy and security, and as a result benefit from 
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considering wider use cases than those which are immediately obvious. Older adults are no different in this regard, and 
designers and developers can benefit from understanding the variability in this population.  

Despite this, very few personas exist which demonstrate the variability of the older adult population. Kim [26] used 
personas to understand how end users might become susceptible to security threats. Using a mixture of online surveys, 
articles and qualitative interviews, they developed eight personas reflecting distinct characteristics which contribute to 
cybersecurity vulnerability. Their personas consisted of four university students, two sets of married individuals with 
children, one user with very little demographic information (Responsive Rebecca) and one “elderly” woman (Innocent 
Irene). Innocent Irene is cast as: having extremely low awareness, making no effort to manage her personal information 
from cyber-attacks and relying on a tech store where she bought her devices. Kim et al. [26] highlight that their sample 
was predominantly based on younger users (aged 19-30), however, given that Innocent Irene is currently one of two older 
adult cybersecurity personas we have found in the entire literature base, it is clear that the diversity of older adult technology 
users is not appropriately reflected at present. 

This paper sought to develop a set of dimensions from which older adult personas could be easily generated. The 
dimensions were drawn from recently published literature addressing various topics associated with older adult 
cybersecurity. Through identifying key dimensions associated with cybersecurity in this population, we produced two 
example older adult personas with various skillsets and priorities, each representing their own unique challenges for 
researchers, developers and policy makers. The dimensions we present can also be used to generate any number of new 
personas, each which is likely to represent a typology of older adults currently underserved in the technology space, 
although we present two here, for illustrative purposes. 

3 METHOD 

3.1 Selection Criteria 

The current literature base focusing on older adult cybersecurity is relatively scarce, however, this paper builds on 
qualitative data from four recent studies addressing older adults’ cybersecurity resources, attitudes and behaviours. To 
motivate the design of the personas, we did an online literature search on the ACM Digital Library, Science Direct, and 
Google Scholar using the keywords [“older adults” OR “elderly” OR “seniors” AND “security” OR “cybersecurity”]. 
Then, we selected recently published articles that fit the following criteria: 1. Focusing on community-dwelling older 
adults/seniors/elderly (as self-defined by the paper), 2. Focusing on a cybersecurity context, and 3. Reported qualitative 
data. Four published papers met these search criteria. Original qualitative data from these four studies was provided and 
the combined raw data was subject to further analysis. This work was approved by our institution’s ethics review board. 

 
 

3.2 Data Sources 

All source studies included qualitative interviews lasting approximately one hour, with variability between 30 minutes 
and 120 minutes (see Table 1 for an overview of included studies). Interviews were for the most part conducted face to 
face, however, Study 4 (see below) reported using telephone interviews (as well as other surveying methods). The 
variability across these studies allowed us to consider older adult security behaviours across a broad range of contexts. 
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Table 1: Studies included in generating the dimensions. 

 

3.3 Analysis 

Data was combined and subjected to a template analysis [27]. A-priori themes taken from the four published papers 
provided a template for analysis, supplemented by other cybersecurity themes in the wider literature. Evidence for the 
relationship between the dimensions and behaviour has been found in the research literature, both in the studies used for 
this analysis and in the broader literature base, these are referred to explicitly within the analysis presented. Two personas 
were then created, which demonstrate two distinctly different users, generated by varying these dimensions. Each persona 
includes a variation on each of the dimensions (a cybersecurity profile) alongside a fictitious photograph; a set of 
demographics, and a description of the user, highlighting associated behaviours and attitudes.   

4 RESULTS 

Six a priori dimensions (themes) representing key characteristics likely to impact security behaviours in older adults 
were identified from within the data, as well as the broader, yet finite, cybersecurity literature base. These dimensions 
represent: cybersecurity awareness, availability of support, digital literacy, stress, financial position and perceived 
responsibility for cybersecurity. Each of these dimensions was identified as being a key factor in the ability of an older 
adult to protect themselves online, and the intersection of these dimensions provides unique challenges specific to older 
adults. Drawing from the security persona literature [26, 44, 69], we created a set of amalgamated personas based on these 
dimensions (and present two examples here). Prior to presenting the example personas, we outline each of the six key 
persona dimensions, as well as the existing literature which supports their importance. 

 

4.1 Persona Dimensions  

4.1.1Cybersecurity Awareness 

Awareness is clearly an important concept, included in most core theories, frameworks and behavioural models of 
cybersecurity behaviour [18, 31]. Awareness is often the focus of human factors security interventions as well as a core 
facet of large-scale interventions and campaigns. Though not always successful in changing behaviour [3], awareness is 
necessary, but not independently sufficient to drive security behaviours [12]. 

 Study      Ref Year Sample Data Study Objectives 

1 [45] 2021 n = 19 (F:8 M:4) older adults 
aged 62-78 (m=68.79) 

Study 1 investigated OA’s feelings towards cybersecurity 
and the barriers they face when doing so.  

2 [49] 2019 n = 22 (F:15 M:7) older adults 
aged over 65 years old (m=72) 

Study 2 investigated OA cybersecurity information support 
seeking behaviours including which factors are most 
important when seeking security support. 

3 [46] 2020 n = (F:7 M:6)   older adults aged 
53-68 (m=63) 

Study 3 investigated technological change in the retirement 
transition and its impact on cybersecurity behaviours and 
attitudes.  

4 [50] 2021 n = 14 (F:5 M:9) older adults, 
aged between 55-80 years. 

Study 4 was an intervention designed to train and embed 
security “guardians” within older adult communities.  
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 Awareness of cybersecurity was highlighted Studies 2 and 4, where a lack of awareness leads to choosing poorer 
information sources, promoting vulnerability to threats. Existing literature has also identified awareness as an important 
factor for older adult cybersecurity vulnerability. Sannd [58] for example, investigated older adults’ interactions with 
phishing emails and concluded that a lack of awareness, recognition ability, and poor treatment of phishing emails were 
likely to be key components of older adults remaining at high risk of phishing attacks. Similarly, Frik et al. [21] outlined 
how poor security awareness was associated with increased cybersecurity vulnerability in older adults living in care homes, 
with users only able to employ mitigation strategies when they had some awareness of security risks.  

Although awareness is an important factor for older adult cybersecurity, not all older adults perform fewer cybersecurity 
behaviours than younger users. Parsons et al. [52] conducted a survey with 500 employees, 27% of which were over 51 
years old. They found a positive relationship between age and information security behaviour, with older adults 
outperforming younger adults on the behavioural component of the HAIS-Q. Similarly, McCormac et al. [40] investigated 
individual differences and their association with information security awareness, finding that age was not significantly 
associated with awareness. 

4.1.2Availability of Support 

Asmar [2] outlined how support in the use of digital technologies is important for digital inclusion of older adults in 
online environments, and the quality and availability of this support is likely to influence an individual’s cybersecurity 
vulnerability. Study 2 specifically set out to understand how older adults seek cybersecurity information. They found that 
older adults typically prioritize information sources based on their availability, rather than the level of expertise an 
individual can offer. Similarly, Study 1 found that older adults rely on technical support from others, but that this support 
is not always appropriate. Two distinct types of support were identified within Study 1 study. Firstly, support which 
promotes independence; this support was typically instructional advice, with family members showing the user how to do 
something, so that they could do it for themselves in the future. The second form of support identified was dependence 
promoting support. In these cases, support givers take the device from the older adult, complete the required tasks, and 
hand the device back. In these circumstances, the older adult is forced to rely on others to keep themselves secure, and do 
not develop their own security skillset. Study 3 also identified support as an important factor for recently retired individuals 
who have lost the support of younger colleagues and IT training upon retirement. 

Outside of the three studies above, the current literature landscape is scarce relating to the impact of cybersecurity 
support on older adult cybersecurity. Mendel and Toch [42] highlighted that understanding older relations preferences is 
an important factor behind providing meaningful security and privacy support within family units. Murthy et al. [48] 
demonstrated that families living with older adults tend to have “self-appointed technology managers” who alternate 
between paternalism and stewardship in their attempts to keep older adults safe online. Security paternalism can also be 
seen in security practices of older adults receiving care, or those using health-monitoring systems, where assumptions 
around a lack of need for privacy are often made and acted upon [41, 43]. Finally, Kropcynski et al. [28] explored how 
communities of older adults work together to collectively manage their cybersecurity, finding that many older adults 
interacted with others with a similar level of technical expertise. Study 4 naturally builds on this study by training and 
embedding security guardians within their local communities to act as a source of support for older adults who without 
them would have none. 
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4.1.3Digital Literacy 

Many definitions exist for digital literacy [55, 72], here we simplify digital literacy as ‘an individual’s ability to interact 
functionally with technology’. Many things are likely to feed into this, such as technological ability, device types as well 
as prior experience etc. Study 1 highlights that digital literacy is important for promoting confidence in an individual’s 
ability to engage in cybersecurity behaviours. Conversely, poor digital literacy leads users to unintentionally act in insecure 
ways, “burying their heads in the sand” and denying the existence of security threats. Study 2 highlights that digital literacy 
is necessary to interact effectively in the digital world, showing that information provided by security campaigns, etc., is 
only effective if users have the proper skillsets to make use of these resources. In Study 3, digital literacy was seen as 
important in allowing an individual to transition into retirement whilst counteracting the negative implications of losing 
workplace-based technical support.  

Existing research has previously linked poor digital literacy with cybersecurity vulnerability. James et al. [24] outlined 
a relationship between digital literacy and susceptibility to scams in a large sample (n=639) of community-dwelling older 
adults. Lee [33] outlined the various ways in which a lack of digital literacy creates avenues for cybercrime victimization 
through increased susceptibility to phishing, as well as having decreased ability to identify and verify threats such as fake 
websites and social media accounts.  

Digital literacy may lead to differences in how, and from whom, support is sought: an avenue for vulnerability in itself 
[50, 59]. It is also essential in allowing older adults to engage in technical cybersecurity practices: such as updating 
software, using antivirus programs, password managers or other technical solutions. Literacy levels are likely to impact 
the effectiveness of guidance and interventions by developers, policymakers and researchers, and along with the factors 
discussed above was seen as a key dimension.  

4.1.4Stress 

A growing body of literature is highlighting that cybersecurity can be an emotive subject for some users. Based in 
coping theory [30] and technostress [7] literature, D’Arcy [14] demonstrated how employees found information security 
requirements to be stressful. Study 1, which sought to understand how older adults felt about engaging in cybersecurity, 
outlined how the stress associated with cybersecurity could lead some older adults to disengage from security behaviours 
altogether. Similarly, some of the older adults interviewed in Study 3 identified that fear and anxiety around “doing the 
wrong thing” led them to rely heavily on others, even if the people they turned to were not necessarily experts. Fear, anxiety 
and a lack of confidence were also identified in Study 2 with users reporting avoidance of security advice found online in-
case such advice was part of a larger cyber-attack. 

A small but growing body of literature has demonstrated that stress and coping are important factors in cybersecurity. 
Decades of research entrenched in psychological models such as Protection Motivation Theory (PMT) [35] have often 
focused on threat appraisals, but more recently coping has gained traction as a better predictor of security behaviours [68, 
70]. Given that the studies here, as well as other recent literature, have highlighted a growing importance of stress in 
cybersecurity, it was included as a key dimension here. 

4.1.5Financial Position 

An individual’s financial position is likely to impact their security environment in several ways. Access to technology 
has always been considered a component of the first level of the digital divide [57]. More recently, however, material 
access inequalities: those inequalities which stem from the variability in the quality of devices afforded to users of differing 
wealth status’ have become the focus of both security as well as digital inclusivity literatures [17, 23, 56]. Study 1 identified 
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that some older adults see security protection as a waste of money. Similarly, Studies 2 and 3 reported users discussing 
how finances were too important to waste, and that following retirement, managing money became more important. The 
variability of financial position and its consequences for security was well outlined in the studies reviewed, however. Study 
3 demonstrates that some older adults seek out paid help through local IT professionals, while Study 2 highlights that some 
users prefer to use free versions of anti-virus software to avoid spending money unnecessarily. Study 3 also highlighted 
how a lack of wealth might lead some users to use hand-me-down devices which might be outdated and be more vulnerable 
to cyber-attacks.  

4.1.6Perceived Responsibility for Security 

The final dimension outlined as important for older adult cybersecurity was the level of responsibility that people feel 
in relation to their cybersecurity. Study 1 demonstrated that users can sometimes defer the responsibility of cybersecurity 
to others for reasons of stress, fear and anxiety, as discussed above. Often users simply do not feel comfortable enough to 
engage in security, fearing that they will cause further issues. Others feel that organizations and retailers have a duty of 
care to provide ongoing effective security support for devices so that consumers are protected, although in reality this 
thought process is unlikely to help against many forms of social engineering-based attacks such as phishing. Study 4 
demonstrated the positive effects of empowering users with a sense of responsibility for cybersecurity education, although 
this represents an extreme case, as most users will not have access to specific cybersecurity training. However, it does 
demonstrate a link between ownership and security salience.  

Whether or not security is, or should be, a personal responsibility is a matter of debate. Some believe that attributing 
security to personal responsibility risks producing an environment where victim shaming becomes the norm, as outlined 
in the interesting discussion of this topic by Strawser and Joy [66]. Conversely, LaRose [29] found that those who agreed 
with the statement that “online safety is my personal responsibility” were significantly more likely to protect themselves 
online than those who disagreed, though they acknowledge that causation could not be implied through such survey studies. 
Interestingly LaRose found that an exception to the trend was identified when users reported low self-efficacy. These users 
demonstrated even lower security intentions after being told that safety was their responsibility, suggesting that having 
responsibility thrust upon them was discouraging. This finding aligns with the above-mentioned stress reaction to security 
and is likely to be rife in users with low digital literacy.  

4.1.7Interactions between the dimensions 

Although the dimensions above are outlined individually it is likely that there will be considerable interplay between 
the above dimensions. For example, users with higher digital literacy may experience less stress when seeking to navigate 
cybersecurity protection. Alternatively, those with greater financial wellbeing may be less interested in taking 
responsibility for their cybersecurity if they can delegate this responsibility to a paid other. Of course, both situations can 
be reversed, with more affluent users taking more responsibility for cybersecurity, as they have more to lose, and users 
with greater digital literacy being more aware of various security threats, giving a higher stress response. Both 
circumstances are likely to exist, and both are likely to need tailored solutions.   

4.2 Introducing Older Adult Cybersecurity Personas 

Any number of personas can be generated by manipulating the six dimensions described above and we give two 
examples below. Representative quotes were provided for each of the personas, taken verbatim or slightly adapted from 
the source studies discussed throughout this paper, lending evidence to the sorts of quotes that might be provided by these 
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users. A quote from Study 1 is listed as S1 etc. Facial images attached to the personas were taken with consent from 
https://unsplash.com.  

4.2.1Persona 1: Habiba 

Habiba spent the latter part of her career as a technology consultant, after working as a developer during the earliest 
iterations of household computing technology. She has incredibly high digital literacy and is very aware of cybersecurity 
threats as well as how she can protect herself from them. Habiba is continually frustrated when she sees stereotypes of 
older users and finds almost all security messages targeted at older adults condescending.  

 

 

Although she has now retired, Habiba occasionally takes on consultancy work for fun. She notes how this also helps 
keep her knowledge up to date. She volunteers 3 days per week across two roles; one with a local charity, where having 
been identified as being technologically literate, she was given the role of running accounting and financial software 
packages, as well as taking control of cybersecurity. In her second role, she provides technical support for other older 
adults as part of a coffee meet at her local IT shop.  

Habiba describes her technology usage as “non-stop”, with IoT devices scattered around her home including Hive 
heating, a camera doorbell, and even a Wi-Fi enabled kettle. Habiba keeps her devices up to date and buys new devices 
when software is no longer supported. She is an early adopter of security solutions such as password managers, and believes 
that people should take responsibility for their cybersecurity.  

https://unsplash.com/
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Although Habiba lives alone, she is not worried about lacking support from others, as she is confident that she “couldn’t 
be any more secure”. On rare occasions where Habiba does not know the answer, she feels more than comfortable engaging 
in technology forums such as GitHub to find the answers she needs.  

4.2.2Persona 2: Geoff 

Geoff’s husband Michael recently purchased him a new MacBook for his 60th birthday. The Apple Genius Bar set the 
device up for him and he is continually delighted by how simple it is to use compared to other devices he has had in the 
past. Geoff uses his laptop for managing his work activities such as creating staff rotas, but also enjoys leisure activities 
such as watching Netflix. Geoff finds cybersecurity to be incredibly stressful because he feels like he knows nothing about 
it. Although keen to use technology, Geoff has always struggled with jargon around cybersecurity. Michael is similarly 
confused by cybersecurity, but finds the topic less than interesting, believing that there are better things to do than spending 
time reading about back-ups. Geoff usually still asks Michael for help anyway, however, Michael usually ‘presses random 
buttons until it works’. Although Geoff would love to use the Genius Bar, it is too far from where they live, so is used in 
emergencies only.  
 

 

Geoff is aware that his cybersecurity hygiene could be better but takes physical measures to try to mitigate this. For 
example, he hides his devices before leaving the house, since the devices are not secured with passwords. He writes down 
login details, something he thinks is risky, but feels he has to do this as he can never remember passwords. When banking 
online, he tends to use his old desktop PC over his new MacBook, since it “just feels safer”. Geoff has little money to 
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spare, so refuses to purchase anti-virus software, instead relying on free versions. He has considered purchasing software 
but is unsure about which features he needs, as many are pushed by his program, and wonders if they are necessary at all.  
Geoff wants to take control of his cybersecurity but feels that there is far too little support available.  

  

5 GENERAL DISCUSSION 

This paper set out to produce a means to generate fictional architypes of older adults based on recent qualitative research 
investigating various aspects of older adult cybersecurity, highlighting important dimensions which are likely to influence 
older adult cybersecurity behaviours and subsequent vulnerability. These dimensions are: security awareness, support 
availability, digital literacy, stress, financial health and perceived responsibility.  

 Too often older adults are represented as a homogenous population with a collective set of needs [20] and while 
personas have been developed for privacy and security purposes [19, 26], very little existing literature has considered older 
adults within this persona development. However, this population is as diverse as any other, something we hope is 
demonstrated by the example personas developed within this paper. The personas offered here serve as just two 
representations of a vast number of older adult users, who are likely to vary drastically on the dimensions outlined here. 
We hope that outlining this variability will help designers and developers to consider older adults as a more diverse user 
group, whilst also providing researchers a starting point for developing future research agendas.  

5.1 Thinking More Broadly About Older Adults’ Cybersecurity 

The dimensions outlined in this paper are proposed as salient starting points when thinking about designing security 
interventions or tools for older adults in order to counteract pre-existing stereotypes of older adult users. For example, we 
can easily see how very basic security advice tailored to those with very low digital literacy would be: ignored, unsuitable 
for, or perhaps even offensive to users such as Habiba. Similarly, paid-for security solutions which might be seen as 
acceptable and feasible by some older adults, may deter users such as Geoff, who simply cannot justify the costs, given 
their limited financial position. Advice reminding older adults to update their devices, even if understood by those with the 
appropriate levels of literacy, and even if considered not to be stressful enough to scare users away, may be entirely 
inappropriate to users who rely on hand-me-down devices, which are so outdated that they are no longer supported by 
security updates. Users such as Geoff, who experience high levels of stress around security may be best served by solutions 
which promote self-efficacy and technology use, rather than high-fear messages reminding users of the multitude of threats 
online [3]. In this paper, we present a more diverse sample of older adults to discourage the notion that the older adult 
population can be condensed down to broad, stereotypical representations. Of course, it is important to emphasize that the 
dimensions listed here are not necessarily exhaustive and should be updated as new and relevant literature emerges. 

5.2 Limitations 

Although we present a range of dimensions relevant for the design of cybersecurity interventions and tools for older 
adults, others are also likely to exist. The focus of older users in the field of cybersecurity is a relatively recent approach, 
and as such this work was based on a finite amount of recent qualitative research. This qualitative work is well positioned 
to provide rich discourse about the dimensions outlined here but would benefit from quantitative research designed to 
determine how these dimensions impact older adult security vulnerability in statistically significant ways. Similarly, 
identifying meaningful interactions between these dimensions, as discussed above, would be useful for designing 
interventions and solutions for older adults.  
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Another consideration in this paper is the diversity of the participants underpinning the data. Since the personas 
generated here are derived directly from data captured in recent qualitative studies discussed. The dimensions ultimately 
reflect the populations sampled within those papers. Given the small samples associated with qualitative research, 
representativeness is not possible, nor typically sought after, but we identify that further work needs to be done to 
understand the issues experienced by those older adults who do not necessarily sit in those groups which are most 
represented in research.  

6 CONCLUSION 

In this paper we have constructed and described an evidence-based means to generate personas representing a varied 
set of older adult technology users. We have drawn upon recent existing qualitative cybersecurity research conducted with 
older adult samples to identify key characteristics likely to influence older adult security behaviours: Security Awareness, 
Support Available, Digital Literacy, Stress, Financial Health, and Perceived Responsibility. We have then used these six 
dimensions to develop two illustrative personas to demonstrate some of the variability within this population, and to aid in 
the design of security interventions and tools.  
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