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Abstract

A DYNAMIC MANAGEMENT MECHANISM FOR OBJECT

COOPERATION IN THE SOCIAL INTERNET OF THINGS

Chuan Jin
A thesis submitted to The University of Manchester

for the degree of Doctor of Philosophy, 2023

The explosive growth in the number of heterogeneous objects in the Internet of
Things (IoT) leads to issues such as scalability, integration, and navigability. To allevi-
ate these issues, the concept of the Social Internet of Things (SIoT), as an integration
of IoT with social networks, has been developed for the objects to mimic the social
behaviour of human beings in society and thus effectively cooperate with one another
without human intervention. The cooperation between these objects is ultimately de-
termined by their respective owners, in terms of the type of services to be shared by
the objects, the respective owners’ willingness to share these services, and the social
relationship among these owners. Such decisive factors in determining cooperation
have not been considered in most existing works that employ a symmetric friendship
metric where the ratio of the common friends between two owners is equal for both of
them. There is scope to consider different approaches to friendship, such as asymmet-
ric friendship, which can be used to evaluate cooperativeness.

This thesis presents a novel dynamic management mechanism for object coopera-
tion that operates on behalf of the owners of objects. This consists of a novel abstract
model of willingness to share, a novel asymmetric friendship evaluation model and a
cooperativeness assessment model. The willingness to share SIoT services at differ-
ent levels of privacy is abstracted by the abstract model of willingness to share; the
asymmetric friendship among the owners is dynamically established and updated by
the asymmetric friendship model; and the probability of cooperating with other objects
for sharing services is assessed by the cooperativeness assessment model in which the
abstracted value of willingness to share is discounted by the asymmetric friendship.
Simulation experiments using the, commonly used for SIoT, SWIM simulator confirm
that the proposed mechanism works in a similar way to the descriptive results from the
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real world and that it also works in different scenarios in a consistent manner compared
with existing methods.
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Chapter 1

Introduction

1.1 Overview

The term Internet of Things (IoT) was firstly proposed by Ashton et al. (2009) at Proc-
ter & Gamble in 1999, and is defined as a large number of physical objects, such as
RFID, sensors, and smartphones, which are connected to the network for the exchange
of data in order to achieve some common goals without human intervention. The rapid
development of the semiconductor industry has contributed to the great increase in the
number of IoT objects that have permeated into daily human life. Markit (2017) has
reported that the number of IoT objects is forecast to rise to 125 billion in 2030 from
nearly 27 billion in 2017.

This explosive growth in the number of the heterogeneous IoT objects resulted in
issues, such as scalability, integration, and network navigability. Meanwhile, applying
so-called crowd intelligence, that is, a group of individuals in a social relationship out-
perform a few individuals when dealing with complex problems, into the large scale of
IoT can alleviate these issues. Consequently, the concept of Social Internet of Things
(SIoT), the integration of social networks and IoT, was proposed by Atzori et al. (2011),
with relationships among different IoT objects being established so that the objects co-
operate efficiently with each other. As SIoT is developed from IoT by taking social
relationships among IoT objects into account, new functionalities and concepts to im-
plement the social relationship have been introduced in SIoT, based on the architecture
of IoT.

The relationships among the objects can be established according to location of
the objects, working purpose of the objects, or ownership of the objects, which are
basic relationships among the objects themselves, while social relationships among

17



18 CHAPTER 1. INTRODUCTION

the objects are on behalf of the objects’ owners and can be developed at the same
time these owners contact each other socially. The establishment and management of
the basic relationships and social relationships among SIoT objects are designed to
work automatically without human intervention, which is different from IoT objects
that all the relationships among them could be configured manually by their owners in
advance.

By virtue of the social relationships, SIoT objects can mimic the social behaviours
of human beings in society to effectively interact with each other and also with human
beings (Atzori et al., 2012). In addition, an SIoT object can build a social relationship
with another SIoT object that it has never met before, and can decide whether or not to
cooperate with that object as a new friend. The social friendship among the SIoT ob-
jects was firstly employed to characterise cooperativeness by Bao and Chen (2012a,b)
and Chen et al. (2015b) aiming at representing whether or not an object is socially co-
operative with another object in service composition, with the assumption that friends
are more cooperative towards each other. Based on their assumption, friendship among
objects developed by social interactions is taken into account with other factors deter-
mining the cooperativeness in this research.

Depending on cooperativeness, the probability of cooperation for an SIoT service,
SIoT objects are able to decide whether to cooperate with each other automatically as
cooperativeness is ultimately determined by the owners of the SIoT objects although
the cooperation happens among the SIoT objects themselves. Cooperation not only
happens between SIoT objects whose owners are in a social relationship, such as
friends, classmates, or family members, but can also happen between SIoT objects
whose owners are not in a social relationship, such as consumers and merchants. The
social relationship between owners could be improved or weakened as the owners may
interact dynamically, which means dynamic social interactions may take place.

Besides, cooperativeness not only takes into account the social relationships among
SIoT objects on behalf of their owners, but also other factors, such as the services to
be shared and the users’ willingness for the service sharing to take place. The types of
the services are diverse, as diverse SIoT objects could be cooperated with one another.
For objects offering the same type of services, individual differences lead to a differ-
ent degree of willingness to cooperate with others. The differences of willingness for
different owners also lead to asymmetric willingness to cooperate with one another in
an SIoT cooperation, as uncooperative owners act in their own interests, thus requiring
asymmetric assessment of cooperativeness. In addition, cooperation among the SIoT
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objects can be dynamic as the SIoT objects can be carried by owners who are on the
move for the social interactions with one another. Dynamic cooperativeness assess-
ment is therefore required for the cooperation among the SIoT objects no matter where
the owners are and what time it is.

A smart campus in future, as an application example for illustration, is developed,
and an infrastructure implemented in the campus could be regarded as SIoT objects
that are able to provide SIoT services. The objects could offer services physically,
such as locks on doors for access control, lights for illumination, and air condition-
ers for temperature regulation. The objects could also offer services virtually, such as
computers for computational resource sharing and Wi-Fi routers for internet access.
Students, staff, and visitors on campus carry SIoT objects, such as phones and laptops,
that could request the services on behalf of owners according to the owners’ demands.
Cooperativeness for these service requests varies as the social relationship between the
infrastructural objects and the carried objects on behalf of human beings is different.
Students and visitors could obtain access to classrooms, and the illumination services
and the temperature regulation services for the rooms could be provided when they en-
ter the classrooms or provided in advance depending on their demands. Internet access
could be provided for the students and the visitors while computing resource could
only be shared with the students rather than the visitors. Besides, students and visitors
would not be allowed to obtain access to office rooms for staff; objects in the rooms
would not provide services for the students and the visitors without permission of staff.
If meetings are scheduled between staff and students or visitors, access to the rooms
and the required services would be provided at the specific time of the meetings. In ad-
dition, social relationships could be developed among students along with their social
interactions, and their personal SIoT objects could provide services for each other on
behalf of their owners. All the service sharing is determined by cooperativeness; co-
operativeness determination is dynamically and automatically based on the services to
be shared, the social relationships between objects and willingness to share on behalf
of human beings.

1.2 Rationale of Research

With respect to cooperativeness in SIoT, there is little research that separately considers
cooperativeness as the probability of cooperating with others, although most research
has studied cooperativeness in trust management in order to evaluate SIoT objects in
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terms of security. It is now well established that SIoT objects are likely cooperative
to each other if they are friends. However, the influence of the social relationship
among SIoT objects on their cooperativeness has remained unclear. A systematic un-
derstanding is still lacking of how the social behaviour of SIoT objects contributes to
the establishment of social relationships and the representation of friendship on behalf
of human beings. Besides, much uncertainty still exists about what factors are involved
in influencing the evaluation of cooperativeness and how such factors contribute to this
evaluation when SIoT objects socially interact with each other.

The social interactions among SIoT objects would be intensified in terms of fre-
quency, duration, and intensity with a rapid increasing number of objects and open-
source connectivity standards, such as Matter, which has been introduced in (Rowley,
2022). Matter, formally named Project Connected Home over IP, was proposed by
Amazon, Apple, Google, and Zigbee Alliance in order to enable IP-based communi-
cation across smart objects, applications and cloud services for securely and reliably
seamless use of the objects. This allowed object development to be simplified for man-
ufacturers and object compatibility to be increased for users. Hence, this research’s
focus is on how SIoT objects represent cooperativeness on behalf of human beings,
which is essential in automatically determining the probability of cooperation with
other SIoT objects during social interactions without human intervention.

1.3 Aim and Objectives

The aim of this research is the automatic determination of the probability of SIoT ob-
jects for cooperating with others on behalf of human beings by developing an SIoT
cooperativeness mechanism for cooperation without human intervention. This mech-
anism takes into account the services that SIoT objects offer, the characteristics of
human beings who own SIoT objects, and the establishment of social relationships
from social interactions among the SIoT objects with respect to frequency, duration,
and intensity. In this way, the probability of SIoT objects cooperating with other SIoT
objects on behalf of their respective owners can be respectively determined by the de-
veloped mechanism. In order to achieve this aim, the following objectives have been
developed:

1. To identify the factors determining the willingness to cooperate with others from
the perspective of human beings.
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2. To analyse the relationship between social relationship establishment and social
interactions in terms of interaction frequency, interaction duration, and interac-
tion intensity from the perspective of human beings.

3. To discover the parameters to be detected and quantitatively measured by SIoT
objects to build a social relationship among themselves on behalf of their owners.

4. To design a dynamic social relationship management model to build and update
social relationships among SIoT objects by taking into account the parameters
extracted from the social interactions of human beings.

5. To design a statistical willingness model to abstract the willingness to cooperate
by the probabilities of cooperation with others as one of the personal character-
istics.

6. To develop a cooperativeness mechanism based on the designed dynamic social
relationship management model and the designed statistical willingness model
to jointly determine the probability of cooperation for SIoT objects.

7. To implement experiment simulations under different scenarios to demonstrate
the developed cooperativeness mechanism and evaluate the mechanism com-
pared to existing works by parameter tuning.

1.4 Contributions

This research addresses the automatic determination of the probability of SIoT objects
cooperating with other SIoT objects on behalf of their respective owners. In SIoT
cooperation, the cooperativeness of the respective owners can be dynamically deter-
mined and represented in the process of service discovery, selection, and composition
by the developed dynamic management mechanism for SIoT object cooperation. Hu-
man beings who are the owners of the objects benefit from the developed mechanism,
by which their objects are able to decide whether or not to cooperate with others auto-
matically on behalf of the owners at the same time the decisions made by the objects
are consistent with their owners’ subject willingness to cooperate with others.

The key contributions of this research are summarised as follows:

1. Cooperativeness in this research is considered separately from trust management
in SIoT, and involves computing the probability of cooperation when an SIoT
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object requests a type of service; this represents the probability that owners are
likely to share their own SIoT objects in cooperation with the SIoT object that
is requesting the service, rather than the degree of reliability and security of
the SIoT object that has been fully researched in existing research literature. In
this research, cooperativeness is considered as the probability of the cooperation
to take place with another SIoT object, which is determined by the designed
mechanism based on the owners’ subject willingness to cooperate with the SIoT
object. Human beings’ willingness to cooperate with others is the emphasis
of this research rather than security and reliability concern in cooperation with
the SIoT object. This research provides another angle from which to consider
probability of participation in collaborative work among SIoT objects owned by
different users in order to improve interoperability without the intervention of
human beings. More details can be found in Chapter 3.

2. A novel social relationship management model is designed to dynamically estab-
lish social relationships among SIoT objects when their owners interact socially,
in which detectable parameters are extracted from the interactions and used to
dynamically compute the social relationship among the owners by the respec-
tive SIoT objects. In this research, the characteristics of interaction, frequency,
duration and intensity, are, for the first time, to be adopted and used in social
relationship evaluation and establishment in SIoT in order to determine SIoT co-
operation. The results of such automatic calculation are asymmetric for the SIoT
objects, reflecting the asymmetric social relationships between the SIoT objects,
called asymmetric friendship, also found among human beings in real life. In
this thesis, asymmetric friendship means that when two objects have established
a friendship, the value of friendship of each object is not necessarily the same.
Asymmetric friendship also implies that social reslationship evaluation is not as
influenced by the asymmetric size of human beings’ social networks as it is in
existing work. Furthermore, new social relationships can be developed automat-
ically by SIoT objects that have not been in a relationship before. The details of
the novel friendship model can be found in Chapter 4.

3. A novel statistical willingness model is proposed to abstract cooperative be-
haviour with respect to different levels of privacy of SIoT services for SIoT
objects’ owners. In this research, the willingness to cooperate of the SIoT ob-
jects’ owners, human beings, is introduced for the first time in SIoT. Also, the
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relevance of SIoT service privacy to the willingness to cooperate is, for the first
time, introduced and modelled based on Markov chains in SIoT. This introduces
another dimension of types of services in the decision-making related to willing-
ness to cooperate with others. The willingness is a personal characteristic which
is abstracted by the proposed model and can be represented differently according
to individual differences. More details can be found in Chapter 4.

4. Based on the social relationship management model and the statistical willing-
ness model, a cooperation mechanism is developed to dynamically compute the
cooperativeness in SIoT object cooperation requested from other SIoT objects by
taking into account the privacy levels of service requested, the social relationship
between the objects, and the respective owners’ willingness to cooperate. In this
research, the willingness to cooperate of SIoT objects’ owners is discounted by
the social relationship among the owners, which is first formulated and evaluated
in SIoT by the designed cooperation mechanism. This provides a comprehensive
assessment of cooperativeness for an SIoT service requested by others, rather
than a ratio of common friends over the total number of objects as proposed by
existing works. The details of the mechanism can be found in Chapter 4.

5. An empirical evaluation of the proposed cooperation mechanism consisting of
the social relationship model and the willingness model is conducted using the
SWIM simulator that is further developed and extended by the author of this
thesis to support multiple scenarios. Descriptive results collected from the real
world are first adopted in SIoT as a reference for the simulation results based on
synthetic data in the empirical evaluation. The details of the empirical evaluation
can be found in Chapters 3, 4 and 5.

1.5 Thesis Structure

This thesis proceeds as follows:

Chapter 1, Introduction: The scope of this research, the representation of the co-
operativeness of SIoT objects on behalf of their owners, has been described, and the
rationale for conducting this research has been discussed. Development of a novel rep-
resentative cooperativeness mechanism for achieving the objectives relevant to the aim
of the thesis has been summarised. The main contributions of the proposed methods
have also been highlighted, followed by an introduction to the structure of the thesis.
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Chapter 2, Background: An introduction to IoT in terms of its architecture, en-
abling technologies, applications, and challenges is presented. The evolution from IoT
to SIoT in terms of SIoT development, the differences between IoT and SIoT, and
the advantages of SIoT is introduced. Furthermore, SIoT structure from the perspec-
tive of architecture structure, social structure and social relationship classification, and
network structure are described.

Chapter 3, Related Work: The challenges in SIoT, no matter whether they originate
from IoT or have arisen from the integration of IoT and social networks, are discussed
in detail. The state of the art with respect to the concept of the willingness to cooperate
from the human perspective, the relation between social relationship and cooperative-
ness, and the concept of cooperativeness in SIoT is discussed in detail.

Chapter 4, Methodology: Field theory as the theoretical basis behind the proposed
methods is introduced, followed by a summary of the design and development of the
proposed willingness model, the proposed friendship model and the proposed coop-
erativeness mechanisms. In addition, the hypotheses on which this research is based
are outlined, and the experimental design for testing these hypotheses is illustrated,
including the rationale of the simulation, the extension of the simulator employed and
the simulation scenarios.

Chapter 5, Evaluation: Data obtained from the experiment simulation, using sce-
narios designed for demonstration and comparison, are processed and analysed for
evaluation. The demonstration of the effectiveness of the proposed mechanism is eval-
uated in terms of its abstraction of willingness to share, establishment and update of
friendship, and representation of cooperativeness. The performance of the proposed
mechanism in specific scenarios is also evaluated and compared with existing works.

Chapter 6, Conclusion: The conclusions from this thesis are summarised, while the
limitations of this research and potential research directions are discussed.



Chapter 2

Background

The Social Internet of Things (SIoT), as an emerging advanced paradigm of the Inter-
net of Things (IoT), combines social networks and IoT; in other words, it has developed
from IoT by taking social networks into account. There are common characteristics
shared between SIoT and IoT, so a detailed introduction to IoT is necessary before
introducing SIoT. In Section 2.1, the evolution of IoT, IoT architecture, applied tech-
niques in IoT, and issues in IoT are introduced in detail. A comparison between IoT
and SIoT, and the advantages of SIoT are presented in Section 2.2. Section 2.3 sum-
marises SIoT structure in the form of its architecture, social relations, and associated
network.

2.1 Introduction to IoT

2.1.1 Evolution of IoT

Previous research by Alam et al. (2013), Holler et al. (2014), and Verma et al. (2016)
has established that IoT is evolved from Machine-to-Machine (M2M). As the founda-
tion of IoT, M2M is a term describing that machines are enabled to communicate with
one another via wired or wireless networks allowing end users to capture information
about their assets from the real world, often without human intervention (Watson et al.,
2004; Selis, 2017). There are several important differences between M2M and IoT.

1. Applications: M2M targets the integration of vertical solutions into an enter-
prise system; information is collected for a specific solution and location. IoT is
focused on a horizontal platform offering vertical solutions. Information is col-
lected from several locations and objects for various applications (Alam et al.,
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2013).

2. Objectives: Implementation of M2M is aimed at value for business, e.g. produc-
tivity gains and cost reduction. The purpose of IoT is to identify and understand
the world without human intervention.

3. Connection: For M2M, communication between machines is in the manner of
point to point; internet access is not necessary. However, internet access is es-
sential for IoT as an automation and internet platform to support cloud commu-
nication relies on an Internet Protocol (IP) network to achieve IoT objectives.
Figure 2.1 illustrates the connection needed for access to the Internet in an IoT
system.

Figure 2.1: The Internet Access in IoT

2.1.2 Architecture of IoT

Two main IoT architectures exist, namely three-layer architecture and four-layer archi-
tecture. Three-layer architecture consists of a physical layer or perception layer (also
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called a sensing layer), a network layer or transport layer, and an application layer, as
shown in Figure 2.2 (Wu et al., 2010). The characteristics of IoT objects vary greatly,
from zero computing power, such as for a 2-D barcode tag, to high computing power,
such as for servers. For objects with limited computing power, such as RFID tags,
only the physical layer is implemented while for objects with high computing power
equipped with sensors, such as phones, the functionalities of the three layers are im-
plemented. The functions of each layer are summarised below.

Figure 2.2: Architecture of IoT

1. The two main functionalities of the physical layer are data acquisition and data
collaboration. Data acquisition is the perception of physical properties in the
real world (such as concentration, temperature, and multi-media data) by sens-
ing objects (such as RFID, 2-D barcodes, cameras, and GPS terminals). Data
collaboration is the conversion of the acquired information to digital signal form
for the network layer.

2. The primary task of the network layer is to transmit data acquired from the phys-
ical layer to the application layer through heterogeneous networks consisting of
Bluetooth, Zigbee, backbone networks, mobile communication networks, Wire-
less Local Area Networks (WLANs), or satellite communication networks.

3. The responsibility of the application layer is to provide services and determine
message protocols for the passing of messages from the layer to users after data
storage, processing and analysis in order to attain intelligent applications. As the
top layer of IoT architecture, the main job of this layer is to fill the gap between
users and applications (Bilal, 2017).
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Although the primary tasks are classified according to the three-layer architecture,
the functions and operations are diverse and complex in the network and application
layers. Data services, such as data aggregation and data mining are also required in the
network layer in addition to data transmission, while data services, such as data mining
or data analytics, are also required in the application layer in order to provide service to
users or users’ objects (Lin et al., 2017). A generic and more flexible IoT architecture,
the four-layer architecture, has recently been developed based on Service-Oriented
Architecture (SOA) with the addition of a service layer (also called the interface or
middleware layer) between the network layer and application layers for the coordina-
tion of the workflow of IoT services. The difference between the two architectures is
that the data services in the three-layer architecture are extracted and established as a
service layer, also called middleware layer, in the four-layer architecture. The service
layer is composed of service discovery, service composition, service management, and
service interfaces (Lin et al., 2017). The primary functions of these four components
are summarised as follows:

1. Service discovery is the process of finding service requests.

2. Service composition is the process of interaction of connected objects, in which
the services of the objects are divided and integrated to meet the service requests.

3. Service management is the process of enabling service composition of IoT ap-
plications running on IoT objects over heterogeneous networks to meet the re-
quirements of the desired service requests (Ahmed et al., 2019).

4. Service interfaces are to support the interactions of the services in these pro-
cesses.

2.1.3 Enabling Technologies in IoT

IoT is enabled by various technologies. These are divided according to the functional-
ities of each layer of the four-layer architecture mentioned above, and are summarised
below. Meanwhile, these enabling technologies are also applied in SIoT as an integra-
tion of social networks and IoT.

1. The enabling technologies to be implemented in the physical layer achieve the
function of identifying and tracking objects. These technologies are summarised
as follows.
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• Barcodes: A barcode, commonly denoted as linear or One-Dimensional
(1D) code, stores information by arranging lines and spaces of different
widths in a linear direction following special encoding rules. The informa-
tion can be read by scanning the code with an infrared beam (Muniz et al.,
1999). The need to store larger amounts of data has led to the development
of Two-Dimensional (2D) code. This stores information by arranging the
orders of black and white pixels (1 and 0 in binary) on a plane by special
encoding rules. It has greater reliability and robustness, and stores much
larger amounts of data compared to 1D code (Gao et al., 2007; He, 2010).

• Radio Frequency Identification (RFID): RFID is not a new technology but
has not been widely adopted over the last 50 years because of its cost com-
pared to traditional printed labelling (Want, 2006). In an RFID-based sys-
tem, an RFID reader uses electromagnetic fields to identify and track RFID
tags from a distance, unlike barcodes, which can only be read within the
line of sight of the reader. Signal transmission is achieved by antennas
(Finkenzeller, 2010). Meanwhile, RFID contains more information than
barcodes, and this information can relate to the manufacturer, product type,
and environmental parameters, except unique IDs. By virtue of the bene-
fits of fast non-contact scanning, reusability, low cost, large amount of data,
etc., the technology has been widely used industrially in aviation, retailing,
and logistics and supply chain management. RFID is classified into two
types, namely active and passive. Active RFID tags are powered by battery
or other type of power infrastructure which limits tag lifetime. Batteries
or maintenance are not required for passive tags, which means an indefi-
nite tag lifetime. In terms of distance, there are also two classes of RFID,
namely, near field and far field RFID.

• Near Field Communication (NFC): NFC, based on RFID protocols that
are standardised in ISO/IEC 18092, enables two objects to communicate
contactlessly at a maximum distance of up to 20 centimetres (Curran et al.,
2012). The main difference between NFC and RFID is that NFC objects are
able to act as readers or tags, and the digital information can be exchanged
between NFC objects in the peer-to-peer mode. By virtue of NFC objects
being able to read and write, NFC technology has been widely integrated
into phones that make transactions and exchange data, and objects can be
connected with one touch.
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• Wireless Sensor Networks (WSNs): WSNs consist of a number of sensor
objects, which can be arranged in either a structured or unstructured man-
ner, and allow an administrator to observe the environment. Actuators are
deployed to perform actions according to the administrator’s instructions
in order to affect the environment in the means of emitting sound or light,
or in other ways (Akyildiz et al., 2002; Akyildiz and Kasimoglu, 2004;
Yick et al., 2008). WSNs in combination with actuators compose Wireless
Sensor Actuator Networks (WSANs), which are capable of understanding
the environment and making decisions based on the observations in re-
sponse (Akyildiz and Kasimoglu, 2004), thus further connecting the real
world with the cyber world. Although RFID and WSN can be adopted for
data acquisition, WSNs are primarily focused on perception of physical pa-
rameters with respect to the surrounding real world environment. This is
different from RFID which is aimed at object identification.

2. The enabling technologies to be implemented in the network layer support data
transmission over integrated heterogeneous networks in IoT. The technologies
are summarised below.

• IEEE 802.15.4: IEEE 802.15.4 is defined by Task Group 4 of the IEEE
802.15 wireless personal area network working group for the Physical
(PHY) layer and the Medium Access Control (MAC) layer in Wireless
Personal Area Networks (WPAN); the proposed standard is designed for
low-rate WPAN with a focus on WSNs (Gutierrez et al., 2001; Howitt and
Gutierrez, 2003). With characteristics of low energy consumption, low rate
of transmission, and low cost, a number of wireless communication tech-
nologies are based on and have extended IEEE 802.15.4 by developing
upper layers that are not defined in the standard. These technologies are
ZigBee, ISA100.11a, WirelessHART, MiWi, 6LoWPAN, Thread, SNAP,
etc.

• ZigBee: ZigBee is a wireless networking protocol designed for low data
rates, low power consumption, and low cost for objects that have battery
life lives from several months to several years, and data transfer rates are
not as high as for Bluetooth. It has been developed by ZigBee Alliance
and IEEE for automation and remote control applications (Ergen, 2004).
The PHY and MAC layers of ZigBee are based on IEEE 802.15.4, while
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the upper layers of the five-layer structure are the transmission, network,
and application layers. ZigBee supports star, tree and mesh topologies, in
which up to 254 objects have an operational range of from 10 to 75 meters
with respect to transmission rates of up to 250 kbps at 2.4 GHz, 40 kbps at
915 MHz, and 20kbps at 868 MHz. Moreover, ZigBee objects can wake up
from a powered down state to receive data packets in about 15 milliseconds.

• Bluetooth: Bluetooth, originally standardised as IEEE 802.15.1, is de-
signed for the exchange of data between objects over short distances of
around 10 meters with respect to a transmission rate of 1Mbps at an oper-
ating frequency of from 2.402 GHz to 2.480 GHz (Bisdikian, 2001). Blue-
tooth objects exchanging data, such as voice, images, and files, are in the
manner of ad hoc networks, in which up to eight objects are allowed in a
basic master-slave piconet, and around three seconds are required for ob-
jects wake up and respond.

• Z-Wave: Z-Wave, originally called ZenSys, is a short-term wireless com-
munication protocol designed for home automation, and is owned by Sigma
Designs which is the only supplier of Z-Wave objects (Unwala and Lu,
2017). The Z-Wave network is in the manner of a mesh network with re-
spect to a transmission rate of 9.6Kbps at 908.42 MHz (USA) or at 868.42
MHz (Europe), and is composed of a control unit and up to 232 objects.
Four hops is the maximum while the maximum range per hop is around
30 metres. The dynamic route information is stored in each object and is
updated by the controller.

• Thread: Thread is an IPv6-based mesh networking protocol developed by
Thread Group, which is intended to be an open standard through the in-
corporation of existing standards, e.g. IEEE 802.15.4, IPv6, 6LoWPAN,
etc. (Unwala and Lu, 2017; Unwala et al., 2018). In a Thread private area
network, more than 250 objects are allowed to operate at 2450 MHz with
a transmission rate of up to 250 Kbps.The number of hops is limited to 36
with a maximum range of 30 metres per hop.

• IPv6 over Low-Power Wireless Personal Area Networks (6LoWPAN):
6LoWPAN originates from the concept of applying Internet Protocol to the
smallest objects. 6LoWPAN is the name of a working group of the Inter-
net Engineering Task Force (IETF) (Mulligan, 2007). 6LoWPAN has the
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advantages of LoWPAN, e.g. low power and small-size of packets. Fur-
thermore, IPv6 packets for 6LoWPAN are transmitted over IEEE 802.15.4.,
while the large address size of IPv6 is highly compatible with legacy archi-
tectures which are suitable for IoT (Lin et al., 2017).

• Message Queue Telemetry Transport (MQTT): MQTT is an open OA-
SIS and ISO standard (ISO/IEC 20922) lightweight asynchronous two-way
communication network protocol based on the publish/subscribe model
(Sueda et al., 2019). The protocol is designed for connecting and scaling
up to millions of objects with limited network bandwidth and high latency.
Three levels of Quality of Service (QoS) are defined to ensure reliable mes-
sage delivery. By virtue of these features, MQTT has been implemented
widely in IoT.

• Advanced Message Queuing Protocol (AMQP): AMQP is an open OA-
SIS standard message queuing protocol supporting both publish/subscribe
and request/response models designed for security, provisioning, reliabil-
ity, and interoperability (Standard, 2012). AMQP implements a range of
message exchange architectures, e.g. store and forward, message queu-
ing, publish and subscribe messaging, context-based routing, point to point
routing, and message distribution, while the messages can be exchanged
directly, in fanout form, by topic or based on headers (Naik, 2017).

• Constrained Application Protocol (CoAP): CoAP is a lightweight M2M
messaging protocol designed for constrained objects and networks by
the IETF CoRE (Constrained RESTful Environments) Working Group,
and supports request/response and resource/observe models (Shelby et al.,
2014; Naik, 2017). To overcome the fact that HTTP cannot be applied in
IoT that have constrained resources, CoAP has proposed the modification
of some HTTP functions in order to meet the requirement for IoT to enable
constrained objects to achieve RESTful interactions.

• Extensible Messaging and Presence Protocol (XMPP): XMPP is an open
instant messaging protocol based on Extensible Markup Language (XML)
that enables the near-real-time exchange of structured data over a network
between any two or more network objects (Saint-Andre et al., 2004). The
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implementation of XMPP is typically based on distributed client-server ar-
chitecture, in which a client connects a server to obtain access to the net-
work. Besides, a gateway is also included in XMPP to support communi-
cation among heterogeneous systems.

• Data Distribution Service (DDS): DDS is an Object Management Group
(OMG) M2M protocol based on the publish/subscribe model for high per-
formance communication (Pardo-Castellote, 2003). The Unified Modelling
Language (UML) is adopted in DDS to describe services of data distri-
bution, which is platform-independent, for a variety of programming lan-
guages and platforms. DDS as a data-centric protocol supports multicas-
ting, offering great QoS and high reliability to meet the requirements of
applications that require scalable data exchange in real time.

3. The enabling technologies to be implemented in the service layer focus on effi-
ciently providing services between the network and application layers with re-
spect to the interface, service management, and resource management and shar-
ing. These technologies are summarised as follows.

• Middleware: Middleware, as a layer between the IoT hardware and data
and the application layers, enables the integration of heterogeneous IoT
objects and interoperability within diverse services and applications by
offering common services for the purpose of easing application develop-
ment (Razzaque et al., 2015). The four main components of middleware
are: interface protocols; object abstraction; central control, context detec-
tion and management (CCM); and application abstraction (Bandyopadhyay
et al., 2011). The interface protocols provide technical interoperability that
supports interoperation between two different systems by using the same
communication protocol. To facilitate the interaction of objects with ap-
plications, object abstraction provides an abstract format for the messages
transferred by the communication protocol with respect to data formats,
called syntax, and context meaning, called semantics. The context charac-
terises the situation of an entity that could be a user, an object, or a place.
CCM supports context-aware computation for object discovery and man-
agement, as well as context detection and processing. Application abstrac-
tion provides an interface for applications and users to interact with the
objects. The work in Ngu et al. (2016) classified existing architectures for
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IoT middleware into three types according to their openness to supporting
the deployment of a new IoT service, namely service-based, cloud-based,
and actor-based architectures. For service-based IoT middleware, IoT ob-
jects are treated as services that allow users or developers to add or deploy
IoT objects, but the computational units are not designed to be extendable
by users. There are some common service-based IoT middlewares, such
as Hydra (Eisenhauer et al., 2010) and Global Sensor Networks (GSN)
(Aberer et al., 2006). Actor-based IoT middleware supports the extendable
computational units through the development of pluggable objects, with
some common examples being Calvin (Persson and Angelsmark, 2015),
Ptolemy Accessor Host (Ibrahim et al., 2019) and Node-RED (Ngu et al.,
2016). For cloud-based IoT middleware, the type and number of IoT ob-
jects that can be deployed are limited, and a particular standard is needed
for interoperability. Some common cloud-based middlewares, are Google
Fit (Ngu et al., 2016), Paraimpu (Boman et al., 2014) and Xively (Sinha
et al., 2015).

• Interface: The interface in the service layer ensures efficient and secure
information exchange for communications among objects and applications
as well as efficient management of the interconnected objects, such as their
connection, disconnection, communication, and operation. REST inter-
faces have been widely adopted because they are a scalable, consistent and
flexible model for a large variety of interfaces from IoT to cloud services
(Prehofer, 2015). An interface profile (IFP) could adopt universal plug and
play as a service standard in order to efficiently improve the facilitation of
interactions among the services provided by various objects or applications.

• Service management: Service management is the effectively discovery and
scheduling of reliable services to meet requests. Such a service could be a
behaviour, such as data collection, storage and exchange, or an association
of behaviours to achieve a special objective, since the requirements of a
request might not be met by only one service, but rather by a number of
integrated services. There are some common service platforms for IoT
service management, e.g. Salesforce Thunder IoT, Amazon Web Service,
Microsoft Azure IoT hub, Cisco IoT, and Oracle IoT (Ahmed et al., 2019).

• Resource management and sharing: Heterogeneous networks are integrated
to provide data delivery for IoT applications, in which some applications
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could share part of the network resources in order to increase its utilisa-
tion and reduce cost. Most existing resource-sharing mechanisms focus on
spectrum sharing. For example, Zigbee objects sharing the Industrial Sci-
entific Medical (ISM) 2.4 GHz band and working on 16 channels (2 MHz
wide) adopt the Direct Sequence Spread Spectrum (DSSS) and the Carrier
Sense Multiple Access/Collision Avoidance (CSMA/CA) access mecha-
nism in order to avoid interference on the band; Bluetooth objects working
on the 2.4 GHz band from 2.4 to 2.4835 GHz adopt the Frequency-Hopping
Spread Spectrum (FHSS) to facilitate spectrum sharing by leveraging fre-
quency diversities without spectrum planning (Zhang et al., 2018b).

2.1.4 Applications

By virtue of the development of the techniques applied in IoT, the potential of IoT has
been constantly exploited in a large number of IoT applications, a few of which are
currently adopted in our daily lives (Ashton et al., 2009; Atzori et al., 2010). Most
IoT applications are deployed to improve the quality of life in environments in which
IoT objects of limited intelligence, which are able to communicate with each other,
are installed to elaborate on information perceived from their surroundings. The IoT
applications are classified into the following domains:

1. Smart infrastructure: Intelligent IoT objects are integrated into existing physical
infrastructure for the operational improvement of that infrastructure with respect
to flexibility, reliability, and efficiency. This not only reduces cost and man-
power but also enhances the safety. On the basis of different scenarios, smart
infrastructure can be grouped into smart homes (Minoli et al., 2017; Song et al.,
2017), smart vehicles (Lu et al., 2014), smart shopping (Li et al., 2017), smart
grids (Siryani et al., 2017), and smart cities (Jin et al., 2014; Zanella et al., 2014;
Sun and Ansari, 2017).

2. Healthcare: IoT objects are implemented within and integrated into existing hos-
pital systems to achieve automation of tasks that were previously performed by
human beings. Most applications focus on health monitoring in real time (Catar-
inucci et al., 2015; Mahmud et al., 2017; Satija et al., 2017; Zhang et al., 2018a).

3. Supply chain/logistics: RFID and sensors network technologies have long been
adopted to optimise supply chains through association with IoT. IoT has es-
tablished an importance role in the whole supply chain process in the form of



36 CHAPTER 2. BACKGROUND

source, make, deliver, and return (Ben-Daya et al., 2019).

4. Social applications: IoT objects that interconnect with each other can connect
human beings, a connection by which the potential social and personal impact
could be examined in order to promote social interactions and personal needs
(Whitmore et al., 2015).

2.1.5 Key Challenges in IoT

Many challenges arise from the implementation of IoT applications because of the
characteristics of IoT objects and the requirements of IoT applications. A number of
researchers have investigated these challenges and have proposed guidelines for their
solutions. These key challenges are summarised as follows (Al-Fuqaha et al., 2015).

1. Availability: The realisation of IoT availability must be at both the hardware
and software levels to ensure service provision for users anywhere and anytime.
Availability at the hardware level means the existence of objects that are com-
patible with IoT functionalities and protocols at all time. Availability at the soft-
ware level is the ability of IoT applications to simultaneously provide services
for users at different places.

2. Reliability: The definition of reliability in IoT is the ability of an IoT system to
work properly based on its specification. Although the reliability is similar to
availability, it is a more stringent requirement for emergency response applica-
tions (Al-Fuqaha et al., 2015). The work in Pokorni (2019) proposed that IoT
reliability could be measured in terms of three classes, namely IoT hardware
reliability, IoT software reliability, and IoT human reliability.

3. Connectivity: Connecting a large number of IoT objects is one of the greatest
future challenges as the number of IoT objects is forecasted to be 125 billion
in 2030. The centralised client-server paradigm is currently the most widely
adopted way of connecting IoT objects. However, centralised servers or cen-
tralised parts of the architecture for remote cloud servers could become bottle-
necks when the number of the IoT objects involved in networks increases to the
level of a billion or more. At the same time, improving the scalability of IoT
networks is essential because of the rapidly increasing number of IoT objects.
Moreover, effective navigability in the large sized IoT networks is also impor-
tant for service request and service provision executed by IoT objects.
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4. Heterogeneity: The large size of IoT networks involves large numbers of IoT
objects made by different manufacturers which may adopt different standards
for the IoT object standards, e.g. network standards and protocols, and data
structures for aggregation. Moreover, different IoT objects may be equipped
with different levels of computing power and power supplies, meaning that the
date sensed and generated may be different in terms of scale, frequency, and
value.

5. Mobility: Mobility refers to IoT services that are continuously delivered to mo-
bile users when mobile objects or mobile users transfer from one gateway to
another. Besides, the increasing number of wearable objects that are connected
to each other via wireless networking technologies aggravates this problem.

6. Scalability: Scalability is the ability of IoT networks to provide a stable quality
of existing services for users when new objects, services or functions are added.
Scalability issues frequently arise as IoT objects, which might involve diverse
hardware and support different communication protocols, are connected to net-
works which already include a large number of objects. Scalability issues can
be summarised in terms of four levels: naming and addressing; data commu-
nication and networking; information and knowledge management; and service
provisioning and management (Miorandi et al., 2012).

7. Interoperability: Interoperability refers to the ability of two or more systems to
deliver or share services with each other regardless of the different specifications
of their systems. Noura et al. (2019) proposed a taxonomy of IoT interoperabil-
ity that is based on five perspectives, namely, object interoperability, network
interoperability, syntactical interoperability, semantic interoperability and plat-
form interoperability. Interoperability is another challenge for IoT because of
the large number of heterogeneous objects that will be involved in IoT of the
future.

8. Performance evaluation: IoT performance evaluation is another challenge be-
cause of the large number of heterogeneous objects that adopt different standards
and technologies. Moreover, because IoT systems are continuously developed
to customise their services to meet the requirements of each individual user and
to provide services with the best possible performance at an affordable price, it
is necessary to evaluate and monitor them periodically.
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9. Security and privacy: IoT objects are added to networks that their users have
access to and could become security risks for users. On the one hand, IoT ob-
jects, such as monitors and thermostats, can be placed outside of buildings and
be exposed to the public, while the encryption of the IoT objects is not at the
level of that used for other high-security products. On the other hand, data col-
lected and generated by the IoT objects are more ingrained in their users’ lives.
The need to ensure the privacy of the sensitive data and to prevent leakage are
further challenges for the future. Furthermore, a security concern can also shift
from digital data to physical assets, as data generated from an IoT object could
be analysed by thieves to determine whether or not there are users in a building.

2.2 From IoT to SIoT

The challenges for IoT, such as heterogeneity, scalability, and trustworthiness, exist
similarly in our human societies and communities that are formed built on the basis of
influential needs and common interests by the leveraging of social relationships. Such
challenges have been addressed by collaboration and interaction among the members
of the communities (Khan et al., 2020). Incorporating the concept of social network
into IoT to overcome the challenges has led to the emerging paradigm of SIoT, in
which IoT objects with social consciousness interact automatically with each other
within communities or social circles, and build relationships among themselves with-
out human intervention.

2.2.1 Development of SIoT

The idea of the establishment of social relationships among objects was first intro-
duced by Holmquist et al. (2001), who proposed a technique with a focus on establish-
ing qualitative relations and selective connections among objects for users. Kortuem
et al. (2009) proposed an IoT architectural model that is loosely coupled and decen-
tralised. In this model, the objects sense, log, interpret, and act on their own, and,
through intercommunication with other objects, exchange information with users. In
addition, a hierarchical architecture with multiple level of real-world awareness and
interactivity is proposed in order to transform the IoT objects into smart IoT objects
that can understand and react to the environment. With a certain degree of smartness,
social consciousness is proposed by Atzori et al. (2011, 2014) to further promote IoT
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objects’ knowledge with respect to awareness of relationships with other IoT objects.
Atzori et al. (2014) defined three stages in SIoT evolution as follows.

1. SIoT objects are interoperable with external systems and are able to communi-
cate in human social networks. With increased computing power, these objects
are involved in the paradigm providing information and services for end users
through communication standards and addressing schemes.

2. SIoT objects with social conciseness can not only be aware of the environment,
but also interact with the surrounding environment, like social behaviours with
neighbours in human society.

3. SIoT objects are able to build their own social networks, through which complex
services can be provided and obtained collaboratively. Social relationships es-
tablished in this way might be of a new type, differing from the relationships of
their owners (Abdelghani et al., 2016).

SIoT, by virtue of its enhanced capabilities, ensures that SIoT objects can join
communities, initiate collaboration, manage their relationships and evolve, build and
manage their own social networks without human intervention, which distinguishes
them from traditional IoT objects.

2.2.2 Differences between IoT and SIoT

SIoT has developed from IoT by taking social relationships between IoT objects into
account, and there are differences that have arisen between the overlapping IoT and
SIoT paradigms. Although the IoT and SIoT architectures remain the same, new func-
tionalities and concepts relevant to the social relationships have been introduced in
SIoT, which has led to the differences between IoT and SIoT. From the perspective of
differences in architectural components, the two paradigms are both composed mainly
of objects, gateways, and servers. On the basis of IoT objects, gateways, and servers,
the following are introduced in the application layer in SIoT: components that are rele-
vant to social relationship establishment and management for socialised objects; social
relationship manager and trustworthiness manager; and components that are relevant
to transforming objects into services for Everything as a Service (EaaS or called XaaS)
in SIoT, such as service discovery and service composition.

From the perspective of differences in interactivity, IoT interaction models are Hu-
man to Human (H2H) and Thing to Thing (T2T), and socialised SIoT objects that are



40 CHAPTER 2. BACKGROUND

inherited from IoT are able to mimic the social behaviour of human beings in their
daily lives to additionally enable Human and Thing (H2T) interaction on the basis of
the two IoT interaction modes in IoT (Khan et al., 2020).

From the perspective of differences in characteristics or features, the features of
the two paradigms are different even though the SIoT is developed from IoT. The most
important IoT characteristics are summarised as follows:

• Connectivity: Connectivity refers to the establishment of proper connections
among all IoT objects.

• Integrating: Integrating refers to the integration of different models in IoT for
user experience improvement.

• Active engagement: Connected objects are actively engaged with each other.

• Sensing: IoT objects that are sensors detect and report any changes in the envi-
ronment.

• Analysing: Data collected from the objects are analysed in real time to be used
as effective intelligence in business.

• Endpoint management: It is essential to implement endpoint management in all
IoT to avoid failure of the IoT system.

As an extension of the concept of social networking in IoT, in addition, the fea-
tures of SIoT also have further relevance to social networking, and are summarised as
follows:

• EaaS: The everything in the SIoT is as a service, and the everything includes
objects, social networks, environments, etc. (Ortiz et al., 2014).

• Social role: A social role, which is initiated from a user’s social network, is
promoted to build social relationships among SIoT objects by utilising the social
network as an interface.

• Social interaction: Social communication between objects and humans or other
objects on behalf of a human is achieved on the basis of social role.

• Object discovery: Objects provide services and are recognised by these services
through their social relationships.
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• Service composition: Service composition refers to the combination of different
services to meet a request.

• Dynamic nature: Behaviours of objects and their environments are constantly
changing.

2.2.3 Advantages of SIoT

By virtue of the social relationships of IoT objects, SIoT have several advantages com-
pared to IoT, such as better navigability in a larger scale of dynamic network, dynamic
service discovery, efficient real-time decision-making, higher data access, etc. (Atzori
et al., 2012; Memarian et al., 2020). The major advantages of SIoT are summarised as
follows:

1. Navigability: In a navigable network, a path exists to all or most objects and
each object has information about all objects in setup time and exchanges in-
formation by distributed computation. As objects are constantly increasingly
capable of being connected in IoT, time of connection and access for the objects
has increased. SIoT can reduce this time by adopting social networks for the
objects, and the SIoT objects can be connected as friends, thus finding the op-
timal navigable paths through friendship. At the same time, SIoT objects can
have information about their surrounding objects, by which the friends could be
selected, allowing navigation of the whole scenario to be fulfilled via a short and
direct path between one another (Tripathy et al., 2016). SIoT structure is shaped
like human social networks to increase the effectiveness of object discovery and
service selection and composition to improve the scalability of SIoT in the large
scale of connected IoT objects.

2. Flexibility: Flexibility has been improved in SIoT compared with existing tra-
ditional centralised systems. On the one hand, social network behaviour and
structure has been introduced in SIoT to ensure that objects, also called friends,
search for and connect with each other even through friends of friends, and that
the structure is used to reduce search times for objects that store information
about their friends as well as about the friends of their friends. This eliminates
the traditional centralised system with one central point designed to generate all
communication and dedicated paths to all other nodes (Tripathy et al., 2016). On
the other hand, due to the distribute nature of SIoT, adding or removing objects
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has no effective impact on the overall performance, which lifts the limitation on
the number of objects that can be connected in SIoT. Furthermore, SIoT objects
can scale the size of the system by identifying their friends and connections.

3. Trustworthiness: An SIoT object can decide on a service provider according
to its own experiences and feedback from friends. Thus, levels of trust can
be shared, which enables the communication to be established among trusted
friends and malicious objects to be isolated. Multiple levels of trustworthiness
are established in SIoT in order to improve on IoT privacy and security, with
SIoT objects being able to define and determine to further leverage the degree of
the object interaction (Nitti et al., 2013).

4. Cooperation: In SIoT, heterogeneous SIoT objects can be represented by a ba-
sic relationship that estimates the connection and relationship among objects.
Different types of the SIoT objects can work cooperatively through such a re-
lationship, such as the same location and the same working purpose, in terms
of service selection, which shortens the search time for services or objects by
narrowing down the scope of the search.

2.3 SIoT Structure

By taking the social relationship among the SIoT objects into account, SIoT objects
are able to cooperate with each other, leading to SIoT structure varying from IoT struc-
ture, even though they are overlapping paradigms. In this section, SIoT structures are
classified into three types from the perspectives of architecture, social structure, and
network structure.

2.3.1 SIoT Architecture

The SIoT architecture is similar to the aforementioned IoT architecture. The archi-
tecture could be three-layer or four-layer depending on whether the functionalities of
the middleware layer between network layer and application layer are included and
deployed in the application layer. A three-layer SIoT architecture proposed by Atzori
et al. (2012) is employed in this research; the functionalities of the network layer and
the physical layer in SIoT architecture are as same as the functionalities of the network
layer and the physical layer in IoT architecture, as shown in Figure 2.3. Three sublay-
ers, namely, base sublayer, interface sublayer, and component sublayer, are designed
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Figure 2.3: Architecture of SIoT

in the application layer. Base sublayer is designed to store the database, in which the
profiles of social objects, the relationships among the objects, the services provided by
the objects, the owners of the objects are managed. To enable data that is interpretable
for a machine, semantic engines are deployed in the sublayer to extract semantic views
of the social activities among the objects, which is represented by relevant ontologies
stored in separated databased in the sublayer. The interface sublayer is designed to
interface the services, the objects, and the owners in the operation process of SIoT.
The component sublayer is designed to achieve the core functionalities of SIoT by de-
ploying basic elements, namely, profiling, owner control, ID management, relationship
management, service discovery, service composition and trustworthiness management,
summarised as follows:

1. Profiling: Static or dynamic data about the objects is able to be configured auto-
matically and manually by the profiling element.

2. Owner control: Services, that an object can provide, activity to be performed,
information to be shared, and relationship to be established are defined and en-
abled by the element of owner control.

3. ID management: Any object is able to be identified universally by an ID assigned
by the element of ID management.
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4. Relationship management: Relationship with other objects is able to be started,
terminated, and updated, which is controlled by the element of relationship man-
agement.

5. Service discovery: Finding an object or objects providing the required service,
which is as same as seeking for information in social networks for human beings,
is provided by the element of service discovery.

6. Service composition: Obtaining services, regardless of activities performed or
information retrieved by other objects, from the interaction among objects is
activated by the element of service composition.

7. Trustworthiness management: Reliability of an object depending on the be-
haviours of the object and the relationship with the object to determine how
to process the information provided by the object, which is evaluated by the
element of trustworthiness management.

2.3.2 SIoT Social Structure

By virtue of the base sublayer, the interface sublayer, and the component sublayer de-
ployed in application layer, relationship among SIoT objects can be established, which
is important in the process of SIoT service provision to enable the SIoT objects to
work cooperatively. In considering SIoT service construction based on the relation-
ships, this consists of three main stages: service representation, service selection, and
service composition (Chen et al., 2015a), as shown in Figure 2.4.

1. Service representation is to present relationships among the SIoT objects that
are encapsulated to provide services through uniform interfaces. The types of
the relationships to represent the services or the objects could be location, type,
and correlation, as shown in the service representation layer. Furthermore, social
relationships among the objects, as an important relationship in SIoT, is also
essential in the process of service representation.

2. Service selection is an algorithm for the selection of a service from among the
services provided by SIoT objects based on the types of service representation.
The algorithms designed for different types of relationships are able to work
separately in a parallel way. The purpose or objective of the algorithm depends
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Figure 2.4: Social Structure of SIoT

on service representation. For different types of social relationships established
among SIoT objects, specific algorithms of service selection could be designed.

3. Service composition is to aggregate selected proper services of each relationship
based on the service selection into a composite one, after a full consideration
of the relationships, to meet user requirements. With the increasing number of
different types of social relationships established among SIoT objects, relevant
services could be more aggregated in service composition, by which the com-
posite services could closely meet users’ requirements.

2.3.3 Social Relationship Classification

Based on the social structure, interactions among the objects owned by different users
are enabled. SIoT interaction models are not only limited to H2H and T2T, but also
extended to H2T. Types of social relationships employed in the interactions can also
be divided into two classes, namely human-object relationships, and object-object re-
lationships (Roopa et al., 2019).
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On the one hand, in the class of human-object relationships, communication be-
tween human beings and SIoT objects is taken into consideration, and four human-
object relationship types are summarised as follows:

1. The Ownership Object Relationship (OOR) defines objects that belong to the
same users regardless of homogeneity or heterogeneity.

2. The Social Object Relationship (SOR) defines objects that belong to users who
are in a relationship, e.g. friends, classmates, and colleagues.

3. The Sibling Object Relationship (SIBOR) defines objects that belong to a group
of friends.

4. The Guest Object Relationship (GSTOR) defines objects that belong to a specific
person but are used by that person’s friends as guests.

On the other hand, in the class of object-object relationships, communication
among SIoT objects is taken into consideration and six types of object-object rela-
tionships are summarised as follows:

1. The Parental Object Relationship (POR) defines objects from the same produc-
tion batch, e.g. homogeneous objects made by the same manufacturer during the
same period.

2. The Co-Location Object Relationship (C-LOR) defines objects regardless of ho-
mogeneity or heterogeneity that are placed or used in the same place. Although
the functions of these objects may not be different in terms of a common goal,
the linking of objects that are located close together is still useful.

3. The Co-Work Object Relationship (C-WOR) defines objects that work collab-
oratively in a common IoT application, although they may not be working to
achieve a common goal.

4. The Guardian Object Relationship (GOR) defines objects in a parent-child re-
lationship; e.g. On-Board Units (OBU) are parent objects of Roadside Units
(RSU) in the Social Internet of Vehicles (SIoV).

5. The Stranger Object Relationship (STGOR) defines objects operating in a gen-
eral environment when they are not in a friend relationship.
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6. The Service Object Relationship (SVOR) defines objects that comply with the
same service requirements.

All social relationships, regardless of whether they are human-object relationships or
object-object relationships, can be created, formed, sustained, updated, and terminated
during object interactions by the objects themselves without human intervention. Fac-
tors involved in establishing these relationships differ greatly, such as physical distance
or duration time.

2.3.4 SIoT Network Structure

SIoT objects relying on the social relationships are able to cooperate with other objects
owned by other users in SIoT, leading to the change of the network structure from IoT
to SIoT. SIoT network structures are illustrated in Figure 2.5. Being different from IoT
as shown in 2.1, SIoT objects belonging to different users who are in a social relation-
ship can communicate with each other for cooperation to obtain an SIoT service.

Figure 2.5: Network Structure of SIoT
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2.4 Summary

The background for this research consists of three parts: an introduction to IoT, the de-
velopment from IoT to SIoT, and an introduction to SIoT. In the first part, as SIoT is an
advanced paradigm that has emerged from IoT combining it with social networks, an
introduction to IoT is essential for an understanding of the concept of SIoT. The evo-
lution of IoT from M2M and the differences between IoT and M2M are summarised.
An IoT architecture, consisting of a physical layer, a network layer and an applica-
tion layer and the functionalities of each layer are discussed. In addition, the enabling
technologies applied in each IoT layer are then summarised. The classification of IoT
applications into four classes, namely smart infrastructure, healthcare, supply chain
or logistics, and social applications is then discussed. Finally, for the implementation
of these applications, the key challenges and existing proposed guidelines for solving
such challenges are classified and summarised.

In the second part, the development from IoT to SIoT is covered. Three stages in
the evolution of SIoTs, along with the functionalities of SIoT objects associated with
each stage are summarised. To further introduce the differences between IoT and SIoT,
differences in the interactivity and the differences in the characteristics are respectively
discussed and summarised. The advantages of SIoT, namely, navigability, flexibility,
trustworthiness, and cooperation are also discussed.

In the third part, the SIoT structure is introduced from the perspectives of SIoT ar-
chitecture, SIoT social structure, and SIoT network structure. SIoT network structure
is similar to IoT network structure. However, the social structure is a unique fea-
ture of SIoT that combines social networks with IoT, while SIoT service construction
consists of service representation, service selection, and service composition. Social
relationships are an important dimension for representing services, and their classifi-
cation into human-object relationships and object-object relationships is discussed and
summarised. An SIoT architecture is similar to IoT architecture, while the application
layer is equipped with extra social relationship management components.



Chapter 3

Related Work

In this chapter, both the original challenges for IoT that remain for SIoT, e.g. hetero-
geneity, data management, energy consumption and security, as well as the new chal-
lenges, e.g. trustworthiness, privacy and relationship management, that have arisen
from the integration of IoT and social networks, are discussed in Section 3.1. Section
3.2 discusses the problems that arise because: (a) user willingness to share objects has
not been considered to build cooperativeness; and (b) the influence of social interaction
between objects on the establishment of friendship has not been taken into account in
terms of social relationships.

3.1 Challenges in SIoT

3.1.1 Heterogeneity

According to the nature of IoT, objects that are interrelated with each other in a system
could be highly heterogeneous, especially if the system involves a large number of ob-
jects. On the one hand, this is because there is no widely accepted dominant platform
or universally designed standard for IoT or SIoT. On the other hand, SIoT involves a
great variety of the objects which can be extremely diverse with respect to comput-
ing power, battery supply, functionality, application, connectivity etc. Objects of the
same kind but with different brands, such as operating systems and architectures, can
be designed and manufactured with different technologies. Compared with optimised
vertical design, heterogeneous objects could result in the degradation of overall per-
formance, although SIoT can compensate for this degradation with its advantages of
socialisation design. The challenges of heterogeneity leading to increased integration

49
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costs applies not only to SIoT but also to IoT. The issues arising from IoT heterogene-
ity, and the proposed solutions to deal with the them, along with associated new issues,
are summarised as follows:

1. Challenges in transferring from reliability in IoT to social relationships in SIoT:
A great number of IoT objects leads to the difficulty of reliable integration, even
across a distributed architecture. Overall system reliability can be improved by
objects cooperating with each other via social networking. However, the effec-
tive social relationship for establishing connections with existing relevant objects
has arisen as a further challenge in SIoT.

2. Challenges in transferring from scalability in IoT to social networking in SIoT:
Scalability for the IoT objects joining and leaving an IoT system that consists
of a rapidly increasing number of objects is reduced by heterogeneity. This
reduction can be addressed by SIoT social networking to link objects that join or
leave. Trust, which can be considered subjectively, objectively, dynamically and
context specifically in the process of social networking to represent the linking
between objects, is a new challenge that has not been solved.

3. Challenges in transferring from IoT object control to the hierarchy in SIoT: Man-
aging a vast range of IoT objects with the involvement of an increasing number
of new unknown types of objects is a challenge in IoT. The SIoT social network
hierarchy is designed to deal with this challenge, leading to new challenges in
terms of the user willingness for their objects to be shared or to be under the
control of other objects or their owners.

3.1.2 Data Handling and Management

A vast range of objects, whether in IoT or SIoT, has different levels of computing
power, e.g. RFID and phones, different power supplies, e.g. a wireless sensor with a
built-in battery and a wired sensor with a mains supply, different transport protocols,
e.g. 6LoWPAN and IPv6, and different coding languages, e.g. C++ and Python. This
leads to huge differences in the amount of data generated by these objects, which can
be a challenge for data management. The differences can be classified as follows:

1. Data volume: Objects with high computing power and a mains supply can gen-
erate data constantly, while objects like RFID only work when in contact with
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a RFID reader. In addition, different data types are associated with different
volumes of data.

2. Data type: The type of data generated by objects varies widely and can be ana-
logue signal or digital signal, or voice, imagine, video, files, etc.

3. Raw and processed data (or unstructured and structured data): Raw data gener-
ated by objects could be in the form of logs, while processed data are analysed
or summarised in order to reduce transport cost.

4. Data packaged in different transport protocols: The protocols designed for QoS
(Quality of Service) and protocols designed for low latency support a different
data package.

In addition, the rapid growth of data generated from objects has resulted in consid-
eration having to be given as to whether data is stored remotely or locally, or in a
centralised or distributed manner in order to ensure storage system efficiency.

3.1.3 Interoperability

Interoperability is another challenge in SIoT due to its dynamic, distributed, and het-
erogeneous features. Interoperability among SIoT objects is essential for three fun-
damental reasons (Memarian et al., 2020). Firstly, interoperability offers discovery of
objects, information presentation, information sharing, oversight, tracking, and stor-
age. Secondly, remote connectivity of objects specified by manufacturers might lead
to failure of interactions among the objects in a system, which could be addressed
by interoperability offering suitable links. Thirdly, data exchange between users and
providers might not be implemented because of different data structures or because of
the different contexts of different applications.

Interoperability of software or hardware infrastructures is achieved through stan-
dards. However, a variety of standards or solutions have been developed for SIoT be-
cause of its heterogeneous nature at different levels, namely objects, networking, mid-
dleware and applications, which prevents the interoperation of these solutions (Aloi
et al., 2017). Memarian et al. (2020) reviewed and summarised existing solutions
for SIoT interoperability, identifying three classes, namely, architectural solutions for
interoperability, existing frameworks for interoperability and existing platforms for in-
teroperability, while there is no comprehensive solution that achieves interoperability
among SIoT objects on heterogeneous networks.
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3.1.4 Energy Consumption Management

SIoT is composed of a large number of heterogeneous objects that are equipped with
different power supplies because of their sizes and working environments, e.g. mo-
bile objects are powered by portable batteries and sensors in the field are powered by
limited capacity batteries. For objects with limited batteries, energy consumption man-
agement is vital for saving energy and extending the battery life, especially for objects
with non-rechargeable batteries installed in the wild or objects that sense emergency
signals. The availability of the objects is affected by energy consumption management,
which has a further impact on SIoT effectiveness. Therefore, energy conservation is an
important factor in both SIoT design and operation, and efficient energy consumption
management are required to be taken into account at all levels from object commu-
nication to interface design (Ortiz et al., 2014). Furthermore, an orientation towards
low-energy consumption is an important factor at all stages in designing SIoT tech-
nologies. There are a number of perspectives on optimisation of energy consumption,
for example cold start and warm start, low power consumption protocols, alternative
energy methods, and transmission frequency.

3.1.5 Security

Security refers to the protection of data stored in objects against threats such as unau-
thorised access by any individual. The transfer of object information across an entire
SIoT network dramatically increases the possibility of the unauthorised access due to
the large number of objects involved, parts of which could be exposed. Aspects of
the security of objects that need to be covered by a security system are summarised as
follows:

1. Access control: Only valid users are granted to have access to the data.

2. Authentication and authorisation: Authentication is a process of object identifi-
cation while authorisation provides objects with a certain permissions.

3. Availability: An SIoT system should be available to users at all times without
interruption and all components of the system are be accessible for objects.

4. Confidentiality: Data shared between entities, regardless of users or objects, is
under a blanket of secrecy, and unauthorised entities cannot gain access.

5. Integrity: Data transferred across an SIoT network is not altered.
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6. Non-repudiation: Concrete proof that behaviours of objects, such as communi-
cation between two objects occurs, is provided (Ning et al., 2013).

As mentioned in Section 2.1.3, SIoT is an integration of existing network technolo-
gies and infrastructures. The existing security challenges for these enabling technolo-
gies and infrastructures have arisen by default in their adoption in IoT. Furthermore,
possible new security threats may arise from the coexistence and collaboration of the
enabling technologies in IoT (Andrea et al., 2015). To summarise these security chal-
lenges, attacks that threaten IoT security are classified into four distinct types, namely,
physical attacks, network attacks, software attacks and encryption attacks.

1. Under a physical attack, security challenges are focused on the IoT hardware
and the protection of its functionality against attackers that are physically close.

2. Under a network attack, security challenges are focused on the IoT network, to
which attackers are not necessarily close, in order to protect the network from
these attacks.

3. Under a software attack, security challenges are concentrated on the IoT system
at software level to protect against programs that are designed to steal or tamper
with data and deny services.

4. Under an encryption attack, security challenges are concentrated on the encryp-
tion scheme utilised in an IoT to prevent the attack from breaking the scheme.

3.1.6 Trust and Privacy

Trust refers to a binary relationship between two objects, whereby one object has
the belief, confidence and expectation that the other object intends to act beneficially
(Chen, 2012; Tripathy et al., 2016). Levels of trust can be used to determine the degree
of interaction among the objects. Privacy refers to the anonymity of user information
with the decision of sharing sensitive information being controlled solely by users.
This allows the users themselves to formulate privacy policies for their objects and to
grant rights of access to others in order to share information. Most existing research
considers trust as a set of symmetrical parameters composed of honesty, cooperative-
ness, and community-interest among objects. There is a lack of research establishing
a connection between privacy and social relationship in order to maximise the benefits
from sharing information, or offering services between objects that have a high degree
of cooperativeness or that are in a close relationship.
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3.1.7 Social Relationship Establishment and Management

Social relationship is different from trust, which refers to IoT security; it grades the
social connection between two objects on behalf of their owners (users), or between
two users, or between an object and a user. Although there is existing research that
has proposed social relationship models, e.g. POR, C-LOR, C-WOR, and SOR (At-
zori et al., 2012; Nitti et al., 2013; Khelloufi et al., 2020), there is a lack of research
on the criteria for determining priority in choosing those relationship models and on
algorithms to weight those models in the process of service selection. Besides, further
study is required on the crucial factors that qualify objects to build a social relationship
and on quantifying the social relationship to be changed by such the crucial factors.

3.1.8 Business Models and Stakeholders

The advantages of SIoT as an arising paradigm have attracted the attention of re-
searchers in the academic and industrial fields. Benefiting participants involved in
SIoT, such as developers, users, and stakeholders, has a decisive effect on implement-
ing and promoting the SIoT paradigm and its collaborative nature. Ortiz et al. (2014)
summarised the following four considerations to be taken into account in designing
the paradigm: attractive and useful services or applications; non-conflicting business
models; targeting of an adequate consumer segment; customer experience recognition.
Business value can be created once SIoT attracts the interest of the satisfied customers
and a capitalisation plan can be studied, including research and development, market-
ing and sales, and object commercialisation (Heidemann et al., 2012).

3.1.9 Fault Tolerance and Self-Operation Management

The ability of SIoT to automatically adapt to change and support redundancy at sev-
eral levels is a necessity for structuring SIoT in a trustworthy and robust manner in
order to offer reliable services for users. The SIoT paradigm is more dynamic and mo-
bile with respect to the heterogeneous objects deployed in rapidly changing contexts
in unexpected ways. Compared to the paradigm of computers, the different objects
involved in SIoT should work properly and offer reliable services (Mattern and Flo-
erkemeier, 2010). There are three major challenges for SIoT in building redundancies
and adapting to the changing environment which are summarised as follows:
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1. A large number of heterogeneous objects are implemented with limited duplica-
tion, which could be a challenge for finding redundant objects.

2. To cope with a changing environment, heterogeneous objects with different ca-
pabilities and purposes are required to work collaboratively with each other for
different applications with different levels of QoS requirements, leading to chal-
lenges for the management of SIoT objects and applications.

3. Designing a lightweight dynamic SIoT binding mechanism for SIoT is another
challenge to achieving failure resilience for the heterogeneous objects that are
involved.

As the complex nature of SIoT is inherited from IoT and is aggravated by the large
number of heterogeneous social objects, a fixed centre that is responsible for all system
control is not reasonable. Hence, a distributed structure is more applicable for SIoT,
with every object being capable of collecting and analysing data from its surroundings
and making decisions in an autonomous manner (Khan et al., 2020). Troubleshooting
in the case of objects failure requires a large amount of information to be obtained for
analysis and diagnosis due to the heterogeneity of the objects while, at the same time,
the probability of human-induced errors and failures may increase as the complexity
of systems increases (Dias et al., 2020). Hence, mechanisms for self-healing, self-
organisation, self-operation, self-protection, and self-management to minimise human
intervention are imminently demanded for resilient SIoT ecosystems (Lemoine et al.,
2020).

3.1.10 Effective Friendship Selection

Friendship selection is the process of extracting a trusted social path among socialised
objects for an SIoT service requester, while effective friendship selection is vital due to
the rapidly increasing number of the connected socialised objects (Khan et al., 2017).
To improve the efficiency of existing friendship selection, the reliability and useful-
ness of the objects on behalf of their owners is required to be evaluated by redesigned
trustworthiness relationship modules. Such modules would be capable of handling dy-
namic changes in friendship according to types and number of friends. According to
the SOA nature of SIoT, requested services and types of friendship could determine the
objects that are to be searched for and found on behalf of their owners. Hence, for the
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purpose of providing a requested service through high performance collaboration be-
tween objects, it is important that SIoT deploys effective friendship selection in order
to find the objects.

3.1.11 Context and Semantic Awareness

Context awareness, as an important feature in SIoT, has played a vital role in auto-
matic notification, automatic decision-making on behalf of users. Sensitivity to con-
text in SIoT applications, in which data sources in such environments are changing
constantly, demands context-awareness in SIoT design for the purpose of automation
without human intervention (Khan et al., 2020). Besides, context awareness in cor-
rectly collecting and managing context-related data not only provides system perfor-
mance improvement but also unambiguous access and data interpretation. The col-
lection of contextual data from heterogeneous SIoT objects with respect to security
and reliability requires further study. Although trust management has been proposed
to deal with reliability issues arising from contextual data and its providers as well as
from the consumers of contextual information, most trust models take social attributes
and QoS parameters into account rather than context awareness. As H2T is a bidirec-
tional interaction, semantic awareness works in order to facilitate the interoperability
among all objects and users by providing descriptive specifications of services and pre-
scriptive specifications of behaviours. This represents another challenge to be extended
and applied to SIoT to characterise the users and objects(Katasonov et al., 2008).

3.1.12 Interactions

The aim of SIoT infrastructure is to provide users an experience, in which they or their
objects can offer services to other objects or users, or consume services provided by
other objects or users, while data is generated and transmitted. In the process, the in-
teractions that occur can be classed as H2H, H2T, and T2T. The H2T interaction model
has been introduced in SIoT, leading to open challenges in designing a human-centric
interface to provide a user-friendly medium and guidelines for H2T interaction. There
is a set of existing approaches designed for the interactions, but most are designed
for specific applications(Kranz et al., 2009). Hence, it is vital to define a global set
of interactions and management for the interactions, while it is also urgent to address
relevant privacy issues associated with access to sensitive data by objects owned by
different users (Ortiz et al., 2014).
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3.2 Problems

3.2.1 Introduction

Among the aforementioned challenges, whether originating from IoT or emerging
from the integration of IoT and social networks, the concern of this research is to
focus on how social objects request services from, or offer services to other objects on
behalf of their users depending on social relationship. This research also focuses on
social relationship establishment and management among these social objects. SIoT,
as a new field of research on IoT, has drawn the attention of researchers in industry and
academia, but up to now, far too little attention has been paid to how cooperativeness,
defining the social behaviours of sharing, takes social relationships among the objects
into account from the perspective of human beings. In this section, the inadequacies
and/or paucity of previous studies on the definition and representation of cooperative-
ness in the field of SIoT are summarised and presented. In the process of sharing
services among the social objects, it is necessary to address three major problems.

1. Although social objects build their own social relationships with others, whether
or not the decision made to share services is made by the objects themselves
depends on the willingness of their owners. The first problem is to find out what
factors determine the willingness of human beings to share their objects, which
could be taken into account by the proposed methods.

2. Social relationships among objects, as the core of SIoT, is essential in the process
of service sharing among the objects. The second problem is how to represent
the social relationships among objects as well as their users and the factors that
influence social relationship establishment.

3. Social relationships among human beings change dynamically. Ideally all ob-
jects belonging to one user should update their social relationships at the same
time to ensure that they can make precise decisions on whether to share services
with others or not. The third problem is to dynamically update social relation-
ships among users and distribute social relationship among users to their objects.

3.2.2 Social Objects and Services

The willingness of human beings to share refers to the degree to which an individual
person intends to grant others access to the individual’s physical or virtual personal
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property. A physical personal property could be a tangible property, such as houses
(Bremser and Wüst, 2021) and vehicles (Lavieri and Bhat, 2019), while the virtual
personal property could be the individual’s intellectual capital (Van Den Hooff and
Hendrixb, 2004), personal data (Schroeder and Schroeder, 2018), individual activities
with others in the field of behavioural intention (Morgan et al., 1998), or power such as
the relative power between partners (Muthusamy and White, 2006). Unlike traditional
personal property, SIoT objects themselves are users’ tangible property while, at the
same time, the data carried and processed by SIoT objects are the user’s virtual prop-
erty. For willingness of human beings to share the SIoT objects, the physical entities
of the objects and the data carried by the objects are both taken into account in the
decision-making process associated with willingness to share.

Evaluation of willingness to share SIoT objects is supposed to consider the phys-
ical and virtual forms of the objects separately. On the one hand, as physical entities,
the value of these objects could be a direct and effective indicator when users are mak-
ing decisions about sharing them; this indicator can be easily obtained and measured
quantitatively. On the other hand, as virtual entities, data carried and processed by the
objects is hard to obtain and measure quantitatively. Information could be obtained
from data to be actively sharing with others while, at the same time, such information,
especially sensitive information, could be passively obtained by others. For example,
overhanging smart light bulbs under an outdoor roof could, as physical entities, be
shared with passers-by in order to light up the surrounding area on a dark night. Such
sharing of light bulbs only has a cost is in terms of wear and tear and power consump-
tion during the time they are shared. An active decision can be made as to whether or
not to share data about the switch on and off times that are stored in the log file with
passers-by or with family members. However, sensitive information contained in the
data could be obtained passively by data mining, e.g. a regular switch on time could
be used to determine whether or not anyone is at home even if the occupiers have left
all the lights on before going out.

In addition, as SIoT is a SOA system, SIoT objects belonging to different users can
connect to each other to exchange data for the purpose of achieving common goals,
while services, within the EaaS concept, are requested and offered by these objects
without the intervention of human beings. In this research, the services are classified
into three types according to the form of the service being offered, namely physical,
virtual, and hybrid services. A physical service is one that has an impact on the physi-
cal world, such as switching a light or heater on or off. A virtual service is one that has
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an impact on the virtual world, such as reading a thermometer or electricity meter. A
hybrid service is one that has an impact on both the physical and virtual worlds, such
as printing documents. Based on the classification, all SIoT object sharing behaviours
are able to be regarded as SIoT service sharing behaviours. Hence, willingness to share
SIoT objects is considered with respect to the willingness to share SIoT services for
others in this research.

3.2.3 Willingness to Share

Willingness to share the services that are requested or offered by SIoT objects on be-
half of users is jointly determined by various factors, which are classified into three
categories in this research.

The factors in the first category are considered from the perspective of the actual
services themselves to be shared. On the one hand, for services to be shared, that the
value of the services and the cost for the sharing are easily obtained and measured.
As for physical services, factors likes sustainability, enjoyment of the sharing, and
economic gains have an impact on the willingness to share, such as in a collaborative
consumption, e.g. Uber and Airbnb (Hamari et al., 2016). On the other hand, services
that cannot easily be measured, such as virtual or hybrid services, could result in data
disclosure or, even worse, data leakage, while being shared by SIoT objects (Islam
and Kundu, 2018). Previous studies have identified factors affecting the willingness
to share data, including ownership of the data (Raban and Rafaeli, 2007), the levels
of sensitivity of the data (Wisniewski et al., 2020) and the types of activities and time
periods involved (Chen et al., 2020b).

The aforementioned factors, affecting the willingness to share data, were the out-
come of collective research studies using groups of volunteers. However, for each
volunteer who participated in such research, different characteristics could lead to a
different degree of willingness to share exactly the same services. This gives rise to
the second category of factors that influence willingness to share. In this category,
factors are considered from the perspective of the service sharers themselves. Apart
from sharing for monetary reward (Lee et al., 2019), sharing is a way of helping oth-
ers. A personality that shows willingness to help is associated with the trait of em-
pathy, which predicts expectations that others will help them in a similar way (Bohns
and Flynn, 2021). Berkowitz (1987) demonstrated that willingness to help could be
increased by self-directed attention tended to operate with a positive mood. Gaesser
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et al. (2015, 2019) and Gaesser and Fowler (2020) have validated the idea that the will-
ingness to help could be increased if episodes of helping are constructed, imagined or
remembered. Hence, willingness to share is highly subjective and varying from person
to person.

Willingness is not only influenced by the services to be shared and the personal
characteristics of sharers but also by users who request the services. The factors in the
third category are taken into account from the perspective of the service requesters,
which can be represented by SIoT objects. Wiese et al. (2011) have previously demon-
strated that self-reported closeness, i.e. how close service sharers feel to the requester,
is the strongest indicator of willingness to share. Thus, service sharers have a greater
willingness to share with requesters with whom they frequently communicate than
those to whom they are physically close. L. Fogues et al. (2018) suggested that the
strength of social ties with a service requester and tags indicating the contents of pho-
tos jointly define sharing policies because the greater tie strength improves understand-
ability of these policies for the sharer. Schreiner et al. (2018) have observed that service
sharers’ willingness to share varies systematically with the perceived social closeness
to service requesters. Hence, willingness to share is positively related to subjective
social closeness with service requesters.

The concept of willingness in IoT is different from the aforementioned definition of
willingness in SIoT. This is because of the introduction of interaction between objects
that belong to different users through the involvement of social networks in SIoT. Since
the emerging of IoT, three types of willingness have been investigated, namely willing-
ness to adopt IoT, willingness to pay for IoT services, and willingness to share data in
IoT. Previous studies that have focused on the adoption of IoT include the following:
Gao and Bai (2014) have emphasised the factors that influence customer acceptance
of IoT; Chen et al. (2020a) have investigated the factors influencing participants in the
construction industry; Chuang et al. (2020) have investigated willingness to employ
IoT in farm management from the perspective of young farmers; Kadylak and Cotten
(2020) have examined the willingness to use six emerging technologies, including IoT,
from the perspective of older adults for better health management and maintenance of
independence. Such previous research has presented features of potential users, who
were more willing to use IoT, which is conducive to outline the characteristics of IoT
users. However, the definition of willingness in these previous studies is mostly about
accepting the use of technology, which is not sufficient to capture willingness to share
as required in this thesis.
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Similarly, the second type of willingness emphasises the extent of customers’ in-
tention to pay for IoT services (Mihale-Wilson et al., 2017; Blythe et al., 2020; John-
son et al., 2020; Kasilingam and Krishna, 2021; Emami-Naeini et al., 2021). Recent
studies, e.g. Mihale-Wilson et al. (2017); Blythe et al. (2020); Johnson et al. (2020);
Emami-Naeini et al. (2021), take into account the influence of security and privacy on
willingness to pay, further establishing the connection and trade-off between willing-
ness and IoT security and privacy services.

The third type, willingness to share data in IoT, is the intention to provide sensi-
tive information to obtain perceived benefits from IoT. On the one hand, the personal
data collected by IoT objects during a request for personalised services is shared with
the companies that deliver IoT and its services because of the considerable value of
such personal data (Burgess et al., 2019). On the other hand, customers provide their
personal data despite the risk of a privacy breach to obtain these personalised services
(Kim et al., 2019). Wickramasinghe and Reinhardt (2019) have indicated that a major-
ity of participants in their studies have been aware that their data was being collected.
Willingness to share data of this type is a trade-off in terms of convenience and pri-
vacy between the users themselves and the services offers or academia (Karampela
et al., 2019). Sharing SIoT services between different users and the factors that influ-
ence willingness to share have not been investigated in SIoT as the social interactions
between SIoT objects on behalf of users have only been introduced in SIoT.

The aforementioned types of willingness to share are discussed from the perspec-
tive of human beings as users but there are still issues in implementing a precise and
dynamic representation of willingness to share for SIoT objects on behalf of users.

1. Firstly, willingness to participate in the SIoT paradigm is different for different
users due to the differences in their personalities. At same time, willingness to
share SIoT objects is asymmetric as users who benefit from SIoT might lack
a willingness to share their own SIoT objects with others. In the future, there
would be a large number of SIoT objects deployed that would be free to be used
as infrastructure built by governments or local communities for the daily use of
residents (Mahmood, 2016; Bates and Friday, 2017; Sotres et al., 2018). Due
to EaaS nature of SIoT, SIoT objects provide or consume services on behalf of
their users, with users who consume services paying according to how much they
use other SIoT objects and users who provide services earning according to how
much they share their SIoT objects with others (Luong et al., 2016; Niyato et al.,
2016; Olariu, 2020; Kasilingam and Krishna, 2021). Ultimately, the probability
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of sharing SIoT objects could differ for different users.

2. Secondly, for users who are willing to share their own SIoT objects, the extent
of this willingness could be influenced by the different levels of privacy involved
in the services provided by SIoT objects because sharing any SIoT objects may
be a severe threat to the user’s privacy (Islam and Kundu, 2018). In the end,
the probability of sharing SIoT objects could differ from the willingness to share
for the same users in terms of involvement with services at different levels of
privacy.

3. Thirdly, for a user with the same willingness as others to share their SIoT ob-
jects for a service at a specific level of privacy, the extent of this willingness
could be influenced by different degrees of closeness with other users. There-
fore, the probability of sharing SIoT objects could differ according to the degree
of closeness.

4. Fourthly, even if the users have the same degree of willingness to share SIoT
objects for a specific service with others who have the same degree of closeness,
in the end different circumstances might lead to users having different proba-
bilities of sharing SIoT objects. Under different circumstances, the different
user demands and preferences could be determined according to users’ digital
self-presentation, which could be learnt and established by social objects, from
personal care products like a toothbrush in the bathroom to home appliances like
a fridge in the kitchen (Montag and Diefenbach, 2018). Higher levels of per-
sonalisation could be achieved for users through composition of corresponding
services in SIoT.

Therefore, willingness to share SIoT services for others is asymmetric and deter-
mined by users’ personal characteristic for the sensitivity of the services, which can be
discounted by the social relationship between the users. This has not been studied in
SIoT.

3.2.4 Social Relationship

As an essential part of SIoT, social networks were introduced to establish social rela-
tionships among SIoT objects and humans for the purpose of addressing the weakness
of IoT and extending its application domain. A variety of social relationships have
been proposed, as summarised in Section 2.3.3, since the concept of SIoT was first
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proposed by Atzori et al. (2012). These social relationships, regardless of whether or
not they are object-object or object-human relationships, could be taken into account
in the process of service discovery and selection in order to improve the SIoT perfor-
mance; for example, efficiency is improved by C-WOR and SVOR, while scalability
and navigability are improved by SOR. Guo et al. (2013) have attempted to demon-
strate the effect of social relationships among objects carried by their users, who were
in social networks, in enhancing the IoT data sharing in opportunistic IoT. The so-
cial relationships were built by the users who were able to socially interact with each
other as humans are central in the design of opportunistic IoT. In their research, the so-
cial relationships were employed to provide social connectivity for objects in physical
communities to facilitate the information dissemination. The establishment and de-
velopment of social relationships among objects was not further studied, even though
these objects are tied to the social behaviour of their users.

Atzori et al. (2012) have validated the effectiveness of meeting times, duration of
the meetings, and the duration of the intervals in the process of developing social re-
lationships among objects on behalf of their users; however, the connection between
the social relationships and cooperativeness has not been taken into account. Ran-
jbaran et al. (2019) have applied the social relationship to find the potential cooper-
ation among objects in close location; they have proposed that social relationship of
the objects was a consequence of frequent meetings among objects owned by different
users who were in the same location. Their social relationship definition was quoted
from the definition proposed by Nitti et al. (2013), in which the social relationship
among objects owned by acquaintances was established by their occasional meetings.
The detailed information about the definition and formulation of the social relationship
was not given in both of these two studies.

Furthermore, Roopa et al. (2018) proposed a social relationship among SIoT ob-
jects that was developed by counting frequency of meeting and duration of the meet-
ing, which was inspired by the homophily phenomenon that similar individuals are
more frequently associated with one another compared to individuals that are not simi-
lar. Only appropriate neighbouring objects could be selected by the social relationship
model to improve the overall navigation of the SIoT network. The aforementioned
studies considered that social relationship could be a consequence of social interac-
tions among the users who owned the objects and social relationship development
could be determined by the frequency of meetings and the duration of the meetings. A
formulation of the social relationship establishment by the determining factors was not



64 CHAPTER 3. RELATED WORK

given and the intensity of SIoT services involved in each meeting was not considered.

Being different from the aforementioned studies, there are studies on the social
relationship from the perspective of indicators of social relationship rather than the
determining factors. Bao and Chen (2012b) assumed that friends are more willing to
cooperate with each other, which is happening among human beings in our daily lives.
They provided a definition of the social relationship of friendship, which is expressed
directly as the cooperativeness of object i towards object j. The proposed definition
was as follows:

f riends(i)∩ f riends( j)
f riends(i)

,

which was the ratio of the number of the common friends of object i and object j to
the number of object i’s friends. However, this definition cannot accurately represent
friendship regarded as the cooperativeness of object i toward object j in the following
situations:

Figure 3.1: No Common Friends between Object i and Object j

1. When object i and object j have no common friends, the value of the definition
of friendship is zero, but the two objects can still be friends without common
friends, as shown in Figure 3.1. Bao and Chen (2012b) used the friendship
definition to indicate the degree of cooperativeness of object i towards object j.
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In their assumption, two objects that were friends could not cooperate with each
other if they had no objects as common friends in their friend set. Hence, a ratio
of common friends cannot properly indicate the friendship between two objects
who do not have common friends.

Figure 3.2: Friendship in Relationship to Size of Friend Set

2. When object i has a large number of friends, the value of the definition of friend-
ship cannot accurately represent the cooperativeness. With increasing size of ob-
ject i’s friend set, the value of the definition of friendship approaches infinitely
close to zero, as shown in Figure 3.2. Assuming object i has a much larger friend
set than others, the value of the definition of friendship is close to zero even if
the number of their common friends is the largest compared to the number of the
common friends of object i and other objects, as shown in Figure 3.3. On the
one hand, for object j, object i is the best friend as most friends in the friend set
of object j are the common friends of object i and object j. On the other hand,
for object i, the common friends of object i and object j are a fraction of the
friend set of object i. Hence, the asymmetric friendship definition proposed by
Bao and Chen (2012b) cannot properly indicate the friendship as the friend set
of objects varies in size; eliminating the influence of the size of the friend set in
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a friendship definition is required.

Figure 3.3: A Large Number of Friends of Object i

3. When object i and object j have no common friends and both objects are not in a
friendship relationship, the value of the proposed definition is zero, resulting in
the refusal of any cooperation requested by object j. However, basic SIoT ser-
vices, such as foundation services provided by infrastructure and emergency ser-
vices provided for goodwill, should be taken into account to determine whether
or not to cooperate even if two objects are not in a friendship relationship.

Bao and Chen (2012a) and Chen et al. (2015b) proposed a modified parameter of
friendship as follows:

f riends(i)∩ f riends( j)
f riends(i)∪ f riends( j)

,

which was the ratio of the number of the common friends of object i and object j to
the total number of object i’s and object j’s friends. Consistent with the definition in
(Bao and Chen, 2012b), the modified definition of friendship cannot precisely repre-
sent friendship regarded as cooperativeness in the situation mentioned above. More-
over, the value of the modified definition of friendship is further closer to zero when
the object j also has a large number of friends in the second situation. Unlike the
previous definition, friendship towards object i and object j was symmetrical, which is
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unreasonable in terms of the social friendship relationship among human beings. Also,
social contacts of friends and their objects have not been considered in this evaluation
of cooperativeness.

Conversely, Jung et al. (2018) proposed a strength prediction model for social re-
lationships in SIoT that relies on entropy-based and distance-based strength computa-
tion of the social relationships. Properties captured in the interactions between SIoT
objects, e.g. Mutually Nearest Distance (MND), local frequency of interaction with
MND, and the Renyi diversity, were considered in their proposed model for predict-
ing the strength of social relationships. Changes in the strength of social relationships
from low to high, or in other words, from strangers to friends and types of the service
involved in the process have not been taken into account, although the prediction of
social relationship strength using the proposed model could achieve considerably high
recall.

In the aforementioned research papers, social relationships in SIoT have been eval-
uated and represented quantitatively with a value of social relationship, such as the
common friend ratio. There are studies qualitatively evaluating social relationships
among SIoT objects. Gadallah et al. (2017) proposed a notion of social relationships
among objects that depends on applications and the owners of objects in their so-
cial relationship-based system for exchanging services, while El-Tager and Gadallah
(2019) employed the notion of social relationship for their proposed routing protocol
Socially Weighted Shortest Path (SWSP), outperforming common protocols based on
shortest path. The notion of social relationship, consisting of family, friends, coworkers
and competitors, was decided qualitatively rather than quantitatively. The difference
between the objects with the some social relationship could not be measured, while
the extent of closeness among SIoT objects could not change dynamically along with
social interactions.

The social relationship in SIoT from relevant studies are summarised in Table 3.1,
the detailed definitions of social relationship among objects, the factors influencing
the social relationship, asymmetry of the social relationship, dynamic evaluation of the
social relationship, social relationship evaluation support for new entrants and coop-
erativeness determination by the social relationship are respectively summarised. The
definition of social friendship, of most existing research, was mainly determined by
the common friendship ratio or frequency of meetings between two users. Few studies
have investigated duration and intensity of meetings, in a systematic way, in determin-
ing social relationship development.



68 CHAPTER 3. RELATED WORK

R
eference

R
elationship

D
efinition

Influencing
Factor

A
ysm

m
etry

D
ynam

ic
E

ntrants
D

eterm
ining

C
ooperativeness

B
ao

and
C

hen
(2012b)

SocialFriendship
R

elationship
C

om
m

on
Friend

R
atio

N
o

N
o

N
o

Y
es

B
ao

and
C

hen
(2012a)

SocialFriendship
R

elationship
C

om
m

on
Friend

R
atio

N
o

N
o

N
o

Y
es

A
tzorietal.(2012)

SocialO
bjectR

elationship
Frequency

ofM
eetings

N
o

Y
es

Y
es

N
o

N
ittietal.(2013)

SocialO
bjectR

elationship
Frequency

ofM
eetings

N
o

Y
es

Y
es

N
o

G
uo

etal.(2013)
U

serPopularity;
U

serE
ffectiveness

N
um

berofC
ontacts

Y
es

Y
es

Y
es

N
o

B
ao

etal.(2013)
C

om
m

unity
ofInterest

Interaction
Frequency

N
o

Y
es

Y
es

N
o

C
hen

etal.(2014)
Friendship

Sim
ilarity

C
om

m
on

Friend
R

atio
N

o
N

o
N

o
N

o
C

hen
etal.(2015b)

SocialFriendship
R

elationship
C

om
m

on
Friend

R
atio

N
o

N
o

N
o

Y
es

Truong
etal.(2016)

SocialFriendship
R

elationship
C

om
m

on
Friend

R
atio

N
o

N
o

N
o

Y
es

W
ang

etal.(2016)
SocialPressure;
R

elative
SocialPressure

A
verage

Forw
arding

D
elay

N
/A

Y
es

Y
es

Y
es

M
arche

etal.(2017)
SocialO

bjectR
elationship

Frequency
ofM

eetings
N

o
Y

es
Y

es
N

o
A

bderrahim
etal.(2017)

Friendship-L
istSim

ilarity
C

om
m

on
Friend

R
atio

N
o

N
o

N
o

N
o

G
adallah

etal.(2017)
N

otion
ofSocialR

elationship
N

/A
N

o
N

o
N

o
Y

es
K

ow
shalya

and
V

alarm
athi(2017)

SocialFriendship
R

elationship
C

om
m

on
Friend

R
atio

N
o

N
o

N
o

Y
es

Sunthonlap
etal.(2018)

D
evise

D
egree;

D
evice

D
iversity

N
um

berofSocialL
inks;

Types
ofSocialL

inks
Y

es
Y

es
Y

es
N

o

R
oopa

etal.(2018)
Friendship

Sim
ilarity

E
ncounterFrequency;

E
ncounterD

uration
N

o
Y

es
Y

es
N

o

Jung
etal.(2018)

E
ntropy-B

ased
SocialStrength;

D
istance-B

ased
SocialStrength

C
o-U

sage
ofO

bjects
N

o
Y

es
Y

es
N

o

K
ow

shalya
and

V
alarm

athi(2018)
SocialFriendship

R
elationship

C
om

m
on

Friend
R

atio
N

o
N

o
N

o
Y

es
R

uggerietal.(2018)
SocialFriendship

R
elationship

Frequency
ofM

eetings
N

o
Y

es
Y

es
Y

es
R

anjbaran
etal.(2019)

SocialFriendship
R

elationship
Frequency

ofM
eetings

N
o

Y
es

Y
es

Y
es

E
l-Tagerand

G
adallah

(2019)
N

otion
ofSocialR

elationship
N

/A
N

o
N

o
N

o
Y

es
K

helloufi
etal.(2020)

SocialO
bjectR

elationship
Frequency

ofM
eetings

N
o

Y
es

Y
es

N
o

W
eietal.(2020)

D
egree

ofSocialR
elationship

Frequency
ofInteraction

N
o

Y
es

Y
es

Y
es

Jafarian
etal.(2020)

Sim
ilarity

Strength
ofSocialTie

C
om

m
on

Friend
R

atio
N

o
N

o
N

o
Y

es

Sciddurlo
etal.(2021)

SocialFriendship
R

elationship
Frequency

ofM
eetings

N
o

Y
es

Y
es

Y
es

Table
3.1:SocialR

elationship
D

efinitions
in

SIoT



3.2. PROBLEMS 69

3.2.5 Cooperativeness

As summarised in Section 3.2.3, willingness to share in IoT was defined from the per-
spective of human beings for users. The definition of willingness to share from the
perspective of SIoT objects on behalf of their users is the probability of sharing SIoT
services, which is defined and named as cooperativeness in this research. This defini-
tion differs slightly from the concept of cooperativeness that was first proposed by Bao
and Chen (2012a,b) in 2012, as it took social relationships into account with respect
to IoT trust management, which was based on the three factors: honesty, cooperative-
ness, and community interest. The property of cooperativeness was the degree of an
object being cooperative toward another object, which was by direct and indirect eval-
uation on the social friendship relationship, the ratio of common friends as discussed
in Section 3.2.4. Their assumption was that friends are more likely to cooperate with
one another. Although cooperativeness could be dynamically updated by direct and
indirect evaluation, the definition in their work could not reflect willingness to cooper-
ate with others (Abdelghani et al., 2016). Bao et al. (2013), Chen et al. (2014), Chen
et al. (2015b) and Truong et al. (2016) have extended their trust management in SIoT.
Cooperativeness was still defined as the ratio of common friends without taking new
characteristics of social relations and social interactions into account to improve the
definition. Furthermore, numerous studies have attempted to improve the trust man-
agement by including more parameters in the decision-making process, e.g. the energy
of objects (Kowshalya and Valarmathi, 2018), the centrality of objects and the service
score that objects offer (Kowshalya and Valarmathi, 2017), experience (Truong et al.,
2016), or reputation (Truong et al., 2017; Sciddurlo et al., 2021).

In addition, Talbi and Bouabdallah (2019) proposed an interest-based trust manage-
ment for SIoT, in which the interest preference of users was considered. The interest
was measured by a ratio of the number of requests for the services of a specific interest
to the number of requests for the services of all interests. The users’ willingness to co-
operate with others was not taken into account. The concept of willingness was firstly
introduced by Wei et al. (2020) in their proposed model for service delegation in SIoT;
willingness was defined to indicate whether an object was able to keep working on a
service and be loyal to the service requester. Another two concepts of competence and
social relationship were also introduced in their studies to jointly evaluate the trustwor-
thiness of objects for the service delegation. The influence of services to be delegated
were not considered in their studies and the proposed definition of willingness was not
to consider whether the owner of the object was willing to cooperate with others for a
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service.

An owner’ willingness to cooperate for service provisioning was firstly taken in
account in SIoT by Jafarian et al. (2020). In their proposed model, social similarity,
importance of a service, and remaining energy of a object were employed in the trust
evaluation for a service provider, in which a designed parameter to weight the global
reputation of the service provider was able to be dynamically selected depending on
whether the service provider acts discriminately. Although asymmetric behaviour was
regarded as rational behaviour for service provisioning in their studies, factors or pa-
rameters determining cooperation with others to provide services were not taken into
account and the detailed definition of the importance of a service was not given.

Cooperativeness is not only an important factor in trust management but is also
an important parameter indicating the probability of finally sharing SIoT objects in
service discovery and composition. The sharing behaviour could depend jointly on
various factors, such as the sharer’s willingness to share, involvement of the object and
the closeness to the receiver, rather than on a single factor like the ratio of common
objects, or closeness to the receiver. To calculate the ratio of common objects, the data
from both sharer’s and receiver’s friend lists are required for data access permission,
which requires another mechanism to calculate and decide whether or not to grant
permission. Access permission could be exempted for the calculation of the ratio of
common objects, possibly resulting in sensitive data leakage for both the sharer and
receiver. Besides, there are major limitations in the definitions of cooperativeness as
the ratio of common objects, summarised as follows.

Firstly, there are SIoT objects such as infrastructures that every SIoT object can
access; such common SIoT objects are neutral. There could be no actual common SIoT
objects, also called friends, between a service requester and a service offer. As shown
in Figure 3.4, user A’s phone and user C’s phone can both access the thermometer, the
printer, the air conditioner, and the lights of the same community; meanwhile, user B’s
phone and user C’s phone can both access the music player, the router, and the laptop
of a second community. A and C, and B and C are not friends of each other even though
they are in the same communities. Although A and B are not in a community together,
they are friends, which means that their objects could access each other. Hence, the
calculation of cooperativeness as the ratio of common objects over the total objects
cannot really represent the probability of finally sharing in real scenarios.

Secondly, an SIoT object could own a large number of other SIoT objects as
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Figure 3.4: Willingness in IoT

friends. These SIoT objects could have the same reputation or trust but different coop-
erativeness for others due to the privacy and willingness of their owners. For instance,
an extremely private personal SIoT object would have less chance of being accessed
compared to other more public SIoT objects; so two SIoT objects with different co-
operativeness could in fact have the same trust. Trust and cooperativeness should be
taken into consideration separately. As shown in Figure 3.5, A and C are friends, and
their objects could be shared for each other; however, different objects could have dif-
ferent cooperativeness for others. A’s thermometer and air conditioner, and C’s printer
and lights are willing to offer a service to each other, but the A’s phone and desktop,
and C’s phone and laptop are not willing to share with others. Even objects belong-
ing to the same user might not to be willing to share with each other. As shown in
Figure 3.5, A’s desktop is not willing for A’s thermometer or air conditioner to access
it because of the privacy information stored and the thermometer and air conditioner
might be hacked easily. Hence, the differences among objects in terms of privacy and
the owners’ personal characteristics in terms of the trade-off between willingness and
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Figure 3.5: Extent of Willingness in IoT

privacy have not been taken into account.
Thirdly, assume there are two SIoT objects that are exactly the same but are owned

by different persons, which have the same cooperativeness with another SIoT object.
Even if the cooperativenesses is the same, different persons have different human dy-
namics in their use of SIoT objects at different times, resulting in cooperativeness that
is actually different in the end. Besides, the same service offered by the same SIoT
objects can have different priorities for different users. Context awareness should be
taken into consideration for cooperativeness, especially in service composition. As
shown in Figure 3.5, A’s router and B’s router are exactly the same and they both have
the same high level of cooperativeness; they might refuse to offer service for other
users’ objects in different time slots in which they are in use for their users. Hence,
changes in the value of cooperativeness could dynamically reflect the probability of
cooperation but cooperation cannot happen if any one of the two users is not available
for a specific period of time or if a request with a higher priority arises.

In view of the above, designing a mechanism to determine the SIoT object coopera-
tion on behalf of users is needed. Users’ willingness to share, social relationship among
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the users and services to be shared should be considered and assessed by the mecha-
nism. There are three requirements for the cooperativeness assessed by the mechanism
as follows:

1. Cooperativeness is mainly decided by a personal characteristic of a person or
an owner of SIoT objects. Although it develops from past experience, it be-
come stable after this development. Cooperativeness is to determine how likely
a person is to be cooperative toward another person for a specific service. Low
cooperativeness means low probability to cooperate with others rather than not
safety.

2. Cooperativeness is an important factor in composing available SIoT services in
the process of service composition. Although interaction happens among SIoT
objects, cooperativeness is ultimately decided on behalf of the owners of objects
themselves and the decision as to whether or not to interact is made by SIoT
objects on behalf of their owners in the process of service selection and compo-
sition.

3. SIoT objects belonging to the same owner should have the same level of coop-
erativeness for a specific SIoT service, while the number of SIoT objects cannot
influence the cooperativeness. The cooperativeness is not able to be influenced
by the number of friends that a user, a service requester, has. As differences
among individuals, the cooperativeness is asymmetry for human beings, which
is similar to asymmetric willingness to share, as discussed in Section 3.2.3, and
symmetric friendship among human beings, as discussed in Section 3.2.4.

As summarised in Table 3.2, most studies in the field have only focused on co-
operativeness to be a factor composed of trustworthiness of security. Although their
proposed methods could have an impact on the cooperation among objects, coopera-
tiveness that is the extent to which an SIoT object is willing to cooperate with other
SIoT objects on behalf of the objects’ owners has not been addressed. An uncoopera-
tive SIoT object is not a malicious SIoT object aiming to harm the SIoT system but an
object acting in its own interest on behalf of its owner (Abdelghani et al., 2016). In ad-
dition, very little attention has been paid to the role of personal character in SIoT object
cooperation. It is now well established that a social relationship can have an impact
on cooperation. However, the influence of personal character and involved services on
the cooperation has remained unclear.
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3.3 Summary

The challenges in SIoT are twofold, namely, the original challenges in IoT and the
challenges arising from the integration of IoT and social networks. The challenges
are classified from the perspectives of heterogeneity, data management, interoperabil-
ity, energy consumption management, security, trust and privacy, social relationship
establishment and management, business models, fault tolerance, friendship selection,
context and semantic awareness, and interactions. Each type of challenge has been
introduced and summarised in turn. The emphasis of this research is on social rela-
tionship establishment among SIoT objects and cooperation between the social objects
on behalf of their owners. In terms of the research problems, this chapter has discussed
the following: the SIoT objects and SIoT services involved for sharing; willingness to
determine whether or not to share SIoT objects; social relationships that influence the
willingness; cooperativeness as an indication of the influenced willingness.

Except the research problems, the proposed methods developed in this research are
also beneficial for addressing the challenges in SIoT as follows: interoperability in
SIoT could be improved as SIoT services are abstracted and classified uniformly by
proposed methods; energy consumption could be decreased as SIoT service sharing is
only taking place in cooperation between objects that are in a relationship by proposed
methods; privacy could be protected as SIoT service containing sensitive information
would not be approved to share based on the objects’ owner’s sensitivity by proposed
methods; object sharing in a manner of collaborative consumption, as a new business
model, could be possible since the cooperativeness to share for a specific SIoT service
could be quantified by proposed models and further research is needed on the trade-off
between the cooperativeness and monetary rewards for the business model; the way
to measure the social interactions among SIoT objects by proposed methods could be
applied into other interactions for the purpose of quantification.



Chapter 4

Methodology

To address the aforementioned research problems, namely, the representation of coop-
erativeness mainly determined by users’ willingness and influenced by the social re-
lationship among the users and dynamic evaluation of asymmetric social relationship
along with social interactions among SIoT objects, the proposed mechanisms devel-
oped from a theoretical basis, which include: (i) service type classification for privacy,
(ii) abstraction of willingness to share the services, (iii) friendship establishment and
update, and (iv) definition of cooperativeness, are introduced and presented in detail in
this chapter. Hypotheses are then formulated for the proposed mechanism to represent
cooperativeness in sharing SIoT objects. The implementation of simulations designed
for the verification of hypothesis is discussed from the perspectives of rationale, intro-
duction of simulator employed, and simulation scenarios.

4.1 Theoretical Basis

Modelling cooperativeness in sharing SIoT services with others from the perspective
of human beings, for the first time,is based on field theory, a psychological theory,
developed by Kurt Lewin as a pioneer of Gestalt psychology, which examines interac-
tions between an individual and the field, also called the environment (Lewin, 1939).
The theory has been widely applied in theoretical research in social sciences (Dacko,
2008). The individual’s behaviour is manifested in all of the factors associated with
the current life-space. The life-space is produced by an individual and its environment
and the theory can be expressed with the following formula:

B = g(LS)

76
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or
B = G(P,E).

The behaviour B can be expressed as a function of life-space or as a function of the
interaction between the person P and the environment E of that person. B, or the prob-
ability of engaging in a certain behaviour, depends on the individual characteristics of
the person P and external stimuli from the environment E to person P (Burnes and
Cooke, 2013). In this research, for the specific context of sharing, the characteristics
of the person, represented by SIoT objects, who is willing to share services are ab-
stracted as the role of P in field theory. The social relationship between one person and
another, as represented by their SIoT objects, and the type of services involved in the
cooperation of the SIoT objects are abstracted as the environmental dimension E of
field theory. Hence, the formula, which will be used in this research, can be expressed
as follows:

Bc = G(W,L,F).

Here, Bc, the extent of cooperative behaviour towards others for a certain type of SIoT
service, is dependent on the following: W , the person’s characteristics of willingness
to engage in the service as role of P in field theory; L, the type of the service to be
shared as part of E in field theory ; F , the degree of friendship as a social relationship
between the person and others as another part of E in field theory. As the SIoT objects
request and offer SIoT services during meetings on behalf of their owners, Bc, an SIoT
object’s cooperative behaviour for sharing an SIoT service, is determined by W , the
willingness to share of the object’s owner, L, the type of SIoT service in the SIoT
object cooperation, and F , social relationship among the owners represented by their
SIoT objects.

4.2 Willingness to Share

The willingness, W , to share an SIoT service is abstracted from human beings who are
regarded as the role of P in field theory. The process of this abstraction is discussed
in detail in this section. As discussed in Section 3.2.3, apart from economic gains,
sensitivity is the main factor influencing willingness to share or access SIoT objects in
offering or accepting SIoT services from the perspective of human beings themselves.
The sensitivity of SIoT service is regarded as L, the type of SIoT service to be shared
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as part of E in field theory. The proposed model of willingness to share is developed
in a way that determines the probability to share an SIoT service with a certain degree
of sensitivity.

To abstract the characteristics of human beings and examine their effect on coop-
erativeness, a Markov chain is employed in SIoT, to the best of our knowledge for the
first time in this thesis, to model human beings’ willingness to share SIoT services, re-
gardless of the owners of these SIoT objects. The concept of Markov chain, or Markov
process first introduced by A. A. Markov in 1907, is a stochastic process in which
the probability of a given event can affect the probability of the next event, which has
been applied frequently in applied probability and statistics(Chung, 1967; Costa Jr and
McCrae, 1997). This is the first attempt to employ a Markov chain to forecast or ob-
tain willingness to share an SIoT service, in other words, the probability to share an
SIoT service on behalf of human beings. Only the main influencing factor, the degree
of privacy involved in SIoT services, in other words the sensitivity of SIoT services,
is considered and characterised in the proposed willingness to share model based on
Markov chain, in which the sensitivity is quantitatively classified into different levels
according to the degree of privacy involved in the SIoT services.

Returning to the illustrative example of a smart campus, discussed in Chapter 1, the
physical services could provide one of: access control using locks, illumination using
lights, or temperature regulation using air conditioners. The virtual services could
be either computational resource sharing provided by computers or internet access
provided Wi-Fi routers. If the sensitivity of the services is only considered as a standard
to distinguish or classify the services, access control provided by locks could be the
highest level of privacy. If the access is provided by locks, all other objects could be
physically exposed no matter how sensitive the services the objects could provide are.
The service of computational resource sharing could be the second highest level of
privacy as it allows other objects access to the computers that could contain sensitive
information. The service of internet access could be the middle level of privacy as other
objects could access the local network infrastructure. The services of illumination and
temperature regulation could be the lowest level of privacy as other objects could not
access sensitive information in this cooperation. Different types of services could be at
same level of privacy and the gap between each level could be different. The number
of privacy levels could increase depending on personal characteristics and the service
classification could be different due to individual preferences.

For the purpose of generality in the proposed model, consider a fixed number, l, of
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privacy levels for the SIoT services that the SIoT objects can offer.

1. If a person has not accessed or shared SIoT services, the probability that the
person does not access or share SIoT services is p0,0, the probability that the
person does access or share an SIoT service in terms of the lowest privacy level
(l = 1) is p0,1, and the probability that the person does access or share an SIoT
service in terms of the second lowest privacy level (l = 2) is p0,2. Accordingly,
with an increasing number of privacy levels, l, of SIoT service, the probability
that the person does access or share an SIoT service in terms of the lth privacy
level is p0,l .

2. If a person has accessed or shared an SIoT service in terms of the lowest pri-
vacy level (l = 1), the probability that the person does not access or share SIoT
services is p1,0, the probability that the person does access or share an SIoT ser-
vice in terms of the lowest privacy level (l = 1) is p1,1, and the probability that
the person does access or share an SIoT service in terms of the second lowest
privacy level (l = 2) is p1,2. Accordingly, with an increasing number of privacy
levels, l, of SIoT services, the probability that the person does access or share an
SIoT service in terms of the lth privacy level is p1,l .

3. The privacy level of SIoT services is increasing from 1 to (l−1). If a person has
accessed or shared an SIoT service in terms of the second highest privacy level
(l − 1), the probability that the person does not access or share SIoT services
is pl−1,0, the probability that the person does access or share an SIoT service
in terms of the lowest privacy level (l = 1) is pl−1,1, and the probability that
the person does access or share an SIoT service in terms of the second lowest
privacy level (l = l − 1) is pl−1,2. Accordingly, with an increasing number of
privacy levels, l, of SIoT services, the probability that the person does access or
share an SIoT service in terms of the lth privacy level is pl−1,l .

4. If a person has accessed or shared an SIoT service in terms of the highest privacy
(l = l), the probability that the person does not access or share SIoT services is
pl,0, the probability that the person does access or share an SIoT service in terms
of the lowest privacy level (l = 1) is pl,1, and the probability that the person
does access or share an SIoT service in terms of the second lowest privacy level
(l = 2) is pl,2. Accordingly, with an increasing number of privacy levels, l, of
SIoT services, the probability that the person do access or share an SIoT service
in term of the lth privacy level is pl,l .
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Figure 4.1: Markov Chain Model

From the abovementioned information, the person’s willingness to share SIoT ser-
vices at different privacy levels can be modelled as a Markov chain, as shown in Figure
4.1. Let P be the transition matrix of the ergodic chain with states s0, s1, s2,...,sl .

P =



p0,0 p0,1 p0,2 · · · p0,l−1 p0,l

p1,0 p1,1 p1,2 · · · p1,l−1 p1,l
...

...
...

...
...

...
pl−1,0 pl−1,1 pl−1,2 · · · pl−1,l−1 pl−1,l

pl,0 pl,1 pl,2 · · · pl,l−1 pl,l


By the transition matrix P,

lim
x→∞

Px = W =



w0 w1 w2 · · · wl

w0 w1 w2 · · · wl
...

...
...

...
...

w0 w1 w2 · · · wl

w0 w1 w2 · · · wl


=



w
w
...
w
w


after x steps when x is approaching to infinity, w = (w0,w1,w2, ...,wl) is the common
row of W as all w for each row are equal. The fixed row vector w is a left eigenvector
of the matrix P, which, in this research, is treated as willingness to share SIoT services
at different l levels of privacy as a personal characteristic. According to the Law of
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Large Numbers for Markov chain, a fraction wl of time spent in a state sl in the long
run process is the probability that the person accesses or shares SIoT services at the lth
level of privacy (Grinstead and Snell, 2012). The vector w = (w0,w1,w2, ...,wl) con-
tains all of the probabilities, from the probability of the user not accessing or sharing
SIoT services, w0, to the probability of the user accessing or sharing an SIoT service
in terms of privacy from the lowest level, w1, to the highest level, wl .

The vector w = (w0,w1,w2, ...,wl) abstracts the extent to which a person voluntar-
ily accesses an SIoT service at a certain level of privacy, which is considered as the
person’s characteristics, P, in field theory. The value of wl is a real number in the
range of [0,1] where 1 indicates complete willingness and 0 indicates no willingness.
Thus, wl is to indicate the probability of the person’s willingness to access or share
an SIoT service at the lth level of privacy no matter what the person’s or others’ SIoT
objects are. This is because w is modelled to abstract the person’s personality or char-
acteristics that could not be changed once they are developed (Costa Jr and McCrae,
1997). The parameter w is collected, calculated and updated by a main SIoT object or
SIoT server with high computing power and is broadcasting to the user’s SIoT objects
that are equipped with low computing power and limited battery power. Furthermore,
the sensitivity, S, which is the mathematical expectation value of w, is a parameter
designed to be employed in simulations to characterise the sensitivity of a person, in-
dicating the expectation of the level of privacy of the SIoT services that the person
would be willing to share. The sensitivity, S, is calculated by

S = w0 ·0+w1 ·1+w2 ·+ · · ·+wl−1 · (l −1)+wn · l =
l

∑
n=0

wnl.

4.3 Friendship

Friendship, as an important factor of the environmental dimension, E, of field theory,
is to indicate the extent to which an SIoT object is in a social relationship with an-
other SIoT object on behalf of their owners, P. In this thesis, for the evaluation of
friendship, a novel friendship model is designed to be able to meet the following re-
quirements. To dynamically evaluate friendship between persons, the proposed model
is required to update a newly evaluated friendship according to the social interaction
involved in each meeting. As the degree of friendship could decay over time, the con-
tribution of the lastly evaluated friendship to the newly evaluated friendship is taken
into account in the proposed model. For each friendship update, dynamic friendship
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changes due to the social interaction, as another contribution to a newly evaluated
friendship is required to be quantified. As discussed in Section 3.2.4, friendship, also
called closeness, between persons is correlated with frequency, duration, and intensity
of interaction (Avrahami and Hudson, 2006; Chen et al., 2017). Hence, the relationship
among the objects discussed in Section 2.3.3, such as co-location and co-work, is not
taken into account in the proposed model since the emphasis of the proposed model
is on friendship establishment influenced by social interactions in terms of frequency,
duration, and intensity. In this thesis, the frequency of interaction between two ob-
jects is indicated as n, which is the number of meetings between the two objects. The
duration of interaction is indicated as t, which is the time a meeting between the two
objects lasts. The intensity of interaction is indicated as dl , which is the number of
SIoT services at the lth level of privacy involved during the interaction. The variables
n, t, and dl are abstracted and taken into account in the proposed model.

Friendship denoted by Fi, j(n), is developed to indicate the dynamically evaluated
friendship between object i and j at their nth meeting. The proposed Fi, j(n) is calcu-
lated as follows:

Fi, j(n) =

Fi, j(0) = finitial n = 0

(1−β)Fi, j(n−1)+βDi, j(n−1) n ⩾ 1

Here, finitial indicates the initial value of friendship between the object i and j. The
parameter β (1 ⩾ β ⩾ 0) is designed to weight the two friendship values Fi, j(n−1) and
Di, j(n−1) and to take the influence of the dynamic social interaction on the friendship
evaluation over time into account. For consideration of friendship decay over time,
the decay of the lastly evaluated friendship Fi, j(n−1) and the new dynamic friendship
change evaluated by Di, j(n− 1) for the last meeting jointly determine the value of
the friendship, Fi, j(n). As another contribution to the newly evaluated friendship, the
proposed Di, j(n−1) is calculated as follows:

Di, j(n−1) = (1−α)
fi, j(n−1)

max{ fi,y|M|(n−1) : y ∈ Mi}
+α

fi, j(n−1)

∑
|M|
j=y0

fi, j(n−1)
.

Here, Di, j(n− 1) is designed to dynamically evaluate the changes in the degree of
friendship for each meeting. The fi, j(n−1) is to denote that the updated or changing
degree of friendship of object i towards object j at the (n− 1)th meeting of the two
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objects. The proposed fi, j(n−1) is calculated as follows:

fi, j(n−1) =


fi, j(0) = 0 1 ⩾ n ⩾ 0

fi, j(n−2)+ ti, j,n−1 n ⩾ 2, if object i or j at s0

fi, j(n−2)+ ti, j,n−1(1+∑
l
l=1 ldl) n ⩾ 2, if both objects i and j at sl

where ti, j,n−1 is the duration of the (n−1)th meeting between objects i and j at which
the state of objects i and j could be s0,s1,s2, ...,sl according to the privacy level, l, of
the involved service. Object i and object j do not share an SIoT service if object i or
object j is at state s0. Conversely, object i and object j do share an SIoT service at the
lth level of privacy with one another if both object i and object j are at state sl . dl is
to count the number of cooperations between object i and object j for sharing an SIoT
service at the lth level of privacy for each meeting. In other words, for each meeting, dl

is to indicate the intensity of the social interactions that object i and object j cooperate
with each other for an SIoT service at the lth of privacy. Hence, n, the number of social
interactions, t, the duration of the social interactions, and dl , the intensity of the social
interactions, are abstracted into the evaluation of friendship change updated after each
meeting.

The parameter α (1 ⩾ α ⩾ 0), introduced in the model of friendship change eval-
uation, is to weigh two types of change in friendship for each meeting; namely, com-
parison

fi, j(n−1)
max{ fi,y|M|(n−1) : y ∈ Mi}

and proportion
fi, j(n−1)

∑
|M|
j=y0

fi, j(n−1)
.

The changes caused by comparison arise from comparing the value of fi, j(n−1) after
the(n− 1)th meeting with the highest value of fi,y|M| , where Mi = {y0,y1,y2, ...,y|M|}
denotes node i’s friend set. The comparison with the highest friendship change could
contribute an increase in friendship change evaluation with a smaller α and vice versa.
The comparison with the highest friendship change is to measure the friendship change
gap between the current object and the object(s) with highest friendship change. The
proportion of all friendship change is to measure the ratio of friendship change for the
current object to the friendship changes for all objects. The contribution of proportion
to friendship change evaluation could be increased with an increasing value of α and
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vice versa. The two types of friendship change, comparison and proportion, are both
correlated with the frequency, duration and intensity of social interactions, as fi, j(n−
1) is an element in the evaluation of the both comparison and proportion.

4.4 Cooperativeness

The value of cooperativeness assessed by the proposed cooperativeness model is the a
probability that a person determines to cooperate their SIoT objects with others for
sharing SIoT services. As discussed in Section 4.1, the proposed cooperativeness
model is developed based on field theory. According to this, the behaviour of co-
operating with others, Bc, depends on the person’s willingness, W , the privacy level of
the service to be shared, L and the friendship between the person and others, F . The
willingness, W , for a certain privacy level, L, of an SIoT service to be shared and the
friendship among persons, F , are respectively abstracted and evaluated, as discussed
in Section 4.2 and Section 4.3. The proposed cooperativeness model is developed to
assess the value of cooperativeness based on the values of willingness, abstracted from
the proposed willingness to share model, and the value of friendship, evaluated by the
proposed friendship model. The assessed value of cooperativeness is the probability of
occurrence of the cooperating behaviour with others for sharing an SIoT service.

Mazur (1987), Jones and Rachlin (2006), and Schreiner et al. (2018) proposed that
the value of an individual’s willingness to share with another is discounted by the social
relationship between them, by which the discounted value of the willingness to share
is in a hyperbolic relationship with the original value of the willingness to share. The
effect of social relationship on the willingness designed in the cooperativeness model
proposed in this research is developed based on their assumption. The willingness to
share, W , for SIoT services at different levels of privacy, L, is discounted respectively
by the friendship between the person and others, F . The discounted value of the will-
ingness to share is the value of cooperativeness, C. Therefore, the assessment of the
cooperativeness of object i towards object j for services at privacy level of l at the nth
meeting between them can be denoted by Cl

i, j(n) as follows:

Bc = G(W,L,F) =Cl
i, j(n) =

wl

1+ γ(1−Fi, j(n−1))
.

Here, cooperativeness, Cl
i, j(n) can be increased with increasing values of wl that

the person’s willingness to access or share a service at the lth privacy level, because a
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persons’s attitude to privacy is regarded as a person characteristics that could influence
the cooperativeness in sharing (Chen et al., 2020b). At the same time, increasing values
of the friendship Fi, j(n− 1) between object i and object j for their nth meeting could
lead to an increase of the cooperativeness Cl

i, j(n), because persons who are in a close
relationship interact more frequently with each other and with higher willingness to
share (Aron et al., 1992; Akerlof, 1997; Wiese et al., 2011; Wang et al., 2016; Perentis
et al., 2017; Ruggeri et al., 2018; Talbi and Bouabdallah, 2019). A discount rate, γ is
designed to set the steepness and asymmetry of the Cl

i, j(n) reduce with the changes of
Fi, j(n−1) (Mazur, 1987; Jones and Rachlin, 2006; Strombach et al., 2014; Schreiner
et al., 2018). Hence, the cooperativeness is synergistically determined by the privacy
level, l, of an SIoT service, the person’s willingness to share, wl , for the SIoT service,
and the friendship, Fi, j(n−1), between the service requester and provider. The process
of determining cooperativeness is shown in Figure 4.2.

Figure 4.2: Process of Cooperativeness Determination

4.5 Hypotheses

In this thesis, the goal is to represent cooperativeness in sharing the SIoT objects on
behalf of the objects’ owner for a certain service with other SIoT objects owned by
another person, with whom they are in a social relationship. To achieve this goal, the
owner’s characteristic of willingness to engage a certain service, the privacy levels of
the service and the social relationship between two persons are taken into account as
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three components in field theory in order to estimate cooperativeness. Hypotheses for
the effectiveness of the willingness to share, the privacy levels of SIoT services to be
shared and the friendship between SIoT objects in the cooperativeness determination
by proposed methods are developed. In addition, hypotheses for the effectiveness of
the social interactions in terms of frequency, duration, and intensity in the friendship
establishment and update by the proposed methods are also developed. Therefore, the
two types of hypotheses for this research are stated as follows:

H1 Persons with higher value of willingness to share, obtained by the proposed ab-
stracted willingness model as personal characteristics, have higher value of co-
operativeness in sharing the SIoT objects for a certain type of SIoT services.

H2 Cooperativeness in sharing SIoT objects for SIoT services decreases with an in-
creasing level of privacy of these SIoT services assuming that persons have less
willingness to share their SIoT objects for SIoT services with a higher level of
privacy.

H3 Cooperativeness in sharing SIoT objects at a certain privacy level of SIoT services
increases with an increasing value of friendship. Friendship, as a social relation-
ship among the SIoT objects, is evaluated by the proposed friendship model.

H4 The proposed social friendship model dynamically evaluates the value of friend-
ship with others while social interactions take place in terms of frequency, du-
ration, and intensity. This hypothesis consists of three sub-hypotheses, one for
each parameter in the measurement of social interactions as follows:

H4a The value of friendship evaluated by the proposed social friendship model
is higher with an increasing number of the social interactions.

H4b The value of friendship evaluated by the proposed social friendship model
is higher with an increasing value of average duration of social interactions.

H4c The value of friendship evaluated by the proposed social friendship model
is higher with an increasing value of average intensity of SIoT services
involved in social interactions.

The hypotheses H1,H2, and H3 are developed to be respectively tested in terms of the
influencing factors in cooperativeness determination. The influencing factors are the
willingness to share of human beings for H1, the SIoT services to be shared for H2
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and the social relationship between a service requester and a service provider for H3.
The hypotheses H4 and its sub-hypotheses H4a, H4b and H4c are developed to be
tested in terms of the influencing factors in friendship establishment; the influencing
factors are the frequency of social interactions for H4a, the average duration of social
interactions for H4b and the intensity of social interactions for H4c.

4.6 Design of Experiments

The aim of the experiments designed in this thesis is to test the aforementioned hy-
potheses for functional verification of the proposed mechanism for cooperativeness
management. The mechanism consists of the abstracted willingness model based on
the Markov chain and dynamic friendship model, to dynamically represent the extent
to which a person, the owner of the SIoT objects, is cooperative in sharing their objects
with others in a social relationship for services at a certain level of privacy. The verifi-
cation of the proposed mechanism mainly focuses on changes in cooperativeness under
the influence of the following: services with different levels of privacy; willingness to
share as a personal characteristic abstracted from the proposed willingness model; and
dynamic updating of friendship that are established and impacted by social interac-
tions in terms of frequency, duration, and intensity. Moreover, in the implementation
of the experiments, the existing definition of cooperativeness, as previously proposed
by Bao and Chen (2012a,b); Bao et al. (2013); Chen et al. (2014, 2015b); Kowshalya
and Valarmathi (2017, 2018) is taken as a comparison to evaluate the efficiency and
performance of the proposed mechanism from the perspectives of accuracy, precision,
convergence, fluctuation, and improvement.

4.6.1 Rationale

Relationships among human beings in the real world could be established intermit-
tently and dynamically in a long-term development process. Evaluation of the relation-
ship development in the long process of validating the proposed research in this thesis
requires a large group of volunteers to carry a set of SIoT objects that update their data
over a long time period. Although the subject of this research focus on social relation-
ships among human beings and SIoT objects, a group of volunteers to participate in
such an experiment may be unreasonable and unachievable within the limitations and
constraints of the research that led to this thesis. Furthermore, there is no existing real



88 CHAPTER 4. METHODOLOGY

data available on a large scale of the mobility traces of human beings carrying such
objects (Nitti et al., 2012). Besides, friends of potential participants may not carry
SIoT objects, leading to lack of evaluation of social relationship changes from the per-
spective of such friends for comparison. The development of a new social relationship
is a stochastic process including the involvement of newcomers who are not able to be
provided with SIoT objects in advance because newcomers are unknown; also, it might
not be possible to measure changes in social relationships at certain periods of time.
Thus, a mobility model that is able to generate synthetic traces of human movement
and social behaviour among the humans is the approach used for the evaluation of the
development of social relationships. Hence, simulations, that is, experiments based on
the mobility model, are adopted as the primary evaluation methodology in this research
work to evaluate the proposed mechanism (Elio et al., 2011).

From the perspective of experimental design and practical implementation, the
adoption of simulations avoids not only the cost of recruitment of a large number
of experiment participants and SIoT objects, but also the time-consuming process of
friendship development for the participants in the real world due to operational and
economic constraints (Chernyshev et al., 2017). From the perspective of experiment
operation and maintenance, configurable parameters, such as α in the friendship cal-
culation, can be independently and easily adjusted for the purpose of factor isolation.
In addition, obtaining the experimental results can be facilitated and interaction data
from SIoT objects can be efficiently retrieved since precise timestamp and location in-
formation can be associated with the data for the purpose of its accurate evaluation and
correlation of the data (Papadopoulos et al., 2017).

4.6.2 Simulator

To validate the proposed mechanism for cooperativeness, the persons’ personal char-
acteristics in terms of willingness to share, abstracted by the willingness model, the
different privacy levels of services to be shared abstracted by the willingness model
and the persons’ social contacts and their social relationship development, established
by the friendship model, are required to be involved and characterised in the imple-
mentation of the simulations. The Small World In Motion (SWIM) model proposed by
Mei and Stefa (2009) and Kosta et al. (2010) could generate traces of human mobility
with similar statistical properties as real traces. In the networks modelled by SWIM,
a node has intuitions to visit the places where lots of other nodes exist that are not
far from the node’s home. The inter-contact time among nodes follows a power-law
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exponential decay dichotomy, which is observed from real data traces. Mei and Stefa
(2009) and Kosta et al. (2010) further built a discrete event simulator, named SWIM,
capable of outputting synthetic data in reasonable accord with the real data collected
from three scenarios in the real world, namely, Cambridge 05 (Scott et al., 2006a),
Cambridge 06 (Leguay et al., 2006), and Infocom 05 (Scott et al., 2006b), which are
available in CRAWDAD (Scott et al., 2006a; Leguay et al., 2006; Scott et al., 2006b),
with respect to the number and duration of contracts and the social structure of the
nodes.

The destination depending on the intuitions of a trade-off between proximity and
popularity, the movement with a prorata speed proportional to the distance and the
distribution of waiting time following a bounded power law were built into the SWIM
simulator (Kosta et al., 2010). Within the simulator, every node is uniformly assigned
to be at a random position at the initiation of the simulation, while contiguous square
blocks with a diagonal length equal to the transmitting radius of each node divide the
network area to ensure that all nodes within communication range are in the same
block. Every node owns one squared block as its home, as decided by its initial posi-
tion, and assigns weights to the other blocks to build a map of weighted blocks covering
the network area. A node then decides its next possible destination according to the
largest weight among the blocks. The weights are positively related to the popularity
of a block and negatively related to the distance from the home block. Weights are
calculated according to the following formula:

w(C) = a ·distance(hu,B)+(1−a) · seen(B)

where the function disctance(hu,B) decays as a power law relationship with the in-
creasing distance between, hu, the home block of node u and a given block, B (Mei
and Stefa, 2009; Kosta et al., 2010). The function seen(B) denotes a fraction of the
nodes that node u has encountered in block B previously, with an initial value of zero,
and is updated every time node u reaches block B. The parameter a is a constant in
the range [0, 1] which determines preferences between nearby sites and popular sites
as destinations for users to visit. The node starts moving in a strict straight line with a
constant speed once the next destination is decided. For every destination the speed is
prorata calculated as there is an assumption that faster transport is used if the destina-
tion is further away from home position. The time spent at the destination is decided
following a bounded power law when the node reaches the destination.

The SWIM simulator has been widely employed as an evaluation tool for research
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in SIoT. Atzori et al. (2012) used a SWIM simulator to analyse SIoT network struc-
ture characteristics in an evaluation of their proposed new paradigm of SIoT. Nitti
et al. (2013) used the SWIM model to generate synthetic data with the Brightkite
dataset in order to evaluate the proposed trust management in SIoT. Girau et al. (2016)
adopted SWIM to generate synthetic traces for the evaluation of friendship establish-
ment through neighbour discovery algorithms. Xia et al. (2018) employed SWIM
to generate traces of a large number of objects for the evaluation of their proposed
reputation-based trust scheme and proposed light-weight paradigm for service discov-
ery. Kowshalya et al. (2020) used a SWIM mobility model to generate traces as a
dataset for the evaluation of service search algorithms through social communities.
MS and Buyya (2020) adopted the SWIM model to generate synthetic data for the
evaluation of a service-oriented trust management mechanism to detect adversarial at-
tacks in SIoT. Ferretti et al. (2021) employed SWIM to generate synthetic traces for the
evaluation of a proposed Human to Thing (H2T) framework for entity authentication to
provide reliability assessment on humans via behavioural fingerprinting. Furthermore,
Rad et al. (2020) reviewed 55 research papers related to SIoT, published from 2011
to 2019 in reputable outlets, and found that 13% of the papers employed the simula-
tor for evaluation, especially those papers with a focus relevant to social relationship
management.

Hence, the SWIM simulator is employed in this thesis to test the proposed hy-
potheses since the influence of the social relationships among human beings and SIoT
objects is the emphasis of this research. Meanwhile, the extension to support the so-
cial contacts among SIoT objects and these SIoT objects carried by human beings
is required to be developed for the simulator in this research because social contacts
between nodes regarded as human beings are only considered and supported in the
simulator. Moreover, as the output from SWIM is the trace of only human beings’
positions, the data about the social contacts among SIoT objects and the SIoT objects
carried by the human beings is also required to be generated and collected by the ex-
tension. The main extensions of the SWIM simulator, carried out by the author of this
thesis, can be summarised as follows:

• Firstly, support is developed to allow SIoT objects to be carried by the human
beings or installed at home position at the beginning of the simulation. In ad-
dition, support is developed to allow the number of the SIoT objects to be set
by the simulator as a specific number, or as a random number varying up to a
specific number, in order to test the influence of the different numbers of SIoT
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objects.

• Secondly, the notion of social contacts between SIoT objects is developed in
the simulator to support SIoT cooperation that only occurs between two SIoT
objects: one sending an SIoT service request and another one approving the
SIoT service request. The type of the services is defined and classified according
to the SIoT service privacy levels. Every SIoT object is randomly assigned one
type of SIoT service, or called a certain level of privacy of SIoT service, at the
beginning of the simulation.

• Thirdly, the proposed cooperativeness mechanism is developed and implemented
for all SIoT objects to determine whether SIoT service requests are approved for
cooperation. Friendship as a social relationship among human beings who own
SIoT objects and willingness to share as a personal characteristic of the human
beings are taken into account in the decision-making process of the cooperative-
ness mechanism.

• Fourthly, the proposed dynamic friendship assessment is developed to evaluate
the friendship with SIoT objects that are encountered. Friendship update can
be set to update immediately after social contacts or update periodically at a
specific period of time set at the beginning of the simulation to test the influence
of different updating intervals.

• Fifthly, in order to demonstrate the effectiveness of the proposed cooperativeness
mechanism in this research, cooperativeness as one of the properties of trust in
the dynamic trust management protocol proposed by Bao and Chen (2012a) is
also developed in the simulator for performance comparison. The parameters
employed to measure the performance difference between the proposed cooper-
ativeness mechanism and the existing cooperativeness protocol are implemented
and can be obtained at the end of the simulation.

These extensions of the SWIM simulator have been programmed and achieved
using CLion running on a MacBook. The specifications of the Integrated Development
Environment (IDE) software, CLion, and the operating system and the hardware of the
MacBook are summarised in Table 4.1.
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CLion 2021.2.3
Runtime version 11.0.12+7-b1504.40 aarch64
VM OpenJDK 64-Bit Server VM by JetBrains s.r.o.
GC G1 Young Generation, G1 Old Generation

MacBook Pro 2021
OS macOS Monterey Version 12.0.1
CPU Apple M1 Max (10 Cores)
Memory 6144MB

Table 4.1: Simulation Environment

4.6.3 Scenarios

With this extension work, the extended SWIM is competent to implement the simula-
tion experiments for the purpose of validating the proposed hypotheses. The empha-
sis in the simulation experiments in this research is to demonstrate the effectiveness
of the proposed cooperativeness mechanism and to prove that it outperforms the dy-
namic cooperativeness trust management protocol proposed by Bao and Chen (2012a),
particularly in the specific situation mentioned in Section 3.2. Hence, the simulation
experiments are designed in two separate parts to achieve both the demonstration and
the comparison, with six scenarios to be considered.

In the implementation of the simulations for the demonstration part, the configu-
ration of the simulation matches the scenario of Cambridge 06 (Leguay et al., 2006)
while the number of nodes is extended and the setting parameters are changed ac-
cordingly, as shown in Table 4.2, as a limited number of nodes was involved in this
scenario. The parameters for the input and output settings are built-in SWIM param-
eters, while the parameters for the extension and comparison settings are developed
by the author of this thesis as an extension of SWIM to support the simulation of the
scenarios proposed in this research. Detailed explanations for each parameter of the
configuration file can be found in Appendix A.

There are nusers nodes in the scenario and every node is regarded as a user who
carries a certain number, nSIoT , of SIoT objects that can only request or offer SIoT
services at a certain level, l, of privacy. Social interactions among the SIoT objects
belonging to two nodes regarded as two different users can only happen when the two
nodes have either arrived at their destination block, or one node is currently staying in
a block or a home block that is within the transmitting radius, r, of the nodes. Addi-
tionally, a node cannot communicate with or be communicated by others if the node
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is on its way between its current and destination blocks. Only one-hop communica-
tions are allowed for the objects in the scenario to isolate the effect that extra middle
objects communicate with one another in a multi-hop manner in a social interaction.
The nodes’ transmitting radius was set to r = 0.04 in the simulation of the scenario
while the whole simulation area is a square with sides of length 1. As Bluetooth with a
communication range of about 10 metres was employed in Cambridge 06 as the wire-
less technology, the network area considered by the simulation is a square with sides
of length about 250 metres (250 = 10×1/0.04).

With the adjusted parameters in configuration of the scenario Cambridge 06 im-
plemented by Mei and Stefa (2009) and Kosta et al. (2010), the SWIM simulator is
able to generate synthetic traces that approximate to real traces. Furthermore, a num-
ber of stationary nodes and mobile nodes were implemented in the scenario. Hence,
for the purpose of accuracy, flexibility and practicality of simulation, three scenarios,
labelled 1 to 3, based on the scenario of Cambridge 06 have been designed as simula-
tion scenarios for demonstration of the effectiveness of the proposed mechanisms, as
the first part of the simulation experiment. The effect of the adjustable parameters α,
β and γ on the social friendship evaluation and cooperativeness assessment is investi-
gated in the scenarios. The influence of willingness to share and social relationship on
cooperativeness assessment is analysed in the scenarios.

Scenario 1 In this scenario, nusers = 100 users are assigned home blocks randomly
over the network area of a square with sides of length 250 metres. Each user carries
nob jectscarried = 5 heterogeneous SIoT objects (such as one or more mobiles phones,
a wearable activity tracker, a laptop, tablet, or a number of RFID objects). To sim-
plify the interactions among the SIoT objects in this simulation, each object is only
assigned a certain privacy level of SIoT service to be requested or offered in every
communication. There are lprivacy = 3 levels of privacy for SIoT services in this sce-
nario. Moreover, all SIoT objects carried by users are not allowed to be left at the
home position. Therefore, communication between the user who is assigned to a par-
ticular home position and another user who is a visitor to that position is not allowed
to happen at the home position once the user has left this home position. When two
users encounter each other and stay at a block within their SIoT objects’ radio range,
r= 0.04, their SIoT objects separately request one SIoT service from each other in the
order of the privacy levels of those services from low to high. An SIoT object offers
an SIoT service to another SIoT object once the two objects have both determined that
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Configuration file for scenario 1
Parameter Value
Input settings
nusers 100
r 0.04
tknowing 100
tsimulation 950400
a 0.95
sspeedmultiplier 1
twaitingexponent 1.45
twaitingupperbound 86400
bbucketsperside 14
Extension settings
npercentageo f in f rastructure 0
funi f ormdistribution 0
nrow 1
ncolumn 1
x f riendshipinblock 0
xinitial f riendship 0
f f ixedob jects 0
fsynmode 0
tsyninterval 100
x f riendshipratio (0.1, 0.3, 0.5, 0.7, 0.9)
xupdating f riendshipratio 1
frandomnumberob jects 0
nob jectscarried 5
lprivacy 3
nobserverob ject 4
nobservedob ject 0
fpre f riendship 0
frandomwillingness 0
xdegreeo f discounting 0.5
Output settings
fshowtrace 1
fshowprogress 1
xshowstep 1
Comparison settings
fcomparison 0
xthreshold 0.5
wdecay 0.5
windirect 0.5
cinitial bao 0.5

Table 4.2: Configuration File for Scenario 1
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they would cooperate with each other. The threshold value for the probability that an
object will cooperate is its cooperativeness, as determined by the users’ willingness
to share, the privacy level of the service requested and the value of the friendship be-
tween the users. Also, the friendship value is updated and calculated at the end of
the communication. The total simulation time is tsimulation = 950400 seconds, which
is 11 days. The assumption in this scenario is that no user has built a social relation-
ship with any other user at the beginning of the simulation, while the initial friendship
value for all users is set to zero and every user has the same willingness to share,
w = (w0,w1,w2,w3) = (0.74,0.2,0.05,0.01) for SIoT services at different levels of
privacy. Table 4.2 lists the parameter values used as the input for SWIM in scenario 1.

The aim of this scenario is to investigate the effect of the parameter α on social re-
lationship establishment among users who are in a social relationship. In other words,
dynamic relationship change, evaluated for each meeting, is adjusted between friend-
ship comparison and friendship proportion by the parameter α. The contribution of the
dynamic relationship change, adjusted by the parameter α, to the social relationship
establishment is investigated in this scenario. To evaluate the effect of the designed
parameter α, named x f riendshipratio in the SWIM simulator, for the proposed friend-
ship model in the process of friendship establishment and update among the users,
x f riendshipratio is set by selecting five different values 0.1, 0.3, 0.5, 0.7, and 0.9. Mean-
while, the effect of the designed parameter β, named xupdating f riendshipratio in the SWIM
simulator, on friendship evaluation is isolated by fixing its value to 1. The designed
parameter γ, named xdegreeo f discounting in the SWIM simulator, is set at a fixed value of
0.5 to isolate its effect on cooperativeness assessment.

Scenario 2 This scenario is to further investigate the influence of more frequent
meetings on social relationship evaluation, with SIoT objects being left and installed at
the home positions of users in order to increase the probability of meeting SIoT objects
owned by others. This scenario is similar to scenario 1. The difference is that the nusers

= 100 users not only carry nob jectscarried = 5 heterogeneous SIoT objects with internet
access but also leave five heterogeneous SIoTs with internet access and another five
heterogeneous SIoT objects without internet access in their home block. This is en-
abled by setting f f ixedob jects to 1, that is, true. The five heterogeneous SIoT objects with
internet access left at a home block are able to synchronise the data about their most
recent friendships at intervals of tsyninterval = (60, 3600) seconds with the five heteroge-
neous SIoT objects with internet access carried by their user; this is enabled by setting
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Configuration file for scenario 2
Parameter Value
Input settings
nusers 100
r 0.04
tknowing 100
tsimulation 950400
a 0.95
sspeedmultiplier 1
twaitingexponent 1.45
twaitingupperbound 86400
bbucketsperside 14
Extension settings
npercentageo f in f rastructure 0
funi f ormdistribution 0
nrow 1
ncolumn 1
x f riendshipinblock 0
xinitial f riendship 0
f f ixedob jects 1
fsynmode 1
tsyninterval (60, 3600)
x f riendshipratio (0.1, 0.3, 0.5, 0.7, 0.9)
xupdating f riendshipratio 1
frandomnumberob jects 0
nob jectscarried 5
lprivacy 3
nobserverob ject 20
nobservedob ject 57
fpre f riendship 0
frandomwillingness 0
xdegreeo f discounting 0.5
Output settings
fshowtrace 1
fshowprogress 1
xshowstep 10
Comparison settings
fcomparison 0
xthreshold 0.5
wdecay 0.5
windirect 0.5
cinitial bao 0.5

Table 4.3: Configuration File for Scenario 2
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the value of fsynmode to 1, that is, true. For the five heterogeneous SIoT objects without
internet access, the data about their most recent friendships can only be synchronised
when their user returns to the home block; this is because the synchronisation proceeds
via the internet enabling the objects with internet access to synchronise their friendship
data with their user at any blocks. All ten heterogeneous SIoT objects left at the home
block are not allowed to communicate with each other. Communication between these
ten objects and the SIoT objects carried by other users can happen when those other
users carry the SIoT objects into the home block of the aforementioned ten objects.
The remaining settings for scenario 2 are the same as those for scenario 1. Table 4.3
lists the parameter values used as the input for SWIM in scenario 2. In this scenario,
the users are allowed to leave objects at their home blocks to interact with encountered
objects, which could lead to higher frequency of meetings between objects owned by
different users. Hence, the scenario is designed to evaluate the effect of the parameter
α on social relationship evaluation when more meetings among objects are enabled.
This is because the extra objects left at home may interact with visitors’ objects, in
contrast to scenario 1 where there were no objects left at home.

Scenario 3 This scenario is to validate the effect of the initial friendship value on
friendship evaluation, with friendship among users being initialised at the beginning
of the simulation for this scenario. Similarly to scenario 2, nusers = 100 users carry
nob jectscarried = 5 heterogeneous SIoT objects with internet access and leave five het-
erogeneous SIoT with internet access and another five heterogeneous SIoT objects
without internet access at their home block. The difference is that the nusers = 100
users in scenario 3 have built the social relationships that arise from the simulation
results in scenario 2, which is enabled by setting fpre f riendship to 1, that is, true. Every
SIoT object owned by a user is initialised with the same social relationship table at
the beginning of the simulation. Heterogeneous SIoT objects owned by a user are not
allowed to communicate with each other, but they can do friendship synchronisation
with each other. The social relationships among the objects owned by a user is 0, from
the social relationship table obtained from the simulation in scenario 2, as no social
relationships among the objects owned by a user are updated. The remaining settings
for scenario 3 are the same as for scenario 2. Table 4.4 lists the parameter values used
as input for SWIM in scenario 3. As social relationship among users in scenario 3 are
pre-built, the designed parameter β to weight initial friendship and friendship changes
due to social interactions, proposed in the friendship model, is enabled to work. The
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Configuration file for scenario 3
Parameter Value
Input settings
nusers 100
r 0.04
tknowing 100
tsimulation 950400
a 0.95
sspeedmultiplier 1
twaitingexponent 1.45
twaitingupperbound 86400
bbucketsperside 14
Extension settings
npercentageo f in f rastructure 0
funi f ormdistribution 0
nrow 1
ncolumn 1
x f riendshipinblock 0
xinitial f riendship 0
f f ixedob jects 1
fsynmode 1
tsyninterval 3600
x f riendshipratio (0.1, 0.3, 0.5, 0.7, 0.9)
xupdating f riendshipratio [0,1]
frandomnumberob jects 0
nob jectscarried 5
lprivacy 3
nobserverob ject 4
nobservedob ject 0
fpre f riendship 1
frandomwillingness (0,1)
xdegreeo f discounting (0.1, 0.3, 0.5, 0.7, 0.9)
Output settings
fshowtrace 1
fshowprogress 1
xshowstep 10
Comparison settings
fcomparison 0
xthreshold 0.5
wdecay 0.5
windirect 0.5
cinitial bao 0.5

Table 4.4: Configuration File for Scenario 3



4.6. DESIGN OF EXPERIMENTS 99

results of simulation in this scenario can be used for the evaluation of the effect of
the parameter β on friendship establishment and update. Social friendship has a dis-
counting effect on cooperativeness, which is adjusted by parameter γ. Thus, the effect
of the parameter γ on cooperativeness assessment is investigated in this scenario. In
addition, investigating the relationship of willingness to share, social relationship and
cooperativeness is another goal for this scenario after the influence of the parameter α,
β, and γ on the proposed mechanisms is fully studied.

To implement the second part of the simulations to compare the proposed cooper-
ativeness mechanism’s performance with the dynamic cooperativeness trust manage-
ment protocol proposed by Bao and Chen (2012a) with respect to the research prob-
lems summarised in Section 3.2, three common scenarios in real life are abstracted and
designed into simulation scenarios by changing the parameters in the configuration file.
Moreover, infrastructure objects that are designed to provide SIoT services for public
use are introduced in the scenarios. The proportion of the infrastructure objects to all
objects in simulation is set by npercentageo f in f rastructure.

Scenario 4 This scenario is to simulate a small-sized community, such as a small
town or a small district of a city. In this scenario, SIoT users are randomly distributed
to any place within the community as not everyone has willingness to employ SIoT
objects (Gao and Bai, 2014; Chen et al., 2020a; Chuang et al., 2020; Kadylak and
Cotten, 2020). The places within the community are the houses of each user. Each
user carries SIoT objects and also leaves SIoT objects in their house. Table 4.5 lists
the parameter values used as input for SWIM. In this scenario, nusers = 1000 users are
assigned home blocks randomly over a network area which is a square with sides of
a length equal to about 2286 metres on account of the transmitting radius, r = 0.04,
as WiFi employed in the scenario can have an outdoor range of up to 300 feet or
91.44 in meters by operating on the 2.4 GHz band (hence, 2286 = 91.44× 1/0.04).
Each user carries a random number of heterogeneous SIoT objects with internet access
enabled by frandomnumberob jects = 1; the maximum number of the SIoT objects carried
is nob jectscarried = 10. At the same time, each user also leaves a random number of
heterogeneous SIoT objects with and without internet access at their home blocks,
which is enabled by setting f f ixedob jects to 1, that is, true.

The heterogeneous SIoT objects with internet access owned by the same user are
able to synchronise the data about friendship with others at intervals of tsyninterval =
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Configuration file for scenario 4
Parameter Value
Input settings
nusers 1000
r 0.04
tknowing 100
tsimulation 950400
a 0.8
sspeedmultiplier 1
twaitingexponent 1.45
twaitingupperbound 86400
bbucketsperside 14
Extension settings
npercentageo f in f rastructure 4
funi f ormdistribution 0
nrow 1
ncolumn 1
x f riendshipinblock 0
xinitial f riendship 0
f f ixedob jects 1
fsynmode 1
tsyninterval 21600
x f riendshipratio 0.2
xupdating f riendshipratio 0.5
frandomnumberob jects 1
nob jectscarried 10
lprivacy 3
nobserverob ject 526
nobservedob ject 801
fpre f riendship 0
frandomwillingness 1
xdegreeo f discounting 3
Output settings
fshowtrace 1
fshowprogress 1
xshowstep 1
Comparison settings
fcomparison 1
xthreshold 0.3
wdecay 0.5
windirect 0.2
cinitial bao 0

Table 4.5: Configuration File for Scenario 4
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21600 seconds. For those SIoT objects without internet access, friendship synchroni-
sation can only proceed when the SIoT objects carried by the user returns to the user’s
home block. Each SIoT object is only assigned a certain privacy level of SIoT services
to be requested or offered during communication, while lprivacy = 3 levels of privacy
for the SIoT services are considered in this scenario. Every user has not built any social
relationship at the beginning of the simulation. The users have random values of will-
ingness to share w = (w0,w1,w2,w3) for SIoT services at different levels of privacy
enabled by frandomwillingness = 1. The threshold value of the probability of cooperation
is cooperativeness as determined by the willingness to share of the users, the privacy
level of the service requested, and the friendship among the users. The friendship value
is updated and calculated at the end of periods of communication. The total simulation
time is tsimulation = 950400 seconds, which is 11 days.

Scenario 5 This scenario is to simulate a large building in which every room is in-
stalled with SIoT objects, such as an office building or a school building. Every SIoT
user owns a room as the user’s office and all office rooms are in alignment, which is dif-
ferent from the distribution of users in scenario 4. Furthermore, the users in scenario 4
can be strangers and might not meet with each other but the users in scenario 5 could be
colleagues working in the same building. Another difference between scenario 4 and
5 is the number of the users involved. Table 4.6 lists the parameter values used in sce-
nario 5 as input for SWIM. In scenario 5, nusers = 225 users are assigned home blocks
(an office) uniformly over the network area, which is a square with sides of length of
457.2 meters on account of the transmitting radius, r = 0.1, as the Wi-Fi technology in
this scenario can have indoor range of up to 150 feet or 45.72 metres by operating on
the 2.4 GHz band (hence 457.2 = 45.72×1/0.1). Each user carries a random number
of heterogeneous SIoT objects with internet access enabled by frandomnumberob jects = 1,
while the maximum number of the SIoT objects carried is nob jectscarried = 10. Every
office is installed with a random number of heterogeneous SIoT objects while, at the
same time, each user also leaves a random number of heterogeneous SIoT objects in
their offices, which is enabled by setting f f ixedob jects to 1, that is, true.

Heterogeneous SIoT objects with internet access owned by the same user or in-
stalled in that user’s office are able to synchronise data about their friendship with each
other at intervals of tsyninterval = 3600 seconds. For those SIoT objects without inter-
net access, friendship synchronisation only proceeds when the SIoT objects carried
by the user returns to the user’s office. Every SIoT object is only assigned a certain
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Configuration file for scenario 5
Parameter Value
Input settings
nusers 225
r 0.1
tknowing 100
tsimulation 950400
a 0.8
sspeedmultiplier 1
twaitingexponent 1.45
twaitingupperbound 86400
bbucketsperside 14
Extension settings
npercentageo f in f rastructure 4
funi f ormdistribution 1
nrow 15
ncolumn 15
x f riendshipinblock 0
xinitial f riendship 0.1
f f ixedob jects 1
fsynmode 1
tsyninterval 3600
x f riendshipratio 0.2
xupdating f riendshipratio 0.5
frandomnumberob jects 1
nob jectscarried 10
lprivacy 3
nobserverob ject 72
nobservedob ject 98
fpre f riendship 1
frandomwillingness 1
xdegreeo f discounting 3
Output settings
fshowtrace 1
fshowprogress 1
xshowstep 1
Comparison settings
fcomparison 1
xthreshold 0.3
wdecay 0.5
windirect 0.2
cinitial bao 0

Table 4.6: Configuration File for Scenario 5
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privacy level of SIoT services to be requested or offered when in communication. In
this scenario, lprivacy = 3 levels of privacy for the SIoT services are considered. All
users are regarded as colleagues working in the same building and have built their so-
cial relationship obtained from the results of a pre-running simulation using the same
settings of the configuration file, as shown in Table 4.6, with the exception that there
is no built-in social relationship at the beginning of the pre-running simulation (hence,
fpre f riendship = 0). The initial value of friendship is set to 0.1 at the beginning of sim-
ulation if the pre-built friendship value is smaller than 0.1, which means the value of
friendship among the colleagues in same building is at least 0.1. Every user has a ran-
dom willingness to share, w = (w0,w1,w2,w3), for SIoT services at different levels of
privacy, which is enabled by frandomwillingness =1. The threshold value of the probabil-
ity of cooperation is cooperativeness as determined by user willingness to share of the
users, the privacy level of the service requested and the friendship among the users.
The friendship value is updated and calculated at the end of each communication. The
total simulation time is tsimulation = 950400 seconds, which is 11 days.

Scenario 6 This scenario is to simulate that students are on a university campus. The
students at the university are in different schools due to their different major subjects
and they have different lectures in different schools, whereby students from different
school can be in attendance at the same lectures. Furthermore, students from different
schools can be members of the same student societies at the university. The difference
between scenario 5 and 6 is that the users in scenario 6 have built social relationships
not only with users from the same school but also with other users from different
schools. Table 4.7 lists the parameter values used as input for SWIM. The network
area in the simulation is a square with sides of length of about 1143 meters on account
of the transmitting radius, r = 0.04, as the WiFi technology in this scenario can have an
indoor range up to 150 feet or 45.72 in meters by operating on 2.4 GHz band (hence,
1143 = 45.72×1/0.04). The whole square area is uniformly divided into nine smaller
squares of equal area, representing 9 schools.

In the scenario, nusers = 1800 users are equally divided into nine groups, and every
group is assigned to a school. Furthermore, users from a school are assigned home
blocks randomly within the area of that school and each user carries a random number
of heterogeneous SIoT objects enabled by frandomnumberob jects = 1, with the maximum
number of objects carried being nob jectscarried = 10. Every SIoT object is only assigned
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Configuration file for scenario 6
Parameter Value
Input settings
nusers 1800
r 0.04
tknowing 100
tsimulation 950400
a 0.8
sspeedmultiplier 1
twaitingexponent 1.45
twaitingupperbound 86400
bbucketsperside 14
Extension settings
npercentageo f in f rastructure 4
funi f ormdistribution 1
nrow 6
ncolumn 6
x f riendshipinblock 0.3
xinitial f riendship 0.1
f f ixedob jects 0
fsynmode 0
tsyninterval 3600
x f riendshipratio 0.2
xupdating f riendshipratio 0.5
frandomnumberob jects 1
nob jectscarried 10
lprivacy 3
nobserverob ject 449
nobservedob ject 686
fpre f riendship 1
frandomwillingness 1
xdegreeo f discounting 3
Output settings
fshowtrace 1
fshowprogress 1
xshowstep 1
Comparison settings
fcomparison 1
xthreshold 0.3
wdecay 0.5
windirect 0.2
cinitial bao 0

Table 4.7: Configuration File for Scenario 6
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a certain privacy level of SIoT services to be requested or offered when in communi-
cation and there are lprivacy = 3 levels of privacy for SIoT services considered in this
scenario. As users in this scenario are regarded as students from different schools but
in the same campus, every user has built a social relationship obtained from the results
of pre-running simulation with the same settings of the configuration file but no built-in
social relationship at the beginning of the pre-running simulation.

Users from the same school are regarded as classmates who have built a social re-
lationship with each other, their initial value of friendship is set to 0.3 at the beginning
of the simulation if the pre-built friendship value is smaller than 0.3, which means the
value of friendship among students in same school is at least 0.3. Users not from the
same school are regarded as students from the same university who have built social
relationships with each other, their initial value of friendship is set as 0.1 at the begin-
ning of the simulation if the pre-built friendship value is smaller than 0.1, which means
the value of friendship among all students from the same university is at least 0.1. Ev-
ery user has a random willingness to share, w = (w0,w1,w2,w3), for SIoT services at
different levels of privacy enabled by frandomwillingness = 1. The threshold value for the
probability of cooperating is cooperativeness as determined by the users’ willingness
to share, the privacy level of the service requested and the friendship among the users.
Friendship values are updated and calculated at the end of each communication. The
total simulation time is tsimulation = 950400 seconds, which is 11 days.

4.7 Summary

The proposed cooperativeness mechanism in this thesis is based on field theory, as
proposed by Lewin (1939), in which willingness to share is a personal characteristics,
while social relationships between those who request and offer SIoT services and the
types of SIoT services involved are regarded as environmental dimensions determining
the probability of cooperating with others for a certain type SIoT service. A Markov
chain model is employed to model the willingness to share SIoT services at differ-
ent privacy levels, while willingness to share, as a personal characteristic, cannot be
changed once it has developed. Friendship, regarded as a social relationship between
two users of SIoT objects, is formulated by taking the number and duration of meet-
ings and the privacy levels of the service involved into account. The representation
of cooperativeness on behalf of users by the proposed cooperativeness mechanism is
the purpose of this research. To evaluate this mechanism, four research hypotheses



106 CHAPTER 4. METHODOLOGY

have been formulated to be tested by the proposed experiments. To design the experi-
ments, the rationale for adopting the simulation experiment and the employment of the
SWIM simulator have been discussed. In addition, appropriate extensions to SWIM
to enable it to support social contacts among the SIoT objects carried by users have
been summarised. Detailed introductions are provided for three scenarios designed for
demonstration as the first part of the simulation experiments and another three scenar-
ios designed for the comparison with existing work in the second part of the simulation
experiments.



Chapter 5

Evaluation

In this chapter, the data obtained from the implementation of the proposed simulation
experiments are processed and analysed and the results of the simulations are inter-
preted. The results obtained from the simulations of scenarios 1 to 3 are to demonstrate
the effectiveness of the proposed cooperativeness mechanism in terms of abstraction
of willingness to share, friendship establishment and update and representation of co-
operativeness. The effectiveness of the abstracted willingness to share and the estab-
lished friendship on the cooperativeness are also discussed. The hypotheses for the
influencing factors in cooperativeness determination are tested based on the simulation
results. The results obtained from the simulations of scenarios 4 to 6 aim to validate
how the proposed cooperativeness mechanism outperforms the existing methods in the
specific situations mentioned in Section 3.2. The hypotheses for the influencing factors
in friendship establishment are tested based on the simulation results. The factors that
influence friendship establishment and update and the factors that influence Success-
ful Cooperation Ratio (SCR) are analysed and summarised for both the proposed and
existing methods. The performance differences in the scenarios from 4 to 6 between
the proposed and existing methods are discussed.

5.1 Demonstration

In this section, the simulation results from scenarios 1 to 3 are discussed and anal-
ysed in terms of parameter-tuning for the purpose of performance improvement of the
proposed mechanism. The effects of α and β on friendship evaluation and the effect
of γ on cooperativeness assessment are respectively discussed and summarised. The
relation between the abstracted willingness to share and cooperativeness as assessed
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by the proposed cooperativeness mechanism is evaluated and summarised, followed
by a discussion and a summary of the relation between evaluated friendship and the
assessed cooperativeness. Then, hypotheses H1, H2, and H3 are tested based on the
simulation results.

5.1.1 Effect of α on Friendship Establishment and Update

Figure 5.1: Friendship Establishment and Update with Varying α in Scenario 1

The designed parameter α, named x f riendshipratio in the simulator, is to weight two
friendship changes in friendship change evaluation after each meeting. The two friend-
ship changes are the change of the comparison with highest friendship and the change
of the proportion to all friendship (see Section 4.3). Friendship change evaluation is
to dynamically evaluate friendship change after each meeting, contributing to friend-
ship evaluation in the process of friendship establishment and update. The simulation
results in scenarios 1 to 3 are respectively obtained to evaluate the effect of α in dif-
ferent situations, in which the effect of another designed parameter β in the proposed
friendship model is isolated.

Figure 5.1 is obtained from the simulation results for scenario 1 and shows the
effect of α, named x f riendshipratio in the simulation, on friendship evaluation without
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Friendship Ratio Meeting Ratio
0.1 4.40%
0.3 7.05%
0.5 1.43%
0.7 4.55%
0.9 3.32%

Table 5.1: Meeting Ratios from 0% to 20% of Simulation Progress in Scenario 1

prebuilt social relationships among the users. The variation in the evaluated value
of friendship over the simulation time, from 0% to 100% of simulation progress, is
presented as the users carrying objects move randomly to request and offer SIoT ser-
vices through which social relationships among these users are built. As all of the
100 users are not in a social relationship at the beginning of the simulation, a drastic
fluctuation in the evaluated value of friendship is observed in the initial stages of the
simulation, with the level of this fluctuation increasing as the value of x f riendshipratio

decreases. From 0% to 20% of simulation progress, the fluctuation of friendship value
for x f riendshipratio= 0.3 is the lowest as the meetings between users with this ratio are,
with a meeting ratio of 7.05%, more frequent than for users with other ratios, as shown
in Table 5.1. A higher meeting ratio means that two users meet more frequently than
others. To keep friendship stable between two users, meeting regularly between these
two users is required as friendship decays over time, otherwise friendship with others
develops leading to friendship fluctuation. With a higher value of x f riendshipratio, the
contribution of friendship proportion is increased to friendship change evaluation for
each meeting, which means fluctuation of friendship change is not severe as friendship
proportion is given more weight in the evaluation. Hence, as the value of x f riendshipratio

increases, the element of proportion carries a higher weight in friendship change evalu-
ation, leading to a more stable value of dynamic friendship change after each meeting.
Conversely, as the value of x f riendshipratio decreases, the element of comparison carries
a higher weight in friendship change evaluation, leading to a more fluctuating value
of dynamic friendship change after each meeting. Furthermore, friendship values con-
verge towards a fixed value with a lower degree of fluctuation towards the end of the
simulation, while the evaluated value of friendship for lower values of x f riendshipratio

approaches to a fixed larger value. A faster speed for this convergement is observed
for higher values of x f riendshipratio.



110 CHAPTER 5. EVALUATION

Figure 5.2: Cooperativeness Assessment for lprivacy = 1 with Varying α in Scenario 1

Figure 5.3: Cooperativeness Assessment for lprivacy = 2 with Varying α in Scenario 1
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Figure 5.4: Cooperativeness Assessment for lprivacy = 3 with Varying α in Scenario 1

Figures 5.2, 5.3 and 5.4 show the effect of x f riendshipratio on cooperativeness as-
sessment for SIoT services at different levels of privacy, respectively. Coopera-
tiveness assessment for different values of x f riendshipratio follows the same trends as
friendship establishment in Figure 5.1. The ground cooperativeness values are re-
spectively 0.2, 0.05 and 0.01 according to the simulation configuration file setting,
w = (w0,w1,w2,w3) = (0.74,0.2,0.05,0.01), for scenario 1 for SIoT services with
different levels of privacy. Cooperativeness assessment converges towards ground co-
operativeness; the gap between ground cooperativeness and the assessed value of co-
operativeness is smaller as the value of x f riendshipratio decreases. This is because the
evaluated friendship value is higher as the value of x f riendshipratio decreases, as shown
in Figure 5.1.

More frequent meetings can decrease the scale of fluctuation in friendship eval-
uation, so the simulation for scenario 2 was implemented to further investigate the
influence of more frequent meetings on friendship evaluation, with SIoT objects being
left and installed at the home positions of users in order to increase the probability of
meeting SIoT objects owned by others. Same as in scenario 1, a drastic fluctuation of
the evaluated value of friendship is also observed at the initial stage of the scenario 2
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Figure 5.5: Friendship Establishment and Update with Varying α in Scenario 2

Figure 5.6: Friendship Establishment and Update with Varying α in Scenario 2
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simulation, as shown in Figure 5.5. The evaluated value of friendship also converges
towards a fixed value which is larger for decreasing values of x f riendshipratio.

Although the scale of the friendship fluctuation is lower as the value of
x f riendshipratio increases, the frequency of the friendship fluctuation is relatively sta-
ble for different values of x f riendshipratio but it is higher than those in scenario 1 as there
are more frequent meetings among users in scenario 2. By selecting the intervals of
the synchronisation between SIoT objects carried by users and those installed at home
positions from 3600 seconds to 86400 seconds, the scale of the friendship fluctuation
increases as the value of x f riendshipratio decreases, although the frequency of the friend-
ship fluctuation is decreased with less frequent friendship synchronisation, as shown
in Figure 5.6. Friendship synchronisation is to synchronise objects carried by users
with objects left at the users’ home position with respect to evaluated friendship with
other objects. The evaluated friendship values, evaluated by the objects carried and the
objects left at home, could be different for an object and would be changed and up-
dated to a same value for each synchronisation. With a longer synchronisation interval,
in other words less frequent friendship synchronisation, the change in the friendship
value could be less often updated, which decreases the frequency of the friendship
fluctuation.

Based on the simulation results for scenario 1 and 2, a drastic fluctuation in the
evaluated value of friendship is observed in the initial stages in both cases because
there are no pre-social relationships at the beginning of these simulations. The pro-
posed friendship model evaluates the first encountered user with a value which could
be dramatically decreased along with less frequent meetings with the first encountered
user, or dramatically increased along with more frequent meetings with the first en-
countered user. The simulation for scenario 3 is designed to validate the effect of the
initial friendship value on friendship evaluation. To isolate the effect of β on the friend-
ship evaluation in this section, there is a setting of xupdating f riendshipratio = 0.5, while
the settings frandomwillingness = 0 and xdegreeo f discounting = 0.5 are the same as in scenario
2.

As shown in Figure 5.7, a drastic fluctuation in evaluated friendship is also ob-
served in the initial stage of the simulation, in which social relationships are built at
the beginning of the simulation. The difference is that the scale of the fluctuation in
friendship values with x f riendshipratio = 0.3 is larger than that with x f riendshipratio = 0.1,
for simulation progress 0% to 20%, which is different from the results shown in Fig-
ure 5.5 in which friendship evaluation for lower values of x f riendshipratio has a larger
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Figure 5.7: Friendship Establishment and Update with Varying α in Scenario 3

Friendship Ratio Meeting Ratio
0.1 1.50%
0.3 0.74%
0.5 1.24%
0.7 2.54%
0.9 0.38%

Table 5.2: Meeting Ratios from 0% to 20% of Simulation Progress in Scenario 3

scale of fluctuation. The reason behind this is that the meeting ratio during this time is
lower for the friendship value with x f riendshipratio = 0.3 than for that with x f riendshipratio

= 0.1, as shown in Table 5.2. This is similar to the evaluated value of friendship with
x f riendshipratio = 0.3 observed in Figure 5.1.

Furthermore, the meeting ratio during this initial time for the evaluated friendship
value, with x f riendshipratio = 0.9, is 0.38%, which is the lowest, as shown in Table 5.2.
The scale of the fluctuation is not the largest because lower values of x f riendshipratio can
reduce the scale of the fluctuation. The evaluated value of friendship also converges to
a fixed value with a lower scale of fluctuation towards the end of the simulation and the
values of friendship for lower values of the x f riendshipratio approach larger fixed values,
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which is similar to the results for the scenario 2 simulation. As there is a setting
of xupdating f riendshipratio = 0.5, the decay of the old evaluated friendship and the new
dynamically evaluated changes in friendships have the same weight in determining
the friendship value. The effect of β on friendship evaluation is discussed in the next
section.

To sum up, α is a parameter that directly influences the evaluated value of friend-
ship and indirectly influences the assessed value of cooperativeness in the proposed
cooperativeness mechanism. Friendship evaluation for lower values of x f riendshipratio

responds more quickly when the user encounters another user with whom they are not
in a social relationship and is also able to change more frequently the friendship rank-
ings of the users. The evaluation with lower values of x f riendshipratio is aimed at con-
sidering the friendship gap between user’s existing friends, with the highest value of
friendship, and other users encountered, with more emphasis in the short term. Friend-
ship evaluation with higher values of x f riendshipratio is aimed at the building of social
relationships more stably and consistently in the long term, as the ratio of the en-
countered user’s friendship to the friendship of all users is more weighted. Friendship
evaluation of a user who is not in a social relationship could lead to large scale of fluc-
tuation in the evaluated value of friendship at the initial stage, which could even be
increased with lower values of x f riendshipratio. The scale of this fluctuation in friend-
ship evaluation could be increased because the two users do not meet frequently, or
decreased by selecting a higher value of x f riendshipratio. In addition, the frequency of
friendship fluctuation could be increased with more frequent meetings among users
and more frequent friendship synchronisation.

5.1.2 Effect of β on Friendship Establishment and Update

As another parameter designed to influence friendship evaluation, the parameter β,
named xupdating f riendshipratio in the simulator, is the weight associated with past friend-
ships and dynamic friendship changes in the proposed friendship evaluation model
in the process of friendship establishment and update. As pre-built friendship among
users is not enabled in scenario 1 and 2, the simulation results in scenario 3 are obtained
to evaluate the effect of β on friendship establishment and update. To investigate the
effect of the xupdating f riendshipratio, the effects of α, tsyninterval , and frandomwillingness are
isolated by setting x f riendshipratio = 0.5, frandomwillingness = 0 and xdegreeo f discounting = 0.5
in scenario 3.

As shown in Figure 5.8, the simulation results show that all evaluated values
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Figure 5.8: Friendship Establishment and Update with Varying β in Scenario 3

of friendship converge towards a fixed value, which is the initial friendship value
when xupdating f riendshipratio is 0. With decreasing values of xupdating f riendshipratio, the
evaluated friendship approaches more closely the initial friendship. As the value
of xupdating f riendshipratio decreases, the evaluated value of friendship converges more
quickly to the initial friendship value and the fluctuation in the evaluated friendship
becomes lower. The reason is that lower values of xupdating f riendshipratio lead to higher
weight associated with past friendship and less weight associated with new dynamic
friendship changes. There is one exception, when xupdating f riendshipratio is 0.9, where
the evaluated value of friendship approaches the initial friendship in initial stage of
the simulation. The reason is that the meeting ratio with xupdating f riendshipratio = 0.9
is the lowest meeting ratio during the simulation progress from 0% to 20%, as shown
in Table 5.3. Less frequent meetings could lead to lower contributions from updat-
ing of friendship changes to friendship evaluation. To further investigate the effect
of xupdating f riendshipratio in the same scenario with different synchronisation intervals,
tsyninterval is set to vary from tsyninterval = 3600 seconds to tsyninterval = 86400 seconds.
As shown in Figure 5.9, all evaluated values of friendship converge towards the initial
friendship value when xupdating f riendshipratio is 0 and is then dynamically changed as
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Friendship Ratio Meeting Ratio
0.1 0.70%
0.3 2.34%
0.5 2.26%
0.7 2.57%
0.9 0.52%

Table 5.3: Meeting Ratios from 0% to 20% of Simulation Progress in Scenario 3

social interactions occur during the progress of simulation. There is no obvious differ-
ence between scenarios with different values of tsyninterval in terms of influencing the
effect of xupdating f riendshipratio.

Figure 5.9: Friendship Establishment and Update with Varying β in Scenario 3

To sum up, β is a parameter that directly influences the evaluated value of
friendship and indirectly influences the assessed value of cooperativeness in the
proposed cooperativeness mechanism. Friendship evaluation for higher values of
xupdating f riendshipratio responds more quickly when two users meet each other more fre-
quently and change and update the friendship rankings of users’ existing friends more
frequently. Friendship evaluation with lower values of xupdating f riendshipratio attaches
more importance to the existing evaluated friendship to build social relationships more
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stably and consistently in the long term. Fluctuation in friendship evaluation could be
decreased by reducing value of xupdating f riendshipratio.

5.1.3 Effect of γ on Cooperativeness Assessment

The parameter, γ, or named xdegreeo f discouting in the simulator, designed to influence
cooperativeness assessment, is the degree of discounting to be set for the steep-
ness and asymmetry of the cooperativeness decrease in the process of cooperative-
ness assessment to determine the cooperativeness value for an encountered user
based on their social relationship. As pre-built friendship among users is only en-
abled in scenario 3, the simulation results in scenario 3 are obtained to investigate
the effect of xdegreeo f discouting. To isolate the effect of x f riendshipratio, tsyninterval and
xupdating f riendshipratio, the fixed values of x f riendshipratio = 0.5, tsyninterval = 3600 and
xupdating f riendshipratio = 0.5 are set, while the value of xdegreeo f discounting varies accord-
ing to xdegreeo f discounting = (0.1, 0.3, 0.5, 0.7, 0.9).

Figure 5.10: Cooperativeness Assessment for lprivacy = 1 with Varying γ in Scenario 3

Figures 5.10, 5.11 and 5.12 are obtained from the simulation results for scenario
3 and show the effect of xdegreeo f discouting on cooperativeness assessment for SIoT ser-
vices at privacy levels of lprivacy = 1, 2, and 3 respectively. The ground cooperativeness
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Figure 5.11: Cooperativeness Assessment for lprivacy = 2 with Varying γ in Scenario 3

Figure 5.12: Cooperativeness Assessment for lprivacy = 3 with Varying γ in Scenario 3
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is the assessed value of cooperativeness with xdegreeo f discouting = 0, for which willing-
ness to share is not discounted by social relationship. As xdegreeo f discouting increases
from 0.1 to 0.9, the assessed value of cooperativeness reduces disproportionally, so
that the larger the degree of discounting, the smaller the reduced value. Besides, the
fluctuation in the assessed value of cooperativeness is directly created by the evaluated
value of x f riendshipratio, as previously discussed, and its scale can be further increased
by decreasing the value of xdegreeo f discouting or xupdating f riendshipratio and vice versa. The
discounting effect of xdegreeo f discouting on the assessed value of the cooperativeness for
SIoT services with different sensitivities is the same as the shape of the assessed coop-
erativeness values with the same value of xdegreeo f discouting at different levels of privacy.
The two assessed cooperativeness values with xdegreeo f discouting = 0.7 and 0.9 respec-
tively cross each other at a point in the initial stage of the simulation, which is caused
by the large scale of the fluctuation in evaluated friendship. In other words, a higher
degree of evaluated friendship could lead to a higher value of assessed cooperative-
ness even though an increasing value of xdegreeo f discouting leads to a reduced value of
assessed cooperativeness. Further investigation of this is discussed in the following
sections.

To sum up, γ, named xdegreeo f discounting in the simulator, is a parameter that in-
fluences the assessed value of cooperativeness. As the value of xdegreeo f discounting in-
creases, the assessed value of cooperativeness is decreased; this decrease is sharper
for lower values of xdegreeo f discounting. There is the same discounting effect of
xdegreeo f discounting on different values of w = (w0,w1,w2,w3), as xdegreeo f discounting is
a discount rate that sets the steepness and asymmetry of the cooperativeness decrease
with changes in social relationship (Mazur, 1987; Jones and Rachlin, 2006; Strom-
bach et al., 2014; Schreiner et al., 2018). Different values of xdegreeo f discounting have
a different discounting effect on cooperativeness assessment. The assessed values of
cooperativeness could be the same with different values of xdegreeo f discounting due to the
evaluated values of friendship being different.

5.1.4 Relation between Willingness to Share and Cooperativeness

Based on the results discussed and summarised from the previous sections, the de-
signed parameters α and β have an impact on friendship evaluation and the designed
parameter γ has an impact on cooperativeness based on evaluated friendship. As an-
other important factor, abstracted as personal characteristics by Markov chain model,
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Correlation
Willingness Cooperativeness

Willingness
Pearson Correlation 1 .999**
Sig. (2-tailed) .000
N 100 100

Cooperativeness
Pearson Correlation .999** 1
Sig. (2-tailed) .000
N 100 100

**. Correlation is significant at the 0.01 level (2-tailed).

Table 5.4: Correlation of Willingness to Share and Cooperativeness for SIoT Services
at lprivacy = 1 in Scenario 3

Correlation
Willingness Cooperativeness

Willingness
Pearson Correlation 1 .999**
Sig. (2-tailed) .000
N 100 100

Cooperativeness
Pearson Correlation .999** 1
Sig. (2-tailed) .000
N 100 100

**. Correlation is significant at the 0.01 level (2-tailed).

Table 5.5: Correlation of Willingness to Share and Cooperativeness for SIoT Services
at lprivacy = 2 in Scenario 3

Correlation
Willingness Cooperativeness

Willingness
Pearson Correlation 1 .998**
Sig. (2-tailed) .000
N 100 100

Cooperativeness
Pearson Correlation .998** 1
Sig. (2-tailed) .000
N 100 100

**. Correlation is significant at the 0.01 level (2-tailed).

Table 5.6: Correlation of Willingness to Share and Cooperativeness for SIoT Services
at lprivacy = 3 in Scenario 3
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the designed willingness to share SIoT services with different sensitivity is the prob-
ability of cooperating with others, discounted according to social relationship with
others. The discounted value is the final probability of cooperation and is called Co-
operativeness. The simulation results in scenario 3 are obtained to investigate the rela-
tionship between willingness to share and cooperativeness. The effect of x f riendshipratio,
xupdating f riendshipratio, xdegreeo f discounting and tsyninterval in the simulation are isolated by
setting x f riendshipratio = 0.5, xupdating f riendshipratio = 0.5, xdegreeo f discounting = 0.5 and
tsyninterval = 3600. frandomwillingness = 1 is set to enable every user to have a random
value of willingness to share SIoT services at different levels of privacy at the begin-
ning of the simulation.

Correlation analysis of willingness to share and cooperativeness for SIoT services
at different levels of privacy is conducted to investigate the correlation between will-
ingness to share and cooperativeness; this is presented in Tables 5.4, 5.5 and 5.6. Will-
ingness to share SIoT services at the first level of privacy (r = 0.999 and p = 0.000 <

0.01) is positively related to cooperativeness for SIoT services at the first level of pri-
vacy. Willingness to share SIoT services at the second level of privacy (r = 0.999 and p

= 0.000 < 0.01) is positively related to cooperativeness for SIoT services at the second
level of privacy. Willingness to share SIoT services at third level of privacy (r = 0.998
and p = 0.000 < 0.01) is positively related to cooperativeness for SIoT services at the
third level of privacy. For all SIoT services, regardless of their privacy levels, willing-
ness to share is positively related to cooperativeness as the value of cooperativeness is
discounted, according to social relationship, from willingness to share.

To further investigate the relation between willingness to share and cooperative-
ness, Figures 5.13, 5.14 and 5.15 are obtained from the simulation results of scenario
3 and show the relation between willingness to share and cooperativeness for SIoT
services at lprivacy = 1, 2, 3 respectively. Regardless of the sensitivity of SIoT services,
the assessed value of cooperativeness increases as the value of willingness to share in-
creases. The reason behind this is that the effect of discounting on willingness to share
based on social relationship is fixed as xdegreeo f discounting is set at a fixed value. Hence,
the cooperativeness and willingness to share are in linear relationship although every
user has a random value of willingness to share for SIoT services at different levels of
privacy, which is supporting H1.

As the willingness of two users to share a specific SIoT service is asymmetric, suc-
cessful cooperation can only happen when both users determine they will cooperate
with each other. The metric of SCR, that is, the number of successful cooperation to
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Figure 5.13: Relation between Willingness to Share and Cooperativeness Assessment
for SIoT Services at lprivacy = 1 in Scenario 3

Figure 5.14: Relation between Willingness to Share and Cooperativeness Assessment
for SIoT Services at lprivacy = 2 in Scenario 3
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Figure 5.15: Relation between Willingness to Share and Cooperativeness Assessment
for SIoT Services at lprivacy = 3 in Scenario 3

the total number of cooperation requests, is employed. The correlation analysis be-
tween willingness to share and the SCR is conducted to further investigate the relation
between willingness to share and cooperativeness. As shown in Tables 5.7, 5.8 and
5.9, willingness to share SIoT services at the first level of privacy (r = 0.401 and p =
0.000 < 0.01) is positively related to SCR for SIoT services at the first level of pri-
vacy, willingness to share SIoT services at the second level of privacy (r = 0.611 and
p = 0.000 < 0.01) is positively related to SCR for SIoT services at the second level of
privacy, and willingness to share SIoT services at 3rd level of privacy (r = 0.771 and
p = 0.000 < 0.01) is positively related to SCR for SIoT services at the third level of
privacy. As expected, compared to users with a lower value of willingness to share,
those with a higher value of willingness to share could have a higher probability of
cooperation with other users that they encounter. Even if the other user does not have a
high willingness to share, the user with higher value of willingness to share could have
a higher probability of accepting the cooperation requests from the other users.

To sum up, the assessed value of cooperativeness is mainly determined by the will-
ingness to share of users, although the social relationship has a discounting effect on
the cooperativeness assessment. The value of willingness to share is the probability
that a user determines to offer SIoT services for other SIoT objects owned by the user.
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Correlation
Willingness SCR

Willingness
Pearson Correlation 1 .401**
Sig. (2-tailed) .000
N 100 100

SCR
Pearson Correlation .401** 1
Sig. (2-tailed) .000
N 100 100

**. Correlation is significant at the 0.01 level (2-tailed).

Table 5.7: Correlation of Willingness to Share and SCR for SIoT Services at lprivacy =
1 in Scenario 3

Correlation
Willingness SCR

Willingness
Pearson Correlation 1 .611**
Sig. (2-tailed) .000
N 100 100

SCR
Pearson Correlation .611** 1
Sig. (2-tailed) .000
N 100 100

**. Correlation is significant at the 0.01 level (2-tailed).

Table 5.8: Correlation of Willingness to Share and SCR for SIoT Services at lprivacy =
2 in Scenario 3

Correlation
Willingness SCR

Willingness
Pearson Correlation 1 .771**
Sig. (2-tailed) .000
N 100 100

SCR
Pearson Correlation .771** 1
Sig. (2-tailed) .000
N 100 100

**. Correlation is significant at the 0.01 level (2-tailed).

Table 5.9: Correlation of Willingness to Share and SCR for SIoT Services at lprivacy =
3 in Scenario 3
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The discounting effect of social relationship on willingness to share is considered only
if a user can determine the probability of that user offering SIoT services to SIoT ob-
jects owned by other users. Hence, willingness to share is positively correlated with
cooperativeness.

5.1.5 Relation between Friendship and Cooperativeness

Figure 5.16: Relation between Friendship and Cooperativeness for SIoT Services at
lprivacy = 1, 2, and 3 in Scenario 3

As discussed in the previous section, the value of cooperativeness increases as the
value of willingness to share increases, while SCR has a similar trend with respect
to willingness to share. Based on the results, the effect of social relationship in the
process is investigated and discussed in this section, and, similarly, the simulation
results in scenario 3 are obtained for the investigation.

Figure 5.16 is obtained from the simulation results for scenario 3 with the same
settings as used in the previous section. As shown in Figure 5.16, the value of cooper-
ativeness increases as the value of friendship increases regardless of the privacy levels
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Social Relationship Sharing Ratio
0.01 21.9%
0.02 39.6%
0.05 58.5%
0.1 68.2%
0.2 78.0%
0.5 89.2%
1 92.5%

Table 5.10: Sharing Ratio for Different Social Relationship

of SIoT services; the discounting effect of social relationship on the value of coop-
erativeness for SIoT services at different levels of privacy is the same. Furthermore,
the values of cooperativeness for SIoT services at different levels of privacy for users
with the same value of friendship are determined by the initial values of willingness
to share, which are set randomly by setting the parameter frandomwillingness = 1 in the
simulation.

By tuning the parameters α = 0.1, β = 0.2, γ = 3, and w = (w0,w1,w2,w3) =

(0.075,0.6,0.2,0.125) in scenario 3, the proposed cooperativeness model could fit the
descriptive results for sharing ratio for different social relationship from data that was
collected from 107 participants and analysed by Schreiner et al. (2018), as shown in
Table 5.10 and Figure 5.17. The sharing ratio is the decisions made to willingly share
a product as a proportion of all decisions made about sharing with people, which is
similar to the concept of cooperativeness in this research. The difference is that the
items to be shared in this research are SIoT services rather than products.

As shown in Figure 5.17, the blue dots, red dots, and green dots are the values
of cooperativeness respectively for SIoT services at first level of privacy, SIoT ser-
vices at second level of privacy and SIoT services at third level of privacy. Based
on the assumption that persons have a higher willingness to share for SIoT services
at lower levels of privacy, willingness to share is set by frandomwillingness = 0 and
w = (w0,w1,w2,w3) = (0.075,0.6,0.2,0.125). While the values of friendship are
equal, the values of cooperativeness indicated by blue dots are larger than the values of
cooperativeness indicated by red dots and the values of cooperativeness indicated by
red dots are larger than the values of cooperativeness indicated by green dots, which is
supporting H2.

In addition, as shown in Figure 5.17, the orange dots are the values of cooperative-
ness regardless of the sensitivity of SIoT services, which are the sum of the values of
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Figure 5.17: Relation between Tuned Friendship and Cooperativeness for SIoT Ser-
vices at lprivacy = 1, 2, and 3 in Scenario 3

Figure 5.18: Relation between Friendship and Cooperativeness for SIoT Services As-
sessed by Existing Methods in Scenario 3
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cooperativeness for SIoT services at different levels of privacy. H3 is supported be-
cause the values of cooperativeness still increase as the values of friendship increase,
and the increasing speed is faster when the value of friendship is larger, which fits the
sharing ratio, represented by asterisks, collected from the real world (Schreiner et al.,
2018). Besides, with an increasing value of friendship, the number of dots decreases
as the number of close friends that a user has is much smaller than the number of
non-close friends that the user has, which is corresponding to the situation in real life.
Expectedly, for the value of cooperativeness assessed by existing methods based on the
value of friendship, only the common friendship ratio does not match the descriptive
results, as shown in Figure 5.18.

To sum up, the value of cooperativeness is assessed by the proposed cooperative-
ness mechanism by taking the discounting effect of social relationship into account,
in which the proposed model of friendship establishment and update is to dynamically
evaluate the value of friendship as a social relationship. By tuning the parameters α, β

and γ, the discounting effect of the evaluated friendship could achieve an effect on the
abstracted willingness to share, to be assessed as cooperativeness, in a similar way as
for the descriptive results from the real world (Schreiner et al., 2018). The discounting
effect of the evaluated friendship is not linearly related to the assessed value of cooper-
ativeness. Larger evaluated values of friendship have a much smaller discounting effect
on the assessed value of cooperativeness, which also fits the descriptive results from
the real world (Schreiner et al., 2018). Based on the simulation results and analysis
presented above, hypotheses H1, H2, and H3 can be confirmed.

5.2 Comparison

In this section, the simulation results from scenarios 4 to 6 are discussed and anal-
ysed in order to compare the performance of the proposed cooperativeness mechanism
and the existing dynamic cooperativeness trust management protocol proposed by Bao
and Chen (2012a). The three simulation scenarios are respectively representative of a
small-sized community, a large building and a school campus, for which the proposed
cooperativeness mechanism’s outperformance of existing work is discussed and sum-
marised. The factors influencing friendship establishment and update and the factors
influencing SCR are discussed and validated based on the results of the simulations.
The hypotheses H4 and its sub-hypotheses H4a, H4b and H4c are tested based on the
simulation results. In addition, the performance differences in the scenarios between
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Figure 5.19: Symmetric Friendship Evaluation Depending on Common Friendship
Ratio in Scenario 5

the proposed methods and existing methods are discussed.

5.2.1 Factors Influencing Friendship Establishment and Update

As a discounting effect on the cooperativeness assessment, the proposed friendship in
this research is considered as an indicator of social relationship, which is asymmetric
for people (McFarland and Majolo, 2011; Lancieri, 2017). As discussed in Section
3.2.4, the existing definition of the social friendship relationship used to characterise
cooperativeness is the ratio of common friend to the total number of friends, which
is symmetric for a pair of users (Bao and Chen, 2012a). As there are no pre-built
friendships in simulation scenario 4, the existing method of dynamic cooperativeness
trust management cannot work in such a scenario.

Figures 5.19 and 5.20 are respectively obtained from the comparison simulations
for scenario 5 and 6, in which the initial social friendship is pre-built among the users
according to the definition of friendship from existing work in order to validate the
friendship evaluation over the progress of the simulation. Figure 5.19 and Figure 5.20
show that the evaluated friendship according to the existing definition of friendship
depends on the common friendship ratio between two users; the symmetric friendship
is stable if their common friend ratio is not changed.
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Figure 5.20: Symmetric Friendship Evaluation Depending on Common Friendship
Ratio in Scenario 6

Figure 5.21: Asymmetric Friendship Evaluation in Scenario 4
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Figure 5.22: Asymmetric Friendship Evaluation in Scenario 5

Figure 5.23: Asymmetric Friendship Evaluation in Scenario 6
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Figures 5.21, 5.22 and Figure 5.23 are respectively obtained from the compari-
son simulations from scenarios 4, 5 and 6. No initial social relationship is pre-built
among users in scenario 4 and the initial social friendship among the users is pre-built
in scenario 5 and 6 for the proposed social friendship model to validate its friendship
evaluation over the progress of the simulation. Figures 5.21, 5.22 and 5.23 show that
the evaluated values of friendship between two users are asymmetric and dynamically
changing respectively. The asymmetric friendship differences between the two users
could lead to different discounting effects on their willingness to share in the assess-
ment of cooperativeness for one another. Furthermore, existing methods cannot apply
to the scenario in which no common friends exist, but the proposed friendship model
could evaluate friendship for users who are not in a social relationship. Table 5.11
shows the average friendship differences between a user and others in scenarios 4, 5,
and 6. The data for the average friendship differences at the start of the scenario 4 sim-
ulation are all 0.00000 as there are no prebuilt friendships for any users according to
the configuration file. Based on the values of parameters α, β and γ in the configuration
files for scenarios 4, 5, and 6, along with social interaction among users, the friendship
differences increases in terms of average, maximum and minimum values.

Friendship Difference
Time Start of Simulation End of Simulation
Scenarios 4 5 6 4 5 6
Average 0.00000 0.13099 0.04039 0.02648 0.13332 0.04068
Maximum 0.00000 0.42593 0.19297 0.08408 0.48587 0.19413
Minimum 0.00000 0 0.01727 0.00000 0.03629 0.01805

Table 5.11: Asymmetric Friendship Differences

Furthermore, correlation analysis between the asymmetric friendship of two sides
is implemented and presented in Tables 5.12, 5.13 and 5.14 for scenarios 4, 5 and 6, re-
spectively. In scenario 4, the average evaluated friendship of a user with all other users
(r = 0.717 and p = 0.000 < 0.01) is positively related to the average evaluated friend-
ship of all other users with the user. In scenario 5, the average of evaluated friendship
of a user with all other users (r = 0.306 and p = 0.000 < 0.01) is positively related to
the average of evaluated friendship of all other users with the user. In scenario 6, the
average of evaluated friendship of a user with all other users (r = 0.469 and p = 0.000
< 0.01) is positively related to the average of evaluated friendship of all other users
with the user. Although the evaluated friendship between two users is asymmetric, one
user could have a higher evaluated value of friendship if the other user has a higher



134 CHAPTER 5. EVALUATION

C
orrelations

Friendship
forO

thers
Friendship

by
O

thers

Spearm
an’s

rho

Friendship
forO

thers
C

orrelation
C

oefficient
1.000

.717**
Sig.(2-tailed)

.
.000

N
960

960

Friendship
by

O
thers

C
orrelation

C
oefficient

.717**
1.000

Sig.(2-tailed)
.000

.
N

960
960

**
C

orrelation
is

significantatthe
0.01

level(2-tailed).

Table
5.12:A

sym
m

etric
Friendship

C
orrelations

in
Scenario

4
C

orrelations
Friendship

forO
thers

Friendship
by

O
thers

Spearm
an’s

rho

Friendship
forO

thers
C

orrelation
C

oefficient
1.000

.306**
Sig.(2-tailed)

.
.000

N
216

216

Friendship
by

O
thers

C
orrelation

C
oefficient

.306**
1.000

Sig.(2-tailed)
.000

.
N

216
216

**
C

orrelation
is

significantatthe
0.01

level(2-tailed).

Table
5.13:A

sym
m

etric
Friendship

C
orrelations

in
Scenario

5
C

orrelations
Friendship

forO
thers

Friendship
by

O
thers

Spearm
an’s

rho

Friendship
forO

thers
C

orrelation
C

oefficient
1.000

.469**
Sig.(2-tailed)

.
.000

N
1728

1728

Friendship
by

O
thers

C
orrelation

C
oefficient

.469**
1.000

Sig.(2-tailed)
.000

.
N

1728
1728

**
C

orrelation
is

significantatthe
0.01

level(2-tailed).

Table
5.14:A

sym
m

etric
Friendship

C
orrelations

in
Scenario

6



5.2. COMPARISON 135

Correlations
Friendship Friend Set Size

Spearman’s rho

Friendship
Correlation Coefficient 1.000 .211**
Sig. (2-tailed) . .002
N 216 216

Friend Set Size
Correlation Coefficient .211** 1.000
Sig. (2-tailed) .002 .
N 216 216

** Correlation is significant at the 0.01 level (2-tailed).

Table 5.15: Correlation of Social Friendship Relationship and Size of Friend Set in
Scenario 5

Correlations
Friendship Friend Set Size

Spearman’s rho

Friendship
Correlation Coefficient 1.000 .087**
Sig. (2-tailed) . .000
N 1728 1728

Friend Set Size
Correlation Coefficient .087** 1.000
Sig. (2-tailed) .000 .
N 1728 1728

** Correlation is significant at the 0.01 level (2-tailed).

Table 5.16: Correlation of Social Friendship Relationship and Size of Friend Set in
Scenario 6

evaluated value of friendship. The reason for this is that the evaluated friendship is de-
termined by the frequency, duration and intensity of the social contacts in which both
users participate.

To further investigate the influence of frequency, duration and intensity of the social
interactions, on the process of friendship establishment and update, correlation analysis
among the factors and friendship evaluation is implemented. As shown in Table 5.15,
the size of friend set that a user has (r = 0.211 and p = 0.002 < 0.01) is positively
related to the value of social friendship relationship evaluated by existing methods.
Similarly, as shown in Table 5.16, the size of friend set that a user has (r = 0.087 and
p = 0.000 < 0.01) is positively related to the value of social friendship relationship
evaluated by existing methods. The reason behind this for existing methods is that the
larger the size of a friend set, the more likely there are to be common friends with
others.

The results from correlation analysis of the three influencing factors (frequency,
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duration and intensity of the social interactions) and friendship evaluation by the pro-
posed friendship model in scenario 4 are presented in Table 5.17. The evaluated friend-
ship (r = 0.891 and p = 0.000 < 0.01) is positively related to the number of meetings
and the evaluated friendship (r = 0.291 and p = 0.004 < 0.01) is positively related to
average intensity of services involved in each meeting. However, unexpectedly, the
evaluated friendship (r = -0.636 and p = 0.000 < 0.01) is negatively related to the
average duration of each meeting.

Similarly, the results from correlation analysis among the influencing factors and
friendship evaluation by the proposed friendship model in scenario 5 are presented in
Table 5.18. The evaluated friendship (r = 0.850 and p = 0.000 < 0.01) is positively
related to the number of meetings and the evaluated friendship (r = 0.198 and p =
0.004 < 0.01) is positively related to the average intensity of services involved in each
meeting. Again, unexpectedly, the evaluated friendship (r = -0.702 and p = 0.000 <

0.01) is negatively related to the average duration of each meeting.

The results from correlation analysis among the influencing factors and friendship
evaluation by the proposed friendship model in scenario 6 are presented in Table 5.19.
The evaluated friendship (r = 0.854 and p = 0.000 < 0.01) is positively related to the
number of meetings and the evaluated friendship (r = 0.293 and p = 0.004 < 0.01)
is positively related to average intensity of services involved in each meeting. Again,
the evaluated friendship (r = -0.702 and p = 0.000 < 0.01) is negatively related to the
average duration of each meeting.

All of the results show that the evaluated friendship is large with an increasing
number of meetings, which supports H4a, as well as with an increasing average in-
tensity of meetings, which supports H4c. The results also show that the evaluated
friendship is larger if the average duration of each meeting is shorter, by which H4b is
rejected. The reason behind this is that only one service request for each SIoT object is
allowed in a meeting no matter how long the meeting lasts, while a shorter duration of
meetings would increase the frequency of meetings in the fixed time of the simulation.
Hence, the proposed friendship model is able to dynamically evaluate friendship; the
dynamic changes in evaluated friendship are influenced by social interaction with oth-
ers, in which frequency, duration and intensity of the interaction collectively determine
the evaluated friendship (Avrahami and Hudson, 2006; Chen et al., 2017). Based on
the simulation results, H4a and H4c are supported while H4b is rejected because of
the simulation assumption that only one service request for each object is allowed in a
meeting, no matter how long the meeting is. Meanwhile, H4 is still supported as the
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evaluated friendship value is positively related to the number and intensity of meetings
and negatively related to the duration of meeting based on this research assumption.

To sum up, the evaluated value of friendship from the proposed social friendship
model is asymmetric among users, which is different from the ratio of common friends
which is a symmetric metric evaluated by the existing methods. By setting α = 0.2, β

= 0.5 and γ = 3, the differences in evaluated asymmetric friendship could be increased
along with social interactions among users. Furthermore, the value of friendship eval-
uated by the proposed friendship model is collectively determined by the attributes
of social interaction, namely frequency, intensity and duration of social interaction.
While evaluated friendship is asymmetric between two users, if one user has a higher
evaluated value of friendship with the other user, then the other user may have a higher
evaluated value of friendship as dynamic friendship evaluation along with social inter-
action among the two users.

However, evaluated friendship by existing methods is symmetric and influenced by
the size of the friend set which is stable along with social interactions among users.
The existing methods could not be applied to the scenario in which there are no com-
mon friends. Based on the simulation results with specific settings of parameters in
this research, the proposed friendship model could apply to scenarios, whether or not
common friends or friends exist. Also, evaluated friendship by the proposed friend-
ship model has a higher value if social interaction with others is too frequent, if high
intensity of SIoT services are involved in each social interaction with others, or if the
duration of each social interaction with others is short.

5.2.2 Factors Influencing SCR

As discussed in Sections 5.1.4 and 5.1.5, the assessed value of cooperativeness is
mainly determined by a user’s willingness to share and is discounted by the degree
of social relationships with others. A higher value of the assessed cooperativeness
could lead to a higher cooperation ratio with others although cooperation between two
users could happen when the two users both have willingness to share the SIoT objects
for a specific SIoT service. Hence, SCR for the specific SIoT service is determined by
both users and the value of SCR is lower than the values of cooperativeness assessed
by both two sides. In this section, the factors influencing the SCR in different scenarios
are discussed.

Tables 5.20, 5.21 and 5.22 are respectively obtained from the correlation analysis
of the simulation results from scenarios 4, 5 and 6. As shown in Table 5.20, SCR (r =
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0.460 and p = 0.000 < 0.01) is positively related to sensitivity, SCR (r = 0.410 and p

= 0.000 < 0.01) is positively related to the number of objects carried, SCR (r = 0.360
and p = 0.000 < 0.01) is positively related to the amount of willingness to share, and
SCR (r = 0.096 and p = 0.002 < 0.01) is positively related to the friendship evaluated
by others. There is no significant correlation between SCR and the weight of a user’s
block in terms of the time counted during visits by other users.

Similarly, as shown in Table 5.21, SCR (r = 0.485 and p = 0.000 < 0.01) is posi-
tively related to sensitivity, SCR (r = 0.456 and p = 0.000 < 0.01) is positively related
to the number of objects carried, SCR (r = 0.356 and p = 0.000 < 0.01) is positively
related to the amount of willingness to share, and SCR (r = 0.269 and p = 0.000 <

0.01) is positively related to the friendship evaluated by others. There is no significant
correlation between SCR and the weight of a user’s block in terms of the time counted
during visits by other users.

Similarly, as shown in Table 5.22, SCR (r = 0.382 and p = 0.000 < 0.01) is posi-
tively related to sensitivity, SCR (r = 0.740 and p = 0.000 < 0.01) is positively related
to the number of objects carried, SCR (r = 0.300 and p = 0.000 < 0.01) is positively
related to the amount of willingness to share, and SCR (r = 0.204 and p = 0.000 <

0.01) is positively related to the friendship evaluated by others. There is no significant
correlation between SCR and the weight of a user’s block in terms of the time counted
during visits by other users.

All the results show that the value of SCR could be increased if a user has a higher
value of sensitivity, which means a higher probability of willingness to share for a
higher privacy level of an SIoT service. The results also show that the value of SCR
could be increased if a user carries a higher number of SIoT objects, which means a
higher probability of cooperation as a higher number of social interactions are enabled
by a higher number of SIoT objects since only one SIoT service request per SIoT object
is allowed during a social interaction by the simulation settings in this research. The
results also show that the value of SCR could be increased if a user has a higher value
of willingness to share, which means that the user is willing to share SIoT objects to
offer SIoT services regardless of the privacy level of those services. Finally, it is also
shown by all of these results that the value of SCR could be increased if a user has a
higher value of friendship evaluated by other users, meaning that other users have a
higher value of friendship with this user. It is also shown that the value of SCR could
not be influenced by the weight of a user’s block in terms of the time counted during
visits by other users. The proposed methods therefore could work in different scenarios
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with different settings in a consistent manner.

Tables 5.23 and 5.24 are obtained from the correlation analyses of the simulation
results for existing methods from scenarios 5 and 6, respectively. As shown in Table
5.23, SCR (r = 0.300 and p = 0.000 < 0.01) is positively related to the weight of the
block, SCR (r = 0.527 and p = 0.000 < 0.01) is positively related to the number of
object carried, SCR (r = 0.264 and p = 0.000 < 0.01) is positively related to size of
user’s friend set, and SCR (r = 0.267 and p = 0.000 < 0.01) is positively related to the
common friend ratio. There is no significant correlation between SCR and the sensi-
tivity. Unexpectedly, as shown in Table 5.24, SCR (r = -0.196 and p = 0.000 < 0.01)
is negatively related to the weight of the block, SCR (r = -0.135 and p = 0.000 < 0.01)
is negatively related to sensitivity, SCR (r = 0.729 and p = 0.000 < 0.01) is positively
related to the number of objects carried, and SCR (r = -0.084 and p = 0.000 < 0.01)
is negatively related to size of user’s friend set. There is no significant correlation be-
tween SCR and the common friend ratio. The existing methods, therefore, do not work
in different scenarios with different settings in a consistent manner.

5.2.3 Performance Differences

Based on the simulation results, the factors influencing friendship establishment and
update, and the factors influencing SCR are different for the proposed methods and
the existing methods. These have been discussed and summarised in the previous
sections. Table 5.25 presents the SCR difference comparison for the proposed methods
and the existing methods respectively obtained from scenarios 4, 5, and 6. In all three
scenarios, for the proposed methods, the SCR of infrastructure objects is much higher
than the SCR of objects owned by users, whether for SIoT services at a specific level
of privacy or for all SIoT services.

As no common friends exist in scenario 4, the existing methods are only applied
in scenarios 5 and 6, and the SCR of infrastructure objects is close to that of objects
owned by the users. The SCR of infrastructure objects is slightly higher than the SCR
of objects owned by users in scenario 5 for existing methods, while it is lower than
that of objects owned by users in scenario 6 for existing methods. Furthermore, the
existing methods evaluate the value of cooperativeness for all SIoT services in the
same way, as different levels of privacy for SIoT services are not considered in the
existing methods. In scenario 6, the SCR of objects owned by users who are in the
same block is higher than for objects owned by users who are not in the same block for
both the proposed and existing methods; the difference between the two SCR values is
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more than ten times for the existing methods. The reason for this is that users who are
not in the same block could gain friendship from social interaction among themselves,
as evaluated by the proposed friendship model, leading to a less discounting effect on
willingness to share that is assessed by the dynamic cooperativeness assessment in the
proposed methods. Although the existing methods could also dynamically assess the
value of cooperativeness, the fixed value of friendship could not be changed with social
contacts among objects.

Figure 5.24: Heat Map for Block Weight
in Scenario 5

Figure 5.25: Heat Map for Friendship
Evaluated by Existing Methods in Sce-
nario 5

Figure 5.26: Heat Map for Friend Set
Size Used for Existing Methods in Sce-
nario 5

Figure 5.27: Heat Map for SCR for Ex-
isting Methods in Scenario 5

For the existing methods applied in scenario 5, the weight for each block is shown
in Figure 5.24, in which blocks with darker shades have a higher number of visits by
other users. Most blocks with darker shades are in the middle, implying that users,
whose home positions are in the middle, have a higher friendship evaluated by the
existing methods, as shown in Figure 5.25, while also having larger sized friend sets,
as shown in Figure 5.26. However, this does not lead to these users having higher
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values of SCR for existing methods, as shown in Figure 5.27.
For the proposed methods applied in scenario 5, the weight for each block is shown

in Figure 5.24, with blocks of a darker shade having a higher number of visits by other
users. As there is no significant correlation between the weight and friendship evalua-
tion, blocks with darker shades are not in the middle, while the nine blocks with darker
shades are the infrastructure nodes offering SIoT services for public use, as shown in
Figure 5.28. As SCR is positively correlated with sensitivity and willingness of a user,
the SCR distribution for each block, as shown in Figure 5.29, matches the distribution
of the sensitivity, as shown in Figure 5.30, and the distribution of willingness to share,
as shown in Figure 5.31. Hence, the proposed parameter, sensitivity, could indicates
the degree of the willingness to share of a user, and further indicate SCR if another
user requests SIoT services.

Figure 5.28: Heat Map for Friendship in
Scenario 5

Figure 5.29: Heat Map for SCR in Sce-
nario 5

Figure 5.30: Heat Map for Sensitivity in
Scenario 5

Figure 5.31: Heat Map for Amount of
Willingness in Scenario 5

In scenario 6, the users within the same block have higher friendship values than
users who are not within the same block. As shown in Figures 5.32 and 5.33, the mean
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SCR for users within the same block is higher than the mean SCR for the users not
within the same block for all users in each block in Scenario 6. This is because the
initial friendship for users within the same block is higher than for users outside of that
block.

Furthermore, the differences in initial friendship for users within and outside of
blocks could have a similar effect on SCR for all users in each block as the shading
distributions for the heat maps in Figures 5.32 and 5.33 are similar. The reason behind
this is that cooperativeness is mainly determined by willingness to share of a user and is
discounted by social relationship with other users. However, as shown in Figures 5.34
and 5.35, although the mean SCR for users within the same block is higher than that
for users not within that block, the shading distribution in the heat maps is different for
all users in each block,. Hence, the same value of initial friendship difference for users
within and not within blocks leads to a different impact on SCR for existing methods.

Figure 5.32: Heat Map for Mean SCR for
Users in Blocks in Scenario 6

Figure 5.33: Heat Map for Mean SCR for
Users outside of Blocks in Scenario 6

Figure 5.34: Heat Map for Mean SCR for
Users in Blocks by Existing Methods in
Scenario 6

Figure 5.35: Heat Map for Mean SCR
for Users outside of Blocks by Existing
Methods in Scenario 6

To sum up, for the proposed methods, SCR could be influenced and increased
if a user has a higher value of sensitivity, a higher value of willingness to share, a
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larger number of SIoT objects, and a higher value of friendship evaluated by other
users. The weight of a block has no impact on the value of SCR although a higher
weight means more visits. The proposed methods could work in different scenarios
with different settings and different values of initial friendship in a consistent manner.
However, the existing methods could not work in different scenarios with different
settings and different values of initial friendship in a consistent manner. For existing
methods, although SCR is positively correlated with the weight of a block and friend
set size in scenario 5, SCR is negatively correlated to block weight and friend set size
in scenario 6 which has different settings for the initial friendship value. In addition,
existing methods could not apply in a scenario in which no common friends exist.
Furthermore, the differences with respect to SCR between objects owned by users and
infrastructure objects that offer SIoT services for the public could be observed if the
proposed methods were applied, but not be observed if existing methods were applied.
The differences with respect to SCR between objects owned by users in the same block
and objects owned by users not in the same block could be observed if the proposed
methods were applied, and could also be observed with large values, if the existing
methods were applied, as there is no friendship gain along with social contacts.

5.3 Summary

The results obtained from the simulations with respect to the demonstration and com-
parison, that are designed in Chapter 4, have been analysed respectively. H1, H2, and
H3 are supported by the results of the demonstration simulation. H4, H4a, and H4c
are supported, while H4b is rejected, by the results of the comparison simulation. For
the demonstration part, the effect of the designed parameters α, β and γ on friendship
evaluation and cooperativeness assessment has been identified and the influence of the
evaluated friendship and the abstracted willingness to share on the assessed value of
cooperativeness has been validated. For the comparison part, the factors influencing
friendship establishment for the proposed friendship model and the existing methods
have been compared in three different simulation scenarios, namely a small-sized com-
munity, a large building and a school campus. Meanwhile, the factors influencing SCR
have been identified and the working consistency of the proposed methods and existing
methods have been compared for the three different scenarios. The differences with
respect to SCR between infrastructure objects and objects owned by users and the dif-
ferences with respect to SCR between objects owned by users in the same block and
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objects owned by users not in the same block are respectively discussed and compared.



Chapter 6

Conclusion

This chapter concludes the validation of the cooperation determination mechanism
proposed by this research, based on the findings from the simulation results and data
evaluation. The contributions made by this research and its valuable findings are out-
lined while its limitations and directions for further research and study are discussed
and summarised.

6.1 Research Conclusion

SIoT has developed from IoT, as an integration of IoT and social networks. By tak-
ing advantage of social relationships among SIoT objects, SIoT objects are able to
mimic the social behaviour of human beings in daily life to enable T2T, H2H, and
H2T interactions (as defined in Section 2.3.3) for the purpose of cooperation with-
out human intervention. In this cooperation, SIoT objects, as for the EaaS concept in
SIoT, cooperate with one another to request or offer SIoT services based on their social
relationship on behalf of their users. Hence, cooperation between SIoT objects is ulti-
mately determined by both users. In the decision-making process, the users’ personal
characteristics, the social relationships among the users and the type of SIoT services
to be shared are the three main factors involved according to the field theory proposed
by Lewin (1939). The aim of this research is to design a novel dynamic management
mechanism for SIoT object cooperation on behalf of their users.

The designed mechanism consists of an abstract model of willingness to share, an
asymmetric friendship model and a cooperativeness model. Willingness to share SIoT
services at different levels of privacy is abstracted and modelled based on a Markov
Chain model. Asymmetric friendship is dynamically established and updated in the

154
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asymmetric friendship model. The probability of cooperating with other SIoT objects
is assessed by the cooperativeness model, with the abstracted value of willingness
to share being discounted by the social relationship of friendship evaluated from the
asymmetric friendship model. On the one hand, on the basis of the evaluation of the
demonstration simulation for different designed scenarios by tuning the designed pa-
rameters, α, β and γ, the discounting effect of the evaluated friendship has an effect
on the abstracted willingness to share, to be assessed as cooperativeness, in a similar
way to the descriptive results from the real world (Schreiner et al., 2018). Hence, the
proposed mechanism is able to precisely determine a probability for a specific service
to be shared with others on behalf of human beings without human intervention. On
the other hand, on the basis of the evaluation of the comparison simulation for different
designed scenarios, namely a small-sized community, a larger building and a school
campus, the factors in social interactions that influence friendship evaluation and SCR
for the proposed mechanism when compared with existing methods have been iden-
tified. Based on the simulation results, the proposed mechanism is able to work in
the different scenarios in a consistent manner when compared with existing methods
while infrastructure objects and objects owned by users in the same block, and not in
same block, are differentiated with respect to SCR. Hence, the proposed mechanism
is able to work consistently in these three scenarios. The infrastructural objects could
provide services for users and users’ objects could cooperate with others’ objects if the
social relationship between the users increases along with social interactions. The pro-
posed mechanism is proved to be more applicable for practical applications, in which
object cooperation for SIoT service sharing is required automatically and dynamically
determined based on the users’ willingness and social relationship among the users.

6.2 Contributions and Findings

The key contribution of this research is that the proposed methods can determine asym-
metric cooperativeness dynamically based on a user’s willingness to share and the so-
cial relationship between the user and others. This is essential for social interactions
among SIoT objects in SIoT applications in the future because the social relationships
among SIoT objects can be built by the objects themselves based on the users’ social
interactions. Furthermore, cooperativeness in sharing SIoT objects for offering SIoT
services is still based on the users’ characteristic of willingness to share, although
different social relationships have different discounting effects on cooperativeness in
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sharing with others, which enables automatic cooperation among SIoT objects with-
out human intervention. Applying the mechanism in practice, the users are not re-
quired to make every decision for each service cooperation request as the cooperation
is determined by the mechanism that are designed to make the decision, matching the
decision made by the users. The objects with high cooperativeness for the users in
service composition would be selected to cooperate with to obtain services for users.
The contributions and findings of this thesis are concluded and summarised below.

This research firstly identifies the differences between IoT and SIoT by investi-
gating the development from IoT to SIoT in terms of architecture, interactivity, and
characteristics, and outlines the advantages of SIoT with respect to navigability, flex-
ibility, trustworthiness, and cooperation. The challenges in SIoT, consisting of the
remaining original challenges in IoT and the challenges arising from the integration
of IoT and social networks, are investigated and discussed. Of these challenges, the
representation of cooperativeness of SIoT objects on behalf of their users has received
scant attention in the research literature. Hence, the aim of this research has been to
represent cooperativeness.

Secondly, from the literature review on accessing physical and virtual personal
property, SIoT objects, the objects as physical entities and the data carried by the ob-
jects, are to be separately considered as physical and virtual property of users. The
cooperation between two SIoT objects owned by different users requires that the ob-
jects access one another to offer and obtain SIoT services virtually, rather than the SIoT
objects being shared physically. Hence, SIoT services are to be offered and requested
cooperatively for their users.

Thirdly, through the investigation of factors that determine users’ willingness to
cooperate, the users’ characteristics, the services to be shared and social closeness to
the service requester have been estimated for users. Field theory proposed by Lewin
(1939), which is widely applied in social sciences theoretical research, is employed
to model cooperativeness in SIoT by taking the three factors into account. Both the
intensity of services and social closeness have a discounting effect on willingness to
cooperate based on the user’s characteristics.

Fourthly, by studying factors that influence a user to adopt SIoT, personal data
being at risk of a privacy breach is an important factor if the user allows SIoT to collect
information. Hence, the degree of privacy that an SIoT service requires is employed as
an indicator of the type of SIoT services in which a user is willing to share their data
with other SIoT objects. This is modelled, based on a Markov Chain, as an abstracted
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factor of personal characteristics.
Fifthly, in studying social relationships in SIoT, most existing research measures

the notion of social relationship qualitatively, e.g. friend, family, or co-worker, rather
than quantitatively, while dynamic social relationship change from stranger to close
friend has not been considered in SIoT. Hence, the proposed dynamic asymmetric
social relationship evaluation model, based on social interaction among users with
respect to frequency, duration, and intensity, is designed as a social closeness factor
between service requester and the object offering the service. The proposed model
is able to precisely evaluate the friendship among the users and the change of the
friendship along with social interactions.

Sixthly, from surveying existing simulators employed in the research field of social
contact among SIoT objects, SWIM is adopted and extended to support the imple-
mentation of simulations for difference scenarios using the proposed cooperativeness
mechanism and existing methods for the purpose of demonstration and comparison.

Seventhly, outperformance of the proposed mechanism compared to existing meth-
ods, proven by the evaluation, provides automatic cooperativeness determination for
object sharing without human beings’ intervention. With a great increase in the num-
ber of objects permeated into daily human life in future, users can benefit from the
proposed work in this thesis by which their objects could automatically determine
whether to cooperate with others based on their users’ cooperativeness. Then, a trade-
off between the cooperativeness to share objects and monetary rewards for sharing be-
haviours could be considered in collaborative consumption for object sharing, which
could further benefit users who are willing to pay extra to obtain services from the ob-
jects and users who are willing to earn the rewards to share their objects. In addition,
with the exception of infrastructural objects implemented for free usage, merchants
could implement objects to provide paid services for users.

6.3 Limitations and Future Work

The proposed dynamic management mechanism for object cooperation provides an
initial structure for determining cooperation among SIoT objects on behalf of their
users. There are some limitations to be further studied, and some potential research
directions for further extension of the mechanism as follows:

Multiple service requests The conservative assumption adopted in the simulation is
that only one service request is allowed for each object in a meeting in order to
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simplify the simulation so that it finishes within a limited time. If this assump-
tion was removed, the correlation between average duration of each meeting and
friendship evaluated by the proposed friendship model might be different from
obtained results, as more service requests could be sent by each object in each
meeting leading to more frequent social interaction between objects if each meet-
ing has a longer average duration. For future research on this, multiple service
requests in a meeting could be further considered in terms of a trade-off between
meeting duration and the number of multiple service requests in the meeting.

Number of objects carried The conservative assumption adopted in the simulation is
that only one service request is allowed for each object in a meeting to simplify
the simulation and allow it to finish within a limited time. A larger number
of objects carried could lead to a higher value of SCR because more service
requests could be made and accepted. A new parameter designed to weight
the different numbers of objects carried by users could be further studied for
considerations of security.

Size of nodes involved The size of node involved in the simulation could be up to
18,000 objects, which might be the maximum number involved in this research
in consideration of the simulation platform with its limited computing power and
limited time. The size of nodes involved could be expanded for comparison with
the number of objects in a real scenario in the real world.

Diverse scenarios Although three common scenarios, a small-sized community, a
large building and a school campus, have been obtained and implemented in the
comparison simulation, diverse scenarios could be considered in future work,
such as a hotel, a shopping mall, a city, etc.

Personality In the proposed mechanism, the designed parameters, α, β, and γ, are
employed in the tuning of the friendship evaluation and the discounting effect of
friendship on willingness. These parameters could be further studied in terms of
their association with personalities of a user.

Indicators Except for SCR and working consistency, other important indicators for
evaluating the performance of the cooperation determination mechanism could
be considered in future work, such as navigability of networks, probabilities to
find a desired service and trustworthiness evaluation. The proposed mechanism
is designed to precisely estimate the probability to cooperate with others for a
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specific SIoT service on behalf of human beings as not all objects’ owners are
cooperative. The estimated cooperativeness, the sensitivity S, or the evaluated
friendship in the proposed mechanism are able to further verify or evaluate the
performance of an SIoT solution with respect to these indicators. For navigabil-
ity of SIoT networks in multi-hop manner, a path between a pair of two randomly
selected SIoT objects could be further evaluated by adding S for each object
along the path in order to verify the each navigable object is cooperative. Con-
sidering a probability to find a desired service, a trade-off between the eligibility
of services and the cooperativeness of the services’ providers is required for the
purpose of the desired services with high probability that would be obtained by
a service requester. To evaluate trustworthiness for SIoT objects, uncooperative
objects are able be evaluated as trustworthy objects by the proposed mechanism
by virtue of the evaluated friendship.

Participants in experiments The proposed cooperation management mechanism has
been validated by simulation using the SWIM simulator. Although the simula-
tion results show that the proposed methods can match the descriptive results
from the real world (Schreiner et al., 2018), a meaningful and realistic topic for
further research could be to apply the mechanism to objects carried by partici-
pants, human beings, in order to examine the cooperation determination. The
aim of the proposed cooperativeness mechanism is to determine cooperation
with others on behalf of human beings. Human beings, as participants, involved
in a carefully designed experiment and the data collected from them, such as
decisions made to cooperate with different services and the social relationship
built among them, would be an optimal choice as a control group to optimise the
proposed cooperativeness mechanism.
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Appendix A

Explanations of Configuration File

This appendix is to explain the meaning of each parameter in the configuration files
used as the input for the simulation of the different scenarios in this research. There are
two types of parameters; one type of parameters was designed by the original authors
of the SWIM simulator (Mei and Stefa, 2009; Kosta et al., 2010) while the other type
of parameters was designed and developed by the author of this thesis. The two types
of parameters are summarised below.

A.1 Original Parameters

nusers : Number of users

r : Radius of object transmission

tknowing : Value of knowing time

tsimulation : Simulation time in seconds

a : Value of cell distance weight

sspeedmultiplier : Value of node speed multiplier

twaitingexponent : Value of waiting time exponent

twaitingupperbound : Value of waiting time upper bound
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A.2. EXTENDED PARAMETERS 179

bbucketsperside : Number of buckets per side

fshowtrace : Flag to show trace

fshowprogress : Flag to show progress

xshowstep : Value of one progress step

A.2 Extended Parameters

npercentageo f in f rastructure : Percentage of infrastructure objects

funi f ormdistribution : Flag to set uniform object distribution over the network

nrow : Number of row in the uniform object distribution

ncolumn :Number of column in the uniform object distribution

x f riendshipinblock : Value of initial friendship for objects owned by users in the same
blocks

xinitial f riendship : Value of initial friendship for objects in the uniform object distribu-
tion

f f ixedob jects : Flag to set that there are fixed objects hosted at home

fsynmode : Flag to change the mode of friendship synchronisation

tsyninterval : Interval time for synchronisation

x f riendshipratio : Value of α

xupdating f riendshipratio : Value of β

frandomnumberob jects : Flag to set a random number of objects carried by owners



180 APPENDIX A. EXPLANATIONS OF CONFIGURATION FILE

nob jectscarried : Number of objects carried by owners

lprivacy : Levels of privacy for SIoT services

nobserverob ject : User id of the observer object

nobservedob ject : User id of the observed object

fpre f riendship : Flag to set pre-built friendship among owners

frandomwillingness : Flag to set random value of willingness for owners

xdegreeo f discounting : Value of γ

fcomparison : Flag to enable comparison with existing methods

xthreshold : Value of friendship threshold

wdecay : Value of decay over time weight

windirect : Value of indirect recommendation weight

cinitial bao : Value of initial cooperativeness


