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This paper considers the process of dynamic 
reservation of the channel resource of a secure cor-
porate multi-service communication network.

It has been established that the processes of 
building and functioning of the schemes of a secure 
corporate multi-service communication network 
and improving the quality of the implementation 
of its main work processes involve the evaluation 
and dynamic reservation of channel resources for 
incoming aggregated data flows of the network.

The model of dynamic reservation of the chan-
nel resource of the aggregated data stream of the 
secure corporate multi-service communication net-
work was built and proposed. The proposed model 
makes it possible to set the quantitative values of 
the reserved channel resource for different service 
methods depending on the number of component 
flows in the total aggregated data flow of the VPN 
tunnel.

It was established that an increase in the den-
sity of the aggregated data stream requires an 
increase in the reserved channel resource. At the 
same time, its value is influenced by the way of ser-
vicing the aggregated data flow in the VPN tunnel 
of the secure corporate multi-service communica-
tion network. Application of the isolated service 
method gives a gain in the allocated resource for 
the channel reserve from 10 to 20 percent compared 
to the group service method for IR and video tele-
phony. This is due to the more flexible management 
process of the border router's incoming data storage 
buffer under the isolated service mode.

The model of dynamic reservation of the channel 
resource of the secure corporate multi-service com-
munication network reported in this paper could 
be used in the improvement of existing and devel-
opment of new structures of the secure corporate 
multi-service communication network. The conse-
quence of such an improvement is a reduction in 
the delay time for the processing of incoming data 
packets in the specified network
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1. Introduction 

Under the modern conditions of intense social and civili-
zational upheavals, military-political and economic confron-
tations, the issue of transfer and processing of information 
with limited access requires a constant solution to the task 
of reliably protecting its arrays from unauthorized access.

One of the ways to improve the effectiveness of infor-
mation protection is to use a secure corporate multi-service 
communication network (SCMCN) based on public access 
channels for its transmission.

The issue of preserving the integrity and protection of 
information from unauthorized access in telecommunication 

networks of various purposes is a constant task of the func-
tioning of existing and development of new telecommunica-
tion networks [1].

Vulnerability analysis and the implementation of infor-
mation protection tasks in SCMCN is determined by the 
requirements of the current legislation of Ukraine and is 
extremely important for the improvement of protected tele-
communication networks not only at the regional, but also at 
the global level, connecting various countries and continents 
with international connections [2].

One of the features of the functioning of such networks 
is the active use of aggregated data flows in them, which, 
as a rule, function according to separate, specially devised 
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mathematical models. The construction and implementation 
of new and improved implemented mathematical models 
of aggregated data flow in a secure information commu-
nication network is an important direction in the field of 
ensuring the effectiveness of information security [1, 2]. The 
specified models could be used to predict the bandwidth of 
the network, determine the maximum number of users that 
the network can serve, as well as to develop communication 
network management algorithms. Usually, such models are 
built on the basis of certain theories and procedures: Markov 
model, queuing theory, diffusion model, etc. [1, 3].

One of the important aspects of aggregated data flow 
modeling is the analysis of the interaction between various 
network elements, such as nodes, routers, and other devices 
during data transmission between them. An additional factor 
that deepens the problem of modeling the aggregated flow of 
data in SCMCN is the presence in the schemes of its construc-
tion of a Virtual Private Network gateway (VPN gateway) 
and the formation of a VPN tunnel protected by it [1, 3].

The main criterion, based on the achievement of which 
mathematical models of aggregated data flows are built 
and applied, is the quantitative assessment of the necessary 
channel resource (CR). Subsequently, the value of CR is 
used for guaranteed service of the aggregated data flow 
by mechanisms for controlling the admission of data flows 
in the SCMCN channel. To evaluate CR, as a rule, at the 
first stage, the parameters of the aggregated traffic at the 
output of the load management system are evaluated. At the 
next stage, subject to taking into account the normalized 
values of flow service quality parameters, a decision is made 
to admit or deny the admission of a new data stream to the 
network channel [1, 2].

Analysis of the process of construction and operation of 
SCMCN schemes shows that its main work processes are ad-
mission management in information communications, trans-
fer of data blocks, implementation of control algorithms, and 
smoothing of the traffic profile.

Solving the scientific task of improving the quality of 
the specified processes involves the development and im-
provement of the methodological apparatus for assessing the 
necessary channel resource of the network. The main goal 
of such an assessment is the predicted dynamic reservation 
of the channel resource for promising incoming aggregated 
data flows, which requires a separate procedure. One of the 
aspects of such development of management methods and 
evaluation and reservation models is the consideration of the 
condition regarding the presence of an additional element in 
the SCMCN scheme that would ensure the security of the 
network’s functioning, namely the VPN gateway.

In the process of carrying out a number of studies and 
experiments, it was established that one of the main features 
of the influence of VPN gateways on the parameters of the 
aggregated data flow of SCMCN is the formation of a cer-
tain influence on the protected transmission channel of the 
aggregated data flow. The obtained results of the assessment 
of the effect of VPN gateways on the parameters of the 
aggregated data transmission channel in the SCMCN net-
work showed that the procedures of the VPN gateway have 
an impact on the following parameters of the transmitted 
traffic. Namely: peak (p) and average (r) transmission speed 
of information streams, length of generated packets (L) of 
video telephony and IP telephony services [3, 4].

Also, an additional effect of such an influence is a de-
crease in the effectiveness of the use of cryptographic protec-

tion of information in SCMCN. This is due to the fact that 
the presence of VPN gateways does not allow the algorithms 
to ensure the quality of service (QoS) of the IntServ archi-
tecture to fully interact through the DiffServ segment in the 
packet switching network. This is determined by the process 
of adding a new packet header with open IP addresses and 
introducing an additional delay into the packet processing 
process [5, 6].

It is obvious that the value of the channel resource is 
directly related to the above parameters of the data trans-
mission channel and to the additional delay in the processing 
of packets in the protected channel [1, 4]. Accordingly, the 
procedure for assessing the necessary channel resource and 
its dynamic reservation should take into account the values 
of the above-mentioned channel parameters and be related to 
the processing delay time of packets of the aggregated data 
flow in the specified channel.

Based on the above, the solution to the scientific task of 
increasing the efficiency of channel resource reservation in 
relation to SCMCN is timely and relevant. And this requires 
the search for new theoretical and practical approaches to 
the development of new ways of solving it.

2. Literature review and problem statement

A number of scientific works [2, 3, 7–14] consider the 
issue of processing aggregated data streams and estimating 
the necessary channel resource.

General issues of building and functioning of secure 
corporate multi-service communication networks based on 
public access channels are covered in [2, 3]. These papers 
consider the general principles of building effective secure 
telecommunication networks and the implementation of 
information protection in them using special network el-
ements. But the direct influence of the specified network 
element on the operation of this type of network and the 
issue of assessing the necessary channel resource for the ag-
gregated data flow for all types of networks are not covered 
in these works.

In [7], a virtual version of a separate secure network 
based on the use of a VPN gateway is proposed as a means 
of ensuring the necessary level of security for specific 
connections that cover large networks. The main indicator 
for evaluating the efficiency of data transmission in the 
cited work is the time delay and throughput of data packets 
through a secure channel. When calculating the indicated 
indicators, the parameters of the necessary channel re-
source were not considered. Accordingly, there is no assess-
ment of the degree of influence of the channel resource of 
the network and the presence of a VPN gateway in it on the 
proposed values of data transmission efficiency indicators 
in the cited work.

Work [8] considers the evaluation of the effectiveness of 
the delay time calculation model presented in the article as 
a criterion for traffic analysis in VPN tunnels. It suggests 
dividing protected traffic into different categories accord-
ing to the type of traffic, for example, viewing information, 
streaming video, etc. The model proposed in the cited paper 
does not necessarily estimate the channel resource of the 
aggregated data stream, which is used to estimate the delay 
time accordingly. Accordingly, the value of the specified 
channel resource in the presented model is not interconnect-
ed with the flow delay time.
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and management of the aggregated data flow under the 
conditions of influence on the data transmission channel of 
the VPN gateway are considered. But the process of direct 
traffic detection does not take into account the channel 
resources of the system, which are necessary for its direct 
reception and further management. Accordingly, dynamic 
reservation of the specified channel resource is not consid-
ered in the work.

The review of studies that consider the issue of process-
ing aggregated data flows in the SCMCN allowed us to 
identify certain inconsistencies that significantly affect the 
effectiveness of the SCMCN operation and require conduct-
ing research into their elimination. One of such important 
studies is the solution of the task of dynamic reservation of 
the channel resource as one of the aspects of increasing the 
efficiency of SCMCN operation.

3. The aim and objectives of the study

The purpose of this study is to improve the technology of 
processing aggregated data flow in SCMCN by implement-
ing a model of dynamic channel resource reservation. This 
will make it possible to increase the efficiency of the opera-
tion of the specified network when managing the aggregated 
data flow of SCMCN.

To achieve the goal, the following tasks were set:
– to build mathematical dependences and, based on 

them, a holistic model of dynamic reservation of the channel 
resource of the aggregated data flow for a secure corporate 
multi-service communication network;

– to evaluate the channel resource and determine its im-
pact on the data channel service quality criterion.

4. The study materials and methods

The object of our research is the process of processing 
aggregated data flow in a secure corporate multi-service 
communication network.

The question of the impact of dynamic parameters of 
the reserved channel resource on the processing delay of the 
aggregated data flow in the protected corporate multiservice 
communication network is investigated.

The following was adopted as an assumption and sim-
plification during the research. The WFQ “weighted fair 
queuing” algorithm is applied at the entrance of the sched-
uler of the secure communication channel. For each service 
provided, a channel resource is assigned with an orientation 
to the possible peak load in the process of data transmission 
and processing.

The classic structure of a secure corporate multi-ser-
vice communication network was chosen for research. The 
scheme of its construction is shown in Fig. 1.

The specified SCMCN has a VPN gateway in its struc-
ture. The total aggregated data flows passing through the 
VPN tunnel consist of separate flows.

As a criterion for the quality of service of the aggregated 
data flow, the end-to-end delay time for the transmission of 
the data packet of the incoming flow arriving at the border 
router of the data transmission channel was chosen.

The MATLAB programming and numerical calculation 
platform was used for data analysis and visualization.

In [9], the traffic estimation of the aggregated data flow 
through the VPN tunnel of the protected telecommunica-
tion network is proposed based on the estimation of the data 
transmission time. The work presents separate evaluation re-
sults for channels with and without a VPN gateway but there 
are no results based on which it is possible to trace the influ-
ence of the parameters of the required channel resource on 
the determined time parameters of traffic data transmission.

Consideration of data traffic parameters transmitted in 
protected networks of aggregated data flow is given in [10]. 
In order to improve the effectiveness of network security, a 
certain classification of traffic is proposed in the work and 
the values of its parameters are determined in accordance 
with this classification. The relationship between the spec-
ified parameters and the value of the necessary channel 
resource and the delay time of the stream and the channel is 
absent in the cited work.

The results of the evaluation of the effect of the VPN 
gateway on the parameters of data transmission by an ag-
gregated stream are reported in [11]. The data set presented 
in the paper contains a generalized model of network traffic 
consisting of different types of network, such as Internet, 
e-mail, video conferencing, streaming video, and terminal 
services. For one model of network traffic, data is measured 
for different scenarios, i. e., for data transmission through 
different types of VPN gateway and without it.

Against the background of the presence in the cited work 
of large arrays of data characterizing the effect of the VPN 
gateway, it lacks the results of the analysis and assessment 
of the impact of the values of the specified values on the 
channel resource and directions of its dynamic reservation.

In [12], a balanced scheme of queue management on rout-
er interfaces of telecommunication networks is proposed. 
The novelty of the proposed scheme consists in the applica-
tion of a two-level calculation method. At the first level, the 
task of distributing and optimally aggregating packet flows 
according to queues formed on the router interface is solved. 
At the second level, the task of allocating and balancing the 
bandwidth of the interface is solved, taking into account the 
classification of flows and queues. Bandwidth in the cited 
work is balanced on the basis of the necessary channel re-
source, but there are no corresponding principles of its value 
calculation and subsequent dynamic reservation in the work.

The issue of the security of a secure data transmission 
network and the construction of its architecture under the 
condition of optimizing the transmission of large data sets 
by aggregated streams is considered in [13]. The authors 
solve the issue of network protection with additional secure 
encryption of data transmitted through a network protect-
ed by a VPN gateway. This paper provides a comparative 
assessment of the effectiveness of data transmission over 
channels with VPN protection according to two models of 
network protection and a new model personally proposed by 
the authors. In order to increase the efficiency of the trans-
mission of aggregated traffic, the cited paper proposes an 
improvement of the data transmission channel architecture, 
which does not involve the allocation of a channel resource 
and its dynamic reservation.

One of the ways to improve the performance of a protect-
ed network in terms of data transmission is the classification 
of network traffic, which is an important and problematic 
aspect of network resource management, as stated in [14]. 
In the work, several algorithms for classification, detection, 
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5. Model of dynamic reservation of the channel resource 
of the aggregated data flow

5. 1. Building a model of dynamic reservation of the 
channel resource of the aggregated data stream

The theory of network calculation (NC – Network Calcu-
lus) [3, 15] was used to build a model of dynamic reservation of 
the channel resource of the aggregated data flow. Its application 
makes it possible, based on the known numerical parameters of 
the traffic shaper, inherent in the flow management system of 
the VPN gateway of the SCMCN access network, to calculate 
the limit estimates of the parameters of the criterion of the qual-
ity of service of the data flow in the network (KO).

According to this theory, the input flow of data entering 
the traffic shaper of the VPN gateway flow control sys-
tem (Fig. 1) is limited by the deterministic function of the 
input flow. The output data flow directly depends on the 
adopted service model, and is limited by the service func-
tion [4, 6]. The deterministic nature of the used assumptions 
of mathematical models is quite adequate if we take into 
account that in real networks traffic is always limited by the 
bandwidth of the communication channel. This is caused 
by the use of load-forming mechanisms implemented in the 
IntServ and DiffServ architectures [4, 6]. The description 
of data flows using this mathematical apparatus makes it 
possible to reduce complex nonlinear systems to linear ones.

The cumulative function A(t) is used to describe the 
data flows coming from the sources to the traffic shaper of 
the VPN gateway flow control system, which determines 
the number of bytes of data received in the system during 
the time interval (0, t]. At the same time, it is assumed 
that A(0)=0. The function A(t) is always increasing. Here-

after, such a function is referred to as a deterministic arrival 
function.

Flow A is a bounded function f(t) if and only if for all f(t) 
the following condition is met:

( ) ( ) ( )2 1 2 1 .A t A t f t t− ≤ −    (1)

From a computational point of view, it is much more 
convenient to use continuous functions to describe telecom-
munication systems. However, real systems use minimal 
indivisible blocks of data – packets, and therefore, models 
describing the continuous operation of transmission systems 
are ideal and take into account the “sampling” error. In 
multi-service IP networks using Ethernet technology at the 
EMVOS channel level, the incoming load can be approxi-
mated by a continuous function. This is explained by the fact 
that the dispersion of the packet sizes and the inter-packet 
interval is quite large [4, 5].

The following are adopted as the main data flow param-
eters of SCMCN. The maximum data packet size of the i-th 
stream Li (bytes), the known peak packet generation rate 
pi (bytes/s), the average packet generation rate ri (bytes/s) 
and the allocated buffer size bi (bytes). Then, in the flow 
management system of the VPN gateway of the SCMCN ac-
cess network with an implemented traffic shaping function, 
the output data flow is described by the following expres-
sion [3, 4, 16]:
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Fig. 1. Structural diagram of a secure corporate multi-service communication network with a VPN gateway
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where Ai (t) is the amount of load of the i-th flow that arrived 
in the system during the time period (0, t] for the worst case, 
when the size of the packets is equal to the maximum possi-
ble value of Li.

At the same time, the peak value of the packet arrival 
speed of the i-th flow must always be strictly higher than 
the average speed in the interval of the average duration 
of the session for the analyzed flow. That is, pi>ri, and this 
condition is mandatory for all expressions considered below, 
which does not contradict the physical meaning of real pro-
cesses in the network.

Assuming that the flow at the output of the VPN-gate-
way flow control system when reserving a share of the CR of 
the k-th communication channel with the bandwidth RBW for 
the i-th data stream Ri (bytes/s) is determined by the con-
dition .

n

i BWi
R R≤∑  The specified flow can be described by 

the service function Wi(t), which determines the minimum 
amount of data transmitted in the communication channel 
during time t [16]:

( ) ( ),i i BLiW t R t t= −   (3)

where tBLi is defined by the expression:

.i i
BLi

i BW

L L
t

R R
= +   (4)

The service function of the WFQ scheduler is a rate-de-
lay function with the characteristics of rate Ri and delay tBLi 
in seconds.

Let’s take into account the fact that the delay of the 
packet transmission from the VPN gateway in the access 
network to the border router (BR) of the transport network 
is not taken into consideration. The flow description in the 
flow management system of the VPN gateway can be carried 
out to the BR traffic shaper of the transport network. Then 
the volume characteristics of the data flows at the output of 
the BR traffic shaper of the SCMCN transport network can 
be represented in the form shown in Fig. 2 [16, 17]:

Fig. 2. Graphic representation of volume characteristics of 

data flows at the output of a network device of a secure 

corporate multi-service communication network

Fig. 2 shows the load arrival and service functions, il-
lustrating the procedure for calculating the parameters that 
characterize the provision of a guaranteed quality of ser-
vice (QoS) criterion for the worst case of critical overload. 

The input of the input data flow scheduler, implemented 
according to the “weighted fair queuing” (WFQ) algorithm, 
receives the load passed through the “marker basket” traffic 
shaper, which makes it possible to formally describe the load 
characteristics of variable speed flows [4, 5].

The specified WFQ algorithm makes it possible to apply 
any actions (resetting or relabeling) only to packets that 
do not match the declared profile. Conformal packets pass 
through the “basket with markers” without additional delay 
associated with the limited intensity of the output load [4, 5].

In the control systems for the admission of data streams 
to the network, an important advantage of the mathematical 
apparatus for describing traffic parameters at the output of net-
work devices is the minimum time for calculating the necessary 
CR [17, 18]. This is especially important when the intensity of 
requests for service to SCMCN and the requirements for the 
admission time of the data flow do not allow the use of analyt-
ical expressions that are difficult to calculate without a signifi-
cant increase in the performance of processors.

Ensuring the required level of the quality of ser-
vice (QoS) criterion for each transport data stream entering 
BR is ensured by estimating the upper delay time of packet 
processing in the BR. Assuming the condition that the 
service mechanism is implemented on the basis of the sched-
uler of the WFQ class, a delay is set for the i-th flow, which 
should not exceed the value given by expression (5) [18, 19]:

( ) 2
.

2
rq BW sl

BR

t t t
t

− −
≤    (5)

Based on the approach presented in [5, 17, 18], it be-
comes possible to calculate the values of the controlled pa-
rameters of the service system based on the known functions 
of arrival and service. They are determined by the position 
of the straight line ZD (Fig. 2) as the upper limit of the total 
delay of the packet in BR and the condition that pi>ri:

( )( )
( )

2
;

2
,

i i i i i

i i i i
BR

i i

i BW

b L b R L
R p r R

t
L L

R R
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 i i iR p r> > .   (6)

In expression (6), the value of tBR has the physical mean-
ing of the upper limit value of the delay time, which guar-
antees the required level of KO of the data streams arriving 
at BR. This value can be ensured by reserving bandwidth Ri 
(in bytes/sec) in BR for further servicing of the incoming 
data stream.

The value of tBR, in turn, depends on the value of the 
bandwidth Ri allocated for data flow maintenance.

The basis of operation of the access node to the SCMCN 
transport network during data flow admission management 
is the assessment of the necessary CR for the aggregated data 
flow of the VPN tunnel. At the same time, the CR allocated 
to this flow is the most important of the network resources. 
It is taken into account that the buffer space of the switching 
equipment port is also a resource for the calculation of which 
exact analytical expressions are required. But the cost of 
the memory elements that implement the functioning of the 
buffer is much lower than the cost of renting the CR of the 
transport network [17, 18]. That is, increasing the size of the 
buffer space does not bring great economic losses. In this re-
gard, it is assumed that the BR buffer has an infinite length.

Z

Ai t Wi t

pi bi
pi –ri
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When operating a communication network, the inverse 
problem often arises. Its essence is that given the required 
end-to-end packet delay of the i-th data flow (t(rq)), it is nec-
essary to estimate the required CR to service the proposed 
load allocated to BR:

2
.

i i
i i

i i
i

i i i
BR

i i BW

b L
p L

p r
R

b L L
t

p r R

− +
−=
−+ −
−

 
 (7)

The value of the required end-to-end packet delay of 
the i-th data stream is determined by expression (6). The 
value of the end-to-end end-to-end packet delay of the i-th 
data stream t(rq) is determined by the Y.1541 recommenda-
tion [20].

The analysis of the structure of SCMCN and the de-
termined features of its functioning showed that the VPN 
gateway implements the aggregation of data flows into the 
general flow of the VPN tunnel during data transmission 
and the division of the general flow into sub-flows during 
reception [6, 11, 16].

For the analytical description of the aggregated data 
flow coming from the output port of the network element, 
the concept of traffic characterization of aggregated flows 
presented in RFC 2216 is used [4, 5]. According to this 
concept, the sum of data flows (n), specified as TSpec, is 
described by the total arrival function (TAF) ATAF(t):

( )
; ,

; ,

i i
i TAF

TAF TAF
TAF

i i
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TAF TAF

b L
L p t t

p r
A t

b L
b p t t

p r

−⎧ + <⎪ −⎪= ⎨ −⎪ + ≤⎪ −⎩

  (8)

where Li is the maximum packet length of the i-th flow 
out of n flows included in the aggregate data flow of the 
VPN tunnel; pTAF is the peak rate of packet generation of 
the aggregated flow of the VPN tunnel; rTAF is the average 
packet generation speed of the aggregated flow of the 
VPN tunnel; bi (byte) – the allocated buffer size of the 
traffic shaper of aggregated flows of VPN tunnels, equal 
to the size of the buffer allocated for serving the i-th flow 
out of n flows that are part of the aggregated data flow of 
the VPN tunnel.

Expression (8) allows us to describe the most complex 
case of traffic generation by n sources, on the basis of 
which it becomes possible to calculate the required CR 
for n flows, taking into account the provision of tBR in 
accordance with all the requirements received by KO. At 
the same time, the aggregated data flow is served in the 
routers of the SCMCN transport network as an isolated 
connection with the FIFO g j service discipline in a sepa-
rately reserved buffer [13, 21].

In order to estimate the required CR for aggregated data 
flows based on the theory of network computing, the follow-
ing methods of data flow maintenance are proposed.

The technique of isolated maintenance of data flows is 
described as follows:
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The technique of group maintenance of data flows based 
on the total arrival function (TAF):
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In the above expressions (9) and (10), we accepted: 
n – the number of flows in the aggregated data flow;
i is the serial number of the stream included in the aggre-

gated data stream;
Li is the maximum size of the data packet of the i-th 

flow, selected from all flows of the n aggregated data flow;
tBR is the minimum required delay before packet process-

ing in BR among n data streams;
RBW is the bandwidth of the communication channel;
pi is the peak packet generation rate of the i-th flow;
ri is the average packet generation speed of the i-th 

stream;
bi is the allocated buffer size of the traffic shaper for the 

i-th flow.

5. 2. Evaluation of the channel resource and its influ�
ence on the criterion of the quality of service of the data 
transmission channel

Numerical values of data flow parameters generated by the 
terminal equipment involved in the standard structure of SC-
MCN (Table 1) [11, 17] were used to calculate the required CR. 
The bandwidth of channels RBW is assumed to be 100 Mbit/s.

Table 1

Numerical values of traffic parameters

Data 
streams 
from the 
terminal

Traffic parameter values

Video-telephony IP-telephony

p, Mbps r, Mbps L, Byte p, Mbps r, Mbps L, Byte

2.1 0.87 1346 0.112 0.096 214

Calculations were made using the proposed model of 
isolated service of data flows – expression (9) and the 
model of group service of data flows based on TAF – ex-
pression (10) [22, 23].

The obtained values of the necessary CR depending on 
the incoming load when describing the behavior of the ag-
gregated flow using the existing model of isolated service of 
data flows – (9) and the model of group service of data flows 
based on TAF – (10) are shown in Fig. 3, 4.

In Fig. 3, 4, REF – the value of the reserved CR for n flows 
of real-time services, obtained on the basis of the calculation 
of the effective speed of transmission of the information 
flow [5, 21] according to the expression:

( ) 1
1 log

50

2
1 3 log 1 ,

EF loss

iI
i loss

K i

R n n P

rp
r P

R p

⎛ ⎞= − ×⎜ ⎟⎝ ⎠
⎛ ⎞⎛ ⎞⎛ ⎞

× + − −⎜ ⎟⎜ ⎟⎜ ⎟⎜ ⎟⎝ ⎠⎝ ⎠⎝ ⎠

 

where Ploss=10-3 is the packet loss coefficient for zero (0) – 
quality of service class.
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Calculations of the maximum value of the delay time for 
the flow of data transmission over IP-telephony and vid-

eo-telephony channels, as well as dependences approximat-
ing their average values, are shown in Fig. 5, 6, respectively.

REF

RTOF

RIS

Ri

n streams

Fig. 3. The value of the necessary channel resource for the maintenance of a grouped flow of data transmission over the 

IP-telephony channel

REF

RTOF 

RIS

Ri

n streams

Fig. 4. The value of the necessary channel resource for the maintenance of a grouped flow of data transmission over the video 

telephony channel

REF

RTOF

RIS

tBR

n

Permissible processing delay

Fig. 5. Maximum achievable delay in the border router for servicing a grouped stream over an IP telephony channel
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When evaluating the results of the calculation, it is ac-
cepted that the numerical value of the time required for the 
processing of the BR packet, based on the physical and logi-
cal topology of this SCMCN in accordance with the Y.1541 
recommendation, should not exceed 10 ms [20].

Taking into account the proposed approach to static res-
ervation, the daily load factor of channels leased by a typical 
transport-level SCMCN can be represented in the form of 
one of the options for the daily distribution of CR, which is 
shown in the diagram in Fig. 7 [22, 23].

The data on the basis of which the diagram in Fig. 7 is 
shown were obtained for the peak load, taking into account 
the predicted reservation of the channel resource for a period 
of up to 24 hours of service of the aggregated data flow.

6. Discussion of results of the assessment of the influence 
of the channel resource on the criterion of the quality of 

service of the data transmission channel

Analysis of the dependences in Fig. 3, 4 reveals that the 
method of isolated maintenance of the data flow provides a 

lower value of CR in comparison with 
the group technique. On average, the 
gain is from 10 to 20 percent for IR 
and video telephony. This is due to 
the more flexible management pro-
cess of the border router’s incoming 
data storage buffer in the isolated 
service mode. With a flexible buffer 
management process, isolated service 
does not lead to significant loss of 
incoming packets due to BR buffer 
overload.

Analysis of the resulting depen-
dences shown in Fig. 5, 6 shows that, 
in accordance with the calculated 
values of the necessary CR for ag-
gregated traffic service flows, certain 
features are formed in relation to en-
crypted IP telephony. Their influence 
is manifested in the fact that with an 
increase in the number of component 

flows, the necessary delay in the processing of data packets 
is not provided. That is, for the total aggregated BR data 
flow, the required delay of data packet processing may not be 
provided within the established regulatory values [24–26].

When serving aggregated streams of encrypted video 
telephony, a given level of the necessary delay in the pro-
cessing of data packets is ensured by exceeding the reserved 
resource of the peak value of the transmission speed.

The results of calculations of the CR value 
as a function of the number of components of the 
aggregated data flow of various types indicate a 
discrepancy between the speed of receiving data 
packets and the speed of their service. In the first 
case, the selected CR is less than the peak trans-
mission speed, in the second, on the contrary, it 
exceeds it.

Certain difficulties in the implementation 
of existing mathematical models in SCMCN 
lead to the need to statically fix the CR for each 
service provided, with an orientation to the 
possible peak load.

The diagram in Fig. 7 shows that allocation 
of CR for peak load makes it possible to guar-
antee the required level of CO during the day, 
however, approximately 60 % of the loading 
time of the transport channel does not exceed 
40 % of the loading level.

This gives grounds for further calculations 
of the involved economic resource, for example, 
for the lease of the data transmission channel 
and its losses from the inactive CR.

Thus, our work establishes and substantiates the inter-
relationships and mutual influences of the parameters of the 
aggregated data flow on the value of the channel resource 
and the necessary delay in the processing time of data pack-
ets in the transmission channel. The studies were carried 
out in relation to the secure corporate multi-service commu-
nication network, taking into account the influence of the 
VPN-gateway functioning procedures on the parameters of 
the traffic transmitted through the specified network.

In order to establish the specified interrelationships and 
assess the impact of traffic parameters on the value of the 
channel resource, a corresponding assessment model was 

REF

RTOF

RIS

tBR

n streams

Permissible processing delay 

Fig. 6. Maximum achievable delay in the border router for servicing a grouped stream 

over a video telephony channel

R, Gbit/s

Fig. 7. Load level of communication channels of a typical secure corporate 

multi-service communication network of the transport layer
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built and presented in the paper. The specified model 
takes into account the order of isolated and group ser-
vice of data streams based on the total arrival function. 
It provides an assessment of the influence of the channel 
resource on the value of the required time delay for the 
processing of data packets in the protected transmission 
channel of SCMCN.

The proposed model makes it possible to evaluate the 
channel resource and its influence on the quality criterion 
of data transmission channel service depending on the se-
lected method of servicing the aggregated data flow. This, 
in aggregate, allows dynamic reservation of the channel 
resource of the aggregated data flow in accordance with 
the specified delay time values. This improves the quality 
of functioning of the secure corporate multi-service com-
munication network.

The results reported in the current work on the devel-
opment of a complete model of dynamic reservation of the 
channel resource make it possible to estimate its quantitative 
values in accordance with the number of aggregated flows 
and substantiate recommendations for ensuring the speci-
fied value of the data transmission delay time.

The specified evaluation model can be used in practical 
improvement of existing and development of new secure cor-
porate multi-service communication networks.

A limitation of this study is that the presented evaluation 
model is designed for the application of the WFQ “weighted 
fair queuing” algorithm at the input of the scheduler. This 
makes it possible to formally describe the load characteris-
tics of streams with a variable speed but creates conditions 
for the loss of a certain number of data packets that do not 
match the declared profile and do not pass through the 
“marker basket”.

Limitations also include the accepted condition of static 
fixing of CR for each service provided, with an orientation 
to the possible peak load. This is due to certain difficulties 
in the implementation of existing mathematical models in 
SCMCN, the solution of which requires additional research 
in the direction of creating a separate model for their imple-
mentation.

Among the shortcomings of the model proposed in the 
work is the condition adopted during modeling about the 
infinite length of the BR buffer. In reality, the buffer has 
limited values that, with a significant load on the data 
transmission channel, SCMCN can affect the dynamic reser-
vation of the channel resource and delay the processing time 
of data packets. This limitation of the value of the BR buffer 
is especially manifested in various variants of building code 
structures of data packets [27].

The lack of algorithms for calculating the optimal length 
of the BR buffer in accordance with the required channel 
resource creates the next scientific task and requires con-
ducting relevant research.

As further promising research and development in the di-
rection of increasing the efficiency of the functioning of the 
protected corporate multi-service network, the subsequent 
work is proposed in the direction of further improving the 
quality of the dynamic reservation of the channel resource 
by the method of flexible reservation of the BR clipboard 
length. This will ensure the achievement of a higher quality 
of channel usage during peak loads. One of the ways to solve 
such a task can be the construction of a separate model of 
dynamic anchoring of the channel resource for each SCMCN 
service according to the current load with an orientation to 

the possible peak load, which results from the specifics of the 
use of this service. 

7. Conclusions 

1. A model of dynamic reservation of the channel re-
source of the aggregated data flow of the secure corporate 
multi-service communication network has been built. The 
proposed model makes it possible to set the quantitative 
values of the reserved channel resource for different service 
techniques depending on the number of component flows in 
the total aggregated data flow of the VPN tunnel. A feature 
of the model is the ability to evaluate the influence of the 
reserved channel resource on the quality criterion of data 
transmission channel service depending on the selected 
technique of servicing the aggregated data flow.

2. It is established that an increase in the density of the 
aggregated data stream requires an increase in the reserved 
channel resource. At the same time, its value is influenced 
by the way of servicing the aggregated data flow in the VPN 
tunnel of the secure corporate multi-service communication 
network. Application of the isolated service technique gives 
a gain in the allocated resource for the channel reserve from 
10 to 20 percent compared to the group service method for 
IR and video telephony.

It is shown that with an increase in the number of com-
ponent streams in the aggregated data stream, the neces-
sary delay in the processing of data packets is not provided 
within the established regulatory values. When aggregated 
data flows are served in a VPN tunnel of a secure corporate 
multi-service communication network, the type of data flow 
is important. In general, for the aggregated data flow of en-
crypted video telephony, a given level of the required delay 
in the processing of data packets is provided by exceeding 
the reserved resource of the peak value of the transmission 
rate.
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