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Abstract.

Social Engineering scams are common in Nepal. Coupled with inability of government to enforce
policies over technology giants and large swaths of population that are uneducated, social engineering
scams and frauds are a real issue. The purpose of the thesis is to find out the extent and impact of
social engineering attacks in “The Kathmandu valley” of Nepal. The Kathmandu valley consists of 3
cities including the capital city of Nepal.

To conduct the research, the newspaper “The Kathmandu Post” from the year 2019 to 2022 was
downloaded and searched for keywords “scam” and “fraud”. After which the results were manually
examined to separate news reports of social engineering attacks in Nepal and other countries. Also, a
survey was conducted by visiting parks in the Kathmandu valley. A total of 149 people were
interviewed to collect data by asking 21 questions regarding social engineering attack faced by the
interviewee. Further, literature review of the research papers published related to social engineering
and phishing was conducted.

The main finding of the thesis was that public awareness program are effective reducing the extent and
impact of social engineering attacks in Nepal. The survey suggests large percentage of population
have become victims of social engineering attack attempts. More than 70 percent have received
messages on WhatsApp regarding fake lottery wins.

Keywords: social engineering, phishing, scams and fraud survey, newspaper report analysis.
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1 Introduction

Technology has become ubiquitous throughout the society [1]. It has become nearly
impossible to live without using technology. Technology be it communication through a
simple phone call or availability of all human knowledge on internet has been a great
equalizer [2]. We can all reach each other and be more educated more on various topics.
However, with the ability to communicate anyone and information from lots of different
content creators, it has become possible for bad actors to scam and fraud large swaths of
population. As the cost of communication drops it becomes possible for criminals to spam
large number of people [3] and make money from small number of people who fall for their

scam.

The tools and techniques used to scam and fraud people fall under social engineering [4]. It is
well known that humans are a weak link in security [5]. Add to that the fact that education in
developing countries is not good and large percentage of people only attend school level
education [6], social engineering to scam and fraud the population becomes appealing to

criminals.

It is believed that phishing attacks which are a part of social engineering attacks are common
in developing countries. For e.g., during the research of newspaper reports about such
incidents in Nepal through “The Kathmandu Post” lottery scam report was reported two
separate occasions. Also, 84% of the survey participants reported receiving fake lottery win

messages.

It is believed that these types of attacks are very hard to mitigate. Couple that with low levels
of education, it becomes very hard to mitigate the attacks. The government is only left with
choice of holding back the technologies and making them unavailable. For e.g., Nepali debit
and credit cards are only usable in few countries like Nepal, Bhutan, India, and recurring
charges are not allowed. This hold back of technology impacts entrepreneurs as they cannot
develop products that require recurring payments cause the entire country to lag behind in

technology.
1.1 Research Objectives

The objective of the thesis is to understand the different types of social engineering attacks

prevalent in Nepal. This is done to generate awareness so that people are able to detect social



engineering attacks on them. Generating awareness is expected to make people less

susceptible to social engineering attacks.
1.2 Research Questions

The research questions are as follows:

1. What are the different types of social engineering attacks that are most common in

Nepal and how can they be mitigated?
2. What are the characteristics of victims or those exposed to scams?
3. What channels of fraud exposure exist?

4. Have people been informed or warned about fraud through awareness campaigns?
1.3 Overview of Research

The scope of research in this thesis is twofold. Firstly, Newspaper reports about various scams
reported in “The Kathmandu Post” from 2019 to 2022 have been researched due to easy
availability of the newspaper. However, not studying scam in other newspapers has created

limitations in the research done for the thesis.

Secondly, for the data collection from the survey, the data collection was limited to certain
places in the Kathmandu Valley. The number of surveys was limited to 149 people. These
constraints mean that only information about people living in Kathmandu Valley or who

visited Kathmandu Valley during the data collection was able to be collected.
1.4 Structure of the Thesis

The rest of the thesis is organized into 5 chapters. Chapter 2 — Literature review, reviews the
past and current literature related to this thesis. Chapter 3 — Methodology, describes the
methodology of survey and newspaper report research in detail. Chapter 4 — Findings,
describes the findings from both survey and newspaper reports research. Chapter 5 —
Discussion, describes the implications of findings, limitation of research and future research

that can be conducted. Chapter 6 — Conclusion, summarizes the thesis.
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Figure 1 Social Engineering Taxonomy Part 1 [4]

Figures 1 shows the taxonomy of social engineering attacks. As evident from the figure, there

are various types of social engineering attacks and various mediums of social engineering

attacks such as in-person interaction and computer-based interaction. Under computer-based



interaction there are many subcategories such as E-mail, Website, Malware, Social Network,

Technical subterfuge and Mobile.
2.1.1.1 Types of Social Engineering Attacks

There are 4 main types of SE attacks which are as follows:
Social

This type of SE attack uses the techniques of manipulation and persuasion [7]. Psychological
skills are used to gain sensitive and confidential information. This method depends highly on
the relationship between the attacker and victim [8]. In the second stage of the attack
relationship is established with the victim to become trustworthy. Therefore, this method is

based on that particular stage.

Technical

In this method of SE attack sophisticated technical tools are used to obtain sensitive
information [9]. Since most people use same passwords in many websites, attackers target
less secure social networking sites to gain access to their passwords and use it to gain access
to other sites [8] [10]. Tools used in this type of attack are email attachments, popup

windows, or websites [11].
Socio-Technical

For a social engineering attack to be success, a combination of different approaches is often
required. Therefore, some combination of social and technical method are used in SE attacks

[8] [10]. Some examples of this type of attacks are Baiting attack, and spear-phishing [7].
Physical

Physical actions of the attacker are required for successful social engineering attack [8]. The
most popular example of physical SE is dumpster diving. Extortion or theft are other

examples [12].
2.1.1.2 In Person Interaction

Certain principles are used in this approach such as: scarcity, distraction, authority, curiosity,
liking and similarity, deception, social proof, fear, commitment, lying, dishonesty,

reciprocation, trust, laziness, human need and greed, time pressure, friendship, diffusion of



responsibility, and natural inclination to help [13]. Following are the types of in person

interaction attacks:
Impersonation

In this type of attack, attacker present themselves as other people and then gain access to the
information they target which may be secured, confidential and private [4]. A go to method of
impersonation is pretending to be from helpdesk [14]. Attacker pretends to be from helpdesk

department to provide help and get access to the information they want [4].

Pretexting

Pretexting is a technique in which a fake situation is created in order to force the target to act
urgently to find a solution. This raises the possibility that the victim will perform certain
action or giveaway the information the attacker is after [4]. The situation is designed in such a
way that the victim contacts the designer of the attack. Reverse SE is an example of pretexting

[14].
Tailgating

The attacker depends on trust or deception in this type of attack. To access secured area the
attacker simply walks behind an authorized person. The authorized person will hold the door
open following common courtesy. Additionally, using deception the attacker may also

pretend to present an identity token [4].
Quid Pro Quo

In this type of attack, random number are dialled pretending to be from technical support.
This works because eventually, the attacker hits a person with a genuine problem and glad
that someone called. During the process of solving problem, the attacker gets the victim to

type commands that give them access or infect with malware [15].
Diversion Theft

In this type of attack, attackers misguide a target who delivers something genuine in another
place than the genuine place. The objective is to get the package delivered in an easy to access

place [16].



2.1.1.3 Technology-Based Interaction Via Media

In these types of attacks, deceiving events are carried out through various devices and the
internet. Devices such as: computer, mobile, tablet, etc which are connected to internet are

used. Emails, websites, malware, social networks, etc are used to carry out attacks.

Email

There are various techniques used to conduct SE attacks using email. Phishing is the method
of making the messages look genuine to the recipient [17]. It usually contains deceiving
information and a link leading to malicious content. Spear-phishing targets specific
individual. Whaling targets “whales” in the target organization for e.g., business owners and
CEO, CFO, etc. Clone-Phishing uses the legitimate email then replaces links and attachments

with fake version [4].

Website

Websites can be used as medium of attack by social engineers in various ways. Pharming is a
method in which victim gets redirected to a malware site which then gives access to all the
passwords entered into the fake website. Website Phishing is a technique in which a victim is
led to believe that they are accessing is a legitimate website. The purpose is to get credentials
of the victim. Pop-Up Windows show alerts that cause panic. The victims click on the link to
solve the issue which results in attack. Cross Site Scripting (XSS) the attacker is able to

appear as victim to a system and then get access to all the information and details [4].
Malware

There are many types of malware SE attacks. Spyware technique uses a special software
installed on the devices used by the victim which allows access to personal details, passwords,
etc [18] [19]. Baiting technique uses a malware infected physical media left near the victim in
the hopes that someone will pick it up and insert into a computer. This allows the attacker to
access confidential information. Ransomware is a common SE attack in which the victim gets
locked out of their device after visiting infected websites or responding to phishing email. In
Botnets devices used by the victim are connected to a compromised network of the attacker.
This gives backdoor access to the device. Other types of malware-based attacks are rootkits,

worms, trojans, keyloggers and screen loggers, etc [4].



Social Network

In social networks there are various types of social engineering attacks. Attackers send
malicious links by impersonating someone of authority or other fake profile. The attackers try
to get victims to click on the links and redirect to infected site. Fake groups can be created on
social networking sites like Facebook without verification. Hence, attackers might attract
victims using fake groups [20] [21]. Digital Impersonation attack is when attacker pretends to
be some trusted authority. Attackers often fake their identities by spoofing other users’
identity. Fake profiles attack is when attackers create fake identities in social media to gain

trust with individual’s friend and deceive them later [4].
2.1.1.4 Technical Subterfuge

There are various SE attacks that fall under Technical Subterfuge. They are discussed in

2.2.1.2.
2.1.1.5 Mobile

Apps that are malware infected are easily found on the web. Installing them on smartphones
can lead to backdoor access for attackers [22] . This category consists of various attacks
which are as follow: In Similarity attacks, apps infected by malware which have fake icons as
well as interfaces of login are advertised. Thus, fake apps that look similar to genuine apps
might be installed leading to infection from malicious files [23] . In Forwarding Attacks, the
attacker uses few smartphone apps to send on important information to different social
networking platforms [22] [24]. In Background Attacks, background running apps infected
with malware are run which record details of other apps [22]. In Notification Attacks, false
notification windows are built which look like genuine notification windows. Thus,
information is derived through filling in pop-up notification windows [22]. Floating Attacks
often occur in android through background apps. The floating app is not visible, and the
perpetrator is provided with information through it [22]. In Voice over Internet Protocol
(VoIP) Phishing, attackers hack user devices and steal personal information [25]. In Vishing,
attacker use audio conversation to manipulate the victim and get information that is

confidential to the victim. Tools that allow faking caller ID and voice modulation are used [4].



2.1.2 What makes social engineering work?

There are many psychological factors and techniques that make social engineering work. The

basics of psychological background knowledge are following two concepts.

Firstly, Big Five Personality Traits (BFPT) which are: Openness, Conscientiousness,
Extraversion, Agreeableness, and Neuroticism [26]. BFPT personality traits remain the same
throughout the whole life, they can forecast success in career, divorce probability, life

expectancy, etc [27].

Secondly, Cialdini’s Principles of Persuasion are strategies that can be implemented to so that
targets behave in a way that is desired. They are derived from the field of sales and marketing
[26]. The seven main principles of which are as follows; (I) LIKING means that person is
easily influenced by someone who the person likes or people who have similar beliefs; (II)
RECIPROCIATION is a feeling that compels people to giveback the favours; (III) SOCIAL
PROOF means copying other people’s behaviours; (IV) CONSISTENCY which means
similar behaviour or keeping a promise; (V) AUTHORITY, which means following the
opinion of experts or following the orders of superiors or other people with authority; (VI)
SCARCITY which means valuing the things that are in shortage more than others; [28] When
persuasion goes unnoticed, it inspires the use of heuristic reasoning. However, when the target

becomes aware of it, response regarding the message becomes unfavourable [26] .

Cognitive Psychological Factors that make social engineering work are Cognitive Miser,

Expertise, Overconfidence, and Absentmindedness.

1. Cognitive Miser is the process of decision-making using shortcuts [29]. People in
general are cognitive misers and make decisions by using heuristic-based processing
[30]. McAlaney and Hills suggest that people will use this process of decision making
depending on less time availability, perception of importance, and difficulty of

situation [31].

2. Expertise means the knowledge a person has in a specific field. Qualitatively
speaking, a person does become less susceptible to social engineering attack because
of expertise [32];[33]. Quantitatively speaking individual does not become more able
to cope with social engineering attacks (i.e., decrease in ability to tell if a genuine
action or conversation is flagged as social engineering attack or classify an attack as

not an attack)[34]



3.

Over Confidence means the quality of individual in having too much confidence in
themselves [35], especially the individual’s ability to identify phishing [36] which can

be improved through education and training [37].

Absentmindedness means the amount to which a person’s attention is diverted from a
singular task. Absentminded people tend to click more on phishing links as they lack

attention on their task [38] [39].

Emotional Psychological factors are Greed, Fear, Sympathy, Empathy, and Loneliness.

1.

Greed as a psychological factor is well recognized by many scholars [26]. It describes
a person’s strong and selfish desire for things like money, power, or edibles. It is used
in phishing attacks to persuade a victim [40] and is frequently paired with what the
victim needs (i.e., armed with the knowledge of what the victim needs, it is presented
as bait) [41]. The greedier a person more possibility of the person falling victim to

social engineering attacks [26].

Fear describes a person’s belief that something which causes pain, is a danger or a
threat to oneself may be present. Fear strongly makes people want to avoid the thing in
terms of action and thoughts. [42]. Algarni et al. [43] found that social engineering
attacks have higher probability of success against people who are fearful.

[40]recognize fear as one of the persuasion techniques in phishing.

Sympathy is an emotional state in which a person understands another’s state of mind
or emotion without really feeling it [26]. It is a quality present in all individuals which
might make them vulnerable to social engineering attacks [44]. This is the reason why

attackers often manage to get people’s sympathy [26] .

Empathy is a state in which a person relates state of mind and state of emotion of
somebody else based on their own experience [26]. Scammers exploit empathy as a
natural behaviour [45]or a persuasion technique [40] to get what they want from

victims [46] [45].

Loneliness is perceived as lack of actual companionship of friends, connectedness in
social life, or intimacy compared to what is desired [47]. It is exploited by attackers as

perceived loneliness makes them vulnerable [46] [48].
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The are 8 Social psychological factors. Out of the 8 social psychological factors, 6 are the
same as Cialdini’s principles of persuasion which have been discussed in 2.1.2. The

remaining 2 are: Disobedience and Respect.

1. Disobedience is the tendency of an individual to refuse to follow hierarchy of power
or rules established by people with authority. Having this quality can make a person
open to social engineering attacks [39]. Having employees with this quality can also

make the company more vulnerable to SE attacks. [49].

2. Respect shows and individual’s esteem for another [43]. For example, a person may
choose to ignore signs of dubious request from their friend out of respect for their

friendship. This PF can go together with Authority [45] [32].

There are 18 Psychological factors that impact Personality and Individual Difference which

are discussed below.

1. Disorganization: This PF describes a person’s inclination to act with no pre-planning
or to complicate their environment. This condition may make it difficult to notice

peculiarity or signs of SE attacks [39].

2. Freewheeling: This PF describes tendency of a person to not follow established rules

or conventions. This PF makes one more susceptible to SE attacks [39].

3. Individual Indifference: This PF describes an individual’s disinterest in doing task
assigned to them or a necessary task not assigned to them. A culture which promotes
risky behaviour can result from long-term indifference toward security. This can be

exploited by SE attacks [50].

4. Negligence: This PF describes a person’s failure to conduct a particular task carefully.
It is one of the important reasons for security breaches. Reports show that 27% of data
breaches are caused by negligent employees with remote access to organisation’s

network [26].

5. Trust: This PF describes a person’s inclination to believe in others. Trusting people

are more open to SE attacks [51].

6. Self-Control: This PF describes a person’s ability to make good decision even when

faced with strong emotions and desires. People with less self-control tend to become
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11.

12.

13.

14.

11

victim of online scams [35]. People with low self-control become risk takers and

careless concerning cybersecurity principles [50] [52] [53].

Vulnerability: This PF describes the special needs required because of age of a
person, disability that a person suffers from, etc. In case of organization, it was found
that employees with only 1 year or under of service are almost twice as vulnerable to

spear phishing as employees with eight years of service [54].

Impatience: This PF describes frustration one experiences while waiting for some
something to happen or time required to complete a task. Impatient individual may fall

prey to SE attacks as they do not look at things in detail or clues of SE attacks. [53]

Impulsivity: This PF describes the inclination to act without putting much thought
into the action. It was found that people who are after sensation are more likely to fall

for scams [26].

Submissiveness: This PF describe an individual’s readiness to follow authority or
commands from others. People who are highly submissive are more susceptible to

phishing email [55].

Curiosity: This PF describes an individual’s desire to gain knowledge about
something. Scammers operating online exploit an individual’s curiosity to increase the
likelihood of errors in judgement and decision making [35]. They may also use it as

bait [26].

Laziness: This PF describes an individual’s inability to complete a task voluntarily.
Laziness makes individuals hesitant to do their work or perform tasks that reduce risk

thus making them more vulnerable to SE attacks [56] .

Vigilance: This PF describes the extent to which an individual is observant of possible
risks and anomalies. Vigilance decreases the likelihood of becoming victim to social

engineering attacks [26].

Openness: This PF relates to imagination and insight of an individual. Higher

openness corelates to higher susceptibility to phishing attacks[57].
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15. Conscientiousness: This PF relates to careful thought, control of impulse and goal-
oriented behaviours. It was found that people who are highly conscientious are less

susceptible to spear phishing attacks [26].

16. Extraversion: This PF relates to the level to which an individual is sociable, talkative,
etc. It was found that extraversion increases the chances of falling for phishing emails

[55].

17. Agreeableness: This PF relates to attributes like trust, altruism, kindness, etc and
other prosocial behaviours [58]. It was found that higher level of agreeableness

corelates with higher susceptibility to phishing attacks [59].

18. Neuroticism: This PF relates to individual’s tendency to be moody and have an
instability of emotion. Individuals with higher neuroticism might fall more often to

phishing attacks [59].

There are many Psychological Techniques that make social engineering work. Only the
techniques relevant to this thesis are discussed here: Urgency, Incentive and Motivator,

Persuasion, Trusted Relationship, Affection trust [26].
Urgency

A circumstance which requires instant action or lack of time impacts cybersecurity by
creating sense of urgency[50]. This leads to decreased ability to detect deceptive elements in
information delivered [60]. Scareware attacks urging installation of software to avoid threats
or missing plugin that prevents viewing of desired content are implementation of this tactic

[26] .
Incentive and Motivator

This technique makes the victim want to perform desired behaviour or comply with a request.
Incentive gives external reward and motivator gives internal reward to the individual.
Psychological factors used in this technique are sympathy, empathy, loneliness and

disobedience [26].
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Persuasion

This technique compels the victim to take particular action by exploiting many PFs. The
success of this technique depends on other things like age[61] and request type[22]. Email

based attacks for e.g., phishing use persuasion [26].
Trusted Relationship

In this technique, a relationship that the perpetrator already has with a potential victim is
exploited by taking advantage of various PFs [62]. An example of use of this type of attack is
Business Email Compromise in which a trusted relationship between senior and subordinate

staff is exploited [26].
Affection Trust

In this technique, a relationship that is affectionate is established with victim. Affection makes
the victim a greater risk taker but does not decrease perception of risk or cause rise in trust

[63].
2.2 Phishing

2.2.1 Phishing Techniques and Tactics

Phishing E-mail

Spoofed Website
Deceptive Attack
Phone Phishing Vishing/SMishing

Social Media Soshing & ootk

Key Loggers and Screen Loggers

v o Malware-based Phishing
Phishing Attack Web Trojans

DNS-Based Phishing System Reconfiguration Attack

Technical Subterfuge Content-Injection Hosts File Poisoning

Data Theft
Man-in-the-Middle
Search Engine Phishing

URL Attacks

Figure 2 Phishing Techniques and Attacks [64]
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As shown in the figure 2 there are many types and techniques of Phishing Attacks. Let us

discuss them in detail below.
2.2.1.1 Deceptive Attack

Deceptive phishing is the phishing attack which occurs most often. Social engineering tricks
or technical methods are used to lure and convince victims [65]. The victims fall prey by

believing in the techniques used.
Phishing e-Mail

Deceiving people through email is the most popular phishing type. An attacker creates a
spoofed email and sends it to thousands of victims randomly. The recipient believes the
spoofed email to be genuine which leads to the victim giving sensitive information. Spear

phishing occurs when a group of people within the same organization are targeted [66].
Spoofed Website

Also known as a phishing website, in this type of attack, a website that looks genuine is
created by the attacker. If the target interacts with the spoofed website and enters information,

the attacker gains sensitive information [67].
Phone Phishing (Vishing and Smishing)

Phone calls or text messages are used by attackers pretending to be someone familiar to a
victim or a source trusted by the victim. Targets get a convincing message pretending to be
from banks asking for passwords or PINs. An attacker may also redirect the user to click on a

hyperlink sent with a text message. The phisher can gather sensitive information [64].
Social Media Attack (Soshing, Social Media Phishing)

It is the new medium of attack making possible various types of attacks such as account
hijacking, impersonation attacks, etc. But detecting and mitigating such attacks is time-
consuming because social media is not inside the network that is controlled by organisation

[64].
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2.2.1.2 Technical Subterfuge

It is the method of getting individuals to disclose delicate information through technical
subterfuge by compromising the victim’s system through malicious code downloaded in it.

There are many types of technical subterfuge which are as follows [64]:
Malware-Based Phishing

Like the name, this type of attack is performed through malicious software run on the user’s
system. Malware gets injected in the target’s computer through SE tricks or by exploitation of

system vulnerabilities [65].
Key Loggers and Screen Loggers

Either email attachments that seem genuine but are actually harmful or direct download of
malware into target’s system is completed. Keystrokes are monitored and recorded which are

then forwarded to the attacker.
Viruses and Worms

Viruses transfer between computers through the documents by attaching themselves to the
documents while infected host file are the medium of transfer for worms. Both can damage

data and software or even cause Denial-of-Service conditions [64].

Spyware

Spyware 1s malicious software that tracks users through websites and steal delicate
information while performing a phishing attack. Email is used to deliver spyware, once
installed it takes control of the device and changes settings or gathers delicate information

such as passwords, credit card numbers, etc [65]
Adware

Adware shows endless pop-up windows harming the performance of the device. It is mostly
safe but may be annoying. Some adware can track the user through websites or even record

keystrokes [68].
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Ransomware

A malware which encrypts the data in a user’s device due to running an executable program is
call Ransomware. The malicious attacker then holds the decryption keys for ransom until the

user pays [68].
Rootkits

A malicious software that allows access to a computer or network of computers is called
rootkit. It is used so that intruders can hide the actions they have taken from system

administrators. This is achieved by changing code or modifying functionality [69].
Session Hijackers

In session hijacking, the user’s activities are monitored by the attacker through attaching
malicious software in the browser or by sniffing the network. The attacker’s goal is to hijack
the session which allows him to perform act as the genuine user e.g., the attacker is able to

transfer money without permission [65].
Web Trojans

Web Trojans collects users’ login details by propping up a hidden interface over the genuine
login screen. The credentials entered by the users are captured and transmitted directly to the

attacker [70].
Hosts File Poisoning

Here, the attacker modifies the hosts file which contains the DNS cache. The result is that the
user is taken to a completely different website. This is possible by sending a different IP
address when the victim enters a domain name into the browser. It is difficult to detect this

type of attack [64].
System Reconfiguration Attack

In this type of attack, the phisher changes the computer settings to compromise the
information on the computer through malicious activities. System reconfiguration can be
changed through operating system reconfiguration or modification of the DNS server address

[65].
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Data Theft

Data theft is stealing or accessing delicate information from businesses or individuals without
authorization. It can be performed using email. The email contains malicious code which after
being downloaded into the target’s computer steals delicate information within the computer
[65]. Sensitive information that are stolen are as follows: login credentials, government

identification numbers, credit card information, etc.
Domain Name System based Phishing (Pharming)

In this type of attack, DNS Server is compromised so the user is sent to malicious website no
matter how the user accesses the website. Even hyperlink click will result in redirection to the
attacker’s website. Pharming is different from Host file Poisoning where host file in the

victim’s computer is modified [65][71].
Content Injection Phishing

This type of attack fake content is injected into genuine websites. The injected content may
redirect users to fake websites, which might lead the victim to disclose their sensitive

information or download malware [65] [72].
Man-In-The-Middle Phishing

In this type of attack, the phisher inserts communication between two parties and tries to gain
access to messages from both communicators by intercepting the victim’s communication.
Techniques used for this type of attack are Address Resolution Protocol (ARP) poisoning,
DNS spoofing, etc [65]. The culprit may also position himself between a user and an

application [73] [74].
Search Engine Phishing

Also known as black hat SEO, malicious websites with enticing offers are created as well as
using Search Engine Optimization (SEO). These websites legitimately rank on Search
Engines and appear to people searching for products or services [65]. Some of the black hat
SEO techniques are keyword stuffing i.e., mentioning the words that they want to rank for
many times, Link farm under which a large number of websites link to the website that they
want to rank and cloaking under which different content is served to search engine and visitor

[75].
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URL and HTML Obfuscation Attacks

This is the most popular technique used by phishers today. The real link is obfuscated, and the
user is redirected to the phisher’s malicious server. Bad Domain Names and Host Name

Obfuscation are often used by attackers [64].
2.2.2 What makes phishing work?

There are many factors that make people fall for phishing attacks. Most of them are similar to
what makes social engineering works. The factors such as: Reciprocity, Scarcity, Authority,
Liking and Social Proof are the same as Cialdini's principles discussed in 2.1.2 “What makes
social engineering work”. Emotional factors that make social engineering work are Fear and
Empathy. They have been discussed under Emotion Psychological Factors. Besides these two

more factors make phishing work which are: Curiosity and Contrast [76].

Curiosity: In this method, hackers convince victims by talking about trending topics or facts

that are interesting to targets which they might find in social media [76].

Contrast: In this method, two opposite options are given in a manipulative email which
forces the victim to pick on option or the other. However, the choice is just a fagade because

all options are maliciously contaminated [76].

2.2.3 Protection against phishing

There are many protections against phishing attacks. These are discussed below.
2.2.3.1 User Education Approaches

The weakest factor in Internet Security is ‘human’[77]. What’s more, cybercriminals continue
to formulate new attacking techniques depending on human infirmity. To counter this,
governments and various organization are providing cybersecurity awareness programs and

their prevention [64].[78]
Phishing avoidance by a security warning

The browser plug-in is used to detect phishing by most phishing detection tools. These
plugins can instantly recognize phishing instances and warn the user about them. If the
warning is ignored, it may lead to adverse outcomes. According to Yang et al., security

indicator training makes warning messages more effective [64].
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2.2.3.2 Machine learning-based approaches

For Machine learning techniques, learning algorithms are trained based on data representing
phishing and non-phishing features. Website parts such as Uniform Resource Locator, HTML
content, etc are used to extract features. Machine learning algorithm performs depending on
(1) a large number of features, (ii) approach of feature selection, (iii) selected features
inconsistency with different selection algorithms [64]. Machine learning techniques can detect

attacks more accurately with artificial neural networks [79].
2.2.3.3 Search Engine based techniques

Popular search engines like Google return the brand’s domain when searching for a brand
name. However, most search engines recognize phishing websites and do not index them.
Also, the false alarm rate in this method is very high due to new websites as well as unpopular

websites [64].[72]
2.2.3.4 List Based on anti-phishing solutions.

A list of genuine websites is called whitelist and a list of malicious websites is called
Blacklist. Websites frequently visited by people are listed in the whitelist. Maintaining a

blacklist takes resources such as a system to report the malicious URL [64] [78].
2.2.3.5 Mobile phishing detection approaches

Detecting mobile malicious web page detection is challenging because of the small screen

size of smartphones as a user cannot see the full URL [64][78].
2.3 Scams and Frauds

Many types of SE scams exist. Following are the various types of social engineering scams
with covid related scams removed from the listing such as: Gift Card Scam, Romance Scam,
IRS Scam, Check Scam, Mortgage Scam, Recruitment Scam, Technical Support Scam, Law

Firm Scam, Cat Scam and Landlord Rental Scam [80]
2.3.1 Gift Card Scam

In this type so scam, the victim is promised financial help in return for buying gift cards for
the scammer from Walmart, target, CVS, etc. However, once the scammer gets gift cards,

they sever their contact with the victim. The scammer may then use the gift card to buy things
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for themselves or use a mule to do so. Tracking scammers is very difficult in this case as

cooperation from multiple parties is required. [80]
2.3.2 Romance Scam

Online Romance scams one of the most prevalent and profitable crimes made possible by
internet. Criminals create fake profiles in dating or social networking sites and make the
targets fall for them and then ask for money. The double loss of relationship and money is

sometimes hard on victims [81].
2.3.3 IRS Scam

IRS Scam are based on technique known as phishing. Pretending to be a legitimate source in emails
and phone calls then collecting this information into a database which is then used to scam individuals

to give large amounts of money. [82]
2.3.4 Check Scam

In this type of scam, the scammer exploits a loophole the banking system i.e., it takes a few
days to process checks. The criminals send a fake overpaid check and ask for the overpaid
money to be returned in genuine check. They then cash the genuine check. The victim loses

money as well as is exposed to judicial proceedings. [83]
2.3.5 Mortgage Scam

In this type of scam, the scammers sell federally insured homes which are often in need of
huge repairs. Unable to pay for repairs the victim family would lose everything they invested

in the home. [84]
2.3.6 Recruitment Scam

In this type of scam, scammer get access to sensitive information which they later use to
blackmail the person or applicant. The applicants often resign from their current position

leading to loss of job and becoming a victim of blackmail. [85]
2.3.7 Technical Support Scam

In this type of scam, a popup shows up asking to contact the given phone number

immediately in order to solve the errors. If the person calls the number, the scammer will ask
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to fix their computer performance issues or computer virus issue. If the user is unable to
identify the scam, the follow the instructions it may lead to malware infection by scammer.
The scammer then asks for money, or they ask for money for fixing the issues. If the money is

transferred, the scammer disappears immediately. [86]
2.3.8 Law Firm Scam

In this type of scam, the scammer impersonates attorneys and collect money on behalf of
attorneys. For e.g., scammers send emails to a large number of people in a county raising
money for a good cause. If normal people think a respected attorney is raising the money,

they may donate money. [80]
2.3.9 Pet Scam

In this type of scam, the scammers get a pet adoption website up and running. They use
various techniques and tactics to get a victim emotionally invested with the fictious pet. The
unaware victim might order the pet online and pay for the pet and shipping. Once the
scammers get the money, they switch to other tactics to get more money from emotionally

and financially invested victim. [87]
2.3.10 Landlord Scam/ Rental Scam

There are 2 types of scams in this category. The scammers post fake house renting post in
social media or paper ads; getting victims to pay in advance for rental confirmation. Once the

money is transferred, the scammer won’t respond.[80]

The other type of scam in this category is one in which the scammer pretends to be a renter.
They give the check of more than the due amount and ask for the higher amount to be

returned. If the landlord falls for it, they scammer withdraws from the landlord’s contact. [80]

Other types of scams are Ewhoring Scam, Craigslist Scam [80].
2.4 Information Technology in Context of Nepal

Nepal is one of the least developed countries as classified by United Nations. However, it
enjoys access to products from India and China. Concerning the situation of Information
Technology in Nepal; Nepal had first computers in 1971 which were used for conducting the

census. Even so personal computers first appeared in the marketplace in 1985. Every year
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about 5,500 Nepalese graduates enter the IT sector. There are about 500 IT companies in

Nepal among which few companies have more than 300 employees [88].
In terms of number of websites and registered domains, Table 1 shows the information.

.No. Domain Category Total Domain

Com.np 10820

Org.np 2505

Edu.np 1312
“ Net.np 480
_ Gov.np 376
_ Mil.np 1

Table 1Registered Domain in Nepal [89]

Nepal has a sizeable population for a country of its size at about 30 million. Furthermore, the
population is young of which half of the population are under 30. So, it can be assumed that
the population is more tech savvy compared to similar countries with older population. There
are many ecommerce websites in Nepal which has benefited from presence of digital payment
mechanisms. Social media sites like Facebook and Instagram are also very popular in Nepal.

The most popular e-commerce site is daraz.com.np which was launched in 2014. [90]

In terms of connectivity, as of January 2022 Nepal has 11.51 million internet users. 38.4
percent of the population is connected to the internet. Connectivity and delivery of products is
difficult in Nepal due to 80% of people living in rural areas [90]. Various broadband
technologies are used to connect people to internet in Nepal. 4G Services has been introduced

in 72 out of 77 districts headquarters in Nepal [88].

The GDP per capita of Nepal is USD 1208.2 as of 2021 [91]. This means personal computers
are out of reach of most people in rural areas. However, according to Nepal census data 2022,

the smart phone penetration in Nepal is 73% [92].
In terms of datacentres, Nepal has about a dozen data centre [93].
2.5 Similar Studies and Comparison

In their research [94], they conducted a study of impact of scam education in the form of tips
in a market where phone scams were highly prevalent. Their study found that there was no

significant impact of tips on Scam Identification Ability. On further analysis, they found that
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non-scam communication from organization banks contained markers of scam
communication. If such communication could be distinguished from scam messages, people’s
ability to detect scams would be clearly improved. Furthermore, they show that tips lead to

increased confidence but not overly confident in detecting scam. [94]

The survey conducted for the thesis has revealed that awareness raising program do make a
difference in people falling for social engineering scams. These awareness raising messages

are distinct from regular communication from banks which is critical for their success.

In their research [95], found that risk factors such as characteristics of society and economy,
delicate state of finances, lack of social company, and competence in financial matters vary
by the category scam and being aware of exact scam is helpful in protection against the scam.
They also conclude, that having a widespread consumer awareness campaign from various
organizations such as government, non-profit, and private sector stakeholders would benefit

the consumers. [95]

The survey also revealed that the single most important factor in preventing people from
becoming victims was education and second factor was exposure to messages from awareness

raising programs.

In their research [96], any program that is aimed at keeping people from becoming victims
needs to consider: social conditions, demographic data, qualities of the people, and activities
that happen routinely and that considering just routine activity or personality does not work.
Websites like e-commerce sites, dating sites, etc need to give advice upfront in an easily

accessible way and the information should be useful and correct advice. [96]

The findings of [96], are like those found during this thesis, in that many victims were found
to have suffered from e-commerce websites. Hence, identifying trustworthy e-commerce
websites is key to protect from e-commerce fraud. Other services such as dating sites are not

popular in Nepal.

In their research [97], suggest that in Ghana, even with work on managing cyber fraud, it will
remain a necessary evil and a threat as long as online shopping exists. It cannot be eradicated.

Online systems in Ghana lack trust because of issues in online information security. [97]

In case of Nepal, it was found that ecommerce fraud is much less pronounced in trusted e-

commerce websites such as: daraz.com.np, and sastodeal.com. This is due to the requirement
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for vendors to be registered as shops or vendors in the government registration service. This is

different from problems faced and accepted as necessary evil in Ghana.

In their research [98], fraud of elders in USA is widespread. These frauds are conducted
through voice calls, E-mail, Short Message Service, pop-ups, and letters. Probability of being
defrauded decreases with simple prevention and mitigation strategies such as use of strong
passwords, MFA, anti-virus software, pop-up blockers, no-caller ID applications, Federal

Trade Commission blacklists. [98]

In case of Nepal, it was found that frauds were present in the form of WhatsApp messages
and calls. However, few people fell for the bait. The high financial loss occurred in fraud that

happened in person. While ecommerce fraud was second leading factor.

In their research [99] found that people who are less agreeable and more extravert have higher
chance of becoming victims of identity theft. People who are neurotic and work in the field
outside of their studies may face more harassment. Men who are working fulltime outside
their field of study have higher probability of becoming victims of scam. Men working in

their field of study have higher probability of becoming victim of phishing [99].

The personality type and their impact were not studied during the thesis. Hence, comparisons

cannot be drawn between the research conducted and [99].

In their research [100], found that in Malaysia online review of products are the most
important consideration for people buying products and that Malaysians should not believe
the online review of products so much or only believe reviews provided by authentic users.

[100]

During the research, 30% of the people were found to check customers reviews and ratings
before buying from an e-commerce website. This means that ratings and reviews are not a

very important factor during purchase for participants.

In their research [101], where a total of 1710 people participated, 223 were victims but only
20 reported to the police. The financial impact was the most important factor for reporting to

the police. [101]

People who suffered a high financial loss went to police or other official authority for help.

This is like what was found during the thesis and is what is expected.
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3 Methodology (Newspaper Reports & Survey)

In this section, the methods used to conduct the research, and analysis of data to arrive at
conclusions are described. There are two research methods employed: a face-to-face survey of
149 people and newspaper research of the daily newspaper “The Kathmandu Post” spanning 4

years and totalling 1460 newspapers.
3.1 Instrument Development

Nepal is a multicultural nation with most people speaking several languages. Students are
taught in English in private schools starting in childhood. Also, the Nepali language has failed
to keep up with modern technology and science leading to the language being ineffective in

discussions surrounding rapidly changing information technology.

Coupled with the technical nature of social engineering, it is very difficult to collect data
through other forms of data collection such as interviews and focus groups. Furthermore,
when using survey in Nepali language, people might misinterpret the questions and lie as they

might not want to show their ignorance.

Taking above factors into consideration as well as considering the report for EU Survey On
“Scams and Fraud Experienced by Consumers” [102] on which the research of this thesis is
based, the author decided to create a questionnaire so that the difficult task of building the
questionnaire was simplified by basing the questions on the EU survey to some degree. The
questionnaire is attached in the appendix chapter named “Survey Questionnaire”.
Furthermore, conducting survey allowed the author to explain each question to the participant
where not understood. This ensured that questions in the survey were properly understood by

the participant.
The objectives of the survey are as follows [102]:

e Understand the frequent and common type of fraud/scam.
e Understand the most frequent channels used by fraudsters.
e Identify financial as well as non-financial impact of the frauds/scam.

e To measure if consumers are aware of awareness raising programs about scams and
frauds and protect themselves.

e To measure the extent to which scams and frauds effect online behaviour.
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3.2 Survey Participants

To get variety of participants and decrease bias in the collected data, the survey was
conducted in public places where a good mix of people from different age groups, ethnicities,
and professions could participate. The survey was done in Jawalakhel Park, Basantapur, and

Patan Durbar Square and a total of 149 respondents were surveyed.
The limited number of respondents and locations might skew the data from the study.

Therefore, the survey method was chosen to collect the data. The survey was inspired by
Survey on “Scams and Fraud Experienced by Consumers” of the European Union [102]. This

is so that the hard part of designing a good survey does not fall on the shoulders of the author.
3.3 Newspaper Research

For research of newspaper reports of scams and frauds, “The Kathmandu Post” was chosen.
The Kathmandu Post is the largest-selling English daily newspaper in Nepal making it a

reliable source of scam and fraud reports.

Also, the daily newspaper is available in text searchable PDF format going back 5 years.
However, only 4 years’ worth of newspapers were studied. This availability made it possible

to quickly search the archive of about 1460 newspapers for reports of scams and frauds.

First, all the newspapers were downloaded into a local hard drive. Then,” Foxit PDF Reader”
software was used to search the archive for keywords “scam” and “fraud”. The resulting
search results were then manually studied one by one to qualify for social engineering or
information technology-related reports of scams and fraud. All corruption-related reports were

ignored as they as not closely related to the subject of research but to politics.

The search resulted in national and international scam and fraud reports, corruption reports,
bribery reports, etc. Clearly, not all the reports in the newspaper were social engineering

related.

The date and page number of the qualifying newspaper reports were recorded. Then, the
reports were used to draw a summary of national and international scam reports in the

newspaper.
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4 Scams & Frauds Reported in “The Kathmandu Post” and Survey

Research

This section describes the scams and frauds reported in “The Kathmandu Post” newspaper
from 2019 to 2022. It also summarizes and draws parallels between the survey and the

reports.
4.1 Findings from Scam & Fraud Reports in “The Kathmandu Post”

This section describes the scam and fraud reports related to social engineering in “The
Kathmandu Post” from 2019 to 2022. Each subsection is divided by year and then is
described by month.

411 2019

In March 2019, there was 1 scam report. On 9 March 2019, there was a report from the
Australian watchdog suspending two cryptocurrency exchanges. A study revealed that the

value of stolen cryptocurrency surged over 400 percent to about $1.7 billion in 2018.

In April 2019, there was 1 scam report. On 24 April 2019, there was a report of Indian and
Chinese nationals conning Nepalis through a lottery scam with a Nigerian national. The group
had frauded Rs 4,039,419 in total. They used Facebook, Viber, WhatsApp, and IMO to

contact victims.

In July 2019, there was 1 scam report. On 24 July 2019, there was a report of fake
opportunities to buy Libra, Facebook’s currency. The fraudsters used the official Facebook

logo and photos of Facebook CEO Mark Zuckerberg.

In December 2019, there was 1 scam report. On 12 December 2019, there was a report of the

arrest of three men who defrauded Rs 150 million through lottery scams.
4.1.2 2020

In January 2020, there were 1 scam reports. On 11 January 2020, there was a report of police
arresting five persons including two foreigners over an online parcel scam. The victims were
told to deposit money in bank accounts which were supposedly for parcel clearance at the

airport.
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In February 2020, there was 1 scam report. The report was about malicious files disguised as
popular award-winning movies. The report says Kaspersky Company found over 20 phishing

websites and 925 disguised files.

In March 2020, there was 1 scam report. On 18 March 2020, there was a report of scammers
pretending to be from a bank who were authorized to collect Covid contaminated bank notes

and gave fake receipts. The victims were told that receipts were tradable for clean banknotes.

During April 2020, there was 1 scam report. On 28 April 2020, there was a report of an
increase in the number of cybercrimes which grew from 4 per day to 6 per day. The report
mentions an ISP in Nepal suffering from a data breach that leaked over 170,000 customer

data.

In June 2020, there was 1 scam report. On 26 June 2020, there was a report of people running
a lottery scam. The arrestees had swindled over Rs 10 million from the victims. According to
the database of Nepal police headquarters, fraud cases are steadily increasing with 627 cases

in 2018/19.
4.1.3 2021

In February 2021, there was 1 scam report. On 4 February, there was a report of foreign
nationals collecting money promising jobs in foreign countries. One of the companies was
demanding INR 8,000 for filling out the application and Rs100,000 when the offer letter
would arrive. It is suspected that the foreign employment sector has become a playground for

foreign scammers.

In July 2021, there was 1 scam report. On 21 July 2021, there was a report of 577 fraud cases
filed in the country regarding foreign employment. One solution suggested was verifying the

job demand letter with the concerned embassy.
4.1.4 2022

In January 2022, there was 1 scam report. On 10 January 2022, there was a report of a
manuscript theft scam. The perpetrator would pretend to be a legitimate person trying to get
hold of manuscripts. The perpetrator was accused of registering more than 160 fraudulent

domains. However, the financial benefit of the perpetrator was not clear.



29

In March 2022, there were 2 scam reports. On 08 March 2022, there was a report of informal
money transfer scams hitting such heights that many embassies stopped labelling them as
informal money transfer scams. On 15 March 2022, there were reports of consumers being
defrauded in price, quantity, and quality of goods. The government does seem to be able to do

much about it.

In July 2022, there was 1 scam report. The report was about a call centre running scams to

dupe people. It was run by a Chinese national, 2 Indians, and 33 Nepalis.

In October 2022, there was 1 scam report. The report was about Indian tech workers lured
into various countries by promising them high salaries but then forced to commit a

cybercrime once they reach there. A total of 130 people were rescued.

In November 2022, there was 1 scam report. On 3 November 2022, there was a report of
cyber criminals holding Asian tech workers captive in scam factories. The report says it took
15 days of building a relationship with the target to get them to invest in a bogus

cryptocurrency.
4.1.5 Summary Findings of Newspapers Analysis

The following figure 3 are a mind map of the scams reported in “The Kathmandu Post”
newspaper from year 2019 to 2022. The scams are divided by the location of their occurrence
for e.g., Nepal means that scams occurred in Nepal and “international” means scam occurred

outside Nepal.

In the survey, lottery scam was found to be the most pervasive type of scam with 84%
participants reporting that they got messages saying they were winners of lottery but only few
fell for it. Similarly, in the newspaper reports, lottery scam is reported in 2019 and 2020. This

shows that lottery scam is indeed a pervasive type of social engineering scam in Nepal.

During the survey, I met a participant who was lured into what seems to be a good job in
India but then it turned out to be a criminal operation where the victims were forced to work
under unfavourable conditions. Similarly, this type of crime is reported in Nepal in 2021
Foreign Employment scam as well as in 2022 international cases were reported: Tech worker

scam in India and Asia.
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Figure 3 Scams & Frauds (Social Engineering Attacks) Reported in "The Kathmandu Post" 2019 to 2022
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4.2 Findings of Survey
4.2.1 Gender

Figure 4 shows that out of the survey participants, about 83.11 percent were male and 16.89

percent were female.

Gender

= Male = Female

Figure 4 Gender

Upon detailed observation, it is evident that men suffer in multiple ways while women suffer
in linear ways. 15% of men suffered both emotionally and financially while 28% of women

suffered emotionally only. This is in contrary to popular belief that men are not emotional.

Men were twice as likely to fall for a chance to invest or receive a good, a service or rebate

than women.

The data shows that 52.9% of women receive lottery win notification, 23.5% suffered from
lottery win notification as well as they fell for product that seemed like a good deal, but the
product turned out to be fake or non-existent. 11.7% fell for a fake good deal and another
11.7% fell for fake investment opportunity. On average, salary of men is higher than women

across all categories [103].

Men were 20% more likely to buy or not buy goods online for “other” reason. While women

were twice as likely to be not interested in buying goods online.

It is interesting to note that top two channels used for reporting are opposite for male and

female. In first position, 47% of the men reported to friends and family while only 34% of
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female reported to them. In second position, 43% of men did not report to anyone while 47%

of women reported to no one. About half of the population don’t report to anyone.
4.2.2 Education Level

Figure 5 shows that out of the participants, 30 had completed school level, 32 had completed
High School Level, 63 had completed college studies and 23 had completed Master's or

higher studies.
Education Level
70
63
60
50
40
30 32
30
23
20
10
0
School High School College Master or Higher
Figure 5 Education Level

On close observation, it can be seen that in all cases of education level about 70% of
participants did not suffer any loss. Surprisingly, loss of more than 20,000 can be seen as the
second most prevalent amount of financial loss except for education level of college in which

financial loss of NPR 500 to 5,000 is more prevalent.

Data also shows that people with only school level education are almost twice as likely to

suffer from financial loss of over 20,000 than other groups.

78% master = seen awareness program, 68% of higher education = seen awareness program,
58% college = seen awareness program, 56% school = seen awareness program (school level

= lowest seen awareness program and highest %financial loss of more than 20,000).

The observation is that awareness messages are mostly presented inside apps of different
banks which are in English leading to people who know English to be the ones who see such

messages.
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Experienced fraud more than 2 years ago is the least popular choice except for school
attendees among whom option 2 “experienced fraud within 2 years” was the least popular

choice. The data varies widely for other options.
4.2.3 Internet Use Frequency

Figure 6 shows that out of the participants, 96.62 percent used the internet at least once a
week, and 3.38 percent used the internet hardly or never. It is notable that nobody i.e., 0.00%

of the participants choose the option “Once a month or less”.

Internet Use Frequency

0,003,38

= At least once a week = Once a month or less = Hardly ever or never

Figure 6 Internet Use Frequency

People who used internet only once a month were 4 times more likely to lose more than
20,000 NRS than people who used internet at least once a week. This shows that people who
are not tech savvy are the ones who fall for scams and frauds that cost the victim a lot of

money.
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Figure 7 shows the number of male participants in each category of education level. It is
evident that among male participants the number of participants that have studied up to high

school is significant with 58 out of 123 i.e., 47.15% of the participants.

Male Participants Education Level

50
45
40
35
30

45
29 29
25
20
20
15
10
0

School High School College Master or Higher

(€]

Figure 7 Male Education

Figure 8 shows the number of female participants in each category of education level.
Although the number of female participants is significantly less with a total of 26 participants,
it is evident that most of the female participants have studied at college level i.e.,73.07% have

studied at college level.

Female Participants Education Level

20 19
18
16
14
12
10

3 3
[

School High School College Master or Higher

o N B OO

Figure 8 Female Education
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4.2.4 Address Urbanity

Figure 9 shows that in terms of participants living in urban areas, 66.89 percent live in Large
towns, 27.03 percent live in Small or Mid-size towns and 6.08 percent live in Rural areas or

villages.

Current Address Urbanity

6,08

4
/

= Rural area or village = Small or mid-size Town Large Town

Figure 9 Current Address Urbanity

The use of internet varies little based on the urbanity of the participants’ current address.

More than 95% of participants use the internet at least once a week no matter the urbanity of

their current address.

Over 60% of the participants had seen awareness raising messages no matter the urbanity and

About 20% could not remember seeing such message no matter the urbanity. About 10% did
not see awareness raising messages in Rural and Small town while 20% did not see such
message in large towns. It is well known that people in rural areas have better relationship
with their surrounding people than people in cities. This might contribute to discussion
between people in rural communities about awareness raising programs. Hence, increasing

their effectiveness through word of mouth.

In all 3 types of area by urbanity, the top 3 types of financial loss were Nothing, NPR 500 —

NPR 5,000 and over 20,000. People living in large towns were 10% more likely experience
no financial loss. This means people living in large towns fall less for scams. Interestingly, the

variety of financial loss rises from 3 to 4 to 5 consecutively as urbanization rises.

Data shows that 44.4% of people in rural areas had only completed School level education
and another 44.4% had completed college education and only 11.1% had completed master or

higher education.
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Top 3 channels used for reporting in rural and small towns are the same i.e. about 50% did not

report to anyone, about 30% reported to friends/family and about 10% reported to officials

such as police. While in large towns 51% reported to friends and family, 41% did not report.

Top 3 types of scams in rural in mid-sized towns were same accounting for about 80% of

scams. While in large town, 51% fell for a fake product. 42% reported ordering a cheap

product but were charged monthly fees. As far as I know it is not possible to charge a

monthly recurring fee on credit or debit card in Nepal so either the participants lied or did not

understand the option.

Reason for buying not buying was the same across all areas. Noticeably, in midsize towns

56% of participants choose other which is 20% less than other groups. 18% more participants

from midsize town were not interested in general.
4.2.5 Address Province

Figure 10 shows that 128 participants were from Province No 3 while 20 were from other

provinces.

No. of People

140 128

120
100
80
60
40

20 8

H No. of People
Figure 10 Province of Address

4.2.6 Financial Loss

Figure 11 shows that out of the participants, 74% did not suffer financially. 11% suffered
more than Rs20,000 or higher, 5% suffered between Rs 5,000 and Rs20,000, 8.2% lost Rs
500 to Rs5,000, and lastly, 2.0 suffered less than Rs 500. At the time of writing, 1 euro is
equal to 141.71 Nepali Rupee (NPR). The average salary in Nepal varies according to jobs for
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e.g. in mangers category men earn Rs32,000 per month, the pay for women averages

Rs25,500 [103].

Percentage

H Nothing (Rs 0) M Less than Rs 500
More than Rs 500 but less than Rs 5000 B More than Rs 5000 but less than Rs 20000
H More than Rs 20000

Figure 11 Financial Loss

Channels used for reporting according to financial loss varies widely. The participants who

did not suffer financial loss: 52% of them did not report while only 44% reported to friends
and family. Both people who suffered more than 20,000 in loses and between 500 and 5,000
NPR: 50% reported to friends and family.

All age groups suffer from financial loss of over 20,000 NRS. The top 2 types of financial
loss are nothing at number 1 and that of over 20,000 NRS at number 2 except for the age
group 20 to 30 for which over 20,000 NRS is ranked no 4.

Only 31% of the people who suffered more than 20,000 NPR in losses complained to the
police while 33% of 500 to 5,000 loss group reported to friends and family. The low
percentage of about 30% who report to police means that people don’t want to report to police
even though they suffer large financial loss. This maybe due to it not being worth the hassle
of going to court or taking perpetrator who might be a person close to the victim to the court

might be seen as shameful.

The youngest age group might not have lots of money in the first place to spend so naturally

few of them suffer from financial loss of over 20,000 NRS.
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4.2.7 Awareness Program

Figure 12 shows that out of the participants, 63.51% had seen awareness-raising programs,
19.59 could not remember if they saw one, and 16.89 had not come across any awareness-

raising programs.

Awareness Raising Programs

= Yes
= Don't Know / Can't Remember

Figure 12 Awareness Raising Programs

Among all age groups, over 60% had seen the message from awareness raising programs.

While the others either did not see the message or couldn’t remember.

Among the people who saw awareness raising program only 19% indicated financial loss.
While among the participants who had not seen the awareness raising program 44% had
indicated financial loss. And, among the people who could not remember such a message,
38% of the people indicated financial loss. This shows that people who saw such message
where twice as likely to not suffer financially. Hence, the importance of awareness programs

cannot be stated enough.

The top three scams indicated in survey across all categories of people seeing an awareness
message is the same which are lottery win notification, investment opportunity and fake or
non-existent product. However, the percentage of people who got lottery win notification
differs considerably. Among people who saw awareness program message 64% indicated
seeing lottery win notification while people who did not see the message 33% indicated the
same and for participants who could not remember 47% indicated the same. Hence, it seems

that even though people saw awareness programs, more people of them indicated such
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message. It maybe that people who saw awareness programs are more awareness of lottery

win notification and fall less for other types of attacks too.
4.2.8 Reporting Channels

Figure 13 shows that out of the participants 45.59% had reported to friends/family and
44.12% had not reported at all. 5.15% had reported to the police, 3.68% had reported to the

vendor and 1.47% had reported to both friends and family as well as the vendor.

Reporting Channels

1,47

\

= No, | have not m Yes, to family/friends
= Yes, to officials such as police m Yes, to the vendor

= Yes, to family/friends,Yes, to the vendor

Figure 13 Reporting Channels

4.2.9 Type of Suffering

Table 2 shows that according to the survey data, 65.9 percent of the participants did not suffer
in any way emotionally, financially, or physically; 12.9 percent of the participants suffered
emotionally and financially; 10.2 percent of the people suffered emotionally only, and 10.2
percent of the people suffered financially only. Less than 1 percent of the people suffered in

all three ways.

The comma separated values in Table 2 represent multiple choices of the participants.
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Choices Percentages Legend

4 65.99

1,2 12.92 | = Suffered emotionally,
1 10.20 2 = Suffered financially,
2 10.20

3= Suffered Physically,
1,23 0.68
4 = Did not suffer

Table 2 Type of Suffering

4.2.10 Subjective Income

Table 3 shows that according to the survey data, 41.8 percent of the participants find earning
money to be fairly easy, 36.4 percent find earning money to be fairly difficult, 12.8 percent
find earning to be very easy or do not work or are students and 8.7 percent of the participants

find earning money to be very difficult.

On closer examination we can see that, financial loss of nothing is the number one type of
financial loss across all categories of subjective income. The second highest type of financial
loss is that of more than 20,000 NRS except for “Fairly difficult” for which 500 to 5,000 NRS

is the second highest financial loss.

This shows that people either lose nothing or lose a lot of money due to scams and frauds

regardless of their income level.

Legend

Choices Percentages \ | = Very difficult

41.89
36.49 2 = Fairly difficult,

12.84 3 =Fairly Easy,
8.78 4 =Very Easy

= B N W

Table 3 Subjective Income

4.2.11 Online Buying Behaviour Change

Table 4 shows the before and after online buying behaviour after suffering from an SE attack.
Table 4 shows that About 85 percent of the participants did not change their behaviour that is
if they were frequent buyers, they remained frequent buyers; if they were occasional buyers,
they remained occasional buyers; and if they never bought online, they never bought. About 7
percent of participants did not answer if they changed their behaviour. About 2 percent of the

participants changed their online behaviour.
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8.7% of the participants changed their online behaviour i.e., from occasional buyers to never.
Out of the 8.7% of the participants who changed their behaviour from “occasional” buyers to
“Never” buying, surprisingly only 26 percent had incurred financial loss and majority 73%
marked their online behaviour change without any financial loss. The reason behind this is not

obvious.

The comma separated values in table 4 are before and after behaviours. The value before
comma represents their normal behaviour and the value after the comma represents their

behaviour after encountering scam or fraud.

2,2 42.57
3,3 39.19 1 =Frequent,
23 8.78 2 =(ccasional,
1,1 3.38
3 570 3 = Never
1,2 1.35
2 1.35
2,1 0.68
Table 4 Behaviour Change

4.2.12 Reason for buying or not

Table 5 shows that by far the highest percentage of participants reasons for buying or not was
“Other” with 72 percent choosing this option. 3 reasons totalling 23.8 percent of people who
did not buy online were options 1,2 and 3. The only option given for choosing to buy i.e.,
products being cheap was chosen by 2 percent of the population. More detailed analysis could

not be done as participants were not asked if they bought things online or not.

The comma separated values in table 5 are multiple choices of the participants.

Reason for buying or not  Percentages

5 72.79 Lesend
1 14.96 | =1am not interested in general,
2 544 2 = Victim of Scam or Fraud,
3 340 L oo _
5 504 5~ Too Expensive,
1,5 0.68 4 =Too Cheap,
2,3 0.68 5= Other

Table 5 Reason for buying online or not
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4.2.13 Time of Fraud Experienced

Table 6 shows that out of the respondents, 51 percent had experienced fraud within the past 2
years, 19 percent had experienced fraud more than 2 years ago and about 30 percent of people

had not experienced fraud.

The channels used for reporting varies widely based on the time of fraud experienced. Among
the participants who experienced fraud within 2 years from the time of data collection, the
most popular channel of reporting is “Friends and Family” at 60% and “not reporting” at
32%. The same for people who experienced fraud more than 2 years ago is “Friends and

family” at 57%, at second is “Officials” such as police at 21.4% and ““did not report” at 14%.

ol e —

2 51.02 1 = No, I have not
1 29.93 2= Yes, I have —in the past 2 years ago
3 19.04 3 =Yes, I have — more than 2 years ago

Table 6 Time Past since fraud experienced

4.2.14 Reason for not reporting

Table 7 shows that of the participants, 40 percent thought that filing a complaint would not
make a difference, 28 percent did not report because there was no financial harm, 13 percent
did not have time, and 3.5 percent were unclear on the reporting authority. Rest had multiple
reasons. About 2.35 percent didn’t know how to report and another 2.35 percent felt

embarrassed and did not report.

Among the people who felt reporting would not make a difference; 83% were male and only
16% were female, 42% had completed college education, 21% had completed high school,
20% had completed only school level and 15% had completed Master or higher education;
66% of the participants lived in large towns, 27% lived in small or mid-size towns and 6%

lived in rural areas or villages.

The comma separated values in table 7 are multiple choices of the participants.
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Choices Percentages

Legend
7 40.00 | — T didn’t know h
3 28.24 =1 didn’t know how to report
4 12.94 2 =Iwas Embarrassed
6 3.53 3 =1Couldn’t work on the device anymore
8 235 4=1didn’t have Time
1 2.35 . . .
5 =1didn’t want to give out ID Details
2 2.35 . _
Scolded the messenger 1.18 6 =1 was unclear about reporting authority
1,6,8 1.18 | 7 =1{elt it would not make a difference
Stopped calling after a few calls 1.18 | 8 = There was no Financial Harm
1,4 1.18
3,7 1.18
1,7 1.18
3 1.18

Table 7 Reason for not reporting

4.2.15 Reporting Preference (how want to report in general and combine things)

Table 8 shows that given the choice, 75.4 percent of the citizen of Nepal would like to report
in a booth located nearby. 14.5 percent of the people would like to call on a dedicated phone
number. 3.5 percent would like to report through a website. 2.75 percent would like to call

NGO-operated phone numbers. 2 percent would like to email.

The most popular reporting preference is “a booth that is centrally located” across all age
groups of 20 to 30, 31 to 40, 41 to 50 and 51 to 60. The second most popular reporting
preference across as ages is “a phone number”. The Top 3 preferences for reporting which
account for over 70% of all participants are the same across all areas categorized by

urbanisation which are reporting booth, phone number, government website.

The comma separated values in table 8 are multiple choices of the participants.
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Choices Percentages S

74.48
14.48
3.45
2.76
2.07
1.38
0.69
0.69

[
W O N W UuN R &

[
~

1 = A dedicated free phone number operated by
the government

2 = A dedicated governmental website

3 = A dedicated helpdesk via email

4 = A booth in a central location in my country

5 = A dedicated free phone number operated by a
non-governmental organization

6 = A dedicated non-governmental website

Table 8 Reporting Preference

4.2.16 Fraud Type and Financial Loss

The financial loss varies widely according to the type of scam people became victim of.

People who reported as not suffering any financial loss from fraud i.e., 84% were victims of

“notification of lottery win or that they need to pay a fee to collect prize won”.

The participants who reported more than NRS 20,000 lost to fraud were victims of just one

type of scam that is option number 6 to question no 8 i.e., they were promised goods or

services or investment opportunities.

The participant who reported loss of money between NRS 500 to NRS 5,000 were victims of

buying an unsatisfactory ecommerce product and receiving a notification about winning a

lottery.
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5 Discussion

This section gives in depth analysis of findings that became apparent during the thesis.
Common scam threads found in the survey, newspaper reports and literature review are
discussed here. Future research to address issues that could not addressed, and limitations of

the thesis are also discussed here.
5.1 Main Findings

As far as the author knows collection of data regarding social engineering has not been done

in Nepal. The survey has revealed several interesting pieces of information.

Through survey, it was found that lottery scams through WhatsApp are very common in
Nepal. Most people are aware of this type of scam message. They generally block the number
and ignore it. The reason behind this is that most people think reporting it would not make a
difference and most people do not suffer in any way. Nepal not being the place of origin of
social media and many technologies like WhatsApp make it very difficult for the government
to implement policies. Lottery Scams are also reported twice in the newspaper during 2019
and 2020. This shows that lottery scams are indeed a problem for Nepal. Since government
cannot implement policies to prevent such attack or provide a good policing service, it should
focus on increasing awareness among people. Also, people should not be greedy and fall for
such scams. Since, the lottery scam targets people who have not participated in any kind of

lottery, it is an easily solvable by avoiding such messages.

Surveys also revealed that most victims who suffer financially and/or emotionally do not
suffer through the internet but through meeting the person in real life. The person is usually an
acquittance with some level of trust. The scammer pretends to be in trouble and in need of
money. They then get the money without any kind of legal proceeding or collateral. After
getting the money, the perpetrator severs the relationship with the person. Most people who
get scammed and suffer financially are scammed by the people they know who ask for help
and later don’t give back the money. This leads to a situation where the victim does not want

to go after the perpetrator legally.

Foreign employment scam was also found in both the survey, the newspaper reports, and the
literature review. Victims are lured into a lucrative job which then turns out to be non-existent

or a criminal operation where they are forced to work under unfavourable conditions. Since,
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these operations happen in foreign countries, there is little the government can do once
victims leave the country for their job. This type of scam is easily prevented by asking for
proper documentation before going after the job. Public awareness can be an effective tool

against such scams as well.

The scam and fraud reports in newspapers have revealed the following information:

In general, less than a dozen scams and frauds at the national level and international levels are
reported every year. Since there is no dedicated magazines or websites that discuss scams and
frauds and national newspapers do not cover smaller stories, many more scam reports may go
unreported. A portal where grievances of victims can be anonymously posted and visible to
the public would be a low-cost solution to both gather the reports as well as generate public

awareness.

The variety of reports is wide ranging from simple lottery messages to cross border
employment scams. However, in many cases the law enforcement can do little once the crime
has occurred. This is due to international nature of the crime as well as the platforms like

WhatsApp being not based in Nepal.

Perpetrators of some scams were found to be from both India and China. These countries
being much larger and powerful, Nepal does not have the resources to pursue the criminals

once they escape to their home country.

In many situations, public awareness programs are the only option Nepal must fight against
scams and frauds in the country. Since, public awareness programs have been found to be

effective, it should be given priority.
5.2 Future Research

This study was limited to a survey of 149 participants and 4 years of newspaper reports in
“The Kathmandu Post”. Time and financial resources were also limited. However, there have
been many relevant findings such as a large percentage of participants getting WhatsApp
scam messages among others. The findings of the survey can be used to inform future

research in information technology policy for Nepal.

It is recommended that other newspapers in Nepali be researched to get a better view of the

scam and fraud reports in Nepal. There are thousands of registered newspapers in Nepal.
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Covering as much of newspapers as possible will give a much more accurate picture of the

scams and frauds reported in Nepal.

The survey spanning the entire country could be conducted so that more granular data is
available for research. The urbanity and living situation of Nepal varies widely from very
rural villages to metropolitan areas like the capital city of Nepal. Getting the data will make it

possible to the detailed research for each district or province of Nepal.

Based on similar research, similarity between communication used by banks and scammers
can be compared so as general population are not fooled by scammers. Impact of
governmental and e-commerce sites policies can be measured. Effectiveness of advice given
on e-commerce, dating websites, etc so that such information can be required by the
government policy. Impact reviews and ratings on e-commerce sites can be measured and
appropriate policies can be implemented to make them effective. Research on personality

types and their impact on social engineering victims can be studied.
5.3 Limitations

The thesis was conducted in a limited amount of time with limited financial resources. Hence,
the data collection of only 149 people was possible. Data collected from about 20 people were
discarded because the answers provided were given to be socially acceptable rather than being
truthful. The limiting factor in conducting surveys was time. As the entire survey was done in
about 2 months. The number of participants had to be limited to not disturb the people in
public spaces where the survey was conducted. Also, finding people who are willing to

participate was not easy.

In the case of newspapers, the PDF versions of newspapers were available going back 5 years.
However, due to the limitation of time only 4 years’ worth of newspaper reports were
researched. Spotting the newspaper reports worth considering in the thesis was a tricky
process. Many scam and fraud reports were related to corruption. Some were followed-up of

stories in several newspapers. Considering such stories was complicated and left out.

In case of literature review, only some of the available literature about half a dozen were

considered. This is due to the time limit.
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6 Conclusion

Social engineering is a branch of Cybersecurity which concerns human element in security. It
is difficult to protect against due to rapidly changing threat environment, myriad of

techniques, tactics available and the human nature of trusting people.

The thesis was approached with scientific research papers, “The Kathmandu Post”
newspapers 4 years’ worth 2019 to 2022 and surveys. The thesis investigated the prevalence
and impact of social engineering attacks on citizens of Nepal especially the region of
“Kathmandu Valley” where the capital of Nepal is located. Survey of about 150 people,
research of 4 years’ worth of daily newspaper “The Kathmandu Post” and literature review of

similar studies in various countries was conducted.

Through the survey, it was found that scam messages through WhatsApp are the most
prevalent and law enforcement are not able to do much about it. This is because the
technologies that facilitate these services are not based in Nepal. Hence, if Nepal truly wants
to control scams and frauds it needs to be able to enforce laws through the international
companies that provide services or facilitate its own technology companies. Furthermore, it
was found that people who had seen the public awareness program about social engineering
attacks were only half as likely to suffer from financial loss due to such attacks. Also, the
people who lose more than 20,000 NRS was the second highest amount of financial loss after
no financial loss for 3 out of 4 groups of income distribution. This shows successful social

engineering attacks are prevalent in Nepal and are having financial impact on the population.

It was surprising to find that most people i.e. Over 80% did not change their online behaviour
and of the people who changed their behaviour only 26% suffered from financial loss.
Unsurprisingly, it was also found that people who report to the police are once’s who have

suffered from large financial loss.

Through the reports in newspapers, it was found that about a dozen scams and fraud reports
are presented in newspapers annually. The scams and frauds concerning only cybersecurity
are far fewer in number. The scams and frauds are not only through Nepalese but also through

Indian, Chinese, and even Nigerian nationals.

The scam and frauds reported in the newspapers ranged from fraud spanning many companies
and personnel in helicopter rescue scams to lottery scam. Some interesting reports were call

centres trying to dupe people, Indian tech workers lured with promise of high salaries and
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forced to commit cybercrime such as: establishing relationship with a target and getting them
to invest in bogus cryptocurrency, bad advertisement showing on good websites due to
automated nature of advertising, people smuggling gold through Nepalese airports, fraudulent
foreign employment, scammers collecting bank notes by pretending to exchange covid

infected cash.

Through comparing various research papers in literature review, it was found that in USA the
communication used by banks is hard to distinguish from the social engineering attacks.
While, in Nepal exposure to awareness raising programs made a significant impact on people
not falling for these types of scams and frauds. E-commerce sites, dating sites need to give
advice upfront and easily accessible way. In the survey, it was found that identifying
trustworthy e-commerce websites are key to protect fraud. In Ghana, e-commerce fraud is
considered as a necessary evil. However, in Nepal sellers in e-commerce sites must be a
registered shop so fraudulent activity is significantly less. Communication mediums such as
voice calls, email, SMS, pop-ups, and letters are used for frauds. While in the survey, it was
found that WhatsApp was the most prevalent communication medium. Fake reviews and
rating are problem in Malaysia. In the survey, it was found that only 30% of participants
checked customer reviews. Financial impact was important factor in reporting to the police. In

the survey, the same was found to be true.

It can also be concluded that public awareness programs are effective in reducing the victims
of social engineering attacks that are most prevalent. People who are not tech savvy are the
ones who fall for scams. Mindful policies from the government are also effective in reducing
e-commerce frauds. Nepal being is small country locked between India and China, it needs to
cooperate with these countries to catch fraudsters. The ability to enforce national policies on
tech companies from abroad is an important factor in controlling widespread scam channels

like WhatsApp.
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Appendices
Here the document that should not be included in the main part of the thesis are included.

Survey Questionnaire

Key Objectives of Survey

e To map the most frequent types of fraud/scams and understand which types of fraud/scams
are most common;
To map the channels most frequently used by fraudsters to deceive consumers;
To identify financial and nonfinancial impact of fraud/scams;
To identify to which extent consumers report scams and fraud and if they are aware of any
awareness raising in relation to scams and if they have acted to protect themselves from
scams;

e To identify to which extent online scams and fraud impact online behavior.

Name: Signature:

1. Age:
2.Gender:

1. Male
2. Female

3.Education

1. School

2. High School

3. College

4. Master or Higher

4.Internet Use

1. At least once a week
2. Once a month or less
3. Hardly ever or never

5.Current Address Urbanity

1. Rural area or village
2. Small or mid-size
3. Large town

6.Subjective income (How hard is it to earn money you need?)

1. Very difficult
2. Fairly difficult
3. Fairly easy



4.

Very easy

7. .Province No.

1.

7.

SANRAN S

Province 1
Province 2
Province 3
Province 4
Province 5
Province 6
Province 7

8.Which type of scam did you become a victim of? (type of fraud or scam)

Buying scam

1.

2.

3.

You ordered free or relatively cheap products or services, but it turned out you had
been tricked into a costly monthly subscription.*

Y ou bought what you thought was a good deal, but you never received the
goods/service or the goods /services turned out to be fake or non-existent.*

You received a fake invoice for products that you had not ordered and you were
asked to pay the cost.

Identity theft

4.

You were contacted - by phone, face to face, by email or by another mean - by
someone pretending to be from a legitimate organization such a bank, telephone

or internet service provider, or government department, and asked to provide (or

confirm) personal information.

You were approached - by phone, face to face, by email, by another mean - or you
accessed a website and were informed that you had a_computer or internet problem.

Then you were asked for your personal details and your bank or credit card details

to have the problem solved.

Monetary fraud

6.

You were promised you would receive a good, a service, a rebate or an important
investment gain if you transferred or invested money.

You bought tickets for an event, concert or travel but it turned out the tickets were
not genuine and/or you never received them.*

You were contacted by someone pretending to be from a legitimate organization,
such as a bank, internet provider or government, who claimed there were problems

with your account or other documentation and threatened you with harm if you did

not pay to resolve the problem.

You received notification of a lottery win or a competition win but were informed
you would need to pay a fee or buy a productin order to collect your prize.
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Please Explain

9.Did you suffer from the scam and/or fraud experienced? (Impact)

1.

2.
3.
4

Suffered emotionally
Suffered financially
Suffered physically
Did not suffer

Please Explain

10.What was the level of financial loss experienced as a result of a fraud/scam? (Impact)

M e

Nothing (Rs 0)

Less than Rs 500

More than Rs 500 but less than Rs 5,000
More than Rs 5,000 but less than Rs 20,000
More than Rs 20,000

11.0nline and offline behavior and experience with fraud in the last two years

—

o R

You are suspicious of letters or emails containing spelling and grammar mistakes

You avoid clicking links in emails or text messages unless you know the sender

You are suspicious of people you don’t know when they approach you in person, via

You install anti-spam software or anti-virus

You perform checks on the credibility of the vendor

You only provide your identity card or information from your ID in person or on a secured...
You only make online purchases with a credit card (in order to get your money back if...
You carefully read terms and conditions

You subscribe to a specific service to avoid commercial calls

10 You transfer money to someone you don’t know (e.g. via Western Union)



12.0nline buying behavior before or after fraud experience.
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Before After
1. Frequent 1. Frequent
2. Occasional 2. Occasional
3. Never 3. Never

13. Reason for buying or not buying (impact on online behavior)

1.

NAEE

I am not interested in general
Victim of Scam or Fraud
Too Expensive

Too Cheap

Other

14.When did you experience fraud?

1.
2.
3.

No, I have not
Yes, I have - in the past 2 years ago
Yes, I have - more than 2 years ago

15.Which channel did you experience fraud through? (Channel)

e A o e

—_— —
— O

—_
W N

Via an email
Via fax

Via an advertisement in a magazine or newspaper

In person through someone approaching you at another location

In person through someone approaching you at home

Via WhatsApp, Facebook messenger or other mobile messaging channels

Via a postal letter

Via an online advertisement on a social media website, blog or forum, like Facebook

Via SMS/text message

. Via a phone call on your landline phone
. Via a phone call on your mobile
. In some other way

16.Channels used for reporting (reporting)

A e

No, I have not

Yes, to family/friends

Yes, to officials such as police
Yes, to the vendor

. Via an online advertisement on a non-social media website

17.Which official authority did you report to? (reporting)

1.

The bank or credit card company
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The police

An industry regulator (e.g. telecom authority, bank supervision authority)
A consumer association

A consumer protection authority

Another channel

18. Please state your reason for reporting
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19.Please state your reason for not reporting

1.

XNk wDd

I didn’t know how to report

I was Embarrassed

I Couldn’t work on device anymore

I didn’t have Time

I didn’t want to give out ID Details

I was unclear about reporting authority
I felt it would not make a difference
There was no Financial Harm

20.Please state where would you prefer to report fraud

1.

S kW

A dedicated free phone number operated by the government

A dedicated governmental website

A dedicated helpdesk via email

A booth in a central location in my country

A dedicated free phone number operated by a non-governmental organization
A dedicated non-governmental website

21.Have you seen a commercial, advertisement or other campaign to warn about fraud in the past two

years (awareness raising)

l.
2.
3.

Yes, tell us more about it:
No
Don’t know / Can’t remember

What should be done to avoid scams/fraud?
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