
I. Introduction

The Fourth Industrial Revolution (FIR) is a recent concept, 

encompassing the main technological innovations in the 
fields of automation, control, and information technology 
applied to production processes. The health sector is one of 
the sectors that is most exposed to technological evolution, 
so it is being impacted by digitization, revolutionizing the 
way healthcare is provided, from the interaction between pa-
tients and caregivers to governments and stakeholders [1].
	 Based on the use of core technologies in the definition of 
the FIR, new methods of treatment, diagnosis, and monitor-
ing of patients’ health status, innovations in the management 
and organization of health systems are being developed, and 
the access to healthcare is also being modified.
	 The purpose of this study was to understand the percep-
tions of health experts and professionals about the impact 
the FIR will have on the health sector, based on the use of 
base technologies in its definition, such as artificial intel-
ligence (AI), the Internet of Things (IoT), cloud computing, 
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and data science, among others disruptive technologies, and 
how they will affect healthcare.
	 The use and implementation of these technologies are fun-
damental for disruptive innovation in the health sector and 
for the construction of people-centered health policies.

II. Methods

This was a descriptive exploratory study with a qualitative 
approach. A semi-structured interview was used to collect 
data to meet the general objective of the study as well as its 
specific objectives, which are listed in Table 1.
	 Using the intentional sampling method, 10 national and 
international professionals who had experience on the 
health sector, health technology, economics, and health 
management were selected based on four criteria, namely, 
experience working in the health sector, having different 
nationalities, having held government positions, having held 
positions in the public and private sector, and having more 
than 15 years of experience working in the health sector. The 
details of the respondents are presented in Table 2. 
	 The interviews were done individually in person and by 
videoconference during the period from September 14, 2018 
to October 20, 2018. Content analysis was conducted using 
the method from Bardin’s perspective [2].
	 The results obtained are presented in the form of catego-
ries. The main objective of this categorization was to pro-
vide, by condensation, a simplified representation of the raw 
data. Our analysis considered the dimension of analysis de-
fined a priori based on the main challenges and impacts on 
the subject under study, supported by the existing literature 
[2].

III. Results

Addressing the first specific objective of the study, we asked 
participants how they believe the FIR will transform the 
health sector. One of the main impacts identified was the 
efficiency and effectiveness of healthcare. The improved 

proximity between patient and service providers was also 
highlighted. They expressed the view that, in the future, pa-
tients will be at the center of the health system, with a shift 
from focusing on the disease to focusing on prevention. 
They emphasized that the implementation of 4.0 technolo-
gies will make it easier to identify risk situations earlier, 
leading to faster interventions, as patients will be connected 
by IoT, with one or more devices/wearables, sharing their 
biodata. Therefore, more important than data collection is 
the possibility of processing them in real time and screening 
them by algorithms. This connection to patients by IoT will 
enable early diagnosis, health/disease monitoring, precision 
medicine, and medical history intelligence. Thus, we defined 
the first dimension of the study with its focus on the impact 
of the FIR on the efficiency and effectiveness of healthcare.
	 Regarding the second specific objective, where we sought 
to understand how the role of government should be rede-
fined and how it should adapt to the rapid evolution of the 
FIR and its impact on the health sector, it was agreed that 
government should have a determining role in creating vari-
ous incentives. Legal incentives for digitization should be 
accompanied by an ecosystem vision, and a transformation 
of governance models is needed to enable opportunities to 
be seized and to respond to digital threats within both public 

Table 1. Specific objectives

Description

1 Note the changes brought about by industry 4.0 in the health sector
2 Understand the goverment action brought about by the Fourth Industrial Revolution in the health sector
3 Identify the biggest challenges involved in the acquisition of technologies 4.0 in the health sector
4 Understand the risks inherent in the implementation of technologies 4.0 in the health sector
5 Understand the sustainbility of the application of technologies 4.0 in health systems

Table 2. Description of the respondents

Nationality Background and experties

1 American Industry
2 Brazilian Public sector
3 Belgian Worlth Health Organization
4 British Government
5 British Industry
6 Portuguese Academic
7 Portuguese Academic
8 Portuguese Government
9 Portuguese Government

10 Portuguese Industry
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and private systems, thereby reducing barriers to technology 
incorporation. They also suggested that government should 
foster innovation through the development of startups and 
their integration into the healthcare sector through the cre-
ation of research and innovation centers with easy funding. 
They stressed that government should promote incentives 
for training health professionals in new technologies, so that 
they can take on the new paradigm. Government and busi-
ness will need to be able to participate and develop profes-
sional retraining programs because workplaces will demand 
new interactions from professionals with machines and with 
the physical and virtual world. The socio-technical transfor-
mation of the work environment will include automation, 
robotics, and other technologies that enhance profession-
als’ ability to act, requiring rapid transformation of systems 
and professionals. Finally, they expressed that government 
should put in place legislation to promote the protection of 
user data because huge amounts of data will be generated. 
Government must step up its role in providing universal 
health coverage, adapting from a global perspective, across 
country borders. Thus, we determined another focus of this 
study, the impact of the FIR on government action.
	 Regarding the third and fourth specific objectives of the 
study, because of the way the interviews were conducted, the 
respondents’ answers were relevant to both objectives, so 
they were aggregated. We sought to identify the biggest chal-
lenges involved in the acquisition of 4.0 technologies for the 
health sector and the risks inherent in their implementation. 
It was evident that professionals need to be able to incor-
porate technological innovations and use the available in-
formation to make decisions that lead to effective practices, 
and the transformation of human resource skills is a critical 
success factor. Some participants considered the relocation 
of work resulting from the application of 4.0 technologies 
as a risk factor, while others considered it an added value 
because professionals can work without physical offices and 
in a much more flexible manner. Conversely, work situations 
that require greater human contact and the development 
of therapeutic relationships will tend to be valued because 
they require teamwork, supervision, and divergent com-
munication, which cannot be provided by computers. It is 
well known that repetitive and predictable human activities 
can be performed by robots and computers, but this is not 
the case with emergency services or any activities that re-
quire rapid response to unpredictable situations. Of course, 
one can think of the danger of dehumanization, but at some 
point in the process, there must be human intervention. 
Although AI can support healthcare, machines do not have 

the ability to mirror and interpret feelings. Another chal-
lenge is related to the current organization and structure of 
health systems for the implementation of 4.0 technologies. It 
is essential that we use disruptive technologies, creating syn-
ergies across all areas of the health sector to bring about ef-
fective change, where various stakeholders share data-centric 
connectivity platforms with health systems. Based on the 
answers obtained in our interviews, we determined the two 
main concerns of the study, namely, the impact of the FIR on 
human resources and on the organization of health systems.
	 The last specific objective of the study was related to the 
sustainability of the application of FIR technologies in health 
systems. From the analysis of the interview findings, we 
verified that the participants believed that the implementa-
tion of 4.0 technologies in the health sector will help reduce 
the costs of health services. Despite this consensus, there 
was a divergence regarding the sustainable implementation 
of disruptive technologies in health systems. Some believed 
that it is sustainable because it is not necessary to create a 
new “digital health system” or “health industry 4.0”. Rather, 
existing health systems need to adapt to an increasingly 
digital context. These interviewees believed that applying 
these technologies would reduce the costs of health systems 
rather than increase them, provided that the selection and 
introduction of technologies is planned to be sustainable. 
However, other participants believed that it is not sustainable 
because the acquisition and maintenance of new technolo-
gies require strong investments that are not compatible with 
the levels of expenditure and waste identified for health, 
consequently it was possible to create the financial impact 
study dimension.

IV. Discussion

1. The Impact of the FIR on Healthcare Efficiency and 
Effectiveness

It is unequivocal that 4.0 technologies are being designed to 
empower consumers by providing health information [3]. 
Mobile technologies will increase the number of people who 
are covered by diagnostic, treatment, and follow-up inter-
ventions, improving the access to healthcare [4]. The latter is 
not only characterized by its physical aspect, but also by an 
acceptability aspect. This acceptability depends on various 
factors, such as social and cultural, which may discourage 
users from seeking health services [5]. Therefore, the use 
of customized technologies will reduce the impact of these 
factors on patients, improving the acceptability of these 
technologies in healthcare. These technologies, based on 
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algorithms and data analysis, take account of various condi-
tioning factors. Translation applications improve the quality 
of the relationship between healthcare providers and patients 
of different languages; language differences can be a barrier 
in diagnosis and the relationship between patients and care-
givers, making healthcare inefficient [4].
	 The Smart Home Healthcare concept aims to help the 
inhabitants of smart homes in their daily activities by moni-
toring them [6]. These homes are equipped with sensors 
and devices that extend their functionality, remotely add-
ing intelligence, automation, adaptability, and functionality, 
improving the health and well-being of their inhabitants 
and assisting in the provision of health services, function-
ing as a decentralizer in the health sector. This is important 
because the average life expectancy has increased, which has 
increased the aging population [6,7]. 
	 Another example of how disruptive technologies have a 
positive impact on healthcare efficiency and effectiveness 
is precision medicine that uses 4.0 technologies to develop 
personalized treatments based on instant health monitoring, 
anticipating many diseases [8]. Precision medicine in cancer 
treatment plays a fundamental role, starting from the DNA 
sequencing of tumors and their specific genetic mutations 
[9]. This genetic sequencing coupled with data analysis and 
AI allow the development of innovative cancer treatments 
that go beyond current treatments, increasing the chances 
of survival with less invasive treatments [8,9]. Allied to pre-
cision medicine are devices/wearables that, linked by IoT, 
promote a positive feedback loop through the production 
of biodata. These devices are capable of automatic learning, 
pattern recognition, generation of biodata that will be moni-
tored, consideration of risk assessment, and the promotion 
of early medical interventions and behavior changes [10].
	 Some studies have shown the benefits of using disruptive 
technologies in reducing misdiagnosis. IBM Watson can 
classify large amounts of data, including clinical knowledge, 
case histories, and molecular and genomic data that can help 
oncologists diagnose and treat cancer. Unlike traditional big 
data systems, Watson understands data through the use of 
AI, promoting better data processing and analysis, generat-
ing new knowledge [11,12].
	 Surgery 4.0 currently incorporates various technologies, 
such as robotics, big data, and IoT technologies; it is as safe 
and effective as traditional surgery in certain diseases and 
even safer in other diseases. This form of surgery allows the 
patient to recover faster because it is less invasive [13,14].
	 This efficiency and effectiveness of 4.0 technologies can be 
seen using machine learning and AI in the health sector in 

developing countries, where there is an increase in mortality 
from various diseases due to the lack of medical specialists 
[15,16]. Machine learning and AI are important in reducing 
mortality; access to specialist physicians can be facilitated 
because these technologies emulate human intelligence. 
They can help non-expert physicians in decision-making be-
cause they can predict certain health conditions and illnesses 
by using algorithms, leading to more accurate diagnoses and 
producing medical history intelligence [15].

2. Impact on Government Action
It was found that it has an essential role in creating incen-
tives, in the form of investments and collaboration between 
health professionals, institutions, and other agents, such 
as startups and the industry in general, to help the digital 
transformation of the health sector. The results of the study 
show that there is strong evidence that the training of health 
professionals is essential in the implementation of strategic 
actions. In addition to health policies, professionals are the 
instruments of these strategic axes regarding health systems. 
For the effective implementation of this transformation, it is 
essential that professionals have the necessary training and 
guidance [17]. Communication and a strong relationship 
between health sector stakeholders and governments is also 
essential. With the introduction of 4.0 technologies, we are 
seeing new stakeholders coming in, leading to changes in 
the market. Currently players who previously did not play 
an important role in healthcare are operating as standalone 
providers or in partnership with existing suppliers, creating 
value chains [18]. Thus, governmental involvement with 
stakeholders is essential to solidify the pillars of the digital 
transformation process, whose relationship allows the estab-
lishment of priorities and the creation of intervention axes.
	 The main axis of digital transformation of the health sector 
is the use of large-scale data. Governments must enact leg-
islation and regulations to manage it. Several governments 
around the world are currently implementing eHealth pro-
grams in their healthcare systems, but the use of these tech-
nologies can compromise patient safety in many ways [19]. 
While health data is critical to creating health policies and 
determining at-risk populations, patients’ medical records 
currently accumulate various types of personal information. 
The problem is that this data is in government databases and 
non-governmental databases [20].
	 Therefore, it is important that databases are protected from 
cyber-attacks. Authors argue that to counter these threats, 
security measures, such as encryption and authentication 
mechanisms, should be implemented to prevent unauthor-
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ized modification of data while ensuring that only legitimate 
devices can create and enter data into networks [21,22].

3. Challenges and Risks
There was a concern about the lack of human contact in the 
development of therapeutic relationships that the application 
of new technologies may generate. Although new technolo-
gies can provide personalized counseling and can be built 
to detect nonverbal activities, they cannot incorporate all 
aspects of people’s daily lives [23,24]. Patients’ concerns and 
symptoms sometimes manifest indirectly and require inter-
personal interaction for their understanding [25]. Thus, the 
health professional/patient relationship should not be com-
pletely replaced by technologies; rather, they should be used 
to enhance and optimize this relationship [26,27]. Doctors 
usually use their intuition when making treatment decisions, 
but in recent years there has been a move toward evidence-
based medicine. The aggregation of individual medical 
datasets into large data algorithms provides more robust evi-
dence that is subsequently subjected to data analysis using 
machine learning and AI. This is a great advantage in cases 
that require rapid response, such as emergencies. The judg-
ment of physicians is not eliminated; rather, their decision-
making is supported [28].

4. The Impact on Human Resources
It is noteworthy that the participants were not concerned 
about the risk of losing their positions or being replaced 
by machines. According to a study on the susceptibility of 
professions to computerization, healthcare professionals are 
among the least likely to be replaced by computerization or 
automation, but this does not imply that they do not have 
to integrate technologies from the FIR. On the contrary, 
professionals need to be properly trained in the use of new 
technologies because issues related to mismanagement and 
misuse of health technologies weaken patient-centered care 
[1,17]. Therefore, the implementation of these technologies 
within the organizational culture in a uniform manner is 
necessary to avoid misalignment between people, processes, 
and technologies. It is essential that they are implemented 
in such a way as to preserve and enhance relationships in 
healthcare [29].

5. Impact on the Structure of Organizations of Health 
Systems

Another challenge is related to the need for a change in 
organizational structures to create integrated models. This 
integration involves comprehensive digital transformation. 

The lack of transformation of organizational models can lead 
to the realization of digital initiatives in various areas, but 
without relevant impact on the digital transformation of the 
organization. Indeed, it is essential that this integration/evo-
lution is accompanied by an ecosystem vision that evolves 
from an early stage of connectivity of various role-centered 
resources. Ultimately, health systems should be understood 
as integrated systems of resources with customer-centered 
connections to the FIR level. Thus, health systems should 
be understood in the context of a broad citizen-centered 
ecosystem, considering unwanted externalities and societal 
consequences that may arise from disruptive technologies.

6. The Financial Sustainability of the Application of 4.0 
Technologies on Health Systems

We determined that these technologies have a great poten-
tial for benefits because approximately 60% of the activities 
established within the health services sector involve infor-
mation exchange capable of automation. This would reduce 
costs and increase productivity, enabling organizations to 
be more autonomous and placing them as protagonists in 
problem solving and allowing for greater versatility to stra-
tegically monitor market changes [27]. It is important to 
consider cost-benefit and cost-utility analyses regarding the 
financial impact of the implementation of 4.0 technologies 
on the health sector.
	 From the cost-benefit view point, there is an economic 
benefit over the initial investment, not only because most 
activities are automation-friendly, but also because they 
can reduce treatment costs. It should be noted that many 
of these 4.0 technologies are digitally designed, which pro-
motes ease of replication, leading to very low marginal cost. 
Hence, their application within health systems will lead to 
cost savings in health services and greater effectiveness and 
efficiency of services. In contrast, from the point of view of 
cost-utility analysis, new technologies are being designed 
and engineered to improve the quality of human life, reduc-
ing the burden of disease and contributing to health sustain-
ability [30].
	 The FIR is having a major positive impact on the health 
sector. It is important to note that this impact is being as-
sessed at a very early stage, and it is not yet possible to iden-
tify the long-term effects, given the time taken by previous 
Industrial Revolutions to take place. Many of the disruptive 
technologies mentioned are still at an early stage and many 
more will emerge; therefore, it is impossible to have a real 
sense of their future impacts. At this early stage, the results 
of our study suggest that the 4.0 technologies currently de-
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ployed in the healthcare sector are enabling greater effective-
ness and efficiency in care delivery as well as cost reduction 
and information management. Thus, global engagement by 
governments, health professionals, stakeholders, and soci-
ety are essential to create the necessary infrastructure for 
change, eliminating certain risks and enhancing the positive 
effects of their use.
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