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Abstract. The Paris Agreement tracks national contributions towards the goal of 

limiting global warming to well below 2 °C. To achieve this goal, collective ac-

tions are needed among economically competing countries. In this research, we 

propose a distributed ledger technology (DLT) based system that allows sover-

eign states to stay in control of their data while enforcing CO2 emissions moni-

toring and reduction rules among all states. Taking the implementation of vehic-

ular fuel consumption metering in the European Union as an example, we use 

coopetition theory to illustrate how diverging interests can potentially be aligned 

to achieve a common goal while protecting autonomy. We demonstrate a DLT 

prototype, created following a design science approach, for monitoring and re-

ducing automotive CO2 emissions within Europe to illustrate how competing in-

terests can be overcome by the use of innovative solutions on an international 

level. 

Keywords: Blockchain Data Management, Blockchain Data Distribution, Paris 

Agreement, Decarbonization. 

1 Introduction 

To meet the objectives of the Paris Agreement (UNFCCC, 2015), all member states 

of the European Union (EU) jointly committed to reducing greenhouse gas emissions 

by at least 40 percent below 1990 levels by 2030. The transport sector is critical to 

achieving this goal, as it represents more than a quarter of European CO2 emissions, 

with road transportation alone responsible for over 70 percent of transport sector emis-

sions (EEA, 2019). In this context, the EU Commission mandates through Regulation 

(EU) 2019/631 (EU, 2019) that starting in 2021 all new light-duty vehicles must be 

equipped with On-Board Fuel Consumption Meter (OBFCM) devices, which measure 

and collect individual vehicle data on distance travelled and fuel consumption. 

However, although member states share a common understanding of what needs to 

be done and thus a common objective, they also have divergent interests. Political or-

ganizations such as the EU have to deal with these differences, along with increasing 

economic, social and ecological trade-offs, as member states compete and collaborate 

on markets at the same time. Some countries, for example, may wish to protect a strong 

export-oriented automotive industry, while others that are more affected by global 
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warming at their coastlines may look for stricter reductions in CO2 emissions, which 

leads to different actions on global markets. For example, current vehicle emission cer-

tification procedures, driven by the economic interests of the automotive industry, un-

derestimate vehicles’ emissions by between 30 and 50 percent (Duarte, Gonçalves, & 

Farias, 2016; Fontaras, Zacharof, & Ciuffo, 2017; Todts, 2018). Other examples are the 

“dieselgate” scandal (European Court of Auditors, 2019) and the generally low quality 

of emissions data in the official European Environment Agency (EEA) database 

(Kollamthodi, Kay, Skinner, Dun, & Hausberger, 2015).  

A supranational organization such as the EU is critical for aligning the actions of 

nations despite their diverging interests. The CO2 emission metering system on a Euro-

pean level is an example of this dilemma: countries must cooperate if they are to sig-

nificantly reduce CO2 emissions while at the same time, they wish to pursue their own, 

often competing economic interests. This is also the reason why countries wishing to 

manage their CO2 emissions are unwilling to render their data sovereignty and decision 

power to a centralized system. This situation can be described as coopetition at an in-

ternational level. 

We propose a distributed ledger technology (DLT) based system to enable data shar-

ing that is both transparent and decentralized. Shared information systems that monitor 

and predict CO2 emissions are essential for smart government decision-making (Tang, 

Wang, Dai, & Liu, 2020). DLT allows for an innovative, decentralized, verifiable, and 

transparent data monitoring system that establishes a “trust-free system” among partic-

ipants (Beck, Stenum Czepluch, Lollike, & Malone, 2016; Schletz, Franke, & Salomo, 

2020; Treiblmaier, 2018). Based on these features, we explore how new coopetition 

forms at the international level can be enabled. Thus, our research question is how can 

a DLT system enable countriesto manage and ultimately reduce CO2 emissions? 

This paper is structured as follows. Section 2 discusses the literature background on 

DLT systems. Section 3 describes the design science methodology applied, and section 

4 will introduce the developed DLT prototype. Section 5 discusses the implications of 

the prototype evaluation. Section 6 provides a conclusion. 

2 Literature Background 

In this section, we give an overview of coopetition theory, introduce DLT, and dis-

cuss DLT as a foundational technology for coopetition among sovereign nations. We 

use coopetition theory to analyze the case of a DLT-based project to meter CO2 emis-

sions on European roads. 

DLTs provide a decentralized, immutable, and tamper-resilient log, which offers all 

network participants access to all ledger information (Beck, Müller-Bloch, & King, 

2018). These features make DLT a potential coopetition enabler if correctly imple-

mented. DLTs achieve disintermediation from trusted third parties through consensus 

mechanisms and protocol rule enforcement; these mechanisms allow network partici-

pants to interact with each other even in the absence of trust (Bano, Sonnino, Al-bas-

sam, Azouvi, & Mccorry, 2017), creating a context in which parties motivated by con-

trasting economic incentives can safely interact or even cooperate. Network 
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participants (i.e., nodes) need to agree on what constitutes valid transactions. DLT uses 

cryptography, timestamping, and hashing to record all transactions in a chronological 

chain that is permanent and extremely difficult to defraud (Narayanan & Clark, 2017); 

over and above that, smart contracts automate the coordination under predetermined 

transparent rules that are not directly dictated by a single entity, but instead agreed upon 

by the interacting users. The rapid development of IoT (Internet of Things) technolo-

gies, such as the on-board units in this case, facilitate analysis and prediction in gov-

ernment policymaking (Ismagilova, Hughes, Dwivedi, & Raman, 2019). DLT supports 

the integration and dissemination of this IoT technology data (Dai & Vasarhelyi, 2017). 

In DLT systems design, there are trade-offs between scalability, security, and decen-

tralization (Yu, Wang, Zha, Zhang, & Liu, 2018). Scalability, security, and decentrali-

zation also depend on the ownership and accessibility of a DLT system. The ability to 

submit new transactions and access the stored data in the DLT system is determined by 

the type of DLT protocol. In permissionless public DLTs, all nodes can validate trans-

actions and maintain the ledger, while in permissioned public or private DLTs, only 

nodes that have been preregistered and approved can fulfill these tasks (Peters & Pa-

nayi, 2016). As permissionless and permissioned DLT systems can employ different 

consensus mechanisms, the type of DLT affects scalability, security, and the degree of 

decentralization of the system. Which type of DLT system is most suitable for a given 

task or process can be identified following the decision path developed by Pedersen, 

Risius, & Beck (2019). Helliar, Crawford, Rocca, Teodori, & Veneziani, (2020) found 

that permissioned blockchains generally lag behind permissionless blockchains in 

terms of diffusion. 

3 Design Science Research Methodology 

In this research, we follow a design science research (DSR) methodology by con-

structing and evaluating an IT artefact (March & Smith, 1995; Orlikowski, Wanda J.; 

Lacono, 2001), while also building a knowledge base that can guide future artefact de-

sign in related areas (Gregor & Hevner, 2013; Gregor & Jones, 2007). We add to the 

current stock of DLT design knowledge (which is fairly scant) by developing some first 

insights (Gregor & Hevner, 2013) for applications in decentralized, multi-jurisdictional 

environments. We follow the four-step guidelines for theory-generating design science 

research by Beck, Weber, & Gregory (2013): (1) creating awareness of the problem and 

suggesting an approach to solve it; (2) developing the artefact; (3) evaluating the arte-

fact; and (4) abstracting design knowledge. In theory-generating design science re-

search, the artefact should have practical relevance, and its development should be in-

fluenced by both the environment (people, organizations and technology) and the 

knowledge base (foundations and methodologies); therefore, the researcher needs to be 

well informed when building the artefact (Hevner, March, Park, & Ram, 2004). 

First, we worked with the European Commission’s Joint Research Centre (JRC), 

which initially suggested the problem and outlined the details of our use case. Based on 

their input, we derived tentative design requirements, which were reiterated in several 

discussions with experts from the JRC. The JRC subject matter experts were available 
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during the development, evaluation, and theory-generation stages of the research. They 

helped with open questions regarding the use case and design requirements and pro-

vided feedback and insights.  

The development and evaluation of a DLT artefact enabled the improvement of de-

sign characteristics in response to use case requirements, but also enabled a better un-

derstanding of the application’s potential and limitations. Further iterative develop-

ments took place after the development sprint to further improve the design. Natural-

istic evaluation with real vehicles in a real-world driving scenario was not possible 

within the scope of this research. We implemented a testing environment considering 

the logics followed to record, store, and interact with the information processed by the 

envisioned DLT system. Therefore, we chose an evaluation approach with a focus on 

formative and artificial evaluation methods (Venable, Pries-Heje, & Baskerville, 2016). 

4 DLT Prototype Construction and Evaluation 

This section describes the construction and evaluation of a DLT artefact for the EU 

transport emission monitoring case study. The aim is to demonstrate how DLT can act 

as a foundational layer to overcome the challenges posed by coopetition among EU 

member states. 

 

4.1 Prototype Design Components 

The prototype consists of two main components, the DLT network and the on-board 

units in the road vehicles. We deem a permissioned public DLT architecture to be the 

most suitable network configuration for this application. In such a permissioned DLT 

system, all EU member states and eligible agencies share the ownership of the system 

by distributing the network’s controlling nodes equally amongst themselves, creating 

accountability and fostering collaboration. These infrastructural network nodes main-

tain the system’s status by ordering and validating data entries and recording them per-

manently in the DLT system. In a permissioned DLT system, access to data, both for 

reading and writing, is brokered by the peer nodes. This means that new information 

sent by the client nodes (for example, the vehicles’ distance travelled or fuel consump-

tion) must be written so as to comply with network rules, which are granted and en-

forced by the peer nodes. The same is true for any requests to read data that must go 

through the peer nodes. Accordingly, a DLT system can be designed to query functions 

that provide access to specific data levels, such as aggregated data (Manjunath, Soman, 

& Gajkumar Shah, 2018). In this way, sensitive or confidential data will be accessible 

only to individuals with the required authorization. Other data queries could be used to 

access information to be reported to the EEA or other relevant environmental or statis-

tical agencies. 

For the implementation and evaluation of a DLT-based emission monitoring system, 

we used Hyperledger Fabric. Hyperledger Fabric is based on three types of network 

actors: (i) clients, (ii) peers, and (iii) orderers. Each of these actors has a verified identity 

within the DLT system and is in charge of performing specific tasks. The initial trans-

actions are proposed by client nodes to a subset of peer nodes, according to so-called 
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endorsement policies. Once this subset of peer nodes has validated the transaction, the 

client nodes submit the information to orderer nodes; these orderer nodes reach con-

sensus on the sequence of transactions, package the information into a single unique 

new block, and send it to all peer nodes in the system, thereby updating  the ledger. 

Peer nodes hold the transaction log, i.e., the chain of blocks, as well as the smart con-

tracts that automatically execute the application when correctly invoked. 

In our case, the DLT system is organized as follows: each of the EU member states 

and the agencies or institutions representing them (e.g., the Ministry of Transport), as 

well as European institutions (e.g., the European Commission and the EEA), will own 

at least one peer node and one orderer node. This means that each country will partici-

pate in the computation and validation of transactions from the blockchain infrastruc-

tural layer. The system’s client nodes will be the vehicles themselves; these are 

uniquely identifiable as belonging to a specific country through its national vehicle reg-

istration system. In this distributed system, each state or designated agency can be cer-

tain that each member state is accurately participating in the CO2 emission monitoring 

system, and all information is synchronized at the same time to eliminate information 

asymmetry, providing a consistent and reliable source of data. 

The other component of this system is the vehicle’s on-board unit that sends trans-

actions containing vehicle and emission information. Current EU on-board unit speci-

fications (EUC, 2019) require that units transmit information about the distance trav-

elled and fuel consumption. This data is used to derive the kilometric efficiency and 

CO2 emissions for the vehicle (Grant, Choate, & Pederson, 2008). After the vehicle 

travels a predefined distance, the on-board units upload their individual verified data 

directly to the DLT system to prevent potential manipulation by third parties.  

Based on cryptographic authentication procedures, the individual vehicle can be 

identified, and only the specific vehicle can use the designated public key to submit 

transactions. The permissioned DLT system connects on-board units with the vehicle’s 

specific characteristics (such as manufacturer, model, and fuel type). The DLT system 

receives transactions, verifies them, and then updates the system’s state accordingly. 

This design provides a secure accountability system for recording vehicle metrics and 

transparently tracking performances of individual vehicles.  

 

4.2 Prototype Functional Logic Components 

In the DLT system, the on-board unit of each vehicle acts as an individual transactive 

node. For each node, the DLT system contains a specific state entry, as well as all suc-

cessive transactions of the specific vehicle. This aggregated series of transactions pro-

vide a clear view of the vehicle history in terms of kilometers travelled and fuel con-

sumed. In our implementation, transactions can be twofold. The first transaction rec-

ords are travelled kilometers (KmTx) and are conducted on the basis of distance (for 

example, each 100 km). The second transaction is the gas station transaction (GsTx) 

that registers purchased fuel each time a vehicle refuels at a gasoline station (Figure 1). 

Each transaction represents a discrete event containing aggregated information about 

vehicles’ metrics since the previous transaction (that is, that the vehicle has travelled 

100 km, or that a certain quantity of fuel has been added). By analyzing the specific 
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vehicle data entry, it is possible to extrapolate the total number of travelled kilometers, 

total fuel consumed, and average fuel efficiency. The DLT system assures the con-

sistency of data and uses smart contracts to enforce the monitoring rules. 

Figure 1 illustrates the steps of a fuel purchasing transaction. The procedure for re-

cording fuel consumption starts in parallel with the refueling process. After payment, 

the data regarding the purchased liters of fuel is recorded by the vehicle’s on-board unit. 

Fuel verification requires a verification not only from the vehicle but also from the gas 

station, so rather than having the gas station send data to the DLT system separately, 

the data triangulation between the vehicle and the gas station is established as follows: 

Vehicle and gas station exchange a signed payload certificate that travels from the ve-

hicle to the gas station (in the form of VSD=Sign(SHA256(liters, time-stamp))), and 

then back to the vehicle again (in the form of GSSD=Sign(SHA256(VSD))). Finally, 

the transaction data is uploaded to the DLT system. In addition, the gas station stores 

the information as proof that the vehicle confirmed that it received a certain amount of 

fuel at a specific time. If necessary, that information can be triangulated with the up-

loaded data to detect any manipulation or fraudulent behavior. For such a system to 

work correctly, gas stations must be able to communicate with vehicles’ on-board units. 

While this technology is not in place yet, gas station providers are already working on 

such an infrastructure(see (Deutsche Tamoil GmbH, 2020)). 

 

Fig. 1. Architecture and sequence diagram of the emission monitoring system 

4.3 Prototype Evaluation 

We evaluated the prototype using vehicle data from the EEA database [EEA, 2020]. 

This database provides detailed information about the manufacturer, model, mass in 

running order (kg), and the specific CO2 emissions in g/km for a specific vehicle model. 
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To ensure comparability between the different vehicle models, we used data only from 

vehicles with gas combustion engines in our evaluation. Based on the specific CO2 

emissions in g/km we calculated the gas consumption in l/100 km.  

We generated a simulated vehicle population of N = 500, in which the model is ran-

domly sampled from a set of 10 possibilities. The script simulates the vehicle behavior 

in terms of distance travelled and fuel consumption, which is represented by transac-

tions, KmTx and GsTx respectively, that are periodically submitted to the testing DLT 

system. Based on the KmTx and GsTx transactions, CO2 emissions (g/km) are calcu-

lated using the EEA emission factor [Ntziachristos & Samaras, 2019]. The data of each 

individual vehicle is aggregated by vehicle model, and the results of the simulation data 

are displayed in Table 1. 

Table 1. Test vehicle types and aggregated data. 

Model N Distance 

(km) 

Fuel (l) Con-

sumption 

(l/100km) 

Emissions 

(g/km) 

Audi-A4 59 644,650 39,324 6.1 145 

Audi-Q2 55 624,350 31,218 5 119 

Fiat-500 51 555,450 27,217 4.9 116 

Fiat-500L 41 468,850 28,131 6 143 

Ford-Fiesta 48 535,500 22,491 4.2 100 

Ford-Focus 46 515,600 23,718 4.6 109 

Nissan-Micra 55 598,550 25,738 4.3 102 

Nissan-Qashqai 54 583,200 31,493 5.4 128 

VW-Golf 46 524,300 26,739 5.1 121 

VW-Tiguan 45 471,750 30,192 6.4 152 

 

Based on this simulation data, we generated the vehicle emission data. Figure 2 depicts 

this simulation data to identify vehicle types that are currently complying with the EU 

fuel consumption efficiency standards (below the orange average line) or that currently 

do not comply (above the orange average line) and thus will be charged with a penalty. 

 



8 

 

Fig. 2. CO2 emission data compared to vehicle mass 

The prototype automates the integration of data from the on-board units in the DLT 

system and enables detailed monitoring of individual vehicle emissions, as well as ag-

gregated data by vehicle manufacturer or by country. Countries stay in control of the 

data and thus can protect information about individual vehicles, while the system will 

report to all nodes how many vehicles are not in compliance and the size of the excess 

penalty fee. In this way, CO2 emissions monitoring is enforced, while sensitive individ-

ual data remains protected.  

5 Discussion of Empirical Findings 

The proposed DLT system supports coopetition among participating sovereign member 

states. While states work collectively on monitoring and reducing CO2 emissions, and 

thus enhancing fair cooperation through transparent data sharing, the information per-

taining to individual vehicles is kept private, thanks to the permissioned nature of the 

implemented system. As a result, the monitoring system provides a complete and cor-

rect record of the real fuel consumption of each vehicle made by the manufacturer, 

allowing authorities to enforce the policy-based incentives supporting the joint EU 

transport sector emission goal. Accordingly, the suggested DLT system enables 

coopetition by maintaining national data sovereignty and increasing trust, despite on-

going competition. The coordination of policy actions through a shared information 

base is key to achieving the shared EU objectives. 

Our system allows the tracking of individual vehicles and automates data validation 

through gas station triangulation. The system is a significant improvement compared to 

the existing fragmented EU emission data management systems. The availability of 
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nearly real-time data for individual vehicles has several practical implications for the 

entities and actors considered in this paper. 

The DLT system provides regulators and policymakers with direct feedback to im-

prove the market mechanism design and provide stronger incentives for reducing CO2 

emissions in a coordinated and cost-effective manner. Currently, it is difficult to assess 

and plan future policies as data quality is insufficient, and the reduced emissions pre-

dicted in certification procedures do not translate into actual emission savings (Fontaras 

et al., 2017). Poor data quality and the ”dieselgate” scandal clearly show that legacy 

data management processes and systems do not address the challenges of a coopetitive 

environment. 

In the DLT system, uniform data collection and verification methods are automated 

across all EU member states, accountability is enhanced, and the pressure exerted by 

European law becomes stronger. Also, the pricing of more harmful vehicles could be-

come more nuanced with an adjusted fee structure, instead of the fixed EUR 95.- per 

gram of CO2. Better data quality could allow for the design of market mechanisms to 

improve the effectiveness of policies and incentivize the introduction of new fuel effi-

ciency technologies. Such granular and transparent action is key to achieving the joint 

objectives of the EU climate contributions, as governance transparency is vital for en-

suring trust and accountability (Pappas et al., 2019). 

6 Conclusions 

DLT is a harmonizing technology for enabling coopetition at an international level. 

Despite states’ often diverging and heterogeneous interests, the system provides a 

shared information base, guarantees each party ownership and control over their own 

data, yet enforces commonly agreed on rules across legally independent actors. This 

“trusted” data layer allows for coordinated action while maintaining national data sov-

ereignty. 

In our research, we focused on designing, developing, and evaluating a DLT proto-

type for emission monitoring on European roads. However, as DLT remains a nascent 

technology, more empirical testing is required. The developed prototype is at a proof-

of-concept level, and we followed an empirical testing approach that in the absence of 

naturalistic testing relies on expert interviews with the European Commission JRC to 

assess the robustness of the artefact and its practical use and usefulness.  

To empirically evaluate the scalability of this DLT approach, a large-scale network 

of distributed nodes would be required. Any EU-wide emission monitoring system 

would need to handle several million vehicles. In times of high transaction loads, scala-

bility limitations might potentially delay the execution of transactions. Our general ar-

chitecture is platform-agnostic and thus can be applied to any DLT. For our practical 

illustration of the DLT system, we used Hyperledger Fabric, which offers an “end-to-

end throughput of more than 3,500 transactions per second in certain popular deploy-

ment configurations, with sub-second latency, scaling well to over 100 peers” 

(Androulaki et al., 2018, p.1). If we assume a total of 300 million vehicles, with an 

average annual mileage per vehicle of 15,000 km and an average reporting interval per 
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vehicle of 1,000 km, this would result in approximately 150 transactions per second. 

This number will fluctuate, being significantly higher during rush hours and lower dur-

ing times of low traffic. Hyperledger Fabric’s 3,500-transaction-per-second capacity 

limit is adequate to handle this level of transactions. Also, it is fair to assume that the 

technology will mature even further, and new DLT technologies will present further 

improvements (Glaser, 2017). 

All tests were based on Hyperledger Fabric testing tools. Thus, while we have been 

able to test and assure functional integrity, an evaluation of the system’s latency time 

due to the difference in the size of the data uploads, or congestion caused by time-of-

day fluctuation of data submissions, is yet to be done. Another potential issue is that in 

the current implementation, the available ordering-service consensus algorithms are 

only CFT (Crash Fault Tolerant) and not BFT (Byzantine Fault Tolerant). While this 

could create a problem in other implementations, in our case, all ordering nodes of the 

permissioned public emission monitoring system are controlled by known entities such 

as the EU member states. The likelihood that a BFT attack would occur in our imple-

mentation is very low, however, in general, a BFT algorithm would be a better choice 

for applications that do not require trust. 
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