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Abstract: The diversity of applications in cloud computing and the dynamic nature of environment deployment makes virtual machines, containers, and distributed software 
systems to often have various software failures, which make it impossible to provide external services normally. Whether it is cloud management or distributed application 
itself, it takes a few seconds to find the fault of protocol class detection methods on the management or control surfaces of distributed applications, hundreds of milliseconds 
to find the fault of protocol class detection methods based on user interfaces, and the main time from the failure to recovery of distributed software systems is spent in 
detecting the fault. Therefore, timely discovery of faults (virtual machines, containers, software) is the key to subsequent fault diagnosis, isolation and recovery. Considering 
the network connection of virtual machines/containers in cloud infrastructure, more and more intelligent virtual network cards are used to connect virtual network elements 
(Virtual Router or Virtual Switch). This paper studies a fault detection mechanism of virtual machines, containers and distributed software based on the message driven 
mode of virtual network elements. Taking advantage of the VIRTIO message queue memory sharing feature between the front-end and back-end in the virtual network card 
of the virtualization network element and the virtual machine or container it detects in the same server in the cloud network, when the virtualization network element sends 
packets to the virtual machine or container, quickly check whether the message on the queue header of the previously sent VIRTIO message has been received and 
processed. If it has not been received and processed beyond a certain time threshold, it indicates that the virtual machine, the container and distributed software have failed. 
The method in this paper can significantly improve the fault detection performance of virtual machine/container/distributed application (from the second pole to the millisecond 
level) for a large number of business message scenarios, and provide faster fault detection for the rapid convergence of virtual network traffic, migration of computing nodes, 
and high availability of distributed applications. 
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1 INTRODUCTION 
 

Cloud computing resources are provided to users in the 
form of on-demand services by using virtual machines or 
containers [1]. A large number of distributed applications 
hosted in virtual machines or containers usually rely on 
cloud computing platforms to deploy distributed software 
systems to provide online services [2]. 

However, due to the diversity of applications and the 
dynamic deployment environment, various software 
failures (e.g. virtual machines or containers, operating 
system kernels, network cards and user plane drivers, 
application message sending and receiving) often occur in 
virtual machines, containers and distributed software 
systems, which make it impossible to affect the normal 
operation of external services [3]. Tellme Networks reports 
that 75% of the failure recovery time of distributed 
software systems is used for fault detection and 18% for 
fault diagnosis [4]. Early fault detection can mitigate or 
prevent 65% of failures [5]. Therefore, timely fault 
detection (virtual machines, containers, software) is the 
key to subsequent fault diagnosis, protection, isolation and 
recovery. 

For virtual machine and container faults, the 
connectivity heartbeat of cloud management can be used 
for fault discovery [6, 7]. For distributed applications, the 
application probe of cloud management can be used for 
fault discovery [8, 9] or the distributed application can 
implement its own fault detection mechanism or among 
different distributed applications [10, 11]. Whether it is 
cloud management or distributed application itself, it 
usually takes several seconds to discover the fault of the 
protocol detection method of the management plane or 
control plane of the distributed application [12] (for 
example, PING or HTTPS, at least three consecutive times 
per 1 s), and hundreds of milliseconds to discover the fault 
of the protocol detection method based on the user plane 
[13] (for example, BFD, at least three consecutive times 
per 100 ms). If you try to reduce the packet interval to find 

faults more quickly, you will be constrained to support 
more detection objects due to limited computing and 
processing capacity when the control plane or user plane 
detection protocol is a computing resource sharing process 
in the system. 

Therefore, it is a challenge for the current cloud 
computing fault detection mechanism to avoid the 
complexity of fault detection of distributed applications 
themselves, achieve faster fault detection (from seconds to 
tens of milliseconds) of virtual machines, containers and 
distributed software with fewer computing resources, and 
simultaneously meet a large number of detection objects 
deployed in the server (hundreds of virtual machines, 
containers and distributed applications). 

Considering that cloud infrastructure is built by 
interconnecting large-scale virtualized data centers [14], 
with the maturity of server smart network cards, virtual 
machines/containers in the data center are more and more 
connected by virtual network cards (vNICs) to distributed 
virtualized network elements as DVR (Distributed Virtual 
Routers) or DVS (Distributed Virtual Switches) [15-19], 
and the functions of user and control surfaces on the cpu of 
the virtualized network elements are uninstalled from the 
smart network cards [16-18, 26-29]. 

This paper studies a fault detection mechanism for 
virtual machines, containers and distributed software based 
on the message driven mode of virtualized network 
elements. The main contribution is to propose solutions to 
the challenges faced by the above cloud computing fault 
detection mechanism. The main idea is to use the virtio 
message queue memory sharing feature between the front 
end and back end of the virtualized network element in the 
same server in the cloud network and the vNIC network 
card of the virtual machine or container it detects. The 
virtualized network element no longer detects virtual 
machine, container and distributed software failures 
through heartbeat messages, but quickly detects failures 
through software. It is found that when the virtualized 
network element sends packets to the virtual machine or 
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container, quickly check whether the message on the queue 
header of the previously sent virtio message has been 
received and processed by the virtual machine or container. 
If the message has not been received and processed beyond 
a certain time threshold, it indicates that the virtual 
machine, container and distributed software have failed. 
 
2 RESEARCH METHOD 
2.1 Technical Components 
2.1.1 Vhostuse 
 

As shown in Fig. 1, the path of a complete packet from 
the virtual machine to the physical machine is: virtual 
machine-virtual network card-virtualization layer-kernel 
bridge-physical network card. The fully virtualized 
network card will cause more IO and MMIO operations 
every time it sends and receives packets in the virtual 
machine, which makes the virtual machine trap frequently, 
and finally leads to poor network performance. 

In order to solve the above performance problems of 
full virtualization, the industry has proposed virtio 
technology. The virtio driver in the virtual machine and the 
back-end driver vhostuser on the host simply use the 
virtqueue shared queue to exchange data [19]. The path of 
data packets from the virtual machine to the physical 
machine is simplified as: virtual machine-virtual network 
card-kernel network bridge-physical network card. The 
front-end virtio driver is used in VM/C, and the back-end 
vhostuser driver is used in the user state bridge. The 
vhostuser (user mode driver) combined with front-end 
virtio driver eliminates the complex IO operation during 
virtual network card simulation, and can greatly improve 
the performance of virtual network. 
 

 
Figure 1 Data path evolution in virtual network 

 
2.1.2 Virtqueue 
 

As shown in Fig. 2, the virtual queue is the actual data 
link connecting the virtio front-end driver and the host 
vhostuser back-end driver in the guest operating system 
[20]. The network device has two virtqueues, one for 
sending data packets and one for receiving data packets. 

Each virtual queue is mainly composed of three parts: 
• Descriptor table is used to store some associated 
descriptors. Each descriptor is a description of buffer, 
including an address/length pair. 
• Available rings (available rings) are used on the guest 
side to indicate which descriptor chains are currently 
available. 

• The used ring (used ring) is used to indicate that the 
host side indicates that those descriptors have been used. 

The descriptor list points to the actual data to be 
transmitted, and the two ring tables point to the descriptor 
list, marking the processing progress of the descriptors in 
the descriptor list by the front-end and back-end drivers. 
When virtqueue is used to receive messages, the front end 
adds the blank descriptor block to the available ring and 
provides it to the back end to receive messages. After 
receiving messages, the back end will put them into the 
used ring. When virtqueue is used to send messages, the 
front-end driver adds the message descriptor to be sent to 
the available ring for processing by the back-end. After 
processing, the back-end will put it into the used ring, and 
the front-end will release the message descriptor and reload 
it into the available ring. 
 

 
Figure 2 Composition of virtqueue virtual queue 

 
2.2 TECHNICAL SCHEME 
 

This paper studies a fault detection method based on 
virtqueue virtual queue state, which meets the fault 
detection of virtual queue back-end driver to front-end 
driver. The vhostuser backend first judges the virtqueue 
virtual queue front-end driver failure by checking whether 
there is no change in the available ring head index position 
during continuous multiple message processing, and then 
further associates the front and rear end object states 
through the virtqueue virtual queue driver state. 
 
2.2.1 Step 1: Identify Virtqueue Virtual Queue Front end 

Fault Status 
 

As shown in Fig. 3, the back-end vhostuser driver can 
identify the front-end fault process of virtqueue virtual 
queue: 
(1) The front-end virtio driver uses the used ring element 
corresponding to the back-end received message to index 
to the desc descriptor to obtain buffer data. 
(2) The front end virtio then releases the message buffer, 
adds the new blank message buffer to the descriptor table, 
adds the available ring element pointing to the descriptor, 
and updates the available ring head index position. 
(3) The vhostuser driver receives the message from the 
outside, obtains the current available ring head index 
position, uses a certain number of available ring elements 
not exceeding this position, fills the buffer data and stores 
the buffer index in DESC, and further stores the desc-index 
in the new used ring element, that is, the used ring element 
to be read by the front end in (1). 
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(4) The vHostuser driver can be selected according to the 
granularity of virtual machine, container or distributed 
application. Each time the message is processed, judge 
whether the index position of the available ring head 
changes. It is positive under normal circumstances, as the 
back end consumes the available ring element, the front 
end will update the available ring head index position in 
time to supplement the available ring element. Therefore, 
if the vhostuser driver continuously receives and processes 
n messages, and the available ring head index position 
remains unchanged, the vhostuser driver can judge the 
virtqueue virtual queue front end failure. 
 

 
Figure 3 Virtqueue virtual queue front end fault detection method 

 
2.2.2 Step 2: Associated Front-end VM / C Fault Status 
 

As shown in Fig. 4, the front-end fault model causing 
virtqueue read processing packet failure is as follows: 
(1) In case of APP packet processing failure in the virtual 
or container, the app will no longer receive messages from 
the protocol stack or dpdk based on the virtio driver, the 
protocol stack or dpdk will not receive messages from the 
virtio driver, and the virtio driver will no longer read 
processing packets from the virtqueue and update the 
available ring. 
(2) When virtio driver fails or resets, virtio driver in virtual 
or container will no longer read processing packets from 
virtqueue and update available ring. 
(3) If the guestos fails or resets, the virtio driver installed 
on the guestos in the virtual machine will no longer read 
the processing package from the virtqueue and update the 
available ring. 
(4) When the qemu fails or resets, the virtio driver in the 
virtual machine will no longer read processing packets 
from the virtqueue and update the available ring. 

It can be seen from the above that by identifying the 
front-end fault status of virtqueue virtual queue, the effect 
is the same as that of the back-end, and the heartbeat is used 
to distinguish the front-end 

If there is a fault, you can get whether the receiving 
and contracting path of the VM/C front end is faulty, and 
then determine whether the front end is faulty. 
 

 
Figure 4 Front end VM / C fault model 

2.2.3 Step 3: Port Status of Associated Backend Virtio 
Devices 

 
As shown in Fig. 5, the back-end vhostuser driver 

further links the virtio device port status down on the DVR 
by judging the front-end failure of the virtqueue virtual 
queue, so as to trigger the traffic to switch to other virtio 
device ports of the local DVR or the virtio device port of 
the remote DVR. 

(1) Vhostuser detects a virtio queue front-end failure 
and links the virtio device port down. 

(2) DVR routing convergence switches the traffic to 
the virtio device port of other ups. 
 

 
Figure 5 Back end virtio device port traffic switching 

 
2.3 Establishment of Verification Environment 
 

As shown in Fig. 6, build the above traffic convergence 
performance test topology: 
(1) A bare metal DVR is deployed on host1 for fault 
detection and traffic switching of VM/C. The bare metal 
DVR is extended by the vrouter software of the open-
source tungsten fabric project [21, 24, 25] which support 
distributed routing and switching units. Two sets of VM/C 
are installed on host1 at the same time, and its applications 
are simulated by the vrouter software deployed in two 
VM/C with same service ip. 
 

 
Figure 6 Test environment topology 
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(2) Iperf server and iperf client are installed on host2 to test 
streaming with destination of service ip. OPS/K8 
management system is installed on host2 to deploy VM/C. 
 

 
Figure 7 Flow convergence performance test method 

 
The end-to-end flow convergence performance test 

methods for different fault detection methods are as 
follows: 
(1) DVR initially sets high priority to the upper left VM/C 
static route and low priority to the upper right VM/C static 
route, so as to meet the initial traffic to the upper left VM/C. 
When the upper left VM/C fails, DVR switches the traffic 
to the upper VM/C. 
(2) During the performance test, the iperf client on host2 
sends constant speed traffic, initially reaches the VM/C in 
port on the left in the figure through the DVR out port, and 
then reaches the DVR in port from the VM/C out port. The 
DVR further forwards the message to the iperf server on 
host2. 
(3) The front end deploys virtual machines and containers 
in turn, sets different front-end fault detection methods in 
turn on the DVR, and records the end-to-end traffic 
convergence performance data respectively. As shown in 
Fig. 7, the packet loss time of traffic switching can be 
calculated by dividing the packet loss number by the packet 
rate [22, 23]. 
 
3 RESULTS 
 

As shown in Tab. 1, set the parameters of different 
fault detection methods required for performance test [14]: 
 

Table 1 Fault detection method parameters 
 virtqueue ping bfd 
Packet interval / ms 1/pps 1000 200 
Max. times 5 5 5 

 
Flow from iperf client to iperf server at different flow 

rates (4 KB UDP). Conduct flow convergence test in case 
of VM/C failure for different detection methods, and the 
flow convergence results can be obtained as shown in      
Tab. 2 and Fig. 8. 
 

Table 2 Flow convergence performance data (udp) 
 Packet rate 

/ pps 
1 10 100 1000 10000 

Convergence 
/ ms 

virtqueue 5098 587 141 96 89 
ping 5099 5088 5084 5092 5090 
bfd 1089 1090 1095 1084 1092 

 

 
Figure 8 Flow convergence performance test results (udp) 

 
Flow from iperf client to iperf server at different flow 

rates (4 KB TCP). Conduct flow convergence test in case 
of VM/C failure for different detection methods, and the 
flow convergence results can be obtained as shown in     
Tab. 3 and Fig. 9. 
 

Table 3 Flow convergence performance data (tcp) 
 Packet rate 

/ pps 
1 10 100 1000 10000 

Convergence 
/ ms 

virtqueue 5088 592 135 92 94 
ping 5085 5069 5089 5072 5081 
bfd 1046 1058 1069 1092 1077 

 

 
Figure 9 Flow convergence performance test results (tcp) 

 
It can be seen from Tab. 2 and Tab. 3 and Fig. 9 that 

the front-end fault detection method based on virtqueue is 
significantly better than the BFD and Ping detection 
methods in terms of traffic switching convergence time 
when the contracting rate increases (more than 100 pps). 
The packet loss time mainly comes from the traffic 
switching convergence time of DVR (about 90 ms), the 
application of UDP and TCP stream reconstruction time is 
comparable and less than 1ms is negligible, and the fault 
detection time is the contracting interval of 5 packets (less 
than 50 ms). However, when the contracting rate decreases 
(less than 8 pps), the packet loss time will exceed the BFD 
detection method. When it further decreases (less than         
1 pps), the packet loss time will exceed the Ping detection 
method. In extreme cases, when the contracting rate is zero, 
the virtqueue method cannot detect the front-end fault. 
 
4 CONCLUSION 
 

It can be concluded from the above research that the 
virtqueue front-end state detection method of the 
virtualization network element message driven mode 
studied in this paper takes into account the low computing 

0

0,5

1

0 0 0 0 0lo
ss
 t
im

e 
(m

s)

packet rate (pps)

Flow convergence

Skup1 Skup2 Skup3

0

2000

4000

6000

1 10 100 1000 10000lo
ss
 t
im

e 
(m

s)

packet rate (pps)

Flow convergence

virtqueue ping bfd



Yan WANG, Ruiming FANG: An Approach for Fast Fault Detection in Virtual Network 

1150                                                                                                                                                                                                       Technical Gazette 30, 4(2023), 1146-1151 

resource overhead and high fault detection performance. 
Compared to current fault detection methods of various 
heartbeat methods, this method can significantly improve 
the fault detection performance of virtual machines, 
containers, and distributed applications (from seconds to 
tens of milliseconds) for a large number of packet 
throughput scenarios without occupying additional 
computational resources. 

It can also be concluded from the above research 
results that the virtqueue front-end fault detection method 
studied in this paper is mainly applicable to scenarios 
where the front-end packet receiving rate is high (more 
than 100 pps), which can quickly detect virtual 
machine/container faults within 50ms. It is not suitable for 
the kernel TAP port, and it is recommended to 
independently deploy VMs/containers for applications, 
typically container deployment scenarios. When multiple 
applications deploy VMs together, although the application 
failure can be detected through the flow classification 
detection by superimposing advanced ACL on the interface, 
at this time, the virtqueue front-end state detection based 
on each packet can quickly detect front-end faults. Low 
packet rate scenarios (less than 8 pps) are not suitable for 
longer detection time. At this time, the number of packets 
lost is very small, so it is not meaningful to perform fast 
detection. You can still use some detection methods based 
on slow heartbeat. Therefore, in the actual application 
scenario, the front-end status detection of virtqueue can be 
combined with some of the slow detection methods 
described above. When multiple detection methods coexist, 
the front-end is considered to have failed when any one of 
the back-end detection methods first detects the failure, 
which can provide faster fault discovery for the rapid 
convergence of traffic in the work scenario of a large 
number of packets of virtualized network services, 
migration of computing nodes, and high availability of 
distributed applications. 
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