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CHAPTER 13

The use of biometrics in military operations
abroad and the right to private life

Marten Zwanenburg & Steven van de Put

Abstract

This chapter analyses the use of biometrics by military operations extraterritorially from the per-
spective of the right to private life in Article 8 of the European Convention on Human Rights (ECHR).
Such an analysis is called for in view of the increasing use of biometrics by armed forces. The chapter
concludes that it follows from the case law of the European Court of Human Rights (ECtHR) that
the ECHR is applicable to certain conduct of armed forces outside of their own State’s territory, and
that this includes situations involving the use of biometrics. Similarly, based on this case law there
are good grounds for concluding that all collection, storage and disclosure of biometric data falls
within the scope of Article 8 (1) ECHR, at least where the data is systematically collected, stored and
shared as is the case in military operations. This means that such use must meet the requirements
set out in Article 8 (2) ECHR in order not to constitute a violation of the right to private life. The
chapter discusses these requirements and concludes that although States have a certain margin of
appreciation, compliance with the right to private life during extraterritorial military operations

appears to be a tall order.

Keywords: Biometrics, ECHR, Right to privacy, Jurisdiction, Military operations.

13.1. Introduction

The collection and use of data is an increasingly important feature of military
operations. An example of this is the use of biometric systems by armed forces.
Biometric systems are systems used for the purpose of the biometric recognition
of individuals based on their behavioural and biological characteristics. Such char-
acteristics include fingerprints, face and finger topography, gait, voice and DNA.
These characteristics are unique, which makes them ideal for recognising persons.
This makes biometric systems a valuable tool for military operations, as they can
be used to deny anonymity.
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In order for a biometric system to function, it is necessary to collect, store and
exchange data. The more data available, the more effective the system is in recog-
nising persons. This has led to the collection of enormous amounts of biometric
data in certain recent operations, for example in Afghanistan. This increasing
use of biometric systems by military operations raises the question of what the
legal parameters are for such use. Only recently has this question been started
to be addressed in academic literature. The discussion has mainly focused on the
application of International Humanitarian Law (IHL).' Thus far, there has been
little academic attention for the implications of human rights, in particular the
interaction between the right to privacy and the use of biometric data in military
operations. Yet the use of data by military operations raises important questions
concerning the applicability and application of the right to privacy.

This chapter explores the applicability and application of the right to privacy
to the use of biometrics by military operations. It focuses in particular on the right
as it has been included in Article 8 of the European Convention on Human Rights
(ECHR). This article provides that “Everyone has the right to respect for his private
and family life, his home and his correspondence.” This choice is motivated by the
rich case law of the European Court of Human Rights (ECtHR) concerning the right
to private life, as the right to privacy is termed in Article 8 ECHR.

Particular attention will be given in this chapter to the right to private life as it
applies to military operations outside of the territory of States. Such extraterritorial
operations raise questions concerning the right to private life, including whether that
right applies at all outside of such territory. After all, the ECHR was designed to apply
primarily in the territory of States Parties. Yet currently it is widely accepted that the
application of the ECHR is not limited to the territory of States. This chapter submits
that the right to privacy would also be relevant during military operations abroad.?

Due to limitations of space, the issue of the interrelationship between the right
to private life and IHL during armed conflict will not be explored.3 It is possible
however that the latter may have impact on limitations placed on the use of data
by the former.

The chapter is structured as follows. After this introduction, a brief intro-
duction will be given to biometric systems and their use in military operations
(section 13.2). Having defined the object of study, section 13.3 will focus on the
(extraterritorial) application of the ECHR to military operations. The following
section will introduce the right to private life in Article 8 ECHR and discuss the
applicability and application of the right to private life to the use of biometric data
in military operations abroad. In other words, how does the right to privacy impact
such use? (section 13.4). The chapter concludes with a number of final observations
and recommendations for further research (section 13.5).
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13.2. Biometrics and its use in military operations

An authoritative definition of “biometrics” or “biometric recognition” is that this
concerns the automated recognition of individuals based on their biological and
behavioural characteristics.# A biometric system is essentially a pattern recognition
system that operates by acquiring biometric data from an individual, extracting
a feature set from the acquired data, and comparing this feature set against the
template set in the database.5 It uses the physical, physiological or behavioural
characteristics of individuals to recognise them.® Examples of such characteristics
are face topography, hand topography, finger topography, iris structure, vein struc-
ture of the hand, voice, gait, and DNA.7 These characteristics are unique, which
makes them ideal for recognising persons.®

A biometric system can be used for verification or for identification. Verification
refers to validating a person’s identity by comparing the captured biometric data
with his or her own biometric template(s) stored in the system database.® This is a
one-to-one process, which answers the question of whether the person concerned
is who he or she claims to be. Identification refers to recognising an individual by
searching the templates of all the users in the database for a match.' Identification
is a one-to-many comparison to establish an individual’s identity, without the
person concerned having to claim an identity.

To confirm the identity of individuals, biometric systems make use of various
biometric characteristics of individuals that are unique to that individual. This
potential, with biometrics representing a unique identifier, makes them very
valuable within military operations. It has led to a great number of applications
of biometrics in the military domain." Examples of this are base access, identi-
fying persons eligible for host nation training, identifying persons connected to
Improvised Explosive Devices (IEDs), identifying persons involved in piracy at sea,
and targeting.

The use of biometrics in military operations appears to have been first intro-
duced by the United States (US) after the invasion of Iraq in 2003." The US has taken a
leading role when it comes to the use of biometrics, visible in its extensive use during
operations in Afghanistan and Iraqg. Although the US has remained at the forefront
of military use of this technology, other States’ armed forces have also started using
it during military operations. This is not surprising, considering the broad variety of
potential applications referred to above. Currently, NATO has recognised biometrics
as an important operational capacity.’ This highlights that biometrics will be some-
thing that is expected to be relevant for the foreseeable future.
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13.3. (Extraterritorial) application of the ECHR to military operations

The right to private life in Article 8 ECHR can only be relevant to the use of biome-
trics by military operations abroad if it applies extraterritorially, i.e. outside of the
territory of the State. A key element in this context has always been the concept of
jurisdiction. Article 1 of the ECHR provides that “The High Contracting Parties shall
secure to everyone within their jurisdiction the rights and freedoms” set out in the
Convention. This represents ‘a threshold criterion which determines whether the
state incurs obligations under the treaty, and consequently whether any particular
act of the state can be characterised as internationally wrongful.”# It is based on the
conception that there needs to be a substantial relationship between the State and
a potential victim of infringement, to ensure that this relationship is not arbitrary.

As the human rights field matured, courts, including the ECtHR, were increas-
ingly confronted with alleged violations that took place outside a State’s own
territory. Based on the universal character of human rights, it was argued that
it was to be considered arbitrary if States would be allowed to commit violations
across their borders.’> Through a developing jurisprudence it became accepted
that whereas ‘the jurisdiction of States is primarily territorial, it may sometimes be
exercised outside the national territory.”® Known as extraterritorial jurisdiction,
this meant that States, in certain cases, could also be legally responsible for viola-
tions outside of their territory.

Crucial within this notion has been the concept of effective control. This can
manifest itself through effective control of territory, or effective control over
persons through State agents.”” Effective control over territory can be exercised
either directly by the State through its armed forces, or through a subordinate
administration.”® The case law of the ECtHR also makes clear that there is juris-
diction in the sense of Article 1 ECHR when there is effective control by a State
over persons through its agents, which the Court has referred to as “State agent
authority and control”. This includes, in certain circumstances, the use of force, in
particular when an individual is taken into custody.” It also includes cases where
a State party to the ECHR, through the consent, invitation or acquiescence of the
Government of that territory, exercises some or all of the public powers normally
exercised by that Government.?° The precise contours of “State agent authority and
control” are however difficult to distil from the ECtHR case law. The Court has
however emphasised that the control is actually effective: in situations of chaos,*
or in situations in which there is an insufficient link between the conduct and the
victim?? the Court has argued against the violation falling within the jurisdiction
of the state.

Situations in which a State would hold effective control could thus amount to
a sufficient jurisdictional link within operations. Examples relevant to the current
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research could include the taking of biometrical data of detainees, in which the
individual would without a doubt be seen to fall within the effective control of the
State. Individuals aboard a (war-)ship flying the flag of the State could,? based on
the case law of the ECtHR, also be seen to fall within the control of a state party.

The Court has, however, in applying the notion of effective control to situations
of armed conflict, been relatively conservative. In Georgia v. Russia (II), the Court
held with regard to Article 2 of the Convention (concerning the right to life) that
in the event of military operations carried out during an international armed
conflict, it was not possible to speak of “effective control” over an area or over an
individual. The very reality of armed confrontation and fighting between enemy
military forces seeking to establish control over an area in a context of chaos meant
that there could be no such control.*

Commentators have noted that this might be due to political concerns and the
Court trying to maintain a fine balance between being considered a legitimate court
and the compliance of states.?s Whereas there is legal precedent for arguing that
under certain conditions States Parties to the ECHR have effective control through
either agents or territorial control, this cannot be presumed.

Recent cases at the Court have however highlighted two relevant factors which
would entail that the gathering and also storage of private data could fall within
the jurisdiction of a member State. Relevant precedent could be found when con-
sidering the Court emphasising close, physical proximity between agents of the
State and the victim. A second option would be relying upon the newly established
doctrine of “special features” for finding extraterritorial jurisdiction in the sense of
Article 1 ECHR, recently employed by the Court when considering a procedural duty
to investigate. Whereas both these notions were used by the ECtHR in the context
of the right to life, the authors submit that there is no reason in principle why they
could not also apply in the context of Article 8 ECHR.

Starting with the concept of proximity, the Court considered this notion in
the recent Carter v. Russia case, which dealt with the assassination of Alexander
Litvinenko by Russian agents in the United Kingdom.? In its seminal decision in
the case of Bankovic, the Court had previously held that the “simple” fact that lethal
force was used did not bring an individual within the personal control of a state
agent. In Georgia v. Russia (II) however, the Court recognised that there had been an
evolution in its case law in this respect.?’ It acknowledged that in a number of cases
it has applied the concept of “State agent authority and control” over individuals
to scenarios going beyond physical power and control exercised in the context of
arrest or detention. The Court added that these cases were restricted to situations
of ‘isolated and specific acts involving an element of proximity’.28

Building on this development, in Carter the Court considered whether Russian
State agents who poisoned Mr. Litvinenko exercised physical power and control
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over the life of Mr. Litvinenko. The Court held that this was indeed the case, inter
alia because:

when putting poison in the teapot from which Mr. Litvinenko poured a drink, they knew
that, once ingested, the poison would kill Mr. Litvinenko. The latter was unable to escape the
situation. In that sense, he was under the physical control of Mr. Lugovoy and Mr. Kovtun,

who wielded power over his life.?

The Court thus looked at whether the Russian agents exercised physical power and
control over the life of Mr. Litvinenko, rather than over Mr. Litvinenko as a person.
This is an important difference because State agents can impact an individual’s
rights without having physical control over that individual. It follows from the
judgements in Georgia v. Russia (II) and Carter v. Russia that it is vital that an ele-
ment of proximity is involved. If this is the case, as was the case in Carter v. Russia,
it could be argued that the violation ‘amounted to the exercise of physical power
and control over his life in a situation of proximate targeting.’s°

Due to the very nature of the gathering of biometric data, this would quite often
involve a similar element of proximity. On these grounds, it could be argued that this
would fall within the jurisdiction of the State.3' Examples of this would be the taking of
DNA samples, the taking of iris scans or the registration of fingerprints. The gathering
of biometric data however does not necessarily involve an element of proximity. Data
can also be gathered without involving such an element. This lack of distance however
does not necessarily create a fundamental issue for the application of the ECHR.

Here arguments could be presented on the grounds that in the context of the use
of biometric data there may be “special features” which bring the situation within
the jurisdiction of the State. In a line of case law on the duty to investigate under
Article 2 ECHR, the Court has considered that “special features” can also establish a
“jurisdictional link” with a State. It remains to be seen whether the Court will also
apply the notion of “special features” outside of the context of the procedural obliga-
tion to investigate under Article 2 ECHR. If it does, this could provide an additional
basis for bringing the use of biometric data within the jurisdiction of the State.3

Supporting the notion that the gathering and storage of data could fall within
the jurisdiction is the fact that States have so far not contested this notion. Most
notably, in the Big Brother Watch cases, the Court was directly asked to consider the
gathering and storage of data by States. In both cases the respondent State raised
no objection to the applicability of the Convention;

the Government raised no objection under Article 1 of the Convention, nor did they suggest
that the interception of communications was taking place outside the State’s territorial juris-

diction. Moreover, during the hearing before the Grand Chamber the Government expressly
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confirmed that they had raised no objection on this ground as at least some of the applicants
were clearly within the State’s territorial jurisdiction. Therefore, for the purposes of the
present case, the Court will proceed on the assumption that, in so far as the applicants com-
plain about the section 8(4) regime, the matters complained of fell within the jurisdictional

competence of the United Kingdom.33

Relying on the Temple of Preah Vihear precedent, this silence can also be constructed
as legally relevant. In this case, the International Court of Justice (IC]) held that for
any silence to be constructed as legally significant, or as a form of acquiescence, it
must be “clear that the circumstances were such as called for some reaction, within
areasonable period.”3* As the ECtHR directly asked (and confirmed) the opinion of
the respondent State in these cases, their non-contesting of the fact that the Court
found the gathering of data would be within the jurisdiction can be considered
legally relevant. It could be seen as a confirmation that the State considers the
gathering (and subsequent storage) of personal data outside of their territory to
fall within their competence.3s

The above indicates there are legal arguments for concluding that the gathering
and use of biometric data during a military operation by a State outside of its own
territory may fall within the jurisdiction of that State. This would make the ECHR
relevant, even when this takes place outside of the territory of the State. During
military operations, it might thus be the case that the obligations from the ECHR
would still apply.

13.4. The right to private life in Article 8 ECHR, its applicability and application
to the use of biometric data in military operations abroad

13.4.1. Applicability of the right to private life to the use of biometric data in military
operations abroad

The right to privacy, or the right to private life as it is referred to in the ECHR, is laid
down in Article 8 ECHR. That article provides:

1. Everyone has the right to respect for his private and family life, his home and his
correspondence.

2. There shall be no interference by a public authority with the exercise of this right
except such as is in accordance with the law and is necessary in a democratic society in
the interests of national security, public safety or the economic well-being of the country,
for the prevention of disorder or crime, for the protection of health or morals, or for the

protection of the rights and freedoms of others.
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The ECtHR has made clear that the “essential object of Article 8 is to protect the indi-
vidual against arbitrary interference by public authorities.”3 The Court has explained
that “private life” is a broad term encompassing the sphere of personal autonomy
within which everyone can freely pursue the development and fulfilment of his or
her personality and establish and develop relationships with other persons and the
outside world.3” As is clear from the text of Article 8, it first needs to be established
whether something constitutes an interference with the exercise of the right to pri-
vate life. If this is the case, then such interference will constitute a breach of Article 8
ifit does not meet the criteria in the second paragraph of the article (“except such as”).

This chapter focuses on the use of biometric data in military operations. The
first question that needs to be addressed in this context is whether the collection,
storage and sharing of biometric data falls within the scope of application of “pri-
vate life” so that Article 8 is applicable. The case law of the ECtHR makes clear that
the storage of information relating to an individual’s private life and the release
of such information falls within the application of Article 8 (1).3 In this context, it
has underlined that the term “private life” must not be interpreted restrictively.3?

In Amann v. Switzerland, the ECtHR linked a broad interpretation of the right
to privacy in the context of data to international instruments in the field of data
protection. It held that such a broad interpretation:

corresponds with that of the Council of Europe’s Convention of 28 January 1981 for the
Protection of Individuals with regard to Automatic Processing of Personal Data, which came
into force on 1 October 1985 and whose purpose is “to secure in the territory of each Party
for every individual ... respect for his rights and fundamental freedoms, and in particular
his right to privacy, with regard to automatic processing of personal data relating to him”
(Article 1), such personal data being defined as “any information relating to an identified or

identifiable individual” (Article 2).4°

This is particularly relevant for biometric data because the use of a biometric
system by definition constitutes “automatic processing of personal data”.

This case law, and the link it established to the protection of personal data under
international data protection instruments, suggest that Article 8 (1) ECHR applies to
all collection and further processing of personal data.+' It would therefore always
apply to the collection and further processing of biometric data, which is a particu-
lar kind of personal data. This would be particularly so because biometric data is
considered a subset of personal data that requires specific protection beyond that
provided to “regular” personal data.4?

This conclusion finds support inter alia in the Grand Chamber judgment
in S. and Marper v. United Kingdom, in which the Grand Chamber of the ECtHR
considered that as fingerprints objectively contain unique information about the
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individual concerned, allowing his or her identification with precision in a wide
range of circumstances, the retention of this information without the consent of the
individual concerned cannot be regarded as neutral or insignificant.#3 The Court
continued to hold that:

while it may be necessary to distinguish between the taking, use and storage of fingerprints,
on the one hand, and samples and profiles, on the other, in determining the question of
Jjustification, the retention of fingerprints constitutes an interference per se with the right to

respect for private life.4

Ultimately, whether the collection, storage and sharing of biometric data falls
within the scope of Article 8 ECHR needs to be determined on a case-by-case basis.
De Vries states that in determining whether this is the case, the ECtHR:

Takes into account the specific context in which the information has been recorded and
retained, the nature of the records, the way in which they are used and processed, the results
that may be obtained and the applicant’s reasonable expectations as to the private character

of the information.+

The authors consider that there are good grounds for concluding that all collection,
storage and disclosure of biometric data falls within the scope of Article 8 (1) ECHR,
at least where the data is systematically collected, stored and shared as is the case
in military operations. All biometric data objectively contain unique information
about the individual concerned, allowing his or her identification with precision in
a wide range of circumstances. This means that the rationale given by the Court in
S. and Marper v. UK for concluding that the retention of fingerprints constitutes an
interference per se with the right to respect for private life applies to all biometric
data collected, stored and shared in military operations.

13.4.2. Application of the right to private life to the use of biometrics by military
operations abroad

1. Requirements in Article 8 (2) ECHR

In the previous section, it was concluded that there are good grounds to conclude
that all collection, storage and disclosure of biometric data by a military operation
is an interference with the right to private life. Such an interference constitutes a
violation of Article 8 ECHR, unless the requirements set out in the second paragraph
of that article are met cumulatively. These are that the interference is

a) in accordance with the law;

b) necessary in a democratic society;
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¢) inthe interests of national security, public safety or the economic well-being of
the country, for the prevention of disorder or crime, for the protection of health
or morals, or for the protection of the rights and freedoms of others.

These requirements are discussed in more detail in this section.

2. Lawfulness

In order not to fall foul of Article 8, the use of biometric data by a military operation
must first be “in accordance with the law”. This requirement has a formal and
substantive sense.#% In the formal sense, there must be an authorisation by a rule
recognised in the national legal order.#” This prevents the collection, storage and
use of this biometric data from being arbitrary and demands a strong legal basis.
A number of States have adopted legislation giving their armed forces the power
to collect, store and share biometric data. The authors are aware of at least the
Netherlands and Germany having such legislation.#® Such domestic legislation
constitutes the “law” referred to in Article 8.

Where such domestic legislation of the State using biometrics abroad is lacking,
it may be asked whether domestic legislation of the State where the data is being
collected or a resolution of the United Nations Security Council adopted under
Chapter VII of the UN Charter can be understood as “law” in the sense of Article 8 (2)
ECHR. With regard to the latter, it may be noted that although Article 8 (2) does not
specify that “the law” must be domestic law, the ECtHR does refer explicitly to
“domestic” law in case law on Article 8.4 Academic commentaries have however
also recognised that a right could potentially be read into some IHL clauses.s° In a
similar fashion, it can be argued that alternative authorisation could be provided by
UNSC resolutions. The Court has so far however not considered any international
legal or Security Council obligations directly. This can be explained by the fact that
the Court has only been asked to consider domestic legislation of the State inter-
fering with the right to privacy. In theory, a host State could also adopt domestic
legislation allowing the use of biometrics on its territory by those other States. The
ECtHR has not yet addressed the question of whether such legislation could qualify
as the “law” under Article 8 (2) ECHR. It has however not excluded this possibility.

The substantive sense of the “in accordance with the law” criterion requires
that the rule must be accessible and foreseeable. The ECtHR held in this respect
that the:

expression “in accordance with the law” further refers to the quality of the law in question,
requiring that it should be compatible with the rule of law and accessible to the person

concerned who must, moreover, be able to foresee its consequences for him.>'
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Foreseeability implies that the law must be sufficiently foreseeable in its terms to
give individuals an adequate indication as to the circumstances in which, and the
conditions on which, the authorities are entitled to resort to measures affecting
their rights under the Convention.5? If the law grants discretion to public author-
ities, it must indicate with reasonable clarity the scope and manner of exercise
of the relevant discretion so as to ensure to individuals the minimum degree of
protection to which they are entitled under the rule of law in a democratic society.53
In the context of the use of biometrics, albeit not in a military context, the ECtHR
has held that:

The level of precision required of domestic legislation — which cannot in any case provide
for every eventuality — depends to a considerable degree on the content of the instrument in
question, the field it is designed to cover and the number and status of those to whom it is

addressed.>*

With regard to the requirement that the law is adequately accessible, this means
that the person concerned must be able to have an indication that is adequate in
the circumstances of the legal rules applicable to a given case. The requirement of
accessibility appears to be difficult to meet for the law of the State using biometrics
in another State. The very fact that the law is part of another legal system than that
of the host State suggests that it is less accessible to persons in the host State. This
is all the more so if the law is in a different language than that of the host State.

The requirement in Article 8 ECHR that any interference with the right to
private life must be “in accordance with the law” also requires that adequate safe-
guards be in place to ensure that an individual’s Article 8 rights are respected. The
law must provide adequate safeguards to offer the individual adequate protection
against arbitrary interference.ss The Court provided some indication of what such
safeguards can consist of in its judgment in S. and Marper v. UK:

It is as essential [...], to have clear, detailed rules governing the scope and application of
measures, as well as minimum safeguards concerning, inter alia, duration, storage, usage,

access of third parties, procedures for preserving the integrity and confidentialitys®

It follows from this requirement that the law providing for the use of biometric
data by armed forces will have to provide in some detail when and in respect of
whom biometric data can be collected, stored and shared.s”

3. Necessary in a democratic society
The interference must be “necessary in a democratic society”. This means that a
fair balance must be struck between the competing interests of the individual and
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society as a whole.5® The interference must correspond to a pressing social need,
and, in particular, must remain proportionate to the legitimate aim pursued.>®
This entails an assessment of the proportionality of the interference, i.e. balanc-
ing the right of the individual against the interests of the State and the society it
represents.5° Such a balancing will need to be done taking into account the specific
circumstances of the case. The ECtHR has held that the requirement of “necessary
in a democratic society” must be interpreted narrowly and that the need for restric-
tions must be convincingly argued in a given case.5'

In principle, the State has a certain margin of appreciation in determining
what it considers necessary in a democratic society.®> The breadth of the margin
varies and depends on a number of factors including the nature of the Convention
right at issue, its importance for the individual, the nature of the interference and
the object pursued by the interference.®3 In the context of national security, the
authorities enjoy a wide margin of appreciation.® However, this margin is subject
to the supervision of the Court, and the Court must be satisfied that there exist
adequate and effective guarantees against abuse.5 As the ECtHR has held that the
need for safeguards to prevent the use of personal data that would be in violation
of Article 8 “is all the greater where the protection of personal data undergoing
automatic processing is concerned”, it appears that the margin of appreciation is
more limited in the case of biometric data.5¢

A number of relevant aspects of proportionality can be derived from the case
law of the ECtHR. One is that the amount of data that is collected and stored should
be as limited as possible.’” This means that it is unlikely that the large-scale col-
lection and storage of biometric data as was undertaken by the US in Afghanistan
would be considered proportional.®® The data should only be used for the pur-
pose for which it was collected.®® This means that the sharing of the data by the
armed forces with other government agencies in their own State is likely to not be
considered proportional. Data should not be kept for longer than is necessary for
the purposes for which it has been collected.” This implies that normally the data
should be deleted at the latest when the military operation in which the data has
been collected ends. The data should also be relevant, accurate and up-to-date.”

There must also be a system of supervision in place. As the ECtHR held in Roman
Zakharov v. Russia, it has to determine “whether the procedures for supervising
the ordering and implementation of the restrictive measures are such as to keep
the ‘interference’ to what is ‘necessary in a democratic society’”.”? The supervision
should normally be carried out by the judiciary. However, the Court has held in
the context of secret surveillance that supervision by non-judicial authorities can
be sufficient, provided that they are independent of the authorities carrying out
the surveillance and are vested with sufficient powers and competence to exer-
cise effective and continuous control.” This means that supervision by a person
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within the chain of command of the person ordering the use of biometrics in a
military operation would not be sufficient. Although supervision by the judiciary
is preferred by the ECtHR, it can be argued that at least certain uses of biometrics
in military operations, such as when used for intelligence purposes, are similar to
secret surveillance and that with regard to such use supervision by a non-judicial
authority could meet the requirements of Article 8. Based on publicly available
information, however, it appears that there is no independent supervision of the
use of biometrics by the armed forces of States Parties to the ECHR.

Closely related to the requirement of supervision is that the individual whose
biometric data are used be able to challenge the measure to which he or she has
been subjected. A procedure for such a challenge must thus be available.7+

A second element of the ‘necessary within a democratic society’ condition is
that it is deemed to serve a legitimate purpose. For an interference with the right
to private life not to breach Article 8, it must be for one of the purposes referred to
in Article 8 (2) ECHR. The ECtHR has interpreted the terms of these purposes rather
broadly.’s Depending on the mandate of the operation, it appears that “national
security”, “the prevention of disorder or crime” and “the protection of the rights
and freedoms of others” would be the most likely legitimate aims for the use of
biometrics in a military operation. For example, the use of biometrics in an opera-
tion based on national self-defence can contribute to such self-defence, and thereby
to the security of the State defending itself. The use of biometrics in an operation
aimed at combating piracy, which is an international crime and criminalised as
such in the domestic law of most States, can contribute to the prevention of crime.
The use of biometrics in an operation supporting another State in fighting a ter-
rorist group can contribute to the protection of the rights and freedoms of others
which are threatened by that terrorist group. In such a way the use of biometric
data could serve a legitimate purpose within military operations.

13.5. Conclusion

This chapter has demonstrated the relevance of the right to private life in Article 8 of
the ECHR during military operations abroad, in particular to the use of biometrics in
such operations. It has done so by using a two-pronged approach. In the first section,
it has aimed to establish that there are situations in which the use of biometric data
abroad could fall within the jurisdiction of a State party to the ECHR. The developing
concept of extraterritorial jurisdiction allows for several situations in which a State
would be bound to respect the human rights obligations that are relevant for the
collection and further processing of biometric data. This is a result of the obligations
found within Article 8 of the ECHR. In its case law the ECtHR has established that any
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infringement of an individual’s privacy may not be arbitrary. States must ensure
that any use of biometric data must have a legal basis. Likewise, this must serve a
legitimate purpose and be proportionate with regard to the goals of any program.
These conditions will still apply to States conducting military operations abroad.
Although States have a certain margin of appreciation, compliance with the right
to private life during extraterritorial military operations appears to be a tall order.
In theory, States may derogate from Article 8, although there is some debate on the
possibility of derogation in the context of extraterritorial application of the ECHR.”
But in any event, derogation is subject to strict limits and therefore is not a panacea.

The appearance of biometric data within doctrines and in the practice of States
highlights that its use is here to stay. This makes it necessary to keep conducting
research as to the legal framework surrounding this data. This chapter has offered
some first considerations on the European perspective towards the human rights
obligations that are relevant in these cases. In doing so, it aims to offer a more
complete picture surrounding the legal obligations of states when using these new
technologies. As technologies and the uses of said technologies keep developing,
it remains important to consider the broad range of legal obligations that could
potentially influence these uses.
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