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Resumo

A Faculdade de Medicina da Universidade do Porto enfrenta um desafio: com a
introducao do RGPD e de leis locais de protecao de dados mais rigorosas, os seus
investigadores tém de se esforcar mais para garantir que sao tomadas medidas
adequadas de protecao de dados quando processam conjuntos de dados que incluem
dados pessoais. No entanto, nem os investigadores nem a FMUP sao capazes de
cumprir plenamente os novos regulamentos em matéria de protecao de dados devido
a falta de experiéncia e de conhecimentos por parte dos investigadores e a falta de
infraestruturas que facilitem o trabalho burocratico que os investigadores tém de fazer
para cumprir os regulamentos. Para ajudar a atenuar este problema e melhorar o
cumprimento dos projetos de investigacdo, recomenda-se que a FMUP estabeleca
processos que orientem o pessoal de investigacdo através da documentacao e das

precaucoes exigidas por lei.

Palavras-chave:
RGPD; Investigacao médica; AIPD; RAT; Sistema de informacao.

Abstract

The Faculty of Medicine of the University of Porto faces a challenge: with the
introduction of the GDPR and stricter local data protection laws, its researchers must
put more effort into ensuring appropriate data protection measures are taken when
processing datasets that include personal data. However, neither the researchers nor
FMUP are capable of fully complying with new data protection regulations due to a
lack of experience and knowledge on the part of researchers and a lack of
infrastructure that facilitates the bureaucratic work researchers must do to be
compliant. To help alleviate this issue and improve compliance of research projects, it
is reccommended that FMUP establishes process that guide the research staff through

the documentation and precautions required by law.

Keywords:
GDPR; Medical research; DPIA; RPA; Information system.
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1. Introduction

The Faculty of Medicine of the University of Porto is an education institution, with a
focus on the teaching of scientific and technological research in medicine and other
areas of health sciences and human biology, that also participates in research in the
same scientific areas, sometimes in conjunction with strategic partners, as well
providing services in the health sector. Due to the nature of health data, the
partnerships and research carried out in the faculty, a great deal of personal
information (health records, names, birth dates, etc.) flows through its information
systems, which needs to be protected as dictated by the General Data Protection

Regulation.

This project aimed to provide insight into the state of GDPR compliance in research,
more specifically, into the way research data is managed and in the organisation’s units
that provide medical services to external entities, namely the Sao Joao Hospital.
However, the focus of the project shifted towards analysing the state of compliance
with the GDPR in research projects only. With this shift in focus, the objective became
to perform an analysis on how researchers manage personal data related to their

research projects and look for problems that must be solved.

Managing all this data is a challenge to both the institution and the researchers; the
data protection rules imposed by the GDPR demand strict control of personal data and
does not discriminate between research institutions and other organizations in
matters of data protection. Moreover, the institution lacks a data management model
that defines data repositories where data should be stored, support to help researchers
prepare data management plans, and the infrastructure to store the data. This lack of
a concerted approach to research data management lead to researchers inadequately
storing the data — it is common for data to be stored in USB drives, cloud services or
even local computers — thus making it difficult to retrieve, re-use and ensure its

integrity and security.

This situation presents a great risk to the faculty. Currently, there isn’t a simple way to
scrutinize both current and past projects; there isn’t a repository where old project
data is stored, researchers tend to store their data in external drives or cloud shares

through their institutional accounts. Each cloud share or external drive is a potential



point of failure or breach of security, so it is imperative to assert whether researchers

are adopting sufficient measures to keep their research data safe.

Assessing whether research activities in FMUP are compliant with data protection
laws will require analysing the processes and activities carried out during the research
process. The main focuses of this study will be analysing how researchers currently
manage their data from the perspective of GDPR compliance. To achieve this, it will
be necessary to work in close proximity with the institution and inspect how
researchers store, collect and otherwise process data, how they ensure they are in
compliance with the law and any facilities and services that help them carry out their

activities legally.

In terms of practical results, this project is expected to paint a picture of the current
data management practices at FMUP and present ideas of how they can be changed to
guarantee researchers comply with data protection laws while not limiting data
processing activities and use. Reaching these objectives will require an understanding
of how the GDPR applies to research data in the medical sector and how national laws
intermingle with European Union-wide regulations, what techniques exist to protect
personal data that can be applied to medical research contexts. As a way to further
contextualise this thesis, questions such as what kind of personal data might be
collected in a clinical trial, how can data subject privacy be protected and problems
with the storage of sensitive data will also be explored in the literature review, the
barriers that the GDPR presents to research as well as what are the FAIR principles

will be explored.

Studying the GDPR and literature that focuses on its impacts on scientific research
reveals that data protection laws do significantly hamper a researcher’s ability to
collect and share data. This is due to rights bestowed upon data subjects, such as the
right to have their data erased or the right to informed consent for data processing, as
well as restrictions on data transfers, especially to countries outside of the EU.
However, the GDPR does open some exceptions in its data protection laws as to not
completely overwhelm researchers and does defer some aspects to national research

laws.

Thus, data protections laws such as the GDPR lead to the development of techniques

to protect data subjects through anonymisation, pseudonymisation and data storage



systems designed with security in mind. Partly because the GDPR defines
pseudonymised data as still being personal data, utmost care must be taken when
deciding how to protect the privacy of data subjects, a balance must be found between
their rights and the work of researchers who need access to their data. An aspect to
consider is the sort of data collected during research and the number of participants

and data points collected.

After the literature review, the methodology chosen to guide this thesis will be
presented and its choice justified, followed by an analysis of the institution’s structure
to understand how a research project begins and ends. Next, a commercial research
contract will be studied so it can be used as a point of comparison between FMUP’s
data management practices and the practices of a commercial research company.
Afterwards, a questionnaire will be elaborated and distributed through the research
personnel with the intent of using the answers to perform a diagnostic of data
management practices at FMUP. Following a review of the results, they will then be

compared to the previously analysed contract to highlight key differences.

Next, the final recommendations will be presented, these will mainly be related to ways
in which the information systems of the faculty, mainly those related to research and
investigation, can be change in order to improve the data management culture in the
institution. To close off, the conclusion will take one last look at the findings and
potential weaknesses of the project and offer some ideas of how it can be further

developed.

1.1. Objectives
The main objective of this project is to analyse how researchers handle personal data
and what assistance do they get to ensure their compliance with data protection laws.
Due to the short time budget for the project, it will not be possible to start
implementing the changes and ensuring their success, as such, key areas that can be

improved will be highlighted, along with improvement suggestions.

2, State of the art

Since the introduction of the GDPR in the EU, keeping personal data safe has become
a major focus point of all types of organizations. The new regulation imposed more
responsibilities on organizations when it comes to the processing and storage of

personal data, requiring a legal basis for processing, the secure storage of this data,
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and an assessment of the impact that a security breach that leaked personal data could
have on the data subject’s life; if these organizations are found to not be compliant
with the data protection standards imposed on them, the regulation dictates the

application of heavy fines to these entities.

Though different types of organizations can deal with the personal data of people who
interact with them, they do not all deal with the same types or quantity of personal
data; organizations that process the health data of individuals, deal with an especially
sensitive type of data that can make these organizations an interesting target to bad
actors who want to acquire this data. Despite these risks, the field of clinical trials is
essential to the continuous development of medicine and healthcare and cannot stop
collecting the data of trial participants due to the risks involved and to its intrinsic
purpose. Instead, processors of clinical data must adapt to the new regulations and
threats. This adaptation involves, in terms of data protection, creating data
warehousing architectures, developing new ways to anonymize and pseudonymize

personal data while also preserving their usefulness for primary and secondary uses.

From the perspective of GDPR compliance, organizations had to figure out which of
legal basis for data processing is the most adequate in the context of clinical trials,
something that still isn’t clear, how long they could keep the collected data, which data
subject rights they had to uphold and how a DPIA should be carried out. As luck would
have it, the GDPR defers some aspects of data privacy, such as the conservation period,
to national laws and in the case of Portuguese law, clinical data for the effects of
research can be kept for an indefinite period. The DPIA, however, is an important step
in confirming the compliance of an organization with the GDPR and the regulation
only details what information should be collected during this assessment. In this
methodological void, appeared some base methodologies created by national agencies
which then served as the basis for more detailed methodologies, focused on specific

areas and systems, to appear in academic literature.

2.1. Definitions
Before moving on with the state of the art per se, it is desirable to define some terms,
such as “personal data”, “clinical trial”, “primary use” and “secondary use”. Defining
these terms will help to focus the scope of this dissertation, as well as to establish the
reasons given by researchers to want to keep this data, despite all the drawbacks that

come with that decision.



A CT, as defined by the Encyclopaedia Britannica, is the “formal testing of a specific
treatment or other health-related intervention to determine its role in the standard
care of individuals with a corresponding medical condition. [...]” (‘Clinical Trial |
Medicine | Britannica’ n.d.). This excerpt of the definition includes concepts that are
also found on the United States National Institute of Aging website, which defines CT
as research performed on medical devices or treatments with the intent to analyse
their benefits and side effects (‘What Are Clinical Trials and Studies?’ n.d.). CT can be
classified into 2 groups: interventional/experimental clinical trials and observational
studies (Wang and Ji 2020).It is possible to divide the two categories mentioned
previously even further, but an in-depth exploration of clinical trials is not the focus of
this work. These trials are often carried out on humans which raises issues concerning

participant data protection, especially in the European Union (EU).

In the literature, there is a distinction made between the primary use and secondary
use of this data. This distinction is quite important, as it will, later, be a variable to
consider in terms of GDPR compliance. A simple first definition is given by Lavola-
Spinks et al. (2022),which defines “primary use” as the usage of data for the purpose
it was collected. The definition of secondary use is easy to infer when considering the
definition given for primary use. Again, according to Lavola-Spinks et al. (2022),
secondary use is defined as the re-processing of data collected for another purpose, in
this case, a study. Peloquin et al. (2020) give a more detailed definition for secondary
use, where it is defined as the use of data that was collected for a different purpose in
research or primary care. Although not very useful for the remainder of this
dissertation, these definitions serve as proof that clinical data can and is used more

than once and over several research projects, hence the need to store it.

The GDPR is a regulation created by the EU to impose strict rules on the collection
and processing of personal data of EU citizens (‘What Is GDPR, the EU’s New Data
Protection Law?’ 2018). It establishes a broad definition of personal data, sets legal
obligations that any company anywhere in the world must follow if they collect data
from EU citizens, establishes rights that apply to an individual citizen’s personal data
and legal frameworks for the transfer of personal data to countries outside the EU,
among several other rules for processing, collection or consent (Regulation (EU)
2016/679 of the European Parliament and of the Council of 27 April 2016 2016). This

law is important for this work since its definition of personal data is broad enough to



encompass many different types of data related to people. Since the GDPR regulates

“data processing activities”, it is also worth defining the term.

(Data) “processing”, as defined in the GDPR, is any activity, regardless of whether it is
executed by a machine or a person, performed on personal data (Regulation (EU)
2016/679 of the European Parliament and of the Council of 27 April 2016 2016).
These activities include collection, storage, various forms of treatment and even

deletion.

One of the concepts that are used in the GDPR and should be kept in mind moving
forward is the “data controller” concept. According to the European Commission, a
“data controller” is an entity that determines through which means personal data will
be processed and for what purposes that processing will take place (‘What Is a Data
Controller or a Data Processor?’ n.d.).This entity will be held responsible for carrying
out the data processing activities in accordance with the GDPR. The “data processor”
is alegal or a natural person, agency, public authority, or any other body who processes
personal data on behalf of a data controller. So, it is subordinate to the data controller,
but has nevertheless responsibilities in the data processing (‘What Is a Data Controller

or a Data Processor?’ n.d.).

Another important concept defined in the GDPR is the concept of the DPIA.
Performing an impact assessment is mandatory every time a new project that will
involve “high-risk data” is started (‘Data Protection Impact Assessment (DPIA)’ 2018)
and it should outline all “measures, safeguards and mechanisms” used to protect this
data (consideration 90) (Regulation (EU) 2016/679 of the European Parliament and
of the Council of 27 April 2016 2016). This assessment also serves to show that an
organization is compliant with the responsibilities imposed by the GDRP, thus its
importance. The GDPR states in article 35%, paragraph 7 the 4 minimum
requirements of a data protection impact assessment: “a systematic description of the
envisaged processing operations and the purposes of the processing, including,
where applicable, the legitimate interest pursued by the controller; an assessment of
the necessity and proportionality of the processing operations in relation to the
purposes; an assessment of the risks to the rights and freedoms of data subjects
referred to in paragraph 1; and the measures envisaged to address the risks,
including safeguards, security measures and mechanisms to ensure the protection of

personal data and to demonstrate compliance with this Regulation taking into
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account the rights and legitimate interests of data subjects and other persons
concerned.” (Regulation (EU) 2016/679 of the European Parliament and of the
Council of 27 April 2016 2016).

Lastly, the concept of “personal data” is defined in the GDPR as: “ ’Personal data’
means any information relating to an identified or identifiable natural person (‘data
subject ’); an identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an identification
number, location data, an online identifier or to one or more factors specific to the
physical, physiological, genetic, mental, economic, cultural or social identity of that
natural person” (Regulation (EU) 2016/679 of the European Parliament and of the
Council of 27 April 2016 2016).Although the level varies, a common point between the
GDPR and another data protection law, the California Consumer Privacy Act in this
case, is that the definition of personal data is kept vague (Voss and Houser 2019). It is
worth noting that this vagueness, that aims to cover as many forms of personal data as
possible, also raises concern among investigators since pseudonymized information
can still be considered personal information if the pseudonymization process can be
undone with the help of additional information (Peloquin et al. 2020; Regulation (EU)
2016/679 of the European Parliament and of the Council of 27 April 2016 2016; Voss

and Houser 2019).

22. Types of data collected in clinical research
Before moving on and exploring the challenges that come with the storage of large
quantities of personal information, it would be fruitful to the development of this work
to understand what kinds of data are collected during a CT and, more generally, during
a health research project, and estimate, if possible, how much personal data is
collected. To do this, it is necessary to determine the number of participants that
clinical trials usually have, a hard task as there isn’t a fixed number. Instead, formulae
are used to determine this number based on several criteria picked by researchers,
some of which based on the results of previous studies, further complicating things.
Once the number of participants is determined, it is necessary to investigate the
datapoints collected in these trials, so that a broad image of the quantity of personal

data collected by a trial can be painted.

Determining the optimal number of participants to conduct a given clinical trial is

something that has been the object of investigation for a long time. This is linked to
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ethical issues, such as reducing the potential harm that the trial might bring to the
participants, and the effective distribution of resources for research (Lerman 1996;
Wang and Ji 2020).To determine the desired number of participants for a given trial,
several formulae were developed over the years. The formula presented by Donner
(1984) is, chronologically, the first formula found in the gathered literature. This paper
does not present a single formula, but several formulae that are used depending on the
null hypothesis that is being tested (clinical trial to show equivalence, risk difference,
time to critical event, etc.). Lerman (1996),who presents 3 equations to calculate the
sample size under 3 distinct conditions: the standard deviation being equal for the 2
study groups; the standard deviation being different for the 2 study groups; the
gathered data is paired.

More recently, Eng (2003) shared 2 more equations, one for comparative and another
for descriptive studies. The author begins by enumerating 5 parameters in the
consideration of the number of participants, some of which will depend on researcher
choice and estimation: the effect size, estimated measurement variability, desired
statistical power, significance criterion, and whether a one-tailed or two-tailed
statistical analysis will be performed at the end of the trial. Wang and Xi (2020)
provide a very similar equation to the one given by Eng. In terms of the equation
variables, the authors equation in the section “General Considerations for Sample Size
Estimation” takes the exact same variables into account, with minor differences in the
overall formula; the authors provide a second formula, this time to estimate the sample
size required to study the prevalence of a disease on the general population. This
formula only shares the statistical power variable with the previous formulae. It is
worth pointing out that, despite not being used in the new formulae, the authors still

find it adequate to mention type 1 and 2 errors in their paper.

This prior analysis of sample size requirements for clinical trials didn’t reveal a
minimum number of participants for a trial to be valid. Instead, it revealed a
preoccupation with recruiting just the right number of test subjects for a given trial;
this ideal number will change according to the type of trial and some choices on the
part of the investigators. There isn’t a simple answer to the question of “how many
people should a clinical trial follow”, the answer is heavily reliant on the type of study
being conducted. To answer the initial question, another approach will have to be used.

Using an average number of participants for a clinical trial could turn out to be the



best way to estimate the quantity of personal information and data handled by a

clinical trial.

Billingham et al. (2013) reviewed 79 clinical trials registered in the United Kingdom
with the intent to discover the average number of participants in pilot and feasibility
trials, two types of trials that are smaller than other phases of clinical trials that come
after. The analysis of the feasibility (n = 25) studies, pilot (n = 50) studies and studies
considered to fit in both categories (n = 14) revealed there can be quite a gap between
the maximum (114 participants for feasibility trials, 300 for pilot) and minimum (8
participants for feasibility trials, 10 for pilot) number of participants, but in both cases
the median number of participants was around 30 (30 for feasibility studies, 36 for
pilot) (Billingham, Whitehead, and Julious 2013). Following the United States of
America Food and Drug Administration (FDA) guidelines, these studies would fit in
their phase 1 of the clinical research phase studies due to the number of participants,
but phase 4 clinical studies can have “several thousand” participants (Commissioner

2019).

Having the ranges mentioned above in mind, it is possible to estimate the amount of
personal data, as defined by the GDPR, that a clinical study can collect. Depending on
the research subject, a clinical study might collect different information about a
participant: genetic information can be collected in research that targets rare diseases
(Pormeister 2017); in other cases, the project collects information that directly
identifies the participant, such as name, birth date, contacts or addresses (Crowley et
al. 2020; Meystre 2015).These are some of the sensitive data points collected during
trials that were brought up, multiplied by the number of participants, which can range
from the tens to the thousands. Often, data controllers find themselves holding a
considerable amount of sensitive data. This turns the data centres in which these data
are held into a target for bad actors who, for financial or other reasons, might want to

retrieve it illicitly (Puppala et al. 2016)

It is hard to quantify the data collected by a clinical trial. The variation in aim of each
trial leading to the collection of a different set of data points, the differing typologies
requiring different numbers of participants and the choices made by the researchers
when determining the number of participants, all contribute to the difficulty in
extrapolating an average quantity of collected data per trial. The best estimates can

only be made using the participant numbers recommended by government bodies and
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the data points that are invariable across trial typology and area of research. This
estimate, however broad it may be, shows that the data set produced by a CT can
contain names, dates of birth or contact information of tens to thousands of

participants.

23. Issues regarding data storage
Institutions that end up storing clinical data of European citizens will need to comply
with the GDPR. One of their obligations, as mandated by the law, is to protect the
privacy of the individuals whose data they hold. Storing and protecting such a huge
amount of sensitive data comes with a very particular set of challenges such as
anonymizing data without compromising the meaningful relationships among the
data elements, relevant for the current or future research. Despite the increased
responsibilities of the data holders, the GDPR still restricts data transfer to territories
outside of the European Union and considers pseudonymized data as still being
personal data. But it also understands the unique nature of data in the health research
environment and limits participants rights, such as the right to have their data deleted,

and defers certain aspects to each country national data protection law.

As data holders, clinical trial databanks have obligations towards the individuals
whose data they hold, according to the GDPR. The most basic obligations these entities
must comply with is securing the personal data they are charged with storing. In the
case of medical data or clinical trial data this means that the stored data must be
anonymized as soon as it is no longer necessary to identify the individual to whom it
belongs (Regulation (EU) 2016/679 of the European Parliament and of the Council
of 27 April 2016 2016).This forces the entities holding this data to pseudonymize or
protect the identity of clinical trial participants by any means necessary, in such a way
that the process cannot be reversed (Peloquin et al. 2020). However, there are
instances where a participant must be contacted, for example, if a patient has an
undiagnosed condition that was detected during analysis conducted under the scope
of a trial, there could be a reason to contact the patient. There are cases where
researchers are legally responsible for reporting results to trial participants, a task that
can be made difficult by the necessity to protect the participants privacy (Baker et al.

2019).

One of the major obstacles imposed by the need to guarantee participants privacy is

the difficulty in sharing data across borders. European law is very strict when it comes
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to distinguishing between anonymized and pseudonymized data, going as far as
declaring data that an entity could consider anonymized as just pseudonymized if
there is a key to reverse the anonymization process (Peloquin et al. 2020). Although
there are programs that facilitate the transfer of anonymous data to other countries,
such as the Privacy Shield programme, some countries, such as China, are not part of
this programme, which means there are no tools or frameworks in place to help the
controllers of this data to ensure adequate privacy measures (Peloquin et al. 2020; van
Deursen and Kummeling 2019; ‘Privacy Shield Program Overview | Privacy Shield’
n.d.). In cases like the one previously mentioned, there are provisions in the GDPR
that allow for the transfer of data to countries outside of EU, even if conditions such
as a country’s adequacy, or assurance of appropriate data protection measures aren’t

assured.

Data completion could be another issue that researchers and databanks face,
especially now that people can ask for their data to be deleted under the rights
conferred by the GDPR, though under the same law, some protections exist that limit
this right. Under the GDPR, individuals can request the deletion of any personal data
held by a data warehouse, databank, etc. This right raises two issues: locating the data
in order to delete it and compromising the validity of a study (Baker et al. 2019).When
data is properly pseudonymized, locating one individual in a given dataset is not an
easy task and might require access to special keys that can be used to undo any
transformation done to directly identifiable data so that the proper entry can be
removed (Baker et al. 2019); it is often the case that data controllers do not have this
key (Peloquin et al. 2020). Simultaneously, medical research require that the data
produced remain available after its end and the right to withdrawal could affect the
integrity of these datasets, but in this case, the GDPR defers to specific clinical trial
regulations, giving some protection to researchers and data collection entities (Lalova-

Spinks et al. 2022).

Between protecting the privacy of the data subjects and guaranteeing citizen’s
capability to exercise their rights over their data, data storage entities face several
challenges. The GDPR places a great deal of responsibility on these entities, but also
creates exceptions to limit right of data subjects when the impact these rights have in
the public interest is too unreasonable, in an attempt to balance personal rights, public

interest and the entities reasonably expected duties.
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24. Data Protection Impact Assessment and Records of Processing activities
As an obligation set by the GDPR, DPIAs and RPAs are important pieces of
documentation to show that an organization is GDPR compliant (‘Data Protection
Impact Assessment (DPIA)’ 2018; CNIL 2019).While the regulation describes what
should be the focus of a DPIA assessment, it does not provide specific guidelines,
leaving organizations to come up with a DPIA process by themselves. Despite this,
literature about methodologies for DPIA has been published rather recently and some
governmental guidance has also been written. The case with RPAs is different, as the
law dictates the information that must be recorded in the document and not all
organizations are required to perform this activity. In both cases, there are several
guides and templates created by European governmental agencies that may be used
by organizations if they do not want to build their own process from the ground up,

these will be seen later.

The United Kingdom’s ICO published a template for organizations to follow as guide
for a DPIA. Though simple, it contains the basic aspects required by the GDPR to be
present in a DPIA (Information Commissioner’s Office 2018). Templates like this serve
as a starting point for the development and testing of more advanced methodologies
that describe in detail how a DPIA should be performed. Similarly, the French
Informatics and Liberty National Commission (Commission National de
I'Informatique et de Libertés, CNIL) elaborated a 4-step methodology for the
execution of a DPIA (CNIL 2018a).Since the methodologies explored in this section
are based on the one developed by CNIL, an explanation of this methodology will be

given when exploring the methodologies that used it as a basis.

Georgiou and Lambridounakis’ (2021) work is an example, as they base their
methodology for DPIA in cloud based health organizations on the DPIA methodology
developed by CNIL. The methodology used involves a 4-step cycle (context, controls,
risk, decision), which will lead the DPO to define the context upon which the
organization works; this context will give insights into details such as who is
processing the data, for how long the data needs to be stored, the objective of the data
processing and so on. This contextualization is followed by analysis of controls for
protecting data, justifications for conservation periods, and analysis of the legal basis
for processing among other legal requirements necessary to the lawful processing of

data. Next comes an assessment of the risks. In this 3+ step, the organization needs to
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identify the sources of risks and the impact of a data breach in their data subjects’ lives;
a detailed explanation of each risk source, risk level and likelihood, threat it poses to
either the information or the information support must be given. Lastly the results of
the previous steps are analysed to determine whether the risks are acceptable and if
the controls are adequate. This analysis serves to determine if the system needs to be

changed or if its current state is acceptable.

Unlike the previously explored methodology, Todde et al. (2020) provides a
methodology that caters for the specific needs of an hospital. This methodology, also
based on the methodology developed by CNIL, focusses on an in-depth analysis of the
information system itself, prioritizing it over the processing activities. The authors
propose analysing the system on a per device or per module basis; in this individual
analysis, each of these units will be subject to a contextualization of its role, followed
by a risk analysis and risk level estimation, after which comes an analysis of the
compatibility of the system to respect the rights of the data subjects under the GDPR.
The final step in the methodology is to analyse the risks and determine whether they
can be further mitigated or if the current measures are sufficient. Once this is done for
all devices/modules, the corresponding reports should be aggregated in a technical
folder for a final evaluation of the system, where, once again, risk mitigations are

evaluated and accepted or rejected.

From the literature mentioned above, it is possible to learn that executing a DPIA is
an exercise in analysing the current data processing infrastructure and practices and
reflecting on the possible threats, risks, and the impact of a data breach on the people
whose data is being processed. Despite the differences, both articles present similar
methodologies. Though they differ in the execution focus, the points of interest are the
same and the end product is a DPIA in both.

Another important legal document, similar to the DPIA seen previously, is the RPA.
Article 30 of the GDPR states that data controllers, as well as processors, must keep a
record of all the treatments data will undergo, a list with the categories of data that will
be processed, along with other requirements that will be seen later (Regulation (EU)
2016/679 of the European Parliament and of the Council of 27 April 2016 2016; CNIL
2019). While it isn’t the case for this project, it is important to mention that
organizations with less than 250 workers are not required to keep this record, unless

they process data in a way that poses a risk to the rights and freedoms of the data
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subject, process special data categories as noted on article 9 or the treatment isn’t
occasional (Regulation (EU) 2016/679 of the European Parliament and of the Council
of 27 April 2016 2016). The distinction between the document belonging to the
processor and the controller might be unnecessary in some cases, such as research
projects in FMUP, as researchers are often both controllers and processors, however,
if they share the data with another research team or researcher then the recipient must

create their own record as a data processor.

25. Consent and legal basis for processing under the GDPR
Regardless of the context, it is necessary to ask for consent when collecting data for
processing, but in the area of medical research, there is some confusion as to whether
consent is an appropriate reason for the processing of personal data. There is an
intertwining between the informed consent of the user to participate in the trial, a
process that is necessary both legally and ethically as patients should have an
understanding of what the prospective trial entails (Davis et al. 1998; Blease, Bishop,
and Kaptchuk 2017), and the consent for the processing of the clinical data of trial
participants. Consent can serve as the legal basis for the processing of data under the
GDPR. Without a legal basis there can be no data processing (Lalova-Spinks et al.

2022).

However, consenting to participate in a clinical trial is not the same as consenting to
the processing of data, as expressly mentioned by the European Data Protection
Board, and all criteria for freely given consent must be met when the patient gives
consent to the treatment of their data of their own free will (European Data Protection
Board 2019). One of these conditions that has to be considered is the power imbalance
between the participant and the entity conducting the trial (Regulation (EU) 2016/679
of the European Parliament and of the Council of 27 April 2016 2016), If a “clear
imbalance” exists, then consent should not be considered a valid legal ground for the
processing of clinical data (European Data Protection Board 2019; Peloquin et al.

2020).

This is a major concern for the GDPR compliance of clinical research as, according to
Lavola-Spinks et al. (2022), consent is often requested by ethics committees as the
legal basis for data processing, while Dalrymple (2021) mentions that most sponsored
trials use consent as the basis for processing data by the sponsors when the consent

should only apply to the processing of data for care; though this is only an empirical
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observation. Despite the dubiousness of consent being an adequate legal basis for
processing, the GDPR does provide exemptions for medical research that spare
researchers from needing the consent of the participants to process their data
(Minssen, Rajam, and Bogers 2021; Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 2016 2016).

This raises the question: what should be the legal ground for processing in this
situation? Article 6 of the GDPR provides 6 cases in which the processing of personal
data is considered to be lawful (Regulation (EU) 2016/679 of the European

Parliament and of the Council of 27 April 2016 2016), these are:

e Consent.

e Fulfilment of a contract between the data subject and the processor.

e Compliance with a legal obligation.

e Protection of the interests of the data subject.

e Prosecution of public interest or exercise of authority vested on the controller.

e Prosecution of the processor’s legitimate interest.

None of these bases explicitly cover medical research, but one could argue that
research whose objective is to advance medical knowledge interests the general

public.

26. Privacy assurance techniques
The need to store clinical data for investigation isn’t new, and the need to protect the
privacy of the people whose data has been collected for use isn’t new either.
Nonetheless, medical science needs to conduct medical research to further advance
the knowledge of its field and data about trial participants needs to be collected and
stored for future use. In light of the newfound importance of data protection, new ways
of protecting the privacy of participants are being continuously developed while also
making sure the data is of use to researchers. The approaches posited in literature tend
to focus on one of two ways by which the privacy of test participants can be improved:

the data processing infrastructure; the data sent to researchers.

Clinical data privacy literature that focuses on strengthening the privacy measures at
the level of the data processing infrastructure presents a very strong component of
general information security practices. Puppala et al. (2016) propose centralizing

clinical data in METEOR warehouses, a type of clinical data warehouse developed by
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the Houston Methodist. The differentiating factor that this type of data warehouses
hold is their integration of data processing capabilities, combination of patient clinical
data with administrative data ‘(METEOR Data Warehouse | Houston Methodist’ n.d.).
In their work, the authors considered that these data storage structures offer a secure
storage environment by virtue of the systemic data management processes that
accompanies data throughout its life cycle and data encryption capabilities,
guaranteeing data security, availability reliability (Puppala et al. 2016). Mia et al.
(2022) also propose a data warehouse to centralize clinical information, perform
initial analyses on it and improve security by creating few controlled paths through
which data can be requested or received and using anonymization techniques and
encryption to keep this data secure both while in storage and while in transit to one of

the certified access points.

Regardless of where the data is kept, it is necessary to take extra steps to protect this
sensitive data and safeguard participant privacy. To achieve this goal, several data
anonymization techniques (such as pseudonymization, differential privacy or even
generating artificial data similar to the data produced by research) were developed in
order to turn the linking of a person and their clinical data as unreasonably difficult as

possible.

One such technique is using GAN to generate a data set of false data from a dataset of
real data. This generated data contains data very close to the real data belonging to
humans of the real dataset but isn’t traceable directly to anyone (Beaulieu-Jones et al.
2019; Abedi et al. 2022). A problem that might arise with this technique is the
adequateness of this new data set to scientific research, but initial testing shows that
the measured difference isn’t meaningful enough to matter in research. However,
there are other methods used to preserve participant privacy that don’t require

generating artificial data.

Meystre (2015) uses the example of U.S law to exemplify some data points that can be
used to identify trial participants, these data points can then be removed from
incoming datasets with the help of regular expression matching or machine learning
algorithms that parse the data and remove anything that can be used to identify the
participants and isn’t of use of research. Neither method is totally accurate, they can
either miss data points that may be used to identify an individual or remove others

that should not be removed. It is worth noting that this method does not make linking

16



data to a participant impossible, the treated data still might enable someone to identify
a participant, as clinical and social data that is required by the trial cannot be removed,
but other de-identification methods can be applied to this data to make it harder to

link it to an individual.

A technique like differential privacy can be used in this scenario. With differential
privacy, the goal is to make it that a query to a database isn’t significantly affected by
the addition or removal of one single result of the set of results returned (Lee and
Chung 2020). This is achieved by adding noise to the returned results and then using
generalization strategies to reduce the information loss (Lee and Chung 2020;
Leuckert and Ming 2021). Ongoing research into this method tries to find the best
methods to apply noise to the query data, considering privacy loss, measured as ¢ (the
closer to 0 is it, the smaller the privacy loss) and how much damage it causes to data,
especially compared to other, less effective, anonymization and pseudonymization

methods.

2.7.Portuguese law
Since this project is inserted in the context of a Portuguese faculty, it is important to
see if the Portuguese data protection law specifies on subjects that the GDPR defers to
national law, namely the conservation periods for clinical data. As seen previously,
clinical data is still useful after the study it was collected for ends, as it may be used by
other studies, and must be kept to prove the validity of a study; seeing if the law
acknowledges this situation is imperative to understand if there is an incompatibility

between the GDPR/Portuguese data protection law and clinical research.

To understand the legal obligations FMUP is subject to, in terms of data protection, it
is necessary to look both at the GDPR and law 58/2019 of the Portuguese Republic. In
the preamble of the law, consideration number 45, the GDPR defers to member state
law the obligation to define the conservation period of personal data (Regulation (EU)
2016/679 of the European Parliament and of the Council of 27 April 2016 2016).The
previously mentioned law 58/2019, which governs the application of the GDPR in
Portugal, says the following about the conservation of personal data: the conservation
period of this type of data is the period that is determined by law or regulation norm.
If neither is applicable, then data should only be kept as long as necessary to
accomplish the objective for which it was collected (article 21+, 1st paragraph); however

the following paragraph details that in the case of scientific treatment where the end
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of the usefulness of the data cannot be anticipated, then it can be conserved if
measures are adopted to preserve the rights of the individual, namely the data subject
should be informed of the conservation of their data (article 21+, 2 paragraph) (Lei

n.c 58/2019, de 8 de Agosto 2019).

Despite the challenges that the GDPR presents to research in the medical field, it
seems that some thought was given to the field and the impacts of the GDPR upon it.
The Portuguese law acknowledges that it is important to keep some types of personal
data for an indeterminate period and gives researchers the freedom to do so, as long
as some criteria are met. Understanding this limbo where research related data
processing is located relative to the GDPR is necessary to understand the FAIR
principles that apply to research data and how they can serve as a guide for sharing

research data.

2.8. FAIR principles, Research data management and the European
Health Data Space

Managing research data implicates data protection, and with the recent push for
increased research sharing by European institutions it is necessary to understand what
it entails so they can be analysed from a data protection standpoint. Thus, exploring
the FAIR principles is key to understand what researchers are being asked to share
publicly, how they can do it and why. As the FAIR principles are also part of RDM,
briefly defining this area of expertise will lead to a better understanding of how FAIR
principles and data protection regulations might conflict with one another and how
the conflict can be solutioned. Despite the legal constraints caused by the GDPR, the
European Commission is preparing a new project: the European Health Data Space.
While it does not focus exclusively on the use of health data for research, it does
consider the case and could, in the future and further development, come as legal

safeguard of researchers.

2.8.1. FAIR principles for research data
FAIR stands for “Findable, Accessible, Interoperable Reusable” and is regarded as
ideal research sharing principles that should guide researchers when publish their
results. The RDA defines the meaning of each term for specific areas such as research

software or research hardware, but the aim of these principles is to ensure that:

e data is easy to find online through the use of meta data and persistent

identifiers.
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e data is accessible through standardised protocols to request access, however,
not all data has to be openly accessible.

e data is interoperable by promoting the use of common file formats to make it
understandable for machines and controlled vocabulary to make it
understandable to researchers.

e data is reusable by promoting good documentation and the use of permissive

licenses and documenting its provenance.

From the examples given in literature, FAIR principles intend to stop irresponsible,
unordered sharing of data that will be easily lost on the web and hard to reuse and
understand by anyone other than the researcher who produced it. These principles
serve as a basis for data sharing so that the shared data is uploaded ready to be reused
with minimal difficulty for other researchers and easily found by anyone. Jacobsen et
al. (2020) identify some challenges with FAIR principles regarding the way they are
interpreted and implemented; these are related to metadata standardization and
machine readability, the lack of a single repository that gathers every single resource

and the scope of licenses.

The FAIR principles could be regarded as a step forward for the sharing and reuse of
scientific data, in a responsible manner; it admits that, sometimes access, needs to be
controlled as not all data can be publicly available (Boeckhout, Zielhuis, and Bredenoord
2018). However, it is still down to research communities and researchers to determine
how these principles will be implemented, this could lead to several different
standards being created inside a field of research, for example. Moreover, abiding by
these principles might involve a change in mentality of the researchers, some of whom
might feel entitled to hoard their data, and the use of adequate repositories that are
easy to search and implement access control features that might be required for some
datasets. Despite its issues, FAIR does represent a great opportunity for a better use

of research data.

2.82. Research Data Management
The hurdles faced when handling research data aren’t all due to regulation,
technological or ethical issues; some have to do with how researchers themselves
operate the data they produce. The field of RDM has been developed to ensure that

researchers have practical guidelines that help them keep their data safe and available
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for re-use or verification at later dates. However, implementing a RDM service isn’t a

quick and easy task, requiring the mobilization of several sectors of the organization.

Defining the basic features of a RMDS seems trivial and non-controversial. Data
preservation and curation are at the core of a research data management system duties
(Makani 2015). However, Patel (2016) goes further in their RDMS framework,
separating the functions considered important for an RDMS to carry out into 3
categories (Data management, Data storage and hosting, Data usage) and focuses on
data processing and computerized treatment; to the author, the system should be
responsible for ensuring the development of an institutional data sharing policy, data
anonymisation and security, selection of file formats, providing access to the data,

among other things.

According to E. K. Donner (2022) that RDMS require a combination of technical and
organizational solutions; libraries in higher education institutions might be required
to rethink their role in the institution to provide data curation related services and the
organization as a whole needs to understand what the researcher’s needs are to
develop other useful services such as legal counselling and even education on RDM
practices and how to use the system. Furthermore, RDM has recently been getting
more attention from researchers and funding institutions as can be seen by the POLEN
programme, developed by FCCN (Pereira n.d.). It aims to provide answer to the RDM
necessities of the scientific community in Portugal, promote Open Science principles
and practices and ensure research data sharing and preservation. These goals are

reflected on the FAIR principles (E. K. Donner 2022).

DMP

An important part of RDM is the DMP, living documents that record the lifecycle of all
data collected, processed or generated relating to a project (European Comission n.d.).
Sources read as preparation for this section mostly focus on what a DMP should be.
DMPs are characterized as living documents, something that changes as the project
develops, that tracks the usage and creation of data during and after the project,
requiring researchers to think about its preservation and sharing (Stanford University
n.d.; Longwood Research Data Management n.d.). Outside of this main focus, the
contents of a DMP may vary between projects and / or institutions, some DMP maybe
include a policy indicating how the data it applies to may be re-used, provisions

regarding privacy issues, meta-data that describes the dataset or work methodologies
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(Longwood Research Data Management n.d.). This isn’t an exhaustive list, other fields
might appear on a DMP. The key takeaway is that a DMP is evolves along with a project
and describes how data will be collected or generated, used and preserved. It serves as

a snapshot of the project’s development.

2.8.3. European Health Data Space
Before diving into research data management, it is worth exploring a new European
initiative: the European Health Data Space. While this initiative has a broad scope,
encompassing individuals’ rights regarding their own data and the secure exchange of
health data, the main point of interest in the context of this thesis is the clarification

of the use of health data in research (‘EU Health: European Health Data Space’ n.d.).

According to the Commission, the SARS-CoV-2 pandemic brought attention to the
necessity to have access to trustworthy, up-to-date health data to fight the pandemic
(‘EU Health: European Health Data Space’ n.d.), something it claims was not achievable
due to “[...] complex obstacles that make it difficult to reach the full potential of digital
health and health data”. The regulation bill defines the obstacles that are currently in
the way of sharing electronic health records, one of them being the GDPR, more
specifically, the necessity for interoperability of health records (Directorate-General for
Health and Food Safety 2022) and the expansion of consent to encompass secondary use
(‘EU Health: European Health Data Space’ n.d.). Interestingly, the problems the European
Commission use as a basis for this proposal generally do not overlap with the ones
seen previously, where academics point out issues with pseudonymized and
anonymized data, the use of consent for data processing or data transfer to outside of

the EU, among others.
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3. Research Methods

Due to the nature of the project, work will be carried out in conjunction with faculty
staff that help researchers with planning their research, especially in the areas of data
management. It is thus necessary to choose a methodology that suits research that is
carried out in a specific environment in proximity with professionals even if it comes

with downsides such as limited generalizability of the results.
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Figure 1 Action research methodology as depicted by Denscombe.

Taking these requirements into account, the most appropriate research methodology
for this thesis is the Action Research method. Action Research is a qualitative method
used in the field of social sciences, but that can also be utilised on research that focuses
on management, making it suitable for the purposes of this dissertation (‘Action
Research Resource - Section 2 - LibGuides at Northcentral University’ n.d.;
Denscombe 2010). Definitions of the methodology vary across authors, Bradbury
(2015) defines action learning as a combination of “[...]Jaction and reflection, theory
and practice[...]” with the aim of finding solutions to important practical
problems. This idea of searching for practical solution also appears on the definition
given by Denscombe (Denscombe 2010), which further develops it and adds a

dimension of self-learning to it that they represent as a cycle of practice and learning

(
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Figure 1 Action research methodology as depicted by Denscombe.

).The previous approach corroborates Johnson’s (2019) idea of a cyclical, systematic
method that aims not to disprove a theory, but to build practical knowledge about a
subject in a particular environment, report it and then build more knowledge using

the previous results as a starting point.

By virtue of the focus on problem solving, learning and collaboration with the local
practitioners, this methodology will incentivise a strict collaboration and sharing of
knowledge of how researchers manage data with the help of faculty staff. This
collaboration is essential as not all research requires a contract that explicitly details
how data should be managed, thus making researchers rely on information
professionals and faculty forms to determine how their project’s data should be
handled. Collaborating with the information professionals then allows to obtain a
broader view of the practices and information flows than it would be possible to get
from interviews with a sample of a few researchers working in different projects with

different scopes.

The research stage of the action research method was accomplished by performing a
literature review, seen in the “State of the Art” Section. Constructing a solid theoretical
background will prove useful for the following sections, where an understanding of
data protection laws, their implications and what can be done about them is important.
This acquired knowledge will facilitate the identification of problematic practices and

processes and indicate appropriate measures to correct them.

As previously mentioned, these methods will contribute to this dissertation by
structuring the development of the activities at FMUP. The aim is to take advantage of
the iterative cycle of learning and application of knowledge to further understand the
problem at hand, namely the understanding of the institution’s information flows in
its research activities. In conjunction with the analysis of research contracts and
interviews with researchers, it is expected that a general overview of the information
management processes in research can be mapped from the beginning of the project
to its end. Finally, the literature review will serve to justify the highlighted problems

and the suggested solutions.
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4. Research Project System Mapping

Drawing a map of the project acceptance process is an important step for this project;
it helps fulfil the objective of characterizing the project approval circuit. Additionally,
this map will serve to, with the help of researchers, identify critical problems directly
related with the GDPR and where they are found in the system. As there are two kinds
of projects that the faculty can participate in (those conceived by its researchers and
service provision contracts) extra care will be necessary to explain the difference

between both types of projects and the approval process that each of them requires.

4.1. Organizational structure
Enumerating the departments and offices involved is an essential task; it will allow to
understand the tasks of each intervenient and how they interact with each other. Since
FMUP is a public institution, the organization of its departments are dictated by its
organic regulation, which explains in detail the structure of the organization and the
role of each of its units. Figure 2 illustrates the organization of the institution while

also focusing on the departments that are interesting for this thesis.

The faculty is divided into 6 major units (Central Management, Academic
Management, Knowledge Management, Technology Management, Infrastructure
Management and Communication Management), but only the Knowledge
Management unit plays a role in the management of research projects. As the organic
regulation (Conselho de Representantes da FMUP 2022) says in no uncertain terms,
its primary role is to “support the research, development and innovation policy and
strategy of FMUP, promoting its representation in events and consortiums [...]” as
well as “securing the funnelling of external financing to research projects of FMUP
staff” (Conselho de Representantes da FMUP 2022).
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Units are further subdivided into offices, with the KM unit aggregating 10 offices. Of
these 10 the Research Project Management office (Post Award), along with the RPF

Office (Pre-award) being the one that interact the most with the project in the entirety

Dean/
Executive
Council
Y
Common
Resource
Department
Y ¥
Knowledge Central
Management Management
Unit Unit
h Y
Hese_a rch Legal
PrOjth Consultancy
Funding and data
Office protection office

Figure 2 organizational structure of FMUP

of its duration.

4.2. Mapping
Through formal talks with the people responsible for analysing service provision
contracts, it was possible to identify the departments involved in the analysis and
acceptance of the contracts. Approving a research contract requires the involvement
of Knowledge Management Unit and the Central Management Unit; some of the
offices of these units will participate in the analysis of the contract, each contributing
within its specific area of expertise, so that the faculty can have a complete evaluation

of a proposal to then decided on its acceptance.

Once a research proposal is presented to the faculty and the project is approved, ethical

and data protection concerns might have to be resolved first, a contract is drafted and
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studied by the legal consultancy office; their aim is to ensure the contract is well
written and balances the interests of the faculty with the interests of the organization
that proposed the project. Simultaneously, the RPF inspects all the financial aspects
of the contract: how much the faculty will be paid for the research; how the researchers
should declare expenses related to the project; and the amount of money the
proponent budgets for expenses during project for material, travels, etc. Once both
offices are done with their reading of the contract, it is sent to the bureau of
management bodies where, if accepted, the contract is signed by the faculty and the

research can begin.

By talking with the staff of the legal consultancy office it was made clear that none of
the offices pay attention to matters related to personal data protection in these
contracts, it is the responsibility of the sponsoring entity to ensure that the research
team acts within the bounds set by the data protection laws and that all processing
meets the necessary legal requirements to be deemed lawful. Further ahead an analysis
of a sponsored research contract will be examined and show how the sponsor ensures

the protection of any personal data beyond the duration of the project.

For research projects that are born of the researcher’s initiative, there is another
section that will help them filling out the grant’s respective application form or email,

depending on which grant will fund the project.

The RPF office has an active role in helping researchers submitting and beginning their
projects, it serves as a starting point for the research projects. The RPF staff regularly
share funding opportunities with researchers, these opportunities come from bodies
such as the La Caixa foundation, European grants or the FCT, among others.
Researchers then must fill the necessary forms, which are unique to each funding
entity, and submit them in their corresponding platform. Here, the RPF office comes
in and helps researchers creating project proposals that include everything that each
funding entity requires; researchers are responsible for describing the scientific
aspects of their project, while the nucleus answers to questions pertaining to the

filiation of the researcher.
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Helping researchers with proposal submissions requires preparation work on behalf
of the department. The first step is to read all documentation that accompanies the
project calls as it can provide insight into which parts of the proposal will be given
more importance, moreover, reading all the documentation is necessary for the team

to be familiar with the requirements, expected outcomes, and laws surrounding the
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Figure 3 Research Project Financing Office relationships

grant. To expedite the submission, the department staff helps researchers by filling
non-scientific fields present in the submission form such as affiliation, market
analysis, economic activity per market, beneficiary characterization, beneficiary
establishment locations, project management activities and dissemination, among

many others. This provides two benefits for researchers:

e It shortens the time spent applying for funding.

e The experience the RPF office staff have acquired by supporting such
applications is put to use and it reflects on the emphasis they put in certain
fields of the application form and how they try to make the project submission

stand out from the rest.

However, when it comes to the GDPR, the process, still in its infancy, moves on to the
legal branch of the faculty, the legal consultancy and data protection office. Project
proposals have had to pay more attention to issues related with data protection,
something that was not common until after 2016, now both the Ethics Committee and
the faculty’s data protection officer come into play to guarantee the legal treatment of
any personal data collected. The DPO then asks for a risk assessment which, as seen
previously in the literature review, will serve to identify any potential risks to the
privacy of a data subject that finds themselves to be part of a research project.
Afterwards, the researchers are responsible for ensuring their processing activities

comply with data protection laws and that the data they hold is stored securely.
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FMUP researchers have two entities that can help them with adhering to data
protection laws: the university’s DPO; and the faculty’s DPO. The differing attitude
towards service provision contracts and research project contracts is clearly seen in
the path each take through the organization’s structure. In the former, the faculty has
a say in the redaction of the contract and it comes with clear instructions and guidance
on data management practices, such as indicating a repository for archival, and
compliance with data protection regulations. However, in the latter case the researcher
must ensure that their project complies with these laws leading to the necessity to
consult with a DPO (either the university’s or the faculty’s) to analyse the sorts of data
that will be processed and to delineate a plan on how to proceed with the research.
Other than the DPO and the legal consultancy and data protection office, there is no
other reource that helps researchers obtaining funding for their projects that assists
with data protection and management related issues, even after the project has ended.
Consequently, it is common for the results and datasets produced to be stored in
precarious conditions, vulnerable to data loss and exfiltration while also limiting its

potential reuse in later research.
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5. Analysis of a service provision contract

Service provision contracts are the materialization of the relationship between the
client and the research institution that will carry out the work on their behalf. Though
the research has a different objective from researcher projects, it is interesting to
analyse a service provision contract to understand what obligations they impose in
terms of data protection. The results of this analysis of a contract provided by the
faculty of medicine will prove useful to understand what kinds of extra steps are taken
by clients who have financial interests in the data produced by the research and then
compare to what is presently demanded of researchers who participate in academic
research and future data protection imposition by research grants. Furthermore, the
faculty could use the data protection section of these types of contracts as a basis for
developing programmes and initiatives to help its researchers comply with data

protection regulations.

5.1. Contracted clinical research project
FMUP was host to a study which aimed to report on the prevalence of HER2-low breast
cancers in Portugal. The study was sponsored by a large multinational pharmaceutical
company who sponsored similar research around the world and the contract involves
the faculty, the researchers, the sponsor, and the study observers. An initial analysis
of the contracts table of contents revealed the following chapters of interest:
computerized source data checklist (1.3); confidentiality disclosure agreement/other
agreements (1.4); protocol (2); study personnel at site (3); ICF and subject information
(4); initial application/ approval (5.1); initial notification (6.1); monitoring visits (7);
notification to CRO/sponsor (9.2); EDC manuals and information or CRF completion

guidelines (11.1)

Before describing the contract sections that pertain to data protection, it is important
to say that the contract acts as a DMP, in the sense that it contains more than just the
legal text that directs the collaboration between sponsor and researcher. Along with
the contract per se, there are several other documents, such as the experimental
protocol, the researcher’s CV, informed consent form, assistant researchers, etc. More
importantly, when one of these elements change, as was the case with the experimental
protocol, the outdate part is not removed from the contract, it is marked as outdated

and kept along with the new, in this case, experimental protocol.
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Moving on to the analysis of the data protection considerations of the contract it is
possible to see that the company had a keen interest in ensuring the data remained
safe during and after the project. While not the first aspect of data protection
mentioned in the contract, the definition of a data repository before the beginning of
the project shows a stark difference between the project sponsor and the university.
As previously mentioned, there’s also a section for the informed consent forms
collected from project participants, in this case it is just one form explaining why this
study does not require consent collection, the form for requiring clinical data for
secondary use, ethics committee opinion on the study and a characterization of the

study.

Besides this, there are other interesting pieces of information registered in the contract
that are interesting when analysing how seriously data protection was taken in this
project. All access to the samples used in this study were registered in a sheet that is
kept in the contract, with the date of access, name of the investigator and site where it
was accessed being identified. There’s also a form where the investigator must explain
how the data will be registered and manipulated (by hand, or electronically) and any
other measures that will be taken to guarantee its safety (backups, modification

protections, modification registration, access).

Either because of fear of non-compliance with GDPR or out of a will to keep the results
of its study a secret so the company can profit from them, it is clear to see that the
pharmaceutical company takes great care to protect the data used in the project.
Through the talks had with the offices responsible for helping researchers win grants
for their research, it was not possible to ascertain if the grants required researchers to
have a certain level of data protection in place during and after the project duration,
there are no requirements related to the publishing or protection of the used dataset
and results and do not define a repository where data should be stored once the project
has ended. The faculty also does not interfere with researcher’s data protection needs,
so long as they don’t ask for assistance from the DPO and does not require researchers
to store their datasets on a specific repository. At best, when publishing their findings,
they might be obligated by the publishing organization to upload their dataset to a

specific repository.
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6. Current data protection practices

Unlike with service provision contracts, researchers are the sole responsible for the
data management of any personal data they might handle in their project. Funding
contracts do not come with instructions detailing how researchers should proceed to
ensure compliance with data protection laws. As a consequence, data management
practices vary between researchers, teams and projects; without a standardised
process, it becomes harder for the faculty to ensure that personal data is handled
correctly and implementing a process to help researchers comply with data protection

laws becomes difficult.

As seen previously, during the initials stages of applying for a grant, researchers must
deal with any issues related with GDPR. To this end, they can count on the DPO of
either the faculty or the university to help with some data protection questions, such
as DPIA’s, according to the RPF office. However, the DPO does not follow the project
closely, it would not be possible to do so; research teams are then responsible for
adhering to any plans elaborated and following any advice given. Moreover, since the
faculty currently does not have a policy that guides data preservation efforts or a
repository where data can be stored securely, researchers end up dealing with their
data to the best of their abilities. The result can be seen through informal conversations
with researchers, who report about data that has not been anonymized stored in USB
pen-drives and external drives, stored in institutional cloud storage services, personal
computers and other storage media that are not vetted by the faculty or the DPO to
hold personal data of other people.

Additionally, it was not possible to ascertain whether researchers comply with other
parts of the GDPR, such as RPAs. From talking with some researchers, it became
unclear how the DPO helps them with creating these documents. What is known is
that no researchers mentioned actively creating either DPIA or RPA documents; what
they describe doing does align with what they would do if they were filling DPIA and
RPA forms, however that information might not have all the elements necessary to
create a complete DPIA or RAT and no researcher was able to provide a document that
could be considered a DPIA or RAT.
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6.1. GDPR Help Request
European data protection laws are very strict and somewhat vague, as seen in the
literature review. It is hard for researchers to keep up to date with the law and be sure
that their projects comply with local laws as well as the GDPR, thus the University of
Porto provides a service where any student, professor or researcher can submit a
request for assistance the DPO's bureau. The faculty of medicine also provides this
service to its staff, with all requests being sent to the legal consulting nucleus. Since a
part of this project will be built upon a questionnaire that will be distributed among
the research staff and the questionnaire will require researchers to fill in fields with
their names, contacts and other information protected by data protection laws, it was
necessary to submit the questionnaire to the University’s Data Protection Officer.
Besides being a necessary action to ensure the processing of the data collected by the
questionnaire is lawful, it also is a way to experience the process undergone by

researchers to ensure that they are abiding data protection laws in their projects.

6.1.1. Submission
To submit a request to the university’s DPO’s bureau the University of Porto has
created a webform where a request can be submitted; there are 4 types of requests
(personal data processing, information request, data holder rights exercise and

personal data violation). As the questionnaire is a personal data processing activity,
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Figure 5 University of Porto's Data Protection Portal

that was the option that was chosen when starting a new request.
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The personal data processing request from has 6 pages that need to be filled: personal
data processing description; personal information; data to be processed, supports
used in the collection, storage, or transfer of the data; external transfer of data;
relevant documentation. In the first page the form presents two fields with the first
being the subject (the reason for the processing) and the second being a field for a
more detailed description of the processing that the requester wants to pursue. Next,
in the personal information page, the form asks for the identification of the requester,
though it already fills some of the fields automatically since the platform uses the
university’s SSO authentication platform; the name, “mechanographic” number and
email address fields do not require any input from the user. Only the constitutive
entity, university course, project advisor and co-advisor fields can be used by the user.
Step 3 requires the characterization of the data that will be processed, it asks for the
identification of the data subjects that are target, this means identifying a target group
that shares a common characteristic, the storage duration, all the data that will be
collected, not just the fields pertaining to personal data(email, name, photo, study
cycle, institution, academic year, etc) and, lastly, the purpose of the processing must
be given. Page 4 of the form asks where the user will store the collected data and
provides a list with several options, when the user selects an option that isn’t controlled
by the University of Porto, such as an external drive, personal computer or third-party
survey platform, the website provides a text input box so the user can tell why they
chose that option. The 5th page of the form asks is the data will be transferred to entities
external to the University of Porto, if the user says yes, they must specify who those
third parties are. Lastly, the form provides the option for the user to upload any extra
documentation that they might find relevant. Once this last step is complete, the form
is submitted for review and the DPO will contact the user with a final decision or with
a request for more information. In the case of this project, the DPO asked to be given

access to the form.
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6.2. Research Data Repository Platforms
Before presenting any recommendations regarding data repository options currently
offered to research institutions, it is necessary to analyse the features they offer in the
context of the European data protection laws. Presenting an in-depth analysis of three
of these platforms would go outside of the scope of this project and would require
accounting for the costs it the faculty could incur in addition to the indispensable input
from researchers, who will interact with the platform on a regular basis, and other
faculty staff who will be responsible for helping researchers with the use of the chosen
platform. Thusly, the study of the chosen platforms will rely on an inspection of the
advertised features on their websites, with a special focus on those that matter most in

terms or data protection.

Implementing such a repository in FMUP is an aim of the current institutional data
management policies, with the Knowledge Management Unit director seeing Zenodo
as the most adequate software solution for the faculty. As Zenodo is already a solution
that is being considered by the faculty, it is sensible to compare it to other similar

solutions and evaluate how they respond to data protection legal requirements.

6.2.1. Zenodo
Starting with Zenodo, its webpage lists 8 reasons why researchers should use it, though
only one of those reasons mention personal data protection directly, the “Open or
closed” point on the website. However, two of the advertised reasons are interesting
from the perspective of data protection also (‘Zenodo - Research. Shared.” n.d.):
trustworthiness; and access control. Zenodo is “built and operated by CERN and
OpenAIRE [...]” which, the platform implies, confers it a degree of trustworthiness,
since these are two respected European entities. While not mentioned on the front
page, one can presume that the trust that Zenodo wants researchers to place on its
platform, extends to data protection concerns. Further exploration of the website
reveals that it is indeed the case; Zenodo argues that CERN’s data centre repository
software has already been field tested and it’s worth has been proved by its usage in
large repositories (‘Zenodo - Research. Shared.’ n.d.). In a more concrete mention of data
protection, Zenodo offers an access control feature which explicitly mentions sharing
anonymized clinical trial data with other medical professionals. Other than this, there
are no other features that can give further insight into how Zenodo can help

researchers comply with their data protection duties under the GDPR.
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6.2.2. Dataverse
While Zenodo acts as a service, Dataverse is a research data repository software that is
open-source software provided by the Harvard University’s Institute for Quantitative
Social Science (‘Dataverse - About’ n.d.). Institutions are free to download the software
and start their own repository. Dataverse’s website presents an extensive list of
features, while there are features that are interesting in terms of data protection,

others might be seen as a red flag by some institutions.

Dataverse provides a functionality that allows the restriction of access to files them
publisher deems should not be freely accessible, though it still allows for visitors to ask
access to a file if the publisher so desires (‘Dataverse - Features’ n.d.). Alternatively, a
researcher can choose to publish their work and dataset on the platform and create a
private URL for unpublished datasets. In line with this access control feature,
Dataverse also provides a tracking option that registers information about the people
who download a file published on the platform. A potentially troublesome feature that
Dataverse provides is integration with Amazon’s S3 and Swift, two cloud data storage
services. If the institution chooses to use one of these services to store personal data,
then it must ensure the data stays within the EU or that any transfer of data to outside

the Union respects the GDPR.

6.2.3. Figshare
Figshare is another alternative to Zenodo and works in a similar fashion. It also
operates as a service where researchers publish their dataset and research papers
which are then available to everyone. The webpage where the service’s features are
listed, does not mention any functionality that can be related to access control or
privacy protection; in fact, the only feature that provides any means of access
restriction is the private link creation feature which allows researchers to share private
links to large files and make that link expire once it is not needed. Moreover, the
platform does not say where the data is stored. In its privacy policy Figshare does
mention that some of its affiliates and service providers, to whom it may transfer
personal data, are located outside the European Economic Area and that the company

who owns the platform participates in the EU-US Privacy Shield programme.

The three data repository options presented do not represent the entire market that
exists for the storage, distribution and preservation of research data and

accompanying findings, but they do present some of the choices the institution will
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have to make when picking one of the software options. Depending on whether the
institution wants a selfhosted option, taking on the burden of infrastructure
maintenance and data protection itself, or use a storage service provided by a third

party, passing on some of the data protection responsibility and maintenance to a third
party.

Through a shallow analysis of the websites of these data repository software/services,
it is possible to which data protection features each solution provides, with Zenodo
appearing as a strong choice if data protection is the only factor being taken into
consideration. Considering FMUP’s case, they would be entrusting their research data
to a trustworthy European institution with an already tested and proven
infrastructure, minimising the time and financial investment required into creating a
working platform, the upkeep costs, and protection against potential threats. Lastly, it
is worth reminding that the GDPR exists to regulate how personal data might be used,
while platforms and services such as the mentioned above exist to distribute data and
while they do allow for access restriction, the philosophy of the platform clashes with
the spirit of the GDPR when used to store and distribute datasets of information

collected from people.
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7. Findings and recommendations

Throughout this project it was possible to experience both the good and the bad
practices that exist in terms of data protection at FMUP, thanks to the collaboration of
both administrative and research staff. This first-hand contact allowed for an
understanding of what is going wrong with data protection at the faculty, from
processing activities to data protection related administrative activities. All findings
will be presented in this section, along with possible solutions to help improve
researchers’ compliance with the GDPR and issues management must address if it
intends in creating a GDPR compliant information management culture at FMUP.
First, a project related to RDM at FMUP will be briefly explored to understand the
attitude of research towards the topic followed by the findings on data protection
procedures taken by the investigators shall be exposed, risk mitigation
recommendations will close this chapter and will expand on how researchers and the
faculty can improve data protection to void the consequences of not being compliant
with the GDPR.

It is important that implementing structural changes to any information system, in
this case the changes aimed at improving GDPR compliance at FMUP, is a long,
challenging task that requires the entire organization to agree and accept the
objectives and work in unison towards achieving them. The following suggestions
might not be received well by researchers if they do not see the value in them; as such,
the top of the organization must be involved in the implementation process and help

present it in a positive light and highlight the benefits of these changes.

7.1. Interest in Improving GDPR Compliance
Parallel to this project, a similar project related to RDM was being carried out by the
Information and Archive office. The project is in its early phases and aims at collecting
feedback from researchers regarding their experiences managing their data, with some
questions regarding how they dealt the legal requirements imposed by the GDPR.
Sadly, the project did not gather enough traction among researchers, its form only

having 16 replies as of the beginning of July.

Some researchers do show an interest in improving their RDM practices and GDPR
compliance, but most do not. It is possible that it is due to seeing these changes as an

increase in the work a research project requires to be done before starting, work that
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researchers do not want to spend time on as they would rather be working on their
project. Top and middle management sees the value of these changes but does not

actively participate in its spread, currently.

7.2.Data protection procedures
According to the GDPR, data processors have several steps they must take to ensure
their compliance. DPIAs and registration of the active research projects are just

examples of what researchers should do in order to be compliant.

7.2.1. DPIA registration and consent
DPIAs are a mandatory register made by the research team before the start of the
project. As seen previously, the team must use the DPIA to document their reflection
on the risks that come with processing personal data. Despite the importance of this
document and its use in audits, where competent authorities might demand to see it
to probe into compliance issue, the faculty does not have any guidance on how to

perform execute this analysis or how and where to store this document.

In order to protect itself and its researchers FMUP should create and provide its own
process for performing a DPIA and a storage site for researchers and their teams to
keep these documents stored and preserved. The process should include its in-house
legal office, which already performs some data protection work, to help researchers
performing this task; assigning a staff member to become responsible for helping in
DPIA elaboration could be an option but would require that person to be a part of all
research projects during their initial phases, alternatively, the faculty could create a
learning programme for its research staff where they would receive training to enable
them to create an accurate impact assessment. As for the structure of the document,

that shall be investigated further ahead.

Consent is another sensitive subject; it is easy to confuse informed consent for
personal data processing with the consent to participate in medical research. Not only
that, but informed consent often is used as the legal basis for processing, processing
personal data without it is unlawful. To further complicate things, there is a debate on
whether consent serves as a solid legal basis for reasons already explored previously.
Nevertheless, consent is still the most popular legal basis in Portugal and to make it
easier for researchers, the faculty should provide a standard consent form where the

aim of the research and the way the data will be used are explained in detail.
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7.2.2. DPIA Model
As DPIAs are a fairly complicated matter, creating a template that FMUP can use in its
research projects comes with the risk of leaving out fields that could hold important
information. As such, FMUP should opt to use a model created by a trustworthy
institution with experience in data protection matters. European state institutions
such as CNIL or the ICO and higher education institutions such as the Tilburg

University provide interesting models that may be useful to FMUP and its researchers.

CNIL

French governmental agency CNIL acts in the area of personal data protection and
provides several useful tools to use when making a DPIA. In their web article on DPIAs
(CNIL 2017), the agency provides a useful document that explains the regulations
behind the DPIA, explains how the assessment should be carried out and even points
to other resources and templates that will help researchers understand DPIAs better
(Article 29 Data Protection Working Party 2017, 29), although this document has not
been updated since April 2017.

CNIL also provides a DPIA template for public use on their website (CNIL 2018b). It
is an extensive template with over 20 pages with references to DPIA guides that should
be used in conjunction with the template and with footnotes to provide explanations
to the fields of the template. The main critic that can be made in respect to this
template is its extension. 26 pages of information to read, understand and complete is
too much for researcher, who usually want to reduce on the bureaucracy the need to

do before starting their project.

ICO

ICO is another government authority that oversees data protection related matters,
this time in the United Kingdom, and also provides a template for producing a DPIA
(Information Commissioner’s Office 2018). This template is much more compact than
the previous one by CNIL. It does have references to other toolkits that are meant to
be used on conjunction with it and it keeps helpful snippets to guide whoever uses it,
but the assessment if performed in a more superficial manner. Its main drawback is
that it gives the user more freedom in relation to the information that it requests,
relying on them go look at the references and understand which information is key to

have in this template.
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Tilburg University

Tilburg University’s template is different from the two seen previously; instead of
using tables with explanations of the information the user of the template should
register, it just provides a list of questions, with explanations, that researchers must
answer. Similarly to CNIL’s DPIA template, it provides a fairly extensive explanation
of what a DPIA is and how the user of the template should use it (Tilburg University,
n.d.). Like the ICO’s template, it is on the shorter side, but its main drawbacks do not
end at the lack of depth of the assessment, it also lacks a section where the participants

in the elaboration of the document sign and date the document.

Out of the 3 models, CNIL’s model seem to be the most reassuring from a compliance
standpoint, however it might be rejected by researchers if they deem it to long and too
burdensome to fill. The ICO’s model, despite not being as in depth, could be an
adequate substitute for if researchers do not accept CNIL’s model. Tilburg University’s
model should not be used in this environment, however. The stakes in the context of
medical research are too high for a model such as this, there should be some depth to
the model and attribution of responsibility to the user and DPO, and this model is the

only to not present a way to ensure the participants in the elaboration are named.

7.2.3. RPA
RPAs are a tool and an obligation of the GDPR, their purpose is to serve as a record of
all the processing done to a given dataset. By looking at an RPA one can see the entire
history of a given dataset, it should contain such information as the purpose of the
processing (the legal basis), an inventory of the categories of data that will be
processed, the purpose of the processing, a list of people who have had access to the
data, who will receive the personal data, how long the data will be retained and security

measures taken to protect the data among other information (CNIL 2019; Regulation (EU)

2016/679 of the European Parliament and of the Council of 27 April 2016 2016).

Such an extensive description of certain data management aspects of the project would
be hard to elaborate by people whose expertise is not data management or data
protection law. The existence of a model file that researchers could use to guide them

in the creation of this document can be an invaluable help, making the process easier.

Per Article 30 of the GDPR, both data processors and data controllers must keep this

record, with the processor being mandated to include more information in their record
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(Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016
2016; Batarelo 2022).

Once again, CNIL and ICO have good templates that can be used in this situation, but
an issue arises with these templates (Information Commissioner’s Office 2023; CNIL
2019). According to the definition see in the literature review, researchers can be
considered both data processors and controllers, however both the data processors
and controllers must create this record, and both institutions provide a different
template for each role. While it would be possible to merge both templates, it would
still present some extra work for the user, as they would have to fill both fields that
pertain to the processor and the controller. Regardless, both templates come with
examples and notes to help the user correct fill out the fields, thus providing assistance
in the correct usage of these templates. FMUP can confidently use any of these 2

templates, but should decide on one to be come the standard.

7.3.Risk mitigation
Risk mitigation will have to be performed in several key areas of research projects if
the faculty wants to greatly reduce the risk of leaking personal data belonging to
subjects who participate in medical research projects affiliated with it. The key areas

where it can act are data storage and archiving; data processing; and access control.

Starting with data storage and archiving, it was previously discussed that the faculty
lacked a policy on where and how data should be stored and, as a consequence,
researchers store their datasets that may contain personal data in storage media that
can easily be lost or stolen, are not held to the same IT security standards as faculty
equipment and might not be kept in an environment that is compatible with data
protection. The obvious solution here would be to create a centralized repository for
research datasets to be deposited from the moment they are created and kept while
deemed useful. Having said that, it would represent a monumental change of course
for the faculty and researchers might not be on board immediately, thus the faculty

must implement a plan for this transition together with its researchers.

This change would have to start with an assessment of the necessities of the
researchers along with a survey of all existing datasets that contain personal
information, thus laying the starting point for the collection of all straggler datasets. It

is known that two success factors of implementing an information system are the

41



integration of stakeholders in the implementation process and the support from
management (Petter, DeLone, and McLean 2013; Lapointe and Rivard 2007); without these
two elements the process will drag on for a long time and it is more likely that the

project will end in failure rather than success.

Access control is related to the previous intervention, by creating a repository to store
the datasets the faculty would already be limiting unauthorized access as a
consequence of removing the datasets from devices that might be left unsupervised.

However, this section is dedicated to other actions that must be taken in access control.

FMUP must keep in mind that even its own researchers should have limited access to
the datasets stored by the organization if they have personal data; not every single
researcher should have access to all datasets, access needs to be limited based on a
strictly necessary basis. Furthermore, access to each dataset should be logged,
generating a record of who accessed it, when it was accessed and where, to comply
with the demands of the GDPR. Fortunately, the University of Porto already provides
a university wide authentication system for students and staff that can be used to limit
access to the general repository to FMUP staff and set access permissions on groups

and individuals without having to create the infrastructure from the ground up.

Finally, FMUP should participate in the processing activities that occur in the faculty.
Processing steps other than storage, such as anonymization, statistical analysis or
computer imaging will still be a responsibility of the researchers, but, due to the heavy
sanctions on entities that do not comply with the GDPR, the faculty should at least
ensure a smooth start to the processing activities. After this step is complete, the
faculty should establish a procedure researchers can go through in case they need to
process the data in such a way that maybe put the anonymity of the dataset in jeopardy
or if they need to transfer data to a third party.

The faculty should consider creating a standard data processing pipeline for its
research projects. While different project will have different datasets and process their
datasets differently, all datasets should go through a
pseudonymisation/anonymisation process and making it an organization level
process. This would come with two benefits: researchers would be relieved of the
responsibility of ensuring their datasets are properly anonymised, leaving that

responsibility to the faculty who is able to employ more time and resources in ensuring
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proper processing of the datasets; secondly, it would ensure that all processing past
this point would be done in an anonymous manner and that the faculty would not be

storing datasets that have not been through this process.

In some cases, it might be necessary to link data points across datasets or perform
other kinds of processing that risk exposing the identity of the people whose data
composes the dataset. In these situations, there must be a channel to request
assistance to perform an analysis of the risks and the legal framework that enables this
processing. Similarly, data transfer to a third party comes with its own set of rules
imposed by data protection laws. Since these datasets are valuable research tools, it is
almost certain that they will be used more than once, and access might be requested
by someone not affiliated with the university. As the GDPR establishes strict limits on
data transfer depending on several factors, such as whether the recipient is located in
the European Economic Area or outside, and researchers should not take the burden
of checking if these requirements are met when someone requests access to a dataset
they built. Hence, FMUP needs to set up a request process with staff that is
knowledgeable in this matter and can spend time tracking changes in programmes
such as the Privacy Shield initiative, and checking if the countries where this data will

be transferred to meets the requirements set in law by the GDPR.

In summary, what the faculty should consider doing is implementing an information
management system that caters to the data protection needs of the datasets its
researchers use. It will prove a long process and will have substantial costs attached to
it, but the result will be a net improvement in terms of GDPR compliance and not only.
Management should not forget to integrate researchers and information professionals
in the implementation process and establish mechanisms to follow the progress of the
implementation. Should this first implementation fail, researchers will keep managing
their datasets as they see fit, often not in total compliance with data protection laws

and regulations.

8.Conclusion

While not dire, compliance with GDPR in research projects at FMUP must be
improved in many ways. Currently, researchers are given strong support when looking
for funding for their research projects but lack support when ensuring they are

compliant with the GPDR, resulting in a lacklustre and non-standardized collection of
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compliance methodologies that vary between researchers, research teams and
research projects. There is a general lack of interest in RDM in research staff, probably
because they do not see the benefits in changing the data management practices, and
the same might be happening with GDPR compliance, probably due to the complexity
of the law and the quantity of documentation that must be produced and evaluations

that must be executed because the regulation demands.

Solving the GDPR compliance problem requires action from the top of the
organisation to the bottom; top and middle management, with the help of “data
champions” present throughout FMUP, must present a clear case for the creation of a
standard “compliance process” and all the changes that come with it. As stakeholders
in this change to the research process, researchers must understand that they stand
from benefitting off a more streamlined and more complete GDPR compliance process
and that they will not be alone in bearing the burden of creating a more complete body

of regulatory documentation.

Implicating the DPO and legal office in this process is a good way to ensure the correct
execution of GDPR compliance procedures, while preventing researchers’ lack of
experience in these matters to become a problem; the DPO can help solve any issues
and answer any questions presented by researchers and ensure the correct use of the
available forms and guides. The suggested model for the DPIA and PRA forms may be
useful tools to bridge the gap between the requirements of these records and their

knowledge of data protection laws.

Lastly, the faculty must guarantee services and infrastructure that are essential to data
protection. While the collaboration with the DPO mentioned previously is an example,
it isn’t the only thing the faculty should provide. By providing researchers with a
standardized dataset anonymisation/pseudonymisation service, secure storage
infrastructure, training regarding GDPR compliance and guides to help them navigate
data protection laws and requirements in the medical field, the adoption of this new,

more demanding, data protection process can be easier for researchers.

Though this project will certainly help FMUP improve their personal data
management situation, other issues still need to be addressed. For starters, the
aforementioned indifference towards RDM should be studied and addressed by the

faculty. Other issues such as establishing a policy for sharing these datasets with
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personal data, creating an internal policy for access to datasets that contain personal
data, or addressing the occasional necessity for linking health data should be explored
by FMUP at a later date.
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