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Abstract

We overview some experimental and numerical demonstrations on the synchronization of chaos and its communica
applications using Nd:YVO4 microchip solid-state lasers. Synchronization of chaos is achieved with several co
configurations. Several encoding and decoding schemes for communication applications are also demonstrated by using
synchronization of chaos in microchip lasers. A new approachto secure communications using chaos based on informa
theoretic security is introduced.To cite this article: A. Uchida, S. Yoshimori, C. R. Physique 5 (2004).
 2004 Académie des sciences. Published by Elsevier SAS. All rights reserved.

Résumé

Synchronisation de chaos dans les micro-lasers et ses applications aux communications. Nous passons en revue u
démonstration expérimentale et numérique de synchronisation entre dynamiques chaotiques produites dans des micro-l
solide Nd :YVO4 ; une application de cette synchronisation aux communications est étudiée. Différentes configura
couplage sont discutées. Nous démontrons également plusieurs schémas de codage et décodage utilisant des micro-lasers e
régimes chaotiques synchronisés à des fins de communication. Enfin, une nouvelleapproche cryptographique utilisant les
dynamiques chaotiques est proposée, dont la sécurité est discutée à partir d’éléments de théorie de l’information.Pour citer cet
article : A. Uchida, S. Yoshimori, C. R. Physique 5 (2004).
 2004 Académie des sciences. Published by Elsevier SAS. All rights reserved.
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1. Introduction

Optical communication systems that use chaos synchronization have attracted increasing interest since the first experime
demonstration was reported in 1998 [1–3]. The use of chaos for communication applications may have a potential to guara
privacy for signal transmission. Chaos can be used as a random code (e.g., one-time pad) to conceal the origina
Synchronization of chaos is an essential technique for sharing an identical chaotic waveform as the common rando
both a transmitter and a receiver for signal decoding.

* Corresponding author.
E-mail addresses:a-uchida@es.takushoku-u.ac.jp (A. Uchida), yosimori@es.takushoku-u.ac.jp (S. Yoshimori).
1631-0705/$ – see front matter 2004 Académie des sciences. Published by Elsevier SAS. All rights reserved.
doi:10.1016/j.crhy.2004.05.001
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The privacy in chaos communications relies on the fact that one may not be able to reproduce the chaotic temporal w
of the laser output without synchronizing two lasers or without knowing the matching parameter values between the transmitte
and the receiver. The tolerance of synchronization regions against parameter mismatch between the transmitter and the rec
is one of the important factors in measuring the privacy in chaotic communication systems. There is always a trade-off
the difficulty of synchronization and the privacy, because higher privacy is guaranteed by narrower parameter rang
synchronization is achieved. These hardware-oriented security systems using chaos could be promising techniques
future.

Solid-state lasers are reasonable tools to test the fundamentalphysics of synchronization of chaos in laser systems. A so
state laser that has a short cavity length less than one millimeter is specifically called a microchip laser. Since the sh
length allows a few longitudinal modes in the laser cavity to oscillate, it is easy to model thedynamics of microchip lasers
precisely. The relaxation oscillation frequency of microchip lasers is around a few MHz,which is much less than the relaxatio
oscillation frequency of semiconductor lasers, around a fewGHz. This low-frequency feature allows one to detect cha
temporal waveforms easily in experiment without using high-speed detection equipments. From the dynamical point
the dynamics of microchip lasers are relatively simple compared with semiconductor lasers, because there is no
effect between the electrical amplitude and the optical phase in the laser cavity, which is referred to as theα parameter in
semiconductor lasers. Solid state lasers are also good tools to test communication schemes using the synchronization of ch
Solid state lasers can be used for optical communications in space, because the optical frequency of solid-state lase
more stable than that of semiconductor lasers.

In this article, we overview some experimental and numerical demonstrations on the synchronization of chaos
communication applications by using Nd:YVO4 microchip solid-state lasers. Chaos synchronization can be categorize
two coupling schemes: a one-way coupling and a mutual coupling.In this paper, we discuss chaos synchronization onl
a one-way coupling scheme, which is well suited for communication purposes, to connect distantly separated chao
and to maintain the original chaotic carriers. We show synchronization of chaos with several coupling configurations
encoding and decoding schemes for communication applicationsare also demonstrated by using the synchronization of cha
microchip lasers. A new approach to secure communications using chaos based on information-theoretic security is in

The following sections in this paper are arranged as follows. Section 2 contains the demonstration of chaos synchroniza
in several coupling configurations. The characteristics of chaos synchronization are described for each coupling schem
3 gives two demonstrations of message encoding and decoding with synchronized chaotic microchip lasers for the purpos
communication applications. Section 4 contains a new scheme for chaos communications without using synchronization. A g
eration of information-theoretic secure keys is demonstrated experimentally. Finally, we conclude these results in Sec

2. Synchronization of chaos in microchip lasers

2.1. Coherent coupling

One of the simplest coupling methods for chaos synchronization is a coherent coupling between the electrical field
lasers. When the output from one of the two lasers is injected into the other laser cavity, synchronization can be achiev
the two lasers are coupled through the complex electrical fields of the two lasers, the matching of optical frequency a
is crucial for the achievement of chaos synchronization. Injection locking is a useful technique to match the optical fr
between two lasers [4]. In this subsection, we describe the experimental demonstration of the synchronization of chaos in
coherently coupled microchip lasers in a one-way coupling configuration [5,6].

Fig. 1 shows the experimental setup. Two Nd:YVO4 microchip lasers (wavelengthλ = 1064 nm) pumped by laser diode
(λ = 809 nm) were used as laser sources. The laser oscillated with1–3 longitudinal modes depending on the pumping powe
The pumping power was set to 1.7 with respect to threshold to maintain single longitudinal-mode oscillations. Chaotic o
microchip lasers wereobtained by modulating thepumping power around the frequency of the sustained relaxation oscillation
of 1.38 MHz in this experiment. When pump modulations were applied to both of the microchip lasers with a mod
frequency of 1.34 MHz and with a modulation depth of 18%, individual chaotic pulsations were obtained. The dyna
microchip lasers are described by the Tang–Statz–deMars equations, in which the spatial hole burning effect in the las
is taken into account [7]. Chaotic dynamics in microchip lasers have been intensively investigated in [8,9].

A fraction of the master laser output was unidirectionally and coherently coupled to the slave laser cavity fo
synchronization. The optical frequencies of the two microchip lasers were precisely controlled with thermoelectronic
The achievement of synchronization of chaos is highly dependent on the injection locking effect, where the optical fre
of two individual lasers can be perfectly matched when the frequency difference is set within a certain injection-
range [4]. We adjusted the temperature of the laser crystal of the two lasers so that the difference of the two optical fre
was within the injection locking range of 200 MHz.
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Fig. 1. Experimental setup for chaos synchronization in two Nd:YVO4 microchip lasers with pump modulation. BS, beam splitter; L, le
M, mirror; VA, variable attenuator; LD, laser diode; MCL, Nd:YVO4 microchip laser; PL, Peltier device; IS, optical isolator; PD, photodio
FC, fiber coupler; PM, pump modulation;λ/2 WP,λ/2 wave plate; F–P, Fabry–Pérot étalon.

Fig. 2. Experimentally obtained chaotic temporal waveforms and correlation plots for the two laser outputs: (a), (b) without synchronizatio
and (c), (d) with synchronization.

Fig. 2 shows the chaotic temporal waveforms and the correlation plots between the two laser outputs. There is no c
at all between the chaotic pulsations in the two lasers without coupling as shown in Figs. 2(a) and 2(b). When a fracti
master laser output is injected into the slave laser cavity and injection locking is achieved between the two lasers, th
oscillations are synchronized as shown in Fig. 2(c). The linear correlation between the two laser outputs shown in
exhibits synchronization. This synchronization can be maintained for tens of hours, as long as the injection locking o
laser frequencies is retained.
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Fig. 3. Variances of the correlation plots as functions of (a) injection power and (b) beat frequency between the two optical frequencies
arrows indicate the injection-locking range.

Fig. 4. Variances of the correlation plots as functions of (a) amplitude and (b) frequency of the pump modulation in the slave laser. Solid circ
weak injection power; open circles, strong injection power. The downward arrows indicate parameter matching between the maste
lasers.

To evaluate the quantitative accuracy of chaos synchronization, the varianceσ2 of the normalized correlation plot from
best-fit linear relation is used, which is defined as

σ2 = 1

N

N∑
i

(Im,i − Is,i)
2, (1)

whereN is the total number of sampling points of the temporal waveforms andIm,i andIs,i are the normalized intensities o
the master and slave lasers at thei-th sampling point. A smaller varianceσ2 implies higher accuracy of chaos synchronizati
Fig. 3(a) shows the variances of the correlation plots as a function of injected power from the master to the slave la
injection power is altered with a variable attenuator. It is found that the accuracy of synchronization is always quite hig
injection power higher than the threshold for injection locking. Above the threshold, relatively constant variances are ma
as the injection power increases. Fig. 3(b) shows the variances of the correlation plots as a function of the beat fre
two constant injection powers. The temperature of the slave crystal is slightly shifted, which causes detuning. Low and
variances are maintained within the injection locking range. From Figs. 3(a) and 3(b), it is found that the synchronizatio
coincides with the injection locking range.

The accuracy of synchronization is investigated when one of the parameters for chaos generation is mismatched betw
the two lasers. The amplitude or the frequency of the pump modulation in the slave laser is slightly shifted from tha
master laser. Fig. 4 shows variances as functions of the amplitude and frequency of the pump modulation in the s
under weak and strong injection powers. With weak injection power (solid circles in Fig. 4), the variance gradually cha
the modulation parameter is changed. It is worth noting that matching of the modulation parameters is not required to
accurate synchronization. Moreover, a high accuracy is always maintained with strong injection power (open circles in Fig.
regardless of the values of the modulation parameters. These results imply that intense injection of the master laser ca
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Fig. 5. Model of the incoherent feedback method for chaos synchronization in microchip lasers: AOM, acousto-optic modulator; BS, bea
splitter; G, electronic amplifier for gain; IS, optical isolator; L, lens; LD, laser diode for pumping; M, mirror; MCL, microchip
PD, photodiode; T, time delay.

the original dynamics in the slave laser, and the accuracy of synchronization is independent of the mismatch of t
modulation between the master and slave lasers.

From these investigations, the principle of synchronization of chaos in coherently coupled lasers can be interpret
regeneration of the envelope of the chaotic laser output through the mechanism of injection locking. For multi-mode las
synchronization of chaos requires frequency locking of all the corresponding longitudinal modes between two co
coupled lasers, according to [5].

2.2. Incoherent feedback

In the case of coherent coupling, the achievement of chaos synchronization is strongly dependent on the matching
optical frequency by using injection locking. Therefore, it would be easy to reproduce the chaotic waveforms of the transmi
by using unauthorized lasers without knowing the parameter values of the transmitter laser, when eavesdroppers can ach
injection locking between the transmitter laser and their own lasers only by tuning the optical frequency. Moreover, this
synchronization scheme cannot be applied to conventional optical communication systems, where it does not need to matc
optical frequency between the transmitter and receiver lasers. Therefore, it is important to develop a synchronization techni
that is not dependent on optical frequency (phase) for applications of optical communications.

In this subsection, we describe a chaos-synchronization method using ‘incoherent’ (independent of the optical phase
frequency) feedback [10] to achieve a synchronization that is independent of the injection locking effect and that
narrow parameter regions for synchronization against parameter mismatch. In this method, two signals of the laser
for the master and slave lasers are detected simultaneously, and the amount of feedback-control signal from the sub
the two detected signals is calculated. The feedback is applied to the pumping power of the microchip laser in the sl
Chaotic dynamics of population inversion in the two lasers are thus synchronized by using the feedback signal calcula
the detected laser intensities.

Fig. 5 shows the concept of the incoherent feedback method for chaos synchronization in microchip lasers.
pulsations of the output are generated in two microchip lasers with two acousto-optic modulators (AOM) in single-longi
mode operation, and the outputs of the two lasers are independently detected by two photodiodes. The peak heights o
are stored in memory and used for calculation in a computer. When the duration between the two pulses is within a certain
Tth and the difference of peak heights is within a certain valueEth, a control signal is applied to the pumping power of the sl
laser for a certain durationTc just after the latter pulse. The value of the control signal is proportional to the difference be
the peak heights of the square root of the laser intensities (i.e., electrical fieldE = √

I ). This control procedure is described
follows:

ws = ws,0 + G
(√

Ip,s −
√

Ip,m
)

for Tc (2)

if |Tp,s − Tp,m| < Tth and
∣∣√Ip,s −

√
Ip,m

∣∣ < Eth,
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Fig. 6. Accuracy of chaos synchronization (varianceσ2) as a function of parameter mismatch: (a) pumping power, (b) ratio of lifetimes o
population inversion and photon in the cavity, (c) modulation amplitude of the AOM, and (d) modulation frequency of the AOM.

Fig. 7. Experimental setup for dual synchronization of chaos. BS, beam splitter; F–P, Fabry–Perot interferometer; IS, optical isolator; L, le
LD, laser diode for pumping; M, mirror; MCL, Nd:YVO4 microchip laser; PD, photodiode; PM, pump modulation; VA, variable attenuator.

wherews is the pumping power of the slave laser,ws,0 is the constant pumping power,G is the feedback gain,Ip,s and
Ip,m are the peak heights of the detected chaotic pulses in the slave and master lasers,Tp,s andTp,m are the measured time
corresponding to the pulse peak in the slaveand master lasers, respectively. In thismethod the difference of peak intensiti
between the two lasers is fed back to the dynamics of population inversion through the pumping power. It should
that there is a linear relationship between the peak height of electrical pulsations and the decrease of population
Synchronization of chaos is achieved at certain values of the gain (0.5< G < 1.2) [10].

The regions of chaos synchronization against parameter mismatch between the two microchip lasers were qua
investigated for various internal parameters by numerical calculations. One of the parameters in the slave laser was fixed
the corresponding parameter in the slave laser was slightly shifted. Other parameters were set to be identical for the t
Fig. 6 shows the accuracy of synchronization (varianceσ2) as functions of parameter mismatch of the pumping power, the
of lifetimes of the population inversion and photon in the cavity, the modulation amplitude ofthe AOM, and the modulation
frequency of the AOM. It is found that synchronization is easily destroyed when the parameter mismatch is incre
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Fig. 8. Temporal waveforms and their correlation plots for theM1–S1 [(a), (b)],M2–S2 [(c), (d)], andM2–S1 [(e), (f)].

more than 1% for all the laser parameters. The synchronization regions obtained by the incoherent feedback method
smaller than those obtained by the coherent coupling method shown in Fig. 4. Since the same dynamics of population
between the two lasers are required in this method, all the laser parameters must be carefully matched to each other
synchronization. These results imply that the difficulty in imitating synchronizing lasers is greatly increased by using
incoherent feedback method, which might be useful for applications of secure optical communications.

Synchronization of chaos was also demonstrated in Nd:YAG microchip lasers with optoelectronic feedback
Generalized synchronization of chaos is observed when the microchip laser has two-longitudinal-mode oscillations.
lumped signal applied to the response laser through optoelectronic feedback does not contain any details of the individ
dynamics, generalized synchronization is observed instead of identical synchronization [11].

2.3. Dual synchronization of chaos

Many studies on the synchronization of chaos have been reported so far in a single pair of one-way coupled lase
for the purpose of optical communications. However, it is necessary to investigate synchronization of chaos in multi
of lasers for multi-user communication systems. Multiplexing chaos using synchronization has been numerically ach
a simple map and delay-differential equations [12,13]. To synchronize each pair of chaotic systems, all the paramete
must be identical between the transmitter and the receiver, whereas they must be slightly shifted between differen
chaotic systems. Synchronization of chaos between two pairs of chaotic systems is particularly called ‘dual synchron
chaos’ [13].

In this subsection, we describe the experimental demonstration of dual synchronization of chaos in two pairs of Nd:YVO4
microchip lasers in a coherent coupling configuration over one transmission channel, [14,15]. The optical frequency of
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laser is changed and the condition of injection locking is controlled to achieve dual synchronization between the correspondin
pairs in the transmitters and the receivers.

Fig. 7 shows the experimental setup for the dual synchronization of chaos. Two of the microchip lasers were used
lasers, which were referred to as ‘M1’ for master laser 1 and ‘M2’ for master laser 2. The other two lasers were used as s
lasers (‘S1’ for slave laser 1 and ‘S2’ for slave laser 2). ForM1 andM2, the injection current of a laser diode used for pump
was sinusoidally modulated to obtain chaotic pulsation. A fraction of the master laser outputs was mixed at a beamsplitter and
propagated through one-transmission channel in a free space (the thick solid line in Fig. 7). The combined signals oM1 and
M2 were injected into the two slave laser cavities for dual synchronization.

The temperatures ofM1 andM2 were adjusted to obtain injection locking between the optical frequencies of a pair oM1
andS1 (referred to as ‘M1–S1’), and a pair of ‘M2–S2’ by monitoring the spectra on the Fabry–Perot scanning interferom
When two of the beat frequencies forM1–S1 andM2–S2 were adjusted within the injection-locking range, the two b
frequencies disappeared and the two laser frequencies in each pair forM1–S1 andM2–S2 were perfectly matched. Th
injection locking was achieved only forM1–S1 andM2–S2, not for the other coupling combinations.

Fig. 8 shows the temporal waveforms and their correlation plots for theM1–S1, M2–S2, andM2–S1. Synchronization o
chaos is achieved between the corresponding pairs ofM1–S1 andM2–S2 independently under injection locking, whereas i
not achieved forM2–S1. TheS1 laser reproduces theM1 component separately from the injection signal of the combinatio
M1 andM2. The output ofS2 is also synchronized with only theM2 component although the combined signal ofM1 andM2
is injected. Therefore, dual synchronization of chaos is achieved in two pairs of microchip lasers. The numerical calc
in [14] suggest that the dynamics of injection locking are crucial for the achievement of dual synchronization of c
coherently coupled lasers, as well as the case of single pair of coherently coupled lasers.

3. Communication with chaotic microchip lasers

3.1. Classification

The methods for achieving chaos communication by use of lasers can be classified into the following types [16]
masking [17–20], chaotic modulation [1–3], and chaos shift keying [21]. Chaotic masking is a simple encoding sc
which a message signal is added or multiplied on a chaotic carrier that is independent of the message. The message i
by subtracting or dividing the synchronized chaotic signal in the receiver from the transmitted signal. The message
small enough so that the original chaotic carrier can be regenerated in the receiver via synchronization. Chaotic m
is a dynamical encoding method in which the message modulates chaotic dynamics inthe transmitter. The modulated chao
signal is directly injected into the receiver in order to generate the original chaotic waveform. When this method is ap
time-delayed chaotic systems and the message is encoded inside the time-delay loop, perfect message recovery can
regardless of the amount of the message. Chaos shift keying is a digital modulation method based on two differen
states. Depending on the current value of the digital bits of ‘0’ or ‘1’, the signal from one of two chaos generators with d
characteristics is transmitted. There are also two chaos generators in the receiver whose parameter values are match
of the corresponding generators in the transmitter. The message bits can be determined by knowing which chaotic generat
in the receiver is synchronized with the transmission signal. Chaotic on-off keying is a special case of chaos shift k
requires only one chaotic generator in the receiver whose parameter values are matched to those of one of the two generato
the transmitter. The binary bits can be determined by checking whether synchronization is achieved or not in the rece

3.2. Chaotic masking with a digital message

In this subsection, we describe the experimental demonstration of the chaotic masking method with a digital me
coherently coupled microchip laser systems in [22]. Fig. 9 shows the experimental setup for signal transmission. Two N4
microchip lasers pumped by laser diodes were used. Chaotic outputs of the microchip lasers were obtained by mod
the injection current of the laser diode inthe transmitter. The chaotic output of the microchip laser was externally modulated
with an acousto-optic modulator (AOM) with a sinusoidal periodic wave at a frequency of 4.0 MHz and a depth of 0.2
modulation of the AOM was turned on and off at a frequency of 0.1 MHz to encode a sequence of digital bits in th
output as a message signal. Chaotic oscillations created by turning the AOM on and off were regarded as binary sign
0, respectively. The laser output with a message was transmitted to the receiver in a free space and injected into the l
in the receiver for chaos synchronization. The chaotic laser outputs of the transmission signal (chaos + digital messag
receiver (synchronized chaos) were measured simultaneously with a digital oscilloscope and the original binary mes
decoded by subtraction of these two signals.
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Fig. 9. Experimental setup for the transmission of a digital messagebased on the chaotic masking method. AOM, acousto-optic modul
BS, beam splitter; L, lens; M, mirror; VA, variable attenuator; LD, laser diode; MCL, Nd:YVO4 microchip laser; PL, Peltier device; IS, optic
isolator; PD, photodiode; PM, pump modulation.

Fig. 10. Correlation plots between waveforms of the two laser outputs (a) without and (b) with external modulation by the AOM.

Fig. 10 plots the correlation between waveforms of the transmission signal and synchronized signal in the receive
cases of without and with the external modulation by the AOM. Accurate synchronization is achieved only when the
modulation is switched off, as shown in Fig. 10(a). This state corresponds to binary signal 0. Synchronization is achie
slightly degraded accuracy in the presence of the external modulation owing to a change in the optical intensity thr
AOM, as shown in Fig. 10(b). This state corresponds to binary signal 1. The digital message encoded by the AOM can
distinguished by knowing the accuracy of chaos synchronization.

Fig. 11(a) shows the results of message recovery. Message components cannot be observed in the output of the transmitter
and the receiver in Figs. 11(a) and 11(b). When the two laser outputs are normalized and one is subtracted from the other
message can be obtained as an envelope of chaotic oscillation, as shown in Fig. 11(d). The original messages can be
by filtering the difference of the two outputs with a low-pass filter. The digital sequence clearly appears in Fig. 11(e),
binary bits can be judged according to a certain threshold value.

3.3. Chaotic masking with an analog message

In this subsection, we describe the numerical demonstration of the recovery of an analog message signal embe
chaotic carrier by using the chaotic masking method in coherently coupled microchip lasers [19]. An AOM is used to en
analog message (a sinusoidal wave) by modulating the intensity of a chaotic laser output (the same configuration in Fi
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Fig. 11. (a) Temporal waveform of the transmitter output with a digital message, (b) temporal waveform of the synchronized receiver ou
(c) encoded digital message, (d) absolute value of the difference between the two normalized laser outputs of (a) and (b), (e) decoded tem
waveform with a low-pass filter from the signal in (d).

modulation amplitude and frequency are set to 10% and 0.1 MHz, respectively. At a receiver, one detects both thetransmission
signal and the synchronized output of the receiver laser. The message can be recovered by dividing the transmiss
including the chaos and message components by the synchronized outputs of the slave laser.

Fig. 12 shows temporal waveforms for the transmission signal, the slave laser output, the division of these two sig
the corresponding rf spectra. A message component cannot be clearly observed in the temporal waveform of the tra
signal (Fig. 12(a)). However, the message component is recovered by dividing the transmission signal by the sync
output of the slave laser as shown in Fig. 12(c). In the rf spectrum of the transmission signal in Fig. 12(d), a chaotic br
spectrum is observed with the message component at 0.1 MHz and the pump modulation for generating chaos at 1
However, the message component decreases in the rf spectrum of the synchronized output as shown in Fig. 12(e). T
peak corresponding to the message component (0.1 MHz) can be extracted by dividing these two spectra, as clea
Fig. 12(f).

As Fig. 12 shows, the effect of peak reduction in the spectrum of the slave laser can be most clearly seen when the
of the modulation signal is large enough for the peak to be outstanding in the broad spectrum of the transmitted signal. W
emphasize that this effect holds for when the modulation signal is small, and comparable in power to the neighbori
components, as would be required for effective masking.

The ratio of the heights of the spectral peaks corresponding to the message component for the two lasers was c
which is referred to as the amplitude transfer function. A smaller amplitude transfer function implies higher recover
message component. Fig. 13 shows the amplitude transfer function forperiodic modulation imposed on the chaotic carrier
a function of the modulation frequency (open circles in Fig. 13). When the modulation frequency is set at approxima
relaxation oscillation frequency (∼1.0 MHz), the peak heights of the message components are the same between the transm
and the receiver (i.e., the amplitude transfer function is 1), which implies that the message recovery has failed. On the o
hand, the amplitude transfer function decreases as the modulation frequency is decreased lower than the relaxation oscillation
frequency. Therefore, message recovery can succeed at a lower modulation frequency than the relaxation oscillation frequen
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Fig. 13. Amplitude transfer function for the periodic modulation imposedon the chaotic carrier (open circles) and on the stable carrier (
curve).

This feature can also be seen in the modulated microchip laser with steady state output (the solid curve in Fig. 13
frequency characteristics of the message component are very similar to those observed in semiconductor lasers [20].

4. New trend of communications with chaotic lasers

4.1. Information theoretic security

As pointed out in the introduction, the security of communication schemes with chaos relies on the robustness
synchronization against parameter mismatch. There is always a trade-off between the difficulty of synchronization and
because higher privacy is guaranteed by narrower parameter ranges where synchronization is achieved. To overcome
communication schemes not using chaos synchronization may beuseful. One of the new approaches to secure communica
with chaos is a secure key generation based on information theory, proposed by Uchida, Davis, and Itaya [23]. Info
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The random signal source is a semiconductor laser with
optical feedback. The output from the laser is sent to two
separate receivers, whichrecord independent random
samples of the signal. BS, beam splitter; FC, fiber
coupler; IS, isolator; L, lens; M, mirror; MO, modulation
for trigger; PC, personal computer; PD, photodetector;
SL, semiconductor laser; VA, variable attenuator.

Fig. 15. Data hit rate (Rhit) of the sampled data
as a function of the trigger-acquisition time ratio
(Rta). The solid dots indicate the experimental
data of the hit rate between Alice and Bob. The
solid line indicates the expected theoretical line for
the number of Alice–Bob hits (Rhit = Rta). The
dashed line indicates the theoretical line for the
number of Alice–Bob hits that are also expected
for Eve (Rhit = (Rta)

2).

theoretic security is based on probability theory and on the fact that an adversary’s information is limited. One app
information theoretic security assumes that there is a public source of randomness and that all parties have limited s
that they cannot record all randomness from the source. One may use a physically chaotic semiconductor laser opera
gigahertz regime in order to satisfy this assumption. This method does not require synchronization between two chao
and the degree of security can be estimated quantitatively.

This information-theoretic secure-key generation scheme is described as follows (Fig. 14) [23]. Two nodes, Alice a
wish to share keys which are secure with respect to an eavesdropper, Eve. Alice and Bob independently sample th
signal from a chaotic semiconductor laser, and then use an open communication channel to exchange information ab
samples they acquired. From listening to the exchange between Alice and Bob on the open channel, Eve also lea
samples Alice and Bob have recorded. However, since the content of the samples is not revealed on the open chann
exchange on the open channel only takes place after the transmission from the random signal source is finished, E
know the keys constructed by Alice and Bob unless she had already acquired the corresponding samplesbeforeAlice and Bob
revealed which samples they have. Such samples can be used to make a secure key if no one can record the whole ran
and the probability of Eve coincidentally acquiring the same samples as both Alice and Bob is sufficiently small.

Let us consider the chances of Alice and Bob acquiring the same samples. The chances of acquiring the same
is defined as the hit rate,Rhit = Nhit/Ndata, whereNhit is the number of coincident waveforms andNdata is the total number
of waveforms acquired in one session. The essential limiting feature of the acquisition system is that it requires
acquisition timeTacq with a random jitter to record the waveform and prepare for the next grab. The trigger periodTtrg is set
to be shorter than the acquisition timeTacq to guarantee that sampling is incomplete. Furthermore, if the trigger period i
than the jitter range, then subsequent samples by Alice and Bob become statistically independent, and one can thenRhit
to be proportional to the trigger-acquisition time ratioRta = Ttrg/Tacq. Fig. 15 shows how the hit rate changes as the trig
acquisition time ratioRta is changed from 1 to 10−3, at 103 samples per session. The solid dots indicating the experim
data of the hit rate between Alice and Bob agree well with the anticipated theoretical lineRhit = Rta. The dashed line in Fig. 1
indicates the theoretical line for the number of Alice–Bob hits that are also expected for Eve, which isRhit = (Rta)

2. As Rta
is decreased, the difference between the solid and dashed linesincreases, showing the smaller ratio of samples expected
acquired by Eve. The security of the system relies on this probability being sufficiently small [23].

Alice and Bob can increase the security of keys by combining all theNhit common samples found in one session into a sin
common key. This is one of the methods of ‘privacy amplification’ which can be used if Eve can accidentally acquire s
not all of the keys. The chance of Eve of getting all theNhit common Alice–Bob samples needed to make this combined k
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Nhit . For the session length of the experiment in Fig. 15, this chance for Eve is only 10−100 in the case ofRta = 10−1 and

Nhit = 100.
Information-theoretic security avoids the reliance on un-proven assumptions about the complexity of computation

‘future-proof’ in the sense that the security of keys generated today will not be compromised by improvements in co
technology, including quantum computing, in the future.

5. Conclusion

We have reviewed the three schemes of synchronization of chaos in microchip lasers in one-way coupling configura
communication applications. In the coherent coupling scheme the laser light of the transmitter is directly injected into
cavity in the receiver. Synchronization of chaos is achieved under the condition of injection locking. In the incoherent couplin
scheme two signals of the laser intensity for the master and slave lasers are detected simultaneously, and the amount o
control signal is calculated from the subtraction of the two detected signals. The feedback is applied to the pumping
the microchip laser in the slave laser for synchronization. It is found that the synchronization regions obtained by the in
feedback method are much smaller than those obtained by thecoherent coupling method. Dual synchronization of chao
also demonstrated by using the coherent coupling scheme for multi-user communication applications. Dual synchron
chaos is achieved between the corresponding pairs independently under injection locking.

For communication applications, the chaotic masking method with both digital and analog messages has been dem
For the transmission of a digital message, the transmitted binary signals can be determined by knowing the accuracy of c
synchronization in the receiver. For the transmission of an analog message, the chaotic laser output is externally m
with a sinusoidal waveform. It is found that message recovery can succeed at a lower modulation frequency than the
oscillation frequency.

Finally, a new scheme for the generation of information-theoretic secure keys has been introduced, whose securit
be guaranteed quantitatively by probability theory and by the fact that an adversary’s information is limited. It ha
experimentally shown that theprobability of an eavesdropper coincidentally acquiring the same samples as the two justifi
users can be set sufficiently small. This method does not require synchronization between two chaotic lasers and the
security can be estimated quantitatively.
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