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The disaster area is a constantly changing environment, which can make it challenging to distribute supplies
effectively. The lack of accurate information about the required goods and potential bottlenecks in the distri-
bution process can be detrimental. The success of a response network is dependent on collaboration, coordi-
nation, sovereignty, and equal distribution of relief resources. To facilitate these interactions and improve
knowledge of supply chain operations, a reliable and dynamic logistic system is essential. This study pro-
poses the integration of blockchain technology, the Internet of Things (IoT), and the Internet of Everything
(IoE) into the disaster management structure. The proposed disaster response model aims to reduce response
times and ensure the secure and timely distribution of goods. The hyper-connected disaster supply network
is modeled through a concrete implementation on the Network Simulation (NS2) platform. The simulation
results demonstrate that the proposed method yields significant improvements in several key performance
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Resilience metrics. Specifically, it achieved more than a 30% improvement in the successful migration of tasks, a 17%
reduction in errors, a 15% reduction in delays, and a 9% reduction in energy consumption.

© 2023 Published by Elsevier Espafia, S.L.U. on behalf of Journal of Innovation & Knowledge. This is an open

access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/)

Introduction information about available infrastructure, supplies, and demands in

A disaster can have significant physical, economic, and social
impacts. The location of a disaster is a critical focal point for supply
chain management activities. Disaster relief supply chain manage-
ment is designed to (1) manage current and future disasters, (2) coor-
dinate with other competitive or complementary supply chains, (3)
achieve desired outcomes, and (4) integrate and coordinate the activ-
ities of various parties involved (Aslam et al., 2021; Day et al., 2012;
[lbiz, 2020). Disaster supply chain management has unique character-
istics, including large-scale operations, irregular demand, and unreli-
able transportation information (Verma, 2021). Engineering a
disaster supply chain is challenging due to the dynamic nature of dis-
asters, such as their location, type, spread, and magnitude (Balcik &
Beamon, 2008). Therefore, a multidisciplinary research approach is
needed to address the challenges of disaster relief networks, with a
focus on shortening response times to prevent losses and uncertain-
ties (Holguin-Veras et al., 2007; Mohammed, 2019). The lack of vital
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the initial phase of a disaster can significantly complicate this
dynamic environment (Javadpour et al., 2022; Sangaiah et al., 2022b).
However, time is a critical resource in disaster management, and
accessing accurate information regarding the severity of the disaster
and the required demands is essential. This study aims to propose a
dynamic, reliable, and transparent tracking system for the aid supply
chain. It combines blockchain technology and the Internet of Things
(IoT), as proposed by Betti et al. (2020), with a fast and secure trans-
action mechanism, as proposed by Perez-Sol'a et al. (2019), to moni-
tor demand provision, response time, and enhance disaster
management efficiency. This model can help to overcome the chal-
lenges associated with the dynamic nature of disasters and improve
response times.

Problem statement

In a disaster response, various parties are involved, making the
process more challenging. Each party pursues distinct and, in some
cases, conflicting strategic goals, contributing to the complexity of
the disaster response. According to research conducted by Pour
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(2021), the four main categories of challenges in a disaster supply
chain are network communication, transparency, information man-
agement, and performance measurement. In some situations, an
oversupply of non-essential goods may delay the logistical response.
Therefore, a systematic approach is required to prioritize require-
ments, such as involving all parties, enabling swift trust, and provid-
ing collaboration channels. To achieve this, information technologies
such as real-time risk monitoring, online dashboards, knowledge
repositories, decision-making tools, interactive communication, and
collaboration can be applied at every phase of a disaster (Imran et al.,
2015; Sakurai & Murayama, 2019). However, Othman et al. (2017)
argue that most literature uses centralized planning approaches for
the emergency supply chain. In contrast, a distributed planning
approach may be more suitable given the large and distributed
nature of the emergency supply chain. One approach that permits
immediate action is decentralization. Therefore, this study focuses on
communication and collaboration among participants in a disaster
response and aims to develop a decentralized network platform.

Research importance and necessity

Recent frequent disasters highlight the crucial role of a resilient
disaster management network (Tomasini & Van Wassenhove, 2009;
Sangaiah et al., 2022a). However, inconsistency in disaster response
arises when the event evolves, but the information is not updated
regularly (Glik et al, 2007), resulting in a suboptimal disaster
response. Therefore, real-time information is essential to improve
the quality of disaster response. Coordination among multiple organi-
zations and agencies is also vital for an effective disaster response.
Communication and collaboration of disaster aid networks are neces-
sary to provide the right assistance to the affected population at the
right time. This study proposes a synchronized combination of block-
chain technology and IoT to track the response progress and optimize
the allocation of tasks to the network participants. The Dynamic Volt-
age and Frequency Scaling (DVFS) algorithm is applied to achieve this
objective.

Research objectives

Effective disaster response is often hindered by a lack of coordina-
tion in relief distribution and overlapping institutions (Holguin-Veras
et al.,, 2007; Schipper & Pelling, 2006). To design a reliable disaster
supply aid system, a comprehensive understanding of the operations,
interactions, and methods involved is necessary for analyzing flows
and prioritizing demands and goods (Holguin-Veras et al., 2007). This
study aims to support the monitoring of supply network perfor-
mance, enhance disaster response resilience, and reduce response
time by developing a model that combines blockchain technology
with IoT. The proposed system utilizes zero-confirmation transac-
tions to simulate response action allocation, employs smart contract-
enabled simulations, and evaluates performance in managing disas-
ter complexity through a blockchain platform.

Examining research questions

This study aims to introduce a new approach for optimizing disas-
ter response activities by providing a practical decision support tool.
The decentralized network feature of the model enhances transpar-
ency and trust in information management, network communication,
and collaboration. Additionally, the modeling and simulation capacity
of the proposed method enables a more advanced understanding of
the interrelated processes and functions within the system of inter-
est. The research questions that this study seeks to answer are:

1. In what ways can a blockchain-enabled model enhance the per-
formance of disaster aid networks?

Journal of Innovation & Knowledge 8 (2023) 100400

2. How can a blockchain-enabled model improve the resilience of
disaster aid management?

Research novelty and innovation

To effectively operate and monitor a disaster response network,
independent data centers are required to handle hardware, infra-
structure, implementation, and resource sharing. Cloud computing is
a cost-effective solution that can improve service quality, and the
proposed methodology allows users to submit requests to different
data centers in one cloud. To enhance the network’s performance,
virtual machines can be used for distributed computing, networking,
and services, dynamically allocating resources to each node on the
server while transferring data without interruption. Load balancing
techniques can also be used to optimize task distribution among vari-
ous hubs and avoid overloading one host. The DVFS algorithm, pro-
posed by Gu et al. (2014), can be applied to balance the workload and
reduce energy consumption. The main contributions of this study are
(1) exploring the relationship between blockchain technology and
institutional interactions using smart contracts, (2) applying the
DVFS algorithm to blockchain-based platforms to analyze disaster
management complexities, and (3) reducing energy consumption
and processing time. This study proposes a novel blockchain-based
disaster management model that utilizes the DVFS algorithm to pre-
vent hub overloading, reduce energy consumption, and improve sys-
tem processing time.

Related work

There is a new research trend of applying new technologies to
tackle challenges in disaster management. A wide range of solutions
has been introduced, using computer modeling and artificial intelli-
gence to leverage accurate information and support decision-making.
Distributed Ledger Technology (DLT) is one of the techniques applied
to address some of the challenges in disaster networks (Coppi & Fast,
2019). DLT can support updating information with consensus, share
transaction databases, and record them with tamper-proof, time-
stamped auditable history (Rajan, 2018). Blockchain is a form of DLT
that operates as a peer-to-peer (P2P) network to overcome vulner-
abilities of centralized systems while considering economic model
risks (Coppi & Fast, 2019). The main characteristics of a blockchain
are decentralization, immutability, disintermediation, transaction
sharing, creation and movement of digital assets, and being tamper-
proof. Blockchain is referred to as the “trust machine” because it does
not require any entity to record and verify records (Matthew, 2016).
Blockchain-based tools can have economic benefits as well as allevi-
ate losses from disasters. Several studies have applied DLT and
improved disaster management. For example, Coppi and Fast (2019)
studied the application of DLT to address some of the challenges of
disaster supply networks, including transparency, efficiency, scalabil-
ity, and sustainability. Fitwi et al. (2019) developed a distributed
agent-based framework to provide a secure and reliable information
exchange technique. Rajan (2018) designed a holistic system to
reduce natural disaster risks by forecasting automatically triggered
responses and disbursing required funding using blockchain technol-
ogies. This study reviews the addressed challenges and proposed
approaches in the literature and categorizes the results into four cate-
gories. A summary of the proposed solutions to tackle the critical
challenges of disaster supply networks is described in Table 1.
A smart contract is a software program that contains policies and
rules for negotiating terms and actions between parties. Integrating
smart contracts into DLT increases efficiency and scalability by decen-
tralizing services (Rajan, 2018). Network participants can achieve a
consensus on the outcome of the contract execution, and the transac-
tion in the smart contract is automatically and independently exe-
cuted on each node of the network, based on the data contained in
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Table 1
Solutions proposed for each challenge resulted from the systematic literature review.
Category Proposed Solution Authors
Network o Replacing credibility with swift trust Altay and Green III (2006);
Communication and e Coordinating knowledge process without a shared Megastructure ~ Haghani et al. (2009); Jahre and Jensen (2010a); Luna and Pennock
Information e Coordinating the clusters to serve final recipients (2018);
Flow o Achieving a better communication through a decentralized Majchrzak et al. (2007);
network Jahre and Jensen (2010b)
Transparency e Digitalizing supply chains to provide swift trust, information Dubey et al. (2020);
sharing, and public/private Partnership Papadopoulos et al. (2017);
e Making funds traceable Stewart and Leinhardt (2009)
e Using time stamped and digitally verified information
Data and e Creating an information repository to provide integrated informa- Goswami et al. (2018);
Information tion sources in detection and adoption for appropriate disaster Mackey and Nayyar (2017);
Management response Scholten et al. (2014)

Performance Measurement
and trust
Enhancing scalability

and institutional roles

Enhancing resiliency through collaboration, coordination,

Dubey et al. (2020); Scholten et al. (2014)

Using interdependent systems to enhance the response abilities
Simulating and evaluating of metrics to identify supply chain links

the triggered transaction. The incorporation of smart contracts into
blockchain technology allows for the automatic verification of pro-
cesses within the supply network, thereby enabling real-time evalua-
tion and monitoring, and transparent reporting on the affected
region. These features foster a more visible and trustworthy collabo-
ration, where different parties can be tracked (Rajan, 2018).

DVFS is an effective tool for assessing the maximum level of disas-
ter management complexity. It can identify malicious requests to net-
work nodes and sort tasks to optimize resource management of the
disaster response network. Xu et al. (2017) used DVFS to develop a
robust blockchain-based decentralized resource management frame-
work to reduce energy costs. The implementation of DVFS supports
the vast input data from a disaster event and optimizes the process-
ing costs to respond to it (Pour, 2021). Recent studies have applied
DVFS to reduce energy consumption in various domains. For instance,
Calheiros and Buyya (2014) proposed an energy-efficient execution
of cloud models using DVFS in the field of disaster management, and
Shirvani et al. (2020) have emphasized the significance of DVFS tech-
niques and virtual machine migration in disaster-resilient fault-toler-
ant systems.

Research statement and proposed methods

Disaster supply chain networks are highly vulnerable and uncer-
tain, making them more complex to manage. A deep understanding
of the risks and complexities of these networks is necessary to main-
tain their dynamic, efficiency, and resilience. The conventional disas-
ter decision-making process faces critical challenges, including a lack
of consideration for the dynamic nature of the events, the uncertain
attributes of disasters, and limited time to make irreversible decisions
without reliable information (Altay & Green III, 2006). The solution to
these challenges is to create a decentralized communication and col-
laboration platform that involves all parties in a disaster response,
leading to a more resilient and efficient disaster response. Therefore,
this study aims to evaluate the impact of blockchain technology and
[oT on the disaster aid network’s performance, response time, and
complexity management.

Blockchain-Enabled disaster aid network

In this study, blockchain technology is implemented in the disas-
ter aid network to address some of the limitations of centralized

communication systems. To enhance communication among the
involved parties, a network structure based on blockchain technology
is designed, where nodes represent clients and supply chain pro-
cesses within the network. The disaster node, which receives a higher
rate of input and has more complexity, is also included. Military,
NGOs, industries, and government agencies interact with each other
in a peer-to-peer (P2P) configuration, which allows real-time infor-
mation and feedback to be gathered from the affected area. To pre-
vent integrity attacks, nodes perform data encryption and hashing
enabled by blockchain technology, and any abnormality is reported
to the entire network. A tracking mechanism is employed to link
updated information to the chain using the P2P validation process,
which can increase trust within the system. This technique ensures
that all valid participants of the network are aware of any changes
and updates, leading to better transparency and transaction auditing.
According to Hassan et al. (2019), this method can reduce the risks of
fraudulent activities and enhance the accuracy of information. Mat-
thew (2016) also suggests that blockchain technology can lead to bet-
ter transparency and accountability.

DVEFS algorithm integration to the proposed model

A large number of abnormal requests from one of the network’s
nodes, which can be a group of clients, indicates a disaster case on
that node that can be detected and sorted using the DVFS algorithm.
DVFS is a sorting process embedded in the server that enables the
analysis of disaster management complexity. By sorting data on serv-
ers and evaluating the transaction power, the nodes on which the
disaster has occurred can be identified based on the high rate of
added data. The disaster response activities can be prioritized and
allocated to network participants based on real-time information.
Using two types of migration algorithms (i.e., local and external), the
stored information can be linked to manage the network’s enforced
traffic load from the disaster node. Employing DVES can alter the net-
work that is bombarded with vast input data from the disaster zone
and optimize the related costs. In token-based blocks, information
will be rewritten only once. When the existing blocks on the servers
located in the disaster area are rewritten, the monitoring cost would
decrease to zero.

In this model, there are two main parts. The first part consists of a
set of [oT nodes, representing the flow of the disaster, and is com-
prised of clients such as C1 and C2. A matrix is created to generate
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Cloud
Multi-agent based Architecture of loT

# The process of generating encrypted

# Using mathematical rules for the cryptography

# Shortest path is identified by the safe node,

# Middle layer nodes are collected through blockchain encryption.
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Fig. 1. The proposed model: Generating encryption for input components using smart contracts, Blockchain, DVFS, and MAS in the middle layer.

flows and simulate various disaster conditions. The second part
explains the blockchain calculation mechanism applied to different
chains, where DVFS is utilized to sort the queue of processes waiting
for review. Physical and virtual machines are used to update the cal-
culations within the queue, and the queuing algorithm is processed
to determine the status of demands and enable their monitoring.
Consequently, the entire network is transparent and can be audited
by all participants.

The control stage is based on the agreements on the server, and in
this phase, transactions are reviewed with DVFS, a processor is
assigned to them, and a block is added to the chain. According to a
study conducted by Perez-Sol'a et al. (2019), this method consists of
two phases: queue development and coding and mining.

The process of generating encrypted information through cryp-
tography is crucial. Once the secure node identifies the shortest path,

it collects the public keys of the middle layer nodes through block-
chain encryption.

The conceptual model comprises three phases (as shown in Fig. 1).
Numerous components are involved in generating input data for
updating and tracking the network. The data are stored in the storage
component, which is triggered and reviewed by the agents. Smart
contracts are sorted using DVFS and then analyzed. Finally, the deci-
sion-making process is facilitated by MAS. The combination of these
three steps constitutes the disaster stage, in which the entire
response team can monitor the progress from different locations.

MAS application to the proposed model

The Multi-Agent System (MAS) enables the implementation of a
natural metaphor for the meta-scheduling function, which is a

N

If ===> "entry rate” > 0

Entrance (Disaster )

P_iis the work traffic coefficient
m_i is the required queue time

)

P CAL?
L—» Number of transactions
Transaction S —
monitoring q

A 4

Yes: Calculate required
queue time Then:
Represents Agcm hnscd No: CAL

The entry rate is sending
the foreign transaction

The receiver

Run: Distributed
transactions

Calculate the
required queue time

Receive data in DVFS

No

Represents processor chain

Entrance (Disaster with Stream Data)

Agent-b for Property

Check: The receiver
Check: Transaction monitoring

Check: Receive data in DVFS Check:

Run: Trigger for Agents (Selections)
CheckOutData (Disaster with Stream data)
The receiver Check:

Check: CheckOutData data in DVFS

Fig. 2. The flowchart for executing the proposed model.
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Table 2
Definition of indices used to develop the proposed model.
Index Definition
e The entrance rate of the stream to the network
ex The entrance rate of external transaction
Yy The number of requests to clients
i The confirmation request rate (i.e., the number of confirmations)
t Initial waiting time
Cai Square index for the external variety
Csi Square index for the internal variety
P; Work traffic coefficient
m; The required queue time
w Weight
Total W;  Total weights applied to the network
Pgi Probability of waiting in the queue
N; The number of transactions in the queue

practical tool to model a large number of entities with dynamic inter-
actions between various agent teams and their collaborations (Buford
et al., 2006). The main features of MAS are efficiency, flexibility, and
reliability (Dorri et al.,, 2018). In the proposed model, data are stored
in the storage component, activated with a trigger, and reviewed by
intelligent agents. When MAS is activated, a binary agent-based con-
dition considers the relationship between the updated tracking and
action management. MAS also facilitates interactions between the
entities within the network and exploration of the emergent behav-
ior of the disaster. Each agent uses the system’s objectives, actions’
history, and interactions to make decisions to solve the allocated
tasks. Finally, the developed conceptual model optimizes the receipt
of all needs, periodizing and allocating tasks, monitoring response

Journal of Innovation & Knowledge 8 (2023) 100400

activities, and making time transparent to the entire disaster
response network. To execute the model, a flowchart is designed
(Fig. 2). The intended indices in the equations are defined in Table 2,
and the algorithm to execute the conceptual model is shown in Fig. 3.

Simulation and results

In this study, two cases have been examined to evaluate the pro-
posed model. The first case considers the proposed model using
blockchain technology and the DVFS algorithm. The second case
includes the multi-agent system (MAS) embedded in the proposed
model. The flowchart of the model execution is depicted in Fig. 4. The
study’s results are compared with a published article titled "The Anal-
ysis of Resilience Strategies and Ripple Effect in Blockchain-coordi-
nated Supply Chains (SCESHL)" (Lohmer et al., 2020) to validate the
model and assess the improvements that it contributes to the exist-
ing body of knowledge.

We considered the reference model in two forms. The first form is
the blockchain-coordinated supply chain model proposed by the
authors, which uses the BeepBeep tool. For the second form, we com-
bined this model with the DVFS algorithm to evaluate the differences.
All the conditions executed in the simulations are shown in Table 3.
To demonstrate the simulation results, we defined some metrics in
Table 4 to evaluate the performance of all four scenarios, which are
depicted below.

Successful migrations

Fig. 5 shows the number of successful migrations to virtual
machines plotted against the number of events over time on the X

Start
Entrance (Disaster with Stream Data)
Check: The recerver
Check: Transaction monitoring
Check: Receive data in DVFS

Run: Distributed transactions
e=Yie
Y = i Yeex

represents a crisis in level K with the entrance rate variant of i = {1,2,3,...}
T= Zl’ e; represents waiting time for monitoring transactions in each workstation
if C,; (square index for external vanety) and Cy; (square index for the intemal variety, then

P, 1s the work traffic coefficient
m; is the required queue time

o d-C 2(m;+1)-1
Totalm =( al sl) Pi
ml(l_pl)

P, =P(N;>my) =

mi—1
(mp)™ (mp)™ (mpy)' i
my! (1 —p) m.!(l—P4)+lZ° J! )

If ===> “entry rate is bigger than foreign transaction” > 0

Yes: Calculate the required queue time

Then:
Represents Agent-based

No: CAL

Number of transactions in the queue

Run: Trigger for Agents (Selections)

CheckOutData (Disaster with Stream data)

Check: The recerver

Check: Transaction monitoring
Check: CheckOutData data in DVFS

End

Fig. 3. The algorithm generated for the proposed model, including agents, triggers, and model execution steps.
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Fig. 4. Network diagram, including inputs, middle nodes, blockchain, and producing server for transactions.

The conditions defined for the simulated scenarios.

Scenario  Condition

1 SCESHL Model
2 DVFS Algorithm embedded to the SCESHL Model
3 The Proposed Model (i.e., Blockchain-enabled DVFS-based)
4 The Proposed Model Advanced with MAS
Table 4

Performance evaluation metrics for the simulation scenarios.

Output

Description

Successful Migration

Errors
Delay

Energy Consumption

The number of transferred tasks from an overloaded
node to the next block of the virtual machine with
enough capacity to handle

The number of unsuccessful migrations of tasks han-
dled by the virtual machines

Time, in minutes, required for handling the tasks in a
blockchain-based method

The amount of energy, in kWh, needed to receive the
requests and process them within the network

and Y-axes, respectively. Migration is the condition where actions are
moved to the next block if the current block is overloaded until all
virtual machines are used efficiently, especially in a heavy load of
data traffic in the system. The proposed model shows more successful
migrations of virtual machines compared to the reference model,
indicating better performance and complexity management. As the
number of events increases, the complexity of disaster management
also increases. Thus, the system needs to perform more successful
migrations of tasks to manage requests more effectively. One of the
main differences between the two evaluated models is their input
data. The reference model uses labeled agents simulated with Any-
Logic, while the proposed model uses IoT nodes as the input data
stream, i.e., demands from affected zones, which are then allocated
as tasks to the virtual machines.

Errors

In Fig. 6, the Y-axis shows the error rate based on the number of
actions and the functions producing those actions, while the X-axis
represents the probability of failures of the actions. The blockchain-
based processing line involves a high number of actions and complex
timing. When the DVFS algorithm is applied in the second scenario,
the error rate is improved by approximately 8% compared to the first
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Fig. 5. Comparison of the proposed method against SCESHL regarding the number of successful migrations.

scenario. The last two scenarios have improved the error rates by 15%
and 17%, respectively. The diagram shows that when the option of
migration is available, the tasks (i.e., the demands requested from the
affected population) can be handled more effectively, and the disaster
can be managed more efficiently. As the errors in the system
decrease, the delay time also decreases.

Delay

Fig. 7 shows the relationship between the number of actions/
events in terms of the blockchain functions that handle the tasks (X~
axis) and the delay time in minutes (Y-axis). The proposed model
demonstrates less delay, which is attributed to fewer errors. The
tasks entering the machines are processed at a faster pace in the third
and fourth scenarios. In the fourth scenario, fewer errors and delays
are indicated due to the improved management of the relationship

=)
\

©
I

between the blockchain and DVFS using MAS. There is a 5% improve-
ment in each scenario, from one to four.

Energy consumption

Fig. 8 depicts the energy consumption required to receive and pro-
cess the requirement requests (i.e., actions) within the network to man-
age the allocated tasks. The Y-axis represents the energy consumption
in kWh, and demonstrates that the proposed model follows green com-
puting policies. The X-axis shows time in minutes, and illustrates that
the proposed model is optimized around 9.12% higher compared to the
referenced model. Initially, all the conditions have nearly identical
results, which validate the network configurations. However, the pro-
posed model uses a blockchain and DVFS-based algorithm that con-
sumes less power than the referenced model. This diagram confirms
that the proposed model provides more efficient results while consum-
ing minimum energy, thereby indicating that the computation
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Fig. 6. Comparison of the probability of failure for events and their functions of the two models.
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Fig. 8. The amount of energy consumption for handling the tasks in each time interval for both models.

complexity of the proposed model is lower than that of the referenced
model. The simulation results validate that the proposed model is more
efficient, has a lower rate of failures and delays in the entire network,
and is optimized for energy consumption

Discussion and conclusion

The study’s results demonstrate that implementing an integrated
model that utilizes both blockchain and DVFS can improve the per-
formance of a disaster supply network. The simulation results sup-
port the research questions by showing a positive correlation
between response time, supply provisions, and a decentralized net-
work that facilitates real-time information sharing. Additionally, the
proposed method outperforms the reference model by improving
successful task migrations by more than 30%, reducing errors by 17%,
decreasing delays by 15%, and consuming 9% less energy.

Furthermore, the simulation results confirm a significant enhance-
ment in the performance, monitoring, and complexity management
of the disaster aid network.

Method implication

The proposed method demonstrates the potential applicability of
blockchain technology in disaster aid management and supports a
comprehensive analysis of its impact on disaster management resil-
ience. The quantitative simulation experiments provide insights into
the functioning mechanisms of management complexities in
responding to disasters, and the model can serve as a practical tool
for handling large-scale disaster data. The study’s findings offer valu-
able insights for other researchers and disaster response teams,
highlighting the significant improvements achieved in disaster aid
network performance, monitoring, and complexity management.
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Limitations and future work

The article proposes an IoE (Internet of Everything) block-
chain-based network knowledge management model for resilient
disaster frameworks. The model aims to improve disaster man-
agement by enhancing the resilience of the disaster response net-
work through real-time information sharing, optimized resource
allocation, and efficient task management. The article discusses
the limitations of current disaster management systems and high-
lights the potential of blockchain technology to overcome these
limitations. It provides an overview of the IoE concept and its
integration with blockchain technology to enable real-time infor-
mation sharing and efficient resource allocation. The proposed
model combines blockchain technology with Dynamic Voltage
and Frequency Scaling (DVFS) to optimize resource utilization
and reduce energy consumption. The model uses a Multi-Agent
System (MAS) to manage the relationship between the blockchain
and DVFS. The article describes the simulation experiments con-
ducted to evaluate the performance of the proposed model. The
simulation results indicate significant improvements in successful
task migrations, reduced errors and delays, and optimized energy
consumption. The article also highlights some limitations of the
proposed model, including the cost of running full nodes, latency
in transaction confirmation, and slower transaction processing
compared to traditional payment systems. The article suggests
further research to address these limitations and explore the role
of legal counsel and governance in DLT-based disaster manage-
ment frameworks. Overall, the article presents a promising
approach to improving disaster management through the integra-
tion of blockchain technology and IoE concepts. The proposed
model has the potential to enhance the resilience of disaster
response networks, optimize resource utilization, and reduce
energy consumption. The current application of distributed ledger
technology (DLT) in the humanitarian sector has some limitations,
mainly due to the absence of robust regulatory frameworks,
which can result in multiple legal frameworks. Therefore, further
research is needed to explore the role of legal counsel within
each phase of a disaster management project (Coppi & Fast,
2019). Additionally, there is a lack of clarity regarding the respon-
sibilities of DLT applications in the humanitarian sector. Another
challenge is the knowledge gap regarding governance and ethics
related to DLTs. There are also some limitations of blockchain
technology. First, the operation and maintenance costs of running
full nodes can be significant. Second, there may be major latency
issues with transaction confirmation processes. Third, the transac-
tion processing speed may be slower compared to traditional
payment systems. Finally, the consensus mechanism requires the
entire network to perform complex algorithms for mining (Rajan,
2018).
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