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WHO GUARDS THE GUARDIANS?
SIMPLIFYING THE DISCOVERY OF
ELECTRONIC MEDICAL RECORDS

Joseph DeAngelis*

As medical errors reign as a leading cause of death and inju-
ry in the United States, the efficient and effective resolution
of medical negligence disputes becomes increasingly neces-
sary, albeit uncommon. Despite the frequency of medical
errors, the quality of medical care in the United States has
increased over the last several decades. This improvement
has been due in no small part to the widespread adoption of
Electronic Medical Records (EMRs) by healthcare providers
across the country. While EMR systems have done their part
to improve patient care, they are not designed for litigation.
Indeed, the widespread use of EMR technology has created
several unresolved legal issues that unnecessarily complicate
the discovery process in medical negligence litigation.

The substantial confusion surrounding the discovery of
information within EMR systems invariably leads to an
unnecessary motions practice that overburdens the judicial
system’s limited resources. Three common and related legal
problems include the “Privilege Problem,” the “Production
Problem,” and the “Preservation Problem.” The Privilege
Problem concerns the possible interplay between HIPAA and
the rules of discovery. The Production Problem refers to the
undue costs and unreliability of a reproduced medical record
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for purposes of litigation. The Preservation Problem arises
from the need to regularly update patient information. This
Comment recommends that all litigants in a medical negli-
gence action should have remote access to a patient’s EMR
file and that certain changes should be made to the design of
EMRs to ensure the integrity and reliability of the record
during litigation.
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INTRODUCTION

Medical errors are currently the third leading cause of
death in the United States, surpassed only by heart disease
and cancer.! That figure becomes even more frightening consid-
ering that it only counts deaths but does not account for other
debilitating injuries resulting from medical errors.? Studies
estimate that between one-eighth and one-third of all patients
will suffer some injury caused by medical management rather
than their underlying injury.3 Of these injuries, more than one-
quarter are due to negligence.* When a patient or her family
believes that the cause of the injury is medical negligence, they
may file a lawsuit against the provider to recover damages.

As the official documentation of care, medical records are
indispensable in any lawsuit for medical negligence.? Discovery
of medical records that are stored in an electronic format, how-
ever, is often contentious, time-consuming, and expensive.

Before medical providers digitized their records, discovery
of medical records was relatively straightforward because
medical records existed exclusively on paper. When a patient
requested her own records, a “copy” would be produced by way
of a photocopier. Any changes and notes were easily identifia-
ble from strike-throughs, and discovery was simple. As
healthcare delivery advanced, so too did the manner of docu-
menting care. Large-scale healthcare operations with a variety
of specialists required an easier way to document and share the
details of patient care. The problem of illegible handwriting
needed to be solved. The necessity of timely care required that

1. Martin A. Makary & Michael Daniel, Medical Error—the Third Leading
Cause of Death, BMJ (2016), https://www.bmj.com/content/353/bm;j.i2139 [https://
perma.cc/LKSF-QHJG] (estimating the number of deaths from medical errors
based on a meta-analysis of data taken from other studies).

2.  See id. (discussing only the number of deaths).

3. BARRY R. FURROW ET AL., HEALTH LAW: CASES, MATERIALS AND
PROBLEMS 42-43 (7th ed. 20183).

4. Id. at 40.

5. Id. at 261-62.
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accurate and up-to-date information be available to caregivers.
To meet these demands, changes needed to be made.

The solution has been the widespread, federally subsidized
adoption of electronic medical records, or EMRs.% In most re-
spects, an EMR is simply an electronic version of the paper
medical record. Because they exist in a digitized format, how-
ever, EMRs have the added functionality of facilitating commu-
nication among providers, capturing billing information,
alerting staff to changing conditions, and automatically updat-
ing the record to reflect the patient’s current condition.” To
encourage these beneficial features of EMRs, federal and state
governments have heavily subsidized the universal adoption of
EMRs in hospitals.® Specifically, the Affordable Care Act subsi-
dizes a hospital’s use of EMRs under Medicare and Medicaid if
the hospital’s EMR system meets Medicare’s “meaningful use
requirements,” such as the ability to communicate with other
EMR systems, the ability to maintain an active medication list,
and the ability to list current and active diagnoses.? As a result
of these subsidies, EMRs are now the standard method of docu-
menting patient care.

While EMRs have certainly played their role in improving
the effective and efficient delivery of healthcare, interpreting
printouts of EMRs can be a nightmare for lawyers. For a varie-
ty of reasons discussed in this Comment, EMRs look very
different on paper or in PDF format than they do on a doctor’s
or a nurse’s screen. Consequently, a lawyer spends an

6. This Comment refers to electronic medical records (EMRs) and electronic
health records (EHRs) collectively as EMRs. While the two systems are different,
this Comment refers to them collectively for the sake of brevity. An EMR is a
localized medical record, or the electronic version of a patient’s chart. An EHR is
broader, compiling a patient’'s EMRs from various providers into one digital
corpus and incorporating patient history, etc. See Peter Garrett & Joshua
Seidman, EMR vs EHR, HEALTHIT (Jan. 4, 2011), https://www .healthit.gov/buzz-
blog/electronic-health-and-medical-records/emr-vs-ehr-difference/ [https:/perma.cc/
2VGW-JH35]. Because both contain information relevant to a patient’s care, and
because both should be provided in the designated record set (discussed in Part
III, infra), referring to them collectively for the purposes of discovery is
appropriate.

7. See infra Part I (discussing the purpose and functions of EMRs).

8. See generally Meaningful Use Glossary and Requirements Table, AM.
MED. ASS'N, http://s3.amazonaws.com/rdcms-himss/files/production/public/HIMSS
org/Content/files/Code49_%20AMA%20Meaningful%20use%20glossary%20and%2
Orequirements-table.pdf (last visited Mar. 16, 2018) [https://perma.cc/98JK-
WXGA] (listing the meaningful use requirements).

9. Seeid.
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unnecessary amount of time during discovery interpreting and
authenticating the record.!? Despite this current reality, EMRs
theoretically have the potential to facilitate streamlined and
effective dispute resolution, holding certain healthcare provid-
ers accountable for mistakes while shielding others from illegit-
1mate claims. However, until EMR systems provide a readable,
usable, and exportable means for adverse parties to inspect the
record, EMR discovery will continue to delay the resolution of
medical negligence litigation, driving up its cost to the detri-
ment of all parties.

This Comment argues that while the rules of discovery
provide an adequate theoretical basis upon which to streamline
EMR discovery, current solutions fail to live up to the intended
spirit of discovery. Of course, several background assumptions
guide this analysis. Most importantly, the spirit of discovery is
one that balances fairness and limitations. Discovery should
strive for equitable access to material information.!! The prop-
er scope of discovery must encompass enough information to
ensure that neither party is concealing facts and to prevent .
surprise at trial, but the scope cannot be so broad as to harass
or unduly burden the producing party.!? For several reasons
detailed throughout this comment, EMR discovery often fails to .
satisfy this ideal.

Another background assumption is that healthcare provid-
ers!? tend to have their patients’ best interests in mind and
genuinely try to provide the best care possible. Providers, how-
ever, are also human and can be tempted to cover up mistakes
if given the opportunity. Although courts should never presume
malice or deceit, adequate safeguards should be in place to
check shortcomings in human nature.

The final background assumption is that patients and pro-
viders all benefit from efficient and cost-effective dispute reso-
lution in which both parties possess reliable information.
Patients specifically benefit from access to a forum that per-
mits them to recover just compensation for a legitimate injury.

10. See infra Part 111 (discussing the Production Problem).

11. This sentence, and the one preceding it, represent the author’s personal
philosophy on discovery. The reasons that I feel this assumption is a fair one are
more fully articulated in Section III.E (discussing the policy reasons informing the
scope of discovery).

12.  See Hickman v. Taylor, 329 U.S. 495, 507-08 (1947).

13. Throughout this Comment, “providers’ refers generally to hospitals,
doctors, physician’s assistants, and nurses, unless otherwise specified.
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And of course, patients and providers alike benefit from
streamlined discovery that requires fewer experts, fewer re-
depositions, and a shorter duration of discovery. Physicians,
nurses, and other mid-level providers also enjoy some unique
benefits from streamlined discovery. Most physicians face law-
suits during their career, but the vast majority of these law-
suits are mitigated or dropped after a careful review by medical
negligence attorneys with access to a reliable medical record.!4
In fact, only 6 percent of doctors pay claims for medical negli-
gence because of a settlement or adverse judgment.!> An accu-
rate and authenticated record enables providers to better filter
legitimate and defensible claims, and to better determine
which claims should be settled, which could be defended at tri-
al, and which could proceed to summary judgment. An efficient
discovery process with reliable and discernable medical records
thus helps litigants quickly determine the merits of medical
negligence claims, expediting litigation and removing a signifi-
cant source of stress for practicing physicians.

Hospitals—and especially doctors—should demand that
EMR technologies be designed to allow access by other users in
a format that provides an accurate and reliable record of the
care provided to their patients when disputes regarding patient
care arise. The appropriate solution, however, must be found
not only by considering the rules of discovery and the costs of
litigation but also by looking to the privacy and quality con-
cerns that lie at the heart of healthcare delivery.

This Comment begins in Part I by comparing and con-
trasting the overarching objectives of healthcare delivery and
dispute resolution, concluding that EMRs can provide a plat-
form that reconciles those competing interests. The “Privilege
Problem” and “Production Problem” discussed in Parts II and
III, respectively, show that the confusion surrounding the au-
thorities governing medical records’ discoverability creates
unnecessary discovery disputes that clog up the courts with
discovery motions. The discussion about the Production

14, See Emily Walker, Most Doctors Will Face Malpractice Suit, AMA Says,
ABC NEWS (Aug. 5, 2010), http://abcnews.go.com/Health/HealthCare/malpractice-
lawsuits-doctors-common-ama/story?id=11332146 [https://perma.cc/B6C2-6XBR]
(finding that most claims against doctors are not paid out).

15. Anna Almendrala, Many Doctors Who Face Malpractice Suits Are Serial
Offenders, HUFFINGTON POST (Jan. 29, 2016), https://www.huffingtonpost.com/
entry/doctors-malpractice-research_us_56a94bece4b05e4e37033d00 [https://perma.
cc/RPG6-VRUF].
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Problem also touches on the ways in which a confusing, incom-
plete record increases discovery costs and fails to comply with
the proportionality factors espoused by the 2015 amendments
to the Federal Rules of Civil Procedure (FRCP). Finally, in its
discussion of the “Preservation Problem,” Part IV describes
how, without some adequate preservation function, the muta-
bility of the record hinders plaintiffs seeking legitimate com-
pensation, exposes defendants to potential liability, and hurts
both parties’ credibility at trial. This Comment ultimately con-
cludes that Congress and the Centers for Medicare and
Medicaid Services (CMS) should update the EMR’s meaningful
use requirements by encouraging EMR designs that facilitate
efficient and effective dispute resolution consistent with the
spirit of discovery.!® But in the event that Congress and CMS
do not update the meaningful use requirements, this Comment
proposes several other solutions available to courts.

I. THE DUELING PURPOSES OF PATIENT CARE AND MEDICAL
NEGLIGENCE LITIGATION

Any meaningful analysis of the problems that EMRs pose
to litigation and dispute resolution must be framed according
to the interests at stake. EMRs serve different needs when
used by healthcare providers than when used in dispute resolu-
tion. Because healthcare providers are ultimately the consum-
ers of EMR technologies, however, EMRs are designed for the
needs of healthcare providers. To illustrate how market forces
have shaped the design and application of EMR technology,
this Part describes the market needs of healthcare providers
and then compares and contrasts those needs with the objec-
tives of medical negligence litigation. This Part concludes that
EMRs have the unrealized potential to meet the needs of both
providers and the judicial system.

16. See infra Section IIL.F.2 for a description of meaningful use incentives.
The phrase “meaningful use incentives” refers to the subsidization of EMR
systems that have certain functionalities that enhance patient safety and improve
quality care. Some of the functions described in this Comment are
interoperability, automatic updates, monitoring capabilities, reports, and ease-of-
communication.
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A. The Role of EMRs in Healthcare

Ensuring safety and quality in healthcare requires that
providers accurately, legibly, and promptly communicate with
one another.!” Physicians relying exclusively on paper records
notoriously suffer problems arising from illegible handwriting
and administrative delays in updating records with lab re-
sults.!8 These communication issues can hamper the delivery of
healthcare, so providers have shifted away from paper records
and toward EMRs.!9

After looking at the needs of particular entities in the
healthcare context, it becomes clear that EMRs are primarily
designed to serve the interests of providers. This result is
unsurprising given that the primary driving force in EMR
designs is market pressure by healthcare providers. Specifical-
ly, when looking to purchase an EMR system from one of the
more than 1,100 possible vendors, a healthcare provider would
look for a number of features that satisfies its needs as a pro-
vider and a business.20

First, providers need an EMR system that allows them to
see the patient as she is at the moment of care. As such, provid-
ers need an EMR that permits caregivers to “manipulate” the
inputs and access all of the patient’s medical information to en-
sure the data is accurate and up-to-date.2! An EMR can update
automatically to reflect the most up-to-date lab results, vital
signs, and diagnoses, permitting the provider to see the patient
exactly as she is at the moment of care.??2 EMRs can also alert
medical staff if any of a patient’s vital signs reach a critical

17. See generally Committee on Patient Safety & Quality Improvement &
Committee on Practice Management, Patient Safety and Health Information
Technology, AM. C. OBSTETRICIANS & GYNECOLOGISTS, https://www.acog.org
/Clinical-Guidance-and-Publications/Committee-Opinions/Committee-on-Patient-
Safety-and-Quality-Improvement/Patient-Safety-and-Health-Information-Technology
(last visited July 10, 2018) [https://perma.cc/SJE6-NVQ4]; see also Peter Garrett
& Joshua Seidman, supra note 6 (discussing EMRs).

18. Benefits of Using EHR vs. Paper Records, CHECKPOINTEHR, https://check
pointehr.com/ehr-vs-paper-records/ (last visited June 11, 2018) [https:/perma.cc
/EL7T-K2PP].

19. Id.

20. See EHR Adoption Rates, PRACTICEFUSION (Mar. 1, 2017), https://www.
practicefusion.com/blog/ehr-adoption-rates [https://perma.cc/6RAS-349P].

21. Electronic Medical Records & Electronic Health Records, OPENCLINICAL,
http://www.openclinical.org/emr.html (last visited Mar. 16, 2018) [hereinafter
Electronic Medical & Health Records] [https://perma.cc/TLA7-8ZRJ].

22, Id.
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value, facilitating timely responses to emergent conditions.23

Second, healthcare providers look for a system that can ef-
fectively capture billing items and manage the hospital’s inven-
tory.24 Providers usually operate within business entities and
offer healthcare on a fee-for-service basis. From a business per-
spective, one of the most attractive features of EMRs is the
ability to capture billing items and monitor the provider’s
inventory.2> An effective EMR system would permit efficient
administration of a provider’s business needs and ensure the
provider is compensated for every service provided. In fact, the
first EMRs were designed primarily for this purpose.2®

Third, the EMR needs to be user-friendly and easily reada-
ble. The information on the computer screen should be orga-
nized in such a way that a provider can see everything she
needs to know. One way that many EMRs make data more
accessible to providers is by enabling providers to create “time-
lines” of health data that show changes in vital signs such as -
heart rate, respiration, pulse-oxygenation, etc.?’ Analyzing how
these values change over time may alert a provider to develop-
ing conditions that require attention.

Fourth, EMRs must interface with other EMR systems to
facilitate communication between providers, even if those pro-
viders have a different EMR system. This function, referred to
as “interoperability,” allows specialists and other caregivers to
contribute previous or developing data to a patient’s EMR in
such a way that any EMR system could understand the data
inputs.28 Without interoperability, providers’ ability to coordi-
nate patient care would be significantly impaired.

Finally, providers have an interest in maintaining and im-

23. Benefits of Using EHR vs. Paper Records, supra note 18.

24. Id.

25. Id.

26. See Hospital Information Systems, EMRCONSULTANT (Aug. 21, 2013),
http://www.emrconsultant.com/emr-education-center/emr-selection-and-implemen
tation/hospital-information-systems-his/ [https:/perma.cc/66Y3-E232]; see also
Larry Husten, Two Dirty Little Secrets About Electronic Health Records, FORBES
(Apr. 12, 2015), https://www.forbes.com/sites/larryhusten/2015/04/12/two-dirty-
little-secrets-about-electronic-health-records/#30084a446905 [https://perma.cc/
7J3B-D8L4} (“[Tlhe primary goal of EHRs is to make sure that healthcare
providers receive maximum reimbursement and to provide data to executives to
help them ‘manage’ their workers and their systems.”).

27. See Electronic Medical & Health Records, supra note 22 (discussing the
need to have immediate access to key information).

28. Id.
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proving quality and safety at the institutional level. Hospitals
in particular benefit from EMR systems that maintain a data
trail for quality assurance and peer review purposes.?® EMRs
also enable providers to monitor diseases within the institu-
tion, and track overall patient outcomes.30 Thus, EMRs allow
hospitals to see a larger view of how care is being administered
within its facilities. A provider purchasing an EMR system will
usually look for these features that facilitate patient care, insti-
tutional quality, and efficient administration. As a result, most
EMR systems are designed to incorporate these features and
functionalities.3!

B. Judicial Interests Implicated in Healthcare Litigation

Medical records, electronic or otherwise, serve entirely dif-
ferent purposes in the context of dispute resolution. Whereas
the core objective of healthcare providers is to care for the pa-
tient, suits for medical negligence serve the fundamental prin-
ciple of tort law that “loss from accident must lie where it
falls.”32 A provider owes a duty to her patients to provide medi-
cal treatment that is consistent with the standard of care.
When a provider’s treatment is unreasonable, it falls below the
standard of care, and an injured party may recover any damag-
es resulting from the breach of that duty. In other words, the
goal of medical negligence lawsuits is to compensate patients
who suffer injuries resulting from medical treatments that fall
below the standard of care.

To prove that a provider acted reasonably or unreasonably,
defendant-providers and plaintiff-patients, respectively, must
provide details about the actual care provided to a patient.33
Because reasonableness is a holistic analysis, proving reasona-
bleness requires looking at a patient’s care over time rather
than at any particular moment in time.3* Moreover, witness

29. Id.
30. Id.
31. Seeid.

32. OLIVER WENDELL HOLMES, JR., Trespass and Negligence, in THE COMMON
LAW 94 (1881 50th prtg. 1923).

33. See generally Day v. Johnson, 255 P.3d 1064, 1070 (Colo. 2011) (discussing
elements of a medical negligence claim).

34. See id. (“Indeed, at times a physician must choose among professionally
acceptable alternative diagnoses or therapeutic alternatives and those choices
may form the basis for a negligence claim.”). The exercise of medical judgment
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testimony is often insufficient to recreate the minute details of
care. For all these reasons, the medical record is often the best
source of evidence in a medical negligence case.?>

The accuracy of the medical record is critically important
to determine fault or non-fault for an injury. On the one hand,
an accurate account of the care provided to a plaintiff would
fully demonstrate departures from the standard of care by a
healthcare provider. On the other hand, accurate and usable
records could deter frivolous lawsuits if providers could clearly
demonstrate that appropriate care was rendered. At trial,
judges and juries benefit from clear and accurate medical rec-
ords, which allow the focus of the trial to be on the quality and
nature of the medical care. Confusing and incomplete medical
records are unreliable for evidentiary purposes, and they can
damage the credibility of providers who are trying to show a ju-
ry that they administered coordinated and prudent care. It is
equally true that confusing and unreliable medical records
hinder a plaintiff’s ability to reach a fair and just result: if the
plaintiff cannot effectively demonstrate the actual care given,
she cannot demonstrate how that treatment fell below the
applicable standard of care. Such outcomes allow negligent

providers to escape recognition and accountability. Courts .

should find this result particularly concerning given that
healthcare providers have sole access to and control over the
evidence that plaintiffs require to meet their burden of proof.3¢
Similarly, medical records implicate a second interest in
judicial economy. Courts as well as lawyers have limited time
and resources to manage cases. Courts cannot spend all of their
time hearing medical negligence cases or addressing motions
that result from technologically induced confusion concerning
the EMR. A lawyer, who almost always operates as a business,

requires a consideration of all the available facts. For example, a common point of
contention in medical negligence lawsuits is whether a physician’s differential
diagnosis adequately considered the possibility of other causes for a patient’s
condition. Adjudging the reasonableness of that differential diagnosis requires
looking into everything that the physician knew, when she knew it, and whether
the physician took adequate steps to gather the appropriate information.

35. FURROW ET AL., supra note 3, at 261—62 (“By the time a malpractice action
comes to trial memories may have dimmed as to what actually occurred at the
time the negligence is alleged to have taken place, leaving the medical record as
the most telling evidence.”).

36. See infra Part IV (discussing the ability to manipulate data to correct
errors, and the risk that poses to the authenticity of the record).
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has an interest in balancing the costs of discovery against ethi-
cal obligations to their clients. A provider, as a party that may
have to pay the plaintiff's reasonable costs, also has a financial
interest at stake in reducing the cost of dispute resolution.
Consequently, courts, lawyers, and litigants all have strong
Incentives to resolve disputes in the most efficient manner
possible. If the medical record provided to the plaintiff is not
easily readable or authenticated, then an EMR can contravene
that interest in judicial economy.

Finally, the courts play a vital and necessary role in ensur-
ing safe, quality care to patients. In theory, lawsuits for alleged
medical negligence accomplish this goal by deterring irrespon-
sible behavior by providers.3” In practice, however, medical
negligence actions do not seem to have any significant, general
deterrent effect, even if some evidence tends to show that suits
for medical negligence may affect a specific defendant’s behav-
ior after-the-fact.3® That is not to say that medical negligence
actions have no effect on quality assurance. Because multiple
malpractice suits tend to indicate lower quality care, hospitals
can monitor “problem doctors” that may affect the overall qual-
ity of care offered at their facilities.3% Additionally, patients can
make more informed choices as healthcare consumers about
which providers to use because malpractice liability is usually
reported in a national database available to the public.40 Suits
for alleged medical negligence thus play a relatively indirect
role in quality assurance. That role is only valuable, however, if
the result reached in a particular suit is appropriate based on
the merits of the actual medical care provided to the plaintiff.

In sum, although medical providers and the judicial sys-
tem certainly have different needs with regard to EMRs, those
needs are not mutually exclusive. An EMR system should be
easily readable and accessible both to providers and adverse
parties in litigation. Changes and alterations to the record that
can be identified by a provider should also be easily identified
by non-medical users in litigation. As the next three Parts of

37. See generally FURROW ET AL., supra note 3, at 508—10.

38. See generally id. Because they are in the business of helping people, it is
likely that doctors, when making decisions, worry more about the patient’s well-
being than the minute possibility that the patient will sue them.

39, Id. at 508.

40. See What You Must Report to the NPDB, NATL PRAC. DATA BANK,
https://www.npdb.hrsa.gov/hcorg/whatYouMustReportToTheDataBank.jsp (last
visited June 11, 2018) [https://perma.cc/9CGA-ZG6L7].
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this Comment illustrate, however, this theoretical possibility is
often not realized.

II. THE PRIVILEGE PROBLEM

Before turning to the practical issues surrounding EMRs,
the legal authority for the discoverability of an EMR deserves
some clarification. In states that substantially parallel the
FRCP, discovery in a medical negligence action is generally
limited to “any nonprivileged matter that is relevant to any
party’s claim or defense.”! A patient should have no difficulty
asserting a right to discover her own medical records under
FRCP 26(b)(1) and is usually able to admit those records into
evidence under the business records exception to hearsay.4?
However, health information is subject to a number of privileg-
es and restrictions that arguably affect the patient’s degree of -
access to an EMR system. Traditional privileges such as the
attorney-client privilege and the work product privilege, for in-
stance, apply to the ways a person’s health information is used -
in anticipation of litigation. The manner in which providers use
health information for quality control or credentialing may be
immune from discovery pursuant to various state statutes gov-.
erning the peer review privilege even though the underlying
health information is discoverable in a medical negligence law-
suit.43 More relevant here, however, are the restrictions im-
posed by the Health Insurance Portability and Accountability
Act (HIPAA) and the agency regulations—namely, the HIPAA
Privacy Rule—promulgated under it. This Part first provides
an overview of the HIPAA Privacy Rule before discussing the
impact of that Rule on the privileges contemplated by the rules

41. FED.R.C1v. P. 26(b)(1).

42, Kim Baldwin-Stried Reich et al., Litigation Response Planning and
Policies for E-Discovery, AHIMA (Feb. 2008), http:/library.ahima.org/doc?oid=
81851 [https:/perma.cc/QVIU-YVGZ]. The exception for medical treatment and
diagnosis does not fully justify the admissibility of medical records, however, since
many of the entries are made for the purpose of billing and inventory rather than
for treatment or diagnosis. See generally supra Section 1.A.

43. FURROW ET AL., supra note 3, at 468. As with the work product privilege,
the peer review privilege does not immunize the underlying facts from discovery,
so the privilege extends only to the peer review proceedings, findings, etc. See also
Hall v. Flannery, No. 13-CV-914-SMY-DGW, 2015 WL 2008345, at *3 (S.D. Ill.
May 1, 2015) (rejecting an assertion of peer review privilege over EMR metadata
because the use of the information in scientific study is a question of fact and
because the privilege does not extend to the underlying factual information).
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of discovery.
A. The HIPAA Privacy Rule

HIPAA was designed to protect the confidentiality of pro-
tected health information when a person changes insurance or
seeks treatment.44 The essence of HIPAA is that a patient’s
identifying health information, referred to by the Act as “pro-
tected health information” (PHI), must be kept confidential un-
less one of a few exceptions applies.4> Thus any identifying
information regarding a patient’s care—including the date of
care, the fact of care, the reasons for care, and the care provid-
ed—is subject to HIPAA restrictions.46

The scope of these restrictions is limited by a number of ex-
ceptions.4” The first set of exceptions constitutes the practical
exceptions to the HIPAA Privacy Rule.*8 For example, a pro-
vider may disclose PHI to qualified persons within a healthcare
institution for treatment, payment, and operations purposes.4?
A second set of exceptions applies to “public interest” activities,
which expressly permits the disclosure of PHI in judicial pro-
ceedings.50 A third exception permits an individual to request
access to her own PHI5! Under this exception, an individual
may authorize the release of PHI to herself or a designated
representative (such as an attorney) with express written con-
sent.>2 A patient’s right to access her PHI under HIPAA is not
unlimited, however, and hospitals have some discretion to re-
fuse the release of PHI for health or safety purposes.33

44, See Modifications to the HIPAA Privacy, Security, Enforcement, and
Breach Notification Rules, 78 Fed. Reg. 5566 (Jan. 25, 2013) (codified at 45 C.F.R.
§§ 160, 164 (2017)) [hereinafter Modifications to the HIPAA Rules] (discussing
enhanced privacy protections under the The Health Information Technology for
Economic and Clinical Health Act (HITECH). HITECH is an amendment to
HIPAA that clarifies and strengthens the protections of PHL.

45. Summary of the HIPAA Privacy Rules, OFFICE OF CIVIL RIGHTS, at 3—4,
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/summary/
privacysummary.pdf (last visited Nov. 12, 2017) [hereinafter Summary) [https:/
perma.cc/TAMN-STSF].

46. Id. at 4.
47. Id. at 5.
48. Id.

49. Id.

50. Id.at17.
51. Id. atb.
52. Id. at 16.

53. Id. at 5 (“A covered entity may disclose protected health information to
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As a federal statute, HIPAA also has the ability to preempt
conflicting state laws that govern the release of information.54
Put simply, HIPAA provides a floor of protection, and it
preempts any state law that offers fewer protections.>> If a
state law affords more protections to the individual, however,
the state law controls.’¢® Because medical negligence is sub-
stantively a tort claim under state law, the release of medical
records for discovery purposes potentially implicates HIPAA
preemption.

Finally, HIPAA requires that hospitals and other providers
disclose only the “minimum necessary” information sufficient
to satisfy the needs of any mandated disclosure.’” HIPAA
strongly encourages providers to err on the side of caution
when releasing PHI. Disclosing any more or any less than nec-
essary can subject the provider to substantial civil enforcement
penalties and even criminal liability under federal law.58 Con- .
sequently, when ordering the release of PHI in whatever form
or format, courts must balance the needs of the patient-
plaintiff against the potential risks imposed on the defendant-
provider.

B. The HIPAA Privilege

Within the framework articulated above, state and federal
courts have not clearly delineated the scope of HIPAA’s impact
on the discoverability of medical records. Furthermore, courts
have not taken the opportunity to address the impact of HIPAA
on specific EMR functionalities like remote access because that
functionality has yet to become regularly accessible to adverse

the individual who is the subject of the information.”). A situation in which a
provider might refuse disclosure would be if such disclosure might compromise
the health or safety of the patient.

54. Id. at 17.

55. Id. (“Contrary’ means that it would be impossible for a covered entity to
comply with both the State and federal requirements, or that the provision of
State law is an obstacle to accomplishing the full purposes and objectives of the
Administrative Simplification provisions of HIPAA.”). Because one purpose of
HIPAA is to provide a means of access to a person’s own PHI, state laws which
limit the discretion to deny release of PHI to the protected individual would thus
survive preemption. See Modifications to the HIPAA Rules, supra note 44, at
5632.

56. Summary, supra note 45, at 17.

57. Id. at 10.

58. Id. at 17-18.
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parties in litigation. This Section attempts to determine the im-
pact of HTPAA in those contexts.

Although HIPAA is a limiting factor in the discovery of
medical records generally, it does not impose any limitation on
the discoverability of a person’s own medical information.
HIPAA should not be read as creating a privilege to a patient’s
health information that can be enforced against a plaintiff in a
suit against the provider, even when that health information
exists outside the patient’s “legal health record” and may be
stored elsewhere in the provider’s EMR system.>® But HIPAA
can and should be understood as creating a privilege to other
patients’ health information that may be enforced against the
plaintiff-patient unless a court order specifically authorizes ac-
cess under the judicial use exception. To clarify, consider the
following two situations.

In the first situation, a plaintiff believes that the medical
record produced by a hospital in response to a discovery re-
quest does not contain all of the relevant information. She
claims that the record has omitted certain communications be-
tween the caregivers and is missing certain video and audio
files documenting the care. The plaintiff, with cause, compels
the discovery of the medical records in its native format (ie.,
the format used by the providers), which would require either
on-site inspection of the record or remote access.®® The defend-
ant argues that it provided the plaintiff with the “designated
record set” and that the hospital is precluded from producing
any more detailed information because HIPAA permits the
hospital to disclose only the “designated record set.”®! The de-
fendant further contends that the Department of Health and
Human Services (HHS) has interpreted HIPAA as limiting the
forms in which a patient may receive a medical record.5? Final-
‘ly, the defendant argues that a patient’s right of access is “lim-
ited” under HIPAA, which imposes a privilege against

59. The various forms, formats, and locations of health information are
discussed infra in Part II1.

60. See generally, e.g., Borum v. Smith, No. 4:17-CV-00017-JHM, 2017 WL
3014487 (W.D. Ky. July 14, 2017) (describing plaintiffs and defendant’s
arguments for discovery of the medical record in its native format).

61. Summary, supra note 45, at 12.

62. See Modifications to the HIPAA Rules, supra note 45, at 5633 (“We agree
with covered entities that individuals should not have an unlimited choice in the
form of electronic copy requested.”).
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discovery of a more expansive record.®3

The underlying premise of these arguments is that HIPAA
does not create a means to enforce a right of access to medical
records, but merely outlines the limited procedures by which a
patient may request records. Indeed, “critics note that HIPAA
standards create little more than a federal confidentiality code
based around a regulatory compliance model rather than one
that creates patient rights.”64 Although it is true that HIPAA
does little to enforce an expanded right of access when a pa-
tient requests her medical records for any usual reason, these
arguments lack force in the context of the generally accepted
concepts of “liberal” discovery.®> In essence, this is because
HIPAA governs only the procedure by which a patient may
exercise a right of access; it does not govern the substance of
that right.

In fact, the most recent interpretation of HIPAA states
that the rule “establishes . .. an enforceable means by which
individuals have a right to review or obtain copies of their pro-
tected health information.”6® The HIPAA Privacy Rule there-
fore recognizes a patient’s right to access her own information
and the ability to enforce that right against a provider. It
would be anomalous to conclude that such a statute creates an
inverse privilege held by the provider that it can enforce
against a patient seeking her own records.

Furthermore, as discussed above, HIPAA carves out an ex-
ception for disclosures of PHI in judicial proceedings.6” HIPAA
therefore recognizes a distinction between a patient requesting
medical records for personal or business reasons and a patient
requesting medical records for the purpose of discovery. For
personal or business reasons, a limited medical record set
might satisfy a patient’s need to have some record of her own
care. For purposes of medical negligence litigation, however, a
plaintiff-patient would likely need a more thorough and de-
tailed record, which may not always be the “designated record

63. Id. at 5632 (“An individual’s right of access to an electronic copy of
protected health information is currently limited under the Privacy Rule by
whether the form or format is readily producible.”).

64. FURROW ET AL., supra note 3, at 277.

65. A.S. Klein, Scope of Defendant’s Duty of Pretrial Discovery in Medical
Malpractice Action, 15 A.L.R. 3d 1446 § 2 (1967).

66. Modifications to the HIPAA Rules, supra note 45, at 5631.

67. See supra Section IL.A.



334 UNIVERSITY OF COLORADO LAW REVIEW [Vol. 90

set.”68

The defendants in this first example also argued that a
provider retains some discretion in releasing PHI because a pa-
tient’s right of access is “limited.” While it is true that HHS has
clarified that the right of access is limited,% the context of that
clarification is meaningful. The limitation is discussed in terms
of pragmatism, where HHS will not require an agency to repro-
duce the record in a format that is not “readily available.”’® In
a statute with so many express limitations on the dissemina-
tion of PHI, the absence of an express limitation in the judicial
context is significant. Consequently, to the extent that a pa-
tient is merely seeking access to her own protected health
information for the purpose of litigation against the provider,
HIPAA should not be interpreted to frustrate the spirit of liber-
al discovery.

Now consider a second scenario: a plaintiff seeks to prove
the defendant-provider’s consistent pattern of behavior in simi-
lar cases and submits a discovery request for access to other
patients’ medical records. Here, HIPAA would create a
presumptive bar to those records’ discovery to the extent that
the records contain PHI and the patient to whom that infor-
mation pertains did not specifically authorize disclosure.’! The
difference between this situation and the first is that the dis-
covery request deals not with a patient’s own rights of access
but with the confidentiality afforded to other patients’ protect-
ed information.

Under these circumstances, HIPAA and the rules of discov-
ery may conflict. A court faced with this situation may narrow-
ly grant a discovery request in accordance with the “minimum
necessary” rule, allowing discovery of the fact of care in other
records but omitting from discovery any other personally iden-
tifying information. That is not to say, however, that HIPAA
provides an absolute bar to the discoverability of other patients’
medical records. For example, where a hospital claims that its
EMR system malfunctioned, causing records to be lost, the hos-

68. See, e.g., Levy v. Patient Hirst of Maryland, Inc., No. 03C12000952, 2012
WL 10703716, at *1-*2 (Md. Cir. Ct. June 11, 2012) (granting plaintiff direct
access to the hospital’s EMR during depositions); see also infra Part IV.

69. Modifications to the HIPAA Rules, supra note 45, at 5633. The following
two Parts of this Comment discuss how the native file in particular is “readily
available” both directly and remotely.

70. Id.

71.  See Klein, supra note 65, at § 7.
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pital may open the door to a forensic analysis of their system,
which would necessitate such extrinsic access to the EMR sys-
tem and would be permissible under HIPAA’s “court order” ex-
ception.’”?

To summarize, HIPAA does not restrict access to an EMR
in litigation because it does not create a privilege in discovery
against expansive access to one’s own health information. Ra-
ther, the scope of access granted to a patient can and should ac-
commodate the purpose for which the access is sought: for
simple disclosures, the usual copy of the designated record set
may suffice; for discovery requests, however, HIPAA does not—
and should not be read to—create any barrier to the complete
discoverability of the facts surrounding a patient’s own care.
HIPAA and the rules of discovery potentially conflict only when
a plaintiff seeks access to another patient’s records. Even then,
courts are adequately equipped to define a plaintiff’s scope of:
access under the judicial use exception. As such, HIPAA cre- .
ates no absolute privileges in the discovery of EMRs for medi- .
cal negligence litigation. With this in mind, this Comment next
turns to some of the more practical issues concerning EMR dis-
covery.

ITII. THE PRODUCTION PROBLEM

Apart from the Privilege Problem, the discoverability of
medical records is further limited by requirements of rele-
vance’? and format, especially in the context of e-discovery.”’4 A
piece of evidence is relevant if it “has any tendency to make a
fact more or less probable than it would be without the evi-
dence.””> In matters concerning medical care and treatment,
even the most minute details can make alleged negligence
“more or less probable.” That need for a thorough and detailed
inquiry is one reason why judges have afforded such liberal
discovery of medical records.”®

Recovering these minute details can be incredibly difficult

72. Summary, supra note 46, at 7.

73. FED.R. C1v. P. 26(b)(1).

74. FED.R.CIV.P. 34.

75. FED. R. EVID. 401(a). Note that in the discovery context, the standard of
“relevance” is broader than the standard of “admissibility, so even inadmissible
evidence might be subject to discovery.

76. See infra Part II.
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under the current design of EMR systems. Perhaps the most
daunting problem in e-discovery of medical records is ordering
the production of the medical record in a format that both sat-
isfies the requirements of the FRCP and facilitates meaningful
discovery by both parties.”’ This Part first discusses the variety
of options by which a responding party may produce the re-
quested medical record. Then this Part discusses the general
problem of definition inherent in the Production Problem.
Finally, this Part compares the HIPAA rules governing form
and format with the proportionality analysis under the 2015
amendments to the FRCP and dispels any notion that HIPAA
and the FRCP actually conflict.

A. Possible Forms and Formats of the Medical Record

As mentioned briefly in Part I, providers have several op-
tions available when responding to a request for production.’8
First, the provider could print the medical record in hard copy
form, with all relevant fields expanded.”?

Second, the provider could reproduce the record in a digital
format.80 This digital record could represent either the “legal
health record” or the “designated record set” depending on the
purpose for which it is being produced.8! For example, in a
HIPAA production, patients would receive the designated rec-
ord set, which contains all protected health information, includ-
ing billing, insurance, and other identifying information.82

77. For simplicity’s sake, this article refers to the rules of civil procedure
applicable in actions alleging medical negligence as the FRCP even though these
actions are almost always governed by state procedural laws. Given that the vast
majority of state rules of civil procedure substantially or completely reflect the
federal rules, this decision should not be problematic.

78. For a more detailed discussion of the pros and cons of each of these forms
and formats, see Jeffrey L. Masor, Electronic Medical Records and E-Discovery:
With New Technology Come New Challenges, 5 HASTINGS SCI. & TECH. L.J. 245
(2013).

79. EMRs usually record certain events on a minute-by-minute basis, but a
printout may display the information in, for instance, five-minute intervals, thus
shielding the more precise information from the requesting party. This approach
also has the disadvantages of not appearing in a readable format (as discussed in
Part I).

80. Mary Beth Haugen et al., Fundamentals of the Legal Health Record and
the Designated Record Set, AHIMA (Feb. 2011), http:/library.ahima.org/doc?oid=
104008 [https:/perma.cc/Q269-WBNN].

81. Id.

82. Id.
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More relevant here is the legal health record, which is a nar-
rower record extracted from the native EMR that contains only
the information “used by the patient care team to make deci-
sions about the treatment of a patient.”83 The legal health rec-
ord usually constitutes the provider’s official business record of
care and, in theory, should contain every piece of relevant
information.$4

Finally, a patient’s health record exists in its native format
on the provider’s electronic systems and can be accessed by au-
thorized persons within the healthcare institution at any time
during the course of litigation. These authorized persons have
the full ability to see the information in a readable format and
even have the full ability to modify the record.85 With these
general options in mind, we turn next to what the FRCP re-
quire during discovery.

B. Defining “the” Medical Record

Defining the medical record for the purposes of litigation is
always a point of contention in discovery. To adequately meet
their respective burdens, litigants on all sides require a record
that accurately reflects the entirety of the care actually given.
When a plaintiff receives a print-out or PDF version of the rec-
ord, it is nearly impossible to determine whether that record is
complete. In other words, if a plaintiff has not received the na-
tive record, that plaintiff does not know what information, if
any, has been omitted.

For example, in Donato v. Nutovits®¢ the plaintiff’s lawyer
discovered omissions while taking depositions and comparing
contradictory affidavits. The plaintiff then received four differ-
ent PDF versions of his deceased wife’s medical file after four
successive discovery requests, and each of those versions pro-
vided the plaintiff with different information.8”7 The discovery
dispute in Donato is fairly typical in cases involving reproduced

83. Id.

84. Id. Notably, the legal health record often does not contain every minute
detail, and the process of reproducing the medical record into a static format often
corrupts some of the data or renders it unreadable. So, in practice, potentially
relevant information is often omitted in the legal health record. See generally
Masor, supra note 79.

85. See infra Section II1.C.

86. No. 70468/2012, 2016 WL 9738291, at *1 (N.Y. Sup. Ct. Apr. 7, 2016).

87. Id. at *2,
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records because no single form or format of the reproduced
medical record contains all relevant information in every
case.88 Although HIPAA and several state laws define the med-
ical record as whatever information was used by the care team
in treating a patient,®® not all of that information may be
available in a digital copy of the record.

For example, several EMR systems have a “sticky note”
function that permits providers to communicate between
shifts.90 Those notes are not viewable on the legal health record
but may be viewable in the native format.®! Furthermore, video
or audio files that may be stored in the native record will prob-
ably not be reproduced in the legal health record, but may be
accessible in the native file.92 One compelling reason that pro-
viders omit these files from the legal health record is that it
can be traumatic for some patients to see or hear the details of
an operation. A patient requesting a record for insurance pur-
poses, for example, would not need to see such graphic and dis-
turbing content, so a written report would normally suffice
under the “minimum necessary” requirement of HIPAA.93 How-
ever, litigation needs are different from the usual business uses
of a legal health record: in litigation, inquiries are more fact
specific and authentication is paramount. Video or audio files
therefore could contain discoverable information that is rele-
vant to a party’s claims or defenses but may not be in the legal
health record.

Finally, the legal health record may be accompanied by an
“audit trail,” which shows whether and when something in the
record changed and who changed it but usually does not show

88. Seeinfra Part IV.

89. For a fairly exhaustive list of state statutes that grant patients a right to
their health information, see Karl A. Menninger, II, Confidentiality of Medical
and Other Treatment Records, in 87 AM. JUR. PROOF OF FACTS 3D 259 § 15 nn.1-6
(2006, Oct. 2018 Update).

90. See 2012 Ambulatory Provider Brochure, LANCASTER GEN. HEALTH, http:/
www.lancastergeneralhealth.org/LGH/ECommerceSite/media/LGH-Media-Library
/Documents/Healthcare%20Professionals/2012_Ambulatory_Provider_Brochure_1.pdf
(last visited June 11, 2018) [https://perma.cc/2V8Y-5B4H] (discussing features of
Epic Systems’ EMR).

91. See, e.g., Donato, 2016 WL 9738291, at *2 (plaintiffs learned in deposition
that nursing notes were missing from the record provided to them in response to a
discovery request).

92. See supra Section II1.A.

93. See supra Part II (discussing the minimum necessary requirement of the
HIPAA Privacy Rule).
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how that data was changed.?* Because the records are so malle-
able, it can be difficult for parties to know what data reflect
care that was actually given versus what care, in retrospect,
should have been given.?> This effort becomes particularly diffi-
cult when plaintiffs have to interpret the record using an audit
trail that lacks a clear “track changes” functionality. Post-care
edits without a proper audit trail may be presented as actual
medical care in the absence of a method for maintaining data
integrity. As a result, plaintiffs will require the assistance of
multiple (and expensive) experts to decipher their own records.
While the audit trail is not part of the legal health record, it is
independently discoverable in most cases.%

These problems should inform a court’s analysis under the
FRCP requirement that a party be able to “inspect, copy, test,
or sample”’ any electronic information “stored in any medium
from which information can be obtained either directly or, if
necessary, after translation by the responding party into a rea-
sonably usable form.”98 On its face, the FRCP permit discovery
of all three forms of an electronic health record: a print-out-
would be permissible if it was “reasonably usable;” an electron-
ic copy of the legal health record would be permissible “if nec-
essary, after translation;” the native file, finally, could be
accessed “directly.”®

The requesting party also has the power to “specify the
form or forms in which electronically stored information is to be
produced.”!9 Absent that specification, a party must produce
the documents “as they are kept in the usual course of busi-
ness.”!0! In the context of discovery in medical litigation, this
second phrase is particularly unhelpful because providers
“keep” their medical records in two formats in the usual course
of business (the native file and the legal health record), and the
FRCP provide no guidance on which format operates as the
floor.

Naturally, the requesting party will want as much access

94. See Masor, supra note 79, at 254; see also infra Section IV.B.
95. See FURROW ET AL., supra note 3, at 262,
96. See, e.g.,, Borum v. Smith, No. 4:17-CV-00017-JHM, 2017 WL 3014487
(W.D. Ky. July 14, 2017) (granting plaintiffs access to defendant’s audit trail).
97. FED.R.C1v. P. 34(a)(1).
98. FED.R. Civ. P. 34(a)(1)(A).
99. Subject to the limitations discussed in infra Section III.C.
100. FED. R. C1v. P. 34(b)(1)(C).
101. FED. R. CIv. P. 34(b)(2)(E)(i).
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to the record as possible, and a savvy defendant will always
want to limit the ability of a party to directly access its sys-
tems. Because of these opposing objectives, disputes often arise
over the form, format, and total content that a party must pro-
duce. However, since FRCP 34 provides little guidance on the
scope of a party’s obligation to produce medical records in re-
sponse to a discovery request, litigants must turn to FRCP 26
to delineate the scope of discovery.

C. Proportionality Analysis Under the FRCP

As explained above, the relative access to information in
medical negligence litigation is currently weighted heavily in
favor of the provider. A provider has complete access to the na-
tive EMR, while the plaintiff-patient has access only to what
the provider has given her in response to a discovery request.
This Section attempts to clarify the appropriate scope of dis-
covery under the current 2015 amendments to the FRCP.

Courts resolving discovery disputes must balance a num-
ber of “proportionality” factors in tandem with the privilege
and relevance limitations.192 Specifically, the scope of discovery
under the current FRCP must be:

proportional to the needs of the case, considering the im-
portance of the issues at stake in the action, the amount in
discovery, the parties’ relative access to information, the
parties’ resources, the importance of discovery in resolving
the issues, and whether the burden or expense of the pro-
posed discovery outweighs its likely benefit.103

Compared to the previous reasonably-calculated standard, this
new proportionality test provides more specific guidance to
judges by emphasizing pragmatism and fundamental fairness,
especially given the prevalence of e-discovery in litigation. Of
" particular importance here are the factors of access, resources,
importance, and expense. When a court is determining which
form of the medical record a party should produce or whether
the court should grant a party direct access to the provider’s
system, the scope of discovery will turn on these four factors.

102. FED. R. CIv. P. 26(b)(1).
103. Id.
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First, courts must consider each party’s “relative access” to
information. As the custodian of the medical record, a provider
has complete access to the EMR in its native format for the en-
tire duration of litigation.!94 Incidental to this direct access is
the ability to manipulate the information to produce timelines,
see patient notes, delete unfavorable information, and access
other functionalities that exclusively operate in the native for-
mat. A patient, however, has access only to what the provider
provides her, and the form of the medical record is often confus-
ing, unreadable, and visually different than it is in the native
format.195 Because of this obvious imbalance, courts may feel
the need to grant direct access to the native file as a matter of
fundamental fairness. Of course, direct access may not be nec-
essary in all cases, and orders must be tailored to the facts of
each case.

Second, providers have significantly greater resources than -
plaintiffs in most cases, prompting courts to take steps to guar-
antee the authenticity and completeness of the record produced
by the provider. Setting aside the disparity in financial re-
sources, providers have complete power over the record, includ-
ing the ability to change it at any time.!% Because EMRs are
designed to be changeable, the risks inherent in the temptation
to alter records must be taken into account when making a dis-
covery plan.!97 Should a court decide that access to the native

104. The scope of a mid-level provider’s access to the EMR is usually a heavily
litigated issue. Some states, such as Colorado, permit a hospital to access the
entire native record when the hospital is sued because the physician-patient
privilege is waived with respect to the hospital when the patient sues that
hospital. See Ortega v. Colo. Permanente Grp., 265 P.3d 444, 446 (Colo. 2011).
However, a physician cannot access the native record without authorization from
the plaintiff because the privilege against the physician has only been waived for
the care at issue in the litigation. See Alcon v. Spicer, 113 P.3d 735, 741 (Colo.
2005). Despite that technicality, physicians and other mid-level providers will
usually receive that authorization to access the native record at some point during
the litigation as a practical matter because FRCP 12—and its state equivalents—
requires that documents be made available to the opposing party.

105. Ralph C. Losey & Kristen A. Foltz, Electronic Medical Records: What Are
Some of the Practical Issues Lawyers Should be Aware of During Discovery and
Litigation?, 5 A.B.A. HEALTH ESOURCE, No. 10, June 3, 2009, https://fwww.
americanbar.org/content/newsletter/publications/aba_health_esource_home/Losey.
html [https:/perma.cc/ASRW-CACH].

106. See infra Part IV.

107. See Anthony C. Casamassima, Spoliation of Evidence and Medical
Malpractice, 14 PACE L. REV. 235, 236-37 (1994) (“It has been estimated that as
many fifty percent of medical malpractice cases involve altered records, and that
ten percent of all malpractice cases involve fraudulently altered records.”).
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file is not necessary in a particular case, the court could still
address this concern by granting access to an audit trail which
verifies the authenticity of the record. In fact, the current trend
has been to grant access to an available audit trail regardless
of whether the authenticity of the record is in question.108

Third, the importance of the record favors direct access. In
a medical negligence lawsuit, the record is the most important
piece of evidence because it details the course of care at 1ssue in
the case.!% Because the native file is more readable and user-
friendly and because it is the very format used “in the usual
course of business,” providers will always have an easier time
preparing for depositions than plaintiffs will. However, because
a printed reproduction of the record is visually different from
the native file, nurses and doctors in depositions may have a
hard time interpreting a PDF or print-screen version of the
record, which can draw out a deposition or even require multi-
ple depositions.!’0 Beyond these practical concerns in judicial
fairness and efficiency, the native file may have audio or video
files that document diagnostic or treatment information in real
time. Access to these files would obviously be invaluable to the
judicial interest in accurate factfinding. When such information
is available, the mere summaries of care in the legal health
record may be insufficient to satisfy judicial interests in cases
involving the minute details of care.

Although the previous three factors tend to favor a
requesting party’s direct access to the record, the fourth factor,
burdens, cuts both ways. Whereas producing a print or elec-
tronic copy of the record can be very expensive and would thus
favor direct access, courts must also take the costs of storage
and storage capacity into account, which could cut against di-
rect access in certain circumstances. For example, reproducing

108. See, e.g., Moan v. Mass. Gen. Hosp., No. 15-CV-1122-H, 2016 WL 1294944,
at *1 (Mass. Mar. 31, 2016) (granting plaintiffs access to the audit trail); Baker v.
Geisinger Cmty. Med. Ctr., No. 16 CV 2946, 2017 WL 1293251, at *1 (Pa. Com. Pl.
Apr. 7, 2017) (audit trail was relevant to the claims at issue and was therefore
discoverable); Gilbert v. Highland Hosp., 31 N.Y.S.3d 397, 400 (N.Y. Sup. Ct.
2016) (“[S]ystem metadata is relevant, however, if the authenticity of a document
is questioned or if establishing who received what information and when is
important to the claims or defenses of a party.” (quoting Aguilar v. Immigration &
Customs Enf't Div. of U.S. Dep’t of Homeland Sec., 255 F.R.D. 350, 354 (S.D.N.Y.
2008))).

109. FURROW ET AL., supra note 3, at 261-62.

110. See Losey & Foltz, supra note 106.
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the native file into a separate document is an arduous task that
is usually more effort than it is worth.!!! Such burdens could be
avoided by granting direct access, but providers also have an
interest in protecting the confidentiality of their records, a bur-
den that must be considered against the practical benefit of
unencumbered access to a provider’s EMR system.112

Even then, direct access may be less burdensome for both
parties in some cases when compared to the burdens imposed
by a paper or PDF reproduction of the record. Interpreting a
post hoc translation of the record will require plaintiffs to hire
experts who can interpret this unique form of the record, to
cross reference that record with the audit trail, and to ulti-
mately recreate that information in a presentable format. This
reconstruction of the record, which may be thousands of pages,
always burdens the plaintiff more than the defendant because
the provider always has the native file readily available. There-
fore, each alternative potentially imposes significant costs on
each party, both in terms of time and money, which will invari-
ably create a balancing act unique to each case. .

Finally, FRCP 26(b)(1) requires that those costs be bal-
anced against the potential benefits to the parties.!l3 Paper
records or electronic copies certainly have some benefits. Paper
records are static documents that can be easily copied and tak-
en anywhere, and they do not carry the security risks inherent
In direct or remote access to the record. However, the native
format also has its advantages. Deponents involved in the
plaintiff’s care will have a familiar format of the record in front
of them, allowing for more effective depositions.!!4 The native
format also permits parties, including nurses and physicians,
to see the specific details of care, enabling more effective prep-
aration in advance of trial and limiting surprises by either side.
In the context of discovery, the FRCP’s proportionality factors

111. See, e.g., Peterson v. Matlock, No. 11-2594 (FLW)(DEA), 2014 WL
5475236, at *2 (D.N.J. Oct. 29, 2014) (“Although the PDF record provided may be
less convenient for Plaintiff, requiring staff from the DOC to sort and identify
each page of every inmate medical record would create a substantial hardship
and/or expense, which outweighs Plaintiff’s interests in receiving the medical
records in their native format.”).

112. See infra Section IILF, which discusses practical means to limit direct
access to accounts for privacy and security concerns.

113. FED. R. C1v. P. 26(b)(1).

114. See Levy v. Patient Hirst of Md., Inc., No. 03C12000952, 2012 WL
10703716, at *3 (Md. Cir. Ct. June 11, 2012).
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certainly favor more expansive access to the complete record in
its native format, and that has been the general trend in courts
that have tackled the question.!!5

D. HIPAA Rules Governing Form and Format

As mentioned in Part II, HIPAA is always implicated
where the disclosure of health information is involved. Here,
two questions arise. The first is whether HIPAA permits a pro-
vider to disclose health information besides that contained in
the designated record set. The second is whether HIPAA per-
mits direct or remote access to a provider's EMR database for
discovery purposes.

Turning to the first question, HIPAA has never been inter-
preted as limiting an individual’s right of access to her own
PHI, except where such access may endanger the individual or
others.!16 Concerns about an individual’s imminent health and
safety are rarely relevant in the discovery context, so that ex-
ception would not apply. Even then, HIPAA provides an
express exception for the release of PHI for judicial purposes.!t7
HIPAA therefore permits providers to disclose all of a patient’s
health information to that patient, even if that information is
not contained in the provider’s designated record set or legal
health record. Courts should thus easily dispense with this first
question.

The second question is more complicated. HHS has stated
that providers “are not required by HIPAA to provide individu-
als with direct access to their systems.”!!8 Providers will often
invoke this language to contend that they have no duty to pro-
vide litigants with direct access and attempt some form of
HIPAA preemption analysis, arguing that the more “stringent”
standard under HIPAA controls.!!®

When patient access is at issue, preemption analysis is not
so simple. Because one of the secondary objectives of HIPAA is
to “aim to give consumers control over their own health infor-

115. See, e.g., Griffin v. Univ. of Md. Med. Sys. Corp., No. 24-C-15-0047186,
2016 WL 8739727 (Md. Cir. Ct. Sept. 26, 2016).

116. See Summary, supra note 46, at 21 n.57.

117. Supra Section I1.A.

118. Modifications to the HIPAA Rules, supra note 45, at 5631.

119. Id. at 557677 (discussing preemption analysis generally and concluding
that state law controls only if it provides more stringent protections of PHI than
HIPAA does). See also supra Section ILA.
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mation,”120 HIPAA exempts state laws from preemption if they
“provide greater ... privacy rights.”1?! HHS has interpreted
HIPAA preemption such that “[iln the case of right of access,
more stringent means that such State law permits greater
rights of access to the individual.”'?2 While it is true that
HIPAA does not require direct access, it likewise does not fore-
close that possibility when the individual is looking exclusively
at her own information. Thus, HIPAA does not preempt state
discovery rules that permit a plaintiff-patient’s direct access to
a defendant-hospital’s EMR systems.

E. Going Fishing?

While direct access to EMR systems may best fit the pro-
portionality standards in FRCP 26(b)(1) and may not necessari-
ly be preempted, direct access does come with several risks that .
implicate HIPAA and may expose a hospital to liability. For
example, an EMR system may lack a “read-only” functionality
that prevents a user from making changes to the health rec-
ords, or it may lack any meaningful way to limit a user’s access
to other patients’ records.!?3 Given the risk to other patients’
protected information in such circumstances, HIPAA may ac-
tually afford greater protections than unbridled direct access to
EMR servers.

Additionally, courts have been hesitant to grant plaintiffs
complete access to defendants’ electronic systems due to con-
cerns about “fishing expeditions”!?4 in which an overzealous
plaintiff rummages through a defendant’s files for information
that is not necessarily discoverable, thus unwarrantably invad-
ing the defendant’s privacy. A commonly cited example that ex-
presses courts’ aversion to such expansive discovery is In re
Ford Motor Co., a products liability case.l25 There, a plaintiff
requested direct access to Ford’s databases to conduct a search
for other claims similar to his own claims.!2¢ Because the plain-
tiff requested unrestricted access to the defendant’s computer

120. FURROW ET AL., supra note 3, at 468.

121.  Summary, supra note 46, at 17.

122. Modifications to the HIPAA Rules, supra note 45, at 5632.
123.  See generally Masor, supra note 79.

124. See Hickman v. Taylor, 329 U.S. 495, 507 (1947).

125. 345 F.3d 1315 (11th Cir. 2003).

126. Id. at 1316.
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systems without establishing parameters for the search, the
court denied direct access to Ford’s databases.!?7

Despite any usefulness the decision may have in the con-
text of e-discovery generally, In re Ford provides little guidance
in the EMR context for several reasons. Unlike with EMRs, the
database at issue in Ford involved static documents that could
be made available in a usable, printable format. Furthermore,
healthcare providers—unlike car manufacturers—have a legal
duty to disclose a patient’s medical information to that patient
upon request.!28 Finally, In re Ford is easily distinguishable
from EMR cases because it involves a products liability claim
rather than a professional liability claim.

Perhaps a better standard was articulated in Hickman v.
Taylor, where Justice Murphy elaborated upon the spirit of dis-
covery before electronic information created so many complica-
tions:

We agree, of course, that the deposition-discovery rules are
to be accorded a broad and liberal treatment. No longer can
the time-honored cry of ‘fishing expedition’ serve to preclude
a party from inquiring into the facts underlying his oppo-
nent’s case. Mutual knowledge of all the relevant facts gath-
ered by both parties is essential to proper litigation. To that
end, either party may compel the other to disgorge whatever
facts he has in his possession.... But discovery, like all
matters of procedure, has ultimate and necessary bounda-
ries. As indicated by Rules 30(b) and (d) and 31(d), limita-
tions inevitably arise when it can be shown that the
examination is being conducted in bad faith or in such a
manner as to annoy, embarrass or oppress the person sub-
ject to the inquiry. And as Rule 26(b) provides, further limi-
tations come into existence when the inquiry touches upon
the irrelevant and encroaches upon the recognized domain
of privilege.129

In the quoted passage, Justice Murphy attempts to draw a
line between fair discovery, which furthers the quest for truth,
and abusive discovery, which seeks only to harm the opponent.

127. Id. at 1317.
128. See supra Part I1.
129. Hickman, 329 U.S. at 507-08
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While Justice Murphy certainly could not have contemplated
the enigma of e-discovery, the fundamental spirit of discovery
as furthering the judicial interests in accurate factfinding and
fair outcomes survives to this day.!130 To further those interests,
both parties should have equal access to whatever information
is necessary to prevent surprise and to properly, fairly, and ac-
curately adjudicate a claim. The beauty of such a standard is
its inherent flexibility. Although a legal medical record may
suffice in one case, more expansive discovery, such as granting
some form of direct access, may be necessary in others.

Such determinations may turn on the phrase “if neces-
sary,”13! requiring courts to ask whether effective discovery—
including effective depositions—requires direct, remote access
to the native file. To illustrate this balancing act, consider the
following cases. In Peterson v. Matlock,132 the court denied a
plaintiff’s motion to compel discovery of the plaintiff's medical
record in its native format because the request was unduly bur-
densome.!33 There, the plaintiff did not request direct or re-
mote access to the defendant’s EMR system, but instead
requested that the defendant reproduce the native record in an
exportable format.!134 The plaintiff argued that the PDF record
was not searchable, was fragmented, and was difficult to navi-
gate.135 The defendants argued that the record, although incon-
venient for the plaintiff, was the “standard output and method
of production” supplied to plaintiffs.!3¢ Rather than finding
that the plaintiff’s discovery request was too expansive, the
court concluded that the effort required of the defendant to rep-
licate the native record was simply too burdensome in light of
the marginal benefits.!37

Unlike the Peterson court, the court in Griffin v. University
of Maryland Medical Systems Corp. granted a plaintiff on-site
access to the defendant’s EMR system to inspect the plaintiff’s

130. Interestingly, Justice Murphy’s formulation of the bounds of discovery
mirror FRCP 26(b)(1), which most recently includes the proportionality analysis
that emphasizes fair and equal access to information.

131. FED. R. C1v. P. 34(a)(1)(A).

132. No. 11-2594 (FLW)(DEA), 2014 WL 5475236 (D.N.J. Oct. 29, 2014).
Notably, this case arose before the FRCP proportionality factors came into effect.

133. Id. at *3.

134, Id. at *1.
135, Id.
136. Id.

137. Id. at *2.
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medical record.!3® In Griffin, amidst a contentious discovery
process, the defendant had produced five revisions of the medi-
cal record, which the plaintiff claimed were not responsive to
her discovery requests.!39 The plaintiff desired the ability to
search the entire medical record for the term “preeclampsia”
but could not do so in the forms produced.!4? Because the de-
fendant was unable to articulate any burden that resulted from
permitting on-site access, and because the plaintiff set specific
parameters for access, the court rejected the defendant’s argu-
ment that the discovery request was a “fishing expedition.”!4!
The court then granted supervised on-site access for an expert
to inspect the defendant’s EMR system.!42 Notably, if the plain-
tiff had had such access from the beginning of discovery, the
five additional requests for production would not have been
necessary. In this way, Griffin illustrates a paradox of EMR
discovery that distinguishes it from other discovery contexts.
Whereas a broader scope of discovery in some contexts—
namely, the infamous “document dump”—could impose insur-
mountable burdens on the party seeking discovery, the ex-
change of a larger volume of information through direct access
actually saves both a litigant’s time and a court’s judicial re-
sources.

As courts continue to confront the developing problems of
EMR discovery, supervised on-site access may be the most rea-
sonable option in light of the currently available alternatives.
Exporting a native record in some reproduced form is signifi-
cantly more burdensome than on-site access, at least for de-
fendants. Consequently, when disputes arise over the adequacy
or usability of the record, courts may continue to grant super-
vised on-site access.

F. Possible Approaches to Authorizing Direct Access

To briefly summarize the thrust of this Part so far, the cur-
rent discovery regime set forth in the FRCP and marginally af-
fected by HIPAA permits plaintiffs in many cases to have direct
access to the record. However, EMRs are not currently

138. No. 24-C-15-004716, 2016 WL 8739727 (Md. Cir. Ct. Sept. 26, 2016).
139. Id. at *1.

140. Id.

141. Id. at *2.

142. Id. at *3.
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designed to facilitate access for the limited purpose of discov-
ery. For external users, EMRs may not have a “read-only” func-
tion and may not have the ability to limit user privileges to a
single patient’s record. Direct access therefore comes with the
risk that plaintiffs will either intentionally or inadvertently ac-
cess other patients’ records and thus breach a provider’s duty of
confidentiality under HIPAA or state law. With these risks,
benefits, and burdens in mind, this Section discusses a number
of alternative solutions to the Production Problem.

1. Proposal 1: Permit Supervised Direct Access to the
Provider’s EMR Systems

As previously discussed, one proposed solution available to
courts is to permit the plaintiff to have supervised direct access
to the provider’s EMR system. Although this proposal address-
es some of the concerns of the Production Problem, it is not a
complete solution. The consequence here is that both parties
are ultimately burdened by necessary safeguards in cases for
which direct access is warranted. Because providers bear the
risk of breach, direct access by a plaintiff will likely be super-
vised by the provider, which requires the provider to monitor
and verify everything a plaintiff accesses. This supervision is
inconsistent with the general principles behind the work prod-
uct privilege because providers can potentially infer litigation
strategies from how a plaintiff inspects the record. To offset
that risk, plaintiffs might be encouraged to use some stealth
and misdirection, intentionally conducting searches into irrele-
vant parts of the record, knowing that the opposing party is
watching over their shoulder. The result, then, is that both
parties expend valuable time inspecting the record on-site, and
the inspecting party does not have the common protections of
work product privilege.

2. Proposal 2: Update the Meaningful Use
Requirements to Require a Remote, Read-Only
Function for Purposes of Litigation

As explained above, the federal government encourages the
adoption of EMR systems through an EMR incentive program
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under Medicare and Medicaid.!43 Providers receive those subsi-
dies, however, only if an EMR system satisfies the program’s
meaningful use requirements.!44 Although participation in the
program is voluntary, Medicare and Medicaid providers who do
not take meaningful steps to comply with the “meaningful use”
requirements receive a negative adjustment to their Medicare
and Medicaid fees.!4> Because Medicare and Medicaid, togeth-
er, are the largest payers of healthcare, these incentives have
substantial force in encouraging the adoption of EMRs with
specific functions.146

The federal government should update Medicare’s mean-
ingful use requirements to make EMR systems more respon-
sive to the needs of dispute resolution, permitting legitimate
claims to reach a prompt conclusion while dispensing illegiti-
mate claims with minimal cost. To achieve that goal, EMR sys-
tems would need to include remote-access and track-changes
functions. By subsidizing these functions as meaningful uses,
hospitals would not have to bear the full cost of any software
updates or other system changes. Moreover, hospitals that
wish to purchase EMRs without these functions could choose to
do so, but their EMR expenses would not be subsidized by
Medicare and Medicaid.

As with any plan involving health information, such a solu-
tion 1s not without risks. For example, including a remote-
access function poses a number of security and privacy con-
cerns. First 1s the risk that an adverse party could remotely
alter the record to their benefit. Just as providers may be
tempted to cover up mistakes, so too may adverse parties
attempt to amend the facts to strengthen their cases. While one
solution to that risk is to solidify an EMR’s track-changes func-
tion, the strongest safeguard against such intrusions is to
“freeze” the record by making remote access read-only. That
way, plaintiffs and defendants could view the record as it ap-
pears in the normal course of business but could not alter it.

Second is the risk of a data breach. During discovery, a

143,  Meaningful Use: Introduction, CDC, https://www.cdc.gov/ehrmeaningfuluse
/introduction.html (last visited June 11, 2018) [https://perma.cc/K343-FPVY].

144. Id.

145. Id.

146. See generally TeEvi D. TROY, AM. HEALTH PoL’Y INST., HOW THE
GOVERNMENT AS A PAYER SHAPES THE HEALTH CARE MARKETPLACE (2015),
www.americanhealthpolicy.org/Content/document/resources/Government_as_Paye
r-12012015.pdf [https://perma.cc/L8QG-TZXS].
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plaintiff should have access to an EMR system only to the ex-
tent necessary to litigate her claim. In general, that would re-
quire viewing only her own record and would not warrant
unbridled, remote access to the entirety of the provider’'s EMR
system. That degree of access would amount to a forbidden
fishing expedition and would not be proportional to the needs of
discovery. Therefore, an EMR that permits remote access
should provide a means of limiting that access to approved pa-
tients in accordance with a court order and in compliance with
HIPAA’s minimum necessary rule.

3. Proposal 3: Create a Presumption That the Native
Record Be Remotely Available to All Parties in the
Litigation

The overriding theme of this Comment is that obtaining
medical records for litigation is a tremendous burden for all
parties involved. Plaintiffs will always grapple with problems
of authenticity, completeness, usability, and readability when
attempting to obtain and interpret records. Providers may also
have to litigate the scope of the physician-patient privilege as it
applies to the medical record, creating unnecessary and costly
peripheral issues for a medical negligence case.

For example, in Colorado, a hospital or other healthcare in-
stitution sued by a patient has access to a patient’s entire med-
ical record in its native format because the patient has im-
pliedly waived the privilege by suing the hospital, because the
hospital owns the EMR system, and because the entire unre-
dacted record is relevant to claims and defenses.!4” Physicians
and mid-level providers who contract with a hospital, however,
still only have the benefit of a limited waiver and have not been
granted such uninhibited access unless either the hospital or
the plaintiff provides that unredacted record.!4® As a result, the
plaintiffs and defendants most severely affected by medical

147. Ortega v. Colo. Permanente Grp., 265 P.3d 444, 446 (Colo. 2011).

148. See Alcon v. Spicer, 113 P.3d 735, 741 (Colo. 2005), modified June 27,
2005 (“To comply with the privilege statute, the order should have been tailored to
the scope of the waiver of the physician-patient privilege, meaning it should have
been tailored to the injuries and damages claimed....”). It is notable that
physicians may still physically access the record and make changes if they have a
log-in and password for the hospital’s EMR system. This access would constitute a
data breach under HIPAA and would subject the physician and the hospital to
potential civil and criminal liability.
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negligence litigation must fight to obtain the complete, usable
record and therefore must fight to obtain the best evidence to
support their claims or defenses. Such a result 1s surely viola-
tive of the spirit of discovery under the FRCP proportionality
analysis.

Courts could remedy this situation by creating a presump-
tion that all parties in medical negligence litigation should
have direct or remote access to the entirety of the medical rec-
ord. Such access would facilitate freer inspection of the record
by all parties, thereby preserving litigants’ work product privi-
lege to a greater extent than would supervised direct access.!4?
Plaintiffs and non-hospital providers could access hyperlinks to
changed data points, access audio files, see nursing notes, and
generate timelines, none of which is possible from the PDF rec-
ord. At trial, litigants on all sides could enter screenshots of the
medical record into evidence in the same form and format,
thereby placing all parties on an equal playing field throughout
the entirety of litigation.

This remote-access function would also reduce the time
spent authenticating the record by eliminating the need for
successive discovery requests and re-depositions when a party
notices that a produced record is incomplete. Litigants on all
sides of a deposition, for example, would have an easier time
discussing the facts described in the record if that record were
available in a format familiar to the providers. The providers
could then discuss the medical record without the need for ad-
ditional preparation, avoiding a potentially awkward situation
in which a provider would have to explain to a jury that she
does not understand the record.

As with Proposal 2, this remote-access function carries se-
curity and privacy risks that must be addressed. Until and un-
less EMR vendors develop a read-only function for litigation
purposes, courts will have to take steps to protect the integrity
of the record and prevent abuse of the information. Courts
could deter such abuses by placing a protective order on the

149. As discussed infra in Part IV, many EMR systems do have an audit trail
that shows who accesses the record, when they accessed it, and what they saw.
Because many audit trails also show who accessed the audit trail, courts could
include in a protective order that providers shall not inspect the audit trail for the
purposes of tracking another party’s work product, whether that party be the
plaintiff or another adverse defendant. The court could inspect the audit trail
where necessary and impose sanctions where appropriate.
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record and clearly establishing the parameters for inspecting it.
A violation of this protective order would subject the noncom-
pliant party to appropriate sanctions, such as requiring the de-
fendant to provide HHS with a written notice of its HIPAA
violation and awarding the plaintiff attorney’s fees. These or-
ders should relate to both the scope and authenticity of the rec-
ord. Of course, courts should sanction any party that
intentionally alters the record in an effort to fabricate infor-
mation. However, an inquiry into a patient’s sensitive medical
history—such as a history of sexually transmitted diseases or
abortion—for purposes of besmirching a victim’s character
should not be permitted during discovery. Such activity should
also be proscribed by a protective order.

Although the effects of this proposal would expand the dis-
coverability of EMRs to the benefit of plaintiffs and physicians
but to the strategic detriment of hospitals, this Comment’s
larger argument is that the available short-term solutions are
not desirable in the long run for any party. Proposed solutions
should work to the benefit of all sides. Unless and until Con-
gress or CMS decides to update the meaningful use require-
ments, courts should adopt Proposal 3: permitting remote
access under a protective order. This proposal best balances the
needs of litigation against the legitimate security and privacy
interests inherent in PHI disclosures, and it simplifies the dis-
covery process for both plaintiffs and providers.

IV. THE PRESERVATION PROBLEM

Turning to the final issue raised in this Comment, EMRs
are particularly difficult to preserve for litigation compared to
more static forms of electronic information. Meaningful discov-
ery—and thus efficient dispute resolution—requires that both
parties have a complete record that accurately reflects the ac-
tual care provided to a patient. In turn, accurate fact-finding
requires that this record be preserved during the course of liti-
gation.

The provider’s duty to preserve raises some unique ques-
tions in the context of EMR discovery. For instance, because
EMRs are “abstractions”!50 (rather than static documents) and

150. Robert J. Hudock & Jason E. Christ, Electronic Health Records Pose
Several Challenges, EPSTEIN BECKER GREEN (Dec. 14, 2009), https://www.ebglaw
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are designed to be manipulated,!5! one issue relates to the safe-
guards necessary to ensure that a party being sued cannot de-
ceptively or fraudulently alter the record. Moreover, EMR
software is often managed by a third party, usually the produc-
er of the software who controls updates.!52 Because those up-
dates may alter how information is displayed or may destroy
that information entirely, another issue involves the extent of
the provider’s duty to preserve in light of that known risk of
losing data. Finally, hospitals and other providers have more
than one preservation duty. Aside from the common law duty
to preserve discoverable materials in anticipation of litiga-
tion,!33 providers also have a statutory duty to preserve all rec-
ords under Medicare.!34 Although a provider may be tempted to
believe that the duty to preserve is satisfied solely by compli-
ance with Medicare, the common law duty to preserve evidence
in anticipation of litigation is an entirely independent and
more expansive duty.

This Part addresses these issues first by providing an over-
view of the scope of the duty to preserve discoverable infor-
mation and discussing the trigger for that duty. Next, this Part
turns to the available remedies and safeguards. Finally, this
Part concludes that although some solutions already exist,
more drastic action may be necessary to guarantee the authen-
ticity of a medical record produced for litigation.

A. The Scope of the Duty to Preserve Medical Records

The rules of discovery provide that a party has a duty to
preserve discoverable information “in the anticipation or con-

.com/news/electronic-health-records-pose-several-challenges-as-appeared-in-the-
national-law-journal/ [https://perma.cc/QC7J-PATV].

151. See Electronic Medical & Health Records, supra note 22.

152. This practice is similar to the way in which a cell phone manufacturer
provides updates. For example, iPhone users may receive i0S updates that
change the way data looks. These updates can cause the system to “crash,”
resulting in a loss of data in some instances.

153. See Zubulake v. UBS Warburg, LL.C (Zubulake 1V), 220 F.R.D. 212, 216
(S.D.N.Y 2003).

154. 42 C.F.R. § 482.24 (2017). The term “Medicare provider” or “Medicaid
provider” refers to any provider who treats Medicare or Medicaid patients,
regardless of whether the specific plaintiff’s or patient’s care may be reimbursed
by those programs. Notably, there are different preservation obligations under
HIPAA (six years) and HITECH (also six years).
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duct of litigation.”155 That duty to preserve extends to all rele-
vant information that makes any party’s claim or defense more
or less probable.!56 Electronic records certainly complicate the
duty to preserve in the context of medical negligence suits be-
cause every communication or documentation related to a pa-
tient’s care 1s “likely to have discoverable information that the
disclosing party may use to support its claim or defenses”!57
and thus is “reasonably likely to be requested.”158

Although no one has ever legitimately disputed that this
duty to preserve extends to the legal health record, the legal re-
production of the original record is often incomplete—that is, it
omits certain documents and files that are contained within the
native EMR.!159 In this way, the common law duty to preserve
the medical record in anticipation of litigation is broader than
the duty to preserve the medical record under Medicare.
Because the preservation duty extends to all potentially rele-
vant and discoverable evidence, the common law duty extends
to audio files, video files, images, nursing notes, text messages,
and metadata, all of which may not be in the legal health rec-
ord required to be preserved for Medicare purposes.160

Nevertheless, the scopes of the duty to preserve and, sub-
sequently, the duty to produce have been the subject of endless
discovery disputes. These discovery disputes largely arise from
the confusion concomitant with multiple governing bodies regu-
lating the duty to preserve. Although the FRCP extend the du-
ty to preserve to all potentially discoverable information,!¢! the
FRCP were not designed with any particular kind of lawsuit in
mind. Moreover, the applicable body of federal regulations
simply defines the duty to preserve as reaching any infor-
mation used to make medical decisions during the course of
treatment.162

155. FED.R. Civ. P. 37(e).

156. See FED. R. C1v. P. 26(b)(1).

157. Zubulake IV, 220 F.R.D. at 218.

158. Id. at 217. For the time being, the analysis here sets aside the limitations
placed on the scope of discovery by the FRCP proportionality analysis because the
duty to preserve extends to any request for discovery. However, because the duty
to preserve is framed in terms of probability, it is thus broader than the eventual
duty of production.

159. See supra Part 111 (discussing the “Production Problem”).

160. See id. (discussing what material is contained in the legal health record
versus the native file).

161. See supra Part 111.

162. See 42 C.F.R. § 482.24 (2017).
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These rules and regulations create ambiguity about how a
provider is supposed to preserve a patient’s record. Providers
have a duty under Medicare to preserve medical records in
their “original or legally reproduced form,”163 and HIPAA re-
quires providers to keep and disclose a “designated record
set.”164 Because of these regulations, a reasonable provider may
mistakenly believe that the duty to preserve extends only to
the legal health record. The plaintiff-patient’s access to her own
records in discovery, however, is not limited to evidence desig-
nated by the defendant-provider as part of the legal health rec-
ord. Permitting such a limited view of discovery allows
concealment of relevant evidence, which violates the basic ten-
ets of discovery.

The American Bar Association (ABA) guidelines on the du-
ties to preserve and disclose are also lacking in the EMR con-
text, leaving providers and defense lawyers in the dark
regarding their legal and ethical obligations. While the scope of
the preservation and production duties are quite expansive, the
range of applicable guidance is thus very limited.

B. Triggering the Duty to Preserve EMRs

Even though a provider’s duty to preserve is quite broad,
the scope of that duty is completely meaningless without a
clear moment that triggers it. As such, the second major issue
is determining at which point a provider is subject to a duty to
preserve. The duty to preserve arises when a party reasonably
anticipates litigation.!65 At the latest, the duty to preserve
arises when a complaint is filed;!66 however, a reasonable per-
son may anticipate litigation long before someone files a
claim.!67 After a dramatic accident injures someone, persons
involved in those events would likely anticipate litigation from

163. Id. § 482.24(b)(1).

164. See Summary, supra note 46, at 12,

165. Zubulake v. UBS Warburg, LLC (Zubulake IV), 220 F.R.D. 212, 216
(S.D.N.Y 2003).

166. Jason A. Pill & Derek E. Larsen-Chaney, Litigating Litigation Holds: A
Survey of Common Law Preservation Duty Triggers, 17 J. TECH. L. & POL’Y 193,
206 (2012).

167. See Fujitsu Ltd. v. Fed. Express Corp., 247 F.3d 423, 436 (2d Cir. 2001)
(“The duty to preserve material evidence arises not only during litigation, but also
extends to that period before the litigation when a party reasonably should have
known that the evidence may be relevant to anticipated litigation.”).
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the date that the accident occurred, which would trigger the
provider’s duty to preserve material evidence.!®® Once the duty
to preserve attaches to material evidence, a party must “sus-
pend its routine retention/destruction policy and put in place a
‘litigation hold’ to ensure the preservation of relevant docu-
ments.”169

As a practical matter, the trigger date often will not be an
issue because of a statutory duty under Medicare to preserve
medical information for at least five years, which in most cases
will survive the statute of limitations governing a potential
medical negligence claim.!70 The more specific question, then,
1s when the duty to preserve additional materials in anticipa-
tion of litigation is triggered.

In the context of medical negligence suits, a provider
should reasonably anticipate that it could be sued at four dis-
tinct points in time. Working backwards in time, these instanc-
es are: (1) the filing of a lawsuit, (2) internal review, (3) a
patient’s (or a relative’s) grievance with the hospital, and (4)
the occurrence of an unexpected, adverse event. The first three
of these four events often present easy cases. First, a provider
certainly anticipates litigation while it is in the course of litiga-
tion. Second, state-sanctioned credentialing committees or
internal peer-review boards evaluating practicing physicians
may discover that a physician has been operating below the
standard of care, has a substance abuse problem, or has some
other characteristic that could explain an adverse outcome.
Any of these findings would certainly place a hospital or other
provider on notice.!”! Third, if a patient informs the provider
directly that she is concerned that a course of treatment fell be-
low the standard of care, the reasonable provider may antici-
pate a lawsuit depending on the nature of the complaint.

The fourth event, and the one most proximate to the inju-
ry, is the realization that some adverse medical event should
not have occurred; but that realization is not always clear.
People die in hospitals, and not every death or complication is

168. Zubulake IV, 220 F.R.D. at 206-07.

169. Id. at 218.

170. See 42 C.F.R. § 482.24(b)(1) (2017) (“Medical records must be retained in
their original or legally reproduced form for a period of at least 5 years.”).

171. This argument assumes that a prospective plaintiff can offer such proof in
light of the peer review privilege, which protects peer review proceedings from
discovery. This may come up in cases where a plaintiff offers proof that a treating
physician lost privileges at a hospital on some date after peer review.
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unexpected. Medical procedures carry risks, and patients
should reasonably understand and accept those risks under
generally accepted principles of informed consent. Neverthe-
less, patients expect that reasonable care will be given, and
they have reasonable expectations of the risks associated with
their plan of care. For instance, patients do not expect to get
infections from simple procedures or to suddenly enter septic
shock after a routine surgery.

When unexpected, adverse events such as these occur, pa-
tients or their loved ones often leave the hospital with ques-
tions about what went wrong and look to their providers for
answers. A potential litigant may have voiced her concerns and
questions directly to the provider. Even without the patient fil-
ing a formal grievance, the provider would at least know that
the patient is upset and may suspect that the patient might
sue if an injury occurred. As such, the duty to preserve evi-
dence may arise as early as the event itself, depending on the
nature of the injury. As with the scope of the duty to preserve,
however, no authoritative source has provided any meaningful
guidance on what triggers the duty to preserve. Consequently,
both sides often lose valuable information.

C. Potential Solutions to the Preservation Problem

EMRs present unique preservation issues in electronic dis-
covery because EMRs, unlike emails or customer files, are de-
signed to change.’”? A patient’s health information could be
updated during the course of litigation, or the EMR software
may be updated, which could alter the record to some extent.
Providers may be placed in a difficult situation when a record
changes during the course of litigation. This situation creates
problems of credibility and risks subjecting the provider to a
spoliation claim.173 The malleable nature of EMRs also creates
headaches for plaintiffs. A plaintiff who is attempting to
authenticate a changing record may have to reconstruct the
original record, which expends valuable time and resources.
Accordingly, EMRs that lack preservation capabilities are det-
rimental to both parties and may lead to an unjust result.

172.  See Electronic Medical & Health Records, supra note 22.

173. Spoliation, described below, is a tort action against a person who
negligently, knowingly, or intentionally destroys discoverable evidence to the
detriment of an adverse party.
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Because medical records are designed to be changed to re-
flect up-to-date information, litigants could potentially abuse
that changeability to alter the record in their favor. In other
words, a doctor or nurse who recognizes a mistake in hindsight
could document the care that should have been given instead of
the care that was actually given. Indeed, lawyers must handle
an altered record on a regular basis. Some studies estimate
that approximately one-half of all records in medical negligence
cases have been altered, and approximately one-in-ten records
have been fraudulently altered.!’® Apart from subjecting a pro-
ducing party to an adverse inference, unexplained evidence of
alterations raises issues of a provider’s credibility—before both
a judge and a jury—creating an additional challenge for pro-
viders facing illegitimate claims.!’> The ability to authenticate
the medical record is crucial to both parties’ ability to litigate
their claims and to the larger judicial interest in accurate fact-
finding. To further those interests, this Section presents sever-
al proposals.

1. Proposal A: Require That an Audit Trail Be
Automatically Discoverable

Of course, the best time to address the destruction of evi-
dence is before that destruction occurs. An EMR has several
functions that help preserve the record, but these functions are
not perfect. For example, to authenticate the record, litigants
may need access to EMR metadata, which contains data about
the data in the EMR.!76 The metadata, or “audit trail,” indi-
cates who accessed a record, at what time, and in what way.
The example commonly used to explain metadata is an analogy
to a Microsoft Word document.!’”7? When a Word document is

174. Casamassima, supra note 108, at 236-37.

175. See Hudock & Christ, supra note 150 (“As lawyers attempt to establish
the authenticity of a dynamically generated electronic document, they often are
put in the difficult situation of explaining to opposing counsel, and potentially the
trial judge, that an electronic health record is not a static document but rather a
living document that is continually changing. Issues are further complicated when
one set of medical records data is produced to opposing counsel and a few months
later the same set of data is produced again and the data do not match. The
failure of a system to produce repeatable, consistent results can turn even the
most technologically friendly judge into a skeptic.”).

176. See Thomas R. McLean, EMR Metadata Uses and E-Discovery, 18 ANNALS
HEALTH L. 75, 77 (2009).

177.  See id. at 75-76; see also, e.g., Masor, supra note 79, at 252.
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created on a computer, the computer indicates the author of the
document as well as the date and time the document was cre-
ated and last modified. Because metadata and audit trails keep
track of every edit, they are useful tools to authenticate the
record and are thus within the scope of discovery.l78

EMR metadata can show which computer accessed the rec-
ord, identify the user who accessed it, indicate when that user
accessed it, and sometimes indicate the nature of the change
(e.g., an addition or modification).!” However, an audit trail
will not always indicate precisely what changed.!® For in-
stance, a program may encapsulate a data point in parentheses
to indicate a change, but no one—including providers—will be
able to see the original value. In these cases, neither courts nor
plaintiffs nor providers can determine whether someone fraud-
ulently or legitimately changed the record. Without a more de-
tailed track-changes function, authenticity and credibility
issues will continue to plague the courts in medical negligence
disputes, despite the relative benefits of the audit trail.

2. Proposal B: Sanctions Should Be a Last Resort,
Not the First Instinct

Once information is lost, entirely new questions arise:
whether the information lost was valuable, and whether the
information lost was intentionally deleted to inhibit discov-
ery.!8! Under the tort of spoliation, any destruction of relevant
documents is presumed to be at least negligent and is therefore
presumed to be a breach of the duty to preserve.!82 The burden
to produce evidence of the non-negligent destruction of records
thus shifts to the defendant. As mentioned above, the defend-
ant could show that evidence was destroyed during an update
or in the usual course of business.!83 If the defendant fails to

178. Masor, supra note 79, at 254.

179. Id.

180. Id.

181. See Zubulake IV, 220 F.R.D. 212, 220-21 (S.D.N.Y 2003).

182. Id. at 220 (“Once the duty to preserve attaches, any destruction of
documents is, at a minimum, negligent.”). The presumption of negligence is
intuitive because the duty to preserve turns on reasonable notice, and destruction
of evidence in the event of reasonable notice is thus imprudent and sufficient to
qualify as a breach.

183. For further discussion on this point, see the introductory paragraphs
supra in Section IV.C.
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overcome that presumption of negligence and the plaintiff
demonstrates “that the destroyed evidence would have been
favorable” to her case,!® a court may create an adverse infer-
ence that the lost information was unfavorable to the
defendant.!35 Further, the court may dismiss the action or
enter a default judgment!86 if “necessary to cure the preju-
dice.”187 As a matter of course, adverse inferences or default
judgments are measures administered according to judicial
discretion.!88 Consequently, the destruction of evidence that is
subject to a duty to preserve, without more, does not guarantee
that the adverse party is entitled to an adverse inference or
any other remedy.!8°

That said, an adverse inference is a drastic remedy and
tends not to be levied against healthcare providers. One way
that a provider can avoid an adverse inference from destroyed
data is by arguing that the data is not exclusively within the
provider’s control.1%0 An EMR system is, to some degree, within
the control of the provider’s vendor.!! Those vendors some-
times 1ssue updates, which can change the organization of the
data and could theoretically corrupt it. Because health infor-
mation is so heavily regulated, however, such instances should

184. Zubulake IV, 220 F.R.D. at 221.

185. FED. R. C1v. P. 37(e)(2)(A)—~(B).

186. FED.R. Civ. P. 37(e)(2)(C).

187. FED. R. Civ. P. 37(e)(1).

188. See Casamissima, supra note 108, at 240 (“The inference against the
spoliator serves three main functions: (1) accurate factfinding; (2) compensation of
the party placed at a disadvantage by the act of spoliation; and (3) punishment of
the spoliator.”) “Intentional” destruction is traditionally an element of spoliation.
However, judicial discretion is normally exercised by interpreting “intent” to mean
either an intentional act of destruction (general intent) or an intentional act to
deprive or hide information (specific intent). See, e.g., Zubulake IV, 220 F.R.D. at
220 (interpreting the “culpable state of mind” as encompassing both the intent to
deceive the court and the negligent destruction of material evidence). This
distinction can easily be grafted into the EMR discovery context. Depending on
the nature of the destruction, a court could apply a more limited remedy (such as
an adverse inference) or no remedy at all where the intent existed merely in the
act of destruction and the party therefore negligently deprived the court of
meaningful discovery. On the other hand, dismissal or default judgment may be
appropriate “to cure the prejudice” where a party intentionally hides evidence.
FED R. CIV. PRO. 37(e)(1).

189. See, e.g., Zubulake IV, 220 F.R.D. at 222.

190. See, e.g., id. at 220. Several jurisdictions have specified that “control” for
spoliation purposes means “exclusive control.” See, e.g., Battocchi v. Wash. Hosp.
Ctr., 581 A.2d 759, 766 (D.C. 1990) (malpractice action involving a spoliation
issue).

191. Examples of EMR vendors include Epic Systems and Cerner.
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be rare. Nonetheless, EMR data is not exclusively within the
control of the provider, so the tort of spoliation cannot provide
an adequate check on potentially fraudulent changes.

3. Proposal C: Update the Meaningful Use
Requirements to Include a Track-Changes
Function

In lieu of severe sanctions for altered or insufficient rec-
ords, authentication and preservation problems can be solved
by supplementing the design of EMR systems. Specifically,
EMRs should include a clear track-changes function. This fea-
ture would not only permit litigants to reconstruct the actual
events that took place but also enable litigants and quality
assurance personnel to discern which changes were legitimate
and which were fraudulent. Providing a clear track-changes
functionality similar to the track-changes functionality on
Microsoft Word!®2 would remedy the Preservation Problem by
clearly demarcating which values have been changed, when
they were changed, how they were changed, and by whom they
were changed.

A track-changes functionality for EMRs would benefit
plaintiffs, defendants, and the courts in the aggregate. Where
changes to the EMR were appropriate, providers could more
easily justify those changes without losing credibility before a
judge or jury. Where those changes were fraudulent, a litigant
could easily reconstruct the record to reflect the actual care
provided and the actual facts known at the time. Thus, a track-
changes function would further the judicial interest in accurate
factfinding by preventing the destruction of evidence and by
preventing any unjustified damage to a provider’s credibility.
While courts should continue to rely on audit trails to authenti-
cate the record, Congress and CMS could assist the courts and
litigants in medical negligence actions by subsidizing the use of
EMRs with a track-changes functionality under the meaningful
use program.

192. As in Microsoft Word, for example, the track-changes function could be
hidden while a provider is using the record. An altered value could be indicated by
a different color or an asterisk, and the original value would be visible by hovering
the cursor over the value. This way, a track-changes function would not
fundamentally alter the record while it is being used by providers caring for a
patient.



2019] WHO GUARDS THE GUARDIANS? 363

CONCLUSION

As the third-leading cause of death in the United States,
medical errors pose a serious threat to the public health. That
these harms arise in a place of healing is a bitter irony, and
everyone has some interest in reducing the frequency of medi-
cal errors. Providers can reduce the frequency of medical errors
by improving protocols, developing medical technologies, and
educating caregivers. At the same time, courts and legislatures
can play a part in helping the victims who fall through the
cracks and in protecting providers from unmeritorious claims.
This Comment has identified three commonly vexing areas in
which courts and legislatures can streamline the EMR discov-
ery process through both short- and long-term solutions.

First, a common point of contention is whether HIPAA im-
plicates the scope of discovery in a medical negligence lawsuit,
referred to in this Comment as the Privilege Problem. Courts
could clarify that HIPAA (1) does not impose a privilege
against a patient attempting to access her own records for the
purpose of discovery but (2) may impose a presumptive privi-
lege against the discoverability of other patients’ records.
Distinguishing between HIPAA disclosures and discovery
disclosures in the early stages of a lawsuit can help clarify the
scope of discovery without the need for motions practice on the
1ssue.

Second, patients and providers suffer from the Production
Problem created by confusion over which form and format of
the medical record to produce. While the record exists in many
forms, the native record (as it appears on a provider’s comput-
er) is the most usable form of the record for all parties involved.
Importantly, this native form of the record is discoverable
under the FRCP’s proportionality factors. Whereas hospitals
will have little to no trouble accessing the entire unredacted
record during the course of litigation, plaintiffs, physicians, and
mid-level providers often struggle to litigate their right of equi-
table access to that form of the record. Because hospitals,
physicians, and patients should be on an equal playing field
concerning the availability and usability of information in a
medical negligence action, all parties should be able to access
that information. While Congress and CMS can facilitate this
process by updating the meaningful use requirements, courts
can create a rebuttable presumption that the native record is
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discoverable and remotely accessible to all parties, subject to
limitations set forth in a protective order.

Third, providers and plaintiffs often encounter a Preserva-
tion Problem, litigating the authenticity and completeness of
the record. Although courts should continue to permit the use
of audit trails to authenticate a record, legislatures can stream-
line authentication litigation by subsidizing a track-changes
function in EMR systems.

The stakes in a lawsuit alleging medical negligence are of-
ten high, so a readable, usable, and accurate record is crucial to
ensure that the loss from an injury occurring within a
healthcare institution “lies where it falls.”!93 Together, the
solutions proposed in this Comment would streamline the
discovery process to the benefit of both patients and providers
in pursuit of that just result. These solutions would ease the
recovery of damages for victims of medical negligence and
streamline the imposition of liability on physicians whose
negligence caused the injury. At the same time, by expanding
access to the medical record for providers and authorizing the
use of a readable record for litigation, providers could more
effectively defend against unmeritorious claims, thereby
protecting their practices and livelihoods from unjustified and
potentially unbearable Liabilities.

Discovery in a lawsuit alleging medical negligence should
be designed for and capable of fair, complete, and accurate fact-
finding. Solutions should weigh a provider’s practical concerns
against a plaintiff’'s right to her own health information. The
proposals presented in this Comment seek to strike that bal-
ance, alleviating the strain that medical negligence suits place
on the judicial system while promoting a fair and just result.
By adopting the solutions advocated by this Comment, courts
and legislatures could improve the litigation of medical negli-
gence claims to the benefit of plaintiff-patients, defendant-
providers, and the judicial system as a whole.

193. See text accompanying note 32 supra (discussing the purpose of tort).
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