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Abstract— Cloud eco-system is a revolution now, which modifies the way in which the IT-based services are being delivered to end
customers. It is increasing or we can also say grown-up technology that delivers multiple benefits whether in terms of economics or in terms of
cost-effective resource utilization. The ability to install and improve their services on that platform is made possible by the advent of cloud
computing, which opens up new options for long-term solutions. Cloud computing's environmental and economic impacts must be considered
while assessing its long-term viability. A growing number of organizations, businesses, and personal users are depending on services supplied by
the cloud and keeping crucial information in the cloud because of its easy-to-use characteristics. The cloud, despite its widespread use,
nevertheless has a number of drawbacks when it comes to data security. Customers are concerned about how their personal information is

transported to and from the cloud. Research articles in this topic have been thoroughly analyzed and examined in this report.
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. INTRODUCTION

When considering what IT in general needs: a method to
expanding the capacities of a framework on-the-fly without
contributing any new foundation, preparing another crew, or
approving any new programming, the focus on data security in
cloud computing becomes clear. Today, cloud services offer
subscription or pay-as-you-go support; the services are
delivered through the Internet in real time, which increases
basic IT abilities into powerful regional capabilities (Rosado
DG, 2012). Many security concerns arise when massive server
farms are used to host applications and databases. Cloud
computing security becomes more of a focus after considering
how to maximise an airplane's power without building another
base, preparing a new flight crew, or authorising any new
system: (Akhter, 2016). In the second decade of this century,
cloud computing appears to be one of the primary areas of
development in information and communication technology.
When new wireless data transmission technologies and
internet coverage grow, new kinds of services can be made
possible (S. Singh, 2016). Cloud-hosted services are becoming
increasingly popular as a more flexible alternative to
traditional local programmes that are bound to a single
machine because of the proliferation of computing devices,
especially mobile ones. There are huge economic and
environmental incentives for research into ways to minimise
energy consumption in rising data centres, and there are also
major power consumption challenges on both ends of the
system as mobile devices require good energy management to
extend their battery life (Q. Shaheen, 2018). A decade ago, the
topic of energy efficiency in data security in cloud computing
systems arose as a relatively new field of scientific
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investigation. An growing number of papers are being
published as a result of this increased study interest.

1. CLOUD DATA SECURITY

Adoption is hampered by concerns over security,
compliance, privacy, and other legal considerations. Both the
process by which programmes may be transferred to the Cloud
Computing platform and the means by which Cloud
Computing can be rendered safe at all levels (including the
network, the host, the application, and the data) are the
subjects of a significant amount of scepticism (S. Singh,
2016). Because of this unpredictability, the security of cloud
computing has been regularly cited as the major fear by
persons in charge of information technology. External data
storage, dependence on the "public” internet, lack of control,
varied tenancies, and integration with internal security
measures are all potential danger areas (Li W, Ping, 2009). (Li
W, Ping, 2009). (Li W, Ping, 2009). The cloud is separated
from conventional technologies by a wide range of specific
qualities, such as its large scale and the fact that the resources
given by cloud providers are globally scattered, very diverse,
and entirely virtualized. Traditional security methods, such as
identity, authentication, and authorisation, are no longer
essential for cloud computing since they are no longer needed.
The security procedures applied in cloud computing are, for
the most part, substantially identical to those used in any other
type of information technology system. On the other side,
cloud computing may provide businesses with risks that are
distinct from those posed by conventional IT solutions. This is
because there are many alternative cloud service models,
operational models, and cloud service technologies that may
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be employed. The sad reality is that when security is built into
the architecture of these systems, people regard them as being
less adaptable. It is a significant source of concern for
businesses that are moving essential applications and sensitive
data to public cloud settings over which they have no control.
It is the responsibility of cloud solution providers to ensure
that the applications and services of their customers are
protected by the same level of security and privacy controls
that their customers currently have, to demonstrate to their
customers that their organisation is secure and that they can
meet the service-level agreements that they have made, and to
demonstrate compliance to auditors (S. Puhan, 2020). When
SaaS consumers are forced to rely on their suppliers for
effective security, the issue of data protection becomes even
more of a burden. Organizational data is routinely handled and

retained on the cloud in unencrypted in SaaS. It is the role of

the SaaS provider to assure that data is secure while being
processed and stored. In addition, data backup is crucial for
disaster recovery, but it also raises security concerns
(Fernandes, 2014). (Fernandes, 2014). Concerns may develop
around cloud service providers subcontracting additional
services such as backups to third-party service providers. Most
compliance rules, on the other hand, don't take cloud
computing into account. Due to data being in the datacenters
of the SaaS provider, regulatory compliance concerns
including data privacy, segregation, and security may arise
that must be maintained by the provider in order to remain
compliant. Amazon and Ali Baba were early adopters of cloud
computing, which was first introduced in the mid-1990s.
Many security reviews, on the other hand, are attempting to
develop more effective defences (see figure 1).

Automated |
Security

Cloud Data |
Security

Centerlizati
on of
security

cemmm

/ Easy of\

Manageme

nt

|
|

Figure 1: Data security domain in Cloud Environment

The discipline of computer science is seeing a rapid expansion
at the moment. Cloud computing is being used to an extremely
extensive degree by people these days. The Internet serves as
the primary platform for cloud computing, which utilises the
most advanced computational architecture available. The
greatest concern that follows the deployment of an individual's
cloud-based platform is that of the platform's safety. Because a
cloud, as was said earlier, is web-based in its whole, obtaining
data from a specific cloud is not something that is in any way
difficult. The proliferation of cloud computing has led to an
increase in the complexity of the associated security risks.
Increasing numbers of individuals are becoming aware of the
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technology that simplifies the process by which they may
break into various clouds and get the information that they
want. Because so many companies have begun providing
cloud-based solutions to their clients, ensuring the customers'
data is secure is now one of the primary focuses of their
efforts.

1. LITERATURE REVIEW
According to the findings of the research, we
discovered that cloud computing is plagued with a number of
problems, the most significant of which is related to security
concerns.  Approaches to  energy-efficient  resource
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management in cloud systems are now a hot issue that is being
extensively researched by a lot of people.

M. Zakarya (2017) survey energy-aware data centre
resource allocation. Virtualization, VM allocation, energy
efficiency, power consumption, and cloud computing were
studied. They've compared energy-aware cloud system designs
to conventional and virtual data centres. This Study has further
proposed taxonomy for energy-saving methods in cloud data
centers, which were studied in three levels, such as power
management, resource management, and thermal management.
They have shown that the energy-saving approach became
possible using renewable energy that plenty of recent research
introduced this strategy. Q. Shaheen (2018) authors have
presented a brief survey describing primary energy-conserving
techniques in the cloud environment. To add, they have
classified energy consumption approaches into five categories,
including energy-efficient hardware, energy-aware scheduling,
consolidation, energy conservation in a cluster of servers, as
well as power-efficient networks. Finally, they have evaluated
a few papers based on this classification. The researchers
further have focused on consolidation techniques in three
levels, containing task consolidation, server consolidation, and
energy-aware task consolidation. S. Puhan (2020)have
performed a comprehensive survey on energy-efficient
computing, clusters, grids, and clouds. They have reported a
number of approaches in the literature which contributed to
improve energy efficiency. This chapter has proposed three
taxonomies, covering such levels as scheduling, energy
efficient computing, as well as energy-efficient technique at
different levels to make data center greener. M. Zakarya
(2017) studied the energy efficiency of a single system and
large-scale cloud data centers, storage systems, and
networking. Scientists in Q. Shaheen (2018) have reviewed
energy-saving strategies in computational clouds. They
explored state-of-the-art related to energy efficiency as well as
performance administration, vitality for effective data centers,
and resource distributions(Jansen, W. A., 2011). What is
more, they have studied the existing techniques in four stages,
including tools, OS, virtualization, and data center. Their
proposed taxonomy was divided into static and dynamic
power management at the highest level. Businesses and
attackers alike stand to gain greatly from the use of cloud
computing, and both groups will be able to reap the benefits
(Jamil, D, 2011). It is impossible to overlook the endless
potential of cloud computing just because of the security
concerns, and this may be the only channel of inspiration for
cloud computing security models (Bhadauria, 2011). Multi-
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tenancy design can reduce the effect of security vulnerabilities
in cloud computing. There are several security methods that
are covered in practically each article, and they give some way
to think about and mitigate such risks (Tianfield, 2012). The
level of data security may be raised by including the server
farm. Management providers may currently offer management
solutions that give the highest level of security while also
managing the expenses of a customer or organisation
autonomously, thus security is superior to any standard
framework (Chen, D, 2012). In any case, leveraging a variety
of devices to gain management access while maintaining a
high level of protection improves the overall security
environment. However, the private cloud management
approach provides the company with control over data or
security information (Hamlen, 2010). In a cloud-based
computing environment, the IT industry gains substantial
advantages in terms of best practises and management
frameworks (Fernandes, 2014). However, it has not been fully
evaluated, and there are relatively limited options for
information  security  challenges, such as different
communication or management models. There are. Security
concerns play a role in cloud Killing. There are dedicated co-
ops responsible for ensuring that frameworks and information
are secure. A variety of ways and strategies are used to address
these issues, such as multi-sensory, verification tools and
cryptographic procedures; nevertheless these developments
and techniques have few elements in the context of
professional application (Hashizume, 2013). A variety of
cloud-based monitoring and assessment methods will be used
to properly examine and identify relevant security concerns.
Cloud computing security relies heavily on identifying and
addressing potential threats. It's no longer in the hands of
specialised companies to control data, online applications, and
management in the cloud; here, as well, a few free control
issues surface to validate the specifics (Jensen, 2009). What
else can | say? There is more. Data security, privacy, integrity,
accessibility, encryption, and risk associated with web
conferencing (IP) are all factors that must be considered when
deciding how to manage the cloud. This includes ensuring that
only authorised individuals have access to sensitive
information, as well as addressing issues with data protection,
personality management, assurance, robustness, privacy,
integrity, and accessibility (S. Kaur, 2016). Security and
separation are just two of many other concerns that must be
addressed, such as the SLA (management contract between the
professional organisation and the client), executions, dangers
of perception, non-compliance, and strategic assessment.
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Table 1 Effective instances For Data security in cloud environment accepted by Authors
Author Data Security in Cloud | Availability | Non-repudiation | Integrity | Confidentiality | Identification
environment Instances and
authentication
—>
Zhao G et. al. (2009) N \ N N N
MarinosAet. al. (2009) N N N N N
Zhang Set. al. (2010) v N N \ N
M. M. Boroujerdiet. al.(2009) N N N N N
F. Scottet. al.(2010) v \ N & N
N. Akhteret. al.(2016) v v v v N
S. Ramgovindet. al.(2010) N N * * N
A. Hammoudet. al.(2020) = N * N )
C. Puliafitoet. al. (2020) N N N} *
Y. Mansouriet. al. (2021) v N v V N
S. Ahamadet. al. (2021) g \/ ~ N \/
R. R. Patilet. al. (2018) N * N ) N
S. Puhanet. al. (2020) R N N N
Q. Shaheenet. al. (2018) N N N N N
S. Singhet. al. (2016) N N * ) N

V. NEED OF REVIEW

The cloud computing data security is a very important
factor. This article deals with cloud computing and data
security issues. The major key security problems in cloud
computing is privacy and server availability. The traditional
security method can’t solve the cloud security problem. The
new hybrid method is to fulfill the cloud security needs. The
characters ofcloud computing is scalability and reliability.
They provide better service for the user and cloud computing
provides transparent application service in remote resource
access. The user can access data anywhere from the world.
The cloud computing connected with more hardware resources
its increase the capacity of server load. The cloud resources
provide the service based on user needs. The cloud resource
should be computing and storing in remote servers. The
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development of information technology field cloud computing
is one of the major role. It provide higher storage platform
with an affordable cost. The concept of virtualization
technology provide reliable cloud data service. The cloud data
is stored in virtual server user can’t protect their own data,
they depends on the server provider. The service provider
should give assurance of user data privacy and security. The
industry store more data in cloud platform other people easily
seen their personal data. The cloud service providing company
give more importance of data security, then only customer
trust their company and use their cloud platform. In traditional
system hackers very rare to hack the individual data, but in the
same situation cloud data storage hackers easily try to hack
larger data. Avoiding this scenario higher level of data security
is needed. The cloud computing administration deals with
more problems in data security and privacy protection in cloud
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platform. The property of cloud computing sometimes
traditional security problems may also occur like as virus, data
hacking and security vulnerabilities.

V. CRITICAL OBSERVATION

Experts have given some specific statement in below
order:

e Identification and Authentication Management refers
to the functional checks for user identification and
authentication that prevent malicious behaviours
inside the cloud. These checks are carried out in order
to ensure that users are who they say they are. (E.
Mathisen, 2011)

e Controlling access to cloud resources may be a
complicated process, especially when several people
are accessing the same service at the same time. (D.
Zissis, 2010)

e  Security is compromised by the large number of cloud
access points and users, which makes it vulnerable to
impersonation by unauthorized parties and pirate
persons. Clouds must take precautions to guarantee
that only authorized users get access to their
information (D. Abraham, 2009)

e Integrity is a cloud characteristic that is concerned
with protecting cloud software against third-party
undesirable acts like as fabrication, theft, deletion, and
change. It is also known as data integrity. Atomicity,
consistency, isolation and durability (ACID) are four
characteristics of data integrity that are connected with
a cryptographic key (F. Scott, 2001).

e Non-repudiation ensures that the sender and receiver
of a communication are indistinguishable, making it
impossible for either party to evade accountability for
an action. (S. Ramgovind, 2011).

e Availability refers to the consistency of both hardware
and software, both of which must be readily available
to the user. There are no justifications for the CSP's
inability to deliver these services, even in the case of
system problems, fraudulent activity, or security
breaches on their end. (M. M. Boroujerdi, 2009).

The security and risk assessment would include an
examination of the effect that a range of threats and assaults
would have on many areas of cloud computing, such as the
adaptation of cloud computing, the preservation of secrecy and
privacy of personal data, and the access and updating of data.
As a result, it has become of the utmost importance for all
company activities to be conducted in the cloud to locate the
solution instructions that are most suitable and will increase
security and privacy in the cloud environment.
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VI. DISCUSSION

As a result of its cost-effectiveness and dynamic provisioning,
cloud computing may be thought of as a flexible computing
paradigm However, if the cloud's security issues aren't
properly addressed, it might have a negative impact on cloud
acceptance and growth. Organizations that deliver software,
platforms, or infrastructures as a service via the cloud confront
security challenges, as do the users of those services
(companies or organizations who host applications or store
data on the on the cloud). The cloud provider and the user both
share the primary duty of ensuring that their cloud
environment is safe and that their user's information and data
are secure and transferred when the user accesses their data
and cloud applications currently here. When a cloud
administrator or agency decides to employ pre-existing cloud
applications stored in a cloud data centre to store user data, the
user can then upload that data to the cloud. Its output is highly
sensitive, and confidential information is at danger from some
attacks. Recently, the Cloud Computing In cloud computing,
the security of some attack is a big concern. The cloud service
provider now has to guarantee that all of the background
information is in order. Perimeter complacency is a common
problem with private clouds. Users assume that because the
cloud is located on the company's internal network, it is safe
from the Internet and viruses. Even if it is private, care and
security requirements should not be reduced. You must also
have complete control over all tiers of the stack in order to
implement any typical network perimeter security measures.
Users of the cloud rely on the cloud to store enormous
amounts of data. To prevent unauthorised access to the stored
data, the data owner should implement the appropriate security
system, which assures confidentiality, integrity, and
authentication. Attacks like eavesdropping and data leakage
are possible in the cloud and can undermine confidentiality of
data.
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