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Abstract— This research paper introduces a novel approach to improve security and access control in smart door lock systems. The
proposed system incorporates multi-factor authentication, combining a numerical keypad, mobile app, and RFID sensor. Each authentication
method is associated with a specific lock, offering differentiated access control. Notably, the system requires the simultaneous use of the mobile
app and RFID sensor to unlock a designated lock, adding an extra layer of security. To assess the system's effectiveness, a comprehensive study
was conducted, considering security, usability, and user satisfaction. The study involved simulated attacks, user surveys, and usability tests,
with data analysis providing insights into the system's resilience and user acceptance. This research contributes to the field of smart door lock
systems by offering an innovative approach to enhance security through multi-factor authentication. The findings provide valuable insights for
designing advanced access control mechanisms, empowering users with increased confidence in their security measures while maintaining a
user-friendly experience.
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. INTRODUCTION experimented with RFID-based clinical medicine dispenser.
Furthermore, several studies have explored the use of the
Internet of Things (10T) to enhance the functionality of keyless
smart door locks. Gunawan et al. [7] evaluated the performance
of a smart home system using 10T, while Qasim et al. [8]
designed and implemented a home security system using
wireless sensor networks and 10T. Djupsjé and Almosawi [9]
applied loT security to a smart door lock application, while
Clark et al. [10] used Bluetooth proximity sensing to determine
the location of office workers. Kavde et al. [11] developed a
smart digital door lock system using Bluetooth technology. In
summary, the keyless smart door lock using RFID technology
is a reliable and secure way of controlling access to homes,
offices, and other restricted areas. The technology has a wide
range of applications and has attracted the attention of
researchers and developers worldwide.

A keyless smart door lock is a security device that eliminates
the need for traditional keys by using Radio Frequency
Identification (RFID) technology. The RFID system uses tags
or cards that have an embedded microchip and antenna, which
transmit a unique identifier to a reader located on the door. The
reader then verifies the information and grants access to the user
if the data is correct. This technology has gained popularity due
to its convenience, flexibility, and security benefits. Several
studies have been conducted to design and implement keyless
smart door locks using RFID technology. For instance, Islam et
al. [1] developed an electronic protection system using RFID to
prevent question paper leakage, while Hou et al. [2] proposed a
highly secure authentication module for a smart door lock with
temporary key function. Sikiru et al. [3] conducted a review of
intelligent lock systems, and Makanjuola et al. [4] designed an
RFID-based access control system with an intruder alert system.
Christianah et al. [5] developed a biometric access control
system using voice and fingerprint, and Garg et al. [6]
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Il. LITERATURE REVIEW

Researchers had tried to proposed a approach of a Smart
Door & Lightning System using 10T for smart home. By doing
this project they tried to control two major aspects 1) Door Lock
& 2) Lightning System. A remotely control door lock is made
which can be control with internet from any corner of the world
& same goes with the lightning system. They faced issue of
connectivity which we cannot maintain as the system relies on
Wi-Fi connection. Also, a danger on any device that connects to
the internet can be vulnerable to cyber-attacks. It is not cost
effective [11]. The simplest method of door lock system using
IOT. This project was developed with the help of Arduino and a
biometric sensor use in smartphone. They face drawback’s that
biometric sensors which can be affected by factors such as dirt,
moisture, or changes in lighting, which could affect their
accuracy [12]. The goal of the article is to eliminate manual door
lock control in favor of a method that provides remote access
and control. Door locks have been operated by biometrics such
as fingerprint, iris scanning, and facial recognition [3]. the
application of RFID technology to offer a solution for user
tracking and safe entry to an area. For managing and
transactional processes, a centralized system is being
implemented. Technology improves safety, but RFD tags must
be physically worn. When a reader is nearby, false detection
might happen [14]. The article demonstrates developing a simple
home automation application on a Raspberry Pi using an
algorithm created in the Python environment by scanning the
subject of emails [15]. With the help of 10T technology they use
a app which can control the door lock with software programmed
installed in smartphone which can be control with the help of
voice command. EWELINK app and IFTTT app are used
because available on the most popular platforms [16]. The
project presents the Smart home controller which uses Bluetooth
to control the security of door system. Firstly, Android app was
developed using JDK and SDK. The phone and door lock are
connected with the help of Bluetooth connection for transferring
the data. And a Arduino is use to control the lock [17]. There has
been a growing interest in developing advanced security systems
utilizing Internet of Things (loT) and Radio Frequency
Identification (RFID) technologies. Researchers have proposed
smart lock systems using 10T, emphasizing the integration of 10T
technologies to enhance the functionality and security of the lock
system [18]. The application of 10T in centralized smart locker
systems has also been explored, utilizing RFID technology for
secure and convenient storage [19]. RFID technology has been
widely applied in various domains, including smart parking
systems that offer efficient and secure parking management [20].
Additionally, prototypes of RFID-GSM-based lock systems
have been developed, showcasing the potential of combining
these technologies for enhanced security [21]. Other studies have
investigated the use of Raspberry Pi-based systems for
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interactive home automation, providing flexible and convenient
solutions [22]. The application of active RFID technology in tool
tracking on construction job sites has also been explored,
highlighting its potential in improving efficiency and
accountability [23]. Furthermore, a review of multifactor door
locking systems has emphasized the importance of integrating
multiple security measures to enhance overall security [25].

I1l. DOMAIN MODEL SPECIFICATION

A. Microcontroller

Symbols for residential locks include a solenoid lock and a
relay. An ESP-connected relay controls it. When the user enters
the pertinent IDs into the ESP, the relay is switched to push the
solenoid lock's head up to lock it or bring it down to open it.
Using a green LED, the lock's condition is displayed.
Microcontroller checks whether entered key value is correct or
incorrect.

B. Power Supply

The ESP requires a 12V power supply. The general-purpose
input/output (GPIO) pins or the USB can be used to supply this.
A power bank, a direct plug connection, or lithium-ion batteries
may be used to supply the energy. The pins of the Module are
linked to all other components' power inputs, allowing them to
draw power from them. Since the module's maximum output
voltage is 5V, the solenoid lock used for demonstrations needs
12V power, which it cannot obtain from the module. We utilize
a Adapter to convert AC 230V to output 12V. Through the
solenoid lock's positive and negative terminals, they can be
linked. The 5v power is given to servo motor for unlocking
keypad actuated lock.

C. Working Operation

Figure 3.1 illustrates the system workflow. As per case, a
single locker is intended to be used by two consumers within an
organization. To unlock the locker, both consumers must have
their respective access systems enabled. Additionally, an
appointed supervisor is granted a separate access system. For the
first access, when an RFID card is tapped for scanning, the
scanner will scan the card and pass the information to the
interpret module. If the scanned card or token matches a pre-set
ID, the interpret module will proceed to the second step, which
involves verification. Access from the mobile application will be
sent as a signal to the module, and upon successfully completing
two verification steps, the first lock will open.

The relay, which is powered by a battery
supply, will then activate the solenoid lock. The LED indicator
will display the status of whether access has been granted or
denied. The third step involves verification through a keypad,
which is exclusive to the supervisor. After each access
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permission, a buzzer will emit a predetermined tune to indicate
the successful completion of the access process.
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Figure 3.1 Project Layout

D. Remote operation model
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Figure 3.3 Mobile application (a) User interface

The figure 3.2 shows the status of accesses, the module's
connectivity to Thing Speak enables it to analyse the date and
time of door operations, specifically whether it is open or
closed. This information is graphically represented by '0' and
'1'values, indicating the door's status. Such a feature enhances
the safety of the system, allowing users to keep track of who
enters or exits a particular area, and at what time. This option
also provides users with a level of control over their security,
making it an essential aspect of any door monitoring system.
As such, the module's integration with Thing Speak is a
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valuable tool for those who seek to improve their security
measures

The Fig.3.3 shows user interface of mobile
application which has option for accessing lock.

IV. RESULTS

TABLE 4.1 RESPONSE TIME ANYALSIS

. Operation Total
Start Sequence | Operation . pera .
time time
1.Scenario: Unlocking
Scanner
1@ detects
1(b) !Data interrupt 05S
in module
Correct 1(d) Buzzer sounds 205
RFID trial . Depend on
Mobile .
1(E) internet
accesses
speed
1© Lock open .Almost
instantly
Correct ;
1(a Entering ke 5 5
Key pass @ | g s s
Incorrect | 1(a) Entering key 5s
Key pass 10s
yPp 1(b) Buzzer sounds 5s
Scanner
1@ detects
Data interept Almost
1(b) | .
in module instantly
10 Lock didn’t
Incorrect open 6
RFID trial nner r
1(d) Scagiseady 0.2
for scanning
Double tap
require for
1(F) correct ID for 0.4
next attempt
TABLE 4.2 FIALURE SCENARIOS AND REASON
Operations Outcome Reason
Scenario: Failure occurs
Lock does
Solenoid goes in locks state | not move Insufficient supply
Scanning not performing Lock not Poor visibility of
correctly opening card and reader
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GRAPH 4. 1 DISTANCE VS DETECTION RANGE
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Figure 4.1 Prototype modelling image

As in graph 4.1 the used RFID in our System works up to 12
mm from scanner. RFID-based smart lock systems offer many
benefits over traditional lock and key systems for securing
homes. They eliminate the need for physical keys, making it
easier and faster for users to enter their homes while also
reducing the risk of lost or stolen keys. These systems also allow
homeowners to grant and revoke access to specific users,
providing greater control over who can enter their homes.
Additionally, RFID-based systems can track and log all access
attempts, giving homeowners detailed records of who has
entered their home and when. One of the key advantages of
RFID-based smart lock systems is the integration of mobile
applications and Num. key lock for 3 step verification. Mobile
applications can also allow users to remotely grant or revoke
access, even when they are not physically present at the lock's
location. It is important to note that not all RFID-based smart
lock systems are created equal. Homeowners should carefully
consider the features of each system and select the one that best
fits their individual needs. Some systems may have more
advanced features, such as voice control or integration with
smart home devices, while others may have a simpler, more
straightforward design. In conclusion, RFID-based smart lock

IJRITCC | July 2023, Available @ http://www.ijritcc.org

systems provide an effective solution for enhancing home
security. They offer convenience, enhanced security features
such as access control and tracking, and the integration of mobile
applications for two-step verification. As technology continues
to evolve, it is likely that RFID-based smart lock systems will
continue to be a popular choice for homeowners who seek a
better way to secure their homes.
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