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Abstract—Cyber resilience refers to an organization's ability to maintain its essential functions, services despite cyber-attacks and swiftly
recover from any disruptions. It involves proactive measures like gathering threat intelligence and managing risks, as well as reactive measures
such as incident response planning, data backup and recovery. To achieve cyber resilience, organizations must implement robust cyber security
measures, regularly update their incident response plans, and educate employees on safe online practices. Furthermore, having a comprehensive
backup and recovery strategy in place is crucial to swiftly restore critical systems and data in the event of an attack. Overall, the proposed
framework emphasizes cyber resilience as a continuous and proactive approach for managing cyber security risks and safeguarding against the

growing threat of cyber-attacks.
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I. INTRODUCTION

In recent years, the importance of organizational resilience
has become increasingly important to businesses. To remain
competitive in the marketplace while ensuring economic,
environmental, and social sustainability, organizations must
prioritize survival and sustainability. Today, it is no longer
enough for companies to focus only on profitability and
competitiveness; this must also prioritize sustainability and
consider the impact of their operations on the environment and
society. To achieve this, companies need to develop systems and
strategies which improve their organization's resilience, so they
can adapt to changing conditions, overcome challenges and
remain sustainable in the long term. A recent survey found that
most  respondents  (67.2%) have confidence in their
organization's ability to respond to a cyber incident within one
hour, indicating effective response and detection times.
However, the survey also found that 40.4% of organizations
have suffered financial losses of more than € 10,000 due to cyber
incidents. It is important to consider not only the direct financial
costs of cyber attacks, but also the indirect costs, such as the loss
of customers and the investment required to improve
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organizational cyber security. Although the financial impact of
cyber attacks is not an immediate existential threat, it can have
significant long-term  consequences for a company's
sustainability and resilience [1].

In today's interconnected digital world, the increasing
dependence on technology has brought about unprecedented
opportunities and challenges. With the growing reliance on
cyberspace for communication, commerce, and critical
infrastructure, organizations are increasingly vulnerable to cyber
threats that can disrupt operations, compromise sensitive
information, and damage reputation. Cyber resilience has
emerged as a critical concept for organizations to effectively
manage and respond to cyber threats, ensuring their ability to
withstand, adapt to, and recover from cyber incidents.

Cyber resilience refers to an organization's ability to
anticipate, prepare for, respond to, and recover from cyber
threats in a proactive and effective manner. It involves a
comprehensive approach that integrates people, processes, and
technology to minimize the impact of cyber incidents, maintain
essential services, and protect critical assets. Cyber resilience
goes beyond traditional cyber security measures, which focus
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primarily on preventing and detecting cyber threats. Instead, it
recognizes that cyber incidents are inevitable and aims to enable
organizations to continue operating in the face of cyber
disruptions, quickly recover from incidents, and continuously
improve their cyber security posture. Cyber resilience is the
ability of an organization to prepare for, withstand, respond to,
and recover from cyber-attacks or other security incidents. It
refers to an organization's ability to continue operating
effectively despite cyber threats and wvulnerabilities. Cyber
resilience involves a combination of cyber security measures,
risk management practices and business continuity planning. It
encompasses a range of activities, including vulnerability
assessments, threat detection, incident response planning, and
disaster recovery [2] [32-36].

In today's digital world, cyber attacks have become more
frequent, more sophisticated, and more damaging. Organizations
of all sizes and industries are at risk of cyber attacks that can lead
to financial loss, reputational damage, legal liability, and even
business shutdowns [3]. Cyber resilience is critical to ensuring
that organizations can continue to function in the face of these
threats. A resilient organization takes a proactive approach to
cyber security by taking steps to prevent cyber attacks, detect
them early, respond quickly and effectively, and recover as
quickly as possible. This requires a comprehensive cyber
security strategy that incorporates the latest technologies, best
practices, and policies [4].

Digital capabilities refer to an organization's ability to
leverage digital assets and resources, as well as digital networks,
to seize various innovation opportunities and improve products,
services, and processes. These capabilities are important for
achieving a sustainable competitive advantage by driving
organizational learning, adding value to customers, and
effectively managing innovation [5]. By developing and
improving their digital capabilities, companies can remain
competitive in the fast-paced and ever-evolving digital
landscape to achieve long-term success and growth [31].

To my knowledge, there are few studies that address cyber
resilience to protect the industry. This study attempts to fill this
gap by examining how to protect the asset in the context of cyber
resilience. The study conducts a thorough analysis of the existing
literature on approaches and models for cyber resilience and
digital capabilities and their interactions. The authors then draw
on recent contributions to cyber resilience management [6] and
digitization capabilities [7] to formulate a conceptual framework
that outlines the specific digitization capabilities that help
promote cyber resilience and the stages at which they are
relevant. By providing a comprehensive understanding of the
relationship between digitization capabilities and cyber
resilience, this study aims to help organizations improve their
ability to respond to cyber threats and increase their overall
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resilience in the digital age. A cyber resilience framework is a
structured approach to managing and responding to cyber threats
and incidents in a manner that minimizes the impact of such
events on an organization. Such a framework typically includes
a set of policies, procedures, and technologies that work together
to ensure that an organization can withstand and recover from
cyber-attacks. Figure 1 shows the key elements of the cyber
resilience framework process for protecting industry and
corporate assets.

Although cyber resilience assessment frameworks can be
valuable tools for organizations seeking to improve their
resilience to cyber-attacks, these frameworks also have some
limitations. A key limitation is that they do not always capture
the full complexity of cyber threats and the broader context in
which cyber-attacks occur. Some frameworks focus too much on
the technical aspects of cyber security without considering the
organizational and cultural factors that can impact resilience. In
addition, many frameworks are designed for specific types of
organizations or industries, which may limit their applicability
in other contexts.

Risk
assessiment

Continual Incident

improvement response plan
Cyber-
resilience

Regular
training and
awareness

Cybersecurity
governance

Figure 1. Key elements of the cyber-resilience framework.

Another limitation is that implementing cyber resilience
assessment frameworks can be time and resource consuming.
Organizations may need to invest significant time and effort in
collecting and analyzing data to assess their cyber resilience,
which may be a barrier to adoption for some organizations.
Finally, cyber resilience assessment frameworks do not always
provide clear guidance on how to address identified
vulnerabilities and improve resilience. While these frameworks
can help organizations identify areas for improvement, they may
not provide specific recommendations or solutions for
addressing these issues. Overall, while cyber resilience
assessment frameworks can be useful tools, they should be used
in conjunction with other approaches to cyber resilience to
ensure a comprehensive and effective strategy [8] [29].
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Cyber security threats and attacks have become increasingly
common in recent years, especially with the widespread
adoption of the Internet of Things (10T)[30]. As IoT devices
become more prevalent, they also become more vulnerable to
attack due to their limited security capabilities and susceptibility
to hacking. To combat these threats, there is a growing need for
a comprehensive cyber resilience framework that addresses the
unique challenges of 10T devices [9] [23]. Such a framework
should not only be able to prevent attacks, but also detect and
respond to them quickly to minimize their impact. In this
context, the development of a robust cyber resilience framework
for 10T devices has become an important area of cyber security
research.

Table 1 provides a comparison of various cyber resilience
methods based on their ability to mitigate different types of
cyber attacks. The methods listed include Intrusion Detection
and Prevention Systems (IDPS), firewalls, Security Information
and Event Management (SIEM), data encryption, access control,
backup and recovery. The table presents different types of
attacks, such as phishing, malware, Denial of Service (DoS),
ransomware, and rates the effectiveness of each method in
mitigating the attack. The rating is on a scale of 1 to 5, with 1
representing low effectiveness and 5 representing high
effectiveness. The table is intended to provide quick guidance to
organizations in selecting the most appropriate cyber resilience
method, depending on the type of attack they are trying to
mitigate.

This paper is organized into six sections. The first section
serves as an introduction, setting the context and purpose of the
study. Section 2 provides a summary of existing approaches and
models for cyber resilience that helps provide a framework for
the analysis that follows. Section 3 describes the research
methodology used in the proposed framework. Section 4
discusses the results and discussion. Finally, Section 5 presents
the conclusions.

TABLE I. COMPARISON TABLE FOR CYBER-RESILIENCE METHODS WITH

ATTACK EXAMPLES
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Regular Backups

Regularly backing up
critical data and
systems to prevent
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Ransomware attack
that encrypts data and
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I. LITERATURE SURVEY

In recent years, there have been many efforts to develop
frameworks to help organizations improve their cyber resilience.
One such framework is the Cyber Resiliency Engineering
Framework proposed by MITER in a technical report [10]. This
framework outlines four goals for cyber resilience: anticipate,
resist, recover, and evolve. These goals focus on preparing for
and responding to adverse events, with the evolve goal
emphasizing the need for organizations to adapt and change their
missions, business functions, and cyber capabilities to minimize
the impact of actual or predicted adversary attacks. The
framework also includes specific objectives and practices to
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support each of these goals and provides organizations with a
structured approach to improving their cyber resilience.

The author has developed a framework for a socio technical
approach to cyber resilience that considers both the technical
aspects of cyber security and the social and organizational
factors that impact an organization's ability to withstand and
recover from cyber attacks. The report analyzes 16 frameworks
identified through a literature review and provides a summary of
their key features and characteristics. It also discusses the
strengths and limitations of the frameworks and identifies
potential areas for future research [11].

The author [12] developed a model called Strategic and
Tactical Resiliency Against Threats to Ubiquitous Systems
(STRATUS) that provides a comprehensive approach to cyber
resilience. This model takes an ontological perspective and
considers various factors such as vulnerability and reliability of
hardware and software resources. It also considers the physical
and network proximity of these resources, which can affect their
level of vulnerability. STRATUS provides both strategic and
tactical guidance for organizations to improve their cyber
resilience against various threats that can affect pervasive
systems.

Linkov et al [13] proposed a resilience matrix framework
consisting of four phases: plan/prepare, absorb, recover, and
adapt, each associated with the four domains of network-centric
operations doctrine: physical, informational, cognitive, and
social [14]. The overlap of these phases and domains leads to
resilience metrics that were further refined in a follow-up study
by [15]. In the latter study, the metrics were combined with
quantitative and qualitative measures from the literature to
provide a more detailed and comprehensive approach to
assessing resilience.

In recent years, there has been an increased focus on
incorporating the dynamic nature of cyber threats into models of
cyber resilience, highlighting the importance of preparation and
recovery phases for both known and unknown threats. The
framework proposed by [16] is one such model that recognizes
the need to move beyond risk assessment and create systems that
are more resilient to dynamic threats. In this context, an
organization's ability to understand and learn from its
environment becomes critical to building specific capabilities to
effectively manage both  opportunities and threats.
Consequently, cyber resilience must be built considering the
characteristics of dynamic capabilities, which includes fostering
both reactive and proactive capacities.

Di Mase et al [17], in their work on the Cyber-Physical
Systems Security (CPSS) framework, propose ten areas required
for a thorough analysis of the "health" of cyber security systems.
These areas include data and information security, ensuring
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information sharing and reporting, physical security, physical
access control, anti-counterfeiting measures, forensic and
prognostic analysis, and recovery plans. Similarly, the model
proposed by [18] considers the quality and integrity of data, the
importance of physical and virtual control, and the need to
ensure continuity through security. The work focuses on the
cyber resilience of critical cyber infrastructures, particularly the
electric power ecosystem. Another author proposes the use of
digital twins to integrate cyber resilience into the design and
operation of critical infrastructure systems. The authors argue
that digital twins can provide a virtual representation of physical
systems that can be used to simulate and assess the impact of
cyber-attacks and to test and validate cyber resilience strategies
[19].

A new approach to cyber security, as outlined in reference
[20], advocates a two-way strategy that combines various
techniques such as the balanced scorecard and a multi-level
approach. This is done within the framework of a 7P stage model
that focuses on patience, persistence, perseverance, pro-activity,
foresight, prevention, and pre-emptive action to improve
resilience to cyber attacks. Nevertheless, measuring the
effectiveness of cyber resilience is still in its early stages, as
mentioned in reference [21]. Decision making regarding the
recovery and adaptation of cyber systems in response to threats
requires a better understanding of the various measurements and
lessons learned. In addition, reference [22] has contributed to the
discussion by examining the extent to which cyber-physical
systems contribute to the overall resilience of socio technical
systems.

In a review, Hausken et al [24] and Pavéo et al [28] focus on
cyber-resilience in companies, organizations, and societies. The
authors distinguish between actors that do not pose a threat and
actors that do, and emphasize the importance of resources, skills,
technologies, and tools for achieving cyber resilience. They
emphasize the impact of actors' decisions on the cyber resilience
of all actors, including themselves. The article also discusses the
relationship between cyber resilience and cyber insurance, with
access requirements and preconditions for cyber contracts,
incident response, data collection, and coverage limitations. In
addition, the authors discuss the challenges of the Internet of
Things (loT) and its potential impact on cyber resilience. They
note that while the l1oT can simplify life through artificial
intelligence and machine learning, it also poses risks due to a
large attack surface, inadequate technology, ethical issues, and
potentially high reliance on computers and software.

The author Galiardi et al [29] discusses the importance of
cyber resilience analysis in Supervisory Control and Data
Acquisition (SCADA) systems of nuclear power plants. The
authors emphasize the growing threat of cyber-attacks to these
critical infrastructures and the need for a comprehensive cyber-
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resilience framework to mitigate these risks. The paper presents
a case study of a nuclear power plant and analyzes the cyber
resilience of the SCADA system to various cyber threats,
including malware, social engineering attacks, and insider
threats. The authors also discuss the challenges of implementing
a cyber resilience framework in the context of nuclear power
plants and propose recommendations to improve the cyber
resilience of SCADA systems.

I11. PROPOSED METHODLOGY

This section discusses two important concepts related to
cyber resilience: the Cyber Resilience Assessment Tool (CRAT)
and the Comprehensive Cyber Resilience Framework for
Organizational assets.

A Resilience in the Enterprise Industry

Cyber resilience in the enterprise industry refers to an
organization's ability to withstand and recover from cyber-
attacks while maintaining the confidentiality, integrity, and
availability of its critical information assets. In today's digital
age, where cyber-attacks are becoming more sophisticated and
frequent, cyber resilience has become a critical aspect of
enterprise risk management. Organizations face several
challenges in achieving cyber resilience. These challenges
include rapidly evolving cyber threats, complex |IT
environments, and a shortage of skilled cybersecurity
professionals, limited budgets, and regulatory compliance. To
overcome these challenges, organizations must take a proactive
and holistic approach to cybersecurity that encompasses people,
processes and technology. Achieving cyber resilience involves
several steps that can help organizations protect their critical
assets from cyber threats. Figure 2 shows the steps that can help
achieve cyber resilience.

Identify critical assets Risk Assessment Security Controls Training and

;];1 — Bl = = ﬂ;%

Continual

Testing and Validation l

|.npm3§ o y [0;—:7,,,&.,;:. Response
@ — E@ — - anoing

Figure 2. Achieving cyber resilience to protect their critical assets against
cyber threats.

B. Cyber-Resilience Assessment Tool (CRAT)

The CRAT is a framework designed to help organizations assess
their cyber resilience capabilities. It consists of a series of
assessment questions divided into seven categories:
Governance, Risk Management, Threat Assessment,
Vulnerability Management, Incident Management, Business
Continuity, and Crisis Management. The assessment tool, shown
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in Figure 3, is designed to help organizations identify gaps in
their cyber resilience and develop a plan to improve their
capabilities. The assessment process involves gathering
information from multiple sources, including interviews with
key stakeholders, review of policies and procedures, and
analysis of technical controls [26]. The results are used to
develop a cyber resilience roadmap that prioritizes areas for
improvement and outlines specific actions to be taken.

C. Cyber - Resilience framework

Cyber resilience is important because it enables
organizations to maintain their critical operations and services in
the face of cyber threats and attacks. This is not just about
preventing cyber attacks, but also about ability to detect,
responds to, and recover from them quickly and effectively.
Given the increasing number and sophistication of cyber threats,
it has become imperative for organizations to prioritize cyber
resilience as a key component of their overall security strategy
[27]. Strong cyber resilience can help organizations to minimize
the impact of cyber-attacks, reduce downtime and financial
losses, and protect their reputation and brand image. It can also
help build customer confidence in the company's ability to
protect their sensitive data and information.

The framework, which uses Identity and Access
Management (IAM) and Incident Response (IR), is proposed to
protect the company's data. IAM tools manage user access and
authentication to ensure that only authorized users have access
to critical systems and data. IR Tools help manage and respond
to security incidents. These provide a systematic approach to
incident response and minimize the impact of the incident.

Using the €
monitor all

Figure 3. Framework of the proposed architecture for protecting the cyber
attacks on the organisation.

D. Cyber - Resilience framework

Cyber resilience is important because it enables
organizations to maintain their critical operations and services in
the face of cyber threats and attacks. This is not just about
preventing cyber attacks, but also about ability to detect,
responds to, and recover from them quickly and effectively.
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Given the increasing number and sophistication of cyber threats,
it has become imperative for organizations to prioritize cyber
resilience as a key component of their overall security strategy
[27]. Strong cyber resilience can help organizations to minimize
the impact of cyber-attacks, reduce downtime and financial
losses, and protect their reputation and brand image. It can also
help build customer confidence in the company's ability to
protect their sensitive data and information.

The framework, which uses Identity and Access
Management (IAM) and Incident Response (IR), is proposed to
protect the company's data. IAM tools manage user access and
authentication to ensure that only authorized users have access
to critical systems and data. IR Tools help manage and respond
to security incidents. These provide a systematic approach to
incident response and minimize the impact of the incident.

E. Identity and Access Management (1IAM)

IAM is a security framework that provides technologies and
processes to manage digital identities and their access to
resources. In other words, it is a set of tools, policies and
technologies that help organizations ensure that the right people
have the right access to the right resources at the right time. |AM
solutions are designed to provide a secure and scalable approach
to managing access to applications, systems, and data [28].

IAM typically includes four main functions: Identification,
Authentication, Authorization, and Accountability.
Identification refers to the process of identifying users and their
digital identities, which may include usernames, email
addresses, and other unique identifiers. Authentication involves
verifying that the user is who they say they are. Authorization
involves determining which resources the user is allowed to
access and what actions the user can perform on those resources.
Accountability refers to the ability to track and audit user activity
to ensure compliance with policies and regulations.

IAM is critical for organizations that need to manage access
to sensitive data and systems, and is becoming increasingly
important as more applications are moved to the cloud and users
access resources from multiple devices and locations. With IAM
solutions, organizations can ensure that only authorized users
have access to critical resources, reduce the risk of data breaches
and cyber attacks, and simplify regulatory compliance.

F. Incident Response (IR)

IR is a process of identifying, analyzing, and managing
security incidents or cyber-attacks to minimize their impact on
an organization's operations, reputation, and sensitive data. The
goal of IR plan is to respond quickly and efficiently to security
incidents by identifying the root cause of the incident, containing
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it, and mitigating its impact. IR involves a coordinated and
collaborative effort between IT teams, security personnel, legal
teams, and other relevant stakeholders. An effective IR plan
includes a set of documented procedures and policies for
handling security incidents, as well as regular training and
testing to ensure the plan is current and effective.

TABLE II. COMPARISON TABLE FOR CYBER-RESILIENCE METHODS WITH
ATTACK EXAMPLES

Cyber Resiliency Cyber Resiliency Implementation
Techniques Approaches
Network segmentation Network Access Control (NAC)
Redundancy Incident Response (IR)
Backup and recovery Identity and Access Management (IAM)
Disaster recovery Security  Information and  Event
planning Management (SIEM)

Penetration testing Threat Intelligence
Security Orchestration, Automation and

Response (SOAR)

Security automation

Intrusion detection and
prevention systems
Encryption

Cloud Security

Virtualization Security

Table 2 shows that there are several techniques and
implementation approaches for cyber resilience. The most
common techniques include vulnerability —assessment,
penetration testing, incident response planning, and disaster
recovery planning. Implementation approaches can be divided
into three main areas: physical, technical, and organizational.

Physical Approach: The physical approach involves
implementing measures to protect the physical infrastructure and
assets that support an organization's IT systems. This includes
securing data centres, server rooms, and network infrastructure
from physical threats, such as unauthorized access, theft, natural
disasters, or power outages. Physical security measures may
include installing surveillance cameras, access controls, backup
power supplies, fire suppression systems, and environmental
controls like temperature and humidity monitoring.

Technical Approach: The technical approach focuses on
implementing cyber security controls and technologies to protect
the organization's IT systems and data from cyber threats. This
includes deploying robust firewalls, intrusion detection and
prevention systems, antivirus software, encryption mechanisms,
secure network protocols, and secure coding practices.
Additionally, implementing regular vulnerability assessments,
penetration testing, and security monitoring helps identify and
address any vulnerabilities or incidents promptly.

Organizational Approach: The organizational approach involves
establishing processes, policies, and practices within the
organization to promote a culture of cyber security and ensure
effective cyber resiliency. This includes defining roles and
responsibilities for cyber security, conducting employee training
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and awareness programs, implementing incident response plans,
and establishing governance frameworks. Creating a strong
cyber security culture where employees are vigilant, informed,
and proactive about security measures is crucial for enhancing
cyber resiliency.

IV. RESULTS AND DISCUSSION

As cyber threats become more complex and sophisticated,
cyber resilience has become a critical concept for organizations
and societies to prepare for and withstand cyber incidents. The
discussion of cyber resilience has evolved from a purely
technical perspective to a more comprehensive approach that
incorporates organizational, operational, and social aspects. In
recent years, several frameworks, models, and techniques have
been proposed to help organizations in order to improve their
cyber resilience. These include risk assessment methodologies,
incident response plans, network access control, IAM and
others.

Implementing these techniques and approaches to improve
cyber resilience requires careful planning, resource allocation,
and continuous improvement. Integrating these techniques into
an organization's overall cyber security strategy can help
increasing its resilience to cyber threats. However, it is important
to note that cyber resilience is not a one-time solution or a fixed
state. Cyber threats are constantly evolving, and organizations
must continually adapt and update their cyber resilience
strategies to remain effective. Furthermore, cyber resilience is
not the sole responsibility of IT or cyber security experts, but
requires a collaborative effort from all stakeholders within an
organization, including management, employees and partners.

A Metrics for Cyber resilience

Cyber resilience metrics are measures that can be used to
assess the level of cyber resilience of an organization or system.
These metrics can be used to assess the effectiveness of cyber
resilience strategies, identify potential vulnerabilities, and
prioritize improvements. Some common metrics for cyber
resilience are:

Mean Time to Detection (MTTD): This metric measures the
average time it takes to detect a cyber security incident.

Mean Time to Response (MTTR): This metric measures the
average time it takes to respond to a cyber security incident once
it has been detected.

Recovery Time Objective (RTO): This metric measures the
time required to restore normal operations after a cyber security
incident.

Recovery Point Objective (RPO): This metric measures the
amount of data that can be lost in a cyber security incident before
it significantly impacts the business.
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Risk Exposure Factor (REF): This metric measures the
potential impact of a cyber security incident on the business,
taking into account the likelihood of occurrence and the severity
of the impact.

Vulnerability Density (VD): This metric measures the
number of vulnerabilities present in a system or organization
relative to its size or complexity.

Compliance assessment: This metric measures the extent to
which an organization complies with relevant cyber security
regulations and standards.

User Awareness: This metric measures the level of cyber
security awareness among employees and other stakeholders in
the organization.

Threat Data Coverage: This metric measures the extent to
which the organization can identify and respond to emerging
cyber security threats.

Incident response effectiveness: This metric measures the
effectiveness of the organization's incident response plan and
procedures in mitigating cyber security incidents.

In the context of cyber resilience, resilience metrics are used
to measure a system's ability to withstand and recover from
cyber-attacks. Table 3 lists some of the key characteristics of
resilience metrics in the context of cyber resilience: By
incorporating these characteristics into resilience metrics, cyber
resiliency practitioners can more effectively measure and
improve the cyber resilience of their systems.

TABLE III. KEY CHARACTERISTICS OF RESILIENCE METRICS IN THE

CYBER RESILIENCY CONTEXT

Metrics -
S.No. Characteristics Context of cyber resiliency

Resilience metrics should be
measurable and quantifiable, so
that they can be used to assess the
level of cyber resilience of a
system.

Resilience metrics should be
sensitive to changes in the system
and its environment, so that they
can be used to detect potential
vulnerabilities and threats.
Resilience metrics should be
relevant to the specific system
being assessed and its associated
risks and threats.

Resilience metrics should be
adaptable to changes in the system
and its environment, so that they
can be used to assess cyber
resilience over time.

Resilience metrics should be
transparent and easily understood
by stakeholders, so that they can

1 Quantifiability

2. Sensitivity

3. Relevance

4, Adaptability

5. Transparency

92


http://www.ijritcc.org/

International Journal on Recent and Innovation Trends in Computing and Communication

ISSN: 2321-8169 Volume: 11 Issue: 8s
DOI: https://doi.org/10.17762/ijritcc.v11i8s.7178

Article Received: 22 April 2023 Revised: 10 June 2023 Accepted: 25 June 2023

be used to inform decision-
making.

Resilience metrics should be
consistent across different systems
and contexts, so that they can be
used to compare the cyber
resilience of different systems.
Resilience metrics should cover all
relevant  aspects of  cyber
resilience, including prevention,
detection, response, and recovery.

6. Consistency

7. Comprehensiveness

B. Best Practices for Cyber Resilience

In addition to the above strategies, organizations can adopt
the following best practices to enhance their cyber resilience:

Proactive Threat Intelligence (PTI): Organizations should
actively monitor the threat landscape and stay updated on
emerging cyber threats, vulnerabilities, and attack techniques.
This includes subscribing to threat intelligence services,
participating in information

Strategic Inferences and Best Practices for PTI

Strategies for Building Cyber Resilience: Building cyber
resilience requires a multi-faceted approach that encompasses
various strategies and best practices. Here are some key
strategies that organizations can adopt to enhance their cyber
resilience:

. Risk Management: Organizations should adopt a risk-
based approach to identify, assess, and prioritize cyber
risks. This involves conducting regular risk assessments,
establishing  risk  management  frameworks, and
implementing risk mitigation measures based on the
severity and likelihood of cyber threats. Risk management
should be an ongoing process that involves continuous
monitoring and reassessment of risks as the threat
landscape evolves.

. Incident Response Planning: Organizations should develop
comprehensive incident response plans that outline the
roles, responsibilities, and procedures to be followed in the
event of a cyber incident. Incident response plans should
cover all stages of incident handling, including detection,
containment, eradication, and recovery. Regularly testing
and updating incident response plans is crucial to ensure
their effectiveness in real-world scenarios.

. Employee Awareness and Training: Employees are often
the weakest link in an organization's cyber security posture.
Organizations should invest in employee awareness and
training programs to educate their workforce about cyber
threats, best practices for cyber security, and the
importance of reporting suspicious activities. Employees
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should be trained on how to detect and respond to potential
cyber incidents, such as phishing attacks, social
engineering, and malware infections.

. Cyber Hygiene: Implementing basic cyber security
hygiene practices is fundamental to building cyber
resilience. This includes regularly patching and updating
software and systems, using strong and unique passwords,
encrypting sensitive data, and implementing multi-factor
authentication. Organizations should also restrict access to
critical systems and data to only authorized personnel and
regularly review and update access privileges.

. Business Continuity Planning: Organizations should
develop business continuity plans that outline the steps to
be taken to maintain essential operations and services
during and after a cyber incident. Business continuity plans
should include backup and recovery procedures,
alternative communication channels, and contingency
arrangements. Regular testing and updating of business
continuity plans are essential to ensure their effectiveness
in the face of cyber disruptions.

»  Cyber security Governance: Effective cyber security
governance is critical to building cyber resilience.
Organizations should establish clear lines of accountability
and responsibility for cyber security, and ensure that cyber
security  policies, procedures, and controls are
implemented and enforced consistently across the
organization. Regular cyber security audits and
assessments should be conducted to identify and address
any gaps or vulnerabilities.

V. EXPERIMENTAL SETUP

The experimental setup includes several steps to create a
controlled AWS environment that mimics a real-world
organization's production environment. First, an AWS account
is set up, and a Virtual Private Cloud (VPC) is created with
private and public subnets. Network ACLs and security groups
are configured to ensure secure communication between subnets
and control access to resources. EC2 instances are deployed to
host a Security Information and Event Management (SIEM)
solution, Big data framework and OpenSearch. The big data
framework “Apache Spark”, is utilized to collect, process, and
analyze large volumes of log data and other security-related data
generated by the experimental environment. The SIEM solution
is configured to collect and analyze logs from CloudTrail,
CloudWatch, EC2 instances, and other security tools and
applications used in the organization. Security rules and policies
are set up within the SIEM solution to detect potential security
incidents based on abnormal login attempts, suspicious network
traffic, and unusual file access patterns. The SIEM solution is
integrated with AWS SNS or other notification mechanisms to
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receive real-time alerts and notifications for detected security
incidents, and escalation procedures and response workflows are
defined for different types of incidents.

OpenSearch, an open-source search and analytics engine, is
deployed to enable indexing and searching of logs and other
security-related data collected by the SIEM solution. The
OpenSearch cluster is configured with appropriate security
settings, such as SSL/TLS encryption, authentication, and
authorization. Data mappings and indices are defined within
OpenSearch to efficiently store and retrieve logs and other
security-related data, and OpenSearch's search and query
capabilities are used to perform advanced analytics, such as
anomaly detection, pattern recognition, and correlation analysis.
Automated data retention and deletion policies are set up within
OpenSearch to manage the storage of logs and other security-
related data, and built-in monitoring and logging features are
used to monitor the health and performance of the OpenSearch
cluster.

Simulated cyber threats are generated in the experimental
setup to create realistic scenarios for testing the effectiveness of
the cyber resilience measures. Various types of simulated cyber
threats, such as malware infections, phishing attacks, and
unauthorized access attempts, are generated using predefined
scripts or tools, and injected into the experimental environment.
The SIEM solution, configured with the defined security rules
and policies, continuously monitors the logs and other security
related data collected from various sources for detecting the
simulated cyber threats. When a potential security incident is
detected, the SIEM solution generates an alert and triggers the
defined response workflow, which may include automated
actions, such as blocking the IP address, disabling the
compromised user account, or isolating the affected system, as
well as manual actions, such as investigation, analysis, and
mitigation by security analysts or incident response teams.

The effectiveness of the experimental setup and the cyber
resilience measures is evaluated based on several Key
Performance Indicators (KPIs). Detection accuracy, measured as
the percentage of simulated cyber threats detected correctly by
the SIEM solution, is a critical KPI to assess the effectiveness of
the security rules and policies configured within the SIEM
solution. Response time, measured as the time taken from the
detection of a simulated cyber threat to the initiation of the
defined response workflow, is another important KPI to evaluate
the efficiency of the incident response process. Figure 4, Figure
5, Figure 6, and Figure 7 shows the health statistics during attack
condition. From the Figures it is clear that the proposed
framework works fine during the attack with which is actually
needed.
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Figure 4. Processor Load in a 12GB machine

Figure 5. SSD load with rwxr-xr—permission in a 12GB machine

Figure 7. Network Traffic in secondary interface

Overall performance, measured as the combination of
detection accuracy and response time, provides a holistic view
of the effectiveness of the cyber resilience measures in
identifying and responding to simulated cyber threats.

The experimental results show that the implemented cyber
resilience measures in the AWS Cloud environment are effective
in detecting and responding to simulated cyber threats. The
SIEM solution, configured with the defined security rules and
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policies, successfully detected 95% of the simulated cyber
threats with an average response time of less than 5 minutes. The
response workflow, including automated and manual actions,
effectively mitigated the detected security incidents and
prevented further damage. The OpenSearch cluster efficiently
indexed and searched the logs and other security-related data,
enabling quick and accurate analysis of the detected security
incidents. The experimental setup was able to provide real-time
alerts and natifications, allowing security analysts and incident
response teams to take prompt actions to mitigate the simulated
cyber threats and minimize the potential impact on the
organization's IT infrastructure and data.

VI. CONCLUSION AND FUTURE WORK

As cyber threats continue to evolve, organizations must
focus on developing and implementing effective cyber resilience
strategies to mitigate potential damage. A robust cyber resilience
framework can help organizations prepare for, respond to, and
recover from cyber-attacks to ensure business continuity and
reduce the impact of cyber incidents. The framework should be
designed to identify potential risks, assess their impact, and
provide a set of appropriate countermeasures to prevent, detect,
and respond to cyber threats. Cyber resilience metrics play a
critical role in measuring the effectiveness of the framework and
improving its performance over time. It is important to
continuously monitor and evaluate the framework and make
necessary adjustments to ensure it remains relevant and effective
in the face of an ever-changing cyber threat landscape.
Ultimately, the success of a cyber resilience framework depends
on the organization's commitment to implement and maintain it
over the long term. As technology and cyber threats evolve, the
field of cyber resilience will continue to expand and change. In
the future, the integration of artificial intelligence and machine
learning into cyber resilience techniques will increase their
effectiveness. The experimental results demonstrate that the
implemented cyber resilience measures are effective in detecting
and responding to simulated cyber threats, and the experimental
setup provides a robust and scalable approach for evaluating the
effectiveness of cyber resilience measures in an AWS Cloud
environment. The findings and insights obtained from the
experiments can be used to optimize the experimental setup and
refine the cyber resilience measures to further enhance the
security posture of organizations hosting critical applications
and data in the AWS Cloud environment. Further, the distributed
processing capabilities of the big data framework allowed for
parallel processing of data, leading to faster processing times and
reduced latency in detecting potential security incidents.
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