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Abstract

In this work, we investigate concurrent knowledge-extraction (CKE) and concurrent non-malleability
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tical implementations. Here, CKE is a new concurrent verifier security that is strictly stronger than
concurrent soundness in public-key model.

We investigate, driven by concrete attacks, and clarify the subtleties in formulating CNM in the
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0 Preface

This document records the evolution of the work originally appeared in the archive on 1 January 2004.
With the current developments, the current title actually does not well reflect the contents of this work.
A title, like “Concurrent Knowledge Extraction and Concurrent Non-Malleability in the Public-Key
Model”, may be more appropriate. We choose to use the old title to be compatible with previous
references.

This work originally appears in the archive on 1st January 2004, and has underwent several main
updates. Sections 4-5 have already appeared on the version of 19 January 2004, Section-6 appears since
7 June 2004, Section 7-9 appears since 19 August 2006. Sections 10 and 11 appears since 26 September
2006. Section 12 appears since 5 October 2006. Section 13 appears since 7 March 2007. We have chosen
to update the work in an accumulating way such that each update remains previous contents intact.
This makes the work appearing ugly, but can show a clear historical update records. For doubts about
the historical update records, please request the archive editors for revealing past update records.

We note that the early versions of this work turn out to be flawed. Actually, as we shall see, the issues
of concurrent knowledge extraction and concurrent non-malleability in public-key model are far more
complex and subtle than one first glance. But, we remark that the early versions indeed contain some
nice ideas and has triggered a number of subsequent works. To our knowledge, the early versions are
also the first public attempt for achieving concurrent verifier security and concurrent non-malleability
for interactive protocols in the public-key model under standard assumptions.

We are full of gratitude to Di Crescenzo, Persiano and Visconti for many helpful discussions on
early versions of this work. The variant of FSZK in the public-key model is originally proposed by
Lindell in January 2004, and we are indebted to his valuable suggestions. We thank Pass and Rosen for
their kind clarifications on their works. We thank Yung for numerous valuable discussions, constructive
suggestions, and morale supports. We are grateful to A. C. Yao, Frances Yao, Xiaoyun Wang and Binyu
Zang for valuable discussions and the highly precious supports that are critical for my research career.
We also thank Robert H. Deng, Xiaotie Deng, Yi Deng, C. H. Lee, Wenbo Mao, Hong Zhu, and my
students for many discussions, helps and supports.



1 Introduction

The notion of zero-knowledge (ZK) was introduced in the seminal paper of Goldwasser, Micali and
Rackoff [51] to illustrate situations where a prover reveals nothing other than the verity of a given
statement to an even malicious verifier. Since their introduction, zero-knowledge proofs have proven
to be very useful as a building block in the construction of cryptographic protocols, especially after
Goldreich, Micali and Wigderson [50] have shown that all languages in NP admit zero-knowledge
proofs. By now, zero-knowledge has played a central role in the field of cryptography and is the
accepted methodology to define and prove security of various cryptographic tasks.

Coin-tossing is one of the first and more fundamental protocol problem in the literature [12]. In its
simplest form, the task calls for two mutually distrustful parties to generate a common random string [9].
Recent research efforts have intensively investigated efficient coin-tossing in more complicated settings.
For example, in the secure two-party computation setting, constant-round secure coin-tossing (and
accordingly, constant-round secure two-party computation by combining the results of [75, 49]) is firstly
achieved by Lindell [59]. In the “man-in-the-middle (MIM)” setting, constant-round non-malleable
coin-tossing protocol in the plain model (and accordingly, constant-round non-malleable zero-knowledge
arguments for NP and commitment schemes by combining the result of [25]) is firstly achieved by Barak
[2].

With the emergence and far and wide sweeping popularity of the Internet, much recent research
attention, initiated by Dwork, Naor and Sahai [36], has been paid to the security threats of cryptographic
protocols when they are executing concurrently in an asynchronous network setting like the Internet. In
this scenario, many concurrent executions of the same protocol take place in an asynchronous network
setting. All communication channels are assumed unauthenticated and controled by an adversary.
Honest players are assumed oblivious of each other’s existence, nor do they generally know the topology
of the network, and thus cannot coordinate their executions. However, a malicious adversary that
interacts with a number of players can schedule all the executions concurrently at its wish. There are
three security threats to be addressed for concurrent executions of a two-party cryptographic protocol
in unauthenticated and asynchronous network settings: concurrent non-malleability (channel security
threat), concurrent left-player security threat (e. g. concurrent zero-knowledge for a zero-knowledge
protocol) and concurrent right-player security threat (e. g. concurrent soundness for a zero-knowledge
protocol). We call a cryptographic protocol concurrently secure if it is immune against all the above
three kinds of security threats. In particular, concurrently secure coin-tossing protocols are named
concurrent coin-tossing in this work.

1.1 A historical view of related works
1.1.1 Related works on concurrent and resettable zero-knowledge

The study of security under concurrent composition is initiated by Dwork, Naor and Sahai in the context
of concurrent zero-knowledge [36]. Although non-constant-round black-box concurrent zero-knowledge
proofs for NP exist in the plain model under standard intractability assumptions [72, 56, 57, 71, 63],
but they cannot be constant-round in the black-box sense [14, 15]. Constant-round non-black-box
bounded concurrent zero-knowledge arguments and arguments of knowledge for NP are achieved in
[1, 5]. To achieve constant-round black-box concurrent zero-knowledge, several computatinal models
are introduced: the timing model [36, 46], the preprocessing model [33], the common reference string
model[19], and the bare public-key model [13].

The bare public-key (BPK) model is first introduced by Canetti, Goldreich, Goldwasser and Micali
[13] to achieve round-efficient resettable zero-knowledge (rZK) that is a generalization and strengthen-
ing of the notion of concurrent zero-knowledge. As pointed out by Micali and Reyzin [64], although



introduced with a specific application in mind, the BPK model applies to interactive systems in general,
regardless of their knowledge complexity. A protocol in BPK model simply assumes that all verifiers
have deposited a public key in a public file before any interaction takes place among the users. This
public file is accessible to all users at all times. Note that an adversary may deposit many (possibly in-
valid or fake) public keys in it, particularly, without even knowing corresponding secret keys or whether
such exist. That is, no trusted third party is assumed in the BPK model, the prover is not involved
in the preprocessing, and there is also no assumption on the asynchronousity of the communication
network. Consequently, the BPK model is considered a weaker setup assumption with respect to the
models proposed in [36, 46, 33, 19].

The BPK model is thus very simple, and it is in fact a weak version of the frequently used public-key
infrastructure (PKI) model, which underlies any public-key cryptosystem or digital signature scheme.
Despite its apparent simplicity, the BPK model is quite powerful. While ¢ZK and rZK protocols exist
both in the standard and in the BPK models [13], only in the latter case they can be constant-round,
at least in the black box sense. Various soundness notions of cryptographic protocols in public-key
models are noted and clarified by Micali and Reyzin [64]. In public-key models, a verifier V' has a
secret key SK, corresponding to its public-key PK. A malicious prover P* could potentially gain some
knowledge about SK from an interaction with the verifier. This gained knowledge might help him to
convince the verifier of a false theorem in another interaction. Micali and Reyzin showed that under
standard intractability assumptions there are four distinct meaningful notions of soundness, i.e., from
weaker to stronger one-time, sequential, concurrent and resettable soundness. In this paper we focus
on concurrent soundness which roughly means, for zero-knowledge protocols, that a malicious prover
P* can not convince the honest verifier V' of a false statement enen P* is allowed multiple interleaved
interactions with V. Micali and Reyzin [64] showed that the constant-round rZK argument in the BPK
model present in [13] and their improvement [64] enjoy sequential soundness while they conjecture that
both protocols do not satisfy concurrent soundness, thus they are not secure in an asynchronous setting
as the Internet. Three-round resettable zero-knowledge with concurrent soundness in some stronger
version of the BPK model can be found in [65, 83].

For arguments of knowledge, rZK (non-black-box) arguments of knowledge for NP is achieved by
Barak, Goldreich, Goldwasser and Lindell [4].

We remark that all the concurrent zero-knowledge protocols mentioned in this subsection are not
provably concurrent non-malleability. That is, these works do not explicitly deal with the concurrent
channel security .

1.1.2 Related works on non-malleability

Non-malleability in the “man-in-the-middle” setting is first studied by Dolve, Dwork and Naor in [34]
and there they also give firstly the CCA-2 non-malleable public-key cryptosystem, non-constant-round
(stand-alone) non-malleable zero-knowledge protocols for NP and non-constant-round (stand-alone)
non-malleable commitment schemes in the plain model under standard complexity assumptions. Their
results also imply a non-constant-round (stand-alone) non-malleable coin-tossing protocol in the plain
model. Constant-round (stand-alone) non-malleable coin-tossing protocol in the plain model is first
achieved by Barak by following the technique presented in [59] for constant-round secure coin-tossing
and using non-black-box simulation [1].

Non-malleability in the common reference string model has been extensively investigated recently.
Sahai introduced non-malleable NIZK in [73] where he shows how to construct NIZK which remains
non-malleable only as long as the number of proofs seen by any adversary is bounded. Unbounded
(concurrent) non-malleable NIZK for NP in the common reference string model is achieved by De
Santis et al. [25]. .



Non-interactive non-malleable commitment schemes in the common reference string model is achieved
by Di Crescenzo, Ishai, and Ostrovsky [31] assuming the existence of one-way functions. More efficient
constructions based on specific assumptions can be found in [32, 42]. The constructions from [31, 32, 42]
are proved secure according to a stand-alone non-malleability definition where the adversary sees one
commitment from the honest player and then tries to make its own (maliciously related) commitment.
Unbounded (concurrent) non-malleability of commitment schemes in the common reference string model
is achieved very recently by Damgard and Groth [21] where they named this notion of security reusabil-
1ty.

1.2 Our contributions

In this paper, we define concurrent coin-tossing and show how to implement it in constant rounds in
the bare public-key (BPK) model [13] under standard intractability assumptions. We stress that the
registered public-keys in the BPK model are not used in any way to achieve an authentication scheme,
even for concurrent non-malleability where players are assumed to be honest and so the public-keys
are well-formed. In comparison with the work of Barak [2], the work of [2] is the first constant-round
stand-alone non-malleable coin-tossing protocol in the plain model (without any trusted third party or
setup assumption). The work of [2] assumes subexponential hardness assumptions and runs in at least
10 rounds since the work of [1] uses ZK universal arguments and the known ZK universal arguments
runs in 10 rounds. emploies non-black-box and complexity leveraging techniques. Our work deals with
concurrently secure coin-tossing (that implies concurrently non-malleable coin-tossing) in the BPK
model. Our work does not assume any sub-exponential hardness assumption and runs in 8 rounds. and
also does not employ non-black-box and complexity leveraging techniques in the security proofs.

A critical tool for achieving concurrent coin-tossing in the BPK model developed in this paper is
(general and practical) constant-round CZK-CS protocols.

Our concurrent coin-tossing implies concurrently secure zero-knowledge protocols, specifically constant-
round concurrent zero-knowledge argument of knowledge for NP with concurrent soundness and concur-
rent non-malleability, in the BPK model by composing our result with the robust NIZK in the common
random string model [25]. Our result also implies constant-round concurrently non-malleable commit-
ment schemes (non-malleable with respect to commitments) in the BPK model. There are two ways to
achieve constant-round concurrently non-malleable commitment schemes in the BPK model. One way
is to combine our result with the (very recently developed) reusable and non-malleable commitment
schemes in the common random string model [21]. Another way is to first commit to a value and then
use a constant-round concurrently non-malleable zero-knowledge argument of knowledge protocol to
prove knowledge of the committed value.

To our knowledge, there is no previous concurrent non-malleability result known beyond the common
reference string model. Note that in contrary to the common reference string model, where a trusted
third party is implicitly assumed besides the honest players, no trusted third party is assumed in the
BPK model. Note that non-malleability refers to the unauthenticated channel security among honest
players.

1.3 Organization

In Section 2, we present preliminaries. In section 3, we present the definitions of concurrent zero-
knowledge and concurrent soundness in the BPK model. In Section 4, we give constant-round general
and practical CZK-CS protocols in the BPK model. In Section 5, we present some further improvements
on the round-complexity and on rZK-CS. In Section 6, we define and construct general and practical
coin-tossing protocol.



2 Preliminaries

In this section, we quickly recall the major cryptographic tools used.
We use standard notations and conventions below for writing probabilistic algorithms and exper-

iments. If A is a probabilistic algorithm, then A(xy,xg,--- ;7) is the result of running A on inputs
x1,%2, -+ and coins r. We let y « A(x1,x2,---) denote the experiment of picking r at random and
letting y be A(z1, 22, -+ ;7). If S is a finite set then x « S is the operation of picking an element

uniformly from S. If « is neither an algorithm nor a set then x < « is a simple assignment statement.

2.1 Y-protocols for proving the knowledge of commitment trapdoors

Y-protocols are first introduced by Cramer, Damgard and Schoenmakers [18]. Informally, a 3-protocol
is itself a 3-round public-coin special honest verifier zero-knowledge protocol with special soundness in
the knowledge-extraction sense. Since its introduction, ¥-protocols have been proved a very powerful
cryptographic tool and are widely used in numerous important cryptographic applications including
digital signatures (by using the famous Fiat-Shamir methodology [43] and efficient electronic payment
systems [17]. For a good survey of 3-protocols and their applications, readers are referred to [20, 17].

Definition 2.1 (X-protocol [18]) A 3-round public-coin protocol < P,V > is said to be a ¥-protocol
for relation R if the following hold:

o Completeness. If P, V follow the protocol, the verifier always accepts.

e Special soundness. From any common input x and any pair of accepting conversations on input
z, (a,e,z) and (a,€',2") where e # €', one can efficiently computes w such that (x,w) € R. Here
a, e, z stand for the first, the second and the third message respectively.

e Special honest verifier zero-knowledge (SHVZK). There exists a polynomial-time simulator S,
which on input x and a random challenge string e, outputs an accepting conversation of the form
(a,e, z), with the same probability distribution as conversations between the honest P, V on input
x.

Definition 2.2 (trapdoor commitment scheme TC) A trapdoor commitment scheme (TC) is a
quintuple of probabilistic polynomial-time (PPT) algorithms TCGen, TCCom, TCVer, TCKeyVer and
TCFake, such that

o Completeness. Vn, Yv, Pr[(TCPK,TCSK) & TCGen(1"); (¢, d) & TCCom(TCPK,v) :
TCKeyVer(TCPK,1") = TCVer(TCPK,c,v,d) = YES] = 1.

o Computational Binding. For all sufficiently large n and for all PPT adversaries A, the following
probability is negligible in n: Pr[(TCPK,TCSK) il TCGen(1"); (¢, v1,v2,d1, d2) & A(1",TCPK):
TCVer(TCPK,c,v1,d1) = TCVer(TCPK, c,v2,d2) = YES and v # vs].

e Perfect Hiding. YTCPK such that TCKeyVer(TCPK,1") = YES and Yvy,vs of equal length,
the following two probability distributions are identical: [(c1,d) & TCCom(TCPK,v1) : ¢1] and
[(c2,ds) & TCCom(TCPK,v3) : cs].

e trapdoorness. Y(TCPK,TCSK) € {TCGen(1")}, Yv1, vy of equal length, the following two prob-
ability distributions are identical:



[(c,d1) & TCCom(TCPK, vy);dy & TCFake(TCPK, TCSK, ¢, v1,d1,vs) : (c,dy)] and
[(c,d2) & TCCom(TCPK,vs) : (c,ds)].

The following is a construction of trapdoor commitment scheme based on DLP intractability as-
sumption [11]: On a security parameter n, the receiver selects uniformly an n-bit prime p so that
q= (p—1)/2 is a prime, an element g of order ¢ in Z;. Then the receiver uniformly selects w in Z; and
sets h = g" mod p. The receiver publishes (p, q, g, h) as its public-key and keeps w as its secret-key (i. e.
the trapdoor). To commit a bit o, the sender first checks that (p,q, g, h) is of the right form (otherwise
it halts announcing that the receiver is cheating), uniformly selects s € Z,, and sends g°h mod p as its
commitment.

Feige-Shamir Trapdoor Commitments

The following one-way function based (computational hiding and computational binding) trapdoor
commitment scheme is firstly introduced by Feige and Shamir [41], which is based on the zero-knowledge
proof for DHC (directed Hamiltonicity cicle) of Blum [10].

Key Generation. Let f be a one-way function, then on a security parameter n, the commitment
verifier randomly chooses z € {0,1}" and computes y = f(x). Then by using the (Cook-Levin)
NP-reduction the commitment verifier reduces the language {y|3xs.ty = f(x)} to Hamiltonicity,
to obtain a graph G (with p(n) nodes) so that finding a Hamiltonian cycle in G is equivalent to
finding the preimage x of y, where p(n) is a positive polynomial in n. Note that the one-wayness
of f implies the difficulty of finding a Hamiltonian cycle in G. The commitment verifier published
the graph G, or equivalently the string y, as its public-key and keeps x in secret as its secret-key.
Note that, from x it is easy to generate a Hamiltonian cycle in G.

Commitments and decommitments. To commit to 0, the commitment prover chooses a random
permutation m, permutes the nodes of GG, and commits to the entries of the resulting adjacency
matrix by using the one-round OWF-based perfect-binding commitment scheme defined in 7. The
commitment prover reveals the committed bit ’0’ by revealing m and the entries of the matrix.

To commit to 1, the commitment prover chooses the p(n) node clique and commits to its adjacency
matrix (which is all 1) by using the one-round OWF-based perfect-binding commitment scheme.
The commitment prover reveals the committed bit ’0’ by openning a random cycle in this matrix.

Trapdoorness. Given a Hamiltonian cycle in G, it is possible to generates commitments that are
indistinguishable from legal ones, and yet have the property that one can decommit to both 0 and
1. In particular, after committing to a random permutation of G, it is possible to decommit to
0 in the same ways. However, it is also possible to decommit to 1 by only revealing the (known)
Hamiltonian cycle in G.

We remark that since the underlying OWF-based one-round perfect-binding commitment scheme
is only computationally hiding, the above trapdoor commitment scheme is also computationaly hiding.
In the rest of this paper, we denote by FSTC the above OWF-based (both computational binding and
computational hiding) trapdoor commitment scheme.

And the following is a X-protocol < P,V > suggested by Schnorr [74] for proving the knowledge of
trapdoor secret-key, w, for a public-key of the above form (p,q, g, h) such that h = g* mod p:

e P chooses r at random in Z, and sends a = ¢" mod p to V.

e V chooses a challenge e at random in Z,: and sends it to P. Here, t is fixed such that 2! < gq.



e P sends z = r 4+ ew mod p to V, who checks that g* = ah® mod p, that p, ¢ are prime and that
g, h have order ¢, and accepts iff this is the case.

The OR-proof of Y-protocols. As shown in [18], any public-coin SHVZK protocol is itself
witness indistinguishable (WI). Although for languages that each instance has a single witness, -
protocols for that languages is trivially WI, one basic construction with -protocols allows a prover to
show that given two inputs zg, 1 that each of them has a single witness, he knows w such that either
(xo,w) € R or (x1,w) € R, BUT without revealing which is the case.

So we assume we are given a Y-protocol < P,V > for R with random challenges of length ¢. Assume
also that (zp,x1) are common input to P, V, and that w is private input to P, where (zp,w) € R for
b = 0 or 1. Roughly speaking, the idea is that we will ask the prover to complete two instances of
< P,V >, with respect to xg, x1 respectively. For xp, he can do this for real, for x1_; he will have to
fake it using the SHVZK simulator. However, if we give him a little freedom in choosing the challenges
to answer, he will be able to complete both instances. More precisely, consider the following protocol,
which we call Ypg:

e P computes the first message ap in < P,V > , using zp, w as private inputs. P chooses e;_p at
random and runs the SHVZK simulator S on input x1_p, €1y, let (a1_p, €1-p, 21—p) be the output.
P finally sends ag, a1 to V.

e V chooses a random ¢-bit string s and sends it to P.

e P sets e, = s @ e;_p and computes the answer z; to challenge e, using (xp, ap, €5, w) as input. He
sends (eg, 20, €1,21) to V.

e V checks that s = eg@e; and that conversations (ay, e, 2,), (a1, 1, z1) are accepting conversations
with respect to inputs g, z1, respectively.

Theorem 2.1 [20] The protocol Xor above is a X-protocol for Ror, where Ror = {((xo, z1),w)|(zo, w) €
R or (z1,w) € R}. Moreover, for any verifier V*, the probability distribution of conversations between
P and V*, where w is such that (xp,w) € R, is independent of b. That is, Xog is perfectly witness
indistinguishable.

2.2 Other cryptographic tools
We proceed to present other cryptographic tools used in this paper.

Definition 2.3 (witness indistinguishability WI) Let (P, V) be an interactive system for a lan-

guage L € NP, and let Ry be the fized N'P witness relation for L. That is, x € L if there exists
(w)
*(Z
of all messages exchanged between a (possibly malicious) PPT werifier V* and the honest prover P
in an execution of the protocol on common input x, when P has auziliary input w and V* has auz-
iliary input z. We say that (P, V) is witness indistinguishable for Ry, if for every PPT interactive
machine V*, and every two sequences W' = {wl}ier and W? = {w?}.cr for sufficiently long =,
so that (z, wl) € Ry and (z, w2) € Ry, the following two probability distributions are computation-
1
ally indistinguishable by any non-uniform polynomial-time algorithm: {zx, view‘ljﬁzé);)) (x) }xeL,ze{O, 13+ and

2
{z, Uiew\ljﬁ?;)(x)}xeL,ze{O, 13+~ Namely, for every non-uniform polynomial-time distinguishing algorithm

D, every polynomial p(-), all sufficiently long x € L, and all z € {0,1}*, it holds that

a w such that (z, w) € Rr. We denote by view€ )(ac) a random variable describing the transcript

| Pr[D(z, z,viewggg)) () = 1] — Pr[D(x, z,view‘}jgg)) () =1]| <

p(lz])



Statistical WI argument/proof of knowledge (WIA /POK). We employ, in a critical way,
constant-round statistical WIA/POK in this work. We briefly note two simple ways for achieving
statistical WIA /POK systems. Firstly, for any statistical/perfect X-protocol (e.g., the -protocols for
DLP and RSA [74, 52], etc), the OR~proof (i.e., the Xppr-protocol) is statistical/perfect WI proof of
knowledge. The second approach is to modify the (parallel repetition of) Blum’s protocol for DHC [10]
(that is computational WIPOK) into constant-round statistical WIAOK by replacing the statistically-
binding commitments used in the first-round of Blum’s protocol by constant-round statistically-hiding
commitments. One-round statistically-hiding commitments can be based on any collision-resistant hash
function [22, 55]. Two-round statistically-hiding commitments can be based on any claw-free collection
with an efficiently recognizable index set [48, 47, 45] (statistically-hiding commitments can also be based
on general assumptions, in particular any OWF, with non-constant rounds [67, 54, 53]).

Definition 2.4 (strong witness indistinguishability SWI) Let (P, V) and all other notations be
as in Definition 2.3. We say that (P, V) is strongly witness-indistinguishable for Ry, if for every PPT
interactive machine V* and for every two probability ensembles {X} V.1, Z1}, cn and {X2,Y,2, Z2} en,
such that each {X!, Y} Zil,en ranges over (Rp x {0,1}*) N ({0,1}" x {0,1}* x {0,1}*), the fol-
lowing holds: If {X}, Z},en and {X2,Z2},cn are computationally indistinguishable, then so are

{P(Y,), VH(Zu)(X3) bnen and {{P(Y;2), V*(Z3))(X7) Inen-

WI vs. SWI: It is clarified in [46] that the notion of SWI actually refers to issues that are
fundamentally different from WI. Specifically, the issue is whether the interaction with the prover helps
V* to distinguish some auxiliary information (which is indistinguishable without such an interaction).

Significantly different from WI, SWI does not preserve under concurrent composition. More details
about SWI are referred to [46].

Definition 2.5 (system for proof of knowledge) Let R be a binary relation and k : N — [0,1].
We say that a probabilistic polynomial-time (PPT) interactive machine V is a knowledge verifier for
the relation R with knowledge error k if the following two conditions hold:

e Non-triviality: There exists an interactive machine P such that for every (xz,y) € R all possible
interactions of V- with P on common input x and auziliary input y are accepting.

o Validity (with error k): There ezists a polynomial q(-) and a probabilistic oracle machine K such
that for every interactive machine P*, every x € Ly, and every y,r € {0,1}*, machine K satisfies
the following condition:

Denote by p(z,y,r) the probability that the interactive machine V accepts, on input x, when
interacting with the prover specified by Py, . (where Py . denotes the strategy of P* on common
input x, auxiliary input y and random-tape r). If p(z,y,r) > k(|z|), then, on input x and with
oracle access to Py, ., machine K outputs a solution s € R(x) within an accepted number of steps
bounded by

q(|=])

p(xa Y, T) - H(’IIZ‘D
The oracle machine K is called a knowledge extractor.

An interactive proof system (P,V) such that V is a knowledge verifier for a relation R and P is a
machine satisfying the non-triviality condition (with respect to V and R) is called a system for proof of
knowledge for the relation R. The proof system (P,V') is a system of zero-knowledge proof of knowledge
(ZKPOK) if it is also zero-knowledge.



For more clarifications on the definition of proof of knowledge, readers are referred to [45]. More recent
advances of zero-knowledge arguments of knowledge can be found in [59, 5.

Definition 2.6 (witness indistinguishability WI) Let < P, V > be an interactive proof system for
a language L € NP, and let Ry, be the fized N'P witness relation for L. That is x € L if there exists
a w such that (x, w) € Ry. We denote by viewi&l(‘]z)) (x) a random variable describing the transcript of
all messages exchanged between V* and P in an execution of the protocol on common input x, when P
has auziliary input w and V* has auziliary input z. We say that < P,V > is witness indistinguisha-
bility for Ry, if for every PPT interactive machine V*, and every two sequences W' = {wl},ep and
W? = {w?},cr, so that (z, wl) € R and (x, w?) € Ry, the following two probability distributions are

. T . . . P(wl) . P(w?)
computationally indistinguishable: {x, viewy. ) YeeL, ze{0, 1} and {=, viewy.. YaeL, ze{0, 13+

In this paper we use 3-round public-coin witness indistinguishability proofs of knowledge (WIPOK)
for N'P. Such protocols exists under the existence of one-way functions, e. g. the parallel repetitions of
Blum'’s 3-round proof of knowledge for HC [?]. We remark that 2-round public-coin WI proofs for NP
do exist under the existence of one-way permutations [35].

Definition 2.7 (non-interactive zero-knowledge NIZK) Let NIP and NIV be two interactive
machines and N1V is also probabilistic polynomial-time, and let NIoLen be a positive polynomial. We
say that (NIP, NIV) is an NIZK proof system for an N'P language L, if the following conditions hold:

e Completeness. For any x € L of length n, any o of length NIoLen(n), and N'P-witness w for x,
it holds that

Pr[ll <& NIP(o, z, w) : NIV (0, z, IT) = YES] = 1.
e Soundness. Yx ¢ L of length n,

Pr[o Tl {0,1}Nlelen() . 301 s.t. NIV (0, 2,11) = YES| is negligible in n.

e Zero-Knowledgeness. 3 a PPT simulator NI1S such that, ¥V sufficiently large n, Yx € L of length
n and N'P-witness w for x, the following two distributions are computationally indistinguishable:

(0!, TT") Tl NIS(x): (o', '] and [o el {0, 1}Voken(n). 11 Tl NIP(o, z, w) : (o, II)].

Non-interactive zero-knowledge proof systems for NP can be constructed based on any one-way per-
mutation [40]. An efficient implementation based on any one-way permutation is presented in [?] and
readers are referred to [25] for recent advances of NIZK.

Definition 2.8 (NIZK proof of knowledge [?]) An NIZK proof system (NIP, NIV) for a lan-
guage L € N'P with witness relation Ry, (as defined above) is NIZK proof of knowledge (NIZKPOK) if
there ezists a pair of PPT machines (E1, E2) and a negligible function € such that for all sufficiently
large n:

e Reference-String Uniformity. The distribution on reference strings produced by F1(1™) has statis-
tical distance at most £(n) from the uniform distribution on {0,1}NIoken(n),

o Witness Extractability. For all adversaries A, we have that Pr[Exptf(n) = 1] > Pr[Expt,(n) =
1] — &(n), where the experiments Expt4(n) and Expth(n) are defined as follows:
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Expta(n): Expt’; (n):
" (o,7) «— E1(17)
o {0 1}N]aLen(n) ’
N - ) A (.CL', H) < A(U)
(xé ) NIV o 1 v Balo o 1)
return (x,0,1I) return 1 if (z,w) € R,

NIZK proofs of knowledge for NP can be constructed assuming the existence of one-way permutations
and dense secure public-key cryptosystems [?7].

3 Definitions of concurrent zero-knowledge and concurrent sound-
ness in the BPK model

In this section, we present the formal definitions of concurrent zero-knowledge and concurrent soundness
in the BPK model.

Concurrent zero-knowledge in the BPK model. Let x = {x, 22, , 24}, where |z1]| = |z2| =
-+ = |z4| and ¢ is a polynomial in n. Upon X, an adversary V* in the BPK model firstly outputs
an arbitrary public-file F' that includes a list of (without loss of generality) g public-keys pki, - - - , pkq.
Then V* concurrently interacts with ¢? instances of the honest prover: P(x;,pk;), 1 < 4,7 < ¢, and
schedules all the concurrent executions at its wish. We remark that each instance of the honest prover
uses independent random strings. Without loss of generality we also assume that messages from V* are
immediately answered by the honest prover instances.

Definition 3.1 We say that a proof or argument system < P,V > for a language L in the BPK model is
black-boxz: concurrent zero-knowledge if there exists a probabilistic polynomial-time (PPT) oracle machine
S (the simulator) such that for any polynomial q in n and for any PPT adversary V*, the distributions
< P,V* > () and SV (&) are computationally indistinguishable for any sequence of common inputs
T=x1,22, - ,24 € LN{0,1}".

Concurrent soundness in the BPK model. For an honest verifier V' with public-key PK
and secret-key SK, an (s,t)-concurrent malicious prover P* in the BPK model, for a pair positive
polynomials (s,t), be a probabilistic ¢(n)-time Turing machine that, on a security parameter 1" and
PK, performs concurrently at most s(n) interactive protocols (sessions) with V' as follows.

If P* is already running i — 1 (0 < i — 1 < s(n)) sessions, it can select on the fly a common input
x; € {0,1}" (which may be equal to x; for 1 < j < i) and initiate a new session with V(SK,z;). We
note that in different sessions V' uses independent random-tapes.

We then say a protocol satisfies concurrent soundness in the BPK model if for any honest verifier
V, for all positive polynomials (s,t), for all (s,t)-concurrent malicious prover P*, the probability that
there exists i (1 < i < s(n)) such that V(SK, z;) outputs “accept z;” while x; ¢ L is negligible in n.

4 Constructions for Constant-Round Concurrent Zero-Knowledge With
Concurrent Soundness in the BPK model

In this section, we present general and practical constant-round concurrent zero-knowledge argument
of knowledge with concurrent soundness for AP in the BPK model.
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4.1 The general construction

The general construction < P,V > is depicted in Figure 1 (page 12).

The protocol < PV >

Key Generation. For a security parameter n, let (TCPKy, TCSK)y) & TCGen(1™,rg),
(TCPK,, TCSK) & TCGen(1™,r1), where 19 and r; are two independent random strings used
by TCGen. (TCPKy,TCPKj) is the public-key of the verifier V. But for its secret-key, the

verifier V' randomly selects a bit b & {0,1} and keeps TCSKj in secret as its secret-key while
discards TCSK_p.
The public file F in the BPK model is a collection of records (id, PK;q), where

PK;,; = (TCPK{? TCPK!") is the alleged publickey of the verifier with identity id,
Via. The secret-key of V4, SK;q, is TCSK, éld) for a random bit b in {0, 1}.

Common input. An element z € LN{0,1}". Denote by Ry, the corresponding N P-relation for
L.

P private input. An N'P-witness y for 2 € L.

Stage 1. The verifier V' proves the knowledge that: he knows either TC'SKy or TCSK; with
respect to his public-key (TCPK,, TCPK,), by using the ¥pgr protocol of Schnorr’s X-
protocol (described in Section 2.1) for proving commitment trapdoors. The witness used by
V is its secret-key TCSKj,.

Stage 2. The prover P uniformly selects two independent random strings r§9) & {0, 1} NIoLen(n)
and 7"531) & {0,1}¥ IoLen(n) and for two independent random strings s(©, s(1), computes
g = TCCom(TCPKO,TES),s(O)) and a; = TCCom(TCPKl,rg),s(l)) using the trapdoor

commitment scheme TC. Finally, the left player sends (ag, 1) to the right player.

}NIJLen

Stage 3. The verifier V' uniformly selects ry & {0,1 (") and sends ry to P.

Stage 4. P sends r = rg) @ ry to the right player for 4 L {0,1}.

Stage 5. Using a 3-round public-coin WIPOK for NP, P proves that either ag or a; commits
to r @ ry. That is, P proves the knowledge of (i, @ ry,s) such that ¢ € {0,1} and

a; = TCCom(TCPK;,r ®ry,s). The witness used by P is (i, 7“5;), s() for.

Stage 6. Using r as the common input, P gives a NIZKPOK that he knows y such that (z,y) €
Ry. @

“We remark it is not necessarily to use NIZK proof of knowledge in Stage 6. Actually, a NIZK argument of
knowledge for NP does also work here. For example, we can adopt the robust NIZK (presented in [25]) that is
a same-string unbounded non-malleable NIZK argument of knowledge for ANP. Here same-string NIZK means
that the reference string generated by the simulator of robust NIZK is a uniformly random string rather than a
pseudorandom one as usual. The same-string property can be used to simplify future security analyses.

Figure 1. A constant-round concurrent zero-knowledge argument of knowledge with concurrent
soundness for NP in the BPK model
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We remark that the above general protocol is similar to the concurrent zero-knowledge protocol in
the timing model developed by Dwork and Naor [35]. The double commitments technique can be traced
to [66] in achieving public-key cryptography secure against chosen message attacks. This technique is
also used in other works (e. g. [26, 73, 25, 60]).

The protocol depicted in Figure 1 runs in 8 rounds. But it can be reduced into 6 rounds by
accordingly combining some rounds. Specifically, the Stage 2 and Stage 3 can be combined into the
Stage 1.

Theorem 4.1 Under Discrete Logarithm assumption and the existence of trapdoor one-way permuta-
tions and dense secure public-key cryptosystems, the protocol depicted in Figure 1 is a constant-round
concurrent zero-knowledge argument of knowledge with concurrent soundness for N'P in the BPK model.

Proof. The completeness of the protocol can be easily checked. Below, we focus on the properties
of concurrent zero-knowledge and concurrent soundness.

Black-box concurrent zero-knowledge

For any adversary V* described in Section 3.1, we need to construct a PPT simulator S such that the
output of SV is computationally indistinguishable from the view of V* in its real concurrent interactions
with honest-prover instances.

The simulation procedure is similar to (but simpler than) the simulation procedure presented in [13]
for resettable zero-knowledge. Specifically, S works in at most ¢ + 1 rounds, where ¢ is the number
of public-keys registered by V* in the public-key file. In each round, S either successfully gets a
simulated transcript or “breaks” a new public-key in the sense that S can extract the corresponding
secret-key TCSK, (according to the special soundness of ¥-protocol, this is achieved by rewinding
V* to get two accepting conversations of Stage 1). Once a public-key is broken (that is S learns
TCSKy), then in any session with respected to this broken public-key S works as follows: S runs
accordingly just as a honest prover in Stage 1-3; Let (ag, 1) be the message sent by S in Stage 2
(that commit to two independent random values, rg)) and rg), respectively) and ry« be the message
sent by V* in Stage 3; In Stage 4, S runs the NIZK simulator to get a random string, denoted o,

and sends o to V*; In Stage 5, S uses (b,0 @® ry+,s’) as its witness to give a WIPOK, where s’ &

TCFake(TCPKy, TCSKy, a, rg), s, o®ry~). Finally, S using the NIZK simulator to give a simulated
NIZK (on o) in Stage 6.

Since S runs in at most ¢ rounds, at during each round S also works in expected polynomial time,
it is easy to see that S also runs in expected polynomial time in toto. Below, we show that the output
of S is indistinguishable from the view of V* in real interactions.

We consider four classes of transcripts: they differ according to the value sent in Stage 4 (rg) D ry~
or o generated by NIZK simulator), the witness used in Stage 5, the Stage-6 message (real NIZK or
simulated NIZK).

1. Stage-4 message is rg) @ ry« for i i {0, 1}, Stage-5 witness is (o, 7, s®)) . Stage-6 message is

a real NIZK.

2. Stage-4 message is rp @ ry+, Stage-5 witness is (ap, rp, 57(}2), where b is the secret information of
V* in its secret-key TCSKj. Stage-6 message is a real NIZK.

3. Stage-4 message is o, Stage-5 witness is (ap, 0 @ ry+, s’). Stage-6 message is a real NIZK.

4. Stage-4 message is o, Stage-5 witness is (ap, 0 @ ry+, s’). Stage-6 message is a simulated NIZK.
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The real transcripts are the first class. The simulator outputs the fourth class. It is easy to see that
Class 3 and Class 4 are computationally indistinguishable. Class 1 and Class 2 are computationally
indistinguishable by the witness indistinguishability of Stage 5. We note that Class 3 and Class do not
make (non-negligibly) noticeable distinguishability gap. Actually, if we adopt robust NIZK in Stage 6
as suggested in the protocol construction, the distributions of Class 2 and Class 3 are identical. The
reason is that the o generated by the simulator of robust NIZK is uniformly distributed. This means
0,0 ®ry=, rp and rp @ ry+= are all uniformly random strings. Furthermore, according to the trapdoor

(b)

property of the trapdoor commitment scheme used, s,, and s’ are also independent random strings.
Concurrent soundness and argument of knowledge

We first note that a computational power unbounded prover can easily convince the verifier of a
false statement since he can get the secret-keys if his computational power is unbounded. Hence the
protocol < P,V > depicted in Figure 1 constitutes an argument system rather than a proof system.

We now proceed to prove that the protocol < P,V > is concurrent soundness and argument of
knowledge. The following proof uses standard reduction and knowledge-extraction techniques . That is,
if the protocol < P,V > does not satisfy concurrent soundness in the BPK model then we will construct
a non-uniform algorithm .S that breaks the discrete logarithm assumption in expected polynomial-time.

Suppose the protocol < P,V > does not satisfy concurrent soundness in the BPK model, then
according to the definition of concurrent soundness in the BPK model (described in Section 3), then in
a concurrent attack issued by an (s, t)-concurrent malicious prover P* against an honest verifier V' with

public-key (TCPKy,TCSK) and secret-key TCSKj, for b i {0,1}, with non-negligible probability
p(n) there exists an 4, 1 < 7 < s(n), such that V outputs “accept x;” while z; € L. Then we will construct
a non-uniform algorithm S that takes (TTCPKy, TCPK1,TCSKj}) as input and outputs either a witness

w such that (x;,w) € Ry or TCSK;_;, with probability iigg; in polynomial-time. For this purpose, S
has oracle access to P* and plays the role of V' by running V(T'CPK,, TCPK,TCSK}) to emulate
the real concurrent interactions between P* and V(TCPKy,TCPK;,TCSKj).

For any i, 1 < i < s(n), denote by k; € {0,1} the first component in the witness used by P* in

Stage-5 of i-th session. We first have the following lemma:

Proposition 4.1 For any i, 1 < i < s(n), k; is independent of b. That is, Prlk; = b] = %, where the
probability is over the coin flips of P* and V.

Proof. We can view the honest V in two parts: the first part, denoted V7, only works in Stage-1. That
is, V1 takes TCSKj as its secret input and proves that he knows one of the secret-key with respect to
the public-key (TCPKy, TCPK3) in Stage-1. Note that Vj is itself perfectly witness indistinguishable;
the second part, denote Vo, works in other stages and has no secret information.

Now, suppose there exists an i, 1 < i < s(n), such that k; is not independent of b, then we can
construct a PPT algorithm A that works as follows to violate the perfect witness indistinguishability
of Vi: A interacts with ¥} on common input (T'CPKy,TCPK;) and runs P* and V3 to emulate the
concurrent interactions between P* and V. After the simulation, A randomly guess the “bad” ¢ and
outputs k; as its output. Suppose P* distinguishes b with probability p then A will distinguish b with
probability p/s(n), which violates the perfect WI property of V;. O

For future reference convenience, below we denote by Stage 5.1, 5.2 and 5.3 the first, the second
and the third message of Stage 5 in protocol < P,V > respectively, where Stage 5.2 is supposed to be a
random string. Let (E1, E2) be the pair of PPT algorithms guaranteed in the definition of NIZKPOK.
Now, consider the following algorithm S¥" (1", TCPKy, TCPK,TCSK};) depicted in Figure 2 (page
24).
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The algorithm S*" (1", TCPK,,TCPK,,TCSK})

i 1,2, s(n))

Runs P* and acts accordingly by running V(T'CPK,, TCPK;,TCSK}) in any session other
than the ¢-th session. In the ¢-th session, denote by (ag),agl)) the Stage-2 message of the i-th

session, S acts as follows:

e Uniformly selects ry hid {0,1}V IoLen(n) and sends ry to P* as the Stage-3 message of the
i-th session.

e When running into the WIPOK phase (Stage 4-5) of the i-th session, denoted by r the
Stage-4 message (from P*) of the i-th session, S uses the knowledge-extractor of WIPOK
to extract the witness used by P* in Stage-5 of the i-th session. This needs to rewind P*
once and such a rewinding is called the first knowledge rewinding. If the extracted value is
(ki, ti, s;) such that oz](;i) = TCCom(TCPKy,, ti,s;) and t; = r & ry, where ¢; is of length
NlIoLen(n) and k; € {0,1}, then S does the following:

1. runs Ej to get (o,7) «— E1(1™).
2. rewinds P* to the point P* just sent (a(()i), agi)) and sends back o @ t; to P* as a new
Stage-3 message. Such a rewinding is called the major rewinding.

3. Runs P* further (from the major rewinding point). When running into again the
WIPOK phase (Stage 4-5), if the Stage-4 message from P* is not o then S uses the
knowledge-extractor of WIPOK again to extract the witness used by P* in this WIPOK
phase. This needs to knowledge-rewind P* once more. Denote by (k},t., ;) the witness
extracted in the second knowledge-rewinding.

4. If P* successfully gives an NIZKPOK II on o for z; at Stage-6, S runs Es(o, T, x;, IT)
to get a witness w.

Figure 2. The algorithm S¥" (1", TCPK,, TCPK,,TCSK})
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First, we note that P* cannot distinguish (except with statistically negligible probability) whether he
is interacting with honest verifier V' or with S since the distribution of o generated by Fj is statistically
distinguishable from the uniform distribution on {0,1}V?Len() This means that , in the concurrent
interactions between the (s, t)-concurrent malicious P* and S, with the same non-negligible probability
p(n) there exists an i, 1 < ¢ < s(n), such that S outputs “accept x;” while z; ¢ L. Furthermore,
conditioned on P* always succeeds in completing its interactions with S, then Prik; =k, =1 —b] = i
according to the proposition 4.1. Since 7 is uniformly selected by S from {1,2,---,s(n)}, we conclude
that with probability at least #2), S either get a witness w such that (x;,w) € Ry or two different
decommitments to O‘Qb from which the secret-key T'C'S K1_; can be easily extracted. This contradicts to
the assumption that x; ¢ L and discrete logarithm is hard. Thus the protocol < P, L > is concurrently
sound in the BPK model.

That the system is an argument of knowledge is immediately from the extraction procedure of S. [J

4.2 The practical construction

We remark that by using the techniques presented in [63], the above 6-round general protocol can be
transformed into a practical protocol without going through the general N"P-reductions. Specifically, for
any language that admits a Y-protocol, we present for the same language a 6-round black-box concurrent
zero-knowledge argument of knowledge with concurrent soundness in the BPK model. Let (Pr, V7) be
a Y-protocol for a language L and denote by (p1,q,p2) be the messages exchanged between honest Py,
and honest V7, on a common input = € L N{0,1}", where ¢ is suggested to be an n-bit value randomly
chosen according to some distribution. Denote by Sy, be the honest verifier zero-knowledge simulator of
(Pr,, V). We transform (Pr,, Vy) into a protocol (P, V) in the BPK model that is depicted in Figure 3
(page 17). The protocol (P, V') uses the DLP-based trapdoor commitment scheme TC and we denote by
Sor the honest verifier zero-knowledge simulator of the ¥or protocol of Schnorr’s protocol for discrete
logarithm.
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The practical protocol (P, V)

Key Generation. For a security parameter n, let (TCPKy, TCSK) il TCGen(1™,rg),

(TCPK,, TCSK) & TCGen(1™,r1), where 1y and r; are two independent random strings used
by TCGen. (T'CPKy,TCPK,) is the public-key of the verifier V. But for its secret-key, the

verifier V' randomly selects a bit b & {0,1} and keeps T'C'SKj}, in secret as its secret-key while
discards TCSK;_p.

The public file F in the BPK model is a collection of records (id, PK;q), where
PK;, = (TCPK{? TCPK!") is the alleged publickey of the verifier with identity id,
Via- The secret-key of Viq, SK;q, is TCSK, éid) for a random bit b in {0, 1}.

Common input. An element x € LN{0,1}". Denote by Ry, the corresponding N P-relation for
L.

P private input. An N'P-witness y for x € L.

Stage 1. The verifier V' proves the knowledge that: he knows either TC'SKy or TCSK; with
respect to his public-key (T'CPKy, TCPK,), by using the YXpor protocol of Schnorr’s 3-

protocol (described in Section 3.1) for proving discrete logarithm. The witness used by V
is its secret-key TCSKjp.

Stage 2. The prover P uniformly selects two independent random strings rg]) E {0,1}"
and 7“531) & {0,1}™, and for two independent random strings s sM " computes ag =
TCCOIH(TCPKQ,Tg)), s and a; = TCCom(TCPKl,rl(Dl),s(l)) using the trapdoor com-

mitment scheme TC. Finally, the prover sends (ag, 1) to the verifier.

Stage 3. The verifier V uniformly selects ry & {0,1}" and sends ry to P.
Stage 4. Stage 4 includes the following three steps:

Stage 4.1. Using the simulator Spgr (of the Xpgr protocol of Schnorr’s ¥-protocol) on input
(g, a1, 7y), the prover obtains a transcript (a,é, 2). (Informally, here the prover uses the
simulator Spr to “pretend” that one of (ag, ;) commits to ry). Then P runs Py, to compute
p1 and sends (a,p1) to V.

Stage 4.2. The verifier sends back P a random value ¢’ of length n.

Stage 4.3. The prover computes ¢ = é ® ¢’ and py = Pr(x,y,p1,q). P then sends (é,2,p2) to
the verifier.

Verifier’s decision The verifier accepts if and only if (a,é, 2) is an accepting conversation on
(g, a1,7y) and (p1,é @ ¢/, p2) is an accepting conversation on input z.

Figure 3. The practical construction of zero-knowledge with concurrent player security in the BPK
model for any language that admits Y-protocols.

We remark that the protocol depicted in Figure 3 runs in 8 rounds. But it can be reduced into 6

rounds by accordingly combining some rounds. Specifically, the Stage-2 and Stage-3 can be combined
into the Stage-1. We also remark that the protocol can be easily extended to transform any public-coin
honest verifier zero-knowledge protocol into concurrent zero-knowledge in the BPK model with three
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additional rounds. But for simplicity, we only present the transformation starting from any >-protocol
which is the most often case when public-coin honest verifier zero-knowledge protocols are used in
practice.

Theorem 4.2 Under the discrete logarithm assumption and (Pr,,V5) is a X-protocol for L, the protocol
depicted in Figure 3 is a 6-round black-box concurrent zero-knowledge argument of knowledge for L with
concurrent soundness in the BPK model but without going through general N'P-reductions. Furthermore,
if (Pr,Vy) has the property of honest verifier perfect zero-knowledge then the protocol is also concurrent
perfect zero-knowledge.

Proof (sketch).
(1) completeness.
If x € L then P can always complete the proof and V' accepts it.
(2) Black-box concurrent zero-knowledge.

For any adversary V* described in Section 4.1.3, we need to construct a PPT simulator S such
that the output of SV~ is computationally indistinguishable from the view of V* in its real concurrent
interactions with honest-prover instances.

The simulation procedure is similar to (but simpler than) the simulation procedure presented in
[13] for resettable zero-knowledge. Specifically, S works in at most s(n) + 1 phases, where s(n) is the
number of public-keys registered by V* in the public-key file. In each phase, S either successfully gets
a simulated transcript or “breaks” a new public-key in the sense that S can extract the corresponding
secret-key TCSKj, (according to the special soundness of 3-protocol, this is achieved by rewinding V*
to get two different accepting conversations w. r. t. the same first message of Stage 1). Once a public-
key (TCPKy, TCPK,) is broken (that is, S learns TC'SK}), then in any session with respected to this
broken public-key S works as follows:

S runs accordingly just as an honest prover in Stage 1-3. Let (ag, 1) be the message sent by S in
Stage 2 (that commit to two independent random values, rg)) and Tg), respectively) and ry- be the
message sent by V* in Stage 3. In Stage 4, S firstly runs the honest verifier zero-knowledge simulator
of the X-protocol (Pr,Vy) to get a simulated transcript (p1,q,p2). Then in Stage 4.1, S sends (a,p1)
to V*. After receiving back a random value ¢’ from V* in Stage 4.2, S sets é = ¢ ® ¢/, computes Z on
(oo, a1, Ty, a, €) by using TCSKj, as its witness, and finally sends (é, 2, p2) to V* in Stage 4.3.

Since S runs in at most s(n)+ 1 phases, and during each phase S also works in expected polynomial
time, it is easy to see that S runs in expected polynomial time in toto. Below, we show that the output
of S is indistinguishable from the view of V* in real interactions.

We consider three classes of transcripts: they differ according to the (simulated or real) transcript
(a,é, 2) of the ¥pr protocol of Schnorr’s ¥-protocol, and the (real or simulated) transcript (p1, g, p2) of
the X-protocol (Pr, V) in Stage 4 of each session.

1. Simulated (a,¢é,2) = Sor(ao, 1,7y, €); real (p1,q = ¢ @ é,p2) (generated by using y as the
witness).

2. Real (a,¢é,2) (generated by using TCSK), as the witness); real (p1,q = ¢’ @ é,p2) (generated by
using y as the witness).

3. Real (a,é = ¢ & ¢',2) (generated by using TCSK} as the witness) and simulated (pi1,q,p2) =
SL(-’IJ,Q)-
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The real transcript of concurrent interactions between V* and honest prover instances is the first
class. The simulator outputs the third class. The second class is the transcript of the following mental
experiment executed between V* and honest provers: In each session of the mental experiment w. r.
t. a public-key (T'CPKy, TCPK;) and a common input z, the honest prover P takes both the witness
y such that (z,y) € Rp and the corresponding secret-key TCSKj, as its auxiliary inputs. In stage 4.1,
P sends (a,p1) to V*. After receiving ¢’ from V* in stage 4.2, P randomly selects é, computes Z on
(g, a1, Ty, a, €) by using TCSK,, as its witness, sets ¢ = ¢’ @ é and computes p2 on (z,p1, q) by using
y as the witness, and finally sends (€, 2, p2) to V* in stage 4.3.

We first observe that in the first class, according to the honest verifier perfect zero-knowledge
property of the Ypgr of Schnorr’s protocol for proving discrete logarithms, ¢ is also truly random. In
other words, upon seeing the simulated value a, V* cannot in any way choose the ¢’ dependently on
é. For the same reason, in the third class, é is also at least pseudorandom. Note that in the second
class, both ¢ and é are truly random. Then, by using standard hybrid techniques, it is easy to see that
Class 1 and Class 2 are identical, and Class 3 and Class 2 are also indistinguishable. Furthermore, if
(Pr,, V) has the property of honest verifier perfect zero-knowledge, then Class 3 and Class 2 are also
identical. This means that in this case the protocol presented in Figure 1 is black-box concurrent perfect
zero-knowledge.

(3) Concurrent soundness and argument of knowledge.

We first note that a computational power unbounded prover can easily convince the verifier of a
false statement since he can extract the secret-keys if his computational power is unbounded. Hence
the protocol (P, V) depicted in Figure 3 constitutes an argument system rather than a proof system.

We now proceed to prove that the protocol (P, V') satisfies concurrent soundness in the BPK model.
The following proof uses standard reduction and knowledge-extraction techniques. Specifically, suppose
the protocol (P, V) does not satisfy concurrent soundness in the BPK model, then according to the
definition of concurrent soundness in the BPK model (described in Section 4.1.2), in a concurrent
attack issued by an (s, t)-concurrent malicious prover P* against an honest verifier V' with public-key

(TCPKy, TCSK;) and secret-key TCSK} for b £ {0,1}, with non-negligible probability p(n) there
exists a k, 1 < k < s(n), such that V outputs “accept z;” while x ¢ L. Then we will construct
an algorithm S that takes a public-key TCPK as input and outputs either a witness for x; € L or
the corresponding T'C'SK with probability at least (Zir(?l); in polynomial-time, which breaks either the
assumption that xj ¢ L or the discrete logarithm hardness assumption. The algorithm S is depicted in

Figure 4 (page 20).

According to the description of S in Figure 4, conditioned on P* always succeeds in completing its
interactions with S, then both in the interactions prior to the major rewinding and in the interactions
posterior to the major rewinding of the rewound i-th session there are two cases to be considered:

1. S gets two different accepting conversations of the X-protocol (Pr, Vr) on input x; with respect to
the same Stage 4.1 message (specifically, the same p; message). According to the special soundness
property of X-protocol, this means a witness of x; € L can be efficiently extracted.

2. S gets two different accepting conversations of the X-protocol Ypgr on input (ag,aq,ry) with
respect to the same Stage 4.1 message (specifically, the same @ message). According to the special
soundness property of Y-protocol, this means that a witness of the form (s, j) can be efficiently
extracted, where j € {0,1} and oj = TCCom(TCPKj, v, s).
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The algorithm S7" (1", TCPK)

(TCPK', TCSK') <& TCGen(1™).

b {0,1}.

Set TCPK, be TCPK', TCSK, be TCSK' and TCPK;_, be TCPK. S publishes
(TCPKy, TCPK,) as its public-key and keeps TCSK;, = TCSK' in secret as its secret-key.

i B 1,2, s(n)}

S runs P* and acts accordingly by running V(TCPKy,TCPK;,TCSK}) in any session other
than the ¢-th session. In the i-th session, .S acts as follows:

e In the i-th session, S acts just as the honest verifier V(TCPK,, TCPK;,TCSK}) does until
he receives the Stage-2 message (ag, ) from P*.

o k:=1.
e While £ < 2 do:

— Uniformly selects ry L {0,1}"™ and sends ry to P* as the Stage-3 message.

Acts accordingly further by running V(TCPK,, TCPK1,TCSKj}) until receiving the
last Stage 4.3 message from P*. Denote by (a,p;) the Stage 4.1 message from P*.

— After receiving the Stage 4.3 message from P*, S rewinds P* to the point that P* just
sent Stage 4.1 message and sends back a new random Stage 4.2 message to P*. Such
a rewinding is called the knowledge rewinding.

Runs P* further from the above knowledge rewinding point until receiving back again
a Stage-4.3 message.

— k := k+1. This means that .S will rewind P* to the point that P* just sent the Stage-2
message (ag, 1) and send back a new random Stage-3 message. Such a rewinding is
called the major rewinding.

Figure 4. The algorithm S”" (1", TC PK)

20




Firstly, we note that conditioned on x; ¢ L the first case above will not appear in either the
interactions prior to the major rewinding or the interactions posterior to the major rewinding. For
the second case above, since b is chosen randomly in {0,1}, and the ¥or protocol used in Stage-1
is perfect witness indistinguishable, conditioned on x; ¢ L and P* always succeeds in completing its
interactions with S, the probability of j = 1 — b in both the interactions prior to the major rewinding
and the interactions posterior to the major rewinding is %. Note that TCPK,_, = TCPK and from
two different decommitments of aq_p the corresponding secret-key TC'SK can be easily extracted.

Since P* cannot distinguish whether he is interacting with honest verifier or S, suppose the protocol
does not satisfy concurrent soundness then in the concurrent interactions between the (s, t)-concurrent
malicious P* and S, with the same non-negligible probability p(n) there exists an k, 1 < k < s(n), such
that S outputs “accept zx” while xp ¢ L. Then since i is uniformly selected by S from {1,2,---,s(n)},
we conclude that with probability at least (Zg"z);, S gets either a witness w such that (zg,w) € Ry, or
two different decommitments to aq_p from which the secret-key TC'SK;_p can be easily extracted. This
contradicts to the assumption that xp ¢ L and discrete logarithm is hard. Thus the protocol < P, L >
is concurrently sound in the BPK model.

That the system is an argument of knowledge is immediate from the extraction procedure of S. [J

4.3 4-Round Practical Construction

We remark that the 6-round practical protocol above can be easily improved into a 4-round protocol.
Specifically, for x € L that L admits >-protocols, the 4-round practical protocol is the following: I

In Stage-1 the verifier uses Ypp-protocol to prove that he knows one of secret-key with respect to
the public-key pair.

In Stage-2, the prover uses Yppr-protocol to prove that he knows either a witness to x € L or one of
secret-key with respect to the public-key pair.

The first and the second message of Stage-2 can be combined into Stage-1, and so the above protocol
can be implemented in 4-round.

Furthermore, and more importantly, as we shall see in next subsection the 4-round practical protocol
can be based on any one-way function that admits Y-protocols by using the techniques presented in
next section.

5 Improvements

5.1 4-round OWF-based CZK-CS

Now, we present the general construction that is a 4-round (that is optimal unless the language con-
sidered is trivial) black-box concurrent zero-knowledge argument of knowledge for NP with concurrent
soundness in the BPK model under the minimal hardness assumption of one-way functions '. As usual,
the general construction goes through NP-reductions. The general protocol is depicted in Figure 5

(page 22)2.

!This general construction is suggested by Lindell in January 2004.

2The general protocol is actually the Feige-Shamir constant-round zero-knowledge protocol for NP [41] with a bare
public-key model added. But, the version of Feige-Shamir protocol used in our work is the one appearing in Feige’s Ph.D.
thesis [38] that is actually different to the one appearing in CRYPTO’89. This general construction is suggested by Yehuda
Lindell although he declined the coauthorship of this work. We remark that both the practical construction and the above
6-round general protocol are developed independently of the Ph.D. thesis version of Feige-Shamir protocol.
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The general protocol (P, V)

Key Generation. Let f be a one-way function. For a security parameter n, each verifier
randomly selects two elements x1, 9 from {0, 1}", computes y; = f(x1) and y2 = f(z2), publishes

(y1,y2) as its public-key. For its secret-key, the verifier randomly selects a bit b & {0,1} and
keeps x3 in secret as its secret-key while discards x1_p.

Common input. An element x € LN{0,1}". Denote by Ry, the corresponding N P-relation for
L.

P private input. An N'P-witness w for x € L.

Stage 1. V uses a 3-round public-coin witness indistinguishability proof of knowledge (WIPOK)
system for AN'P to prove that it knows a preimage to one of y1,y2. The witness used by V'
in this stage is xp.

Stage 2. P uses a 3-round public-coin WIPOK system for AN'P to prove either that it knows w
s.t. (z,w) € R or that it knows a preimages to one of y1,y2. The witness used by P in this
stage is w.

Figure 5. The general construction of zero-knowledge with concurrent player security for AP in the
BPK model.

The protocol depicted in Figure 5 runs in 6-round, but it can be reduced into 4-round that is optimal
according to the lower-bound proved in [64] on zero-knowledge with concurrent soundness in the BPK
model. Note that the hardness assumption assumed in the general construction, i. e. the existence of
one-way functions, is also minimal. But the general protocol goes through general NP-reductions in
both Stage-1 and Stage-2 and so it is not a practical solution.

Theorem 5.1 Assuming the existence of one-way functions, the protocol (P, V') depicted in Figure 5
is a 4-round (that is optimal) black-box concurrent zero-knowledge argument of knowledge for N'P that
enjoys concurrent soundness in the BPK model.

Proof (sketch).

(1) completeness.

If z € L then P can always complete the proof and V' accepts it.
(2) Black-box concurrent zero-knowledge.

For any adversary V* described in Section 4.1.3, the simulator S works in at most s(n) 4+ 1 phases
with black-box access to V*, where s(n) is the number of public-keys registered by V* in the public-key
file. In each phase, S either successfully gets a simulated transcript or “breaks” a new public-key in
the sense that S can extract the corresponding secret-key (this is achieved by rewinding V* to get
two different accepting conversations of Stage-1 w. r. t. the same first message of Stage 1). Once a
public-key (yo,y1) is broken (that is, S learns z3), then in any session with respected to this broken
public-key S works as follows: S runs accordingly just as an honest prover in Stage-1 but in Stage-2 he
uses zp as the witness to give the WIPOK.
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Since S runs in at most s(n) + 1 phases, and during each phase S also works in expected polynomial
time, it is easy to see that S runs in expected polynomial time in toto.

The only difference between the simulated transcript generated by S and the real transcript of
concurrent interactions between V* and honest prover instances is that in the simulated transcript .S uses
the corresponding secret-key as the witness in Stage-2 of each session with respect to a broken public-key,
while in the real transcript an honest prover uses the real N’P-witness of Ry, as the witness in Stage-2 of
each session. By the fact that witness indistinguishability is concurrently composable, using standard
hybrid techniques it is easy to see that the simulated transcript is computational indistinguishable from
the real transcript.

(3) Concurrent soundness and argument of knowledge.

We first note that a computational power unbounded prover can easily convince the verifier of a
false statement since he can extract the secret-keys if his computational power is unbounded. Hence
the protocol (P, V') depicted in Figure 6 constitutes an argument system rather than a proof system.

Suppose the protocol (P, V') does not satisfy concurrent soundness in the BPK model. According to
the definition of concurrent soundness in the BPK model (described in Section 4.1.2), this means that in
a concurrent attack issued by an (s, t)-concurrent malicious prover P* against an honest verifier V' with

public-key (yo, y1) and secret-key x; for b £ {0,1}, with non-negligible probability p(n) there exists a
k, 1 < k < s(n), such that V outputs “accept x;” while xp ¢ L. Then we will construct an algorithm
S that takes a value y as input and outputs either a witness for xp € L or a preimage = to y such that
y = f(z) with probability at least (Zgni); in polynomial-time, which breaks either the assumption that
x ¢ L or the hardness assumption 01g one-way functions.

The algorithm S is depicted in Figure 6 (page 23). For future reference convenience, we denote by
Stage-2.1, 2.2, 2.3 the first, second, third message of Stage-2 respectively, where Stage-2.2 message is

assumed to be a random string in {0, 1}".
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The algorithm S (17, )

Compute 3/ = f(2') for 2’ L {0,1}™.

b {0,1}.

Set yp be ¥/, xp be 2’ and y;_p be y. S publishes (yo,y1) as its public-key and keeps x, = 2’ in
secret as its secret-key.

i B 11,2, s(n)).

S runs P* and acts accordingly by running V' (yo, y1,xp) in any session other than the i-th session.
In the i-th session, S acts as follows:

e In the i-th session, S acts just as the honest verifier V (yo,y1, yp) until he receives the Stage-
2.3 message from P*.

e S rewinds P* to the point that P* just sent Stage-2.1 message and sends back a new random
Stage-2.2 message to P*.

e Runs P* further from the above rewinding point until receiving back again a Stage-4.3
message.

Figure 6. The algorithm S (17, y)

According to the proof of knowledge property of Stage-2, conditioned on P* always succeeds in
completing its interactions with S, S gets either a witness for x; € L or a preimage to one of (yo,y1).
Furthermore, conditioned on z; € L, according to the witness indistinguishability property of Stage-1,
S will get a preimage to y;_p = y with probability one half except for negligibly small gaps.

Since we assume that the protocol depicted in Figure 5 does not satisfy concurrent soundness, it
means that in the concurrent interactions between the (s, t)-concurrent malicious P* and S, with non-
negligible probability p(n) there exists an k, 1 < k < s(n), such that S outputs “accept x;” while

xg & L. Then since i is uniformly selected by S from {1,2,--- ,s(n)}, we conclude that with probability

at least (52?71%2 (except for negligibly small gaps), S gets either a witness w such that (zy,w) € Ry, or

a preimage to y1_p = ¥, which contradicts to the assumption that x; ¢ L and the one-wayness of f.
Thus the protocol < P, L > is concurrently sound in the BPK model.
That the system is an argument of knowledge is immediate from the extraction procedure of S. [J
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5.2 How to Get rZK with Concurrent Soundness in the BPK Model

We remark that our 4-round (both general and practical) CZK-CS protocols can be easily modified into
rZK-CS protocols by using the complexity leveraging technique introduced in [13] 3.

Specifically, the modifications are the following:

Modifications of V:

1. On the top of the 4-round CZK-CS, V firstly commits to a random string ry of length n by
using trapdoor commitments (specifically, using the DLP-based trapdoor commitment scheme
in practical rZK-CS, and using the Feige-Shamir OWF-based trapdoor commitment scheme in
general rZK-CS). Note that for trapdoor commitments the prover needs to firstly send a trapdoor
public-key to V.

2. In the Stage-2 of the 4-round CZK-CS which is itself a 3-round public-coin WI, the second message
of it (which is assumed to be a random string sent by V') is replaced by ry. That is, V just
decommits the trapdoor commitment in the second round of Stage-2.

Modifications of P:

All randomness used by P is computed by applying a PRF on the transcript up to know.

Complexity-Leverage Used

Note that the public-key of V' includes a pair of yp,y1 which are in the range of the OWF f on
inputs of length n. We let f has a larger security parameter than the security parameter of the trapdoor
commitment scheme. Specifically, suppose the system security parameter is K which is also the security
parameter of f, we let the security parameter of the trapdoor commitment is k = K€, ¢ > 0. We also
assumes that the one-wayness of f against circuits of size 2%°. This guarantee that we can use time 2F
to find the corresponding secret-key of the trapdoor commitment public-key but are still infeasible to
break the one-wayness of f.

Comment on Round-Complexity

In above description, the modified rZK-CS protocol runs in 5-round. But if we allow provers also can
publish public-keys in the public-key file, then the trapdoor commitment public-key can be deposited
before the interactions take place. Note that in normal BPK model, only the verifiers publish public-
keys. But, the BPK model does not exclude the case that provers also publish public-keys. In this
general BPK model, our rZK-CS protocols actually run in 4-round that is optimal. Note that rZK-RS
does not exist even in the BPK model.

5.2.1 Proof Outlines

The standard proof techniques for rZK presented in [13] can be directly applied here to show that the
modified protocol is rZK.

For concurrent soundness, we remark that by using complexity-leveraging techniques, the proof
procedure is almost the same of concurrent soundness of the original 4-round CZK-CS and is thus much
simpler than that presented in [13].

3We remark that before we made this observation, we were informed from Di Crescenzo and Ivan Visconti that
they had achieved rZK-CS protocol in the BPK model under superpolynomial hardness assumptions in a submission
to CRYPTO2004. The work of Di Crescenzo et al. on rZK-CS is to appear in CRYPTOO04. But, we stress that we make
this observation without any details of the work of Di Crescenzo et al. on rZK-CS. Actually, we do not know any details
of that work up to now. Our rZK-CS protocols are the minor modification of our CZK-CS, and although our protocols are
under subexponential hardness assumption but it may be the most practical ones. Since we do not know any details of the
work of Di Crescenzo et al, we cannot give comparisons between their protocols and our protocols at the current stage.
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Specifically, using time 2* the honest verifier can extracts the trapdoor commitment secret-key and
thus can decommit in Stage-2 at its wish. This means that once the honest verifier get the trapdoor
commitment secret-key, then the same proof procedure can be directly used here to show concurrent
soundness of the modified protocol. We remark that in the sequential soundness proof of [13, 64], the
simulator also needs to generate simulated WIPOK which also takes time exponentially in k& by using
complexity-leveraging. But in our proof, the simulator does not need complexity-leveraging in this
simulation stage and so is simpler.

5.3 Practical rZK with Secret-Keys in Preprocessing Model

Zero-knowledge with secret-keys is recently studied by Cramer and Damgard in TCC04. The philosophy
of ZK with secret-keys is that what can get from honest prover can also be computed by the verifier
himself from his secret-key corresponding the public-key.

Our practical CZK-CS can be also modified into practical rZK with registered public-keys.

5.3.1 4-round practical rZK with verifiable public-keys

For any OWF that admits Y-protocol, e. g. DLP, RSA et al, each verifier publishes a public-key such
that the existence of the corresponding secret-key can be publicly verified. That is, in this model, the
verifier does not need to give WIPOK for the knowledge of such secret-keys. In practice, the existence
of secret-keys can be verified by an authority like a CA, or the verifier ZKPOK to CA the existence of
secret-keys. After such ZKPOKS, the CA gives a certificate that the secret-key exists.

The prover also has a public-key for a trapdoor commitment scheme. For a language that admits
Y-protocol, the protocol works as follows:

Stage-1. 1. V sends T'C(r;) for a random string r; to P.

Stage-2: Using the Ypgr-protocol, P proves that he knows either a witness for the common input or
the secret-key of the public-key of the verifier. We remark that the second message of the ¥pgr-protocol
(which is assumed to be random string sent from V to P) is the random string r; committed in Stage-1.

By using standard complexity-leveraging techniques, it is easy to see that the above protocol is
a practical 4-round rZK without going NP reductions in the preprocessing model defined in [13].
Furthermore, this protocol can be further improved into a 3-round rZK with resettable soundness in
the preprocessing model. Specifically, the Stage-1 of above protocol is removed. The second message of
Yor is got by V by applying a VRF on the first message of ¥ppr, the common input and the registered
public-keys. But the practical property of such a 3-round rZK with resettable soundness relies on the
practical property of VRF that still cannot be viewed as very practical up to now.

5.3.2 Practical NIZK with random oracles in the preprocessing model

Specifically, if we work in the random oracle model then the second message of the above YXporXoR-
protocol can be got by requesting the random oracle in order to get a non-interactive ZK in the pre-
processing model. As ususal, in practice, the random oracle is replaced by using Hash functions. We
think such a very simple but very practical NIZK in the preprocessing model may be very attractive to
industry in practice.

How to Prevent Man-in-the-Middle Attacks: a 2-round practical ZK ID scheme in
the random oracle model with preprocessing. Note that above practical NIZK in the random
oracle model with preprocessing does not secure against man-in-the-middle attack. Specifically, a MIM
adversary can relay the NIZK message to impersonate the honest prover. To prevent the MIM attacks,
one way is to include a time-tag in the NIZK message such that the random get from the random oracle
is got not only on the common input, the public-key, and the first message of Ypgr but also on the
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time tag; Another way is that we can let the verifier firstly send a random string ry to P, and when
P prepares the NIZK in the second round, he sends ry, the common input, all public-keys(of both the
verifier and the prover), and the second message of ¥pr to the random oracle to get the second message
of ZO R-

We also remark that the 4-round CZK-CS based on any OWF that admits X-protocols can be DI-
RECTLY modified into a practical NIZK in the random oracle model. Specifically, we let (f(z1), f(x2))
be the common reference string. In this setting, the verifier does not any longer need to proves the
knowledge of one secret-key by using Yogr. That is, the stage-1 is avoided. The second message in
Stage-2 (the random challenge sent by the verifier to the prover) will be generated by the prover itself
by using the random oracle. We believe that such practical NIZK in the random oracle model will be
very attractive in application and we are planning to apply for a US patent for it.

6 Cryptographic Protocols with both Concurrent Player Security
and Concurrent Channel Security

In this section, we present a major application of our CZK-CS protocol: both OWF-based general
and DLP-based practical 5-round concurrent coin-tossing protocols in the BPK model that also implies
constant-round ZK and commitments with both concurrent player security and concurrent channel se-
curity (concurrent non-malleability) in the BPK model. Note that previous concurrent non-malleability
result only is achieved in the common random string model and coin-tossing is one of the first and more
fundamental problem in the literature [12].

6.1 Definition of Concurrent Coin-Tossing

In this section we formally define concurrently secure coin-tossing, which we name it concurrent coin-
tossing CCT. Note that, according to discussions presented in Introduction, a two party protocol <
L, R > is a concurrent coin-tossing protocol if it satisfies three kinds of concurrent security requirements
(to be addressed in detail in the following subsections): the concurrent security of unauthenticated
communication channels (concurrent non-malleability), the concurrent security of left-players, and the
concurrent security of right-players. Accordingly, the approach to the definition of concurrent coin-
tossing is as follows: we first define the concurrent non-malleability of coin-tossing, and then define
the concurrent player security of coin-tossing, finally a coin-tossing protocol is defined to be concurrent
coin-tossing if it satisfies both the concurrent non-malleability and the concurrent player security.

6.1.1 Model and basic terminology of concurrent non-malleability

The concept of non-malleability is introduced by Dolve, Dwork and Naor [34] to avoid “man-in-the-
middle” attacks. In the normal “man-in-the-middle setting” of two-party protocol < L, R >, non-
malleability refers to the unauthenticated channel security between two honest players, L (the left
player) and R (the right player), in a stand-alone execution of the protocol. In this paper we consider
the concurrent version of the ”man-in-the-middle setting” of two-party protocol, denoted CMIM, where
polynomially many concurrent executions of the same protocol < L, R > take place in an asynchro-
nous setting (say, on the Internet) and all the unauthenticated communication channels (among all the
concurrently executing instances of < L, R >) are controlled by a probabilistic polynomial-time (PPT)
adversary A. This means that the left players cannot directly communicate with the right players since
all communication messages are done through the adversary. Thus, we can divide the polynomially
many concurrent executions of the protocol < L, R > in the CMIM setting into two parts: the left
part of CMIM, in which the adversary plays the role of right players and concurrently interacts with
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polynomially many left players; and the right part of CMIM, in which the adversary plays the role of
left players and concurrently runs with polynomially many right players. We call an adversary s(n)-
adversary if the adversary involves at most s(n) concurrent sessions in each part of the CMIM setting,
where n is a security parameter and s(-) is a positive polynomial. The adversary A (controlling the
scheduling of messages in both parts of CMIM) can decide to simply relay the messages of each left
player in the left part to the corresponding right player in the right part. But it can also decide to block,
delay, divert, or change messages arbitrarily at its wish. The CMIM setting with a PPT s(n)-adversary
can be depicted in Figure 7 (page 28) 4 :

Figure 7. CMIM setting

In the CMIM setting, there are two extreme strategies that A can always use. One strategy is
the relaying strategy in which the only thing A does is relay messages between each communicating
pair < L;,R; >, 1 < i < s(n). In this case A is transparent. The other extreme strategy is the
blocking strategy in which A plays its role in each session of one part of the CMIM setting completely
independent of all the sessions running concurrently in another part of the CMIM setting. Since all
the communication channels in the CMIM setting are unauthenticated, regardless of the protocol it
is impossible to prevent the adversary from using one of the two strategies. Intuitively, the goal in
designing protocols for the CMIM setting, is to design protocols that force A to use one of these two
extreme strategies (or such that it could not be advantageous to A to use any other strategies).

Now, we are ready for a formal definition of concurrently non-malleable coin-tossing (CNMCT) in
the CMIM setting. In the following definition we have assumed, without loss of generality, that the
view of an adversary in the CMIM setting includes the outputs of all concurrent sessions.

Definition 6.1 (black-box concurrently non-malleable coin-tossing CNMCT) LetIl =< L, R
be a two-party protocol. We say that 11 is a (black-boz) concurrently non-malleable coin-tossing protocol

in the CMIM setting if there exists a probabilistic (expected) polynomial-time algorithm S such that for
any PPT s(n)-adversary A in the CMIM setting, the following holds:

o Simulatability. let S, = {SV, 8% ... 5y and Sk = (W), 8P .. S5 e two sets of
random strings, each set containing s(n) random strings. The output of SA(Sr, SR) is computa-
tionally indistinguishable from the view of A in the real concurrent executions of Il in the CMIM
setting. Here, the view of A is a random variable describing the random tape of A, all the mes-
sages sent by honest players, and the outputs of all concurrent sessions running in both parts of
the CMIM setting. We remark that for protocols in the BPK model, the adversary’s view also
includes the public-key file.

“In general, the number of concurrent sessions in the left part of CMIM is not necessarily equal to the number of
concurrent sessions in the right part of CMIM, but here for simplicity and wlog we assume they are identical.
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e Strategy-restricted and predefinable randomness. Denote by Ry = {R(Ll),R(z), e ,RSL(n)} the set
of outputs (recorded in the output of SA(Sy,Sg)) for all concurrent sessions between S and A in

the left part of CMIM and denote by R = {Rg), Rg), e ,RSR(R)} the set of outputs (recorded in
the output of S) for all concurrent sessions between S and A in the right part of CMIM. Then,
with overwhelming probability (except for negligibly small gaps), Ry, = St and for each R%) mn Rp
(1 < i < s(n)) either RS;? = Sg) or R%) € Ry. Furthermore, with overwhelming probability for

each Rg) in Rp, 1 <j<s(n), Rg) appears at most once in Rg.

We remark that condition 3 in above definition of CNMCT is necessary to achieve concurrently
non-malleable zero-knowledge without common random string (by combining a CNMCT protocol with
the concurrently non-malleable NIZK in the common random string model [25]).

Motivations for concurrent non-malleability. Consider the concurrent executions of a zero-
knowledge protocol in a distributed clients/server setting over Internet in which the client is implemented
as the prover and the server is implemented as the verifier. We remark that this setting is widely used
in practice, especially in E-commerce over Internet. At any time there may be numerous instances of
the zero-knowledge protocol executing concurrently between many clients and the server. Since all the
communication channels are unauthenticated, the channel security in suchlike settings is a real threat
and concurrently non-malleable zero-knowledge protocols are really desirable in practice.

Another motivation example as stated in [21] is fair contract bidding, which can be implemented
by having each participant commit to his bid first, after which commitments can be opened and the
winner is determined. Consider the concurrent executions of the commitment scheme over Internet. We
note that the non-malleable commitment schemes [31, 32, 42] in the common reference string model
only guarantee that after seeing one commitment from the honest player an adversary is infeasible to
generate another maliciously related commitment. Such a (stand-alone) non-malleability security does
not suffice for secure fair contract bidding in the concurrent setting. For example, the security proofs
of [31, 32] break down in the concurrent setting [21] and Damgard and Groth [21] show that there do
exist commitment schemes that are stand-alone non-malleable but not concurrently non-malleable.

6.1.2 Concurrent player security

In this subsection, we present the concurrent left /right player security of a coin-tossing protocol < L, R >
in the concurrent setting.

The concurrent left player security essentially requires that for any PPT adversary that controls all
the right-players and concurrently interacts with polynomially many instances of a left-player, if the left-
player is honest then with overwhelming probability the outputs of all the concurrent sessions (between
the adversary and polynomially many instances of the honest left-player) are completely independent
random strings. Furthermore, in this paper we ask for a much more stronger left-player security in the
knowledge-extraction sense that the adversary’s view can be simulated by a simulator with oracle access
to the adversary and the simulator can also uniformly set the simulated outputs (between the simulator
and the adversary) at its wish.

Accordingly, the concurrent right player security essentially requires that for any PPT adversary
that controls all the left-players and concurrently interacts with polynomially many instances of a
right-player, if the right-player is honest then with overwhelming probability the outputs of all the
concurrent sessions (between the adversary and polynomially many instances of the honest right-player)
are completely independent random strings. Furthermore, the adversary’s view can be simulated by a
simulator with oracle access to the adversary and the simulator can also uniformly set the simulated
outputs (between the simulator and the adversary) at its wish.
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Definition 6.2 (black-box concurrent player security of coin-tossing) Let I =< L,R > be a
coin-tossing protocol. On a security parameter n, we call an adversary a s(n)-concurrent adversary if
it is involved in at most s(n) concurrent sessions between it and honest-player instances, where s(n) is
a positive polynomial in n. Let Rg {rgl), 7’5 yoe ,rg(n))} be a set of s(n) random strings of length n
each. We say that 11 satisfies black-box concurrent left-player (respectively, right-player) security if there
exists a probabilistic (expected) polynomial-time algorithm S such that for any PPT s(n)-concurrent
adversary A that plays the role of right-players (respectively, left-players) and concurrently interacts
with polynomially many instances of the honest left-player (respectively, the right-player) in at most

s(n) sessions, the following holds:

o Simulatability. The output of SA(Rg) is computationally indistinguishable from the view of A
in its real concurrent executions (that is a random variable describing the random tape of A, all
the messages sent by honest-player instances, and the outputs of all concurrent sessions between
A and the honest-player instances). We remark that for concurrent right-player security in the
BPK model, the view of the adversary playing the role of left-player also includes the public-key
file generated by honest right-players.

e Predefinable Ramdomness. With overwhelming probability, the simulated outputs of S are com-
pletely independent mndom strings and can be uniformly set by S at its wish. Specifically, denote
by R4 = {7‘1(41),7‘512), cee A } the outputs (recorded in the output of S*(Rs)) of all the concur-
rent sessions between S and A, then with overwhelming probability (except for at most negligible

probabilities) R4 = Rg.

6.1.3 Comments and observations on the definition of concurrent coin-tossing

Now we are ready to present the definition of concurrent coin-tossing.

Definition 6.3 (black-box concurrent coin-tossing CCT) A two-party protocol Il =< L, R > is
called a black-box concurrent coin-tossing protocol if it is black-box concurrently non-malleable and satis-
fies both the black-box concurrent left-player security and the black-box concurrent right-player security.

We first note that from the definition of concurrently non-malleable coin-tossing (Definition 2.1) it
can be easily seen that a concurrently non-malleable coin-tossing protocol in the plain model (without
any trusted third party or setup assumptions) is actually also a concurrent coin-tossing protocol in the
plain model. That is, the definition of concurrent non-malleability of coin-tossing in the plain model
actually also implies both the concurrent left-player security and the concurrent right-player security.
The reason is that in the plain model the adversary controlling all the communication channels in
the CMIM setting (as defined in Definition 2.1) can do what the adversary controlling either all the
left-players or all the right-players (as defined in Definition 2.2) does. But this observation does not
hold in the BPK model. In the BPK model, the left /right player security of a cryptographic two-party
protocol may rely on the registered public-keys and the corresponding secret-keys that keep secret to the
communication channels. For this reason, we treat concurrent non-malleability and concurrent player
security respectively and adopt here the full version of concurrent coin-tossing definition that can be
applied to both the plain model and computational models with registered public-keys or other setup
assumptions.

Another observation is that the black-box concurrent left-player security of coin-tossing actually
implies black-box concurrent zero-knowledge by composing a black-box concurrent coin-tossing protocol
with a non-interactive zero-knowledge (NIZK) protocol in the common random-string model, where the
left-player plays the role of zero-knowledge prover and the right-player plays the role of verifier. Since
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any black-box concurrent zero-knowledge protocol for a language outside BPP in the plain model runs at
least Q(log n) rounds [14, 15], and since NIZK exists for AP in the common random-string model under
the existence of trapdoor one-way permutations[40], so we conclude that assuming NP g BPP black-
box concurrent coin-tossing protocols run also at least Q(log n) rounds in the plain model. In particular,
it means that one cannot expect to achieve constant-round black-box concurrent coin-tossing protocols
in the plain model. In this paper, we achieve constant-round black-box concurrent coin-tossing in the
BPK model. By composing a constant-round black-box concurrent coin-tossing in the BPK model with
an NIZK protocol in the common random string model, we get a constant-round black-box concurrent
zero-knowledge argument of knowledge with concurrent soundness. Since any black-box zero-knowledge
protocol with concurrent soundness in the BPK model for a language outside of BPP requires at least
four rounds [64], we conclude that assuming NP € BPP black-box concurrent coin-tossing protocols
run also at least four rounds in the BPK model.

6.2 the OWF-based general construction

The OWF-based general constant-round concurrent coin-tossing (CCT) protocol in the BPK model
is depicted in Figure 8 (page 43). Note that constant-round CCT does not exist in the plain model
assuming NP € BPP as we have argued in Section 2.

The General Concurrent Coin-Tossing I[I=<L,R >

Key Generation. Let f : {0,1}* — {0,1}* be a one-way function. On a security parameter
n, the right-player R randomly selects zg, 1,z from {0,1}", computes yo = f(zo), y1 = f(z1)
and y2 = f(x2). Then by using the general N'P-reduction, the right-player transforms ys into a
directed graph G. (yo,y1,G) is the public-key of the right player R. But for its secret-key, the
right-player randomly selects a bit b from {0, 1}, keeps x; as its secret key while discards x1_y
and xo.

Stage-1. Left player uniformly selects 7 & {0,1}", and for a random string s,, computes o =
FSTC(G, ry, sr,) by using the Feige-Shamir trapdoor commitment scheme FSTC with respect
to GG. Finally, the left player sends « to the right player.

Stage-2. The right player uniformly selects 7, & {0,1}" and sends r, to the left player.
Stage-3. The left player sends r = r; @ r, to the right player.

Stage-4. Using the 4-round general concurrent zero-knowledge argument of knowledge
(CZKAOK) with concurrent soundness (depicted in Figure 7), the left player proves that:
he knows a string s’ such that « = FSTC(G,r @ r,, s’). The witness used by the left player
in Steps L4-7 is (7, sy, ).

The result of the protocol is the string . We will use the convention that if one of the parties
aborts (or fails to provide a valid proof) then the other party determines the result of the protocol.

Figure 8. The general concurrent coin-tossing in the BPK model

The protocol depicted in Figure 6 runs in 7 rounds. But it can be reduced into 5 rounds by
accordingly combining some rounds. Specifically, the Stage-1 and Stage-2 can be combined into the
first and the second round of the underlying 4-round concurrent zero-knowledge protocol respectively.
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Theorem 6.1 Under the existence of one-way functions, the protocol Il =< L, R > depicted in Figure
8 is a 5-round black-box concurrent coin-tossing protocol in the BPK model.

Proof. According to the definition of black-box concurrent coin-tossing, we need to show that the
protocol II =< L, R > satisfies both black-box concurrent channel security and black-box concurrent
player security in the BPK model.

Black-box concurrent channel security (black-box concurrent non-malleability).

We first show that on a security parameter n, for any positive polynomial s(n) and for any PPT
s(n)-adversary A in the CMIM setting of the BPK model with respect to any public-key file of size s(n)
generated by honest right-players, the protocol II =< L, R > is black-box concurrently non-malleable.
Specifically, for any PPT s(n)-adversary A in the CMIM setting of the BPK model with respect to any
public-key file of size s(n), let S, = {StV, 8 ... 551 and S = {SW), 8P ... | $5Y be two sets
of random strings, each set containing s(n) random strings of length n each, we construct a simulator
S that gets (Sr,Sgr) as its input and generates in expected polynomial time (while oracle accessing
to A) a simulated view satisfying the required properties according to the definition of concurrently
non-malleable coin-tossing. For presentation convenience, besides the simulated key generation phase
of S we describe the simulation procedure of S4(Sy, Sg) in two parts: the left part, in which S plays the
role of honest left players and concurrently interacts with A; the right part, in which S plays the role
of the honest right players and concurrently interacts with A. The algorithm S4(Sr, Sg) is depicted in
Figure 9 (page 44).

First, we show that the simulator S4(Sy, Sg) runs in expected polynomial time. Note that whenever
S rewinds A in the right simulation, the interactions between S and A in the left simulation are also
rewound. But since the left simulation is straight-line simulatable and all the major rewindings in the
right simulation are ordered , no simultaneous rewindings take place. Since A works in polynomial-time,
there are also polynomially many major rewindings in the right simulation. And during each major
rewinding S also runs in expected polynomial time by running the knowledge extractor of CZKAOK.
We conclude that S works in expected polynomial time in total.

Below, we show that the simulation of S (depicted in Figure 7) does satisfy the required prop-
erties of concurrently non-malleable coin-tossing: simulatability, strategy-restricted and predefinable
randomness.

(1) Simulatability.

According to the definition of concurrently non-malleable coin-tossing, this needs to show that
the output of S4(Sy,Sg) is computationally indistinguishable from the view of A in real concurrent
executions of the protocol II =< L, R > (depicted in Figure 6) in the CMIM setting of BPK model.
Note that there are three differences between the view of A in S4(Sz, Sg) and the view of A in real
concurrent executions.

1. For the i-th session in the left part of CMIM of the BPK model, 1 < i < s(n), in real execution, the
honest left-player always sends u & fﬁz) to A in Stage-3, where u is the random string committed
by the honest left-player in Stage-1 of that session and 7’7(}) is the Stage-2 message (sent by A) of

that session; But in S4(Sr, Sg), S always sends S(Li) in Stage-3.

2. For the i-th session in the left part of CMIM of the BPK model with respect to a public-key
(y(()j ),ygj ), GU)), 1 < i,j < s(n), in real execution, the witness used by the honest left-player in
Stage-4 is the randomness used to commit to u in Stage-1; But in S4(Sy, Sg), the witness used

by S is generated from the trapdoor 2.
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Generation of Simulated Public-Key File F'.

For i := 1 to s(n) do:

J;(()i) L TCGen(1"); xgi) el TCGen(1™);

(4)

R
—

TCGen(1™).

Compute yéi) = f(a:g)), ygi) = f(argi)) and yé’ = f(:vg)) and reduce yg) to a graph G,

b {0,1}.

Publish (y(()i),ygi),G(i)) as the i-th public-key in the simulated public-key file F and keeps

(4)

(4)

(ZL‘l()i), xy’) as the corresponding secret-key while discards x;”,.

Straight-Line Left Simulation

Rewinding-Ordered Right Simulation

In the i-th concurrent session (or-
dered by the time-step in which the
first round of each session is played)
between S and A in the left part of
CMIM with respect to a public-key
(y(()j)aygj)vG(j))’ 1 <4,5 < S(n)’ S
acts in the following way:

In  Stage-1, S uniformly se-
lects u & {0,1}" and sends
FSTC(GY u) to A.  After
receiving Stage-2 message, denoted
f,gi), from A, S sends S](-j) to A in
Stage-3 (rather than sending back
u @O ﬁ(j) as the honest left player
does). Then, in Stage-4, using the
concurrent zero-knowledge argument
of knowledge (CZKAOK) protocol S
proves that “a is the commitment to
Sg) fas) 'F,@”. The witness used by S
in Stage-4 is generated from a;g] ) (or
equivalently, a directed Hamiltonian
cycle in GUY) that is the trapdoor
of the Feige-Shamir trapdoor com-
mitment respect to

e}

o =

scheme with

1:=1

Running A until receiving the first Stage-1 message, de-

noted
Labe

«;, marks the session of «; the i-th session.
I: Suppose the i-th session is with respect to a public-

key (y, 4, G9).
While “A does not stop and S does not abort” do

Uniformly selects v & {0,1}™ and sends v to A as the
Stage-2 message of the ¢-th session.

Runs A further and acts accordingly (just as the hon-
est right-player does) in any session other than the
i-th session. When running into the CZKAOK phase
(Stage 3-4) of the i-th session, denoted by the Stage-
3 message (from A) of the i-th session fl(z), S uses
the knowledge-extractor of CZKAOK protocol to ex-
tract the witness used by A in the CZKAOK phase
of the i-th session. This is achieved by rewinding
A and such rewindings are called knowledge rewind-
ings. If the extracted value is not (t;,s;) such that
a; = FSTC(GY), t;, s;), where t; is of length n, then
S aborts. Otherwise, S does the following:

1. rewinds A to the point A just sent «; and sends
back Sg) @ t; to A. Such a rewinding is called
the i-th major rewinding.

2. Runs A further (from the i-th major rewind-
ing point) until receiving a new Stage-1 message
from A; sets i := i+ 1 and marks the new Stage-1
message «; and the current session of a; the i-th
session.

3. Goto Label

We stress that at any point of the simulation, if A does not act accordingly or fails to provide a
valid proof then S aborts and outputs the public-key file F' and the transcript up to now.

Figure 9. The simulation of S4(Sy, Sg)
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Generation of Simulated Public-Key File F'.
This stage of S{* is identical to that of S4(SL, Sg).

Left Interactions

Right Interactions

In the i-th concurrent session (ordered by the time-step in
which the first round of each session is played) between S
and A in the left part of CMIM with respect to a public-key
(y(()]), yg), GU)), 1<i,j < s(n), S acts in the following way:

In Stage-1, S7 uniformly selects u & {0,1}™ and sends

o = FSTC(G%J),U) to A. After receiving Stage-2 message,

denoted 7", from A, S randomly selects a string r\" in

{0,1}"™ and sends 'rlz) to A in Stage-3. Then, in Stage-4,
using the concurrent zero-knowledge argument of knowledge
(CZKAOK) protocol S; proves that “o is the commitment to
rl(l) 69777@ 7. The witness used by S in Stage-4 is generated from
:rgj ) (or equivalently, a directed Hamiltonian cycle in G))
that is the trapdoor of the Feige-Shamir trapdoor commitment
scheme with respect to G,

The right interactions between
A and S7 just identical to the
interactions between A and honest
right-players in  real
rent executions of the protocol
II =< L,R > in the right part
of CMIM of the BPK model.
Specifically, there are no longer
major-rewindings or knowledge-
rewindings in the right interactions
between S; and A, and at Stage-2
of any session S; just sends a
random string of length n to A.

concur-

We stress that at any point of the simulation, if A does not act accordingly or fails to provide a
valid proof then S aborts and outputs the public-key file F' and the transcript up to now.

Figure 10. The hybrid experiment S{!

3. For the right part of CMIM of the BPK model, in S4(Sz,Sg) S may abort due to incorrect
knowledge-extraction during the i-th major rewinding, 1 <1 < s(n). Specifically, during the i-th

major rewinding the output of knowledge rewindings may be a preimage to either yy or y; rather

than (¢;, s;) such that a; = FSTC(G(j),ti, s;) which is the value that S expects. In this case, S will

abort the simulation. But this problem does not occur in real concurrent executions between A and
honest right-players. We remark that S may also abort due to failed knowledge-extraction in the
sense that it extracts no value from the knowledge rewindings. But according to the argument of
knowledge property of the underlying concurrent ZK protocol, failed knowledge-extraction makes
only negligible distinguishability gaps and so below we only consider the difference caused by

incorrect knowledge-extraction.

We firstly consider the following hybrid experiment S{l in which the simulated public-key generation
stage and left interactions in S are identical to that in S4(Sz,Sg), but the right interactions in S{!

are identical to the interactions between A and honest right-players in real concurrent executions of the

protocol II =< L, R > in the right part of CMIM of the BPK model. For clarity, SlA is depicted in

Figure 10 (page 34).

Since failed knowledge-extraction makes only negligible distinguishability gaps, it is easy to see that

conditioned on S aborts due to incorrect knowledge-extraction with negligible probability in S4(Sz, Sg),
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the output of Sf‘ is computationally indistinguishable from the output of SA(S L, Sr). Then, the indis-
tinguishability between the output of Si' and the output of S4(Sr, Sg) is followed from the following
lemma.

Lemma 6.1 The probability that S will abort due to incorrect knowledge-extraction in the rewinding-
ordered right simulation of S4(Sr, Sg) is negligible.

Proof. Let F' = {y1,v2, - ,Ys(n)} e aset of s(n) values in the range of f on inputs of length n.
Suppose S aborts due to incorrect knowledge-extraction with non-negligible probability, then we will
construct a probabilistic algorithm FE that takes F’ as input and works in expected polynomial-time
(with oracle access to A) to output the preimage of y; for some i, 1 < i < s(n), which violates the
one-wayness of f. Actually, as we shall see, E4(F’) works just as S4(Sr, Sg) does but with a modified
simulated public-file generation. Specifically, in E4(F’) the simulated public-file is generated from F’
rather than generated by itself from scratch. For clarity, the full description of the algorithm E4(F”) is
depicted in Figure 11 (page 36).

It is easy to see that the view of A in E4(F”) is identical to that of A in S4(Sz, Sg). Then, if S aborts
due to incorrect knowledge-extraction with non-negligible probability p in the rewinding-ordered right
simulation of S4(Sy, Sg), then with the same probability E will also abort due to incorrect knowledge-
extraction in E4(F’). This means that with probability p E will get a preimage of either y(()i) or yy)
for some i, 1 < i < s(n). But, according to the (non-uniform) witness indistinguishability property
of WIPOK used by honest right-players, with probability close to p/2 the extracted value will be the
preimage of y; = yi?b, which violates the one-wayness of f.

O

Now, we consider the second hybrid experiment S{‘. The simulated public-key file generation stage
and the right interactions are identical to those of Sf‘. In left interactions, in Stage-3 of any session with

respect to a public-key (y(()i), ygi), G, Sy sends u @ fg) to A just as the honest left-player does, where u

is the random string committed by So in Stage-1 and ﬁ(ni) is the message sent by A in Stage-2. But, in
Stage-4 the witness used by S is still generated from xéj ) (or equivalently, a directed Hamiltonian cycle
in G(J)) that is the trapdoor of the Feige-Shamir trapdoor commitment scheme with respect to GU).

For clarity, the description of S{‘ is depicted in Figure 12 (page 37).

We first note that the only difference between the view of A in Sf‘ and the view of A in real
concurrent executions of the protocol IT = (P, V) in the CMIM setting of the BPK model is that: In
real executions, in Stage-4 of any session the honest left-player always uses the randomness used in
its Stage-1 commitment; In Sé“, the witness used by So in Stage-4 is generated from the commitment
trapdoor. However, according to the WI property of Stage-4, this difference only makes negligible
distinguish gap since otherwise using standard hybrid technique one can construct a (non-uniform)
algorithm that works in probabilistic polynomial-time to break the WI property of Stage-4. Thus, we
conclude that the view of A in Sg‘ is computationally indistinguishable from the view of A in real
concurrent executions.

Now, all left is to show that the output of Sf‘ is indistinguishable from the output of SlA. Actually,
the indistinguishability between the output of Sf and the output of Sf‘ is directly followed from the
following lemma.

Lemma 6.2 Suppose the output of S? is not indistinguishable from the output of Sf, then we can
construct a BPP machine that breaks the computational-hiding property of the underlying Feige-Shamir
trapdoor commitment scheme with non-negligible acceptance gap.
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Generation of Simulated Public-Key File F From F'.

For i := 1 to s(n) do:

2! {0, 1}”; 2" L g0, 11,

Compute y = f(z'), v = f(z") and reduce y” to a graph G,

b {0,1}.

Set yl()) be 1/, and yg)b be y;.

Publish (y(() ),ygl), G) as the i-th public-key in the simulated public-key file F' and keeps (2, z)
in secret as the corresponding secret-key.

Straight-Line Left Simulation Rewinding-Ordered Right Simulation

1:=1

Running A until receiving the first Stage-1 message, de-
In the i-th concurrent session (or- noted «;, marks the session of «; the i-th session.
dered by the time-step in which the Label: Suppose the i-th session is with respect to a public-
first round of each session is played) key (TCP Kéj),TC P K@)TC’ P Kéj)),
between E and A in the left part of While “A does not stop and S does not abort” do
CMIM with respect to a public-key e Uniformly selects v & {0,1}™ and sends v to A as the
(y(()]), ygj)a G(j)), 1 <i,j < s(n), E Stage-2 message of the ¢-th session.

acts in the following way:
e Runs A further and acts accordingly in any session

In Stage-1, E uniformly se- other than the i-th session. When running into the
lects u & 0,1} and sends CZKAOK phase (Stage 3-4) of the i-th session, de-

_ () noted by the Stage-3 message (from A) of the i-th ses-
a = FSTC(G5’,u) to A. After (i)

receiving Stage-2 message, denoted sion 7, E uses the knowle@ge—extractor of CZKAOK
747(4 ) from A, E randomly selects a protocol to extract the witness used by A in the

’ CZKAOK phase of the i-th session. This is achieved
by rewinding A and such rewindings are called knowl-
edge rewindings. If the extracted value is (¢;, s;) such
that a; = TCCom(TCPKéj),ti, si), where t; is of
length n, then F does the following;:

string Tl( in {0,1}" and sends rl()
to A in Stage-3 (rather than sending
back u @ 7:7@ as the honest left player
does). Then, in Stage-4, using the
concurrent zero-knowledge argument

of knowledge (CZKAOK) protocol E 1. rewinds A to the pomt A just sent «;, randomly
proves that “a is the commitment to selects a string 7"7(~ in {0, 1}"™ sends back n(» ) t;
TZ(Z) D fﬁl)”. The witness used by E to A. Such a rewinding is called the i-th major
in Stage-4 is generated from .%gj ) (or rewinding.

equivalently, a directed Hamiltonian 2. Runs A further (from the i-th major rewind-
cycle in GVY)) that is the trapdoor ing point) until receiving a new Stage-1 message
of the Feige-Shamir trapdoor com- from A; sets i := i+1 and marks the new Stage-1
mitment scheme with respect to message o; and the current session of o; the i-th
GU). session.

3. Goto Label

We stress that at any point of simulation, if A does not act accordingly or fails to provide a valid
proof then E aborts and outputs the public-key file F' and the transcript up to now.

Figure 11. The algorithm E4(F")
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Generation of Simulated Public-Key File F'.
This stage of S3' is identical to that of Sit.

Left Interactions

Right Interactions

In the i-th concurrent session (ordered by the time-step in which the
first round of each session is played) between Sy and A in the left part
of CMIM with respect to a public-key (y(()j), ygj), GU, 1 <i,j < s(n),
So acts in the following way:

In Stage-1, S uniformly selects u & {0,1}™ and sends
a = FSTC(ng),u) to A. After receiving Stage-2 message, de-
noted f,(f'), from A, S5 sends back rl(i) =u®d F,(ﬂi) rl(i) to A in Stage-3
just as the honest left-player does. Then, in Stage-4, using the con-

current zero-knowledge argument of knowledge (CZKAOK) protocol
(

S proves that “« is the commitment to Tli) <) fTi)”. The witness used
by S9 in Stage-4 is generated from the trapdoor a:g] ) (or equivalently,
a directed Hamiltonian cycle in G)) rather than the randomness

used to commit to u in Stage-1 as the honest left-player does.

The right interactions of
S3! between A and Sy just
identical to that of S
between A and 57.

We stress that at any point of the simulation, if A does not act accordingly or fails to provide a
valid proof then S5 aborts and outputs the public-key file £’ and the transcript up to now.

Figure 12. The hybrid experiment Sé“
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Proof.  We consider the following s(n) hybrid experiments H{*, H3,---  H ;‘%n). For any i, 1 <

i < s(n), the simulated public-key file generation stage and the right interactions of HZA identical to
those of Si* and S5'. But in its left interactions between H; and A, in the first i sessions (ordered by
the time-step the first round of each session is played) H; works just as S; does, but in the rest s(n) —1
sessions H; works just as Sy does.

Specifically, in Stage-4 of all sessions H; uses the commitment trapdoor to generate the witness to
be used in the CZKAOK protocol. But in the j-th session, 1 < j < i, the CZKAOK protocol is with
respect to a random string chosen by H; in Stage-3 and in the j-th session, i < j < s(n), the CZKAOK
protocol is with respect to the outcome of coin-tossing rl(l) =u®d 77,(,1), where w is the random string
committed in Stage-1 and F,(ni) is the message sent by A in Stage-2.

Clearly, suppose the output of Sé“ is distinguishable from the output of Sf‘ with non-negligible
probability p(n), then there must exist an i, 1 < i < s(n), such that there exists a (non-uniform) PPT
distinguisher D’ that can distinguish the output of H; and the output of H; 1 with probability at least
ZS’ EZ; that is also non-negligible in n. However, below we transform D’ into another BPP machine D
that breaks the computational-hiding property of the underlying Feige-Shamir trapdoor commitment

scheme with non-negligible acceptance gap Q%L

Let 79, 1 be two random strings in {0,1}", and a« = FSTC(rp) for b Tl {0,1}. Now, D takes
aand 7, ( k= 0 or 1) as its inputs and its task is to distinguish whether or not a commits to r.
To do this, D(«,ry) first randomly “guesses” an i from {1,2,---,s(n)} and then runs A to mimic the
experiment HZ-A but with the following exception. In the i-th session of left interactions between D and
A, D sends « to A in Stage-1, and after receive the Stage-2 message 7:7@ from A, D sends ry, EBﬁ(f‘) as the
Stage-3 message. Finally, D gives the interaction transcripts (between D and A) to the distinguisher
D’ and outputs what D’ outputs.

Now, we consider the acceptance gap between Pr[D(a,r9) = 1] and Pr[D(«,r;) = 1]. The key
observation is that: on one hand, if r, = r1_; then the Stage-3 message ri ® fﬁi) is also a random string
and so in this case the interactions between A and D identical to HiA; on the other hand, if rp = r then
the Stage-3 message ri & 7:1(}') is the real outcome of the coin-tossing and so in this case the interactions
between A and D identical to H#! ;. Since we assume that there exists an i, 1 < i < s(n), such that D’

can distinguish the output of H; and the output of H; 1 with probability at least ZS%, and also since D

chooses i randomly from {1,2,--- ,s(n)}, we conclude that | Pr[D(«,r¢) = 1]—Pr[D(a, 1) = 1]| > p(n)
s(n)

This means that D is a BPP machine to break the computational-hiding property of the underlying

Feige-Shamir trapdoor commitment scheme. ([l

(2) Strategy-restricted and predefinable randomness.

Denote by Ry, = {R(Ll), R(L2), cee Ri(n)} the set of outputs recorded in the output S for all concurrent

sessions of the left part of CMIM in BPK model and denote by R = {Rg), Rg), e ,R%(n)} the set
of outputs recorded in the output of S for all concurrent sessions of the right part of CMIM in BPK
model. A '

It is clear that for any i, 1 < i < p(n), R(LZ) = S(LZ) that is a random string of length n. For any
)

string R% € Rp, there are three cases:
Case 1. RS;? = Sg) that is a random string of length n.

Case 2. Rg) € Ry,

Case 3. Other cases.
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Generation of Simulated Public-Key File F From F”.

For i := 1 to s(n) do:

o L {013

Compute y' = f(2')

b {0,1}.

Set yl(f) be 1/, yy_)b be ¥, and reduce yg) to an instance of DHC G().

Publish (y((]i) , ygi), G(i)) as the i-th public-key in the simulated public-key file F' and keeps :cl(f) =q
in secret as the corresponding secret-key.

Straight-Line Left Simulation Rewinding-Ordered Right Simulation

In any session of the left interactions between E | The right interactions between E and A
and A, E works just as the honest left-player does. | are identical to the rewinding-ordered right
Specifically, in Stage-3 of any session, E sends u @ 73@ simulation of E4(F").

to A, where u is the random string committed by E in
Stage-1 of that session and 77,@ is the Stage-2 message
from A. In Stage-4, E uses the corresponding ran-

domness used to commit to u in Stage-1 as the witness.

We stress that at any point of simulation, if A does not act accordingly or fails to provide a valid
proof then E aborts and outputs the public-key file F' and the transcript up to now.

Figure 13. The algorithm E4(F")

According to the definition of strategy-restricted and predefinable randomness, it needs to show that
the probability that Case 3 occurs is negligible, and that with overwhelming probability each string in
Ry can appear in Rp at most once.

We first show the probability that Case 3 occurs is negligible. Let F” = {(y1), yél)), (y®, yéQ)), s
(ys() yés("))), }, where for each 4, 1 < i < s(n), y!) and yél)) are in the range of the OWF f on inputs
chosen randomly from {0,1}". Now, suppose Case 3 occurs with non-negligible probability (i. e. with
non-negligible probability there exists an ¢ such that the output of the i-th session in the right simulation
of S with respect to a public-key (yé]), y](j), G(j)) is neither Case 1 nor Case 2, 1 <i,j < s(n)), then we
will construct a probabilistic algorithm E4(F") that works in (expected) polynomial-time to break the
onewayness of f. EA(F") works like the E4(F") (depicted in Figure 9) but with the following exceptions:
The simulated public-key file in EA4(F”) is generated from F” and in the straight-line left simulation of
EA(F"), E works just as honest left-player do. For presentation clarity, £4(F") is depicted in Figure
13.

It is easy to see that conditioned that E aborts due to incorrect knowledge-extraction with negligible
probability in the rewinding-ordered right simulation, the view of A in EA(F") is identical to that of A in
real concurrent executions of the protocol IT = (P, V') in the CMIM setting of the BPK model. Actually,
using the same proof technique of Lemma 6.1, it is easy to see that the probability that E aborts due to
incorrect knowledge-extraction in the rewinding-ordered right simulation is negligible. Since as we have
shown the view of A in S4(Sr, Sg) is indistinguishable from the view of A in real concurrent interactions,
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we conclude that if with non-negligible probability there exists an 4 such that the output of the i-th
session in the right simulation of .S with respect to a public-key (y(()J ), ygj ), GU )) is neither Case 1 nor Case
2, then with also non-negligible probability (suppose this non-negligible probability is p(n)) there exists
an ¢ such that the output of the i-th session in the right simulation of E with respect to a public-key
(y((]J ), ygj ), GU)) is neither Case 1 nor Case 2, where 1 < i, j < s(n). However, by randomly “guessing” i
from {1,2,---,s(n)} and by knowledge-rewinding A using the knowledge extractor of CZKAOK after
the major-rewinding point of the i-th session, E will extract another different decommitment to the
same Stage-1 message a; of the i-th session in expected polynomial-time with non-negligible probability
approximately %. Note that from two different decommitments to the same «; (one is extracted
before the major-rewinding point of the i-th session and another is extracted after the major-rewinding

point of the i-th session) E will easily computes out a Hamiltonian cycle of GY from which one can

easily compute a preimage of yéj ), which contradicts the one-wayness of f.

Now, all left is to show that with overwhelming probability each string in Ry, can appear in Rgr at
most once. It is sufficient to show that with overwhelming probability Rr consists of distinct values.
Suppose with non-negligible probability there exists an ¢ such that R%) = R%) for j < 4, then by
randomly “guessing” i from {1,2,---,s(n)} and by knowledge-rewinding A after the major-rewinding

point of the i-th session, F will extract another decommitment Rg) S5 Sg) @ t; to the same Stage-1
message «; of the i-th session in expected polynomial time with non-negligible probability, where ¢; is

the decommitment to «; extracted before the major-rewinding point of the i-th session. Since Sg) is

a truly random value, with overwhelming probability Rg) < Sg) @ t; # t;. Again, from two different

decommitments to the same «; E can easily extract a preimage of yéi), which violates the one-wayness

of f.
Black-box concurrent player security.

We now proceed to prove the black-box concurrent player security of the protocol II =< L, R >
depicted in Figure 6.

(1) Black-box concurrent right-player security.

Recall that in the concurrent right-player security setting, a adversary plays the role of left-players
and concurrently interacts with polynomially many instances of the right-player. But since left-players
are not involved in the key-generation stage of the BPK model, the adversary playing the role of
left-players keeps no secret information. It means that for any adversary A in the concurrent right-
player security setting of the BPK model there exists another adversary B in the CMIM setting of the
BPK model, such that what the adversary A can do in its concurrent attacks against honest right-
players can also be done by B in the right part of CMIM in the BPK model. Furthermore, B can
do that independently of the concurrent executions in the left part of CMIM. This means that black-
box concurrent channel security in the BPK model actually implies black-box concurrent right-player
security in the BPK model. Note that we have proved that the protocol II =< L, R > does satisfy black-
box concurrent channel security in the BPK model, so it also satisfies black-box concurrent right-player
security in the BPK model.

(2) Black-box concurrent left-player security.

For black-box concurrent left-player security in the BPK model, we first observe that black-box
concurrent channel security in the BPK model does not imply black-box concurrent left-player security
in the BPK model any longer. The reason is that in the concurrent left-player security setting of the BPK
model , an adversary A firstly generates and publishes a public-key file and then concurrently interacts
with polynomially many instances of the honest left-player with respect to the published public-file.
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Thus, the adversary keeps secret information (the corresponding secret-keys) and his behavior may also
depend on such secret information. An algorithm without the knowledge of the secret information (like
adversaries in the CMIM setting of the BPK model) may not do what the adversary A can do.
According to the definition of black-box concurrent left-player security, we need to construct a
probabilistic (expected) polynomial-time simulator S such that for any PPT s(n)-concurrent adversary
A that plays the role of right-players and concurrently interacts with many instances of the honest
left-player in at most s(n) sessions, the output of S4(Rg) satisfies the properties of simulatability
and predefinable randomness, where Rg = {rgl),rgz), e ,rgs(n))} be a set of s(n) random strings of
length n each. Without loss of generality, we also suppose A generates and publishes a public-file that
contains s(n) public-keys of the form (yéi),ygi),G(i)), 1 < i < s(n). Actually, as we shall see, the
proof of black-box concurrent left-player security is very similar to the proof of black-box concurrent
zero-knowledge for the general CZK-CS protocol 7. Specifically, just like the black-box zero-knowledge
simulator presented in the proof of Theorem ?, S4(Rg) also works in at most s(n) + 1 phases and in
each phase, S either successfully gets a simulated transcript or “breaks” a new public-key in the sense

that S can extract the corresponding secret-key ml()j ) (1 < j < s(n)). But, we remark that in the i-th

session of each phase, 1 < i < s(n), S sends to A rg) rather than rl(i) P ﬁ@ in Stage-3, where rl(i) is

the random value committed by S in Stage-1 of the ¢-th session and f,@ is the value sent by A to S in
Stage-2. And once a public-key (yéj),yy), G(j)), 1 <i < s(n), is broken (that is, S learns :cl()j)), then S
uses the witness generated from xl(f ) in Stage-4.
Since S runs in at most s(n)+ 1 phases, and during each phase S also works in expected polynomial
time, it is easy to see that S runs in expected polynomial time in toto.
There are two differences between the output of S4(Rg) and the view of A in real interactions with

honest left-player instances:

1. In the simulated transcript generated by S4(Rg), S sends to A r(Si) (rather than rl(i) &7 as the
honest left-player does) in Stage-3 of the i-th session , 1 <1 < s(n), where rl(l) is the random value

committed by S in Stage-1 of the i-th session and f,(ai) is the value sent by A to S in Stage-2.

2. In the i-th session of real interactions, the honest left-player uses the corresponding randomness

(used to commit to rl(i) in Stage-1) as the witness in Stage-4. But in the simulated transcript, in

any session with respect to a (broken) public-key (y[()j ),ygj ), G), 1 <i < s(n), the witness used
by S in Stage-4 is generated from the extracted secret-key xl(f ),

To show the indistinguishability between the output of S4(Rg) and the view of A in real interactions
with honest left-player instances, we consider the following mental hybrid experiment H4 in which
a PPT algorithm H just works as S does but with the following exceptions: During any phase of
the at most s(n) + 1 phases, in the i-th session with respect to a broken public-key (y((]j ),ygj ), G(j)),

1<i4,j <s(n), H sends rl(i) & 7 (as the honest left-player does) in Stage-3, where rl(i) is the random

value committed by H in Stage-1 of the i-th session and fﬁi) is the value sent by A to H in Stage-2.

But in Stage-4, the witness used by H is generated from the extracted secret-key xz()] ),

The indistinguishability between the output of H# and the view of A in real concurrent interactions
with honest left-player instances is followed from the (concurrent) witness indistinguishability property
of Stage-4. The indistinguishability between the output of S4(Rg) and the output of H is followed
from the fact that if they are not indistinguishable then using the similar proof procedure of Lemma
6.2 one can construct a BPP machine that breaks the computational-hiding property of the underlying

Feige-Shamir trapdoor commitment scheme with non-negligible acceptance gap.

41



O

Comparisons of our result with the works of Barak and Lindell [2, 59].

Firstly, I remark that the structure of our coin-tossing follows that of Barak’s stand-alone non-
malleable coin-tossing [2] that in turn follows the structure of Lindell’s parallel coin-tossing [59].

There are two major differences between the protocol construction of our work and that of [59, 2].
One is that in the works of [59, 2], there is an additional POK phase between Stage-1 and Stage-2 in
which the left player proves the knowledge of the value he committed to in Stage-1. This additional POK
phase is needed in [59] in order to simulate the view of a malicious (aborting) left player in the secure
two-party computation setting. In [2] the additional POK phase is to avoid simultaneous rewindings.
This additional POK phase is avoided in our construction. The reason is: on one hand, non-malleability
refers to unauthenticated channel security and all players are assumed honest; on the other hand, in the
simulation of S no simultaneous rewinding occurs since the left simulation is straight-line simulatable.
Another major difference is that in [59, 2] the left player uses a perfect-binding commitment scheme
but in our work the left player uses a computational-binding trapdoor commitment scheme. We remark
that the trapdoor commitments play a critical role in our construction.

We further make some comparisons of our result with the work of Barak [2]. The work of [2] is the
first constant-round stand-alone non-malleability result in the plain model (without any trusted dealer
or setup assumption). But the construction and security analysis of the protocol [2] are much involved.
The protocol of [2] follows the outline of the protocol of [59] and additionally uses evasive set families
and ZK universal arguments [3]. It is based on sub-exponential hardness assumptions and runs at least
10 rounds since the known ZK universal arguments runs in 10 rounds. The security analysis of [2]
involves diagonalization, non-black-box simulation[1, 5], and the Richardson-Killian transformation [72]
techniques and treats the synchronizing and non-synchronizing adversaries separately. In comparison,
our work deals with concurrent non-malleability in the BPK model. Our protocol does not assume
any sub-exponential hardness assumption and can be implemented in 5 rounds. The security analysis
also does not employ much involved techniques. Our result can be viewed as another evidence to the
powerfulness of the BPK model.

6.3 The DLP-based Practical Construction

The DLP-based practical construction is depicted in Figure 14.
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The Practical Concurrent Coin-Tossing II=<L,R >

Key Generation. For a security parameter n, let (TCPKy, TCSK) &

TCGen(1"), (TCPK,,TCSK;) < TCGen(1") and (TCPK,, TCSK;) < TCGen(1").
(TCPKy, TCPK,,TCPK,3) is the public-key of the right player R. But for its secret-key, the
right-player randomly selects a bit b from {0, 1}, keeps TCSK}, as its secret key while discards
TCSKlfb and TCSKQ

Stage-1. Left player uniformly selects ry & {0,1}" and, for a random string s,,, computes
a = TCCom(T'CPK>, 1y, sy,) using the trapdoor commitment scheme TC with respect to
TCPK,. Finally, the left player sends « to the right player.

Stage-2. The right player uniformly selects 7, & {0,1}" and sends r, to the left player.
Stage-3. The left player sends r = r; @ r, to the right player.

Stage-4. Using the 6-round practical concurrent zero-knowledge argument of knowledge
(CZKAOK) with both concurrent soundness and concurrent witness extraction (de-
picted in Figure 2), the left player proves that: he knows a string s’ such that o =
TCCom(TCPKsy,r & ry,s’). The witness used by the left player in Steps L4-7 is (ry, sy, ).

The result of the protocol is the string . We will use the convention that if one of the parties
aborts (or fails to provide a valid proof) then the other party determines the result of the protocol.

Figure 14. The practical concurrent coin-tossing in the BPK model

Theorem 6.2 Under discrete logarithm assumption, the protocol Il =< L, R > depicted in Figure 14
1s a practical black-box concurrent coin-tossing protocol in the BPK model without going through general

NP-reductions .

Proof. According to the definition of black-box concurrent coin-tossing, we need to show that the
protocol II =< L, R > satisfies both black-box concurrent channel security and black-box concurrent
player security in the BPK model.

Black-box concurrent channel security (black-box concurrent non-malleability).

We first show that on a security parameter n, for any positive polynomial s(n) and for any PPT
s(n)-adversary A in the CMIM setting of the BPK model with respect to any public-key file of size s(n)
generated by honest right-players, the protocol II =< L, R > is black-box concurrently non-malleable.
Specifically, for any PPT s(n)-adversary A in the CMIM setting of the BPK model with respect to any
public-key file of size s(n), let Sp, = {Sg), Sf), e ,Sz(n)} and Sp = {Sl(%l), Sg), e ,Sls%(n)} be two sets
of random strings, each set containing s(n) random strings of length n each, we construct a simulator
S that gets (S, Sg) as its input and generates in expected polynomial time (while oracle accessing
to A) a simulated view satisfying the required properties according to the definition of concurrently
non-malleable coin-tossing. For presentation convenience, besides the simulated key generation phase
of S we describe the simulation procedure of S4(Sy, Sg) in two parts: the left part, in which S plays the
role of honest left players and concurrently interacts with A; the right part, in which S plays the role
of the honest right players and concurrently interacts with A. The algorithm S4(Sr, Sg) is depicted in
Figure 7 (page 44).
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Generation of Simulated Public-Key File F'.

For i := 1 to s(n) do:

(rcPk{?, TCSKS) £ TCGen(1m).

(rcPKY Tesk™y L TeGen(1m).

(TcPKY) TCSK()) £ TCGen(1m).

b {0,11.

Publish (TC’PK(gi),TCPK{i), TC’PKS)) as the i-th public-key in the simulated public-key file F’
and keeps (TCSK. éi),T C’SKS)) as the corresponding secret-key while discards TCSK ﬁ)b.

Straight-Line Left Simulation Rewinding-Ordered Right Simulation
1:=1
In the i-th concurrent session (or- Running A until receiving the first Stage-1 message, de-
dered by the time-step in which the noted «;, marks the session of «; the i-th session.
first round of each session is played) Label: Suppose the i-th session is with respect to a public-

between S and A in the left part key (TCPKéj),TC’PKfj),TC’PKéj)).
of CMIM with respect to a public- While “A does not stop and S does not abort” do

key (TC’PK((]]),TCPK%J),TCPKSJ)), e Uniformly selects v & {0,1}™ and sends v to A as the
1 <4,j < s(n), S acts in the following Stage-2 message of the i-th session.
way:

e Runs A further and acts accordingly in any session
In  Stage-1, S uniformly  se- other than the i-th session. When running into the
lects u & {0,1}* and sends CZKAOK phase (Stage 3-4) of the i-th session, de-

i j noted by the Stage-3 message (from A) of the i-th ses-
a = TCCom(TCPKéj),u) to A. ] N(i)yS fh o] i (_ . t) ¢ CTKAOK
After receiving Stage-2 message, denoted SIon Ty 1’ uses the n}cl)w © ‘ge extrac c(i)rbo L i th
~(7) ¢ A S d S(i) to A in Stage-3 protocol to extract the witness use y m the
s TOM A sen‘s L ro A N(E:;g ¢ CZKAOK phase of the i-th session. This is achieved
(rather than sending back u & 77 as by rewinding A and such rewindings are called knowl-
the honest left player does). Then, in edge rewindings. If the extracted value is (t;, s;) such

-4 i h ical ;
S, i e practol et | 2 (TP ) wher o
8 & & length n, then S does the following:

(CZKAOK) protocol S proves that “«a

is the commitment to Sg) ® ﬂ(,i)”. The 1. rewindsA to the point A just sent «; and sends
witness used by S is generated from back Sg) @ t; to A. Such a rewinding is called
from TCPKéJ ) (specifically, by running the i-th major rewinding.

TCFake(TCPKéJ),TCSKéJ),a,Sg) S 2. Runs A further (from the i-th major rewind-
77,,(«2))). ing point) until receiving a new Stage-1 message

from A; sets i := i+ 1 and marks the new Stage-1
message a; and the current session of «; the i-th
session.

3. Goto Label

We stress that at any point of simulation, if A does not act accordingly or fails to provide a valid
proof then S aborts and outputs the public-key file F' and the transcript up to now.

Figure 7. The simulation of S4(Sr, Sg)
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First, we show that the simulator S A(S L, Sr) runs in expected polynomial time. Note that whenever
S rewinds A in the right simulation, the interactions between S and A in the left simulation are also
rewound. But since the left simulation is straight-line simulatable and all the major rewindings in the
right simulation are ordered , no simultaneous rewindings take place. Since A works in polynomial-time,
there are also polynomially many major rewindings in the right simulation. And during each major
rewinding S also runs in expected polynomial time by running the knowledge extractor of CZKAOK.
We conclude that S works in expected polynomial time in total.

Below, we show that the simulation of S (depicted in Figure 7) does satisfy the required prop-
erties of concurrently non-malleable coin-tossing: simulatability, strategy-restricted and predefinable
randomness.

(1) Simulatability.

According to the definition of concurrently non-malleable coin-tossing, this needs to show that
the output of S4(Sy, Sgr) is computationally indistinguishable from the view of A in real concurrent
executions of the protocol II =< L, R > (depicted in Figure 6) in the CMIM setting of BPK model.
Actually, as we shall see, the output of S is identical to the view of A in real concurrent executions of
II =< L, R > in the CMIM setting of BPK model.

We consider a hybrid experiment H4(Sy, Sg) in which a PPT algorithm H works just as S does but
with the following exception that in the i-th session of the straight-line left simulation, H sends u & fﬁi)
to A (rather than sending back S(LZ) as S does) in Stage-3 and uses the corresponding randomness (used
to commit to u in State-1) as the witness in Stage-4.

It is clear that the view of A in H4(Sy, Sg) is identical to the view of A in real concurrent executions
of the protocol I =< L, R > in the CMIM setting of BPK model. It is also easy to see that the view of A
in HA(Sy, Sg) is identical to the view of A in S4(SL, Sg). Specifically, in any session of straight-line left
simulation, S and H all send a random string of length n in Stage-3 and use a random decommitment
string as the witness in Stage-4.

(2) Strategy-restricted and predefinable andomness.

Denote by Ry, = {R(Ll), R(L2), sl Ri(n)} the set of outputs recorded in the output S for all concurrent

sessions of the left part of CMIM in BPK model and denote by R = {Rg), Rg), e ,R%(n)} the set
of outputs recorded in the output of S for all concurrent sessions of the right part of CMIM in BPK
model.

It is clear that for any i, 1 < i < p(n), R%) = S(Li) that is a random string of length n. For any
)

string Rg € Rp, there are three cases:

Case 1. Rg) = Sg) that is a random string of length n.

Case 2. Rg) € Ry,
Case 3. Other cases.

We first show the probability that Case 3 occurs is negligible. Suppose Case 3 occurs with non-
negligible probability, then with non-negligible probability there exists an ¢ such that the output of
the i-th session in the right simulation of S is neither Case 1 nor Case 2. Since the view of A in
SA(Sy, Sg) is identical to the view of A in H*(Sy, Sg), then with the same probability there exists an
i such that the output of the i-th session in the right simulation of H is also neither Case 1 nor Case
2. Let F' = {(TCPKW, 7CPKM), (TCPK®, TCPK), ... (TCPKE™) TePK{F™)),}, then we
will construct a probabilistic algorithm FE that takes F’ and (Sg,Sg) as inputs and works in expected
polynomial-time (with oracle access to A) to break the discrete logarithm hardness assumption by oracle
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accessing to A. Actually, as we shall see, EA(F’, Sr, Sr) works just as H*(Sr, Sg) does but with a
modified simulated public-file generation. Specifically, in E4(F’, St, Sg) the simulated public-file is
generated from F’ rather than generated by itself from scratch. For clarity, the full description of the
algorithm E4(F’, Sz, Sg) is depicted in Figure 8 (page 47).

It is clear that E4(F',Sr,Sg) is identical to HA(Sz,Sg). This means that with the same non-
negligible probability there also exists an ¢ such that the output of the i-th session in the right simula-
tion of E is also neither Case 1 nor Case 2. However, by knowledge-rewinding A using the knowledge
extractor of CZKAOK after the major-rewinding point of the i-th session, S will extract another dif-
ferent decommitment to the same Stage-1 message «; of the i-th session. Note that from two different
decommitments to the same «a; (one is extracted before the major-rewinding point of the i-th session
and another is extracted after the major-rewinding point of the i-th session) E will easily computes out
TCSK,, which contradicts the discrete logarithm hardness assumption.

Now, all left is to show that with overwhelming probability each string in Ry can appear in R at
most once. It is sufficient to show that with overwhelming probability Rpr consists of distinct values.
Suppose with non-negligible probability there exists an ¢ such that RS%) = R%) for j < i, then by
knowledge-rewinding A after the major-rewinding point of the i-th session, S will extract another
decommitment Rg) @ Sg) @ t; to the same Stage-1 message «; of the i-th session, where ¢; is the
decommitment to «; extracted before the major-rewinding point of the i-th session. Since Sg) is a
truly random value, with overwhelming probability R%) S3) Sg) @ t; # t;. Again, from two different
decommitments to the same «; E can easily extract the secret-key T'C'S K5, which violates the hardness

assumption of discrete logarithm.
Black-box concurrent player security.

We now proceed to prove the black-box concurrent player security of the protocol II =< L, R >
depicted in Figure 6.

(1) Black-box concurrent right-player security.

Recall that in the concurrent right-player security setting, a adversary plays the role of left-players
and concurrently interacts with polynomially many instances of the rith-player. But since left-players are
not involved in the key-generation stage of the BPK model, the adversary playing the role of left-players
keeps no secret information. It means that for any adversary A in the concurrent right-player security
setting of the BPK model there exists another adversary B in the CMIM setting of the BPK model, such
that what the adversary A can do in its concurrent attacks against honest right-players can also be done
by B in the right part of CMIM in the BPK model. Furthermore, B can do that independently of the
concurrent executions in the left part of CMIM. This means that black-box concurrent channel security
in the BPK model actually implies black-box concurrent right-player security in the BPK model. Note
that we have proved that the protocol II =< L, R > does satisfy black-box concurrent channel security
in the BPK model, so it also satisfies black-box concurrent right-player security in the BPK model.

(2) Black-box concurrent left-player security.

For black-box concurrent left-player security in the BPK model, we first observe that black-box
concurrent channel security in the BPK model does not imply black-box concurrent left-player security
in the BPK model any longer. The reason is that in the concurrent left-player security setting of the BPK
model , an adversary A firstly generates and publishes a public-key file and then concurrently interacts
with polynomially many instances of the honest left-player with respect to the published public-file.
Thus, the adversary keeps secret information (the corresponding secret-keys) and his behavior may also
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Generation of Simulated Public-Key File F' From F’.

For ¢ :=1 to s(n) do:
(TCPK',TCSK') <& TCGen(1").
b {0,1}.

Set TCPK" be TCPK', TCSK{" be TCSK' and TCPK\"”, be TCPK®.
Publish (TCPKY), TCPE® TCPK{") as the i-th public-key in the simulated public-key file F
and keeps TCSK ZSZ) = TCSK' in secret as the corresponding secret-key.

Straight-Line Left Simulation

Rewinding-Ordered Right Simulation

In the i-th concurrent session (or-
dered by the time-step in which the
first round of each session is played)
between E and A in the left part
of CMIM with respect to a public-
key (TCPKY) TCPKY TCPK{),
1 <i,57 < s(n), E acts in the following
way:

1:=1

Running A until receiving the first Stage-1 message, de-

noted
Labe

«;, marks the session of «; the i-th session.
I: Suppose the i-th session is with respect to a public-

key (TCPKY), TCPKY TCPK{).
While “A does not stop and S does not abort” do

Uniformly selects v & {0,1}™ and sends v to A as the
Stage-2 message of the i-th session.

e Runs A further and acts accordingly in any session
In Stage-1, E uniformly  se- other than the i-th session. When running into the
lects u & 0,1} and sends CZKAOK phase (Stage 3-4) of the i-th session, de-

o = TC’C’om(TCPKéj),u) to A. After
receiving Stage-2 message, denoted f,gi),
from A, F sends u &P fg) to A in Stage-3
just as the honest left player does. Then,
in Stage-4, using the practical concurrent
zero-knowledge argument of knowledge
(CZKAOK) protocol E proves that “a is
the commitment to u”. The witness used
by FE is the corresponding randomness
used to commit to u in State-1.

noted by the Stage-3 message (from A) of the i-th ses-
sion fl(z), E uses the knowledge-extractor of CZKAOK
protocol to extract the witness used by A in the
CZKAOK phase of the i-th session. This is achieved
by rewinding A and such rewindings are called knowl-
edge rewindings. If the extracted value is (¢;, s;) such
that a; = TCCom(TCPKéj),ti, si), where t; is of
length n, then E does the following:

1. rewinds A to the point A just sent «; and sends
back SI(;) @ t; to A. Such a rewinding is called
the i-th major rewinding.

2. Runs A further (from the i-th major rewind-
ing point) until receiving a new Stage-1 message
from A; sets i := i+ 1 and marks the new Stage-1
message a; and the current session of «; the i-th
session.

3. Goto Label

We stress that at any point of simulation, if A does not act accordingly or fails to provide a valid
proof then E aborts and outputs the public-key file F' and the transcript up to now.

Figure 8. The algorithm E4(F’, Sy, Sg)
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depend on such secret information. An algorithm without the knowledge of the secret information (like
adversaries in the CMIM setting of the BPK model) may not do what the adversary A can do.

According to the definition of black-box concurrent left-player security, we need to construct a
probabilistic (expected) polynomial-time simulator S such that for any PPT s(n)-concurrent adversary
A that plays the role of ritht-player and concurrently interacts with many instances of the honest left-
player in at most s(n) sessions, the output of S4(Rg) satisfies the properties of simulatability and
predefinable randomness, where Rg = {Tgl), ngz), . ,r(s(n))} be a set of s(n) random strings of length n
each. Without loss of generality, we also suppose A generates and publishes a public-file that contains
s(n) public-keys of the form (TCPK(()I),TCPKY), TCPKéZ)), 1 <i < s(n). S4Rs) works in at most
s(n)+1 phases. We remark that in the i-th session of each phase, 1 <1i < s(n), S sends to 4 rg) rather
than r; @ r,. in Stage-3, where 7; is the value committed in Stage-1 of the i-th session by S and 7, is
the value sent by A to S in Stage-2. In each phase, S either successfully gets a simulated transcript
or “breaks” a new public-key in the sense that S can extract the corresponding secret-key TCSKj
(according to the special soundness of Y-protocol, this is achieved by rewinding A to get two different
accepting conversations w. r. t. the same first message sent by A in Stage-4). Once a public-key
(TCPKy, TCPK,,TCPK,) is broken (that is, S learns TCSK}), then S uses the witness generated
from TCSK} in Stage-4.

Since S runs in at most s(n)+ 1 phases, and during each phase S also works in expected polynomial
time, it is easy to see that S runs in expected polynomial time in toto.

Due to the concurrent perfect zero-knowledge property of Stage-4, it is clear that output of S4(Rg)

is identical to the view of V* in its real interactions. Denote by R4 = {’I”S), rf), - ,TS(R))} the outputs
(recorded in the output of S4(Rgs)) of all the concurrent sessions between S and A, then it is also easy
to see that R4 = Rg.

O

7 A Survey of Subsequent Discoveries

After the original publication in January 2004, two and a half years has passed. In this subsection, we
make a survey on subsequent discoveries that closely related to this work.

Firstly, the two CZK-CS protocols are found flawed independently in [30, 77]. [30] fixed the flaw
very nicely, following the protocol structure of the first protocol. The first protocol is also extended to
transform any public-coin HVZK into generic yet practical (statistical) ZK arguments in the standard
model with optimal communication and computational complexity incurred. [82]. Very recently, [27]
fixed the flaw of the second protocol with the same sprit of [30]. Unfortunately, in [77], we show
that the fixed protocol of [30] does not provide concurrent verifier security, though it is concurrently
sound. The reason is that although a malicious prover cannot convince of a false statement, but it
can convince a true statement but without any knowledge of the witness! In next section, we show
the fixed protocol of [27] suffers the same problem, showing that it does not provide concurrent verifier
security. In [77], we provide RZK with full concurrent verifier security under subexponential hardness
assumptions. In particular, we get OWF-based, round-optimal but general hardness based, and highly
practical solutions. This leaves a main problem whether we can achieve full concurrent verifier security
for concurrent /resettable ZK under standard hardness assumptions in the BPK model. Note that this
problem is very tricky and subtle, witnessed by the evolution history in the past two and a half years.
Moreover, it even turns out to be tricky to provide a formal definition of full concurrent verifier security
in BPK model under standard assumption (note that formal definition under subexponential assumption
is given in [77]).

In this work, we solve this main problem.
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8 Some Observations on the Protocol of [27]

We briefly recall the fixing of [27]: In Stage-2 of the protocol of Figure 5, the prover commits to a string,
denoted C' = Com(e), then prover proves to verifier that either x € L or C' commits to one of verifier’s
secret-keys.

Then, we show that the protocol of [27] does not achieve full concurrent verifier security. Specifically,
we demonstrate attacks that enable a malicious P* to convince V of a true statement but without
knowing any witness of the proved statement.

The attacks are very similar to those developed in [77, 78] against the fixed protocol of [30].

The fixing is in the same sprit of [30] that fixes the fist protocol, and provides concurrent soundness.

But, using the same attack strategies presented in [77, 78], one can easily convince a true statement
for the language: “{((PKo, PK1),w)}” such that either w is SKy or SK;. Specifically, a malicious
prover make a simulated proof for “C' commits to one of secret-keys”, and then by interleaving two
concurrent sessions, it can malleate the proof given by V on (PKjy, PK1) in one session into a successful
Stage-2 interactions in another concurrent session. Note that P* does not know any of verifier’s secret
keys. The second concurrent interleaving and malleating attacks of [77] also can be trivially applied to
the fixed protocol of [27]. Details can be found in [77, 78].

These observations showing that the fixed protocols of [30, 27] are still not secure in concurrent
settings.

9 Full Concurrent Verifier Security for Concurrent/Resettable ZK
under Standard Assumptions in the BPK Model

Then, how to get full concurrent verifier security for CZK/rZK under standard assumptions in the BPK
model? Or, in other words, how to modify the flawed protocols of the original version of this paper into
correct and right ones?

We solve this main open problem in this section. But, before presenting our protocols, we need
to first give a proper definition of full concurrent verifier security. Note that the attacks developed in
[77, 78] are of nature of man-in-the-middle attacks. That is, they are related to non-malleability of
protocols.

The informal intuition for full concurrent verifier security is: for any z if P* can convince V' (with
public-key PK) of “x € L”, then it must know a witness for this fact. More formally, for any = if
P* can convince V (with public-key PK) of “x € L”, then there exists a PPT knowledge-extractor
that outputs a witness for x € L. But, such a definition does not fully work in the public-key model.
For example, the language may be related to PK, and thus the extracted witness may be related to
SK. But, in knowledge-extraction the PPT extractor may have already possessed SK. To solve this
subtle problem, we require the extracted witness is independent of SK. But, the difficulty here is: How
to formalize such independence, in particular, when SK is unique. The solution is we consider the
message space (distribution) of SK, and such independence is defined as follows: for any polynomial-
time computable relation R, let SK be the real secret-key and SK’ is an element randomly sampled from
the message space of secret-keys, then we require that the probability Pr[R(w, SK) = 1] is negligibly
close to Pr[R(w, SK') = 1], where w is the witness extracted by the PPT knowledge extractor.

Remark: If V has a pair of independent keys (PKy, PKj) as in our case (when they are formed
with pseudorandom generators such that PK does not reveal the secret-key), the independence can
also be formalized as Pr[R(w,SKy) = 1] is negligibly close to Pr[R(w,SK; = 1]. This in particular
guarantees that P*’s interactions cannot depends on the secret-key used by V', and thus cannot malleate
V’s proofs.
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Definition 9.1 (concurrent knowledge-extraction (CKE) in the public-key model) We say that
a protocol (P, V) for an N'P-language L (with N'P-relation Ry ) is concurrently knowledge-extractable

in the BPK model, if there exists a probabilistic polynomial-time knowledge-extractor E such that for any
sufficiently large n, any binary relation R computable in time poly(n), any PPT honest verifier V with
registered public-key PK and corresponding secret-key SK, and any (whether false or true) string x of
length n, for all positive polynomials s and all s-concurrent malicious prover P* (as defined in Section
?), if P* can convince the honest verifier of the statement “x € L” with non-negligible probabilities in
the concurrent interactions, then the following hold:

o With non-negligible probabilities, (z, E(1", PK,SK)) € Rr. That is, The knowledge-extractor, on
input (1", PK, SK), will output a witness w for x € L also with non-negligible probabilities.

e Furthermore, Pr[R(E(1", PK,SK),SK) = 1] is negligibly close to Pr[R(E(1", PK,SK),SK') =
1], where SK' is randomly and independently selected from the space of SK. Specifically, for
any values v1 and ve from the space of secret-keys, Prob[SK = v; N SK' = vy] = Prob[SK =
v1] - Prob[SK' = vs|. This captures that the extracted witness is “independent” of the secret-key
used by E. Note that we do not require that SK' is independent of the public-key PK.

The probability is taken over the the randomness of V' in the key-generation stage (i.e., the randomness
for generating (PK, SK)) and in all the s(n) verification stages, the randomness of E and the choice of
SK'. Here we assume, without loss of generality, that P* is deterministic. The algorithm E is called a
black-box knowledge-extractor if it only oracle accesses to P*, and a non-black-box knowledge-extractor
if it takes the codes of P* as its input.

Now, we return back for achieving full concurrent verifier security for CZK under standard assump-
tions in BPK model.

Protocol-1: In the fixed protocol of [30], we require public-keys to be generated by PRG °. Specif-
ically, we require PKj, = PRG(rp), where b € {0,1} and 7 is a random string. Also, we require that
prover does not directly proves x € L with Y-protocol, where random challenges are set by a coin-
tossing mechnism. Rather, it first commits to a witness using a perfectly-binding commitment scheme,
i.e., Cyy = Com(w), then it proves to V that committed value is a witness for x € L.

Protocol-2: In the fixed protocol of [27], we require public-keys to be generated by PRG. Specifically,
we require PKj, = PRG(ry), where b € {0, 1} and 7} is a random string. Also, we require that in Stage-2,
P first computes Cy, = Com(w) using a perfectly-binding commitment scheme, and then proves to V'
that either the committed value in C,, is a witness for z € L OR another commitment C commits to a
secret-key of V'’s secret-keys.

We describe the Protocol-2 and the proof in details. The protocol is depicted in Figure-9.

We examine the underlying complexity assumptions and round-complexity of the protocol depicted
in Figure-9. PRG can be based on any one-way function (OWF) [?]6. Perfectly-binding commitments
can be based on any one-way permuation (OWP) with one-round commitment stage [45], or based on
any OWF but with a 2-round commitment stage in which the commitment receiver sends public-coins
in the first round [?]. Public-coin partial witness independent WIPOK protocols for NP can be based
on any OWP with three rounds, or based on any OWF but with four rounds [10, ?]. Note that the
protocol depicted in Figure-9 can be easily combined into four rounds (that is optimal) if the partial
witness independent public-coin WIPOK in Stage-1 is of three rounds, or into five rounds if Stage-1 is

SPRG can be replaced by any OWF
SActually, PRG can be just replaced by any OWF
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The protocol (P,V)

Key Generation. Let PRG : {0,1}" — {0,1}*>" be a pseudorandom generator, where n is
the security parameter. Each verifier selects two random strings sg, s1 from {0, 1}", computes
yo = PRG(sp) and y; = PRG(s1), publishes PK = (yo,y1) as its public-key. For its secret-key,
the verifier randomly selects a bit b < {0,1} and keeps SK = s; in secret as its secret-key while
discarding s1_p. Note that PRG(s) is actually a OWF [45].

Common input. An element z € LN{0,1}". Denote by Ry, the corresponding N P-relation for
L.

P private input. An N'P-witness w € {0,1}" for x € L. Here, we assume w.l.o.g. that the
witness for any x € LN {0,1}" is of the same length n (in particular, consider the N'P-
complete language DHC).

Stage-1. V proves to P that it knows a preimage to one of yg, y1, by running a partial witness
independent public-coin WI proof of knowledge (WIPOK) protocol for NP in which V plays
the role of knowledge prover. The witness used by V in this stage is sp.

Stage-2. If V successfully finishes Stage-1, P does the following: it computes ¢,, = C(w, 1) and
csk = C(0™, 74t ), where C is a perfectly-binding commitment scheme and r,, and 7 are the
randomness used for commitments.

Stage 3. Define a new N'P-language L' = {(x, 0,91, Cw, Csk)|(F(w,ry) s.t. ¢y = C(w,ry) A
(x,w) € Rr) V (3(w,rsx,b) s.t. csp = C(w,rsk) ANyy = PRG(w) ANb € {0,1})}. Then, P
proves to V that it knows a witness for (z,yo, y1, Cw, ¢sk) € L', by running a public-coin WI
proof of knowledge (WIPOK) protocol for N'P. The witness used by P is (w, 7).

Figure 9. The ¢ZK-CKE argument for NP in the BPK model.

of four rounds. Thus, we conclude that the protocol described in Figure-9 can be based on any OWP
with optimal round-complexity, or based on any OWF but with five rounds.

On the necessity of ¢, and cz,. We stress that the mandating the perfectly-binding commitments
¢y and cg; play a crucial role for achieving concurrent knowledge-extraction in the public-key model.
In particular, protocol variants without any of them will not provide concurrent verifier security in
the public-key model. Specifically, for protocol variants without mandating any of ¢,, and cg, a slight
modification of the concurrent interleaving and malleating attack can enable a malicious prover convince
the honest verifier of a (false or true) statement but without any witness for the statement being proved.

Theorem 9.1 Assuming any OWF (resp., any OWP), there is a 5-round (resp., 4-round) concurrently
knowledge-extractable concurrent ZK argument for NP in the BPK model.

Proof (sketch). The completeness of the protocol (P, V) can be easily checked. Below, we focus
on the proof of concurrent zero-knowledge and concurrent knowledge-extraction.

Concurrent zero-knowledge.

We first consider a mental simulator M that takes all secret-keys corresponding to all public-keys
registered in the public-key file, in case the corresponding secret-keys exist.
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For any s(n)-concurrent malicious verifier V*, M runs V* as a subroutine on input X = {1, -+, Zy(n)}
(where x; might equal z;, 1 < i,j < s(n) and i # j), the public file F' = {PKj,---, PKy)} and all
assumed existing secret-keys. M works just as the honest prover in Phase-1 of any session. In Phase-2 of
any session on a common input z; and with respect to a public-key PKj (i.e, the i-th session w.r.t PKj,

1 <i,57 < s(n)), M computes ) = C(O",Tg)) and cg}g = C’(SKJ-,T(Q), where SKj is the secret-key

S

corresponding to PK; for which we assume it exists and M knows. Then, M runs the WIPOK protocol

with V* in Phase-3 of the session with (SKj, rég) as its witness.

To show the output of M is indistinguishable from the view of V* in real concurrent interactions,
we consider another mental simulator M’. M’ takes both the witnesses for X = {1, , 244} and
all the secret-keys corresponding to public-keys registered in F' (in case the corresponding secret-keys
exist). M’ works just as M does, but with the following exception: in Phase-2 of the i-th session on
common input z; w.r.t PK;, 1 <i,j < s(n), M’ computes ¢, = C(wi,n(,f)), where w; is the witness
for the common input z;. Note that the witness used by M’ in Phase-3 is still SKj, just as M does.
The output of M’ is indistinguishable from that of M is from the computational hiding property of the
perfectly-binding commitment scheme C' used in Phase-2.

We now consider another mental simulator M” that mimics M’ with the following exception: in
Phase-3 of the i-th session on common input z; w.r.t PK;, 1 < i,j < s(n), the witness used by M"
is w;, rather than SK; as used by M’. The output of M" is indistinguishable from that of M’ by the
WI property of underlying WIPOK protocol of Phase-3. Also, the output of M” is also indistinguish-
able from the view of V* in real concurrent interactions by the computational hiding property of the
underlying perfectly-binding commitment scheme C' used in Phase-2.

This establishes that the output of M is indistinguishable from the view of V* in real concurrent
interactions. To build a PPT simulator S from scratch, where S does not know any secret-key corre-
sponding to public-keys in the public file, we resort to the technique developed in [13]. Specifically, S
works in s(n) 4+ 1 phases. In each phase, S either successfully finishes the simulation or “covers” a new
public-key, in case V* successfully finishes the Phase-1 interactions w.r.t. that public-key, for which it
has not known the corresponding secret-key by now. Key covering is guaranteed by the POK property
of Phase-1 interactions. More details are referred to [13].

Concurrent knowledge-extraction.

For any sufficiently large n, any x € {0, 1}", any positive polynomial s(n) and any s(n)-concurrent
malicious prover P*, suppose with non-negligible probability p(n) there exists a j, 1 < j < s(n), such
that P* can convince the honest verifier V' (with public-key PK = (yp,y1) and secret-key SK = s3) of
the statement “x € L” in the j-th session, we construct a polynomial-time knowledge-extractor E as
follows. Note that s; is randomly chosen from {0,1}" and b is randomly chosen from {0, 1}.

E takes (PK, SK) as input, and randomly selects ¢ from {1,--- ,s(n)} (that is, E randomly guesses
the session j). F runs P* as a subroutine, and works just as the honest verifier does. For the i-th session
initiated by P* on a common input x;, in case P* finishes Phase-3 interactions of the i-th session, we

denote by ag), eg), zg), the first-round, the second-round and the third-round messages of Phase-3 of

the i-th session, and by cg),cgg, the commitments sent by P* in Phase-2 of the i-th session. Then,

FE rewinds P* to the point that P* just sent ag), sends P* a new random challenge ég), and runs P*

further. If E receives another final message z“g) of the i-th session again, then from (ag), eg), zg)) and
(ag), ég), 21(31)) E will get: either (w, m(lf)) such that ¢ = C(w, rg)) and (z;,w) € R, OR (w, 7"23, o) such
that cglk) = C(w, r&)) and y, = PRG(w) and o € {0,1} . This is guaranteed by the special soundness of
the WIPOK protocol of Phase-3 (e.g., when it is implemented by Blum’s WIPOK protocol for DHC).
In this case, F outputs w. In any other case, E outputs a failure symbol L.

It is easy to see with probability ﬁ E successfully guesses the session j (i.e., i = j). Note that
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in this case z; = z. Conditioned on E successfully guesses j, with probability about p(n)? (except for
the exponentially small probability that ég) = e%)), FE will extract a witness w by the POK property

of Phase-3 and by the assumption that with probability p(n) P* can convince V' (equivalently, F) of

x € L in the j-th session. Thus, with non-negligible probability 2 (( ))2 FE outputs w, and conditioned on

FE outputs w there are three cases:
Case-1. 0 =1—b and y, = PRG(w).
Case-2. 0 = b and y, = PRG(w).
Case-3. (z,w) € Ry.

Case-1 can occur only with negligible probabilities, due to the one-wayness of y;_;. The following
lemma shows Case-2 occurs also with negligible probabilities.

Lemma 9.1 Case-2 occurs with negligible probabilities.

Proof (of Lemma 9.1). We consider two experiments: Ey and E;. For each b € {0,1}, E}, mimics
the behaviors of E(PK,SK), where PK = (yo,y1) and SK = s; such that y, = PRG(sp). Suppose
Case-2 occurs with non-negligible probabilities, then there must exists a bit b such that Ej will output
a preimage of y, with non-negligible probabilities (otherwise, Case-2 will trivially occur with negligible
probabilities). Without loss of generality, we assume b = 0. That is, Ey outputs the preimage of yo
with non-negligible probability (and outputs the preimage of y; with negligible probabilities). Now we
consider the output of of Fj: first, it outputs the preimage of yg also with negligible probability; thus,
with non-negligible probabilities £ outputs either the preimage of 1 or the witness for z € L. Note that
here we cannot directly conclude that E; will certainly output the preimage of y; with non-negligible
probabilities, as we cannot rely on the assumption that x ¢ L. Then, we show how to contradict the
WI or partial witness independence properties of the POK protocol of Phase-1.

We define a series of hybrid mental experiments Hi,- -, Hy,) as follows: for any k, 1 <k < s(n),
Hj, takes (PK = (yo, 1), S0, S1) as input, where y, = PRG(sp) for b € {0, 1}. That is, Hy, takes both the
two secret-keys as input. Hj mimics the behaviors of E but with the following exceptions: In Phase-1
of the first k sessions Hy uses s; as its witness; and in Phase-1 of the rest s(n) — k sessions it uses s
as the witness. Note that Hp equals the experiment Ep, and Hy,) equals the experiment Ey. As we
assume that Ho(= Ep) will output the preimage of yy with non-negligible probability (but output the
preimage of 1 with negligible probability), and that Hy,)(= E1) will output either a preimage of y; or
a witness for x € L with non-negligible probability (but output the preimage of yo only with negligible
probability). By hybrid arguments, we conclude that there must exists a k, 1 < k < s(n), such that
Hj._1 outputs the preimage of yg with non-negligible probability and Hj outputs the preimage of yg with
negligible probability. Then we show how to break the WI property or the partial witness-independent
property of the POK protocol of Phase-1, by considering another experiment B.

The input of B is ((yo,y1), So, $1, k). B runs P* as a subroutine internally and interacts externally
with a knowledge-prover P, by running the underlying partial witness-independent public-coin WIPOK
protocol on (yo,y1) used in Phase-1, in which B plays the role of knowledge verifier. The knowledge
prover Pk takes a secret input s, for a random bit b such that y, = PRG(sp). B mimics the experiment
of Hy, with the following exceptions (note that Hy in turn mimics F that rewinds P* in the i-th session):
The Phase-1 interactions of the k-session are emulated externally by forwarding P*’s messages to the
external knowledge-prover P, and returns responses from B, to P*.

Then according to above hybrid arguments, if Py, uses s; as its witness, then the experiment B
is identical to Hj, and thus B outputs the preimage of yo with negligible probability; On the other
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hand, if Pk uses sg as its witness, then B is identical to Hp_1 and will output the preimage of yg with
non-negligible probability. Now, we consider two cases:

Case 2.1. The external interactions with P; has finished before the rewinding point in the ¢-th session.

Case 2.2. The external interactions with P; has not finished before the rewinding point in the i-th
session. This means that P; sends at most the first-round message (it may be the case that P is
initiated after the rewinding point). Note that the concurrent interleaving and malleating attack
described in Section 7 is just of this case.

If Case 2.1 occurs, then we break the WI property of the partial witness-independent WIPOK
protocol as follows: If B outputs the preimage of yg, then we also output 0; in any other cases, we
output a random bit §. According to above hybrid arguments, if Py, uses s as its witness, then we will
output 0 with probability that is non-negligibly bigger than 1/2; on the other hand, if P, uses s as its
witness, then we will output 0 with probability negligibly close to 1/2. As B works in polynomial-time,
this contradicts the WI property of the underlying protocol.

If Case 2.2 occurs, then we know B sees at most the first-round message of the underlying partial
witness-independent WIPOK protocol. As the first-round message is generated independently of the
witness used by PZ-, and the witness used by B is sy for a random chosen bit b € {0,1}, we get a
contradiction that no one can successfully guess the bit b.

By removing Case-1 and Case-2, we conclude now that for any = if P* can convince of the honest
verifier of the statement “x € L”, then the knowledge-extractor E will output a witness for = € L also
with non-negligible probability. This establishes the first property of the knowledge-extractor E. To
finish the proof, we need to further show that the extracted witness is independent of the secret-key
used by E. As si_; is randomly and independently chosen. It is enough to establish the following
lemma.

Lemma 9.2 For any polynomial-time computable relation R, Pr[R(E((yo,y1),Sp), Sp) = 1] is negligibly
close to Pr[R(E((yo0,y1), Sp), S1—p) = 1], where PK = (yo,y1) is the public-key such that yo = PRG(so)
and y1 = PRG(s1) and SK = sy is the secret-key for a random bit b from {0,1} and SK' = s1_ is
randomly and independently chosen from the space of SK.

Proof (of Lemma 9.2). Pr[R(E((yo0,y1), Sb), S») = 1] is negligibly close to Pr[R(E((yo, Y1), Sb); S1—b) =
1], where PK = (yp,y1) is the public-key such that yo = PRG(so) and y3 = PRG(s1) and s, the
secret-key SK for a random bit b from {0,1}. We consider the two experiments Fy and F; presented
at the beginning of the proof of Lemma 9.1. We first show that Pr[R(Eo((vo,y1),s1),51) = 1] is
negligibly close to Pr[R(E1((yo,y1),S0),s1) = 1]. Otherwise, by using similar hybrid arguments and
proof procedure as in the proof of Lemma 9.1, we can break either the WI property or the partial
witness independence property of the underlying protocol used in Phase-1. Similarly, we get that
Pr[R(Eo((yo,y1),51),50) = 1] is negligibly close to Pr[R(E1((yo,y1),S0),S0) = 1]. Thus, we conclude
that Pr[R(E((yo,y1), Sb), sp) = 1] is negligibly close to Pr[R(E((yo,y1), S1-b), Sp) = 1]. We stress that
the perfectly-binding commitment ¢, of Phase-2 plays a crucial role in the proof. By defining v = 1 —b,
we get It is easy to see that Pr[R(E((yo,y1),51-b),5) = 1] = Pr[R(E((yo,y1), Sv), S1—v) = 1] that is
just identical to Pr[R(E((yo,y1), Sb), S1—p) = 1], where both b and v are random bits. O O

9.1 Geting full concurrent verifier security for rZK under standard assumptions

The idea is to use the non-black-box techniques of [1, 4, 70], which is suggested in [27].
Specifically, V first commits to a random challenge on the top of the two protocols, in Stage-2, rather
than decommitting directly the random challenge, V' sends a random string and proves to P that it is
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The protocol (P, V)

Key Generation. On security parameter n, each verifier V' V' selects randomly strings sg, s1 from Zg,
computes (Yo = fp.q.9(50),y1 = fp.q.9(51)). Finally, V registers PK = (yo,y1) in a public file F' as its
public-key, and keeps SK = s, as its secret-key for a random bit b € {0, 1}.

Common input. z € Z7 of order q.

P private input. An N'P-witness w € Z, such that 2 = ¢* mod p.

Stage-1. V proves to P that it knows a preimage to one of yg,y1, by running the OR-proof of the X-
protocol of [74] for DLP (that is partial witness independent). The witness used by V in this stage
is Sp-

Stage-2. If V successfully finishes Stage-1, P does the following: it computes ¢,, = C(w,r,,) and cg =
C(O"”,rsk), where C' is a perfectly-binding commitment scheme to be specified below, and r,, and
rer are the randomness used for commitments.

Stage-3. Define a new NP-language L' = {(x,yo, Y1, Cw, Csk)|(F(w,7y) s.t. ¢y = Clw,ry) ANz = g¥
mod p) V (I(w, rsk, b) s.t. csk = C(w,Tsk) Ayp = fp,q.9(w) Ab € {0,1})}. Then, P proves to V that
it knows a witness for (z,yo, Y1, Cw, ¢sk) € L', by running a 3-round public-coin WIPOK protocol for
NP. The witness used by P is (w,ry).

Figure-10. The CZK-CKE argument for AP in the BPK model.

the value committed on the top, using Barak’s non-black-box ZK. To get resettable ZK, all randomness
used by P are got by applying a PRF on the transcript. For provable security, we need the one-many
simulatability of [70, 27]. Details are postponed to the full version of this work.

10 DDH-Based Practical Implementation of CZK-CKE for DLP in
the BPK Model

In the practical implementation of CZK-CKE for NP, we use the DLP OWF (indexed by (p,q,9)):
fp.ag(x) = ¢g* mod p, where p and ¢ are primes, p = 2¢g + 1 and |p| = n, and g is an element of Z, of
order q. We also assume the DDH assumption holds on the cyclic group indexed by (p,q, g) (i.e., the
sub-group of order q of Z;). Now, we re-depicted the CZK-CKE protocol for DLP (that is depicted in
Figure 10):

For practical implementation of the protocol depicted in Figure 10, we need a practical implemen-
tation of the perfectly-binding commitment scheme used in Stage-2, and more importantly, a practical
implementation of the ¥-protocol used in Stage-3.

For practical perfectly-binding commitment scheme, we use the DDH-based ElGamal (non-interactive)
commitment scheme [37]. To commit to a value v € Z,, the committer randomly selects u,r € Z,
computes h = g* mod p and sends (h,§ = g",h = g°h") as the commitment. The decommitment infor-
mation is (r,v). Upon receiving the commitment (h, g, h), the receiver checks that h, g, h are elements of
order g in Z7. It is easy to see that the commitment scheme is of perfectly-binding. The computational
hiding property is from the DDH assumption on the subgroup of order ¢ of Z; (for more details, see
[37]).

For the practical X-protocol of Stage-3, by the YXpg-technique we need the following two practical
Y-protocols:
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e A practical X-protocol that, given x,c, = (h,g,h), proves the knowledge of (w,r) such that
r=g" modpand g=g¢" modpand h=¢g“h" mod p.

e A practical X-protocol that, given yo, y1, csk = (h, gsk, hsk), proves the knowledge (w,r) such that
either yg = g% moc}p and gg = ¢g" mod p and hg, = g*h" mod p or y; = ¢¥ mod p and
sk = ¢ mod p and hg, = g*h" mod p.

Again, by the Y ppr-technique, if we have a practical X-protocol of the first type, then we can also
have a practical -protocol of the second type. Thus, to get a practical implementation of the protocol
depicted in Figure 10, all we need now is to develop a practical -protocol of the first type. Based on
(but different from) the X-protocol for DLP [74], such ¥-protocol is described below.

Common input: (p,q,g,z,h,q, B), where z, h, g, h are all elements of order ¢ in Zy.

T

Prover’s private input: w,r € Z, such that z = ¢* mod p and g = ¢g" mod p and h = g“h
mod p.

Round-1: The prover P randomly selects t € Z;, computes ag = g¢' mod p and a; = h* mod p, sends
(ag, a1) to the verifier V.

Round-2: V responds back a random challenge e taken randomly from Z,.
Round-3: P computes zp =t +we mod p and z; =t + re mod p, and sends back (zg, z1) to V.

Verifier’s decision: V accepts if and only if: g* = apz® mod p and g*! = apg® mod p and h* =
ai(h/x)¢ mod p.

Now, we proceed to analyze the properties of the above protocol:

Special soundness: From two accepting conversations w.r.t. the same Round-1 messages,
{(ao,a1),e,(z0,21)} and {(ao,a1), €, (z{, 21)}, we can compute w = >0, and r = =L
Special HVZK: The SHVZK simulator S works as follows: on a given random challenge e € Z,,

it randomly selects zg, 21 from Z,, then it sets ag = g*02=¢ and a; = g*1g~¢ = h* (h/z)°.

10.1 Practical implementation based on the Micciancio-Petrank commitment scheme

In [63] Micciancio and Petrank give another implementation of DDH-based perfectly-binding com-
mitment scheme. To commit to a value v € Z,, the committer sends (h,g = g h = h'*t"). The
decommitment information is (r,v). We then present another practical X-protocol for our CZK-CKE
protocol using the Miccinancio-Petrank DDH-based commitment scheme.

Common input: (p,q,g,,h,g,h), where x, h, g, h are all elements of order ¢ in Z,.

Prover’s private input: w,r € Z; such that x = ¢g* mod p and g = ¢g" mod p and h = hwtr
mod p.

Round-1: The prover P computes H = h* mod p, randomly selects t € Z,, computes ag = ¢! mod p
and a; = h! mod p, sends (H, ag, ay) to the verifier V.

Round-2: V responds back a random challenge e taken randomly from Z,.

Round-3: P computes zp =t + we mod p and z; =t + re mod p, and sends back (zg, z1) to V.
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Verifier’s decision: V accepts if and only if: g* = apz® mod p and g*! = apg® mod p and h™ =
a1H® mod p and (h)** = ay1(h/H)® mod p.

For the above protocol, completeness and SHVZK can be easily checked. Below, we focus on special
soundness.

Special soundness: Given two accepting conversations {(H, ag, a1, a2), €, (20, 21)} and
z21—2]
e—e’ *

20—%)
e—e’

and r =

{(H,a0,a1,a2),€, (2, 7))}, one can efficiently compute out: w =

11 Concurrent Non-Malleability in the Public-Key Model, Revisited

In the rest of this paper, we continue the research line for achieving concurrently non-malleable inter-
active cryptographic protocols in the public-key model (to our knowledge, this research line is started
in this work).

In this section, we first present, inspired by the concurrent interleaving attacks against the ZK
protocols of [41, 30, 27] presented in [78, 77], concurrent man-in-the-middle attacks against the ZK
protocol of [28]. This is somewhat surprising, as the ZK protocol of [28] is proved to be concurrently
non-malleable, i.e., secure against man-in-the-middle attacks, in the public-key model. In particular,
the concurrent non-malleability in [28] is clearly motivated to achieve ZK protocols that is secure in the
sense that for any statement proved by an MIM adversary the adversary mush “know” a witness for the
statement being proved. Our attacks show that the ZK protocol of [28] does not achieve the claimed
security goal.

We then investigate the subtleties in the proof and security model and formulation in [28]. We show
that the concurrent non-malleability FOR PUBLIC-KEY MODELS formulated in [28] (actually and in
all previous works including the early version of this work) is incomplete. We clarify the formulation
subtleties and then give new formulation of CNM for cryptographic protocols running in the public-key
model, particularly inspired by our CKE formulation presented in Section 9.

11.1 Concurrent man-in-the-middle attacks on the DDL ZK protocol of [28]
Let us first recall the protocol structure of the CZK protocol of [28].

Key-generation. Let (KGy, Sigy, Very) and (KE1,Sigi,Very) be two signature schemes that secure
against adaptive chosen message attacks. On a security parameter n, each verifier V' randomly
generates two pair (verky, sigkp) and (verks, sigky), where verk is the signature verification key
and sigk is the signing key. V publishes (verky, verk;) as its public-key while keeping sigk;, as its
secret-key for a randomly chosen b from {0,1} (V discards sigki_p).

Common input. An element 2z € L of length poly(n), where L is an N'P-language that admits -
protocols.

The main-body of the protocol. The main-body of the protocol consists of the following three
phases:

Phase-1. The verifier V proves to P that it knows the either sigkg or sigk1, by executing the Yo g-
protocol on (verkg,verk;) in which V' plays the role of knowledge prover. It is additionally
required that the first-round message of the Xpgr-protocol is generated without using the
knowledge of either sigkq or sigky (i.e., partial witness-independent). Denote by ay, ey, zy,
the first-round, the second-round and the third-round message of the YXpgr-protocol of this
phase respectively. Here ey is the random challenge sent by the prover to the verifier.
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If V successfully finishes the Yppg-protocol of this phase and P accepts, then goto Phase-2.
Otherwise, P aborts.

Phase-2. P generates a key pair (sk,vk) for a one-time strong signature scheme. Let COM
be a commitment scheme. The prover randomly selects random strings s, € {0,1}", and
computes C = COM(s,r) (that is, P commits to s using randomness r). Finally, P sends
(C,vk) to the verifier V. .

Phase-3. By running a Ypg-protocol, P proves to V that it knows either a witness w for z € L
OR the value committed in C'is a signature on the message of vk under either verkg or verk;.
Denote by ap, ep, zp, the first-round, the second-round and the third-round message of the
Yor of Phase-3. Finally, P computes a signature § on the whole transcript using one-time
strong signature by using the signing key sk generated in Phase-2.

Verifier’s decision. V accepts if and only if the Xpgr-protocol of Phase-3 is accepting, and ¢ is
a valid signature on the whole transcript under vk.

Note: The actual implementation of the DDL protocol combines rounds of the above protocol. But,
it is easy to see that round-combination does not invalid the following attacks.

11.1.1 Concurrent MIM attack against right sessions

We first show a special CMIM attack in which the adversary A only participate the right concurrent
interactions with honest verifiers (i.e., there are no concurrent left interactions in which A concurrently
interacts with honest provers).

The following CMIM attack enables A to malleate the interactions of Phase-1 of one session into
a successful conversation of another concurrent session for different (but verifier’s public-key related)
statements without knowing any corresponding N P-witnesses.

Let L be any N'P-language admitting a Y-protocol that is denoted by 3 ; (in particular, L can be an
empty set). For an honest verifier V' with its public-key PK = (verkg, verky), we define a new language
L = {(&,verkg,verk;)|3w s.t. (,w) € R; OR w = verkyfor b € {0,1}}. Note that for any string &
(whether & € L or not), the statement (&, verko,verk;) € L” is always true as PK = (verkg, verk;) is
honestly generated. Also note that L is a language that admits X-protocols (as Yo g-protocol is itself a
Y-protocol). Now, we describe the concurrent interleaving and malleating attack, in which A successfully
convinces the honest verifier of the statement “(Z, verkg, verky) € L” for any arbitrary poly(n)-bit string
i (even when & ¢ L) by concurrently interacting with V (with public-key (verko, verk;))in two (right)
sessions as follows (note that A does not need to participate concurrent left interactions).

1. A initiates the first session with V. After receiving the first-round message, denoted by aj,, of the
Yor-protocol of Phase-1 of the first session on common input (verko, verk;) (i.e., V’s public-key),
A suspends the first session.

2. A initiates a second session with V', and works just as the honest prover does in Phase-1 and
Phase-2 of the second session. We denote by C, vk the Phase-2 message of the second session,
where C' the commit to a random string and vk is the verification key of the one-time strong
signature scheme generated by A (note that A knows the corresponding signing key sk as (vk, sk)
is generated by itself). When A moves into Phase-3 of the second session and needs to send V'
the first-round message, denoted by ap, of the Ypgr-protocol of Phase-3 of the second session on
common input (&,verky,verk;), A does the following:

e A first runs the SHVZK simulator of ¥; (i.e., the X-protocol for f)) on ¥ to get a simulated
conversation, denoted by (az, ez, 2z ), for the (possibly false) statement “Z € L.
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e A runs the SHVZK simulator of the Y.-protocol for showing that the committed value in C
is a signature on vk under one of (verky,verk;) to get a simulated conversation, denoted by
(ac,ec, 2c).

o A sets ap = (ag, a'V, ac) and sends ap to V as the first-round message of the ¥pg-protocol
of Phase-3 of the second session, where a, is the one received by A in the first session.

e After receiving the second-round message of Phase-3 of the second session, i.e., the random
challenge ep from V. A suspends the second session.

3. A continues the first session, and sends eQ/ =ep P ez @ ec as the second-round message of the
Yor-protocol of Phase-1 of the first session.

4. After receiving the third-round message of the Xpg-protocol of Phase-1 of the first session, denoted
by z{,, A suspends the first session again.

5. A continues the execution of the second session again, sends to zp = ((ez, 22), (e}, 2{,), (ec, zc))
to V as the third-round message of the Xpr-protocol of the second session.

6. Finally, A applies sk on the whole transcript of the second session to get a (one-time strong)
signature §, and sends J to V

Note that (az,es,z;) is an accepting conversation for the (possibly false) statement “z € L,
(al,, €y, z1,) is an accepting conversation for showing the knowledge of either sigkg or sigki, (ac,ec, zc)
is an accepting conversation for showing that the value committed in C' is a signature on vk under one
of (verko,verk:). Furthermore, e; ® €}, ® ec = ep, and 0 is a valid (one-time strong) signature on the
transcript of the second session.This means that, from the viewpoint of V', A successfully convinced V'
of the statement “(Z,verkg,verk;) € L” in the second session but without knowing any corresponding
NP-witness! Also, A even does not need to participate concurrent left interactions. We remark that
mixing the public key structure as part of the language is a natural attack strategy for the public-key
model (a different demonstration of this was given in [78]).

Note: Although the above attack is described against the DDL ZK protocol of [28]. But, it can
be trivially modified to be an attack against the CZK/RZK-CS protocol of [27], showing all the ZK
protocols of [28, 27] are not CKE.

11.1.2 CMIM attack against left sessions

Using similar attack strategy as described above, an MIM adversary can also malleate left session
interaction on a statement x into a successful conversation of right session on a related (different)
statement z’. Specifically, using strategy similar to the above CMIM attack against left sessions, we can
also give a CMIM attack that A concurrently interacts one left session and several (specifically, two)
right sessions and can malleate the left session interaction on a common input x € L into a successful
conversation of a right session on a new and maliciously related N'P-statement for the common input
(z,verky,verk;,vk,C) in the right session, in which the MIM adversary proves to the honest verifier of
the knowledge of either a witness for « € L or the value committed in C is signature of vk under either
verkg or verky but without knowing any N'P-witness. In more details, A replays all messages sent by
honest verifier in one right session to the honest prover in the left session, denote by (vk, C') the Phase-2
message sent by P in the left session. Note that although the common input of P in the left session
is z, BUT in Phase-3 of the left session P will give a X-protocol for showing either x € L or the value
committed in C' is a signature of vk under either verky or verk;. Then, A initiates a new right session
and sets (z,verkg, verky,vk,C) as the common input of the new initiated right session. In phase-2 of
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this right session, A generates (vk’, sk’, C"), sends (vk’,C") to V. Also, A generates a simulated X-proof
for showing €’ commits to a signature of vk’ under either verky or verk;. Then, using strategy similar
to above attack against right sessions, A malleates the Phase-3 interaction of the left session into a
successful Phase-3 interaction of the second right session as follows: it combines the real interaction of
Phase-3 of the left session with the above simulated Y-proof to form an accepting Yo conversation of
Phase-3 of the second right session, and applying sk’ on the whole transcript of the second right session
to get the one-time strong signature. Details are omitted here.

11.1.3 Comments

We note that the notion of concurrent non-malleability is formulated and motivated to prevent CMIM
attacks. A protocol is formulated to be CNM secure, if it achieves the intuitive goal: concurrent left
and right interactions does not help a CMIM adversary to convince an honest verifier of a statement
for which it actually does not know a witness (this is in particular the goal and motivation clearly
mentioned in [28]). But, the above attacks show that the DDL protocol does not achieve CNM security.

A careful investigation shows that there are subtle points both in the proof and in the security model
and formulation in [28].

For security analysis of [28], in the simulation-extraction run by the simulator /extractor who accesses
A has simulated secret-key. In the Claim-1 of Page-13, it is concluded that if Claim-1 does not hold,
then the signature extracted will be w.r.t. the same signing key used by the simulator in all right
sessions. In particular, it is claimed that the view of A in the left sessions is independent of which
signing key used by the simulator in all right sessions. Also, in the security analysis, the simulator will
uses one of the two signing keys randomly for any left session w.r.t to the same simulated public-key
(the simulator knows both the two simulated signing keys).

We think the proof of Claim-1 in [28] is a bit problematic. Firstly, contrary to the claim that
the view of A in all left sessions is independent of the signing key used by the simulator in all right
sessions, we suggest it may not be this case. The reason is as follows: firstly, in the key-generation
phase, A may have generated a list of public-keys that are maliciously related to the simulated public-
key (verkg,verky). Secondly, in the main-proof stage, A can potentially malleate the proof of V' on
(verkg, verk;) into a successful proof on its maliciously related public-key but actually without knowing
any secret-key. This means that the secret-keys extracted by the simulator/extractor for left sessions
w.r.t. public-keys generated by A may potentially be maliciously related to the signing-key used by
the simulator in left sessions (e.g, they satisfy some malicious relations). Furthermore, the left sessions
executed by the simulator with the extracted secret-keys can give A extra additional advantage, in the
sense that the view of the left sessions cannot be “emulated” by A itself as it may actually not know
the secret-keys corresponding to its maliciously generated public-keys. This means that the view of A
in left sessions may still be potentially related to the signing-key used by the simulator in the right
sessions. The security analysis of [28] seems not deal with this subtle case.

More importantly, subtleties exist as well in the security model and formulation. Details are pre-
sented in next subsection.

11.2 Formulation of concurrent non-malleability in the public-key model, revisited

Normal formulation of CNM in the standard model roughly is the following: for any PPT CMIM
adversary A that takes part in both concurrent left sessions with honest provers and concurrent right
sessions with honest verifier, there exist a PPT simulator/extractor E such that E outputs the following:
(1). a simulated transcript that is indistinguishable from the real view of in its CMIM attacks. (2). For
a successful right session on a common input z and the transcript of this right session is different from
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those of all RIGHT sessions, FE can output a corresponding witness.

The requirement (1) intuitively captures that any advantage of A can get by concurrent left and right
interactions can also be got by F itself alone without any interactions, i.e, A gets no extra advantage by
the CMIM attacks. The requirement (2) intuitively captures that for any statement that A convince of
V in one of right sessions (with its transcript is different with those of all left sessions), A must “know”
a witness.

Formulating CNM for interactive protocols in the public-key model only begins very recently (and
actually started in the early version of this work). The formulation of CNM in the public-key model in
all previous works (in particular, the works of [68, 28] and also the early version of this work) almost
directly bring the CNM formulation (originally formulated for the standard setting) into the public-
key setting, but with the following difference: E will simulate the key-generation phases of all honest
verifiers. Put in another word, in its simulation/extration E actually takes the corresponding secret-keys
of honest verifiers.

We highlight some key differences between the CMIM setting in the public-key model and the CMIM
setting in the standard model.

1. For CMIM setting in the standard model, honest verifiers are PPT algorithms. In this case, normal
CNM formulation only considers the advantages the CMIM adversary can get from concurrent
left sessions (as the actions of honest verifiers in right sessions can be emulated perfectly); But, for
CMIM setting in the public-key model, honest verifiers possesses secret value (i.e, its secret-key)
that can NOT be computed efficiently. In other words, in this case an CMIM adversary can get
advantages both from the left sessions and from the right sessions. This is a crucial difference
between CMIM settings for standard model and public-key model that normal formulation of
CNM does not capture. The above CMIM attack against right sessions clearly demonstrates this
difference.

2. For CNM setting in the public-key model, the CMIM adversary can put public-keys maliciously
related to public-keys generated by honest verifiers. Furthermore, for CNM setting in the bare
public-key model, where dynamic interleaving key generation is allowed with some limitation
(i.e., there is a reasonable amount time interval between the time of key registration and the
time of key usage, more details see [13]), the public-keys generated by the CMIM adversary are
not only maliciously related to public-keys generated by honest verifiers, more importantly, but
also maliciously related to the whole transcript of completed and incompleted sessions in both
concurrent left part and the concurrent right part. Previous works do not capture the late case,
which is more common in practice.

With the above key differences in mind, we re-formulate the CNM notion in the public-key model.
Most parts of the simulation can be inherited from the early version of this work (i.e., Section 6)
and the works [68, 28] that all in turn are (incomplete) adaption of the the standard-model CNM
formulation. Below, we only highlight the key differences of our formulation with previous formulations.
Formal formulations can be easily got accordingly, and details are omitted here. In the following CNM
formulation, we simply assume there is only one honest verifier (i.e., all right sessions are w.r.t the
same honest verifier with the same public-key). Generalization to the case of multiple honest verifiers
is straightforward.

Above all, in the knowledge-extraction, besides requiring the ability to output a simulated indis-
tinguishable transcript, we require that for any accepting right session with transcript that is different
with any other sessions (not only left sessions), as required in the formulation of CKE in Section 9,
we explicitly mandate the knowledge extracted is “independent” of the (whether simulated or real)
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secret-key used by E (for emulating honest verifier in the process of knowledge-extraction). There are
three levels of independence to formulate:

e We require the Pr[R(w, SK)] = 1 is negligibly close to Pr[R(w,SK’)] = 1 for any polynomial-
time computable relation R, where SK’ is some element randomly and independently distributed
over the space of SK. This is a strong independence formulation, and thus may impose stronger
complexity assumptions for protocols constructions. In particular, our CZK-CKE protocols pre-
sented in Section 9 can be implemented with any OWP or any OWF that has unique preimage
for achieving this strong formulation of independence.

e We require the Pr[R(w, SK)] = 1 is negligibly close to Pr[R(w, SK')] = 1 for any polynomial-time
computable relation R, where SK' is some element independently distributed over the space of SK.
This is a relaxed independence formulation, and thus may allow weaker complexity assumptions
for protocols constructions. In particular, our CZK-CKE protocols presented in Section 9 can be
implemented with any OWF for achieving this strong formulation of independence.

e We require the Pr[R(w, SK)] = 1 is negligibly close to Pr[R(w,SK')] = 1 for any polynomial-
time computable relation R, where SK’ is some (different) element in the space of SK. This is
a much relaxed independence formulation, and may potentially be problematic. The reason is
that: SK’ may be related to SK (under some relation), and in this case the above formulation
may potentially be problematic. But in some applications, this relaxed formulation may render
us efficient implementations, and is still useful in certain scenarios.

Remark: In the formal experiment used to define CNM in public-key model, we can let the simu-
lator /extractor output SK’ and explicitly require that the distribution of SK’ is independent of that of
SK. In particular, we can let the simulator/extractor first generates a triple (PK, SK, SK’ on the top
of the experiment, where (PK, SK) is the simulated key-pair, and SK' is randomly and independently
distributed over the space of SK. The common trick for protocol design that allows such CNM security
is, of course, to let the verifier uses two independent public keys.

Secondly, we (optionally) allow the CMIM adversary can generate its keys based on the whole view
dynamically, with the limitation imposed in [13] that there is a reasonable time interval between key
registration and key usage. This requirement can be optional, as this requirement may be too strong
to allow efficient implementations of CNM protocols in the public-key model.

Finally, we clarify and classify the ability of CMIM adversary A for adaptive input selection against
NP-protocols (i.e., protocols that work for any NP-language.

For adaptive input selection for N'P-protocols, the formulations of CNM in the standard model
or in setup models normally only consider the restricted case: The inputs (statements) selected by
the CMIM adversary for both left sessions and right sessions are for same (predefined) NP-relation.
In full adaptive sections, A can select any NP-statements to be used in both left sessions and right
sessions of the same NP-protocol. We note that allowing full adaptive input selection is very reasonable
to capture adversarial abilities of CMIM adversaries in practice, especially when NP-protocols are run
concurrently over Internet that is just the scenario for which CNM is motivated. Especially, for N'P-
protocols concurrently run in the public-key model, mixing public-key structures are a very natural and
practical adversarial strategy in practice (thus we need to formulate them). We remark that full adaptive
input selection is different from concurrent general composition, which considers the scenario where
different protocols are executed concurrently and thus with different NP-statements. For CNM protocol
with full adaptive input selection, we consider that the same NP-protocol are executed concurrently
but the common inputs to those concurrent sessions may not be for the same (predefined) N'P-relation.
Thus, our formulation of CNM with full adaptive input selection can be a hybrid between traditional

62



CNM and the concurrent general composition. Again, there are three level adaptive input selection to
formulate for NP-protocols:

e Full adaptive input selection: in which A can select any NP-statements for any left or right
sessions.

e Semi adaptive input selection: in which A can select NP-statements for both left and right sessions
but with the restriction that the statements selected for left sessions are subject to a predefined
N P-relation.

e Predefined adaptive input selection: in which all statements selected by A are subject to the same
predefined NP-relation.

Comments: Note that the first CMIM attack against the DDL protocol shows that it is not CNM
w.r.t. predefined adaptive input selection; and the second attack shows that it is not CNM w.r.t semi
adaptive input selection. Similar but different formulation of adaptive input selection is also presented
in [68]. Here, we clarify the differences between our formulation and the formulation of [68]. The work of
[68] classifies the input selection ability according to which part the adversary can select inputs, and the
formulation of [68] implicitly assumes that the NP-statements selected are for the same NP-relation.
Informally, the full adaptive input selection formulated in [68] corresponds to the above predefined
adaptive input selection of our formulation.

11.2.1 Observations on the CNM formulation of [68§]

Our above CNM formulation is the simulation-based formulation. Recently, the works [70] investigates
the indistinguishability-based approach for formulating CNM for interactive protocols, e.g., ZK and
commitment schemes. The CNM formulation in [68] follows the indistinguishability-based formulation
approach of [69, 70] originally formulated for the standard model. Specifically, in the CNM formulation of
[68] two experiments are defined (page 19): a real experiment w.r.t. a real public-key of an honest verifier
(here, denoted PKy ), in which a CMIM adversary mounts CMIM attacks; a simulated experiment run
by a simulator/extractor S w.r.t. a simulated public-key (here, denoted PKg), in which S accesses A
and takes a simulated secret-key SKg. The CNM is then formulated as follows: the distributions of all
witness used by A in right sessions in the real experiment is indistinguishable from the distribution of
the witness used by A in right sessions in the simulated experiment. Note that [68] does not require the
simulator/extractor to output a simulated transcript.

It appears that the CNM formulation of [68] has already dealt with the issue of knowledge-extraction
independence. Note that our attack-driven CKE formulation presented in Section 9 (on 19 Aug., 2006)
and the CNM formulation of [68] are totally independent. But, the key observation here is that the
CNM formulation in [68] is also incomplete, and insecure protocols could potentially be “proved” secure
w.r.t. the CNM formulation of [68]. The reason is as follows:

Firstly, in the real experiment the statements selected by the CMIM adversary A for both left and
right sessions can be maliciously related to PKy (e.g., some function of PKy ), and thus the witness
extracted for right sessions of the real experiment could be potentially dependent on the secret-key
SKy used by honest provers and the honest verifier (note that SKy could be given to honest provers
as witness in left sessions). Note that, as witnessed by our concrete CMIM attacks, when extracted
witness are maliciously dependent on SKy knowledge-extraction does not fully capture the intuition
that V' does know the witness extracted (specifically, A may actually not know the extracted witnesses).
Similarly, as in the simulated experiment S uses SKg in simulation/extraction, the witness used by A
in right sessions in the simulated experiment could also be maliciously dependent on SKg. That is,
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both the witness used by A in real experiment and in the simulated experiment may be maliciously
dependent on SKy and SKg respectively, but the distributions of them still can be indistinguishable
as the distributions of SKy and SKg are identical!. The natural augmentation is to explicitly require
knowledge-extraction independence for the simulated experiment in accordance with the three level of
independence interpretations.

Comments: A salient feature of our formulation of CNM and CKE in public-key model, in com-
parison with other CNM formulations in the public-key model, is that our formulation is driven by
concrete attacks. Also, we note that although the CNM formulation of [68] is incomplete, but it does
not mean the OPV ZK protocol in the public-key model is not secure. Indeed, we do not know attacks
on the OPV protocol, and actually the OPV protocol seems to be CNM secure. The key point here is:
a proof according to the CNM formulations of [68, 28] does not necessarily guarantee CNM security in
the public-key model, and correct formulations of CNM in the public-key model are far more complex
and subtle than one first glance. In any case, the concrete attacks and the clarifications presented in
this work play a critical role.

11.3 On achieving black-box CNMZK in the BPK model

Firstly, we note that no previous ZK protocols can be proved secure in the BPK model according to our
above CNM formulation. The CNMZK protocol of [68] seems to be CNM secure with non-interleaving
key registration, although [68] did not notice the subtleties in formulating CNM in the public-key model
(that are driven by our concrete attacks).

We then investigate our CZK-CKE protocol presented in Section 9. It is easy to show that the
CMIM attacks against DDL ZK protocol of [28] do NOT work on our CZK-CKE protocol presented in
Section 9. But, we do not know whether it can be provable CNM secure.

11.3.1 Suggestions for fixing DDL protocol to against CMIM attacks

The first fix, inspired by our CZK-CKE protocol, is to require the prover of the DDL protocol to first
commit to the NP-witness for x € L. Specifically, in the fixed DDL protocol, as in our CZK-CKE
protocol the prover sends two (perfectly-binding) commitments in Phase-2, and then proves to the
verifier in Phase-3 that either the value committed in the first commitment is a witness for x € L OR
the value committed in the second commitment is a signature on vk under either verky or verk;. We
call this fixed protocol as DDL-CKE.

Another fixing that seems to achieve stronger security against CMIM attack is to further augment
DDL-CKE by requiring the prover first commit to, in Phase-2, the first-round message of the >-protocol
of Phase-3 of DDL-CKE using a simulation-sound trapdoor commitment (SSTC) (or other forms of com-
mitments like multi-trapdoor commitments, CNM commitments in the common reference string model).
In the last round, the prover decommits. In this case, the verifier’s public-key consists of commitment
public-keys (or common reference string if we use CNM commitment in the common reference string
model). For provable security, we require the verifier proves the knowledge of commitment trapdoor
key (again, we may need to use the key-pair trick). To prevent CMIM attacks against the proofs given
by verifiers in Phase-1, similar fixing can also be applied to the ¥-protocol of Phase-1. In the later case,
the prover also registeres public-key. We call such Y-protocols as committed >-protocol, and such fixed
protocols as Committed-DDL-protocol.

We stress that the above fixing approaches are ad hoc. Although they seem to provide seemingly
stronger security against potential CMIM attacks (and clearly frustrate the know developed attacks),
but we do not know how to formally prove the security according to our formulation of CNM in the
public-key model.
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11.4 Extension

We remark that although we revisited the issue of CNM formulation in the bare public-key model and
for ZK, the arguments can also be easily extended to be applied to other public-key models and to
other primitives like commitments, oblivious transfer, general secure multiparty computation et al.,
and to the formulation of more advanced notion like concurrent general composition CGC and universal
composition UC. In all these cases, the principle is that we should explicitly mandate that the knowledge-
extracted should be independent of the (whether simulated or real) secret-keys. As shown in next section,
similar phenomenon also appears in the formulation of CNM, CGC and UC in the common reference
string model.

12 New Construction of CNMZK in the Public-Key Model

In this section, Based on the DDL-CKE protocol described in Section 11.3.1 we give a new construction
of CNMZK in the public-key model, which satisfies our CNM formulation. The construction critically
mixes non-black-box techniques and black-box techniques.

12.1 Constant-round concurrently non-malleable statistical WI arguments of knowl-
edge

The new construction is based on the DDL-CKE protocol described in Section 11.3.1. For provable
security, we require that the view of the CMIM adversary A in all left sessions is independent of the
secret-key used by the simulator/extractor. This can be achieved by replacing the partial witness-
independent Ypgr-protocol used in Phase-1 by a constant-round concurrently non-malleable statistical
WI arguments of knowledge, which guarantees that the secret-keys extracted by the simulator/extractor
for public-key registered by A are independent of the secret-key used by the simulator/extractor. We
note that the Pass-Rosen constant-round one-left-many-right statistical ZK arguments of knowledge
[69, 70] is just what we need. But, there are a number of subtleties to be addressed.

We consider the following game: A CMIM adversary A (with auxiliary input z) involves many left
sessions with honest provers and many right sessions with honest verifiers. We assume the common
inputs of all left sessions are identical and are predefined. Specifically, we consider the common inputs
of left sessions to be public-keys (used by honest verifiers of the BPK model). The common inputs of
right sessions are chosen by A in a public-key file. We remark that the game can be easily extended into
the general case, in which honest provers uses different (but independent) predefined common inputs in
left sessions. Now, we consider a mental simulator/extractor S, who takes the corresponding witness
SK (i.e., secret-key) for the common input PK of left sessions (in formal description, the common
inputs of left sessions and corresponding witnesses are simulated by S). S runs A as a subroutine,
plays the role of honest provers in left sessions and the role of honest verifiers in right sessions. S also
takes a set C'ov as its input that is initially set to be PK. The task of S is to extract the witness for
some common input not in C'ov used by A in some right successful session. Furthermore, we require
the extracted witness, denoted w, is independent of SK used by S. Formally, we require that for any
polynomial-time computable relation R, Pr[R(w, SK, z) = 1] is negligibly close to Pr[R(w, SK’, z) = 1],
where SK' is an element randomly and independently distributed over the space of SK.

We note that although the OPV CNMWTI argument of knowledge protocol [68] can be used in the
above game to guarantee the knowledge-extraction independence of S, but we note that the original
Pass-Rosen NMZK protocol [69, 70] is also sufficient, furthermore it renders CNM statistical WI property
that is critical for the provable security (the OPV protocol is not statistical WI).

Below, we give some high-lever description of the proof of the above fact.
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In [70] it is proved that the NMZK protocol of [69] is also non-malleable in one-left-many-right
semi-input-selection setting, satisfying the following properties:

Simulatability: For any MIM adversary (with auxiliary input z) who involves one left session (with
input predefined) and many right sessions (with inputs chosen adaptively), there exists a PPT
simulator S that outputs a simulated view that is indistinguishable from the real view of A.

Knowledge-extraction: S also outputs all witnesses corresponding to common inputs of successful
right sessions.

We denote by PK the common input of the left session and by SK the corresponding witness. We
also assume the common inputs of right sessions are chosen adaptively from the public-file established
on the top of the PR NMZK protocol. The first observation, in this case, is that the witnesses extracted
by S for successful right sessions are independent of SK (as defined above). The reason is that the
witnesses are extracted by a PPT algorithm alone, and the PR-protocol is statistical ZK and is of course
statistical WI.

Now, we show that the PR NMZK is also CNMWTI in the many-left-many-right setting (in accordance
of the above CMIM game). Again, for presentation simplicity, we assume common inputs of all left
sessions are identical (i.e., PK), and common inputs of right sessions are chosen from a public file. Also,
we assume now that S takes SK as its input. Now, assume that the witness extracted for some successful
right session is dependent of SK, then by hybrid arguments, we can construct a MIM adversary against
PR NMZK in the one-left-many-right setting, reaching a contradiction. More details will be given in
the full version of this work.

12.2 The CNMZK construction in the public-key model

Now, we are ready to present the new construction of CNMZK in the public-key model. Specifically, we
replace the Xpg-protocol in Phase-1 of DDL-CKE by the Pass-Rosen CNM statistical WI argument of
knowledge. The new protocol can be proved to satisfy our new CNM formulation (i.e., by augmenting
the CNM formulation of [28] by additionally requiring the extracted knowledge is independent of SK
used by the simulator/extractor).

We give some high-level overview of the CNM proof. Firstly, for the above new protocol, the view
of the CMIM adversary A in left sessions and the secret-keys extracted by the simulator/extractor for
successful left sessions are independent of the SK used by the simulator/extractor in right sessions.
Furthermore, the Pass-Rosen protocol used in Phase-1 is CNM statistical WI argument of knowledge,
then using the similar proof procedure of [28] and Section 6 and 9 of this work, we can prove that the
new protocol satisfies the CNM formulation of [28]. Here, a subtle point needs to be further addressed.
Specifically, in the actual proof, the game defined in Section 12.1 will be a bit extended. That is, the
verifiers (or simulator) for left sessions also proves something in Phase-2 and Phase-3 (the above game is
defined only w.r.t. Phase-1 interactions). But, using the techniques from [70], the code of the simulator
for left sessions and the code of the CMIM adversary A can be combined (for more details, see [70]).
Finally, using similar proof procedure of Section-9 of this work, we can also prove that the extracted
witness by the simulator/extractor is also independent of SK used by the simulator/extractor in right
sessions. Details will be given in the formal version of this work.

Notes: We point that our new CNMZK protocol can be augmented to satisfy a much stronger non-
malleability property. Consider a MIM adversary A that resettably interacts with polynomially many
honest provers in left sessions and concurrently interacts with polynomially many honest verifiers in right
sessions. We call such MIM adversary a resettable/concurrent MIM adversary, and a protocol security
against such adversary a resettable/concurrent non-malleable secure protocol. Our above CNMZK
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protocol can be extended to satisfy this stronger security. Specifically, the random challenge from V
in Phase-3 is firstly committed on the top by a perfectly-binding commitment scheme. In Phase-3,
the verifier sends the random challenge and proves using Pass-Rosen NMZK protocol that the random
challenge is indeed the value committed on the top. The prover uses a PRF, and all randomness of it
is generated by applying PRF on the transcript up to now of the current session.

12.3 Comparisons between our new CNMZK and the OPV protocol

We note that our new CNNZK protocol in the public-key model works in the general CMIM setting.
Specifically, statements selected by the CMIM adversary for right sessions can have length that is any
polynomial in the length of common inputs of left sessions or any polynomial in the length of public-key.
Furthermore, statements of right sessions do not necessarily for the same language relation of common
inputs of left sessions. Another salient feature of our construction, similar to that of [70], is that our
new CNMZK protocol critically mixes non-black-box techniques (in Phase-1 interactions) and black-box
techniques (in Phase-2 and Phase-3 interactions).

We present some observations on the OPV protocol of [68]. Firstly, as observed in Section 11, the
CNM formulation of [68] is insufficient. We now investigate the security proof of [68]. There are some
subtle points to be addressed. In the CMIM setting defined in [70, 68], the common inputs in both
right sessions and left sessions are of same length and for the same language relation. It seems that
the length of common inputs of right sessions could also be extended to the case that the length is a
priori polynomial in the length of common inputs of left sessions. But, it seems that it could not be
extended to the general case, where common inputs of right sessions are of any polynomial length and
possibly for different N'P-relations. The underlying reason is that the current security proof of the
PR NMZK protocol [70] seems to not cover the general case where common inputs of right sessions
are of any polynomial length and for possibly different NP-relation. But for CNM protocol in the
public-key model, the typical case is that the statements to be proved could have length that is any
polynomial of the length of PK. Note that in the OPV protocol, the common inputs to the Pass-Rosen
NMZK is actually the combination of the common input and the perfectly-binding commitment of the
corresponding witness. Thus, the length of the combined common input may be much longer than that
of PK. Also, although PK is generated on security parameter n, it does not necessarily guarantee
that the length of PK is always longer than n. This brings the following CMIM security vulnerability
to the OPV protocol in the public-key model. Specifically, the adversary could potentially mount the
following CMIM attack: A could potentially malleate the CNMWTI proofs given by verifiers in Phase-1
on their public-keys into successful conversations of Phase-2 of concurrent sessions on some combined
common inputs of longer length or for different NP-relations.

13 Simplified Implementation with Strong Witness Indistinguisha-
bility

In this section, we give simplified implementations of CZK-CKE and related protocol with strong WI.

With respect to CZK-CKE implementation depicted in Figure-9 (page 51) (or the CZK-CKE
implementation depicted in [79]), we note that if we use strong WI argument/proof of knowledge
(SWIA/POK) in Stage-3, then we use one unique statistically-binding commitment at Stage-2 (this
way, Stage-2 is simplified).

Specifically, in the SWI simplified implementation, the prover sends a unique statistically-binding
commitment ¢ at Stage-2, and then proves to the verifier at Stage-2 with a SWIA /POK protocol that
the value committed in c is either a valid witness w for « € L or one of the preimages of yg or y;. For
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achieving joint KEI (defined in [79]), we also use statistical WIPOK in Stage-1.

Note that the combination of Stage-2 and Stage-3 is still a regular WI protocol for the common

input (z, (yo,y1)), from which the CZK property follows. The CKE property can be got by a slightly
modified version of the CKE proof in Section 9 (which can also be found in more details in [79]).

Similar simplified implementations for rZK-CKE and CNMZK can also be got. Specifically, we use

one statistically-binding commitment in Phase-2 and replace the regular WIPOK by SWIA /POK.

Notes: The SWI simplified implementations simplifies Phase-2 (i.e., from double statistically-

binding commitments to one commitment). But, it may increase the round-complexity and cause
stronger underlying hardness assumptions.
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