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Recently, Chang et al. proposed an authenticated key agreement and protected
password change scheme. They claimed that their scheme is simple and efficient.
However, in this letter we point out that their protected password change pro-
tocol is insecure under the denial-of-service attack and the dictionary attack in

some situations.
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1 Introduction: Ubiquitous communication networks connect lots of distributed
entities together such that they can exchange and share large amounts of infor-
mation and resources. In order to guarantee security, it is necessary for any two
distributed entities to mutually verify the identity of each other before they set

up a new connection. User authentication is one of the most important security



issues in secure communications. Password-based mechanism is a widely used
method for user authentication since it allows people to choose and remember
their own passwords without any additional devices, such as smart cards.

After two entities have finished the authentication process, a session key is
usually established to provide confidentiality of the communication between them
over an open network. Diffie-Hellman scheme is a famous key agreement scheme
that can help two entities establish a session key over an insecure network [1].
However, the scheme is vulnerable to the man-in-the-middle attack because the
adversary can impersonate anyone of the two communication entities. In 1999,
Seo and Sweeney proposed a simple authenticated key agreement protocol [2].
Through a shared password in advance, two entities can authenticate each other
and establish a session key. Yeh et al. proposed another protocol that can resist
the password guessing attack (or the dictionary attack) [3]. Recently, Chang et
al. modified Yeh et al.'s scheme to improve the efficiency and also presented a
new protected password change protocol [4]. However, in this letter we will show
that their protected password change protocol is not secure under the denial-of-
service attack and the dictionary attack in some situations.

The remainder of this letter is organized as follows. In Section 2, we briefly
review Chang et al.’s scheme. Our cryptanalysis on their protected password
change protocol is presented in Section 3. Finally, a concluding remark is given

in Section 4.



2 Description of Chang et al.’s protected password change protocol: In this sec-

tion, we describe Chang et al.’s protected password change protocol [4]. Firstly,

the system publishes two large prime numbers p and ¢ such that ¢ divides p — 1.

Let g be a generator with order ¢ in the Galois field GF'(p). Assume that Alice

decides to change her password p,, shared by Bob to a new password p! . She

needs to perform the following procedure with Bob.

Step 1.

Step 2.

Step 3.

Alice—Bob: (R4 @ pw) || (Ra ®Dl,,).
Alice randomly chooses a number a € [1,q — 1]. She computes
R4 = g* mod p and then sends (R4 ®p,,) || (Ra®p.,) to Bob where

@ is the exclusive-or operator and || is the concatenation operator.

Bob—Alice: Rp || H(Kp, Ra).

After receiving (Ra®py) || (Ra®p.,), Bob recovers R 4 by computing
(R4 ® pw)®pw and uses the recovered R, to derive p), by computing
(Ra®p.,)DR4. Then Bob chooses a number b € [1, ¢g—1] at random.
He computes Rz = ¢° mod p and Kz = R’ mod p, which is equal
to ¢g” mod p, and sends Rp || H(Kp, Ra) to Alice where H is a

public one-way hash function.
Alice—Bob: H(K 4, Rg) ® pl,.
After receiving Rp || H(Kp, Ra), Alice computes K4 = R% mod p,

which is ¢®* mod p, and verifies whether the received H(Kpg, Ra) is



equal to H(K 4, Ra) or not. If it holds, Alice computes H(K 4, Rp)®

pl, and sends it to Bob.

After receiving H(K 4, Rg) @ pl,, Bob uses the recovered p/, in Step 2 to
derive H(K 4, Rg) by computing (H (K4, Rg) ® p,) ® pl,. Then he verifies
whether the recovered H(K 4, Rp) is equal to H(K g, Rg) or not. If it is equal,
Alice and Bob have successfully changed their shared password p,, to the new
password p/, .

3 Cryptanalysis of Chang et al.’s protected password change protocol: In this sec-
tion, we show two attacks on Chang et al.'s protected password change protocol.
The details are described as follows.

3.1 The dictionary attack: In order to remember the passwords easily, users
usually let their passwords contain some certain redundancy. Hence, if attackers
can obtain an equation containing passwords and some other parameters where
only the values of the passwords are unknown, the attackers can find the correct
passwords by repeated choosing passwords in a password dictionary and testing
if they are correct through the equation. This is referred to as the dictionary
attack.

In Chang et al.'s protected password change protocol, the attackers can in-
tercept (Ra @ pyw) || (Ra @ pl,) in Step 1 and then computes Y = (R4 @ p.,) B

(R4 @ pl,) to obtain the equation Y = p,, @ p!, where only the values of p,



and p!, are unknown to the attackers. If Alice does not choose (p,, pl,) well
such that only one or few password pairs satisfy the equation Y = p, @ pl,
then the attackers can guess the correct pair with non-negligible probability by
performing the dictionary attack in O(T?) time where T is the number of words
(or passwords) in the dictionary.

3.2 The denial-of-service attack: Another attack on Chang et al.’s protected
password change protocol is the denial-of-service attack. The attackers replace
(Ra®py) || (Ra®pl,) transmitted in Step 1 with (R4 ®py) || (Ra®pl, & k),
where k is a number randomly chosen by the attackers. They then replace
H(Ka, Rg) @ p), transmitted in Step 3 with H(K 4, Rg) ®p, ® k.

Thus, from Bob'’s point of view, Alice's new password is (p!, & k), but the
new password kept by Alice is p/,. It turns out that the shared password between
Alice and Bob is inconsistent.

4 Conclusions: In this letter, we have shown that Chang et al.’s protected pass-
word change protocol is insecure under the denial-of-service attack. It is also

vulnerable to the dictionary attack if the passwords are not chosen well.
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