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Abstract. In a recent letter, Cui, Duan and Chan propose a generalisation of the
Scott-Barreto method to build a larger family of MNT curves, and they claim that
their proposal is also applicable to other curve construction methods. Here we
show that the Cui-Duan-Chan technique is irrecoverably flawed.

1 Introduction

Pairing-friendly curves are important to instantiate the ever-growing family of pairing-
based cryptosystems, but much fewer such curves are known compared to the number
of general elliptic curves. It may be the case that no prime order curve is available for
some application, motivating constructions with a small cofactor like the methods of
Scott and Barreto [6] and Galbraith, McKee, and Valenca [4].

Recently, Cui, Duan and Chan [2] announced the discovery of a trick to extend
the Scott-Barreto construction, so as to nearly double the number of available curves.
Besides, the authors claimed that their technique can be applicable to other construction
methods like [3] and [1].

Unfortunately, the method proposed by Cui, Duan and Chan is flawed beyond repair,
as we show next.

2 The flaw in the Cui-Duan-Chan construction

The Cui-Duan-Chan method relies on their Lemma 2, which we copy here verbatim for
reference:

Lemma 1. Any suitable prime | satisfies that | dividdg(t — 1) and | doesn’t divide
®i(t — 1) for all 0 < i < k. In particular, when k is even, any suitable prime | satisfies
that | divides®y(1 - t) and | doesn’t divideb;(1 —t) forall 0 < i < k.

The problem is that the “particular” clause of Lemma 2 doethold in general.

Leta = (t — 1) be a primitivek-th root of unity modular wherek = 2mandm is
odd. There =1 (modr) buta™ = -1 (modr). The authors considera = (1 - t)
and claim that-a is a primitivek-th root of unity. But ¢a)™ =1 (modr) whenmis
odd. Hence (% t) is only anm-th root of unity. Therefore, all the later constructions in
the Cui-Duan-Chan paper have embedding degf2énstead ok.



A special case relevant to the present discussion is the fofy ahd®,, wherep
is an odd prime [5]:

Op(x) = X1+ xP2 4+ x+1
Dop(X) = XPL—xP 24 —x+1

Thus it is clear tha®sp(—x) = ®p(X). The Cui-Duan-Chan paper deals wjik= 3 and
x=t-1, hencebg(l-t) = O3(t - 1).

To substantiate this observation empirically, A contains a Magma program to com-
pute the embedding degree of the examples in the Cui-Duan-Chan paper. Needless to
say, the result is that both examples are reported to have embedding klegdamather
thank = 6.

We point out that folk = 4p with odd p the embedding degree is not halved by
the use of 1-t, but since in this case all terms of the cyclotomic polynomial have even
degree, it follows thady(1 —t) = Ok(t — 1) and hence no new solution can be found, as
the authors acknowledge fkr= 4.

Interestingly, the authors claim in the conclusion that, “compared with the examples
in [6], the new examples [obtained with their method] are strong enough to resist the
index-calculus attack.” This assertion is quite odd because, on the one hand, no example
in [6] is susceptible to index calculus, and on the other hand, the halved embedding
degree attainable with their method most probably succumbs to that attack, since the
elliptic discrete logarithm is mapped to the conventional discrete logarithm in a 516-bit
or 519-bit finite field in the given examples.

3 Conclusion

We have seen that the Cui-Duan-Chan technique relies entirely on a false assumption,
and hence cannot produce any new elliptic curves with the same embedding degree as
existing curve construction methods. We can see no way to fix this problem. Obtaining
more pairing-friendly curves remains a research topic.
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A Magma program to check the Cui-Duan-Chan examples

"1st Cui-Duan-Chan example:";
r := 18928993741295724511536584091807365\
41988272177240807;
p := 37857987482591449023073167748540096\
53783645424845931;
for k in [1..6] do

if p"k mod r eq 1 then

" _n

p=, Db
llr :ll’ r;
llk :ll’ k;
break;
end if;

end for;
"2nd Cui-Duan-Chan example:";
r := 41649787595643595146574771666378513\
86588983459113201;
p := 83299575191287190293149542687390561\
32959980498708977;
for k in [1..6] do
if p"k mod r eq 1 then

" _n

p=" p;
"r =", r;
llk =ll, k;
break;
end if;

end for;



