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Abstract. Grain and Trivium are two hardware oriented synchronous stream
ciphers proposed as the simplest candidates to the ECRYPT Stream Cipher Pro-
ject, both dealing with 80-bit secret keys. In this paper we apply the linear se-
quential circuit approximation method to evaluate the strength of these stream
ciphers against distinguishing attack. In this approximation method which was
initially introduced by Golic in 1994, linear models are effectively determined
for autonomous finite-state machines. We derive linear functions of consecutive
key-stream bits which are held with correlation coefficient of about 2°*7 and
271%6 for Grain and Trivium ciphers, respectively. Then using the concept of so-
called generating function, we turn them into linear functions with correlation
coefficient of 2% for Grain and 277* for Trivium. It shows that the Grain output
sequence can be distinguished from a purely random sequence, using about 2
bits of the output sequence with the same time complexity. However, our at-
tempt fails to find a successful distinguisher for Trivium.

Keywords. Stream Cipher, Distinguishing Attack, Linear Sequential Circuit
Approximation, Grain, Trivium, ECRYPT, Security Evaluation.

1 Introduction

Stream ciphers are widely used for fast encryption of sensitive data. Lots of old
stream ciphers that have been formerly used can no longer be considered secure, be-
cause of their vulnerability to newly developed cryptanalysis techniques. In particular,
the NESSIE project [9] did not select any of the proposed stream ciphers for its port-
folio, as it was felt that none of the submissions was sufficiently strong. In order to
create a portfolio of secure stream ciphers, the ECRYPT project [3] made a call for
designs of new stream ciphers which led to submission of 34 proposals to the project
by April 2005. Grain [6] and Trivium [1] are two of these proposals which were de-
signed for hardware applications (constrained environments) and are structurally sim-
pler than other ones. Both of them use 80-bit keys and public IV’s.

One of the generic attacks on stream ciphers is distinguishing attack whose aim is
to distinguish the output sequence of a given stream cipher from a purely random se-
quence, with small error probability, faster than exhaustive search of the key space. In
this paper, we use the linear sequential circuit approximation method to evaluate the

* This paper is a combination of [11] and [12].



strength of these two stream ciphers against distinguishing attack. This approximation
method was firstly introduced in [4, 5] as an effective method for the linear model de-
termination based on linear sequential circuit approximation of autonomous finite-
state machines.

Key-stream generators for stream cipher applications can generally be realized as
autonomous finite-state machines whose initial state and possibly the structure depend
on a secret key. Regarding this issue and utilizing the linear sequential circuit ap-
proximation method, we first derive a linear function of consecutive output bits for
each of Grain and Trivium stream ciphers. These functions are held with correlation
coefficient of about 27 and 2% for Grain and Trivium, respectively. Then using the
generating function concept, we turn them into linear functions with correlation coef-
ficient of about 2% for Grain and 2% for Trivium.

For Grain, a chi-square test could be applied to distinguish its output sequence
from a purely random sequence. The required time and data complexity is O(2°%) for
detecting this bias. A preprocessing phase for computing a trinomial multiple of a cer-
tain primitive polynomial with degree 80 is needed which can be performed using
time and memory complexities of 02"). A key-recovery attack which requires 2%
computations and 2% key-stream bits has also been mounted on Grain in [10].

However, for Trivium with the correlation coefficient of 2772, the time complexity
for distinguishing its output sequence form a purely random sequence is O(2'*). It
seems impossible to find a linear function of consecutive output bits with correlation
coefficient greater than 2™* to provide a successful distinguishing attack. A similar re-
sult has been mentioned in the Trivium specification [1] but not explained in details.
However, the Trivium designers derived it in a slightly different way in [2] which was
published after this work had been done. We decided to bring our results in this paper
because of the straightforward and systematic application of linear sequential circuit
approximation to both Grain and Trivium.

The paper is organized as follows. In Sections 2 a brief description of Grain and
Trivium stream ciphers is given. The linear sequential circuit approximation method
is shortly described in Section 3 and the results of applying this method to Grain and
Trivium stream ciphers are presented in Sections 4 and 5 respectively. The paper is
concluded in Section 6.

2 Outline of the Analyzed Ciphers

In this section we present a brief description of the key generator algorithms of Grain
and Trivium which we are going to evaluate. We ignore their key set up process be-
cause the attack is independent of them.

2.1 Description of Grain

Grain [6] is a very simple hardware oriented synchronous stream cipher proposed as a
candidate to the ECRYPT Stream Cipher Project [3]. Grain consists of an LFSR and
an NFSR of length 80 and generates its key-stream from an 80-bit secret key and a
64-bit initial value (IV). The proposed design uses an 11-input Boolean function g as



the feedback function of the NFSR, and a 5-input Boolean function 4 to filter the con-
tents of five fixed cells of LFSR and NFSR. The output of the feedback function is
masked with the output bit of the LFSR to update the NFSR and the output of the fil-
ter function is masked with the output bit from the NFSR to produce the key-stream
z,. The initial state of LFSR and NFSR denoted by (so, s1,..., $79) and (bg, by,..., br)
are determined through a certain key-IV setup procedure. A complete description of
the cipher can be given by the following pseudo-code for producing N bits of the key-
stream:

fort=1toNdo
Iy <= So T 813+ 523 T 533+ 551 T Sg2
ty<sot+ g(b63, beo, bsa, bas, b3y, b33, bag, by, bis, bo, bo)

z; <= by + h(bs3, Sea, Sa6, S25, 53)

(S()a Sy eees S79) <~ (S15 82, «.e5 879, tS)
(bo, by, ..., byg) <= (b1, by, ..., bro, 1)
end for.

The g and / functions are as follows:

(X, o, Xg) =X + X, +X0X3 + X, X5 +X3X, + XXX, M
+ XX X5 + XXX, + X Xy X, + Xy XXy
8(Xyps s Xo) = Xyot Xo Xt 207 X X5+ X+ X5t Xyt XXt X%,
)

T XgXs X2 XXXy XXy X3 X1 X7 X2 T X Xg X X
F X9 X9 X305 X XgXg X7 X X5 X300 Xy7H XXy X6 X5 X X3,
The feedback polynomial of the LFSR is primitive and given by 1+ x'8 + x* + x*
+x7+x%7 + x*, in accordance with the first line of the pseudo-code and ensures that

the period of the output sequence is at least 2°°-1. A graphical representation of the
key-stream generation process of Grain can be found in Fig. 1.
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Fig. 1. Schematic of Grain.



2.2 Description of Trivium

Trivium [1] is another simple hardware oriented synchronous stream cipher proposed
as a candidate to the ECRYPT Stream Cipher Project [3]. Trivium generates up to 2%
bits of key-stream from an 80-bit secret key and an 80-bit initial value (IV). The pro-
posed design contains a 288-bit internal state denoted by (sy,..., S2g3). The key-stream
generation consists of an iterative process which extracts the values of 15 specific
state bits and uses them both to update 3 bits of the state and to compute 1 bit of key-
stream z,. The state bits are then rotated and the process repeats itself until the re-
quested N < 2% bits of key-stream have been generated. A complete description is
given by the following pseudo-code:

fort=1to Ndo
1 <= S66 T So3
b < S162+ S177
3 <= S243 + Sag
Zié—Hhthth
f <11 T 891 . S92+ 8171
b < bt 8175 . S176 T S264
I3 <= 131 5256 - S287  Se9
(S15 825+ 5 593) <= (£3, S15.+ ., S92)

(5945 595, + .., S177) <= (t1, S04, -, S176)
(51785 81795 -++5 S288) <= (f2, S178, +--» S287)
end for.

The most negative point about Trivium is the period of its output sequence which
is not well conceived. A graphical representation of the key-stream generation process
of Trivium is given in Fig. 2.

Fig. 2. Schematic of Trivium



3 Introduction to the Linear Sequential Circuit Approximation

Golic [4, 5] has shown that for a binary key-stream generator with M bits of memory
whose initial state is chosen uniformly at random, there exists a linear function of at
most M + 1 consecutive output bits which is an unbalanced function of the initial state
variables. He also developed an effective method for the linear model determination
based on linear sequential circuit approximation of autonomous finite-state machines.
The linear function of consecutive output bits produces an unbalanced sequence to
which one can apply the standard chi-square frequency statistical test. The test is suc-
cessful if the length of the sequence is chosen to be inversely proportional to the
square of the correlation coefficient. The correlation coefficient- also sometimes
called bias- of the random variable X is defined as £= 1 — 2Pr{x=1}.

Key-stream generators for stream cipher applications can generally be realized as
autonomous finite-state machines whose initial state and possibly the structure depend
on a secret key. A binary autonomous finite-state machine is defined by

S, =F(S,,), t>1 3

z,=f(S,), t>1 4)

where F: GF(2)” — GF(2)" is the next-state vector Boolean function, £ GF(2)"” —
GF(2) is the output Boolean function, S; = (s;1, S12, ---» s,,M)T is the state vector at time
t, So = (So.15 S025 ---» sO,M)T is the initial state, and {z,} is the output key-stream se-
quence (the superscript  denotes the matrix transposition operation).

It can be shown that for the general finite-state-machine defined by (3) and (4)
there exists a linear function of at most M + 1 consecutive output bits
L(z,, z -, Z,,5, ) Which is an unbalanced function of the initial state variables [4,
5]. Moreover, its probability distribution is independent of time ¢ if the next state

function is balanced. This statement has been proposed as a Theorem in [4, 5], which
is mentioned in the following.

t+1>

Theorem 1. Let the next-state function of a binary autonomous finite state machine
with M bits of memory be balanced. Then there exists a linear function L of at most M
+ 1 consecutive output bits L(z,, z *, Z,.y ) Which is an unbalanced function of

t+1> 77

the initial state variables for each ¢>1. Moreover, the correlation coefficient of

L(z,, z,.\» ***, 2,5 ) 1s the same for each 7.

The linear function L of consecutive output bits produces an unbalanced sequence
to which one can apply the standard chi-square frequency statistical test to make a
distinguishing attack. If the correlation coefficient of L is equal to & we need ap-
proximately 1/ & bits of the output sequence to detect this bias 2. If the key length is
k, the distinguishing attack is effective if & >2"7.

2 This amount of of the output sequence does not provide reasonably negligible error probabil-
ity for the distinguisher. The better choice would be 10/e* whose error probability is less than
107, However, for convenience of dealing with powers of 2, we discard the coefficient 10.



Under the condition that the key merely controls the initial state, and therefore,
next state function and output function are known, an efficient procedure has also
been developed in [4,5] for finding unbalanced linear functions of the output which is
based on the linear sequential circuit approximation approach. In this procedure, the
output Boolean function and each of the Boolean functions in the next-state function
of the key-stream generator are first decomposed into the sum of linear functions and
an unbalanced Boolean function. Then, by virtue of the obtained linear approxima-
tions, the basic equations (3) and (4) are put into the following form

S, =AS,_ +A(S,,), t>1 (5)

z,=BS, +y(S,), t21 (6)

where S, is considered as an M-bit binary column vector, 4 and B are respectively
MxM binary matrix and M-bit binary row vector, and y and all components of

A=(5,,"++,8,,)" are unbalanced Boolean functions called the noise functions.
Finally, considering the sequences {y(S,)} and {5,(S,,)}, 1< j<M , as the in-
put sequences to (5) and (6) it is shown that

m m M m
Zq’[zm = Z(/7i7(S:+1) + chi,jéj (Sict) > @)
i=0 i=0

Jj=1i=0

where @(x)= Z(pixi (m <M ) is the minimal polynomial of 4 and ¢, ; (0<i<m,
i=0
1< j<M)isthe j” element of the M-bit row vector Z(pkﬂ.BAk .
k=0

Equation (7) is an unbalanced linear function of at most M + 1 consecutive output
bits which is expressed as the sum of unbalanced functions of the initial state vari-
ables [4, 5]. In general, the sum of unbalanced Boolean functions can be balanced.
However, it has been proved that if the functions are picked independently at random,
then with high probability their sum is unbalanced with the correlation coefficient
very close to the product of the individual correlation coefficients [4, 5]. We refer to
(7) as basic linear sequential circuit approximation of autonomous finite-state ma-
chine defined by (3) and (4) corresponding to decompositions 4 and B.

Every linear function of a given sequence can be defined as a polynomial in the
generating function domain. Let {a,} be an arbitrary binary sequence, and {b;} a lin-

ear function of {@,} defined by b, = Z P4, - In generating function domain, the
=0

linear function b, = Z P4, 1s denoted by b, = p(D)a, where p(D)= Z p.D" .
k=0 k=0
Moreover, in this domain, the relation (7) can be rewritten in the following way



M
P(D)z, = p(D)y(S,)+ Y c,(D)5;(S,) 8)
Jj=1

m
_ i

where ¢;(x) = ch.’jx .

i=0

For both Grain and Trivium stream ciphers, the next state function and the output

function are independent of the secret key. Also, the balance condition of next state
function is well satisfied for these two ciphers since their next sate functions are in-
vertible. Thus, their linear sequential models can be investigated.

4 Linear Sequential Circuit Approximation of Grain

In this section, we derive the linear sequential circuit approximation of Grain stream
cipher and show that this cipher is vulnerable to distinguishing attack.

4.1 Basic Linear Sequential Circuit Approximation

For Grain stream cipher we have M = 160. Let S, be a 160-bit binary column vector
which contains the state of LFSR and NFSR of Grain at time ¢, that is (s, $1,..., S79,
by, by,..., b79)T in the pseudo-code introduced in Section 2.1. The function g is the
only nonlinear part of the next-state function. The filter function /4 is also nonlinear.
We utilize the linear approximation L, ,(Xy9,"**,X) =WjoXyo +---+wyx, for the
feedback function g and linear function L, , (x4, -+, %) =v,x4 ++--+v,x, for the fil-
ter function 4. Using these decompositions of g and / functions, the linear approxima-
tions (5) and (6) for Grain can be written as follows

S, =AS, +HS,, t>1 9)

z,=BS, +y,,t>1. (10

Here H = [h;] is a 160-bit binary column vector with all entries equal to zero except
higo, 0, = 0;(S,;) and y, = y(S,) are respectively the scalar noise terms correspond-
ing to the linear approximation L,,, of gand L,, of h; and 4 and B are as follows

B =gy + V48143 + V3854 + V2846 + V€35 + V€5 ’ an



€

€

€79
€y e+ e+ tes +eg

€31 (12)

where ¢; (0< i <159) denotes the (i+1)™" row of the 160x160 identity matrix and
Wo =€y + Wg€1g3 + Wolyyg + Ws€3y + Wo€)55 + Weey g (13)
T Ws€ 3 + W€ 05 T Wi€ig) + Wr€ys + Wi€ge + W€y

Using the general relation (7), the basic linear sequential circuit approximation of
Grain corresponding to the decompositions 4 and B can be expressed by

A _m m m
u = z PiZii = Z(piym' + Zciam' > (14)
i=0 i=0 i=0
or equivalently in the generating function domain by
u, = p(D)z, = p(D)y, + (D)8, (15)

where ¢(x) = Zqo,xi is the minimal polynomial of 4 and c(x) = Zcixi whose coef-
i=0 i=0
ficients are defined by
9. BAH - (16)
0

3

A
¢ =

=
Il

Note that the coefficients ¢, (0<i<m) just depend on the coefficients w;

(0<i<10) but the coefficients ¢; (0<i<m) depend on both the coefficients w;
(0<i<10)andv;(0<j<4).

4.2 Correlation Coefficient Analysis

As it was explained in Section 3, the relation (15) produces an unbalanced sequence
m

u, = Zqokzt .« 1f the errors of both linear approximations L,,, and L;, of g and 4 have
k=0

non-zero correlation coefficients.



The weight of a given polynomial k(x), denoted by hw(k), is defined as the number
of its non-zero coefficients. Let ¢, , and ¢,, denote the correlation coefficients of

g.w
o, and y, - the noise terms corresponding to the linear approximation L, of g and

Ly, of h. Under the independence assumption of the noise terms in (15), the correla-

_ hw(e) hw(c)
_8}1,\/ ‘c"g,w .

We carried out exhaustive search over all of the 2''x2° possible choices for w and v

to find the one with the greatest correlation coefficient which resulted to the following
choice for w and v,

tion coefficient of u, denoted by ¢, is equal to &

w,y

w=[wyg o we]=[0 - 0 1] an
v=[v, - v,]=[0 1 0 1 0] (18)
in accordance with the linear approximations Lg, (X1, ..., Xo) = Xo and Ly (x4, ..., Xo) =

x3 +x; for g and & respectively. The correlation coefficient of noise terms correspond-
ing to these linear approximations are ¢, ,, =5/256 and ¢,,=1/4. The correspond-
ing ¢(x)and c(x) are as follows

118 131

¢(x) =1 +x13 + x23 +x38 +x51 +x62 + x93 +x103 +x +y +x142 + xl()O (19)

c(x) =x+xt 2 50+ 5+ X8 A8 (20)

Since iw(p) = 12 and Aw(c) = 7, the corresponding correlation coefficient of u, is
equalto ¢, =(1/ 4)'2(5/256)" ~ 277 | The standard chi-square frequency statistical

test can then be applied to {u,} to distinguish this sequence from a purely random bi-
nary sequence. The distinguishing attack is successful if the segment length is about
1/¢2 ~2"* The computational complexity of processing this amount of key-

stream is O(2'?"*) which is beyond that of exhaustive key search O(2*). In the next

Section we explain how to achieve a sequence with correlation coefficient greater
than 2.

4.3 Linear Equation with Greater Correlation Coefficient

Given a linear equation of consecutive output bits of the form (15), linear equations
with greater correlation coefficients may be found using the generating function con-
cept. The clue is that if we have b, = p(D)a, , then for an arbitrary polynomial k(x) we

have k(D)b, = k(D) p(D)a, . Therefore, we must multiply both sides of (15) by an ap-
propriate polynomial k(D) to obtain

u] ~k(Dyu, = K(D)p(D)z, 1)
=k(D)p(D)y, + k(D)c(D)S,,



such that the correlation coefficient of {u: } is greater than that of {u}. The less

hw(kp) and hw(kc) are, the greater the correlation coefficient of {u,* + will be. In gen-

eral, it is not easy to manage to keep both sw(k¢) and hw(kc) low. However, for the
aforementioned values of w and v in (17) and (18), the corresponding polynomials
@(x)and c(x) in (19) and (20) have very special forms and can be factorized in the

following way, which facilitates finding the desired k(x).
P() = (1 + X0 (1 +x13 + 33 + 638+ x5 4 x5 4 180y (22)
() =x(1 +x®+x2 +x®+ "+ x2 + x5 (23)

In order to find k(x), suppose that p"(x)=1+x"+x', 1<b<¢), is a trinomial
multiple of p(x) where

p(x) — 1 +X13 +X23 +x38 +X51 +x62 +X80. (24)
Then choosing k(x) = p*(x)/ p(x) leads to

A
u; =k(Dyu, = (D* +1)p" (D)z,
=(D* +1)p (D)y, + Dp"(D)S, -
If b = 80 then hw((x™ +1)p"(x))=4, otherwise w((x** +1)p"(x))=6. In the

(25)

worst case, that is b # 80 which is more probable, the correlation coefficient of {uf}

=(1/4)°(5/256)* ~27% . Thus, the required output length and
computational time complexity for distinguishing the Grain output sequence from a

is equal to ¢

w,v

purely random sequence is about 1/ = 2% .

Remark 1. The problem of finding a low weight multiple of a randomly chosen irre-
ducible polynomial of degree » has been well considered in [7] and [8]. In short, a tri-
nomial multiple of degree about 2”7 can be found using O(2"?) time and space. There-

fore, we expect that the required trinomial multiple p"(x) of the primitive
polynomial p(x) be found using time and memory complexities of O(2*).

5 Linear Sequential Circuit Approximation of Trivium

In this section, we discuss the linear sequential circuit approximation of Trivium
stream cipher and show that this approximation is not successful in distinguishing the
Trivium output sequence from a purely random one.

For Trivium stream cipher we have M = 288. Let S, be a 288-bit binary column
vector which contains the state of Trivium at time ¢z, that is (sq, $,..., Szgg)T in the
pseudo-code introduced in Section 2.2. Since the output function and all components

10



of the next-state function, except three of them, are linear for Trivium stream cipher,
decomposition of these functions is performed easily. It is sufficient to consider the
linear approximations of the 1%, 94" and 178" component of the next-state function
given in the following

Sipil = Sia3 T Sio88 T Si086 - Si287 T Sieo (26)
Sie194 = Sie6 T Spo3 T Sio1- Sion T Suum (27)
Ses1178 = Sutez T Sp77 T Surs - Suze t Sioes (28)

The absolute value of the correlation coefficient of all four possible linear ap-
proximations of the Boolean function x -y is equal to %%. Replacing each of the quad-

ratic terms of the above functions with one of the four possible linear approximations
leads to 4° = 64 different decompositions for the next state function. In this section we
merely give the details of linear sequential circuit approximation for the decomposi-
tion which eliminates the quadratic terms in accordance with approximating the Boo-
lean function x-y with constant zero function. The results of the remaining 63 de-

compositions are given in Section 5.4.

5.1 Basic Linear Sequential Circuit Approximation

Eliminating the quadratic terms from equations (26) to (28), the linear approxima-
tions (5) and (6) for Trivium can be written as follows

S, = AS,,+HA,, t>1 (29)
z,=BS,, t>1. (30)

Here H = [h;;] is a 288x3 binary matrix whose all entries are zero, except 7, 1, s>
and hizss, A, =[0,, 6,, 05,1 =[6,(S)) 60s(S,)) &55(S,)]" is the 3-bit col-

umn noise vector corresponding to the 1%, 94™ and 178™ component of the next-state
function, and 4 and B are as follows

B =g+ o3+ €15y + €77 + €43+ g5 , 3D

11



€g9 + €43 T €28
€
€9,
€s + €93 + €17
A= €o4
176
€y €77t €y

(32)

€78

6287

where e; (1< i <288) denotes the i row of the 288x288 identity matrix.
Using the general relation (7), the basic linear sequential circuit approximation of
Trivium corresponding to the decompositions 4 and B can be expressed by

A_m m m m
U, :z(/’izm = ch,iél,tﬂ' + ZCZ,i52,t+i + 263,i53,t+i ) (33)
i=0 i=0 i=0 i=0
or equivalently in the generating function domain by
u, = p(D)z, = (D)6, , +¢,(D)J, , + ¢;(D)S; (34)

where ¢(x) = Z @x' is the minimal polynomial of 4 and ¢ () = Zc‘f’ix" ,
i=0 i=0
1< j <3, whose coefficients are defined by

A m—=i (35)
[e: ¢y 6ul= Z(D,MBAI‘H-
k=0

The polynomials ¢;(x), c,(x), c;(x) and ¢(x) are as follows

q)(x): 1 +x6+x12+x15+x18+x21+x24+x30+x36+x45+x51+x54+x57
+ x63 +)C69 + x72 + x75 +)C78 + xSl +x84 +x90 +x96 +x102 + x108 + xll4
+x120 +x123 +x126 +x129 +x135 +x201 +)C207 +)C210 +x213 + x216 +

222 | 228 | 234 240 | 246 , 252 . 258 | 264 , 270 , 276 , 282
B e ol el i ol S nl R 'R il A i A i R > R el AN

(36)

C]()C) :x+x7 +x13 +x16 +X19 +X22 +x31 +x37 +x40+x52 +x61 +x73 +x79
+x85 +X88 +x‘)1 +x94+x97+x100 +x103 +x106 +x118 +x124 +X127+
xl30 +xl33 +X145 +x15| +X154+X157 +x160+x163 +x166 +x169+x172
+X175 +x178 +x181 +x184 +x187 +x190 +X193 +X199 +X205 +x211 +

21
X 7,

@7

cz(x)=x+x7 +xl3 +x16+x19 +x22+x40+x43 +x61 +x64+x67+x85+x88
+x9l +x97 +x103 +x118 +x124+x130+x133 +x15| +x154+x157 +x160
+x163 +x166 +x169 +x172 +x175 +x178 +x181 +)C184 +x187 + x190 +

(38)

12



19 1 1 202 2 214
x3+x96+x99+x0 +x08+x ,

(%) = x Sl 32 3 T M0 S (S8 S 6 6T
70 7O B8 (94 109 112 LS I8 121 104 107 @9
133 139 154 157 160 163 166 169 172 175 181
xX7Ttx T Hx T tHx T Hx Tt T 4+Hx T +x T +Hx THx T+ x

+x187 +x193 +x199 +X205 +x211 +x217'

5.2 Correlation Coefficient Analysis

As it was explained in Section 3, the sum of unbalanced Boolean functions is also un-
balanced with the correlation coefficient very close to the product of the individual
correlation coefficients, provided that the functions are picked independently at ran-
dom [4, 5]. All noise terms 6;, (i=1,2,3 and ¢>1) arises from the product of two

(almost independent random) binary terms, and therefore have correlation coefficient
equal to /2. While the noise terms &, and &, , can be considered (approximately)

independent for i # j and ¢ #¢', the independence assumption is not satisfied for &, ,
and 9, ,,; (i=1,2,3 and ¢ >1); because they are the product of two terms which one

term is in common, see the equations (26) to (28).

However, all the blocks® in the polynomials ¢, ¢, and ¢; have length one and thus
there is no concern about the independence of the sum of noise terms in (33), see (37)
to (39). The total number of blocks in ¢;, ¢; and ¢; is 126 which shows that the corre-
lation coefficient of {u,} is &=2"%.

Remark 2. 1f there were some blocks in ¢, ¢; and ¢; with length » > 2, we must have
grouped the noise functions into suitable categories such that the required independ-
ence assumption is satisfied. In other words, we must have included the total effect of
the noise terms corresponding to each run as one independent noise term. The some of
n adjacent noise terms, thatis &, , +6; ., +-*+ 7, ,,,, (i=1,2,3 and t>1), can be

expressed by the Bent function x,x, +x,x; ++--+ x,x,,, which has correlation coeffi-
cient equal to Z’L(’”W2J . Therefore, if we denote the total number of runs with length
n (n > 1) in all the polynomials ¢(x), c»(x) and c;(x) by £, the correlation coefficient
of {u;} is ¢ = HZ’I‘"L('”WZJ in general.

n=l

3 A consecutive subsequence of ones in a sequence (or in its equivalent polynomial) which are
followed immediately after and before by a zero (if there are such bits) is called a block. For
example the sequence [10 11001110100 11 0] (equivalent to the polynomial 1 +x + x*
+x% 4+ x7 + 2% + %1%+ x" + x™) has two blocks of length one, two blocks of length two and
one block of length three.
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5.3 Linear Equation with Greater Correlation Coefficient

As it was explained in Section 4.3, linear equations with correlation coefficients
greater than 27'?° may be found using the generating function concept. To this end, we
must multiply both sides of (34) by an appropriate polynomial k(D) to obtain

u! =k(Dyu, = K(D)p(D)z, 40)
=k(D)c, (D)5L, + k(D)c, (D)52’, +k(D)cy (D)53,; s

so that the correlation coefficient of {u,} is greater than that of {u}. Note that in
computing the correlation coefficient of {u,* }, the Remark 2 must be taken into ac-

count. It seems too hard to make {u: } have greater correlation coefficient. We carried
out thorough search over all polynomials k(x) with non-zero constant term and degree
up to 24. The maximum correlation coefficient, among all those polynomials, is
achieved by the following two independent choices for k(x) which is equal to 277

ki(x)=1+x° (41)

ka(x) = (1+)(1 +x%). (42)

For ki(x), all of the polynomials k;(x)ci(x), k1(x)ca(x) and ki(x)c;(x) have exactly
just 24 runs of length one, while in case of ky(x) all of them have exactly just 24 runs
of length two. According to the Remark 2, both of them are corresponding to correla-
tion coefficient equal to 272

Looking into the polynomials ¢;(x), c,(x) and c3(x), it is obvious that they are all
multiplications of some polynomials in x* and the polynomial x (¢(x) is also a poly-
nomial in x*). One may think that linear functions with greater correlation coefficients
could be found by considering k(x) as a polynomial in x*. We also carried out thor-
ough search over all polynomials k(x) = k'(x*) which '(x) had non-zero constant term
and degree up to 24. In this case, the maximum correlation coefficient among all
those polyno()mials is again 277? achieved by &'(x) = 1 + x* which is in accordance with
kx)=1+x".

5.4 Results of Other Decompositions

As we discussed at the beginning of Section 5, there are 64 linear sequential circuit
approximations for Trivium. In Sections 5.1 to 5.3 we presented the details of just one
of them, i.e. the one which approximates the Boolean function x -y with the constant
zero function. The other linear sequential models can easily be derived. The only im-
portant point which must be taken into account is the correlation coefficient of the
categorized noise terms, i.e. &, , +3J, ,,, +++++, pointed out on Remark 2. It can

it+n—12

be shown that for the linear approximation ax+ fy of x-y, the correlation coeffi-

cient of the categorized noise terms &, , +06, ,,, +---+3,,,,, is equal to r,s, 27lmn/2]

where
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L {(—1)“"*2”” if (o, ) =(1,0)

1 otherwise

(43)

n

1 if (n#2mod4)or (e, f)=(0,0)or(a, f)=(1,1) .
0 otherwise

In the special case (a,f)=(0,0), in accordance with Remark 2, we have
r,=s,=1forall n>1.

To summarize the results, having implemented linear sequential circuit approxima-
tion method for other decompositions, we could not find any linear relation with cor-
relation coefficient greater than 272 however, we found many relations with correla-
tion coefficient of exactly 2772, The value 277 of the best correlation coefficient which
we found shows that the time complexity for distinguishing the output sequence of
Trivium from a truly random generator is O(2'*"). It seems impossible to manage to
find a linear function of consecutive output bits with correlation coefficient more than
2% in order to provide a successful distinguishing attack.

6 Conclusion

In this paper using the linear sequential circuit approximation method, we evaluated
the strength of two candidates of ECRYPT Stream Cipher Project, Grain and Trivium,
against distinguishing attack. We showed that on Grain, a distinguishing attack can be
mounted which needs about 2°® bits of the key-stream and a preprocessing phase for
computing a trinomial multiple of a certain primitive polynomial with degree 80
which can be performed using O(2*’) time and space. This result shows that the feed-
back functions of NFSR, the output filter function and maybe the feedback polyno-
mial of LFSR have been poorly chosen for Grain. In [10], a key-recovery attack
which requires 2* computations and 2°* key-stream bits has also been mounted on
Grain; moreover, some criteria for choosing Grain parameters have been introduced.

For Trivium, we extracted the linear sequential circuit approximation and derived a
linear function of consecutive output bits which is held with correlation coefficient of
about 2772, It seems very hard to find a linear function of consecutive output bits with
correlation coefficient greater than 2*° to have a successful distinguishing attack. In
spite of the linearity of the output function and all of the components of the next-state
function of Trivium- except three of them which also have very near distances from
some linear functions- this general method fails. This arises from a novel view of
stream cipher design [2] which we were unaware of till its publication and is worth to
be mentioned here.

Typical design method of key-stream generators is based on providing a sufficient
amount of period first, and then imposing additional requirements. Grain has been de-
signed in this view. The new idea used in Trivium design is based on first keeping the
largest correlations with linear functions below safe bounds. This method considers
other important properties, such as a sufficiently long period afterwards. Refer to [2]
for more details.
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