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Abstract. We propose a new hash domain extension a prefiz-free-Counter-Masking-
MD (pfCM-MD). And, among security notions for the hash function, we focus on the
indifferentiable security notion by which we can check whether the structure of a given
hash function has any weakness or not. Next, we consider the security of HMAC, two
new prf constructions, NIST SP 800-56A key derivation function, and the randomized
hashing in NIST SP 800-106, where all of them are based on the pfCM-MD. Especially,
due to the counter of the pfCM-MD, the pfCM-MD are secure against all of generic
second-preimage attacks such as Kelsey-Schneier attack [20] and Elena et al.” attck [1].
Our proof technique and most of notations follow those in [6, 3, 4].

1 Introduction

Since a standard hash function may be used in various areas, it is very important to identify
security requirements of the hash function for the implementation of secure cryptosystems in
each area. Based on such information, designers of hash functions do the best so that a developed
hash algorithm may satisfy all of the security requirements. Usually, the security requirements
are concentrated on the underlying compression function because most of hash functions are
designed with a domain extension and an underlying compression function. Therefore, we have
to know what kinds of security requirements are needed for the underlying compression function.

For development of SHA-3, NIST [28] recently announced that HMAC [5], alternative pseu-
dorandom function (in short, prf) constructions (which are not fixed and will be proposed by
designers of SHA-3 candidate), NIST SP 800-56A key derivation function [25], the randomized
hashing in NIST SP 800-106 [27] and pseudorandom-bit generator [26] based on a new hash
function should be secure. In this paper, except for pseudorandom-bit generator [26], we consider
the security requirements of the underlying compression function of our new domain extension
“pfCM-MD” for their securities. In the case of pseudorandom-bit generator [26], there are two
constructions : HMAC_DRBG and Hash_ DRBG. The security of HMAC_DRBG depends on
the prf security of HMAC based on a underlying hash function [19]. Since we prove the prf
security of HMAC based on pfCM-MD in Sect. 4, if the compression function of pfCM-MD
satisfies some security requirements described in Sect. 4, the security of HMAC_DRBG based
on pfCM-MD are guaranteed. In the case of Hash DRBG, T = H(Z)||H(Z + 1)||---||H(Z +1)
is used as a pseudorandom bit string where H is a hash function, Z is a secret value, and Z
is newly updated whenever the bit length of T is larger than 2!9 — 1. When the bit-size of Z
is less than the block size b of the compression function (see Sect. 2), it can be easily shown
that the security of Hash_.DRBG depends on the rka-prf of the compression function of a hash
function in the related-key attack model.



Addition to above applications, a standard hash function may be used in other applications
so that we may need new security requirements. However, we cannot define any security re-
quirement because new applications are not defined. Fortunately, due to Maurer et al.’s work
[22], where the new security notion Indifferentiability is introduced, we can measure the security
of a given domain extension against any adversary, under the assumption that the underlying
compression function is ideal such as the ideal cipher and the random oracle models. So we give
a simple indifferentiable security analysis on pfCM-MD. Our new domain extension has several
advantages when compared with other domain extensions.

— Use of counter : During the computation of a hash value for a given message, each com-
pression function uses a different counter. So all of generic second-preimage attacks such
as Kelsey-Schneier attack [20] and Elena et al.” attck [1] cannot be applied to pfCM-MD.
On the other hand, in cases of domain extensions without any counter such as MDP [18],
which was proposed by Hirose, Park and Yun, does not guarantee the full security against
them.

— Characteristic of counter : The pfCM-MD domain extension XORs (where the operation
is @) a counter with the input chaining variables of each compression function during the
computation of a hash value. Since a counter is just XORed with the input chaining variables
of the compression function, we do not need to make the input size of the compression
function large. More precisely, in the case of pfCM-MD, f(c @ i,m) is used where i is the
counter, and f is the underlying compression function. On the other hand, for example, in
the case of HATFA domain extension [11], which was proposed by Biham and Dunkelman, a
counter should be a part of the input string of the compression function. That is, if the bit-
size of the counter is larger, then the bit-size of an input message block per the compression
function is reduced, because the total input size of the underlying compression function is
already fixed. More precisely, in the case of HAIFA, f(c, m||¢) is used where i is the counter,
and f is the underlying compression function.

Organization: The organization of this paper is as follows. In Sect. 2, we introduce notations,
definitions, and known results for security proofs. In Sect. 3, we give the indifferentiable security
proof on the pfCM-MD. In Sect. 4, we provide a prf security of HMAC based on the pfCM-MD.
In Sect. 5, we define two prf constructions based on the pfCM-MD and prove the prf security of
them. In Sect. 6, we provide a prf security of NIST SP 800-56A key derivation function based
on the pfCM-MD. In Sect. 7, we provide eT'CR security analysis of pfCM-MD with the message
randomization (in short, mr) in NIST SP 800-106.

2 Notations, Definitions and Known Results

Here we consider the compression function f : {0,1}" x {0,1}® — {0, 1}". We write ||m||, = k
if m € {0,1}**. That is, m is a message of k b-bit blocks. We denote the set of all functions
from the domain C to the codomain D by Maps(C, D).

Padding. We say any injective and length-consistent function pad : {0,1}* — ({0,1}")* as a
padding rule.

MD [24, 16]. The traditional Merkle-Damgard extension (MD) works as follow: for a message
M, pad(M) = mq||- - ||m; and MDgad(IV,M) = f(--- f(f(IV, m1), ma) - -+, my), where f is a
compression function and IV is the initial value.



pfCM-MD. CM-MD (MD with a counter-masking) works similar to MD as follow : for given
a message M, pad(M) = mq]|---||m; and CM-l\/IDgad(IV7 M)=CM-MD/ (IV pad(M)) = f( ---

FOF(IV@®co,mi)@®er,ma)®es, -+ ,my). For any two ¢ = ¢ol| -« - ||e—1 and ¢ = ¢j]| -+ - ||¢}_q,
if ¢ is not a prefix of ¢/, then we say its counter-masking is prefix-free. So, pfCM-MD means
prefix-free-Counter-Masking-MD. One example is a case that for any ¢ = ¢l| - - ||ci—1, where

co=0and ¢;41 =c¢c;+1for 0 <i<t—3and ¢,y = P, where P is a fixed value bigger than
other counter c;’s. For example, when the maximum bit-size of an input message is 264 — 1, P
can be any value larger than or equal to 2¢. When the maximum bit-size of an input message
is 2128 — 1, any value P can be any value larger than or equal to 2!2%. In this document, in
the case that co = d and ¢;+1 = ¢;+1 for 0 < i <t—3 and ¢;—1 = P, we denote it by pfCM4-MD.

chop. For 0 < s < n we define chop,(z) = z where z =z, || g and |zg| = s.

pfCM-chopMD. pfCM-chopMD/,,(IV, M) = chop, (pfCM-MD/_,(IV, M)). Note that pfCM-
chopMD with s = 0 is the same as pfCM-MD. That is, pfCM-MD is a special case of pfCM-
chopMD. So, in the Appendix A.2, we focus on providing an indifferentiable security proof of

pfCM-chopMD with any s.

NMAC and HMAC [5]. Let K; and K3 be n bits. K = K||0°~™. opad is formed by repeating
the byte ‘0x36’ as many times as needed to get a b-bit block, and ipad is defined similarly using
the byte ‘0x5¢c’. Then, NMAC and HMAC are defined as follows, where H is any hash function.

NMACH (K,|| K1, M) = H(K», H(K, M))
HMACH, (K, M) = H(IV, K @ opad||H(IV, K @ ipad||M))).

In this document, we consider the case that H is pfCM°-MD? (%, ). And it is clear that for any

pad
f 0_ f
pad, there exists pad; such that NMACPIOM' ~MD, (KoK, M)= HMAC%SM M (K, M),

where Ko=f(IV, K ®opad) and K1=f(IV, K ®ipad). And we assume that in the case of NMAC,
the outer hash function uses the compression function one time, and in the case of HMAC, the
outer hash function uses the compression function two times.

Two PRF Constructions based on a pfCM-MD. We propose new two prf constructions

as follows.
1. pfCM! — MDY (K, ), where K & {0,1}".
2. pfCM! — MDZ,y(IV, K||0°="|| ), where K < {0,1}".

It is clear that for any pad, K, and any M, there exists pad; such that pfCM! — MDgad1 (K', M)

= pfCM® — MD_4(IV, K|[0°="(| M), where K’ = f(IV, K||0b=").

Inequality. The following inequality will be used to prove Theorem 2.
Ineq 1. For any 0 < a; <1, [TL;(1 —a;) > 1—>"7_, a;. One can prove it by induction on q.

Random Oracle Model : f is said to be a random oracle from X to Y if for each x € X the
value of f(z) is chosen randomly from Y [9]. More precisely, Pr[f(z) =y | f(x1) = 1, f(x2) =
Yo,... f(xg) = yg] = 7., where z ¢ {z1,...,24}, ¥, 41, - ,yg € Y and |Y| = T. In the case
that X = {0,1}% for a fixed value d, we say f is a FIL (Fixed Input Length) random oracle. In
the case that X = {0,1}*, we say f is a VIL (Variable Input Length) random oracle. A VIL



random oracle is usually denoted by R.

The cost of Queries. The security bound of a scheme is usually described using the number ¢
of queries and the maximum length [ of each queries. On the other hand, in [6], the notion cost
is used to describe the security bound of sponge construction. The notion cost denotes the total
block length of ¢ queries. The notion cost is significant because the unit of time complexity
corresponds to the time of an underlying function call and the total time complexity depends
on how many the underlying function is called. The notion cost exactly reflects how many the
underlying function is called. So, we can consider two cases. The first case is that the number
of queries is bounded by ¢. The second case is that the cost of queries is bounded by ¢q. Without
loss of generality, for describing notions and some results in this section, we assume that the
number of queries is bounded by gq.

Computational Distance. Let F' = (Fy, Fo, -+, F}) and G = (G1, G2, -, G:) be tuples of
probabilistic oracle algorithms. We define the computational distance of a probabilistic attacker
A distinguishing F' from G as

Adva(F,G) = [Pr[AT = 1] — Pr[A® = 1]|.

Statistical Distance. Let F = (Fy, Fy,--- , F;) and G = (G1,Ga, -+ ,Gt) be tuples of prob-
abilistic oracle algorithms. We define the statistical distance of a deterministic attacker A
distinguishing F' from G as

1

Stat(F,G) = 5 > [Pr[F = v] - Pr[G =],
veEVA
where Pr[O = v] denotes Pr[O(c;, z;) = y5,1 < i < ¢,v = ((c1,21,%1), - , (¢qs Tq, Yq))], Where

O(¢i,x;) = O, (x;). And we let the maximum statistical distance of F' and G against any de-
terministic algorithm A be Stat(F, G), where the number of queries of A is bounded by g.

Computational Distance vs. Statistical Distance

Lemma 1. Let F = (Fy, F3,--- , F) and G = (G1,Ga, -+, G:) be tuples of probabilistic oracle
algorithms. For any probabilistic algorithm A which can make at most q queries

Adv 4(F,G) < Stat(F, G).
Proof. See [14]. [

Indifferentiability

We give a brief introduction of the indifferentiable security notion.

Definition 1. Indifferentiability. [22] A Turing machine H with oracle access to an ideal prim-
itive f is said to be (tp,ts,q,e) indifferentiable from an ideal primitive R if there exists a
simulator S such that for any distinguisher D it holds that :

[Pr[D#F = 1] - Pr[DRS =1] < ¢

The simulator has oracle access to R and runs in time at most tg. The distinguisher runs in
time at most tp and makes at most q queries. Similarly, H' is said to be (computationally)
indifferentiable from R if € is a negligible function of the security parameter k (for polynomially
bounded by tp and tg).



The following Theorem [22] shows the relation between indifferentiable security notion and
the security of a cryptosystem.

Theorem 1. [22] Let P be a cryptosystem with oracle access to an ideal primitive R. Let H
be an algorithm such that H' is indifferentiable from R. Then cryptosystem P is at least as
secure in the f model with algorithm H as in the R model.

Above theorem says that if a domain extension (with a padding rule) based on a FIL random
oracle f is indifferentiable from a VIL random oracle R, then a cryptosystem, which is proved
in the VIL random oracle model, can use the domain extension (with a padding rule) based on
a FIL random oracle f instead of R with negligible loss of security.

Definition 2 (prf-advantage). The prf-advantage of A on f : {0,1}" x {0,1}* — {0,1}" is
defined by

Advl  (A) = [Pr[K & (0,1} AT = 1] — Prlg & Maps({0,1}", {0,1}") : A9 = 11|
Advfziw 1y (A) = [Pr[KE{0, 117247 (K10 <1 —Pr{g & Maps ({0, 1}, {0, 1}):490) =1],

For any function, its prf-advantage can be similarly defined.

Definition 3 (rka-prf-advantage [7]). Let ®; be a set of functions mapping {0,1}° to {0,1}°
and let Py be a set of functions mapping {0,1}™ to {0,1}". Let A be an adversary whose queries
have the form (X, ¢) where X € {0,1}" and ¢ € 1, or the form (¢, X) where X € {0,1}* and
¢ € Dy. For i =1 or 2, the rka-prf-advantage of A in a @;-restricted related-key attack (RKA)
on f:{0,1}" x {0,1}* — {0,1}" is defined by
rka-pr $ n b—n

AdVIZP gy (A) = [PEE & {0, 1} ATCREGKI0T) — ]

~Paly & Maps({0, 1147, {0, 1}"); K & {0, 1) A R0 — 1)
AT o (A) = [P & 0,1} ATRK(R)) — )

RK(* K),*
— Prlg & Maps({0, 1}72,{0,1}"); K & {01} : A9REE)%) — 1),

where in the first case, on query (X,¢) of A, the oracle O(x, RK (%, K||0°™™)) returns the
value of O(X,¢(K|[0°~™)) to A, and in the second case, on query (¢,X) of A, the oracle
O(RK (%, K),*) returns the value of O(¢(K),X) to A.

Definition 4 (multi-rka-prf-advantage). Let A be an adversary whose queries have the
form (i, X,$) where X € {0,1}™ and ¢ € D1, or the form (i,¢,X) where 1 < i < ¢ and
X €{0,1} and ¢ € ®5. Fori =1 and 2, the multi-rka-prf-advantage of A in a ®;-restricted
related-key attack (RKA) on f:{0,1}" x {0,1}* — {0, 1}" is defined by
ulti- $ n b—n

Adv] ) 0y (A) = [Pr[KG K S {0,170 s ATCRREGRETIOT) — ]

_Pr[gla' o 7911(i /\/Iaps({(), l}ner){Ov 1}n)7Ki{07 1}n.,Ag*(*,RK(*,KHOI’*")) :1”5
Adw multi-rka-prf B (A) _ |P1“[K1, . ,Kq ﬁ {07 1}n . Af(RK(*,K*),*) — 1]

f(RK (x,K,),
— Prlg1,+ gge-Maps({0, 137+ {0, 117 ;K £-{0, 1}7:A9+ (RE(+5)) 1]



where in the first case, on query (i, X, ¢) of A, f(x, RK (%, K,||0°=™)) returns f(X, ¢(K;||0°~™))
to A, and g«(x, RK (x, K||0°~™)) returns g;(X, ¢(K||0°~™)) to A. The second case is also simi-
larly defined.

Definition 5 (au-advantage [3]). For any almost universal (au) adversary A, the au-advantage
of A on F(K,x) is defined as follows, where F : {0,1}" x {0,1}* — {0,1}".

Advil e ) (A) = Pr[i & {0,1)7 (M # M') & A: F(K, M) = F(K, M')].

Definition 6 (eTCR-advantage [17]). For any eTCR-adversary A, the eTCR-advantage of
A on a hash family H= {H.(IV,*)},er is as follows,

Adv] R(A) = Pr[(M, State) & A;r & R; (r', M) & A(r,M,State)
(M) # (', M) and H,(IV, M) = H,.(IV, M")].

Definition 7 (eSPRf-advantage). Given a hash family H = {H,(IV,%)}.er, for each r
we let H.(IV, M)[i] be the input value of i-th compression function during the computation of
H,.(IV,M), that is, H.(IV, M)[i] = (c,m), where ¢ € {0,1}", m € {0,1}*, M € {0,1}*, and
H, : {IV}x{0,1}* — {0,1}" is based on a compression function f : {0,1}"x{0,1}> — {0,1}".
Then, for any eSPR'-adversary A, the eSPR''-advantage of A on a hash family H is defined
as follows,

Adv‘;}ngT (A) = Pr[(M,State) & A;r & R;i & [1,1]; (¢/,m') & A(i,r, M, State)
(e,m) = Ho(IV, M)[i) and (¢, m) # (¢, m') and f(e;m) = f(c', )],

where | = Leny(H,(IV, M)) is the number of computations of the compression function f when
computing H,.(IV, M) for any r, where M is generated by the adversary A.

Relation between a SPR Security of Compression function of H and eSPR Security
of H. In the definition of eSPRf-advantage, the eSPR' security of H is very similar to the
second preimage resistance (SPR) security of f. In the case of SPR security of f, given a
random input (¢, m), it should be difficult for any adversary to find a different (¢/,m’) such
that f(c,m) = f(¢’,m'). Here, (¢, m) has (n + b)-bit entropy. On the other hand, in the case of
eSPR' security of H, given an input (¢, m) (which is generated from a random string M and r,
where r has |r|-bit entropy), it should be difficult for any adversary to find a different (¢’, m’)
such that f(c,m) = f(c/,m’).

3 Indifferentiable Security Analysis of a pfCM-chopMD Domain
Extension

The security notion Indifferentiability was introduced by Maurer et al. in TCC 2004 [22]. Since
the concept indifferentiability makes it possible to evaluate the security of domain extensions
against all possible generic attackers, under the assumption that the underlying function is a
random oracle or an ideal cipher, it is considered one of the significant notions of provable
security. In Crypto 2005, Coron et al. [15] proved that the classical MD iteration is not indiffer-
entiable with random oracle model even if we assume that the underlying compression function
is a random oracle. But they have shown indifferentiability for prefix-free MD hash functions

! eSPRT is similar to eSPR. defined in [17].



or some other definitions of hash functions like HMAC construction, NMAC construction and
chopMD hash function. Since then, several works [8,12,23, 18,13, 6] have been published.

In this section, we provide an indifferentiable security analysis of pfCM?-chopMD. For any
i, the indifferentiable security analysis of pfCM?-chopMD can be also similarly done. Our proof
follows the proof technique in [6, 14].

Construction of the Simulator Here, we define simulators as follows. the simulator Syrcnm
will be used in order to prove the indifferentiable security of pfCM°-chopMD. For defining the
simulator, we follow the style of construction of the simulator in [13], where R : {0,1}* —
{0,1}" % is a VIL random oracle.

Definition of Simulator S, o

INITIALIZATION :

1. A partial function e : {0,1}"+® — {0, 1}" initialized as empty,
2. a partial function e* = CM-MD® : ({0,1}*)* — {0,1}" initialized as e*(null) = IV.
3. aset I ={IV} and a set U = {null}.

On query Sf%cp (z,m) :

001 if (e(x,m)=2a’)

return z’;

002 else if (3 M’ and M,e*(M') =z @ P,||M'||, = i,pad(M) = M'||m))
y = R(M);
choose w € {0,1}°;
define e(z,m) = z:=y || w;
return z;

003 else if (A M',e*(M') =z @i, ||M'||s =1)
choose z €g {0,1}"\{c®d (i+1):cel}U{cdP:cel}U{a: (is,a) € U}
U{a® PO (E+1): (ig,a) eUIU{a®ia® (14 1): (ig,a) €U}
U{a®iqa® P : (ig,a) € U};
define e(x,m) = z;
define U=UU{(i +1,2)};
define e*(M'||m) = z;
return z;
004 else
Z €R {0,1}”;
define e(x,m) = z;
define I = I U{z};
return z;

Some Important Observations on the Simulator S, ¢

THE BOUND OF THE NUMBER OF QUERIES. In line 003, the number g of queries of S should
be bounded by ¢ < 2"/6 in order to choose z. If ¢ > 2™ /6, the simulator may not work. So, we
assume that ¢ < 2" /6.



THE BOUND OF THE NUMBER OF POSSIBLE INPUT MESSAGE. Firstly, in 002 and 003, there
exists at most one M’ such that e*(M') = x @i or e*(M’) = @ P by the process of selecting
z unrelated to the set U in line 003. This first observation corresponds to Lemma 1 in [6].
Secondly, in line 002 and 003, by the process of selecting z unrelated to the set I in line 003,
the following holds : if e(z,m) is already defined under the assumption that e*(M’||m) is not
defined for all M’ previously defined on e*, where ||M’||, =i — 1, then no M (= M’||m) can be
newly defined such that e*(M) = x @i or e*(M) = = ® P, where where ||M||p = i. This second
observation corresponds to the second part of proof of Lemma 2 in [6].

Indifferentiable Security Analysis of pfCM-chopMD Hash Domain Extension

We will describe the indifferentiable security bound of each domain extension using the
notion cost of queries. We let the cost be ¢. For example, with the cost ¢ of queries, A can
have access to O2 ¢ times and no access to O1, where O corresponds to a hash function or a
VIL random oracle, and Oy corresponds to a compression function or a FIL random oracle. By
observations of simulators described above, the following Lemma holds.

Lemma 2. Let ¢ < 2" /6. When the total cost of queries to Oy ist less than or equal to q, the
queries to O1 can be converted to t queries to Oz, where O2 gives at least the same amount of
information to an attacker A and has no higher cost than O;.

Proof. The proof is the same as that of Lemma 3 in [6]. [ |

The Lemma 2 says that to give all queries to O and no query to O; is the best strategy to
obtain better computational distance. That is, when the cost of queries is bound by ¢, for any
A there is an attacker B such that the following holds :

AdVA((Hfa f)7 (Rv S)) < Ade(fv S)?

where H/=pfCM° — chopMD';, and S=Sp,rcum. Therefore, we focus on computing the upper

bound of the computational distance between f and S as shown in the following theorems.
Theorem 2. Letq < (2"—1)/6 be the number of queries and0 < s < n. f : {0,1}"+0 — {0,1}"

is a FIL random oracle. Sprcu is the simulator defined in the previous section. Then for any
(deterministic or probabilistic) algorithm A

Adva(f,S) < B,

Proof. Let S be S,tcn. By Lemma 1, we only focus on computing an upper bound of
Stat(f,S). Note that Stat(f, S) is defined over all deterministic algorithms. So when the oracle
is f, the number of possible views is 2"¢. And for any deterministic algorithm A, each view
occurs with probability 1/2™9. We let the set of 2™ possible views be V4. On the other hand,
when the oracle is S, the number of possible views is at least (2™ —2)(2" —8)--- (2" — 6¢ + 4).
We let the set of the smallest possible views be Ty and the size of Ty be r,;. Assume that each
of Ts views occurs with probability 1/r,. Therefore,

Stata(f,S) = %ZUE‘,A |Pr[f = v] — Pr[S = v]|
= 3 X vevats [PILf = 0] = Pr[S = ]| + § 35 o, [Pr[f = v] — Pr[S = v]|

%Z’UGVA\TS |2%‘1 - Ol + % Z'UGTS |27L“1 - %'
2" —ry 1 Tq Tq
"o T3 lze Tow,

-+ 30—

IN

N b=



_ Tq
_1—2Tq

=1L, (- %)

<YLi(%)  (byIneq 1)

— 4Bg—1) [ |
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From Lemma 2 and Theorem 2, we can get indifferentiable security bound of pfCM°-chopMD
as the following corollary.

Corollary 1. Let ¢ < (2" —1)/6 be the cost of queries and 0 < s < n. f:{0,1}"+* — {0,1}"
is a FIL random oracle. Sprcnr is the simulator defined in the previous section. Then for any
attacker A

f _
Adv 4((pfCM® — chopMD?, g, ), (R, Sprear)) < L1

4 PRF Security Analysis of HMAC based on a pfCM-MD Domain
Extension

In this section, with game-based proof technique, we provide a prf security analysis of HMAC
based on a pfCM®-MD domain extension. Our proof follows the proof technique for HMAC by
Bellare [3]. For any i, HMAC based on a pfCM‘-MD domain extension can be also proved in
the similar way.

Lemma 3. For any rka-prf-adversary A with q queries, there exists an adversary Ba such that

|Pr[A®7 = 1] — Pr[A% =1]| = Adv;.kjng(hK"Ob,n)m (Ba),

where G7 and Gg are games defined in Fig. 1, Ba is defined in Fig. 2. Bx can only make two
(IV, ¢ipad) and (IV, opad) queries. D1 = {Pipad, Popad} where dipaa(x) = = & ipad and Popad(x) =
T @ opad.

Proof. Since Pr[AG" = 1] = Pr[K & {0,1}7 : BLOFECEIOC™) _ 4y and pr[aGs = 1) =

Prlg & Maps({0, 1}, {0,1}"); K & {0,1}7 : B REGKI™) _ 91 this lemma holds.  m

Lemma 4. For any prf-adversary A, the following equality holds :
Pr[A% = 1] = Pr[A% = 1],
where Gg and G5 are games defined in Fig. 1.

Proof. We already assumed that in the case of NMAC, the outer hash function uses the
compression function one time, and in the case of HMAC, the outer hash function uses the
compression function two times. So, this lemma is clear. ]

Lemma 5. For any prf-adversary A with q queries, there exists a prf-adversary Ca such that
[Pr{AC" = 1] - Pr[AC" = 1| = Adv?  (Ca),

where G5 and G4 are games defined in Fig. 1, and C4 is defined in Fig. 2. Ca4 can make at
most q queries.



Game G1 Game G

100 On query M 100 K1 & {0,1}" s <0
101 z& {01 200 Zy, -+, Zq & {0,1}"
102  Return Z 300 On query M

301 s—s+1; Ms — M

302 Y, — prMl-MDgadl (K1, My)
33 If(3r<s:Y,=Ys) then
304 bad « true;
305 Return Z,
Game G3 Game G4
100 K7 < {0,115 — 0 100 K < {0,1}"
200 Z,- -+, Zy & {0,1}" 200 g & Maps({0,1}*, {0, 1}")
300 On query M 300 On query M
301 s s+1; My — M 301 Return g(pad, (pfCM" — MD[, (K1, M.)))

302 Y, « pfCM'-MD/,, (K1, M,)

33 If(3r<s:Y,=Y;) then

304 bad « true; Zs «— Z,
305 Return Z;
Game G5

100 K», K1 & {0,1}"
200 On query M

201 Return f((K2 & P), pad, (pfCM" — MD?, (K1, M.)))

pad;
Game Gg

100 K», K1 & {0,1}"
200 On query M

: fati
201 Return NMACPIM ~MPhg; (K| K1, M)

Game G

100 K & {0,1}"

200 K « K||0b—"

300 K1 « f(IV,K @ ipad)
400 Ko «— f(IV,K @ opad)
500 On query M

s
501  Return NMACP™M ~MPpaq, (Ka|| K1, M)

Fig.1. Game G1 ~ G~




Adversary Bg(*’RK(*'KHObin)), where O is f(x, K[|0°™") or g(%, K|[0°~™).

100 K1 — O(IV, RK (¢ipad, K]|0°™™))

200 Ko «— O(IV, RK (¢opad, K]|0°™™))

300 Run A as follows: ;

301  On query M of A, reply NMACprMl7MDPadl(*'*)(K2||K17 M) to A
302 Let T be the final output of A

400 Return T’

Adversary C9, where O is f(K,x) or g(*).

100 K, < {0,1}"

200 Run A as follows:

201  On query M of A, reply O(pad, (pfCM* — MD'J:adl
202  Let T be the final output of A

300 Return T’

(K1, M)))) to A

Adversary D4

100 s — O and Z1,- -, Zy < {0,1}"

200 Run A as follows:

201 On query M of A, s — s+ 1 and Ms; +— M and reply Zs to A
300 4,5 < [1,q] with i # j

400 Return M; and M;

Fig. 2. Adversary Ba, Ca, Da

Adversary Eg(RK(*’K)’*)7 where O is f(K, ) or g(K, *).

100 Run A, and obtain M, M’ from A, and let m = ||pad; (M)||s, m’ = ||pad; (M")||s
200 Let pad; (M) = M| - || My, and pad, (M) = M{||---||M] , and r = LCP(pad, (M), pad, (M"))
/* r is the b-bit block length of the largest common prefix of pad, (M) and pad, (M’) */
300 Randomly choose (I,1") from I(pad; (M), pad;(M"))
/* total number of cases is at most m + m’ — 1.
I(pad; (M), pad; (M")) is a sequence of (1,1)||---||(r,7)||(r + 1,7 + 1)
1(r + 2,7 + D] [[(m, r 4 D|(m, 7 + 2)]| -+ - [|(m, m). */
400 If (1,1") € Ii(pad, (M), pad, (M")) U {(r + 1,7 + 1)} U Iz(pad; (M), pad, (M"))
/* I (pad, (M), pad, (M) = {(1,1),-- ,(r,7)} and I = {(r + 2,7 + 1),--- , (m,r + 1)} */
401 then if | = m then a; < O(¢p, M;) else a; «— O(¢y, M)
402 else a; & {0,1}"
500 If (1,1") € I (pad, (M), pad; (M")) U {(r + 1,7 + 1)} U Is(pad; (M), pad, (M"))
/¥ I3 = {(m,r+2),---,(m,m')} *
501 then if I’ = m’ then a;/ — O(¢p, IMZ'/) else a;/ — O(¢yr, M{,)

502 else a], < {0,1}"

600 For ¢ =1+ 1 to m do

601 if i < m then a; «— f(a;—1 ® i, M;)
602  if i = m then a; « f(a;—1 ® P, M;)
700 For s =1’ + 1 to m’ do

701 if § < m’ then a;Hf(aéfleai,M;)
702 if 4 = m/ then aé — f(a271 ® P, ]W{)
800 If a,, = a;n, then return 1 else return 0.

Fig. 3. Adversary E4: P is the last counter value of pfCM*-MD.




Proof. Since Pr[A® = 1] = Pr[K & {0,1}" : ¢{"*) = 1] and Pr[ACs = 1] = Pr[g &

Maps({0,1}%,{0,1}") : Cg(*) = 1], this lemma holds. [

Lemma 6. For any prf-adversary A with q queries, the following equality holds :
Pr[A% = 1] = Pr[A%: = 1],
where G4 and G3 are games defined in Fig. 1.

Proof. By the definitions of G3 and G4, it is clear. ]

Lemma 7. For any prf-adversary A with q queries, the following inequality holds :
|Pr[A% = 1] — Pr[A%2 = 1]| < Pr[A%? sets bad),
where G's and Ga are games defined in Fig. 1.

Proof. As described in [10], this lemma follows from the Fundamental Lemma of Game Play-
ing. [ |

Lemma 8. For any prf-adversary A with q queries, the following equality holds :
Pr[A%2 = 1] = Pr[A® = 1],
where G2 and G1 are games defined in Fig. 1.

Proof. By the definitions of G; and Ga, it is clear. [ |

Lemma 9. For any prf-adversary A with q queries, there exists an au-adversary D4 such that

Q(q — 1) au
Pl“[A02 sets bad] < TAdUPfCMI*MDLdI(K*) (Da),

where Ga is a game defined in Fig. 1, and D 4 is defined in Fig. 2.

Proof. We let F(K,x) be pfCM! — MDgad1 (K, ). Without loss of generality, we assume that
A makes q different queries.

Adviik ) (Da)
= Y0, PrIK {0, 1) My, My APF(K, M;)=F (K, M;)|Pr[M;, M; & D]
= 3, PUEE{0, 1My My AG2F (K, My)=F (K, Mj)| 2
> Pr{KE{0, 1} My, My A%3M;, M; st F(K, M;)=F(K, M;)) -2

= Pr[A%? sets bad]ﬁ. [



Lemma 10. For given M and M’, where ||pad,(M)||y = m <t and ||pad,(M")||s =m' <, if
(!, 3’) is the predecessor of (o, B) in the sequence of I(pad, (M), pad,(M'")), then the following
holds.

n (RK (x,K), RK (%, K
Pr [K<—{O 1y Ef MA(M —1|(l )= (a ﬁ) E,Z((MA(J/) )*)]
Here, EO(RK(* K)%) , 11, In, Is and I are defined in Fig. 3. In a sequence ((a1, 1), , (@n, Bn)),
(s, ﬁl) s called the predecessor of (iy1, Bit1). For example, in the sequence I, the predecessor

of (r+2,r+1)is (r+1,r+1) and the predecessor of (m,r + 2) is (m,r +1).

Proof. It follows from the definition of F4 in Fig. 3. ]

Lemma 11. For any au-adversary A, the following holds.

Pr[K & {0,1}7: BLERCK)S _qy 1) = (1, 1) — BLEKK)0)

A(M,M") A(M, M)
—Pr[K<—{O 1}"' F(K,M)=F(K, M’)]
n n n (RK(x,K), RK (*,K),*
Prlg Maps({0, 11"+ {0, 1}"); K£&{0, 1)« BYSF O <1)(1,0) = (mom!) B4 0)
= 2 n7
where F(K,x) denotes pfCM! — MDpad (K, *).
Proof. It is clear by the construction of E4 in Fig. 3. ]

Lemma 12. For any au-adversary A, there exists a rka-prf-adversary Ea such that

Adv?

ptCMliMDZadl (K %) (A) < (f + t— 1)Advl"ka—prf Z(EA) + 2—n,

f (K %),

where E4 is defined in Fig. 3.For any output (M, M') of A, ||pad,(M)||s <t and ||pad; (M")|]» <
t'. When t* = maz(t,t'), P2 = {¢1,- , 1=, pp} where ¢;i(x) = x i. Ea can only make at
most two (M;, ¢) and (M, ¢") queries, where M; and M} are any value of b-bit, and ¢, ¢' € ®s.

Proof. We let F(K, %) be pfCM! — MDpad (K, *).

k f
Adv "(aRPII'((* K)).@ Q(EA)
= |Pr[K & {0,137 BARRGE)I )
— Prg & Maps({0, 1}"+?, {0, 1}"); K S (0,1} : EZ(RK(*,K),*) _ 1

= |EM7£M’ Pr[K i {0, 1}n . EQ(RK(*’K)’*) — 1]Pr[(M M’) A]

(M,M")
$ n n.
~rears PrlgMaps({0, 1}7.{0, 1}7); KH{O B G =1 (M, M) A)|
$ n. _ —
> D e LA 'F(tii’t{\{)fF(K’M 1= Pr[M,M — A]| by Lemma 10, 11
$ n —n
= g [ arens PrIK = {0,1}" - F(K, M) = F(K, M")|Pr[M, M’ — A]) —27"]]
= | g (Advg 0 (A) —277)|
Z m;/,l(AdV}'u(Kj) (A) — 2—71) ||



Theorem 3. For any prf-adversary A, there exist adversaries Ba, Ca, Da, Ep, such that

f ka-prf f
AdeMACPfCMO—MD;;d (A) < Adv;(a*f)ng(*,K||Ob*")),¢1 (BA) + Adv?r(K,*)(CA)
v

_ [ rka-prf —
+ wAd”J"(RPK(*,K),*),% (Epa) + it

where Ba, Ca, Da, Ep,, ®1, and @y are defined as before.

Proof. By the definition of the prf-advantage, Adv™" ; (A) = |Pr[A% = 1] -
pfCM—-MD ad
HMAC),, P
Pr[A% = 1]|. So, we can get the above theorem with Lemma 3 ~ Lemma 12. [

5  Security Analysis of Two PRF Constructions based on a
pfCM-MD Domain Extension

In this section, we provide prf security analysis of pfCMO-MD? | (IV, K||0="|| ) and pfCM®-

pad

MDga 4K, %), where K & {0,1}™. Our analysis follows the analysis technique of Bellare et al.’
paper [4]. For any d and d', prMd-MDgad(IV,KHOb_"H x) and prMd/-l\/IDz;‘d(K7 x) can be

also proved in the similar way.

Lemma 13. For any prf-adversary A with q queries, there exists a prf-adversary Fa such that
’ ’ f'
|PI'[AG3 = 1] — PI'[AG2 = 1]| = Adv?2*7K||0b,n)(FA)

where G and G are games defined in Fig. 4, and Fa is defined in Fig. 5. Fa can only make
the query I'V.

Proof. Since Pr[A% = 1] = Pr[K & {0,1}7 : LI — 1] and Pr[A%: = 1] = Pr]g &
Maps({0,1}™,{0,1}") : Ff‘(*) = 1], the lemma holds. [

Lemma 14. For any prf-adversary A, the following equality holds :

, ’ rf
|P1”[AG2 — 1] _ PI’[AGl = 1]| = AdvngMl—MD,{adl (K,%) (A)

where G4 and G are games defined in Fig. /.

Proof. By the definition of the prf-advantage, the lemma holds. [ ]

Lemma 15. For any 2 < j <1, the following holds.

Pr[Kl, . 7[(q ﬁ {0, 1}n . HIJ;E?:E(*’K*)’*) — 1]

=Prlgs, - 9, Maps({0,1}"+,{0,1}" K & {0, 11 (PG 0 1],
where H 4 is defined in Fig. 5, and i <« j is described in line 10000 in Fig. 5. If A makes q
queries, then Ha can make at most q queries. We assume that for each query M of A, the
b-bit block length of pad, (M) is at most l. 3 = {¢1,--- , 1, dp} , where ¢;(X) =X $i and P



is the last counter of pfCM-MD. When we denote t-th query of Ha by (it,¢t, X*?), we assume
that {¢*,--- , ¢} C {pp,¢;} for some j. In other words, even though Ha can make queries
to any one of {O1,04,---,0,}, Ha can use at most two related-key-deriving (RKD) functions
@¢’s from 3.

Proof. It follows from the definition of Hgl’m Q4 i Fig. 5. [ |
Game G Game G5
100 On query M 100 K/ & {0, 1}"
101 Z< {01 200 On query M
102 Return Z 201  Return pfCM*- Mngad (K', M)
Game G%

100 K & {0, 11"
200 K’ — f(IV, K||0*™™)
300 On query M
301  Return pfCM'-MD/

pad;

(K', M)

Fig. 4. Game G} ~ G4

Lemma 16. For any prf-adversary A with q queries, the following holds.

Pr(Ky, - Ky & {0,1)7: HLERDD — 1) = prfr & {0, 1) - AP0 = 1],

PrlK - Ky {0, 1y HA G 5 = 1] =Prlg & Maps({0, 1} {0,1)):49)=1],
where F(K,x) denotes pfCM! — MDpad (K, *).
Proof. It is clear by the construction of H4 in Fig. 5. [ ]

Theorem 4. For any prf-adversary A with q queries, there exists a multi-rka-prf-adversary
H 4 such that

Adv

pfCM' =MD/, (K %)

ulti-rk f
(A) =1 Adv ?(Rt};(i ?g*) %), 453(HA)’

where H 4 is defined as before.

Proof. We let F(K,*) be pfCM! — MDpad (K, ).

multi-rka-prf
AV RE (2 )05 (Ha)

= |Pr[K1, Ce 7[(q i {O, 1}77, . H,Jg(RK(*)K*))*) _ 1]
— Prlgi - gy SMaps({0, 174,40, 1)K &40, 1o (0=
L n *, Ky ) %
=[>7j=1 Pr[Ky, - K<—{01} -HAlj( )):1].%



Adversary Fg(*’KHObin), where O is f(x, K|[|0°™") or g().

100 K’ «+— O(IV)

200 Run A as follows:

201  On query M of A, reply pfCM* — MD;dl (K',M) to A
202  Let T be the final output of A

300 Return T'

Adversary H5V 9 where O; is f(RK (%, K;),*) or gi(RK (x, K),%).

10000 Randomly choose j from [1,{] and ¢ < j and s < 0
20000 Run A as follows:
21000  On query t-th query M* of A, //1<t<gq

21100 m — |[pad, (M")[[s and let pad, (M) = M{||---|[ME, // |lpad, (M*)||y < I
21200 if m <4 — 1 then pick at random an n-bit string a’ and return a’ to A

21300 else (namely m > 1),

21310 if (MY, M )A(MT, -, M}_,) for all » < ¢

21320 then s <+ s+ 1 and let ¢! = s

21330 else if (M{,- -« M} )=(M7, - ,M{_,) & ||pad, (M")||p#i — 1 for arst. r <t
21331 then let ¢! = ¢”

21332 else s «— s+ 1 and let ¢ = s

21340 if m > i then a® = O (¢i, M) else a* = O (pp, ML)

21350 return pfCM ! — MD? (af, M, || -+ || M%) to A

30000 Let T be the final output of A
40000 Return T’

Fig. 5. Adversary Fa and Hy4: P is the last counter value of pfCM-MD.




— 3 Prlgr, - g5 Maps({0, 1} {0, 1}“) K&{0,1)mHY B2

— LPr[K & {0, 1} : APUS = 1] — Pr[g & Maps({0, 1}*, {0, 1}") : A49%) = 1]]
f
= 1Ad Vi s (A)- n
The second equality follows from the definition of H4 in Fig. 5 and the third equality follows
from Lemma 15 and Lemma 19.

Theorem 5. For any prf-adversary A with q queries, there exists a prf-adversary Fa such that

rf
Adv" (A) < Adv”" + AV, vy (Fa),

pfCM! —MD/ (K,*)( )

s
pfCMO—MD [

pad(IV,K\ ‘*)

where Fa can only make the query IV and is defined in Fig. 5.

ol prf _ Gl _
Proof. By the definition of the prf-advantage, AdvprMO_MDgad(IV)K"*)(A) = |Pr[A%s =
1] — Pr[A%1 = 1]|. So, we can get above theorem with Lemma 13 ~ Lemma 14. [ |

Corollary 2. For any prf-adversary A with q queries, there exist adversaries Fq and Hy such
that

f
Adv™
s
pfCMO MDY/,

ulti-rk f f
(IV,KH*)(A) <[-Adv mRKr(i f[’;*) ). (HA) + Adif)r(* K|jov- n)(FA),

where Fa, Ha and @3 are defined as before.
Proof. This holds by Theorem 4 and 5. [ |

6 PRF Security Analysis of NIST SP 800-56A Key Derivation
Function based on a pfCM-MD Domain Extension

NIST special publication 800-56A [25] describes key derivation functions (KDF) based on a
hash function. Any key derivation function is used to derive secret keying material from a
shared secret. Secret keying material means a symmetric key, a secret initialization vector, or
a master key which is used to generate other keys. The process of KDF in the document is as
follows: (See the page 49 of NIST SP 800-56A for details.)

reps = [keydatalen/hashlen].
If reps > (232 — 1), then ABORT : output an error indicator and stop.
Initialize a 32-bit, big-endian bit string counter as 000000014¢.
If counter|| Z||OtherIn fo is more than max_hash_inputlen bits long, then ABORT : output
an error indicator and stop.
5. For ¢ =1 to reps by 1, do the followings:
(a) Compute Hash;,=H(counter||Z||OtherInfo).
(b) Increment counter (modulo 232), treating it as an unsigned 32-bit integer.
6. Let Hhash be set to Hashyeps if (keydatalen/hashlen) is an integer, otherwise, let Hhash
be set to the (keydatalen mod hashlen) leftmost bits of Hashreps.
7. Set DerivedKeyingMaterial = Hashq||Hashsl|- - ||Hashyeps—1||Hhash.

==



In the above process, H is a hash function, Z is a shared secret, and OtherInfo is known
fixed value. Counter is a changeable input variable. Then, the concatenation of hash outputs is
used as secret keying material. In this section, it is shown that the pseudorandomness of KDF-
pfCM-MD is reduced to the RKA-pseudorandomness and pseudorandomness of the compression
function f. More precisely, we provide prf security analysis of pfCM°-MD/ (IV, x32 ||K]|| %),

pad
where %32 is any 32-bit string, and K & {0,1}". pfCMO- MDgad(IV, *32 || K|| %) corresponds to

NIST SP 800-56A key derivation function based on pfCMY-MD. Our analysis follows the analysis
technique of Bellare et al.” paper [4]. For any i, the prf security of pfCM?*- MDI{;ad (IV, x32||K]|| %)
can be also proved in the similar way.

Lemma 17. For any prf-adversary A with q queries, there exists a prf-adversary Qa such that

1! " f'
[PACY = 1] - Pr[A% =1)| = Ao}, o (Qa)

where GY and GY are games defined in Fig. 6, and Q4 is defined in Fig. 7. And Qa can make
q queries of the form (IV|| *32 ||*b—n—32), and x; means any i-bit string.

Proof. Since Pr[ACY = 1] = Pr[K & {0,1}n : @/ lIKIle—n=s2) _ 4] apq pr[A®: = 1] =
Prlg & Maps({0,1}™,{0,1}") : Q%(*"H*SZH*Z”"’”) = 1], the lemma holds. [

Lemma 18. For any prf-adversary A, the following equality holds :

G// . N G// _ _ rf
[Prid™ = 1] = PrlA™ =1l = Advl_sins, (svessalllion-n-aa), (D)

where Gy and G are games defined in Fig. 6, and g & Maps({0,1}%,{0,1}").

Proof. By the definition of the prf-advantage, the lemma holds. ]

Lemma 19. For any 2 < j <1 —1, the following holds.

Pr[Ky,-- VK, S {0,1}": Vf(RK(* Ko)%) 1]
:Pr[gl,- <—/\/Iaps({0 1}n+b {O 1}77,) K<—{0 1}n X*l RJK(* K)%) 1]’

where Va is defined in Fig. 7.

Proof. It is clear by the definition of Vy. ]

Lemma 20. For any prf-adversary A of q queries, the following holds.

Pr(Ky, - Ky & {0,1)7: VGRS —q) = pric & (0,1} AP0 = 1,
PrEy, - K2 {0, 13 ] <* Ko 1] =Prg Maps({0,1}*.{0,1}"): 49 =1],

where F(K,x) denotes pfCM! — MDpad (g(IV, *32|| K ||*p—n—32), *)-

Proof. It is clear by the construction of V4 in Fig. 7. ]



Game GY

100 On query M
101 z<& {11
102  Return Z

Game G%

100 g < Maps({0, 1}". {0, 1}")

300 On query M = M;||M2 // |M1| = 32 and |Maz| = ¢ where t is any value.

200 K’ g(IV,M||M2[1,b—n — 32]) // Mz][1, z] denotes the first z-bit of M>
301  Return pfCM*-MD/ , (K', M[b—n — 31,1])

padq

Game GY%

100 K & {0,1}"

300 On query M = M;||M2 // |M1| = 32 and |Maz| = ¢ where t is any value.

200 K’ f(IV,M:||K||M2[1,b—n —32]) // Maz[l,z] denotes the first z-bit of M-
301 Return pfCM'-MD/, (K, M[b—n — 31,1])

Fig. 6. Game Gf ~ G¥

OGin *3211*p—_m—_32) .
Adversary Q 4 32T —n =327 where O s Fkn, *x32|| K| | *b—n—32) or g(xn]| *32 ||*p—n—32)-

100 Run A as follows:

200 On query M of A, K’ «— O(IV,M[1,b—n]) // |M| =1t
201 Reply pfCM! — MD;{adl (K', M[b—mn,t]) to A

202 Let T be the final output of A
300 Return T’

Oq

Adversary Vfl’m , where O; is f(RK (%, K;)||*) or g; (RK (%, K)||*).

100000 Randomly choose j from [1,l — 1] and ¢ «— j and s «<— 0
200000 Run A as follows:

210000 On query t-th query M of A, //1<t<gq

211000 Let pad(M®) = M{||---||M],, where [M{| =b—mn, [M}| =0bfor 2 <j <my /) my <1
212000 if my <4 — 1 then a' & {0,1}™ and return a’ to A

213000 else (namely m¢ > i),

213100 if (MP, -, MH#AMT], -, M) for all 7 < t

213200 then s « s 4+ 1 and let ¢! = s and a® & {0,1}"

213300 else if (M{, - ,MH=(M7, - M) & ((m¢ =i & m, = i) or (my # i & m, # i)) for some r with r < t
213310 then let ¢f « ¢” and a® « a”

213320 else if (MY, -+ ,M})=(M7, --,M]) & (m¢ =i or m, = i) for some r with r < ¢
213321 then s «— s+ 1 and let ¢! = s and a* < {0,1}"

213400 if m* > i+ 1 then a' HOCt(qbi,IL{erl)

213500 if m' =i+ 1 then a’ — Ot (pp, ML, ,)

213600 return pfCM*+! — MDY (a?, M, [| - - [|M},,) to A // pfCM*T! — MDY (at, null) = o

300000 Let T be the final output of A
400000 Return T

Fig. 7. Adversary Qa and Va: P is the last counter value of pfCM-MD.




Theorem 6. For any prf-adversary A with q queries, there exist adversaries V such that

rf o . multi-rka-prf
Advf)fCleMDI{adl (g(IV,%32|| K| |%b—n_32), *)(A) =(-1 Advf(RK(*yK*),*),m(VA)’

where V4 is defined in Fig. 7 and V4 can make at most q queries. g & Maps({0,1}%,{0,1}").
We assume that for each query M of A, the b-bit block length of pad;(M) is at most l. &4 =
{d1,--- 1, 0p} , where ¢p;(X) = X @i and P is the last counter of pfCM-MD. We assume
that {¢t,--- , 91} C {pp,¢;} for some j, where (i, ¢', X*) is t-th query of V. In other words,
even though Va can make queries to any one of {O1,02,---,04}, Va can use at most two
related-key-deriving (RKD) functions ¢’s from ®y.

Proof. We let F(K,*) be pfCM! — MD?, (g(IV, %33/ K |[p—n—32), *).

pad,

multi-rka-prf
Advj’(RK(*,FI)(*),*),@4(VA)
= [Pr[ky, o, Ky & {0, 1) v RCRD2 )
_ Pr[gl,- .. ,gqil\/laps({(), 1}n+b7{0, 1}n);Ki{07 1}n:VIZ*(RK(*,K)7*):1]|

| Prl e Ky & {0, 1) s VAR )

-1
- $ n n $ n * £ ) %
= 0020 Prlgs g0 Maps({0, 1170, {0, 1}7); K {0, 1) B0 =) g
— A Pr[K & (0,1} VEES = 1] = Prg & Maps({0,1}*, {0, 1}7) : Vo) = 1]|

= AT AdVi ., (A). n

The second equality follows from the definition of V4 in Fig. 7 and the third equality follows
from Lemma 19 and Lemma 20.

Theorem 7. For any prf-adversary A with q queries, there exist a prf-adversary Q 4 such that

rf »
<
AdvngMO—MDj;d(IV, *s2||K|| *) (A) < AdvngMl_MD‘{adl (9(IV, k32| | K |[%b—n—32), %) (4)
prf
T AV, LK ) (@A),

where Q4 can make q queries of the form (IV||*s2 |[*p—n—32) and is defined in Fig. 7, x; means
any i-bit string, and g & Maps({0,1}*,{0,1}").

.. prf _ GY _
Proof. By the definition of the prf-advantage, AdvprMU—MD;‘ad(IV, woallKIl ) (A) = |Pr[A%s =
1] — Pr[AS" = 1]|. So, we can get above theorem with Lemma 17 ~ Lemma 18. [

Corollary 3. For any adversary A with q queries, there exist adversaries Q4 and Va such that

prf multi-rka-prf rf
AdvprMLMD};d(lv, 32| |K|| %) (4) = (l_1)'Advf(RK(*7K*)v*)7¢4(VA)+Adv,;(*v*32||K||*b—n—32)(QA)’

where Q 4, Va and @4 are defined as before.

Proof. This holds by Theorem 6 and 7. [ |



7 eTCR Security Analysis of a pfCM-MD Domain Extension with
the message randomization in NIST SP 800-106

Draft NIST SP 800-106 [27] describes a randomizing hashing for digital signatures [17]. More
precisely, Draft NIST SP 800-106 defines a randomization method for randomizing messages
prior to hashing. That is, the randomized method works independently from a hash function.
There is only a restriction on the hash function, which should process messages in the usual
left-to-right order. pfCM-MD is such an example. When H = {H,.(IV, ) },¢cr is a hash family,
the security of the randomized hashing is measured by the following game : an adversary A
chooses M in advance, then a random string r is given to A, and A tries to find (', M’) such
that H,(IV,M) = H.(IV,M’) and (r, M) # (', M’). The measurement of this game is for-
mally defined by the definition of eTCR (which is described in the section 2). In this Section,
we show that pfCM-MD with the randomizing hashing in the Draft NIST SP 800-106 is secure
if the compression function meets a security assumption. More precisely, we provide eTCR
security analysis of pfCM?-MD with the message randomization (in short, mr) in NIST SP

800-106. And we define a hash family H = {pfCM° — MDgad(IV, mr(7, M)} eUgoi <1024 {0,115
where mr is the message randomization in NIST SP 800-106, and M € {0,1}*. And we let
pad(M) = M||10%||bing(|M|), where bing(|M]) is the d-bit representation of the bit-length of

M and t is the smallest non-negative integer such that pad(M) is a multiple of b-bit block.

Message Randomization (mr) in NIST SP 800-106

mr(r, M) =M’ :
| |

If (|M| > |r] — 1) then padding = 1 else padding = 1|[0!"I=1MI=1

m = M||padding

Let n = |r|

If (n > 1024) then stop and output an error indicator

counter = ||m/|/n]

remainder = (Jm| mod n)

Concatenate counter copies of the r to the remainder left-most bits of the r to get R such
that |R| = |m]

N O U W N

R=rl|lr||---||r||r[0... (remainder — 1)]
r_length_indicator = r_length_indicator_generation(n)
9 M’ =r||(m & R)||r-length_indicator
10 Return M’;

oo

r_length_indicator_generation(n) : ‘ // 80< n <1024 and the output is 16-bit.

1 A=nand B = A mod 2
2 If B=0thenbs =0elsebs=1
3 Fori=14to 0
3.1 A=|A/2] and B= A mod 2
32If B=0thenb;, =0elseb, =1
4 r_length_indicator = bo||b1||- - - ||b15
5 Return r_length_indicator;



eTCR Security Analysis of pfCMY-MD with mr in NIST SP 800-106

Lemma 21. For any (r, M) # (', M"), mr(r, M) # mr(r’, M’),

where mr is the message randomization in NIST SP 800-106.

Proof. If mr(r, M) = mr(r’, M"), then by the definition of mr the following equality hold.
r||(m & R)||r_length_indicator = r'||(m’ @& R')||r’ length_indicator. (1)

Since |r_length_indicator| = |r'_length_indicator| = 16 by the definition of mr, r_length_indicator
should be equal to ’_length_indicator, which means that |r| = |r/|. And since r and 7’ are lo-
cated in the first some bits in the equality (1), we know that » = ¢/, which means also that
m =m' and R = R, where R and R’ are generated from the identical » (=r'). Finally, by the
padding method defined in line 1 and 2 of mr, m = m’ means that M = M’. Therefore, the
lemma holds. ]

In the following theorem, it is shown that the eTCR-advantage of A on the pfCM®-MD with
mr is bounded by the eSPRf-advantage of A on the pfCM°-MD with mr.

Theorem 8. For any eTCR-adversary A, there exists a SPR-adversary Ba such that

AdvSTR(A) < 1- AdvSPR' (B)

3

where H = {pfCM° — MDZ;AIV, mr(r, %)) }reUgoci <1024 (0,1} and mr is the message randomiza-

tion in NIST SP 800-106. B4 is defined in Fig. 8. 1 is defined in Fig. 8.

Proof. Let H,.(IV, %) be pfCM® — MDgad (IV,mr(r,x)). A is the statement that “(M, State) &

A & Ry M) & A(r, M, state) (M) # (¢, M) and H,(IV,M) = H,(IV,M’)".
T is the statement that “(M,State) & Ba;r & Uso<;j<1024{0,1}7; 14 & [1,1]; (¢, m)) &
Ba(i,r, M,State) : (¢,m) = H.(IV, M)[i] and (¢,m) # (¢/,m') and f(c,m) = f(c',m')”.

Adv‘ﬁTCR(A) = Pr[A] = Pr[AA(Imr(r, M)| = |mr(r’, M))]+Pr[AA(Jmr(r, M)| # |mr(r’, M')|)]
<1-Pr[T A(|mr(r, M)| = |mr(+', M"))] + 1 - Pr[T A (mr(r, M)| # |mr(r’, M")|)]
=1-Pr[Y] =1 AdvSPR (B,).

The equality of the second line is guaranteed by Claim 1 and Claim 2.
Claim 1. Pr[AA (mr(r, M)| = |mr(r', M")])] < 1-Pr[T A (|mr(r, M)| = |mr(r', M")])].

Proof. Since pfCM° — MDgad(IV, %) preserves the collision-resistance of f and |mr(r, M)| =

Imr(r’, M")|, if (mr(r, M), mr(r’, M')) is a collision pair of pfCM? — MDg;d(IV, x), there exists

a i such that f(c,x) = f(c/,a2’), where (c,z) = pfCM° —MDgad(IV,mr(r, M), (¢,2") =

pfCM° — MDgad(IV, mr(r’, M"))[i], and (c,z) # (¢, 2'). In the definition of B4 in Fig. 8, the
probability that ¢ is correctly guessed is 1/1. So, the Claim 1 holds.

Claim 2. Pr[AA (|mr(r, M)| # |mr(r', M")|)] = 1- Pr[Y A (|mr(r, M)| # |mr(r', M")|)].



Proof. Since pad(M) = M]||10t||bing(| M), if |mr(r, M)| # |mr(r’, M")|, and (mr(r, M), mr(r’, M"))
is a collision pair of pfCM° — MD! (IV, %), then f(c,z) = f(¢/,2"), where (¢, z) = pfCM° — MD/

pad pad
(IV,mr(r, M))[l], (¢, 2') = pfCM" — MD'::ad IV, mr(r', M")['], and (¢, z) # (¢, 2"). In the def-
inition of By in Fig. 8, the probability that ¢ = is 1/I. So, the Claim 2 holds. ]

Adversary Ba.

000 Run A and obtain M from A and Choose M as a target message.
100 Given r & Uso<i<1024{0, 1}i

200 Given i < [1,1] // 1= Len;(pfCM® — MD/

pad (I‘/ﬁ mr(n M)))
300 Forward r to A.

400 Obtain (', M) from A and let I = Len;(pfCM° — MD;{ad IV, mr(r', M"))).
500 if |mr(r, M)|=|mr(+’, M")| then (¢',m’) « pfCM° — MDf;d(IV7 mr(r’, M"))[i]

600 if |mr(r, M)| # |mr(r’, M")| then (¢, m’) — pfCM® — MD’.

pad(I‘/ﬁmr(T/7 ,))[l/]
700 Return (¢, m’)

Fig. 8. Adversary Ba: I’ = Len;(pfCM° — MD/

pad

(IV,mr(r', M"))) is the number of computations of
the compression function f when computing pfCM°® — MDgad (IV,mr(r’', M")) for any r, where M is

generated by the adversary A. mr is the message randomization in NIST SP 800-106.

8 Conclusion

In this paper, we have provided the security requirements of the compression function of pfCM-
MD, so that several schemes based on pfCM-MD become secure. That is, if a designer want
to develop new hash function based on pfCM-MD, out results can be the guideline for the
measurement of the security of the underlying compression function. And we also give a simple
indifferentiable security analysis on pfCM-chopMD. Till now, there are many domain extensions
which are required to be evaluated as shown in this paper. These kinds of research may be future
works.
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