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Abstract. In this paper, we present the pseudo-collision, pseudorsepreimage
and pseudo-preimage attacks on the SHA-3 candidate digokitiffa. The pseudo-
collisions and pseudo-second-preimages can be found/ égsitomputing the
inverse of the message injection function at the beginniriguéfa. We explain
in details the pseudo-preimage attacks. For Luffa-224/gb@&n the hash value,
only 2 iteration computations are needed to get a pseudorpge. For Luffa-
384, finding a pseudo-preimage needs ab8fiteration computations with®
bytes memory by the extended generalized birthday attamkL&ffa-512, the
complexity is 228 iteration computations with’32 bytes memory.

Itis noted that, we can find the pseudo-collision pairs aeddeudo-second im-
ages only changing a few different bits of initial valuesaTis directly converted
to the forgery attack on NMAC in related key cases.

Keywords: Luffa, pseudo-collision, pseudo-second-preimage, ps¢ueimage,
generalized birthday attack

1 Introduction

A cryptographic hash function is defined as a function thatjmates a fixed size mes-
sage digest from arbitrary size messages. It has been wigely as a fundamental
primitive in many cryptographic schemes and protocolshsag electronic signature,
authentication of messages, electronic commerce and imitngonent, etc. In the past
years, the cryptanalysis of hash functions has achievetktndous progress with the
construction of collisions. In particular, Wang et al. pospd new techniques to find
efficiently collisions on the main hash functions from the &family (e.g., MD4 [8],
RIPEMD [8&], MD5 [11], SHA-0 [9] and SHA-1[110]). Moreover thechniques can be
applied to explore the second-preimage of MD4 [12], forgeeryl partial key-recovery
attacks on HMAC and NMAC|B]4]. Kelsey and Schnelér [5] pa®d a second preim-
age attack on the iterated hash functions with Merkle-Damigtrengthening, which
shows a vulnerability of the Merkle-Damgard constructi®esponding to advances
in the cryptanalysis of hash functions, NIST held two haslkksfops to evaluate the
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security of its approved hash functions and to solicit pubbmments on its crypto-
graphic hash function policy and standard. Finally, NISErmgd a public competition
to develop a new hash function called “SHA-3", similar to ttevelopment process of
the Advanced Encryption Standard (AES). There are 64 newgsals for hash func-
tions have been submitted to the SHA-3 project, of which Gdnsasions have come
into the first round. In July, 2009, NIST has selected 14 sécound candidates of the
SHA-3. Luffa [4] is one of them, proposed by De CanniérepSatd Watanabe.

In this paper, we give some cryptanalytic results of Luffahwiree initial values.
The pseudo-collision and pseudo-second-preimage cantamet easily by the mes-
sage injection function of Luffa, which only changes a feus luf the initial values.
This paper shows a pseudo-collision and pseudo-secommttgye example for Luffa-
256 and gives the actual attacks. For Luffa-224/256, ontgiafion computations are
needed to get the pseudo-preimage. A pseudo preimage eximpuffa-256 is shown
in this paper, which only changes 2 256-bit words of the @hitialues with 3 256-bit
words. We use the extended generalized birthday atfdclko[€épmpute the pseudo-
preimage of Luffa-384 with @ iteration computations and®table lookups. The time
complexity and data complexity are bottf2to get the pseudo-preimage for Luffa-512.

This paper is organized as follows. In Section 2, we list sowi&tions and give
a brief description of Luffa. Section 3 shows the pseuddisioh and pseudo-second-
preimage attacks on Luffa. The pseudo-preimage attacksufifet is given in Section
4. The improved pseudo-preimage attacks for Luffa-384&#2shown in Section 5.
Finally, we summarize our results in Section 6.

2 Prdiminaries and Notations

In this section, we first list some notations used in this paped then give a brief
description of Luffa.

2.1 Notations

XY : the concatenation of two messagéandy.
hw(X) : thew most significant bits oX.
lw(X) : thew least significant bits oX.

|a] : the greatest integer less than or equal.to

(bo,by,...,bm)T : the transposed matrix ¢bg, by, ..., bm), whereb;(1 <i < m) are
column vectors.
a<j . left rotation ofa by j bits.

2.2 Description of Luffa

Luffa [2]], a candidate algorithm for the second round of th#AS3, was proposed by
De Canniere et al. The chaining of Luffa is a variant of a ggofunction. Fidll depicts
the basic structure. For any message, Luffa can produceaitevalues with 224, 256,
384 or 512 bits, which are denoted as Luffa-224/256/384/&4ectively. The message
padding method consists of appending a single bit ‘1’ fokdviy the minimum bits of
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‘0’ such that the length of the result is a multiple of 256. M= Mo|| - - - [Mm_1 be a
message after padding, wheéig(0 < i < m) are 256-bit blocks. Thieeration function
of Luffa is a composition of a message injection functiddh and a permutatiof®
with w 256-bit inputs, wherev = 3,4 or 5 for Luffa-224/256, Luffa-384 and Luffa-
512 respectively. The permutati®includesw permutation®o, Q1, ..., Qw_1, where
Qj is the permutation with 256-bit inpuf,= 0,1,...,w— 1. Let the input of the—th

iteration be(H((,H), e H\,(lel), Mi_1), thei—th iteration is computed as follows,
Xoll -+ [ Xw-1 = MI(HE ™, H Y My ),
HJ(I) = QJ(XJ)7]:OalaaW_17

where(H}),...,H!, ;) is thei-th iteration output, angHS, ..., HZ ,) is the initial value.
(mfl))

Final operations, calledftnalizationare used to the chaining val(ld((,mfn, coHu
For Luffa-224/256, the finalization consists of a blankatesn and a XOR operation
OF, where the blank iteration means an iteration with a fixedsageM, = 0, where0
denotes 256-bit zeros, the operatOR XORsw 256-bit values and outputs the result
256-bit value. For Luffa-384/512, the finalization inclsdevo blank iterations and two
XOR operations, see Fifll 1. The output of Luffa-25&gs the output of Luffa-512 is
Zp||Z1. The outputs of Luffa-224 and Luffa-384 are the truncatibthe Luffa-256 and

Luffa-512 respectively. Here

w—1 .
z=@H™ =01
j=0

Mo — Mi— Mm=t"1 o—

|
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Fig. 1. The Structure of Luffa Hash Function

Message Injection Function Ml The message injection functioMl can be repre-
sented by the matrix over a fieldF (28). The multiplication over the fiel&F(28) is
modulo@(x) = x8 +x* + x3 + x+ 1, corresponding to “Ox11b”. The map from 8 32-bit



4 K. Jiaetal.

words (hp, ..., h7) to 32 8-bit elements of the field is defined @@Sk<8hk’|xk)0§|<32.
Let Ay ws1) = (80,81, - -,8w-1,8w) represent the matrix d¥ll, whereg; (0 <i <w)
are column vectors. TheXo, X1,..., Xw_1)" = Ay (w+1)© (Ho,Ha, -, Hw1, M)T. For
Luffa-224/256, w=3,

0x3, 0x2, 0x2, Ox1
Awxwin) = | 0x2,0x3,0x2,0x2 | ,
0x2, 0x2, 0x3, Ox4

where the elements 0x1, 0x2, 0x3, 0x4 correspond to polyalsriix, x + 1, x? respec-
tively.
For Luffa-384,

0x4, 0x6, 0x6, 0x7, 0x1

| Ox7,0x4,0x6,0x6, 0x2

Awsc(w1) = 0x6, 0x7, 0x4, 0x6, Ox4
0x6, 0x6, 0x7, 0x4, 0x8

For Luffa-512,

O0x0F, 0x08, 0X0A, OX0A, 0x08,0x01
0x08, 0xOF, 0x08, OX0A, Ox0A, 0x02
Apxwi1) = | OxOA,0x08, OxOF, 0x08, OX0A, 0x04
0x0A, OXOA, 0x08, 0xOF, 0x08, 0x08
0x08, 0x0A, 0x0A, 0x08, OxOF, 0x10

The Permutation Q; The permutatiorQ; is defined as a composition of an input
tweak and 8 steps. Leb, ..., a7 be the 256-bit input of th&j, bo, ..., b7 be the output
of tweak. The tweak is defined as follows:

b = a,for1<i < 4;
b=a <« j,fora<i<8.
After tweak, there are 8 steps in the permutation, and eagphcsinsists of the following

three functions: SubCrumb, MixWord and AddConstant.
SubCrumb is defined as:

X3 |[X2, [|XL1 || X0, = S(b3;||b2; /b1, |boy),0 <1 < 32
Xa1|[%7, (%61 || X5 = S(ba,||b7, e, ||bs),0 <1 < 32,

whereSdenotes a S-box with 4-bit input and 4-bit output. MixWordlefined as:

Ykrs = X a DXk, Yk = Xk <K 2,
Yk = Yk DYkras Ykra = Yira <K 14,
Ykra = Ykra @Yk, Yk = Yk K 10,
Yk = Yk DYkias Ykra = Yira <K L

We do not give the description for AddConstant since it hasmuact on our crypt-
analysis. For more details about Luffa, consult [2].
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3 Pseudo-Collision and Pseudo-Second-Preimage Attacks on
Luffa

In this section, we give some cryptanalysis for Luffa whea ithitial valuelV is free.
Flipping 5 bits of IV for Luffa-256 is enough to get a pseudo-collision or pseudo-
second-preimage. For Luffa-384, 7 bitslgfare needed to be changed to get a pseudo-
collision or pseudo-second-preimage. There is a 12-bi¢mifce in thdV to get a
pseudo-collision or pseudo-second-preimage for Luffa-9his can be used to con-
struct the related key attack for the corresponding MACeaitlie secret key as initial
value.

For the message injection functidfi, the input is(w+ 1) 256-bit words, and the
output isw 256-bit words. So, itis a many-to-one function. It is easiriow that, any
columns of theMI matrix consists of an invertible matrix. So there are eya24 in-
puts corresponding to any given output\df. Given anyM| output(Xo, X, ..., Xw—1),
if one entry ofHg,Hy,...,Hy_1 andM is fixed, we can easily compute the solution
to other entries. Any pair of inputs with the same outpuMifconsists of a pseudo-
collision of Luffa, that is the output difference bfl is zero.

For Luffa-224/256, the input difference idflo, AH1, AH, AM), and the output
difference ofMlI is (0,0,0), here0 denotes 256-bit zeros. They satisfy the following
equations.

30AHp®20AH1 @20 AH, &AM = 0,
20AHo® 30AH1 ®20AH® 2AM = 0,
20AHo® 20AH; ® 30 AH & 4AM = 0.

From the equations, it is easy to @&ty = 0xf20 AM, AH; = Oxflo AM andAH, =
0xf70 AM. Let IV be the standard initial value, given a messagethe message
M’ = M @ AM, with another initial valudV’ = IV @ (AHp,AH1,AH>) is the pseudo-
preimage ofM, i.e. Luffa-251V, M)=Luffa-2561V’,M’). There are only 5 bits dif-
ferent betweerlvV andIV’, which is minimum, when the message differerddd =
(2,2',0,0,0,0,0,0), (0,2',2',0,0,0,0,0), (0,0,2',2',0,0,0,0), (0,0,0,2',2',0,0,0) or
(0,0,0,0,2',2',0,0) for (0<i < 32).

Let the input difference beMHo, AH1, AH2, AH3, AM), and the output difference of
MI be(0,0,0,0) for Luffa-384 such that

4o AHy® 60 AH B 60 AHy B 70 AH3 B AM = 0,
7oAHy® 40AH; @60 AH, G 60 AH3® 2AM = 0,
60AHy® 70 AH1 D 40 AHo D 60 AH3 D 4AM = 0,
60AHy® 60AH1 B 70 AH, B 40 AH33 8AM = 0.

By the system of equations, we can dedid® = 80 AM, AH; = Oxao AM, AH, =
80 AM and AH3 = Oxf o AM. There is a 7-bit difference in the initial values when
AM = (2',0,2',2',0,0,0,2')(0 < i < 32). The messaghl’ = M G AM with IV/ = IV @
(AHo,AH1,AH2,AH3) is the pseudo-preimage of the given messhlgehat is to say
Luffa-384(1V,M)=Luffa-384(1V',M’).

Given the input difference of Luffa-512AHo, AH1, AH2, AHs, AH4, AM) and
the output difference oMl (0,0,0,0,0), we can compute thatHy = Oxbeo AM,
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AH; = 0x3co AM, AHy = 0x250 AM, AH3z = 0x170 AM andAH4 = 0x750 AM from
the following equations.

0x f o AHp & 0x8 0 AH1 & Oxao AH, & Oxao AH3 @ 0x8 0 AH4 B AM = 0,

0x8 0 AHg @ 0x f o AH1 & 0x8 0 AH, & Oxao AH3 @ 0xao AH4 6 0x2AM = 0,
Oxao AHp @ 0x8 0 AH; & Ox f o AH2 @ 0x8 0 AH3® Oxao AH, & OX4AM = 0,
Oxao AHg @ Oxao AH; & 0x8 0 AH, @ 0x f o AH3 @ 0x8 0 AH4 & OX8AM = 0,
0x8 0 AHg @ Oxao AH; & Oxao AH, @ 0x8 0 AH3 @ Ox f 0 AH4 & OX10AM = 0.

WhenAM = (0,2',2',2',0,2',0,0), (2,2',0,0,2',0,0,2") or (0,0,2',0,0,2',2',2") for
(0<i < 32), the number of bits with difference in the initial value is$, which is 12.
Tabld1 shows a pseudo-second-preimage example for thagedés= (Oxaaaaaaaa,
Oxaaaaaaaa, Oxaaaaaaaa, Oxaaaaaaaa, Oxaaaaaaam@xpasmnaaaaa, Oxaaaaaaaa).
From the above description, only a few bits are needed to &eggd to get a colli-
sion pair or the second-preimage for a given message. Ivi®obthat we can directly
construct the forgery attack on NMAC based on Luffa in thated key case, for the
NMAC replaces the fixetV in hash function with a secret kéy[1]. The NMAC function,
on input messagkl and a pair of independent keys;( K>), is defined as:

NMAC(Kl,Kz)(M) =H (K17 H (K27 M))

WhenH is the Luffa hash function, a forgery messade> AM with the same NMAC
value as the messafgin the related key case is given:

Luffa(Ky,Luffa(Ky,M)) = Luffa(Ky,Luf fa(Ks ¢ AIV,M & AM)).
WhereAM andAlV satisfyMI (AIV,AM) = 0.

4 The Pseudo-Preimage Attack on Luffa

For Luffa-256, given a hash valu&), the adversary can compute a pseudo-preimage
with the following process. An example is shown in Table Zhig = 0.

1. Selectyy, Y; arbitrary, and geYs = Zo® Yo P V1.

2. ComputeXo = Q; 1 (Yo), X1 = Q1 (Y1), Xo = Q5 1(Y2).

3. Because the messalje= 0 for the blank iteration, the adversary can compute
MI—1(Xo, X1, X2) as follows,

-1

Ho 0x3, 0x2,0x2 Xo
Hy | = | 0x2,0x3,0x2 ol X1
H> 0x2,0x2,0x3 Xo

4. For the chaining variablddy, Hy, Ho, the adversary can obtaiy = le(Ho),

X1 = Q; (H1), Xo = Q; 1(Hy).
5. For (Xg, X1,X2), the adversary compute(sv;, V4, M) with the fixedIVg by the
following equations,

VA 0x2,002,0x1\ 1 /%@ (301Vo)
IV | = | 0x3,0x2,0x2 o| X1®(201Vp) | .
M 0x2, 0x3, 0x4 X @ (201V)
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6. Output(IVo,IV/,1V;,M) which is the pseudo-preimage#y, i.e.,

Luffa-256(IV/, M) = Zo.

There arev— 1 256-bit words changed of the initial value with256-bit words.
For Luffa-384, the hash value consistsfgfcascaded with the 128 most significant
bits of Z;, and

Zy = Z10/| 2111|212 Z1.3]| Z1.4]| 21 5| Z1.6]| 21,7,

whereZy ; for 0 <i < 8 are 32-bit words. The adversary randomly chogblgsH1, H>),
and getdHz = Ho & H1 @ Ha & Zp, computes; using the finalization function.

If the equationZ’l’O||Z’1’1|\Z/1.2|\Z/1.3 = 21’0”2111”2112”21,3 holds, letYg = Hp,Y1 =
Hi,Y> = Hz. The adversary can now compyte, IV{, IV, IV5) and messagilo which
has the same hash valdg||Z10|/Z1.1]|Z1,2||Z1,3. using the similar method with Luffa-
256. The total complexity is’28iteration computations.

For Luffa-512, the complexity is2° using a similar attack.

5 Improved Pseudo-Preimage Attacks on L uffa-384/512

In this section, we introduce an algorithm to improve theugkepreimage attack on
Luffa-384/512 by the extended generalized birthday attahich is used to solve a
system of equations, proposed by Schnidrr [6]. Ktttmensional generalization of the
birthday problemis, giveklistsLg, L1, ..., L1 independently at random frof®, 1}",

to findk elementsg € Lj for 0<i <k—1suchthako®x; @ --- ®x_1 = 0. Wagner's
algorithm [{] builds a binary tree starting from the inpstdLo, L1, ..., Lx_1. The time
complexity and data complexity are bdti21+, wheret = [log, K].

5.1 TheExtended Generalized Birthday Attack

We give a brief description of Wagner’s generalized birthdtiack in the following.
Wagner’s Algorithm.

1. The adversary constructs etsS), S, ..., S ;, wheret = |logy k], S = (x|
xij €L, j=0,1,.. 21_ 1}for1<| <2 1and$t 1_{x2t 1 DX B DX |
i €lp 1,j=0,1,...,2T% — 1}, wherex € L for | = 2',... k— 1.

2. The adversary searcheﬁQelement pairxé, €%, %5 .1 €S, 1 With the same low
17 bits by the birthday attack. Construdt2 new setsS!, i =0,1,...,24"1 -1,
whereS'= { x2I @ X1 | the low {; bits are zerok

3. Form=2tot — 1, the adversary searches2pairsx}; Q‘* andx2I 1€ Szn+1
with them-th low 1ﬂ‘rt bits same. Construct 2" new setsS",i=0,1,...,2""

where§"= { x2I @, | the lowm- {%; bits are zeros
4. The adversary searches a pgic §, %, %k € S/, s.t.x) @x = 0.
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The above algorithm can find one solutixy, ..., Xk_1 chh thako® Xy -+ Pxx_1=0
with time complexity and data complexity being boti21+.
Now consider the solution to the following two equationdéasl of one equation.

fi(x1) & fa(Xx2) & - & fu(X) = c, 1)
g1(x1) B 92(x2) & - B Gk(X«) = C2, 2)
where fi andg; (1 <i < k) are random functions; : 2™ — 2", g; : 2™ — 2™, The

equationd[{ll) andi2) can be solved together by the exteratestglized birthday attack
[6] described in the following.

It is easy to construct the following equation from equasi) and[(R):

(fr(x)llg1(x1)) @ (f2(x2)[|92(%2)) @ - - ® (fu(X) |Gk (%)) = Cal|C2. (3)

For the new equatioiil(3), the Wagner’s algorithm can be agpdi obtairxs, . .., X.

nq+n:
The data and time complexityis2~ T, wheret = |log, k| andm > mi,

Itis clear that, the algorithm can be extended to solve mquagons.

)@ ) oo i () = e,

12 (x) @ 152 (x) @+ @ 12 (%) = c2,

e i e ofl ) =a,
Wherefj<i) :2M — 2" are random functions @i <1, and 0< j < k. The data and time

o Ng+Not
complexity ist- 2~ T, wheret = |log, k| andm > Dzt

5.2 Thelmproved Pseudo-Preimage Attack on L uffa-384

Let (Ho,H1,H2, Hs, 0) be the input of the last blank iteration function, &ixd, X1, X2, X3)
be the output of itd/1. The hash value i8||Z1, whereZy = Z1 0||Z1.1]|1Z1 2| Z1.3. Then

h128(Qo(Xo) @ Q1(X1) ® Q2(X2) & Q3(X3)) = Z1. (4)

From the message injection functibt, we know that{Hop, H1, Haz, Ha)T = A;Xl4(xo,
Xl,XZ,X3)T, whereAy. 4 is the first 4 column vectors of the matmy,s, i.e.,

0x4, 0x6, 0x6, OX7
0x7, 0x4,0x6, 0x6

A4xa = | 0y6,0x7.0x4, 0X6
0x6, 0x6, 0x7, Ox4
It's inverse matrix is
0x20,0x43,0x84,0x11
Al 0x11,0x20,0x43,0x84
4

x4~ | 0x84,0x11,0x20,0x43
0x43,0x84, 0x11,0x20
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FromHo & Hy @ Ha @ Ha = Zo, we can prove that,

Xo @ X1 B Xo @ Xg = Z4, (5)

whereZj, = 0x30 Zo.

Obviously, it is necessary for us to find the solutiofs, X1, X2, X3) to make equa-
tions [@) and[{b) hold together. We search the solution byetktended generalized
birthday attack and some specific properties of Luffa. Tigehm is as follows.

1. The adversary constructs four sets such that,

So = {Xo | Xo € {0,1}",1192(X0) = Co},
S1 = { X1 | X1 € {0,1}",1102(X1) = co ® l102(Zp) },
S = {XQ | Xo € {0, 1}”, |192(X2) = Cl}7
S = {Xa| X3 € {0,1}",1192(X3) = C1},

wherecy, ¢; are two 192-bit constants, and each set includésefements. It is
clear that,

l192(Xo B X1 6 X2 B X3) = l192(Zy),

whereX; e Sfor0<i <3.
2. The adversary searches the solutip, X1, X2, X3) satisfying the following two
equations by the extended generalized birthday attack.

hea(Xo ® X1 ® X2 @ X3) = hea(Zh),

h128(Qo(Xo) ® Qu(X1) ® Q2(X2) ® Qs(Xa)) = Z1,

whereX; € S,i =0,1,2,3. Itis clear that, The solutiofXp, X1, X2, X3) guarantees
the equationdq4) anfll(5) hold together.

3. For(Xo, X1,X2,X3), the adversary can calcula®/o, IV{, 1V, 1V3) and the message
M, and get the pseudo-preimage using the similar pseudmpgs attack on Luffa-
256.

There are 2 Qp, Q1, Q», Q3 computations and% table lookups in the above
algorithm. So the total complexity is about*Ateration computations and®2bytes
memory.

5.3 Thelmproved Pseudo-Preimage Attack on Luffa-512

For Luffa-512, let(Ho, H1,H2, Hs, Ha, 0) be the input of the last blank iteration function,
and(Xp, X1, X2, X3, X4) be the output oMI. Then

Qo(Xo) & Q1(X1) ® Q2(X2) & Q3(X3) & Qu(Xa) = Z1. (6)
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For the message injection functitfi, we know that(Ho, H1,Hp, H3,Ha) T = Ang(Xo,
Xl,XZ,Xg,X4)T, whereAs, s is the first 5 column vectors of the matr.g, i.€.,

Ox f, 0x8, Oxa, Oxa, 0x8
0x8, 0x f, 0x8, Oxa, Oxa
As,5 = | Oxa,0x8,0xf,0x8, Oxa
Oxa, Oxa, 0x8, 0x f, 0x8
0x8, 0xa, Oxa, 0x8, Ox f

Its inverse matrix is

0xc7,0x8b, 0x 4, 0x f4, 0x8b
0x8b, 0xc7,0x8b, 0x f4,0xf4
ASlo = | Oxf4,0x8b,0xc7,0x8b,0x f4
0x f4,0x f4, 0x8b, 0xc7, 0x8b
0x8b, 0x f4,0x f4,0x8b, Oxc7

SinceHp ® H1 ® Ho ® Hz ® Hg = Zg, we obtain

Xo® X1 B Xo B Xa® Xy = Z, (7

whereZy = 0xf o Zo.
We can search a solution to equatidds (6) &hd (7) by the estbgeneralized birth-
day attack and some specific properties of Luffa.

1. The adversary constructs four sets such that,

So = {Xo| Xo € {0,1}",I128(X0) = Co},

S = {X¢ | X1 € {0,1}",l128(X1) = Co® l128(Zp)},

S = {Xz | Xo € {0, 1}“, |128(X2) = Cl}

S = { (X3, Xa) | X3, X4 € {0,1}",1128(X3 ® X4) = C1},

wherecy, c; are two 128-bit constants, and each set includé€ @ements. It is
clear that,

l128(Xo D X1 D Xo D X3 D Xq) = |128(Z(/J).

2. The adversary searches a solut{b, X1, X2, X3, X4) satisfying the following two
equations by the extended generalized birthday attack.

hi28(Xo & X1 B Xo B X3 X4) = h12g(Z}),

Qo(X%o) & Q1(%1) ® Qa(X2) © Qa(Xa) & Qa(Xa) = Z,
whereX; € §,i =0,1,2 and(X3, X4) € Ss. Itis clear that, The solutiofXo, X1, X2, X3, X4)
guarantees equatiorid (6) aftl (7) hold.
3. For(Xo, X1, X2,X3,X4), the adversary can calculat®/o, 1V/, 1V, 1V4,1V;) and the

messag®, and get the pseudo-preimage using the similar pseudoipgs attack
on Luffa-256.

The total complexity is about'28 iteration computations and¥ bytes memory.
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6 Conclusion

In this paper, we give pseudo-collision, pseudo-secorityge and pseudo-preimage
attacks on Luffa, one of the second round candidates of SHAeBany given output
of the message injection functiddl, it is easy to get the input t8ll using the inverse
operation oMI. So we can find pseduo-collisions and pseudo-second-pgeseasily
for Luffa by applying theMI property. Itis noted that, the pseudo-collisions and pseud
second-preimages only with a few different bits are eagibrehed. The attack can be
directly converted to a forgery attack on NMAC with relatexy&.

Especially, we focus on the the pseudo-preimage attack fia.lkor Luffa-224/256,
the attack can find the the pseudo-preimage only with 2 iterabmputations. It takes
about 24 iteration computations and®2bytes memory to search a pseudo-preimage
for Luffa-384, and search a pseudo-preimage witff Reration computations and®
bytes memory for Luffa-512 with the extended generalizethtay attack.
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Appendix

In the appendix,we give two examples for the pseudo-sepoehage and pseudo-
preimage.

Vo

0x6d251e69 0x44b051e0 Ox4eaabfbd Oxdbf78465 0x6e292¢90162df4 Oxee058139 Oxdef610

bb

V1

0xc3b44b95 0xd9d2f256 0x70eee9al Oxde099fa3 0x5d9b0EB ¢IN4b3 OxcflccfOe 0x746cd5

31

Vo

Oxf7efc89d 0x5dba5781 0x04016ce5 0xad659c05 0x030619866211836 0x24aa230a 0x8b264ae7

Mo

Oxaaaaaaaa Oxaaaaaaaa Oxaaaaaaaa Oxaaaaaaaa OxaocamaE@ndd Oxaaaaaaaa 0xaaaal

aaaa

IV

0x6d251e8 0x44b051e0 Ox4eaadbOxdbf7846l 0x6e292011 0x90152df4 Oxee058139 Oxdef6l

Obb

v/

0xc3b44b95 0xd9d2f256 0x70eee9a0 0xde®IPa5d9b0557 0x8fc944b3 OxcflccfOe 0x746cd

81

IV}

Oxf7efc89d O0x5dba5TB0Ox4016ce5 0xad659c05 0x306194f 0x666d1836 0x24aa230b2648eT]

Mg

Oxaaaaadn Oxaaaaadn Oxaaaaaaaa aaaaaaaa Oxaaaaaaaa Oxaaaaaaaa OxaaaaaaEaEmal

Xo

0xe6333ble 0x96d8e9f6 0x24d83129 Ox6aad4be3 0x4dad8@x®Itbb57 0x3dleb5ae2 Ox71efd?

X1

0x48a26ee2 0xallOeOea 0x1a9ch73d Oxc5f0fa8f Oxd4bcOxid®d210 0x1c0714d5 Oxdb751

X2

0x7cf9edea 0x2578453d 0xc4d998d2 0xb69cf929 0x208bbkBHAD243f Oxf7b1f8d1l 0x243f8d7

Ixa
2c
16

Table 1. A Pseudo-second-preimage for Luffa-256

0x6d251e69 0x44b051e0 Ox4eaabfbd Oxdbf78465 Ox6e292¢A0182df4 Oxee058139 Oxdef610bb

0x6a366118 0x3ee79df6 0x39643181 0x60793777 0x8ddcIbd50cebd Oxblcfd39b 0x967daded

0x9622ac99 0xb752bbbb 0xd256db58 0x73db6cac 0x9ae4 ¥yl 666b4 0x805027ed 0x8176bj

c6

0x7c08aa09 0x52f9e2bf 0x27cebbb9 0x11af8970 0x22c84%8debdeOe O0x78ae77ef Oxdafc7fa8

0xd42f102f 0x94316735 Oxec5bb8a2 0Oxceb338ee 0x6d35088BdAba8c 0xc9a85¢c96 Oxed839a52

0x70238338 0x4461e9a7 0xa3012529 0xb6alOe0f Oxdfdf5SbcidB0d38 0xe98ddd20 0xf90f4fed

0xe0d87b07 0x5704423f 0xb8ba00ed Oxeaa52759 0x8bclbkAYP0d53 0x41cde665 0x1288c

0 0 0 0 0 0 0 0

Table 2. A Pseudo-preimage for Luffa-256

fc



	Pseudo-Cryptanalysis of Luffa 
	Keting Jia, Yvo Desmedt, Lidong Han, Xiaoyun Wang

