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Abstract. Generic attacks against classical (balanced) Feistel schemes,
unbalanced Feistel schemes with contracting functions and unbalanced
Feistel schemes with expanding functions have been studied in [12], [4],
[15], [16]. In this paper we study schemes where we use alternatively con-
tracting random functions and expanding random functions. We name
these schemes “Alternating Unbalanced Feistel Schemes”. They allow
constructing pseudo-random permutations from kn bits to kn bits where
k > 3. At each round, we use either a random function from n bits to
(k—1)n bits or a random function from (k—1)n bits to n bits. We describe
the best generic attacks we have found. We present “known plaintext at-
tacks” (KPA) and “non-adaptive chosen plaintext attacks” (CPA-1). Let
d be the number of rounds. We show that if d < k, there are CPA-1 with

(d—1)n
2 messages and KPA with m the number of messages about 2% . For

d > k 4+ 1 we have to distinguish k even and k odd. For k even, we have
m = 2 in CPA-1 and m ~ 2% in KPA. When k is odd, we show that
there exist CPA-1 for d < 2k — 1 and KPA for d < 2k + 3 with less
than 2°™ messages and computations. Beyond these values, we give KPA
against generators of permutations.

Key words: Unbalanced Feistel permutations, pseudo-random permutations,
generic attacks on encryption schemes, Luby-Rackoff theory, Block ciphers.

1 Introduction

A Feistel scheme from {0,1}" to {0,1}" with d rounds is a permutation built
from round functions. When these functions are randomly chosen, we get what we
call a “Random Feistel Scheme”. “Generic attacks” on these schemes are attacks
that are valid for most of the round functions fi,..., f4. The most classical
Feistel schemes are when N = 2n and the f; functions are from {0,1}" to
{0,1}" (i.e. from n bits to n bits). Such schemes are called “balanced” Feistel
schemes and they have been studied a lot since the famous paper of M.Luby



and C.Rackoff [8] (see [10] for an overview of these results). When the number
of rounds is less than 5, there are attacks with less than 2V (= 22") operations:
for 5 rounds, an attack with O(2™) inputs is given in [12], [13] and there in an
attack with v/2" inputs for 3 and 4 rounds in [1] and [11]. When the functions
are permutations, attacks for 5 rounds are given in [5] and [6].

When N = kn and the round functions are from (k — 1)n bits to n bits, we
obtain what we call an Unbalanced Feistel Scheme with Contracting Functions.
Some security results on these schemes can be found in [9], [10]. In [15], generic
attacks on these schemes are given: when the number of rounds d is less than
2k — 1, there are KPA and CPA-1 with m < 2" (here m denotes the number of
messages) and complexity less than O(2F7).

When N = kn and the round functions are from n bits to (k — 1)n bits, we
obtain what is called an Unbalanced Feistel Scheme with Expanding Functions.
These schemes and their attacks are investigated in [4], [16] and [17]. When
d < 3k — 1, there exist generic attacks with a complexity and a number of
messages less than 257 [16].

In [2], R.J. Anderson and E. Biham introduced block ciphers that use alterna-
tively expanding and contracting functions: BEAR and LION. In these schemes,
the input is divided into two parts of different lengths. Following similar ideas,
we introduce here another family of schemes which alternate contracting and ex-
panding functions. Namely the large half of the message is a multiple of the small
half of the message and we rotate the register. We define them as “Alternating
Unbalanced Feistel Schemes” (a precise definition will be given in Section 2) and
we suppose k > 3. The paper is organized as follows. In section 2 and 3, we
give the notation, the definitions and we present an overview of the attacks. In
Section 4, we study the case d < k: we show that there exists CPA-1 with m = 2
and if d is odd, we have KPA for d and d+ 1 rounds with m ~ 2 “S2 In Section
5, we study the case when k is even and d > k: we give CPA-1 with m = 2 and
KPA with m ~ 2% for any round. In Section 6, we show that when k is odd,
k > 5, there exists CPA-1 with k < d < 2k — 1 and KPA with k£ < d < 2k + 3,
such that m < 2*" and with complexity O(m) < 2*". The results for k > 5 are
summarized in Section 7. Attacks against permutations generators are studied
in Appendix A. The generic attacks for k = 3 are explained in Appendix B.

2 Notation

Our notation is very similar to [15] and [16]. We describe now one round of
an unbalanced Feistel scheme with expanding functions and one round of an
unbalanced Feistel scheme with contracting functions.

For an unbalanced Feistel scheme with expanding functions, the input is
[IY,12,...,1F] and g = (g*,¢%,...,9" ") is a function from n bits to (k — 1)n
bits. The output is given by [I? @ g'(I'), I? @ ¢g*>(I'), ..., IF @ g*~1 (1Y), I'].

When we have an unbalanced Feistel Scheme with contracting functions and
the input is [I',I2,...,I¥], we use a function f from (k — 1)n bits to n bits.
Then, the output is given by [I2,I3,..., I* I* @ f(I2,I3,...,I%)].



We now describe an alternating unbalanced Feistel scheme (or shortly an
alternating scheme) for k¥ > 3 and d rounds. We will study the case where we
begin with an expanding round (the case where we begin with a contracting
round is similar; we will only mention the results). Such schemes are denoted by
A¢. We say that they produce a A{ permutation. The input is [I1,I2,...,I*].
After one expanding round, we have used a function g1 = (gi,... 7g’f_l)7 we
get the output [V, Y2 ... Y*~1 I] where Y = I'T! @ gi(I!) for 1 < i <
k — 1. Then we apply a contracting round with a function fo and the output
is [Y2,Y3,... Y1 ' X2?] where X2 = Y' @ fo(Y?2,...,YFL IV). Figure 1
shows the first two rounds of an alternating scheme when we begin with an
expanding round.
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Fig. 1. First two rounds of an alternating scheme

More generally, for p > 1, we denote by YP(k=D+i 1 < < k—1, the internal
variables we obtain on the first £ — 1 coordinates of the output after 2p + 1
rounds (this last round is an expanding round). Notice that after 2p 4+ 1 rounds,
the last coordinate of the output is Y P~D(*=D+2 (i ¢ the second coordinate of
the output after 2p — 1 rounds). Similarly, X?? denotes the internal variable we
get on the last coordinate after 2p rounds (here this last round is a contracting
round). This means that after 2p + 1 rounds, we can write:



gt — ypk=1)+i = Yp—D(k=D+i-k+2 g g§p+1(Y(”_1)(k_1)+2),i <k-3
Sk—2 — Yp(k71)+k72 _ Y(p72)(k71)+2 @ gkp—Q (Y(pfl)(k71)+2)

Sk—1 — yp(k—1)+k—1 _ x2p g g (Y(p 1) (k— 1)+2)

Sk _ Y(p—l)(k—1)+2

where X2 — y(—1)(k—1)+1 @ fo ( y (p—1) (k- 1)+2 Y(p 1)(k71)+k71’

Yy (P=2)(k=1)+2) " After 2p + 2 rounds, the output is [Yp(k D2 yp(k-Dtk—1
y(p—l)(k—1)+27X2p+2].

Let m denotes the number of messages. For 1 <i <m and 1 <t < k, I!
denotes the coordinate of rank ¢ of the input of the message number i. We use
the same notation on the output [S},...,S¥] and on the internal variables.

KPA will mean “known plaintext attacks” and CPA-1 “non-adaptive chosen
plaintext attacks”.

Remarks:
1.We will not introduce full adaptive attacks or chosen plaintext and chosen
ciphertext attacks since we have not found anything significantly better than
CPA-1 and KPA on Ag.
2.We consider k > 3, since for k = 2, such schemes are not interesting: the I2
part of the input still remains I2.

3 Overview of the Attacks

We present attacks that allow us to distinguish a A¢ permutation from a random
permutation. Depending on the number of rounds, it is possible to find some rela-
tions between the input and output variables. These relations hold conditionally
to equalities of some internal variables due to the structure of the Feistel scheme.
Our attacks consist in using m plaintext/ciphertexts pairs and in counting the
number A of couples of these pairs that satisfy the relations between the input
and output variables. We then compare N Al the number of such couples we
obtain with an alternating scheme, with Nperm, the corresponding number for a
random permutation. The attack is successful, i.e. we are able to distinguish a Ad
permutation from a random permutation if the difference [E(Na) — E (Nperm)|
is much larger than both standard deviations operm and o Al where FE denotes
the expectancy function. In order to compute these values, we need to take into
account the fact that the structures obtained from the m plaintext/ciphertext
t-uples are not independent. However their mutual dependence is very small. To
compute Opern, and o ¢, we will use this well-known formula (see [3], p.97), that
we will call the “Covariance Formula :if x1,...z, are random variables, then

V(Zz 1 xl) Zz 1 V(xl) + 22 Z] =i+1 [ (IHI]) - E(‘xl)E('x])] .

4 Generic Attacks on A‘,i with d < k

In this section, we suppose that d < k and we describe CPA-1 and KPA. If we
have m messages, the input of message number i is denoted by [I},IZ,..., IF].
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The output produced by applying either a random permutation or a A¢ permu-
tation is denoted by [S}, S2, ..., S¥]. We always start with an expanding round.
We will perform our attacks on S* after an odd number of rounds. Then since
we apply a contracting round, the same attacks will be valid on S*~! for the
next round. After one round, we have S¥ = I' and after 2 rounds, S*~! = I'.
This gives an attack with one message. We just check if S¥ = I' (or and after 2
rounds, S¥~1 = I'). For a random permutation, this happens with probability
2% and with an alternating scheme the probability is 1. In order to give the next
attacks, we now state the basic property that we need.
The basic Property:

After 2p — 1 rounds and 2p < k — 2, the second coordinate of the output is
ye=Dk=0+2 = P2l g Gy (11, 13,..., I?P~1) where G, 1 is a function that
depends only on I', I3,... I?P~1

Proof of the basic Property
The proof proceeds by induction in p. It is easy to see that for p = 1, we have
Y2 =13 @ g?(I"). Also for p = 2, we get Y2~ D(=1)+2 — yhtl — 15 g (1) g
g3 (Y?) =I° @ G3(I', I3).

More generally, it is easy to check that after 2p — 1 rounds, the second coor-
dinate of the output is given by Y (P=D(*=1+2 — 12p+1 g 2P (T1) @y g2P72(y'2)
B ggp_l(Y(p”)(k’l)“) and if we apply the induction hypothesis, we can
write: Y (P~ DG=0+2 — 2+l o G, (11, 13,...,1?P71) as claimed.

The Attacks:
We will use the basic property to give a CPA-1 on Aip 1 with 2 messages.
Here we have: S*¥ = Y(P=D(k=1+2 YWe choose these messages such that I} = I3,
B=1,1=13, ..., ;77" = 3’"" and we test if SF@ I} = S @ 1P+, This
property happens with probability 1 when we are testing a Aip + permutation
and with probability about 2% with a random permutation. This gives a CPA-
1 with only 2 messages. As usual, we can transform this CPA-1 in a KPA.
When m ~ 27 | from the birthday paradox, we will get with a good probability
i < jsatisfying I} = I}, I} = I3, I? = I?, ..., I??™" = I'""" and we test
again if SF @ [P = e IEP'H. We obtain a KPA with O(2%") messages and
complexity. After 2p+ 2 rounds, we can perform the same CPA-1 and KPA with
Sk=1 instead of S* since we apply a contracting round. We perform these attacks

until we reach round k. Notice that the attack on Aﬁ uses S~1 if k is even and
(k—1)n

S* if k is odd. Also m = 2 for CPA-1 and m ~ 2~ 1 for KPA.

Here the internal variable Y ®~D(=1D+2 is the Xor of several terms whose first
one is I?PT!, This leads us to introduce the following definition in order to
generalize this fact.

Definition 1 Let I' any coordinate of the input. The “chain generated by I
is the sequence of internal variables whose expression begins with I*.



5 Generic Attacks on Az when k = 2l is even and
d>k+1

After k+1 rounds, we have S¥ = Y(=D(h=1+2 — [l g gh=2(y2) g k=4 (yktl) g
o @ gk (YUDE=D42) and if we apply the basic property, we know that
y=2k=1+2 — =1 g b1 g @ g7 ,(YI-DE=D42) This shows that
y (=D(k=D+2 depends only of I',I3,...,I*"1. Again, we have a CPA-1 with
2 messages. We just choose 2 messages such that I{ = I3, I} = I3, I} = I3,
ooy IFTU = 1571 and we test if S = S§. With an alternating scheme, this
will happen with probability 1 and with a random permutation with probability
about . Then as usual, we obtain a KPA in 0(2%) = O(2'%") messages and
complexity. After k 4 2 rounds, the same attacks work on S*~1.

After k+3 rounds, we have: S¥ = YHk=1D+2 = y2qgk=2(yh+1)ggk=4(y2k)g

L @gr  (YEDE=DF2)  Again YHE=1+2 js o function of I', I3,... T*~1 and we
have a CPA-1 with 2 messages and a KPA with O(2'%") messages and complexity.

More generally, by induction it is possible to show that after k + 2p — 1
rounds (1 < p < I — 1), the second coordinate of the output is given by
yUp=D(k-1)+2 — yp-1)(k-1)+2 g géc;fg(yp(k—l)ﬁ) ® gggfs(y(p+l)(k71)+2) ®
B GR gy (YIEPTDEEDE) and Y = DE=DF2 comes from the chain gener-
ated by I?P*1. This shows that Y (+P=D(=1+2 depends only on I*, I3, ..., 51,
Now, after k+2p—+1 rounds, the value becomes the last coordinate of the output
and we can perform similar attacks as previously. This phenomena is k-periodic.
This shows that when k is even and d > k+1, we have a CPA-1 with only 2 mes-
sages and a KPA with O(2") messages and complexity whatever the number
of rounds is.

Remark: when we begin with a contracting round instead of an expanding
round, we attack S* for even rounds (the same attacks work on S*~1 for odd
rounds). In the computations, the variables 12, I*, ..., I* appear instead of the
variables I, I3, ..., I*=1 1If 2d < k, we have a generic CPA-1 attack with m = 2
messages and a generic KPA attack with m ~ 2% If 2d > k, we still have a
CPA-1 with two messages and a KPA attack with m ~ 2" random queries and
O(m) computations.

6 Generic Attacks when kK = 2l 4+ 1 is odd, kK > 5 and
d>k+1

We are going to study the case where k = 20+ 1, k > 5 and d > k + 1 (the
case k = 3 is given in Appendix B: it is possible to attack 11 rounds in CPA-1
and 12 rounds in KPA). First we will give the best CPA-1 that we have found.
Then we will investigate the KPA. Here the best KPA do not always follow from
the CPA-1. Remind that we begin with an expanding round. In order to get
the best attacks, we will use two strategies. With the first strategy, we perform
the attacks on S* after an odd number of rounds (this gives the same attack on
Sk=1 after the following round since we apply a contracting round). We already



performed these attacks when d < k. But when k is odd, after k 4+ 3 rounds,
there are too many new internal variables on the last coordinate of the output
and this produces too many conditions. For this reason, we have to choose the
second strategy: we will use the chain generated by one well chosen coordinate of
the input. Moreover, when a chain arrives on the first coordinate of the output
after an expanding round, usually we cannot use it anymore because we apply a
contracting round to reach the coordinate of rank £ and this again produces too
many internal variables. Thus we use another chain. For the CPA-1, we will use
couples of plaintext/ciphertext pairs and set conditions on some coordinates of
the input variables. Then we will test equalities between the input and output
variables. With an alternating scheme, these equalities appear at random or due
to conditions on the internal variables Y ®~D(*=D+i For a random permutation,
they appear only at random. As we said in the Section 3, this will allow us to
distinguish a Ag permutation from a random permutation. For KPA, we will
impose equalities between the coordinates of the input variables and also between
the input and output variables.

6.1 CPA-1

We have seen in Section 4 that after k rounds, the CPA-1 is on S*. Thus, the same
attack works on S*~! after k£ + 1 rounds since we apply a contracting round and
Sh=1 = yU=D(=1+2 — [k gy gh=1(J1) @g§_3(Y2) & ... @ g2, (Y2142,
Consequently, with only 2 messages, we can distinguish a AZH permutation
from a random permutation.

Attacks on Ag”, A£+3

After k 4+ 2 rounds, we have:

Sk=Pogdhe LY. Yl Med '(v)ed3yH+he. ..

699126(}/@—1)(]@—1)—&-2)

and we have: V¢, 2 <t <k —1, Yt = I**1 @ g{(I'). This gives a CPA-1 with 2
messages. We choose our messages such that V¢, 1 <t <k, t # 2, It = I} and
we check if S¥ @ I? = S5 @ I2. With an alternating scheme, this will happen
with probability 1 and with a random permutation, the probability is about zi
The same attacks works on S*~1 instead of S* after k + 3 rounds since we apply
a contracting round.

Attacks on Aﬁ“, A’ZJ“E’

We concentrate the attack on $*~2, i.e. we follow the chain generated by I?
since the first strategy is no more interesting:

SP=reg)e (VY. YL e g (V) @Y e
...@gz(y(l—l)(k—l)+2) @gllz;g(y(l+l)(k—1)+2)

and S* = YUHDE=D+2 We choose our m messages such that: Vi, 1 < i <
m, Vt, 1 <t <k, t # 2, I! = 0. We wait for the collision i < j, such



that S¥ = S;-“ and then we test if SF2 @ I? = Sj’-“_2 @ If. From the birthday
paradox, when m ~ 2% such a collision appears with a good probability. With
an alternating scheme, the probability that 5’572 ®I2 = Sj’?*2 &) 112 is 1 and
again with a random permutation, the same probability is about 2% Notice that
here we can have at most 2" different messages. After k + 5 rounds, the same
attack can be performed on S*~3. This gives an attack with O(2%) messages
and computations.

Attacks on A’,z+6, Aﬁ'”

Here

St=Pagl(Me LY. YL Yo (V) eg (Y e. ..
@gz(y(l—l)(k—l)-ﬂ) @ gllz;g(y(l+l)(k—1)+2) o glg;g(y(lﬂ)(k—l)ﬂ)

and S* = YU+2D(E=1D+2 \We choose our m messages such that: Vi, 1 < i <
m, Vt, 1 <t <k, t+#2 I!=0.Then we count the number of (i,75), i < j
such that S¥ = SF, and S ~* @ I? = S¥~* @ I? (6.1). This number N is about

m(m—1)
92.22n

times more solution since Y;

for a random permutation. With a Ak+6 permutation, we have about two
U+DR=1)+2 _ y (D (kR=1)+2 o Y, (+2)(k=1)+2 _
Y;

Yj(lJFQ)(k_l)'|r2 imply (6.1). Thus when N is not 0, i.e. when m ~ 2", the attack
succeeds. We have the same attack on S*~° instead of S¥=* after k + 7 rounds.
Notice that here we have reached the maximal number of possible messages. We
will choose another chain.

Attacks on A:Hp, A£+2p+l, 8<2p<k—1and A2F

We will follow the chain generated by I* which gives the best results and
concentrate the attack on S*~2P. We have:

Sk:72p _ Ik: @ glf—l(]'l) D...P gi_2(y(l72)(k71)+2) D gllz;g(yl(krfl)+2)@

TG0y g g bRy (D)2
where S* = YU+r—D(*=1)+2 We choose m messages such that Vi, 1 < i <
m, Vi, 0 <t <Il-—1, I2t+1 = 0. This implies that m < 20+1)7 We then count

the number of (i, ), i < isuch that: S} = S¥, and SE= gk — SJI?_QID@I]’-g (6.2).

With a random permutation, we have: Nperm = méglml) + 0(2—,,) We explain
this kind of computation in Appendix C. It is shown that the standard deviation
is about the square root of the mean value. With an alternating scheme, (6.2)
is also implied by Vs, | < s <1+ p— 1,Vi, vj, YF D2 = ys(b=DF2 ey

J
NAk+2p ~ m(rgznl) + m2(7;m1) We explain with an example in Appendix D, how to

compute the mean value and the standard deviation which is in O(g%). So we can
distinguish a AZ+2P permutation from a random permutation when the difference
of the two mean values is greater than both standard deviations. This gives the
condition: §7 > 3%, ie. m ~ 2(P=1n_ Again the same attack is valid on S#~!
after k+2p+ 1 rounds since we apply a contracting round. Then we can perform

this kind of attacks until, using the chain generated by I*, we reach round 2k — 1



where we have: S* = I*@gh~1 (I @. . .@gid(Y(I_Q)(k_l)”)@gfjr%(Yl(k_1)+2)@

®ghy o (YE=DE=DF2) Thig gives a CPA-1 with m =~ 2(=1" Then we apply
a contracting round and there is no more CPA-1 since this will produce too many
equalities between the new internal variables that appear (with all the possible
chains).

6.2 KPA

For k+1 rounds the best KPA comes from the CPA-1 on S*~!. This gives a
KPA with m ~ 2“7 = 2% After k42 rounds, we will use the chain generated
by I*.

Attacks on Aﬁ”, A’ZH’
After k + 2 rounds, we have:

S42 =140 gk I @ @ ghy(Y DRI g g2 (yitoDi2)

where S¥ = Y!F=1+2 We wait for collisions i < j, such that V¢, 0 < t <
-1, Iftﬂ If”l and SF = Sk and we test if Sk 2o IF = S’C 2 @Ik With
an alternating scheme thlb will happen with probablhty 1 and Wlth a random
permutation with probability = 5w From the birthday paradox these collisions

happen with a good probability when m ~ 2% and O( e ) computations.
After k + 3 rounds, we apply the same attack on Sk 3,
Attacks on A’,:+2”, A£+2p+1, 2p < k—1 and Aik’l
After k + 2p rounds with & — 2p > 1, we have
Gk—=2p _ 1k ® gif—l(ll) &...P gi_2(y(l72)(k71)+2) ® gtlg(yl(kfl)+2) & ...
@gk 2p(Y(l+p 1)(k— 1)+2)
where §¥ = Y (HP=D(E=1+2 We will count the number of (i, 5), i < j such that

VEO<t<I—1, [P = gF = SFand SfP eI = ST @ IF (6.3)

With a random permutation, we have: E(Nperm) =~ ;”2(375){3 +O( (1T2>n ). With

an alternating scheme, we get: E(N jr+2p) ~ ;”2(27:2)12 + ;”2((7{:))13 since (6.3) is also
k

implied by Vt, 0 <t <1—1, "' = " Vs, 1 < s <l4+p—1, y (042
Yf<k_1)+2. All the computations are similar to those performed in Appendices

. . . 2 (l+2p 2)n
C and D. We can distinguish when 5775w > s ie. m > 2 . The
2 2

same attack works after k + 2p 4+ 1 rounds since we apply a contracting rounds.
After 2k — 1 rounds, we have:

St =T a gl (1) 8. g, (Y D12

@ngr (Yl(k 1)+2) 5. @gk 2p(Y(z+p 1) (k— 1)+2) ... @g%k_l(y(Ql—l)(k—l)—&-Q)



2)n (31—2)n
and O(27 =2

) computations.

Attacks on A%k, Aikﬂ

After 2k rounds, since we apply a contracting round, there are two many
new internal variables with the chain generated by I* and this chain does not
give any more an interesting KPA. We are using now the chain generated by I2.
Then, after 2k rounds, we have:

SP=Pag(IM) e LYLY: Yl Me. egy-Vh-Dig

QZIE(Y(H”('“_UH) D ... @ S (YR-DE—+2)

where SF=1 = YRI=DE-D+2 and V¢, 2 <t < k—1, Yt = ' @ gt (I'). We
will count the number of (i,5), ¢ < j such that

VEI<t <k t#2 I}=1I, SF' =8 and ST o I =S @17 (6.4)

With a random permutation, we have: E(Nperm) =~ 27"2((7,?:1}1 +0( (k+1)n ). With

an alternating scheme, (6.4) is also implied by

V1<t <k t#2 If=I'andVs, [+1<s<20—1, Y D2 = yeobe

. . 2 . . . . . 2
This gives about 51—y more solutions. We can distinguish if spii—m >
(21-2)n

—rron s 1.e. when m ~ 2
G4

After 2k + 1 rounds, since we apply an expanding round, we introduce a new
internal variable S¥ = Y(D(*=1D+2 454 we obtain a KPA with m ~ 22=1)n,
Notice that this chain is now on the first coordinate of the output.

Attacks on Aik“, Ailﬂ'?’

After 2k+2 rounds, the chain generated by I? is on the coordinate of rank k of
the output and we have applied a contracting round. Again, there are too many
new internal variables. We now use the chain generated by I* and we perform the

).

. . 2
With an alternating scheme, there are about 2(;#”171)” more solutions. We can
(20— —)n

attack on S2. Using similar computations, we get E(Nperm) ~ T;L(;?k)nl) +O(

distinguish if 2(,‘1}7:)” > 2%, i.e. when m ~ 2
After 2k + 3 rounds, since we apply an expanding round, we introduce a new
internal variable S¥ = Y(2HD(*=1+2 and we obtain a KPA with m ~ 2(2i+32)n
and O(m) computations. Beyond 2k + 3 rounds, we will attack generators of
permutations and not a single permutation. This is done in Appendix A.

Remarks:

1. We can attack the chains beginning by I? and I* since the internal variables
which are taken as inputs for fo and f; do not depend on all the coordinates
of input variables. We have then more conditions on the input variables and
less conditions on the internal variables and the attacks succeed.

2. If we begin with a contracting round instead of an expanding round, the
computations and the attacks are quite similar, but we can attack only 2k —2
rounds in CPA-1 and 2k + 2 rounds in KPA as long as we use a single
permutation.



7 Summary of the Results for k£ odd, d < 2k + 3 and
kE>5

All the results for k£ odd, d < 2k + 3 and k > 5 are summarized in the following
table.

Table 1. Summary of the complexity of the best attacks on A¢ against one permu-
tation, k = 21 + 1, k > 5. After 2k + 3 rounds, we need to attack a generator of
permutations and not only a single permutation.

d KPA [CPA-1 d KPA [CPA-1
1,2 1 1 k46 k+7 G gn
n Ut2p=2)m |0 1y,
3,4 2% 2 k+2p, k+2p 4125220
p+1,2p+2 25 | 2 % — 1 Rl DGR
: : o 9(21-2)n)
E k41 2% 2 2% + 1 9(2=1)n
k42, k+3 255 2 % + 2 92— $)n)
k+4,k+5 27(”22)" 2% 2k 4+ 3 9(2l+3)n)

8 Conclusion

Classical Feistel schemes, unbalanced Feistel schemes with contracting functions,
and unbalanced Feistel schemes with expanding functions have been widely stud-
ied. In this paper, we focused on less known Feistel schemes, the alternating ones.
More particularly, we presented attacks against these schemes. We demonstrated
that they are completely unsecure when k is even: it is possible to attack any
round with 2 messages in CPA-1 and about 2% messages in KPA. When £ is
odd, we can attack 2k — 1 rounds in CPA-1 and 2k + 3 rounds in KPA with
less than 2*" messages and computations. For k = 3, it is possible to attack
more rounds than with expanding (8 rounds) or contracting (6 rounds) func-
tions. When k odd and k > 5, these schemes for CPA-1, seem to have the same
level of security than unbalanced contracting schemes. However with alternating
schemes, we need less memory to store the internal functions than with only
contracting functions. An open question is the security of these schemes.
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A Attacks with more than 2*" computations

Until now we have studied Alternating Unbalanced Feistel schemes with ran-
dom functions. In practice, for example in designing block ciphers we need to
consider generators of pseudo-random permutations. In this section, we will de-
scribe attacks against a generator of permutations (and not only against a single
permutation randomly generated by a generator of permutations), i.e. we will
be able to study several permutations generated by the generator. This allows
more than 25" computations.

A.1 Attack by the Signature

Using the following theorem, it is easy to see that an alternating permutation
has an even signature.

Theorem 1 Let ¥ be an alternating Feistel permutation from {0,118 to
{0, 13248 with round functions from {0,117 to {0,1}*. Then ifa > 2 and 8 > 1,
¥ has an even signature.

The proof of this theorem follows from Theorem 1 of the extended version
of [16] (see [14]). Let f be a permutation from kn bits to kn bits. Then using
O(2%") computations on the 2¥" input/output values of f, we can compute the

(03
signature of f. To achieve this we just compute all the cycles ¢; of f, f =[] «
i=1

«
and use the formula: signature(f) = [] (—1)"9t"(¢)+1 The consequence is that
i=1
it is possible to distinguish a generator of Ag from a generator of truly random
permutations from kn bits to kn bits after O(2*") computations on O(2%7)
input/output values.
Remark: to compute the signature of a permutation g we need however to
know all the input/outputs of g (or all of them minus one, since the last one can
be found from the others if g is a permutation).

A.2 Attacks of Az generators for k > 5 and odd

After 2k + 4 rounds, we are going to attack generators of permutations. We
describe KPA. Let p be the number of permutations that we will use. We will
concentrate the attack on S?2, i.e. we use the chain generated by I°:

52 — 16 @g?([l) ®gg(y2) @g%(yk—i-l) @fG(YQk, Y2k+1, . Y2(k_1)+(k_1), Yk+1)
@977“_1(}/%) ®g§—3(y3(k71)+2) D.. '@g%+4(y(l+1)(kfl)+2) @QZIS (Y(l+3)(k71)+2)
© ... ® gl 5 (VCHDG=D42) hore gh=1 = y (L1 (=142

It is possible to show that Yu, 2 < u < k — 4, Y2*k=D+u depends on I, I3, 1°
and I, 7 <t < k. Moreover Y2(h—1+h=3 y2(k=1)+k=3 y2(k—1)+k—1 depend to
all the input coordinates. The attack proceeds as follow: we count the number
of (i,4), i < jsuch that I} = I}, I} =1}, I? =12, Vt, T <t <k, I} =
I, Sh=1 = S]]?_l and S7 @ I} = S7 ® I7(A1). When we are testing a random



permutation, we have: Nperp, o ,u%fm + O(y/Hiarr ). For A¢ | we have that I} =
I}, If’zI;’, If:If, Vi, T<t <k, I}l =1 and Vs, | <5 <2l+1, 5s+#

I+ 27 Y;S<k_1)+2 _ Y—js(k—l)—‘—Q7 VU, k—3<u<k— 17 Yf(k—l)—i—u _ Y—jQ(k—l)—i—u

imply (A1). We obtain: ./\/Ag ~ uzgﬁn + 2'2(’3’}:2)” Thus we can distinguish

the two generators when 2(32”%)” > /I3t i.e. when pm? > 2(4+9n  When
m = 2k = 2@ D7 this gives p = 22 and the complexity is A = p-m = 2(21+3)7,
After 2k + 5 rounds, the chain beginning with I® is now on the first coordinate
of the output, and since we have applied an expanding round we have one more
internal variable S¥ = Y@H+2)(k=1)+2 A gimilar attack gives p = 2* and the
complexity \ = p - m = 2(2+5)n,

After 2k + 6 rounds, we cannot keep the attacks on the chain generated
by I®. We have a contracting round and the chain becomes the coordinate of
rank k of the output. Then it is easy to check that A is multiplied by a factor
of 2(2=D" The chain beginning with I® which is S? will give the best attack.
More generally, it is easy to see that for rounds 2k + 2p and 2k + 2p + 1, the
chain generated by 2?12 gives the best attacks with A\ = 2@45P=7n and X =
2(21+5p=5)n yegpectively. Here we have that the internal variables Y (#—1(k—1)+u
that appear at round 2p satisfy: Vu, 2 < u < 20 —2p + 3, Y@= D(—D+u depend
on IY, I3, 15,..., I, 2p+1 < t < k. Moreover Vu, 2l —2p +2 < u < k — 1,
y ®=D(k=D+u  depend on all the coordinates of the input.

For rounds 3k — 3 and 3k — 2, we use the chain generated by I*~!. Then
A = 37=12)n gnd X = 3(7=10n For rounds 3k — 1 and 3k, we use the chain
generated by I'! for example (here there are several possibilities) and we obtain:
A = 2787 and X\ = 2("=6"_ Then from round 3k + 1 to round 4k — 1, the
chain generated by I* gives the best attacks. For rounds 4k and 4k + 1, we use
the chain generated by I? and finally for 4k + 2 and 4k + 3, we choose the chain
generated by I4. Then it is 2k-periodic and we can iterate the choices of the
chains. All the values of \ are multiplied by a factor of 2= for each period.

For k > 5 and odd the results are given in table 2.

B Attacks on Ag

In this section, we explain briefly how to deal with the case k = 3. Here in fact,
we can attack more rounds than in the general case: 11 rounds in CPA-1 instead
of 2k — 1 = 5 rounds and 12 rounds in KPA instead of 2k + 3 = 9. This comes
from the fact that in an expanding round, we only have 2 internal variables.
Moreover, in all the attacks we studied, the CPA-1 can be transformed to KPA.
Sometimes there exists other KPA, but they do not give a better result.

The attacks are quite similar to those used for & > 5. Up to round 8, we
perform the attacks alternatively on $% and S2. For rounds 9, 10 and 12, we use
the chain generated by I? and for round 11, we choose the chain generated by
I3. After 13 rounds, we attack generators of permutations and we always take
the chain generated by I?. Then the phenomena is 6-periodic. The results are
summarized in the table 3.



Table 2. Summary of the complexity of the best attacks on A{ against generators of
permutations, k = 2l + 1, k > 5. After 2k + 4 rounds, it is 2k-periodic. If we suppose

that for d rounds with 2k + 4 < d < 4k + 3, the value is 2'", then for d + p(2k), the
value is given by 2[(tTPBI=In,

d KPA d KPA
2k+4 2(2l+3)n 3k 2(7l—6)n
2k+5 2(2l+5)n 3k+1 2(7i=6)n

2k + 6 2(2+8)n 3k+2,3k+3 2(Ti=5)n

2k +7 2(2l+10)n : :
2k + 2p 2(2l+5p*7>" 3k + 2p’ k+ 2p +1 2(7l72p77)n

2% + 2p +1 2(2l+5p—5)n 4k — 1 2(91—7)71
: : 4k 9(101=9)n)

3k —3 2(7l—12)n 4k + 1 2(10[—7)n
3k — 2 9(71—10)n Ak + 2 o(101—6)n
3k —1 2(7t=8)n 4k +3 2(101=4)n

Table 3. Summary of the complexity of the best attacks on A$ against one permuta-
tion. After 12 rounds, we need to attack a generator of permutations and not only a
single permutation.

d [KPA[CPA-1]] d KPA
1,2[ 1 1 [[13+6p[2GFiPn
3,4/ 2% | 2 |[14 + 6p|2ttern
5, 6| 2" 2 |15 + 6p|20F4P)m
7, 8

9

3n n

22 | 25 ||16 + 6p[205+4P)n
10 227 | 2™ ||17 + 6p|26FimIn
11 [272 | 22" ||18 + 6p[2(6+4rIn

C Computation of the standard deviation for random
permutations

In this section, we will explain how to compute E(Nperm) and o(Nperm) after
k + 8 rounds, where k = 2] + 1, in CPA-1. For any round, the computations are
similar and we obtain that the standard deviation is about the square root of
the mean value. The input is [I',..., I*] and the output is [S',...,S*]. In the
case of random permutations, we consider m messages such that Vi, 1 < i <
m, Vt, 0 <t <[-—1, If”l = 0 and we suppose that k > 9 and m < 20D We
want to count the number of (i, ), i < j such that S} = S¥and SF8q Ik =
S]lfg &y ]’“ (C.1). We introduce the following random variables:

b;;=1ifSF=SFand Sf o IF =Sy o IF
d;,; = 0 otherwise



Then Nperm = > i< 0i,y and E(Nperm) = >ic; B(di;). We have: E(;;) =

Pryes,, [SF = SJ’? and SF 8 @Ik = SJ]?*S o Iﬂ where By, is the set of all
o(k—2)n_

permutations from kn bits to kn bits. If IF = I]’-“, then £(6; ;) = “5m—— and if
If # 17, then E(6; ;) = % Let a be the number of (i, ) such that I} = I7.
If we choose a = mg’;nl) + O(%=), we obtain:

m2(22n1) (1 + an + W + O(W)) S E(Nperm) S m2(22n1 + O(

el )n) Thus

E(Nperm) = méf;;tl) . We now compute the standard deviation. V' (; ;) = (5%)7

((51'7]')2 = E((SZJ) - E(éi,j)Q. When Ilk = Ijk, we obtain:

(i) = a2w (1= 53 + g — quetam + 38w ) T Ogmrizn ) + gt — gw + O (g5m)-

This gives: V(8;;) =~ 5= (1 — 53 ). When IF # I’-“7 we have:
(1-

V((;l,_]) - 2%71 2%71 + 21171 2“‘%}” + 22];wt + 2(2k1+2)n) + 0(2(3k1-+2)n ) and aga’in
V(6;;) = 53= (1 — 53+ ). This implies that Do VI(0ig) =~ m§2;1) (1-5=).

We now use the formula: V(Nperm) =V (32,5 0i5) = >, V(di5) +

1<g "]
Zi<j,q<r,(i,j)7é(q,r) [E(‘Si,j 5qm) - E(éi,j) E((S(Jﬂ")]'

First, we consider the case where 14, j,q,r are pairwise distinct. If I; ko I; k
and I(;“ # IF, we have E(6; ;) E(0q.r) = 5= (1+ 505 + 55507 — O(55m7)) - If Ik 7& I’C
and IF = IF, then E(8;;) E(64r) = 5t (1 — 5ot + 58 — 5o + 3o —
swam +O(g)). I IF = IF and IF = IF, we obtain E(6; ;) E(8q,) = 5= (1 —
ﬁ + Qkin + 2(%174)” - 2(2k4—2)n + 22% + 2(3]@2—4)71 - 2(3k6—2)n + O(ﬁ)) In
order to compute E(J; ; dq,) we have to separate the computations into four
cases. We describe the main one: IF # Ij’?7 If; # IF and IF @ If &) Ié“ @Ik #0.
For the other cases, the computations are similar. We denote by C' the total
number of possibilities for the output. Then C' = 2F7(2kn — 1)(2k? —2)(2k" — 3).
We have now to compute B the number of outputs [S},...,SF], [S},...,S}],
[Sy,..., Sk and [S}, ..., S¥] that satisfy the above relations (C.1). We have 2¢7
possibilities for [S},...,S¥]. When this output is fixed, then we have 2(*=2)n

E
v

possibilities for [5}7 ceey SJk] Then we have to fix the two other outputs. First, we
suppose that S¥ # S¥. Here, there are (2" — 1)2(h=1na(k=2n — o(2k=3)n(gn _ 1)
possibilities for [S}, ..., S¥] and [S}, ..., S}]. Then we have to consider the case

where Sk Sk. Here, there are five subcases. Cases 1, 2, 3, and 4 are Sk_s =
SE- S@I’“@I’“ Sh=8 =G S pIb eIk, Sh=8 = 5% or Sh—8 = 5k~3 and for
each of these cases, there are 25~ 2)"( (k= 2)" -1) p0851b111t1es for [ FERR S(’;],
[SL,...,S¥]. The last case is when we have eliminated the previous cases and this
gives (2" — 4)2(k=2ma(k=2)n posgibilities for [S),..., S5, [S},..., SF]. Finally,
we obtain B = 2(4k=4)n(1 — 7#=) and since E(6;; 64,,) = 2, we get:

E(éw- 6(1,7") = 24%(1 + % + 22% + O(ﬁ)) and E(ai,j 5(1,7") - E((Si,j) E((Sq,r) =

24% (—22% + O( 23%)) The computations in the other cases are similar and we

. . . . . . . . 4
obtain for the case where i, j, g, r are pairwise distinct a term in O(5mmEr—sm )-

Then we have to study the case where in {4, j, ¢,r} there are exactly 3 different

values. We obtain a term in O(Q(kmfz)) Finally, we get V(Nperm) = m(ranl) +




O(;Z—i) +O(24”.2T21,2)n )+ O( 2(;132)” ). The first two terms correspond to the sum
of the variances of d;;, the third term corresponds to the covariances of four
distinct indices 4, j, ¢, 7 and the last term to the covariances of 4-tuples of indices
with one in common. For m > 22" and m < 204" we obtain V(Nperm) =~
mg;;l) and the standard deviation is about the square root of the mean value
as claimed.

D Computation of the standard deviation for A}"®

We still suppose that & > 9, k = 2] + 1 and we want to compute E(NA§+8) and
O'(NA:+8). The input is [I',...,I¥] and the output is [S!,..., S*]. We have m

messages such that Vi, 1 < i <m, Vt, 0 <t <1[l-1, Iftﬂ =0 (*) and we
want to compute the number of (i,7), i < j satisfying: S¥ = Sf and SF78 @
IF = 5% @ IF (D1) where "% = I"@ gi7 ') 0 g5 °(Y) @ ... 0

K3

2 (Y (l 2)(k—1) +2) @gk 2(Yl(k 1)+2) @911214(Y(l+1)(k71)+2) @
ol

k Y (42 (h=1)+2) @gk By (+3)(-1+2) and Sk = YUHIE-D+2 Since we

have condition () on the inputs, (D.1) is equivalent to (D.2): Yz(l+3)(k D+2 -

y k=142 nd g*~ z(Yz(k—l)Jrz)EB +4(Y(l+1)(k 1)+2)€B k+g(Y(l+2)(k 1)+2):

i k+2
— l(k—1)+2 +1)(k—1)+2 1+2)(k—1)+2
gi (] g gh (y DR g g8y (R

ferent possibilities:

Dyg k 16 There are two dif-

1. Vs, |<s<[+3 ys(k=1+2 _ ysb—1)+2
2. YZ_(1+3)(k71)+2 _ Y{(l+3)(k71)+2, (;,_z(k71)+2 y (D (R=1)+2 Yv(l+2)(k71)+2) ”

7 ) K2 ? K3

J
(Y_l(k71)+2, Y_(l+1)(k71)+27 Y'(l+2)(k71)+2) and

J J J
g:;g(}/il(k_l)+2) ® k_4(Y(l+1)(k—1)+2) Eng_G(Y(l+2)(k_1)+2)

_ U(k—1)+2 1+1)(k—1)+2 1+2)(k—1)+2
gllerg(Yj( )+)EB g (Y(+)( )+)@ +6(y(+)( )+)

If we study Y!k=D+2 y (4D (k=1)+2 y (+2)(k=1)+2 y (+3)(k=1)+2 e obtain
that these internal variables are uniformly distributed random variables. Thus
the probability to obtain Case 1 is 2% For Case 2, the probability is given by
2%(1 — 23%)2% = % — 25% If the d0;; are defined as in Appendix C, we ob-
tain: E(6; ;) = 53w + 5t — 787 Since NAZH = i< 0ij, We get: E(NAI;+8> =
m(n;l) (53 + 50+ — 5+ )- Now we want to compute the standard deviation:
V(6i) = E(67;) — E(di3)* = E(0i ;) — E(d: ;)

V(6ij) = 52w — 585 — 39 + 39 + 58= — 397 + 310w

We will use again the covariance formula. Here we have:

E(6;;)E(6¢r) = 24% + % — 2% + 2% — 2,% + 21% and we now have to com-
pute E(d;;04r). Again we first consider the case where i,7,¢,r are pairwise

Yi(z+3)(kf1)+2 _ Yj(l+3)(k71)+2’

distinct. We have several cases. The first one is
y (3 (k=142 _ Yr(l+3)(k*1)+2 and
(Yl(k71)+2 y (D (k=1)+2 Y(l+2)(k71)+2) _ (Y;(k71)+2’Yj(l+1)(k71)+2,Yj(l+2)(lc71)+2)

7 [ [ 7



(qu(k—l)-i-27Yq(l-y—l)(k—l)-&-Q’Yq(l-i—2)(k—1)+2) _ (YTg(k—l)Jrz Yr(l+1)(k—1)+2,YT(1+2)(1€—1)+2)

The probability is 2%

The second case is Yvi(l—i-3)(k—1)+2 _ Y{(l+3)(k—1)+2, Y;](l+3)(k_1)+2 _ Yr(l+3)(k_l)+2

d
?}I%l(kfl)+2’Yi(l+1)(k71)+27 Yj(l+2)(k71)+2) _ (Y'z(k71)+2’ Y_(l+1)(k71)+2, Y_(l+2)(k71)+2)

J J
(Yqz(k—1)+27Yq(z+1)(k—1)+2’Yq(l+2)(k—1)+2) 4 (le(k—l)-&-Q’Yr(l-i-l)(k—l)-&-Q’Yr(l+2)(k—1)+2)

and
2y A(k—1)+2 I+1) (k—1)+2 (14+2) (k—1)+2
G (Ve @ g @ g p (v )
—2 iy A(k—1)+2 14+1) (k—1)+2 142) (k—1)+2
£+§(Y( )+ ) @ k+4(Yr( +1)(k—1)+ ) @ k G(Y( +2)(k—1)+ )
case when we exchange (7, ) and (g, 7). The probablhty is given by i — o7
(

The third case is Y(l+3) k=142 _ (l+3)(k71)+2’ Yq(l+3)(k71)+2 _ y=n+2

. and the similar

J

and
(VIE=D+2 Y (D142 02 (k-D42) 4 (k=142 0+) (=142 3 (+2)(k-1)+2)
3 ) K3 I 3 ) b

Yil(kfl)Jr2’Y;(l+1)(k71)+2’Yi(l+2)(k71)+2 _ (qu(kfl)+27Y](l+1)(k71)+2,Y(l+2)(k71)+2
(le(k—l)+27Yj(l—&-l)(k—1)+2’Yi(l+2)(k—1)+2) _ (le(k—l)—&-Q’Yr(l+1)(k—1)+2’YT(l+2)(k—1)+2)

and I(k—1)+2
P {s )

141) (k—1)+2 142) (k—1)+2

k2l ®g k+4(Y(l )(k ) )@y k+6(Y(l )(k ) ) =
—1)+2 1 1)+2 2 1)+2
gllz+§()/']( )+ )@ k+4(Y( +1)( )+ )@ k+6(Y( +2)( )+ )

and the similar case when we exchange (i, j) and (g, 7). The probability is given

by ow — i
The last case is Y;(z+3)(k71)+2 _ Y_(l+3)(lc71)+27 n(l+3)(k71)+2 — y =12

and
(;l(k—l)-i-? Y.(l+1)(k_1)+2 Y(l+2)(k—1)+2) # (Yl(k 1)+2 Y(l+1)(k 1)+2 Y(l+2)(k 1)+2)
4 s Lg s Ly

j
(qu(kfl)Jr2’ Y;](l+1)(k71)+2’ Yq(l+2)(k71)+2) 2 (le(k D42y 1) (k=142 Y(l+2)(k 1)+2)
and we have eliminated the previous cases and

— I(k—1)+2 I+1)(k—1)4+2 1+2)(k—1)+2
GE2(Y ) @ gk (DR g gh by (D)

I(k—1)+2 I+1)(k—1)42 1+2)(k—1)42 — I(k—1)+2
Z+§(Y( )+ )@ k+4(Y(+ )(k—1)+ )@ k+6(Y(+ )(k—1)+ ) gllz+§(y( )+ )@
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9£+2(Y( +1)( 1)+2)69 k+6(Y( +2)( 1)+2) _ QEJFS(YT( 1)+2)® h—s (Y( +1)( 1)+2)69
'E+§(Yr(l+2)(k 1)+2)- The probability is 51 — 5% -+ 516w + 50w - Finally in the case

where i, j, ¢, r are pairwise distinct we obtain E(8; ; 8q,r) —E(6;,;) E(S4,r) = 5= —

Stow — 5w + 5. When we have only 3 different values in {i, j, q,7} we obtain

with similar computations: E(8; j 84,) — E(0; ;) E(8q,r) = 5w — 577 — 5o + 3107 -
.. 1

This gives: V(NAz;Jrs) = mQ(?Zzn ) (1— 35 — 5% + 552 — 387 + 397 — 30m) +

O(Z) + 0(2).

E Conclusion on A’,:+8

The computations in Appendices C and D show that when m ~ 23", we have:
0(Nperm) = 3, o(Nyess) = 25 and |E(Nperm) — BV yprs)| = 521 This

= on

shows that we can distinguish a Ay k48 permutation from a random permutation
m(m—1)
2.24n

when > o 1.e.m 23" as wanted.



