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Abstract

In this paper, we consider the Frobenius endomorphism on twisted Ed-
wards curve and give the characteristic polynomial of the map. Applying
the Frobenius endomorphism on twisted Edwards curve, we construct a
skew-Frobenius map defined on the quadratic twist of an twisted Edwards
curve. Our results show that the Frobenius endomorphism on twisted Ed-
wards curve and the skew-Frobenius endomorphism on quadratic twist of
an twisted Edwards curve can be exploited to devise fast point multiplica-
tion algorithm that do not use any point doubling. As an application, the
GLV method can be used for speeding up point multiplication on twisted

Edwards curve.
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1 Introduction
Edwards [5] introduced a new form of elliptic curves
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with d ¢ {0,1}. In [1], this form is generalized to twisted Edwards form Eg 4.4
defined by
ax® +y? =1+ da’y?

where a,d € k with ad(a — d) # 0.

Bernstein and Lange [2] showed that scalar multiplication on Edwards curve
is competitive with the Montgomery form for single-scalar multiplication and is
the new speed leader for multi-scalar multiplication.

In order to get more efficient cryptosystems, lijima, Matsuo, Chao and
Tsujii[8] proposed a method using a Frobeinus map on the quadratic twist of
an elliptic curve. Kozaki, Matsuo, and Shimbara[l11] call this map the skew-
Frobenius map and show constructions of the skew-Frobenius maps on hyperel-
liptic curves of genus 2 and 3.

Fix a field k with char(k) # 2, every twisted Edwards curve over k is bi-
rationally equivalent over k to an elliptic curve. By applying the birational
map between twisted Edwards curve and elliptic curve, we consider the Frobe-
nius map II; on twisted Edwards curves defined over finite field F, and give
the characteristic polynomial of the Frobenius map. The result shows that the
Frobenius endomorphism on Edwards curve can be exploited to devise fast point
multiplication algorithm.

Applying the Frobenius map on twisted Edwards curves, we generalize the
method in [8] and construct a skew-Frobenius maps on quadratic twist of an
twisted Edwards curves. Our result shows that the skew-Frobenius map can
be used to speed up point multiplication on twisted Edwards curve. Extended
the method in Galbraith et al. [6], the GLV method can be applied to point
multiplication on twisted Edwards curve.

We note that the methods of scalar computation on twisted Edwards curves
in this paper are much faster than the previous methods.

The paper is organized as follows: section 2 reviews Edwards curves and
Frobenius map on elliptic curve. The Frobenius map of twisted Edwards curve
are given in section 3. The skew-Frobenius maps are discussed in section 4. Sec-
tion 5 applies the Frobenius map and the skew-Frobenius to speed up the point

multiplication on twisted Edwards curve. The last section is the conclusion.

2 Preliminaries

This section briefly introduces the definitions and notations required in the

following sections.



2.1 Edwards curves and twisted Edwards curves
Edwards [5] introduced a new form of elliptic curves
22 4y =1+ day?

with d ¢ {0,1}, (0,1) as neutral element and gave a simple and symmetric

addition law for such curves:

T1Y2 + Y122 Y1Y2 — T122 )

L1, + (z2, = ;
( ! yl) ( 2 y2) <1+d5€13§2y1y2 l—d.ﬂ?ll‘gylyg

Here the Edwards curve is denoted by Eg4. In [1], this form is generalized to
twisted Edwards form Eg , 4 defined by

az? +y* =1+ dz?y?

where a,d € k with ad(a — d) # 0. The affine addition formula for twisted
Edwards in [2] is

(@1,41) + (22, 42) — ( T1Y2 + Y122 7 Y1Y2 — AT1T2 )
1+ drizoyiye ' 1 — drixoy1ye

Every twisted Edwards curve is birationally equivalent to an elliptic curve in

Montgomery form, and vice versa.

The twisted Edwards curve Eg 4 4 is a quadratic twist of the Edwards curve
Eg1,4/a- More generally, Eg,q is a quadratic twist of Epza for any @,d
satisfying d/a@ = d/a. Conversely, every quadratic twist of a twisted Edwards
curve is isomorphic to a twisted Edwards curve; i.e., the set of twisted Edwards

curves is invariant under quadratic twists.

2.2 Frobenius map on elliptic curves

Let F, be a finite field with char(F,) # 2. An elliptic curve E over F, is defined
as

y2 =23 + a2x2 + a4x + ag
with the point at infinity P, where ag, a4, as € Fy. The g-th power Frobenius
map 7y of E is defined as

T, E E
(,y) — (a%y9).
Let N; denote the number of F -points on E. By the Hasse’s Theorem, N; =
q+ 1 —t where t < 2,/g, and the characteristic polynomial x, € Z[z] of 7, is
given by
Xq(z) = 2% —tz +q,



which satisfies
(w2 —tmg + q)P = Py

for all P € E(F,), where F, is the algebraic closure of F,.

3 Frobenius map on twisted Edwards curves

Let I, be a finite field with characteristic different from 2 and Fg 44 defined

over IF,. In this section, we consider the g-Frobenius map II; of Eg .4

Hq : EE,a,d — EE,a,d

(x,y) +—— (29,y9).

Now we state the main result of this section.

Theorem 1 Let Eg ,q be a twisted Edwards curve defined over a finite field
F, and tEg 0 = ¢+ 1 —t. Then the Frobenius map 11, of Eg . 4 satisfies

(2 — i, + q)P = Py
for all P € B q.4(F,).

In order to prove Theorem 1, the following lemmas are needed.

Lemma 1 [1] Fiz a field k with char(k) # 2. Every twisted Edwards curve over

k is birationally equivalent over k to an elliptic curve.

From Lemma 1, one can see that there exists a elliptic curve F over F, such

that Eg qq(F,) = E(F;). Let o be the isomorphism. By Theorem 3.2 in [2],
E(F,) can be defined as

v? =4 + Au® + u,

where A = Q(%erd). The map

a

l+y \/§(1+y)>

o (z,y) — (u,v) = <1—y7 (1 -y

is a birational equivalence from Fg 4 4 to E, with inverse

\/Eu u—1
v u+1)’

(w0 ) =

where B = -+
a—d



Lemma 2 Let Eg 4 q be a twisted Edwards curve defined over Fy and E be the
birationally equivalent elliptic curve of Eg g4 over Fy. Let HE(F,) = q+1—1t
and let o is the birational map defined as above. Let m, be the q-power Frobenius

1

map on E. Define ) =0~ " omgoo. Then

1. ¢ € End(Egq.4)(i-e. ¢ is a homomorphism map on Eg q.4).

2. For all P € EE,a,d<Fq); we have
W} (P) = [Jp(P) + [q)(P) = Okg., u-

Proof By the discussion in [1], we have that o is isomorphism from Eg 4 4 to
E, and 7, is an isogeny from FE to itself defined over F,. Hence % is an isogeny
of EE q.q to itself defined over F,.

For P € Eg 4.4(F,) writing Q = o(P) € E(F,), we have

(wg —tmg+q)Q = Op.

So
0_1(7r2 —trg+q)o(P) = Ogy ..,

implies
V*(P) =[] (P) + [q)(P) = Oy, -

This completes the proof.
Proof of Theorem 1 Let E be the birational equivalent elliptic curve of
EE .4, and 9 be the endomorphism of Eg , ¢ in Lemma 2. By the definition of

Y, for all P = (2,y) € Egq.4(F,),

B _ 1+y vB(1+y)
P(z,y) = (0 tomgoo)(z,y)=(c"tom ( ,
@) = (ot omoa)ay) = (o om) (L YT
a((WB)I(1+y?)  1+ye 1-
— ((VB)1=929 49
g ( ]_7yq ,(1*yq)$q (( ) €T 7y)
If B is not an square in Fy, then (vVB)'™9 = —1, therefore for all P €

Eg.a,4ly), ¥(P) = —II;(P). In this case {E(F,) = ¢+ 1+ ¢t. If B is an square
in ¥, then (v/B)'~7 = 1. Hence we have for all P € Eg , 4(F,), ¥(P) = 11,(P)
and furthermore {E(F,) = $EE q,4(F;) = ¢ + 1 — t. Hence by Lemma 2, we can
complete the proof of Theorem 1.

We will apply the Frobenius map to accelerate the scalar multiplication speed
on twisted Edwards curve.



4 Skew-Frobenius map on quadratic twist of an

Edwards curves

In this section, we will construct a skew-Frobenius map on quadratic twist of
a twisted Edwards curve according to the Frobenius map on twisted Edwards
curves defined in section 3. This construction extends the result in [8].

In general, the twisted Edwards curve Ef 4 4 defined over F, is a quadratic

twist of a twisted Edwards curve E, _5 for any @, d satisfying % = %. Let
¢: Epad v FEpgg

(,y) — (az,y)

where o = £. If « is not a square in the field £k = F,, then the map ¢ is an
isomorphism from Eg, 4 to Ep_5 over k(y/a). A quadratic twist Edwards
curve of Eg 4 4 is denoted by E%’a’d.

Remark. In practice cases, we may need o € Fyn, for some positive integer

We will show how to construct the skew Frobenius map HZ on EJtE,a, 4 Ac-
cording to the definition of the Frobenius map II, defined on Eg, 4, a skew

Frobenius map of E%,a,d can be defined as follows:

t . t ¢t I ¢ ¢
;. Egaa . Epad % Eged 2, Egaa

Therefore
m,P = (Va'at, )

for all P = (z,y) € Ef, 4(Fg2).

Theorem 2 Let Ep 4.4 be a twisted Edwards curve defined over Fy and Ey , 4
be a quadratic twist Edwards curve of Eg q.q. Let $Eg ¢.q(Fq) =g+ 1—1t and
let the map ¢ is an isomorphism from Ef 4 4 to EEE%d over k(y/a). Let 11, be
the q-power Frobenius map on Eg qq. Define Hfl =¢omyo¢ . Then for all
P e B}, 4(Fp2) we have

(Ig)*(P) = [T (P) + [a)(P) = Op:

E,a,d’

Proof The proof is similar to Theorem 1, we omit it here.
Like the the Frobenius map II,, the skew-Frobenius map Hg defined on E}E ad
can be used to accelerate the scalar multiplication speed on twisted Edwards

curve.



5 Applications

To accelerate the scalar multiplication, Solinas[12, 13] exploit the Frobenius
endomorphism to devise fast point multiplication algorithm that do not use
any point doubling. The following expansion of nP based on the characteristic
polynomial of the Frobenius endomorphism of elliptic curve, has been used to

compute the scalar multiplication

nP = Z TP,
i>0
where the ¢; are elements of a small set, e.g., {—¢q/2,---,q/2}. For this type of
curves, scalar multiplication can be improved by using the nonadjacent form of
base-7 expansion of the scalar [10, 3]. When the characteristic finite field F, is
large, the Gallant, Lambert and Vanstone[7] design a method for speeding up

point multiplication.

5.1 Application 1: 7-adic method

Let Epqa be a twisted Edwards curve defined over Fy and Ej , ; be the
quadratic twist of Eg,q. By Theorem 2 there exists a complex number 7
such that the skew-Frobenius endomorphism on Efg,a’ 4 can be identified as 7.

7 can be interpreted as a complex number defined by the equation:
2 _tr+ q=0,

where t = ¢ + 1 — $E} , ;- A window width w 7 nonadjacent form (w-TNAF)
for k € Z|r] is the following representation of k:

t—1
k=> bt
i=0
where
1. foreachi=0,1,...,t—1,b; € C;

2. any w consecutive coefficients b;,b;11,- -+ ,b;4w—1 contains at most one

nonzero element.

For P € EtE,a,d(Fq2)7 the evaluation of nP can be done efficiently by

t—1

nP =Y (II))(b;P). (1)

=0



The (II})*P can be computed as

i L 3 i
(I)'P = (Va' "a® y7).

Applying the Frobenius map II; on Eg 4,4, the above method can be used
on twisted Edwards curve.

For 3 € IFyx, the computation of 37 is very easy if the element is represented
with a normal base of F r. Although computation of Hf] costs more multiplica-
tion than II,, the scalar computation on Edwards curve using the formula (1)
can be much faster than the previous methods, if {7 , ;(Fy2) is of almost-prime
order.

5.2 Application 2: GLV method

In this subsection, we apply the GLV method to point multiplication on Edwards
curve by extending the method in Galbraith et al. [6].

Theorem 3 Let char(F,;) > 3 be a prime number and let Eg ,.q be a twisted
Edwards curve over Fgq with g+1—1 points. Let EfE%d over Fg2 be the quadratic
twist of Ep.a,a(Fg2), then $EL , ((Fe2) = (¢ — 1) + 1> Let rltEL , 4(Fq2) be
a prime number such that v > 2q. Let ¢ : Epaa — Ef, , be the twisting

isomorphism defined over Fya. Let
Il = ¢olljog "

For P € By, 4(Fg2)[r], we have (IT,)*(P) 4+ P = Op:

L’

Proof By the well-known Weil theorem, we have Eg o 4(F2) = (¢+1)* —t?
and By, ,(Fp2) = (¢ — 1)2 + t2. Since r > 2q, hence r { §Eg . q(Fp2) =
(g+1—1t)(g+1+t). Therefore by the assumption of the theorem, one have
T4EG 4. a(Fq) = 8B 4 o(F2 ) EE a,a(Fg2) while r { fET, , ;(Fga). This implies
that for P € By, ;(Fg2)[r], I, (P) belongs to Ef; , ;(Fg2)[r]. Tt follows that for
P € By, 4(Fg2)[r] there exists A € Z such that IT) (P) = AP.

By the definition as above, II} (z,y) = (a%xq, y?), where a € F2 is not a

square in Fy2. And Hence

21 2

()2 (z,y) = (™= 2 ,y).

2
Since o € Fy2 and is not a square in F 2, so a™2 = —1. By the assumption of

the theorem, P € Eg7a7d(qu), we have 7" = x,y‘f = y. Therefore,

(Iy)* (2, y) = (—,y).



This completes the proof.
As an example, we will concentrate on the twisted Edwards curve defined

over F, to describe the method.

— 2255 _ 121665

121666
field IF,. Then quadratic twist Edwards curve of Eg ; 4 over IF% is EE7 V(v

Example 2 Let p 19 be a prime. d =

is not a square in the

The twisting isomorphism over Fy« can be defined as

¢ Epiar— By yaas () (d~7z,y)

The twist Frobenius map on £, Vi, (Va)? is written as
t (2P P
Hp(xvy) - (d + Y )

For P € EE,\/E,(\/&)S‘(]FPQ)’

2

(1) (2, y) = (42 2, y?).

_n2
Since d is not a square in F, and p = 1(mod4), one has & = —1in Fpe.

Therefore, for P € Ey /5 (/as(Fp2) we have (I1)*(P) + P = Op, ;-

6 Conclusion

The main purpose of this paper is to discuss the endomorphism on the twisted
Edwards curves defined over finite field F,. Firstly, properties of the Frobenius
map on twisted Edwards curve are investigated and the characteristic polyno-
mial of the map is given. Applying the the Frobenius endomorphism on twisted
Edwards curve, we construct the skew-Frobenius map defined on the quadratic
twist of twisted Edwards curve. Our results show that the Frobenius endo-
morphism on Edwards curve and the skew-Frobenius endomorphism on twisted
Edwards curve can be used for speeding up point multiplication on twisted
Edwards curve.
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