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Abstract. In SAC’08, an improved fast correlation attack on stream
ciphers was proposed. This attack is based on the fast correlation attack
proposed at Crypto’00 and combined with the fast Walsh transform.
However, we found that the attack results are wrong. In this paper, we
correct the results of the attack algorithm by analyzing it theoretically.
Also we propose a threshold of the valid bias.
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1 Introduction

Zhang et al. proposed an improved fast correlation attack on stream ciphers
in [7]. For the simplicity, we call this attack IFCA(Improved Fast Correlation
Attack) in this paper. IFCA is based on the fast correlation attack proposed
in [3] and solves the disadvantage of this attack by applying the fast Walsh
transform. Zhang et al. insisted that IFCA can recover the initial state of LFSR
efficiently, even if the number of constructed parity-check equations is low.

However, by simulations, we found that their results are wrong. In this paper,
we correct the results of IFCA by analyzing it theoretically and provide a thresh-
old of the valid bias. This problem is caused by the difference between mean
values of two distribution used in the computation of the success probabilities,
the central chi-square distribution and the noncentral chi-square distribution.
The larger the difference between graphs of two distributions is, the larger the
success probability of IFCA is. However, if a bias or the number of constructed
parity-check equations is small, it is difficult to distinguish two distributions.
Thus, the probability that the wrongly guessed initial states of LFSR pass IFCA
increases, too. Table 1 presents the comparison of complexities between IFCA
and existing fast correlation attacks. Here, L is the length of LFSR, p is a corre-
lation probability and N is the length of keystream sequence. As shown in Table
1, the corrected results of IFCA are not more efficient than them of existing fast
correlation attacks.
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Table 1. Comparison between IFCA and existing fast correlation attacks

C lexit,
Attacks ||L | p N Ompextly

Comp. ‘Memory‘Precomp.

[1] 8-10% 2% 9341 937
[6] 922 | 924 5328 927
400.531
IFCA 4.10% 220 925 5306
Correction 4.10%] 24304 915.48 53151

2 IFCA(Improved Fast Correlation Attack)

In this section, we introduce IFCA briefly. For the details, see [7]. This attack
is based on the fast correlation attack proposed in [3]. The attack proposed in
[3] is based on the problem of learning a binary linear multivariate polynomial
[2]. However, this attack has a disadvantage that the substitution step to sub-
stitute keystream sequences into parity-check equations and the evaluation step
to evaluate them take a lot of time. Thus, IFCA solve this problem by applying
the fast Walsh transform.

2.1 Brief description of IFCA

Let a = (agp,a1,---) and z = (20,21, ) be output sequences of LFSR and
keystream sequences, respectively. Then this attack considers parity-check equa-
tions such as (1), where ‘o’ denotes the inner product of two vectors. Here,
1, denotes the t-dimensional all-one vector, ar = (ag,a1, -+ ,a5—1), ALk =
(@K, Qlt1,- -+ san—1), & = (Qiy, @4y, -+, a4,) (35 (1 < j < t) are arbitrary indices
among output bits).

a;oly = (agoxk)® (ALK oVL_k). (1)

In (1), v means any non-zero vector. Thus, we can construct many parity-
check equations for different v _y.

(2) is constructed by substituting keystream sequences into (1). Here, aj, is
the guessed value of ai, z; = (2, 2i,, - ,2i,), @] _; is the value assigned to
ar_j; and ( = 0 or 1 depending on a’L’_k. An error vector e; = (e;,,€iy, " ,€5,)
satisfying z; = a; © e; with probability P(e;; = 0) = P(a;; = 2;;) =p =1/2+e¢.

(ze01;) @ (a oxx) ® (A ovi—y) = ((ax @ a}) oxp) ® (eroL) ®C. (2)

In the precomputation phase, we construct §2(vy_j) parity-check equations
for each vy _j. In this algorithm, the number of v;_; is n. In the computation
phase, we evaluate the left side of (2) and record the number of times that
(ze01y) @ (a), oxx) @ (af_, 0o vi—i) = 0. To avoid the high time complexity
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Table 2. The attack procedure of IFCA

Parameters: ¢, k, n
Precomputation

1. For n different vi_x, precompute n groups of parity-check equations such as

(1).

Input: keystream sequences (20,21, -+ , 2N—1)
Computation

1. Let B, = 0 for 2F possible values of w.

2. For each group of parity-check equations specified by vi_i, do the followings:
(a) Let ar_x take a randomly assigned value.
(b) Define hv, , (xx) as (3).
(c) Apply the fast Walsh transform to compute Hy, , (w) for 2% possible w.
(d) Update B, = B, + (HVL—k(w))2 /4 for 2% possible w.

3. Search for B, > T and accept the corresponding w as a candidate for ay.

Output: a; = (ao,a1, -+ ,ax—1) or a small list of candidates

in the substitution and evaluation step, the fast Walsh transform is applied to
IFCA.

For a fixed set of parity-check equations specified by v_, we define a func-
tion hy, _, (xx) as (3). Here, if xj, does not appear in these parity-check equations,
th_k(Xk:) =0.

s (00 = 3 (<)o IS el e, 3)

Xk

The walsh transform of hy, _, (Xx), Hy,_, (w) is defined as the following. We can
use the fast Walsh transform to simultaneously compute 2 hy, _, (xx)’s Walsh
transforms.

Hy, ,(w)

Z hVL—k(Xk)(_]-)Xkow
kaZS
_ Z (_1)(ztO]-t)éB(alL/l—k,ovL—k)@(xkow)_

.Q(VL_k)

Table 2 is the attack procedure of IFCA. Here, T is the threshold deter-
mined by the success probability of IFCA. Given N-bit keystream sequences,
the precomputation complexity and computation complexity of this attack are
NTt/21og, N and >, (2Fk 4+ 2(vL_1)(t + k)), respectively. The memory com-
plexity is ¢ - 28 + 7 (t[logy N1+ L) £2(vL_y) bits.

VL—k
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2.2 Success probability of IFCA

If a), is correctly guessed, there will exist a deviation £2(vy_x)2 " 1e from 2 2(v,_y)
in the number of times that (z; o 1;)®(a), o xx)® (a’LL,C o vL_k) = 0. Otherwise,
such a bias should not be observed.

(Hv,_, (w))2 /4 used to update B, is deduced from the following. Here,
u(vr—g) is the number of times that (z; 0 1;) @ (a}, o xi) ® (a'L’_k o vL,k) =0.

S (wtve-a) - 2)’

VL—-k VL-k

2 2

5 <|Hm| + Q2(vig) rz(vL_k))Q

_y (Hy, (@)

4

VL—k

Thus, B, > T can be expressed as (4).

B,>2Te > <u(vL_k) - Q(VQL"“)) >T. (4)

VL—-k

If aj is correctly guessed, then wu(vy_j) follows the binomial distribution
B(£2(vL—1),q). Otherwise, it follows the binomial distribution B(£2(vy_), 3).
Here, ¢ = 1/2+ 2'~1¢t is the correlation probability of parity-check equations of
weight ¢. Thus, when aj, is correctly guessed, (4) is expressed as (5).

M u(vi—x) — 2(vi_1)q (v _p)2t-1et 2
(=) v;k ( VO a0 —a) | VR~ - q)> ®)
T
T Q(vp-r)g(l—q)

On the other hand, when aj, is wrongly guessed, (4) is expressed as (6).

(“(bek) - M)Q L4
VL—k (l Q(VL—k))2 T Q(vik)

Q(vp—r)n >

(6)

2

(u(ven) - 24=10)"
VIL_k 2(ve-1)q(1—q)
follows the noncentral chi-square distribution. On the other hand, (6) means

(u(ve—i)—2%=10)"
VE—k $V2(vi-x)
chi-square distribution. Thus, Pygn¢, the probability that a right aj satisfies
BaL > T, and Pyrong, the probability that a wrong aj, passes this algorithm,
are computed as (7), respectively. Here, ¢1(x) and ¢o(x) are probability density

(5) means that when a) is correctly guessed, >

that when aj, is wrongly guessed, ) follows the central
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functions of the noncentral chi-square distribution and the central chi-square
distribution, respectively.

Qv _g)n

Ta(i—q T0-5 Q(vL_)n+0.5
ight = ) wrong — .
Pright / ¢1(z)dz, Pyrong / ¢o(z)dz (7)

T ___4T
Qv _p)a(l—q) 20vp k)

A threshold T is chosen to satisfy that Py ong < 2~k It means that none
of wrongly guessed aj, passes IFCA and the correctly guessed aj, passes it with
proper probability.

3 Analysis on IFCA

3.1 Simulation results on IFCA

For various attack environments, Zhang et al. have computed the complexities
of IFCA by setting parameters satisfying that Prign: = 1 and Pyrong < 2-k,
For example, given 40000-bit keystream sequences, the initial state of LFSR of
length 40 can be recovered with the 23°-6 precomputational complexity, the 22°
computational complexity and the 22° memory complexity.

Table 3 and 4 present the comparison between our simulation results and
attack results of [7]. Here, parameters are that L = 40, N = 40000, ¢ = 3 and
k = 12. We computed the complexities by using MATLAB R2008a. In Table
3, the complexities have been computed by choosing n and T to satisfy that
Pright = 1 and Pyyrong < 2712 for various correlation probabilities. In Table 4,
they have been chosen to satisfy that our complexities are similar to them of [7].
As shown in these tables, our simulation results are different from them of [7].

The mean value of the central chi-square distribution, the distribution of
Puyrong, is degrees of freedom. In the case of IFCA, this value is n. On the other
hand, the mean value of the noncentral chi-square distribution, the distribution
of Prignt, is n+ 62. Here, 62 is the non-centrality parameter. If §2 is a very large
number, then we can set parameters satisfying that Pr;gp: ~ 1 and Pyrong < 2-k,
Since 42 is dependent on n and &, these two values should be the more larger
for the more larger §2. For parameters L = 40, N = 40000, k = 12, ¢t = 3 and
e = 0.031, Fig. 1 and Fig. 2 present the graphs of two cases that n is 10(Table
4) and 2237 (Table 3), respectively. In the case that n = 10, it is difficult to
distinguish two graphs. Thus, Pright and Pyrong are also similar. On the other
hand, if n = 22374, they are apart from each other. So, P, is entirely different

from Pyrong. In (7), the lower bounds of Prigp: and Pyrong, m and

ﬁ, are almost similar from simulation results. Thus, the more larger §2
needs in order that Prignt = 1 and Pyrong < 27k,
Our simulation results show that if a threshold T is chosen to satisfy that

2
Q(VL_kT)q(liq) = Q(vf_k) = "+("2+6 )7 the mean value of two distributions, then

Pright and Pypong are close to the criteria of IFCA, Prign: = 1 and Pyrong < 2=k,
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Table 3. Comparison between [7] and our simulation results 1

Attack p N n T | Pright [Pwron Complexity
Precom. ‘ Comp. ‘ Memory

7 05314 10* ~1 |< 2 k] 92000 925.00 30.60
0.650 14-10°| 2 |273%](.9999 920.29 922.76 934,51
0.60014-10°1 29 [21926](.9902 524.16 26.60 53451
Ous 0.550 | 4-10% | 21546 [ 92877 [ ) 9910 - 53476 93720 53451
4-10% | 2274 [ 93702 [ ) 9934 943.04 945.48 934.51
0.531] 5. 10 | 22199 [ 936.14 | 3 9960 94211 944.60 935.18
105 | 21587 [ 93315 [ () 9942 39.03 541.62 939.27

Parameters: L =40, t =3, k = 12

Criteria: Pright ~ 1, Purong < 275

Table 4. Comparison between [7] and our simulation results 2

C lexit
Attack|| p N | n| T | Pright | Purong P ‘Oén P eXl‘ 1}\,/[
recom. [Comp.| Memory

[7] 053114 - 104 ~ < 2—k 220.00 22500 23060
1 217.03 2711.98 219430 221.79 234.51
2 217.33 2711.97 220.30 222.76 234.51
4 217.71 2—11.97 221”30 223]75 234A51
Ours 0.531 4104 6 217.97 2—11.96 2—12 221488 22433 234451
8 218.17 2711.96 222430 224.74 234451
10 218.33 2711.96 222.62 225.06 234.51
12 218.48 2711.96 222.88 225.33 234.51

Parameters: L =40,¢t =3, k =12

Criteria: complexities




A note on “Improved Fast Correlation Attacks on Stream Ciphers”
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Fig.1. L =40, N =40000, k =12,t =3, =0.031, n =10
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Fig.2. L =40, N = 40000, k =12, t =3, ¢ = 0.031, n = 223™
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3.2 Proposal of the valid bias

In this subsection, we propose a threshold of the correlation probability where
IFCA is valid. Firstly, we examine the attack environment considered in the
previous subsection (L = 40, N = 40000, ¥ = 12 and ¢t = 3) and then the
shrinking generator using LFSR of length 61.

L = 40, N = 40000, k = 12 and t = 3 Table 5 presents the complexities
for various correlation probabilities, given parameters that L = 40, N = 40000,
k = 12 and t = 3. Here, as mentioned in the previous subsection, T is chosen

to satisfy that Q(vL,kT)q(l—q) and Q(vsz) are equal to %M?), the mean value
of two distributions. As shown in Table 5, if ¢ < 0.10, n where IFCA is valid
increases rapidly. Thus, in this attack environment, IFCA is valid only in the
case that £ > 0.10.

Table 5. Valid bias on the environment that L = 40, N = 40000, k =12 and t =3

Complexit,
3 n 62 T P’right P’w’r‘ong ompex Y
Precom. ‘Comp.‘ Memory
0.15(| 2 | 57.97 | 21823 ](0.9831 | 2722:35 | 920:29 | 922.76
0.14|| 3 | 57.47 |2'%%7]0.9821 | 272008 | 220-88 | 2354
0.13]| 4 | 49.11 | 2!811 |0.9719 | 271667 | 9213 | 923.75
5 3797 217.86 09484 2—12.16 221.62 22407
0'12 7 5316 218.35 09749 2715.57 222.11 224455
5 22'53 217.30 0.8798 277.35 221.62 224.07 234.51
011 14 6308 218.79 09814 2714.87 223.11 225.55
5 1272 216.78 07824 2—448 221.62 224.07
010 29 7375 219.32 09842 2—13.17 224.16 226‘60
5 676 216.35 06727 272484 221.62 224407
009 75 101.36 220.25 0.9899 2712.13 225.53 227.97

3.3 The shrinking generator using LFSR of length 61

Zhang et al. applied IFCA to the shrinking generator using LFSR of length 61 in
order to analyze the efficiency compared with existing fast correlation attacks.
They insist that IFCA can recover the initial state of LFSR with 23586 com-
putation complexity and 10000-bit keystream sequences. Here, P;gne = 97.42%
and Pyrong = 2-32.16,

However, our simulation result on this attack environments shows that P.;gns
is 273216 and not 97.42%. See Table 6. As shown in Table 6, the attack results
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where a correlation probability is 0.60482 are almost similar to them of [7]. Thus,
if IFCA conducts validly on the shrinking generator using LFSR of length 61, €
should be more than or equal to 0.1.

4

Table 6. Valid bias on the shrinking generator using LFSR of length 61

C lexit,

Attack € 82 T | Pright | Purong |— P XY
Comp. | Memory

[7] || 0.0195281 . 8.6-10% | 0.9742 | 273216 | 23586 | 36.23
Ours| 20195281 4.8-107%|8.6-10% | 273216 5-32.16 | 35.85 | 93623

0.1048200| 95.34 |8.6-10%| 0.9742
Parameters: L = 61, N = 10000, n =12,t =5, k =27

Conclusion

This paper shows that the computation of the success probability on IFCA is
wrong. Also we analyze it theoretically. Furthermore, we propose a threshold of
the valid bias. From our simulation results, IFCA is valid only in the case that
e > 0.1.
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