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Abstract: Signcryption is a cryptographic primitive which performs encryption and signature in a 
single logical step with the cost lower than signature-then-encryption approach.. In this paper we gave 
attacks on confidentiality and unforgeability of two identity based signcryption schemes without 
random oracles. Further we proposed an improved identity based signcryption scheme without random 
oracles. We also proposed an identity based public verifiable signcryption scheme with third party 
verification without random oracles.   

Keywords: Signcryption, public verifiable signcryption, identity based cryptography, provable 
security, standard model. 

1. Introduction: The main advantages of public key cryptography are encryption and digital 
signature, used to achieve confidentiality and authenticity of a message respectively. There are 
scenarios where both primitives are needed (for example secure e-mailing). Earlier signature-then-
encryption approach was followed to achieve both primitives. However, this approach has high 
computational cost and communication overhead. In 1997, Zheng [31] proposed a novel cryptographic 
primitive “Signcryption” which achieves both confidentiality and authenticity in a single logical step 
with the cost significantly lower than ‘signature-then-encryption’ approach. In 2002, Beak et al. [1] 
first formalize and define security notions for signcryption via semantic security against adaptive 
chosen cipher text attack and existential unforgeability against adaptive chosen message attack. Many 
public key signcryption schemes have been proposed after [31]. Some of them are [2, 13, 15, 32]. 

 Identity based cryptography was introduced by Shamir [21] in 1984. In the identity based 
cryptosystem public key of users are their identities (e.g. email address, PAN number etc.) and secret 
keys of users are created by a trusted third party called private key generator (PKG). First identity 
based signature (IBS) scheme was given by Shamir [21] in 1984, but the first identity based 
encryption (IBE) scheme was given by Boneh and Franklin [6] in 2001. The first identity based 
signcryption (IBSC) scheme was proposed by Malone Lee [17] in 2002. They also gave the security 
model for signcryption in identity based setting. Since then, many IBSC schemes have been proposed 
in literature [3, 8, 11, 12, 16, 18, 20]. Their main objective is to reduce the computational complexity 
and to design the more efficient identity based signcryption scheme. 

 However, most IBSC schemes were proven secure in the random oracle model [4]. Although 
the random oracle methodology leads to the construction of efficient and provable secure schemes but 
a proof in the random oracle model can only serve as heuristic argument. It has been shown that when 
random oracles are instantiated with concrete hash functions, the resulting scheme may not be secure 
[10].  Many cryptographic schemes are proposed which are provably secure without random oracles 
(or in the standard model). Some of them are [5, 9, 14, 19, 23, 25, 26, 29, 30]. In 2009 Yu et. al. [25] 
proposed an IBSC scheme in the standard model based on Water et al.’s [23] encryption scheme. 
Many authors proved that their scheme is not secure [14, 22, 24, 27, 28].  Among them Zhang [27] and 
Jin et al. [14] gave improvement on Yu et al. scheme. In this paper we show that still their schemes are 
not secure and propose a new IBSC scheme with insider security in the standard model.  

In conventional signcryption the sender signs the message which is hidden under the receiver’s 
public key. Thus only the receiver can decrypt the message using his/her private key and can verify the 
authenticity of the cipher text. In the case when receiver wants to prove that indeed the sender has 
signed the message to a third party then he/she has to reveal his/her private key. In public verifiable 
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signcryption scheme a third party who is unaware of the receiver’s private key is able to verify 
whether a cipher text is valid or not. Public verifiable signcryption schemes have applications in 
filtering out the spam in a secure email system and private contract signing [20]. In third party 
verifiable signcryption schemes, a third party is able to verify the integrity and origin of the message 
using some additional information along with the signcryption provided by the receiver other than 
his/her private key. In this paper we also propose an identity based public verifiable signcryption 
(IBPSC) scheme with third party verification without random oracle. 

 This paper is organized as follows: In section 2, we give the formal definitions of IBSC and 
IBPSC schemes and their security model. Section 3 contains the preliminaries for the proposed 
scheme. In section 4, we review the Zhang [27] IBSC scheme without random oracle and give the 
attack on the confidentiality. In section 5, we review the Jin et al. [14] scheme and show that their 
scheme is not insider secure. Section 6 contains the proposed new IBSC without random oracle. In 
section 7, we propose the identity based public verifiable signcryption scheme with third party 
verification without random oracle. We conclude this paper in section 8. 

2. Formal model of IBSC and IBPSC schemes: 

 An identity based signcryption (IBSC) scheme consists of the following four algorithms: 

1. Setup: This algorithm takes input a security parameter k and outputs the system parameters 
params and a master secret key. 

2. Key Generation: Given input params, master secret key and a user’s identity UID , it outputs a 
partial private key UD  corresponding to UID . 

3. IBSC: To send a message m  from a user A  to B , this algorithm takes input 
( , , , )A A BD m ID ID  and outputs a ( , , , )A A BIBSC D m ID ID  . 

4. IBUSC: This algorithm takes input ( , , , )B B AD ID ID and outputs m  if   is a valid 
signcryption of m  done by A for B, otherwise outputs “invalid”. 

 An identity based public verifiable signcryption (IBPSC) scheme consists of the following 
five algorithms: 

1. Setup: This algorithm takes input a security parameter k and outputs the system parameters 
params and a master secret key. 

2. Key Generation: Given input params, master secret key and a user’s identity UID , it outputs a 
partial private key UD  corresponding to UID . 

3. IBPSC: To send a message m  from a user A  to B , this algorithm takes input 
( , , , )A A BD m ID ID  and outputs a ( , , , )  A A BIBPSC D m ID ID . 

4. IBPUSC: This algorithm takes input ( , , , )B B AD ID ID and outputs m  and   if   is a valid 
signcryption of m  done by A for B, otherwise outputs “invalid”. 

5. TP-Verify: This algorithm takes input ( , , ) A BID ID and outputs “Valid”, if   is a valid 
signcryption of m  done by A for B, otherwise outputs “invalid”. 

Security model for IBSC and IBPSC schemes:  

2.1. Message Confidentiality: 

 The notion of security with respect to confidentiality is indistinguishability of encryptions 
under adaptive chosen cipher text attack (IND-CCA2). For IBSC (IBPSC) this notion is captured by 
the following game played between challenger   and adversary  . 
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GAME 1 (IND-CCA2): 

Initialization:    runs the setup algorithm on input a security parameter k, gives public parameters 
params to the adversary  .   keeps the master key secret. 

Queries (Find Stage): The adversary  makes the following queries adaptively. 

 Hash Queries:    can request the hash values of any input and   responds with appropriate 
hash values. 

 Key generation Queries:    submits an identity UID  and   computes the private key UD  
corresponding to UID  and returns to  . 

 IBSC Queries:    submits two identities AID , BID  and a message m. Challenger   runs 
IBSC algorithm with message m and identities AID  and BID  and returns the output   to the 
adversary  .  

 IBUSC Queries:    submits two identities AID , BID  along with   to the challenger  .   
runs the IBUSC algorithm with input  , AID  and BID  and returns the output m and   if   is 
a valid signcryption of m  done by A for B, otherwise outputs “invalid”. 

 No queries with A BID ID  is allowed. 

Challenge: At the end of find stage,    submits two distinct messages 0m  and 1m  of equal length, a 

sender’s identity *
AID  and a receiver’s identity *

BID  on which   wishes to be challenged. The 

adversary   must have made no key generation query on *
BID .    picks randomly a bit {0,1}b , 

runs the IBSC algorithm with message bm  under *
AID  and *

BID  and returns the output *  to the 
adversary  . 

Queries (Guess stage):    queries adaptively again as in the find stage. It is not allowed to extract 
the private key corresponding to *

BID  and also it is not allowed to make an IBUSC query on *  with 

sender *
AID  and receiver *

BID . 

Eventually,    outputs a bit 'b and wins the game if 'b b . 

 ’s advantage is defined as 2 2Pr[ '] 1IND CCAAdv b b    .  

Definition 1: An IBSC (IBPSC) scheme is said to IND-CCA2 secure if no polynomially bounded 
adversary   has non-negligible advantage of winning the above game. 

 Note that the confidentiality game described above deals with the insider security since the 
adversary is given access to the private key of sender *

AID  in the challenge phase. 

2.2. Signature (Cipher text) unforgeability:  

 The notion of security with respect to authenticity is existential unforgeability against chosen 
message attacks (EUF-CMA). For IBSC (IBPSC) this notion is captured by the following game played 
between challenger   and adversary  . 

GAME 2 (EUF-CMA): 

Initialization: Same as in GAME 1. 

Queries: The adversary  asks a polynomially bounded number of queries adaptively as in GAME 1. 
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Forgery: Finally,    produces a triplet * *( , , )A BID ID    that was not obtained from IBSC query during 

the game and for which private key of *
AID  was not exposed. The forger wins if    is valid 

signcrypted text from AID  to BID . 

 The adversary  ’s advantage is its probability of winning the above game. 

Definition 3: An IBSC (IBPSC) scheme is said to EUF-CMA secure if no polynomially bounded 
adversary   has non-negligible advantage of winning the above game. 

 Note that in the cipher text unforgeability game described above deals with the insider security 
since the adversary is given access to the private key of receiver *

BID  in the forgery. 

3. Preliminaries: 

Let 1  and 2  be multiplicative groups of the prime order p  and g  be a generator of 1 . A 
function 1 1 2:e      is called a bilinear pairing if it satisfies the following properties: 

1. Bilinearity: for all , , ( , ) ( , )a b ab
pa b e g g e g g    

2. Non-degeneracy: 
2

( , ) 1e g g    
3. Computability: e is efficiently computable. 

Given 1, , ,a b cg g g g   for some unknown , , pa b c  and an element 2Z  , decide whether 

( , )abcZ e g g  or not is known as Decisional Bilinear Diffie-Hellman (DBDH) Problem. 

Given 1, ,a bg g g   for some unknown , pa b  to compute abg  is known as Computational 
Diffie-Hellman (CDH) Problem. 

4. Review of Zhang’s IBSC scheme [27]: 

Setup: Choose two groups 1  and 2  of prime order p  such that an admissible pairing 

1 1 2:e      can be constructed and pick a generator g  of  1 . 

 Now pick a random secret R p   , compute 1g g  and pick 2 1Rg   . Furthermore, pick 

elements 1, , Ru m h     randomly and vectors u ( ),iu m ( )im  of length un  and mn , respectively, 
whose entries are random elements from 1 . Let 1 2,H H  be two hash functions where 

*
1 2 2: pH     , 2 1: {0,1} .mnH   The public parameters are params = 

1 2 1 2, , , , , , ,e g g g u  u , ,m  m , 1 2, ,h H H  and the master secret key is 2g . 

Key Generation: Let u be a bit string of length un  representing an identity and let [ ]u i  be the i-th bit 
of u. Define {1,..., }uU n  to be the set of indices i such that [ ] 1u i  . 

 To construct the private key ud  of identity u, pick *
u R pr    and compute: 

2( ( ) , )u ur r
u j

j U
d g u u g



  . Therefore, 1 2 2( , ) ( ( ) , )A A

A

r r
A A A j

j U
d d d g u u g



    and 
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1 2( , )B B Bd d d   2( ( ) , )B B

B

r r
j

j U
g u u g



  are the private keys of the sender (Alice) with identity Au  

and the receiver (Bob) with identity Bu  respectively. 

IBSC: To send a message 2m  to Bob, Alice picks , R pr s   randomly and computes 

1 2( , )rR e g g , 1 R m   , 2
rg  , 3 ( )

B

r
j

j U
u u



  , 1( )t H m R  , 2( )t sM H g h , 

4 1( )r
A j

j M
d m m



   where {1,..., }mM n   is the set of indices j such that [ ] 1m j   ( [ ]m j  is the j-th 

bit of M). Next Alice sets 5 2Ad   and 6 s  . The cipher text is 1 2 3 4 5 6( , , , , , )       . 

IBUSC: On receiving the cipher text 1 2 3 4 5 6( , , , , , )       , Bob computes 
1

2 3 1 2( , ) ( , )B BR e d e d  , 1
1m R  , 1ˆ ( )t H m R  , 6ˆ

2
ˆ ( )tM H g h . Bob generates the 

corresponding set {1,..., }mM n   of indices j such that [ ] 1m j  , where [ ]m j  is the j-th bit of M̂ . 
Accept the message if and only if 

4 1 2 5 2( , ) ( , ) ( , ) ( , )
A

j j
j U j M

e g e g g e u u e m m  
  

    . 

CPA attack on confidentiality: At the challenge phase of the CPA game adversary issues two 
messages 0m  and 1m with a sender identity *

Au  and a receiver identity *
Bu . The challenger chooses the 

random bit {0,1}Rb  and signcrypts the message bm  to produce the challenge cipher text 
* * * * * * *

1 2 3 4 5 6( , , , , , )       . The challenger sends the *  to the adversary. Now adversary can guess 
correctly which message is signcrypted as follows: 

1. She computes *
0 1 0R m , 0 1 0 0ˆ ( )t H m R   and 

*
0 6ˆ

0 2
ˆ ( )tM H g h . 

2. She generates the corresponding set 0 {1,..., }mM n   of indices j such that [ ] 1m j  , where 
[ ]m j  is the j-th bit of 0M̂ . 

3. If 
*

0

* * *
4 1 2 5 2( , ) ( , ) ( , ) ( , )

A

j j
j Mj U

e g e g g e u u e m m  


    , She returns 0m  as her guess, 

otherwise returns 1m . 

5. Review of Jin et al.’s IBSC scheme [14]: 

Setup: Choose two groups 1  and 2  of prime order p  such that an admissible pairing 

1 1 2:e      can be constructed and pick a generator g  of  1 . 

 Now pick a random secret p  , compute 1g g  and pick 2 1Rg   . Furthermore, pick 

elements 1, Ru m    randomly and vectors u ( ),iu m ( )im  of length un  and mn , respectively, 
whose entries are random elements from 1 . Here public parameters are params = 

1 2 1 2, , , , , , ,e g g g u  u , ,m  m , 1, ,H    and the master secret key is 2g . Cryptographic hash 

function H is defined as :{0,1} {0,1} mnH  . 2:   is a bijection while 1   is its inverse,   is 

a subset of {0,1} mn  with p elements. Here   is the length of the plaintext. 
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Key Generation: Similar to the previous scheme. 

IBSC: To send a message {0,1}m   to Bob, Alice randomly picks R pr   and {0,1} mnR  such that 

m R   and computes 1 1 2( , ) ( )re g g m R   , 2
rg  , 3 ( )

B

r
j

j U
u u



  , 4 1( )r
A j

j M
d m m



   

where {1,..., }mM n   denotes the set of indices j for which the j-th bit of ( )H m  is different from that 
of R, i.e. { : ( )[ ] [ ] 1}M j H m j R j     . Next Alice sets 5 2Ad  . The cipher text is 

1 2 3 4 5( , , , , )      . 

IBUSC: On receiving the cipher text 1 2 3 4 5( , , , , )      , Bob  

1. computes 1 1
1 2 3 1 2( ( , ) ( , ) )B Be d e d m R         

2. generates the corresponding set { : ( )[ ] [ ] 1}M j H m j R j      

3. accepts the message m if  

4 1 2 5 2( , ) ( , ) ( , ) ( , )
A

j j
j U j M

e g e g g e u u e m m  
  

     

Insider CCA2 attack on confidentiality: Jin et al. [14] consider the security model which deals with 
the insider security [8] since the adversary is assumed to have the access to the private key of the 
sender of the challenged signcrypted text. Next we will show that Jin et al. [14] scheme does not have 
insider security.  

 At the challenge phase of the CCA2 game, adversary issues two messages 0m  and 1m  with a 

sender identity *
Au  and a receiver identity *

Bu . Note that adversary has access to the private key 
* *

*

* * *
1 2 2( , ) ( ( ) , )A A

A

r r
A A A j

j U
d d d g u u g



    of sender *
Au  and does not ask any key generation query for 

the private key of *
Bu  at any time. The challenger chooses the random bit {0,1}Rb  and signcrypts 

the message bm  to produce the challenge cipher text * * * * * *
1 2 3 4 5( , , , , )      . The challenger sends 

the *  to the adversary. 

 Adversary converts *  to a new valid signcrypted text    for receiver *
Bu  from a sender Au  

and asks the IBUSC query on   . She returns the output of    as her guess of the challenge 
signcrypted text. Details are as follow: 

1. She computes * 1 *
4 1 4 1( )A Ad d    

2. Sets *
1 1   , *

2 2   , *
3 3   5 2Ad    and 1 2 3 4 5( , , , , )            

Note that the decryption of    is equal to the decryption of * , since 

1 * * 1 1 * * * * * 1
1 2 3 1 2 1 2 3 1 2( ( , ) ( , ) ) ( ( , ) ( , ) )B B B B be d e d e d e d m R                . 

Also    is valid as 

* 1 *
4 1 4 1( , ) (( ) , )A Ae g e d d g    
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* 1 *
1 1 1

1

2

(( ) ( ) , )

( , ) (( ) , )

( ( ) , ) (( ), )A

A

r
A A j A

j M
r

A j
j M

r r
j j

j U j M

e d d m m d g

e d g e m m g

e g u u g e m m g









  

 

 

 





 

 

*
1 2 5 2( , ) (( ), ) (( ), )

A

j j
j U j M

e g g e u u e m m 
  

      

Here { : ( )[ ] [ ] 1}bM j H m j R j     . 

 Note that Zhang’s [27] scheme is also not insider secure. A similar kind of attack (defined 
above) can be launch on [27]. 

Insider attack on the strongly existentially unforgeability: A signature scheme is called strongly 
existentially unforgeable [7] if the adversary can’t forge any signatures different from those generated 
by the challenger. It also include that given a signature on some message m it is hard to derive other 
signatures on the message. Zhang [27] gave the attack on the strong existential unforgeability on the 
Yu et al. scheme [25]. We give the similar kind of attack on strong existential unforgeabiliy on the Jin 
el al. [14] scheme. But our attack is based on insider security [8] i.e. adversary has the access to the 
private key of the receiver of the alleged forgery for the unforgeability game. Details of the attack are 
as follow: 

 During the EUF-CMA game, the adversary submits a message m with a sender identity Au  and 
a receiver identity Bu  to the IBSC oracle. Note that adversary has access to the private key 

1 2( , )B B Bd d d  2( ( ) , )B B

B

r r
j

j U
g u u g



  of the receiver Bu  and does not ask any key generation 

query for the private key of Au  at any time. The challenger returns 1 2 3 4 5( , , , , )       as the 

signcrypted text of message m with sender Au  and receiver Bu . Here 1 1 2( , ) ( )re g g m R   , 

2
rg  , 3 ( )

B

r
j

j U
u u



  , 4 1( )r
A j

j M
d m m



  , 5 2Ad   ( { : ( )[ ] [ ] 1}M j H m j R j     ). 

Now adversary does the following to generate a forgery on the message m. 

1. Computes 1 1
1 2 3 1 2( ( , ) ( , ) )B Be d e d m R        

2. Selects R ps   randomly 

3. Generates the corresponding set { : ( )[ ] [ ] 1}M j H m j R j      

4. Computes 1 1 1 2( , )se g g    , 2 2
sg    ,  3 3 ( )

B

s
j

j U
u u 



    , 4 4 ( )s
j

j M
m m 



     

5. Sets 5 5   . 

It is easy to cheek that 1 2 3 4 5( , , , , )            is a valid signcrypted cipher text of m. 

Insider attack on the existentially unforgeability: Next we will show an insider attacker can forge a 
valid signature on any message of her choice. Details are as follows: 
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During the EUF-CMA game, the adversary submits a message m with a sender identity Au  and 
a receiver identity Bu  to the IBSC oracle. Note that adversary has access to the private key 

1 2( , )B B Bd d d  2( ( ) , )B B

B

r r
j

j U
g u u g



  of the receiver Bu  and does not ask any key generation 

query for the private key of Au  at any time. The challenger returns 1 2 3 4 5( , , , , )       as the 

signcrypted text of message m with sender Au  and receiver Bu . Here 1 1 2( , ) ( )re g g m R   , 

2
rg  , 3 ( )

B

r
j

j U
u u



  , 4 1( )r
A j

j M
d m m



  , 5 2Ad   ( { : ( )[ ] [ ] 1}M j H m j R j     ). 

Now adversary does the following to generate a forgery on the message m . 

1. Computes 1 1
1 2 3 1 2( ( , ) ( , ) )B Be d e d m R        

2. Sets {0,1} mnR  such that [ ] ( )[ ] ( )[ ] [ ]R j H m j H m j R j     

3. Computes 1
1 1( ) ( )m R m R         , 2 2   ,  3 3   , 4 4    

4. Sets 5 5    and returns the cipher text 1 2 3 4 5( , , , , )           . 

It is easy to check that    is valid forgery since the corresponding set M   generated by m and R is the 
same set generated by m  and R . 

{ : ( )[ ] [ ] 1}
{ : ( )[ ] ( )[ ] ( )[ ] [ ] 1}
{ : ( )[ ] [ ] 1}.

M j H m j R j
j H m j H m j H m j R j
j H m j R j

     
      

   





 

6. Proposed Identity based signcryption (IBSC) scheme without random oracles: 

Setup: Choose two groups 1  and 2  of prime order p  such that an admissible pairing 

1 1 2:e      can be constructed and pick a generator g  of  1 . 

 Now pick a random secret p  , compute 1g g  and pick 2 1Rg   . Furthermore, pick 

elements 1, Ru m    and vectors u ( ),iu m ( )im  of length un  and mn , respectively, whose 
entries are random elements from 1 . Here public parameters are params = 

1 2 1 2, , , , , , ,e g g g u  u , ,m m , 1 2,H H  and the master secret key is 2g . Cryptographic hash 

functions 1H  and 2H  are defined as 1 2: {0,1}H    and 2 2 1:{0,1} {0,1} mnH      . Here   is 
the length of the plaintext. 

Key Generation: Similar to the previous scheme. 

IBSC: To send a message {0,1}m   to Bob, Alice picks R pr   randomly and computes 

1 2( , )re g g  , 1 1( )m H   , 2
rg  , 3 ( )

B

r
j

j U
u u



  ,  2( , , )
A

j
j U

M H m u u


  , 

4 1( )r
A j

j M
d m m



   where {1,..., }mM n   is the set of indices j such that [ ] 1m j   ( [ ]m j  is the j-th 

bit of M). Next Alice sets 5 2Ad  . The cipher text is 1 2 3 4 5( , , , , )      . 
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IBUSC: On receiving the cipher text 1 2 3 4 5( , , , , )      , Bob computes 

1
2 3 1 2( , ) ( , )B Be d e d   , 1 1( )m H   , 2

ˆ ( , , )
A

j
j U

M H m u u


  . Bob generates the 

corresponding set {1,..., }mM n   of indices j such that [ ] 1m j  , where [ ]m j  is the j-th bit of M̂ . 
Accept the message if and only if 

4 1 2 5 2( , ) ( , ) ( , ) ( , )
A

j j
j U j M

e g e g g e u u e m m  
  

    . 

Consistency:  

1 1
2 3 1 2 2

1
2 1 2

( , ) ( , ) ( , ( ) ) ( ( ) , )

( , ( ) ) ( , ) (( ) , ) ( , )

B B

B B

B B

B B

r rr r
B B j j

j U j U

r rr r r r
j j

j U j U

e d e d e g u u e g u u g

e g u u e g g e u u g e g g





   

  



  

  

  

 

 
 

and 

4 1

1

2

1 2 5 2

( , ) ( ( ) , )

( , ) (( ) , )

( ( ) , ) (( ), )

( , ) (( ), ) (( ), )

A

A

A

r
A j

j M
r

A j
j M

r r
j j

j U j M

j j
j U j M

e g e d m m g

e d g e m m g

e g u u g e m m g

e g g e u u e m m





 





  

  





 

 





 

 

 

7. Proposed Identity based public verifiable signcryption (IBPSC) scheme without random 
oracles: 

Setup: Choose two groups 1  and 2  of prime order p  such that an admissible pairing 

1 1 2:e      can be constructed and pick a generator g  of  1 . 

 Now pick a random secret R p   , compute 1g g  and pick 2 1Rg   . Furthermore, pick 

elements 1, Ru m    and vectors u ( ),iu m ( )im  of length un  and mn , respectively, whose 
entries are random elements from 1 . Here public parameters are params = 1 2 1 2, , , , , , ,e g g g u  u , 

,m  m , 1
1 2, , ,H H    and the master secret key is 2g . Cryptographic hash functions 1H  and 2H  

are defined as 4
1 2 1:{0,1} {0,1}kH       and 2 2: {0,1} mnH  . 2:   is a bijection while 

1   is its inverse,   is a subset of {0,1} k  with p elements. Here   is the length of the plaintext and 
k  is the sufficiently large integer. 

Key Generation: Similar to the previous scheme. Also for the convenience we denote  

A

A j
j U

U u u


   and 
B

B j
j U

U u u


  . 
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IBPSC: To send a message {0,1}m   to Bob, Alice randomly picks pr  and computes 2
rg  , 

3 ( )
B

r
j

j U
u u



  , 1 2( , )re g g  , 1 2 3( , , , , , )A BR H m U U   , 1 ( )m R     , 2 1( )M H  , 

4 1( )r
A j

j M
d m m



   where {1,..., }mM n   denotes the set of indices j such that [ ] 1m j   ( [ ]m j  is 

the j-th bit of M). Next Alice sets 5 2Ad  . The cipher text is 1 2 3 4 5( , , , , )      . 

IBUSC: On receiving the cipher text 1 2 3 4 5( , , , , )      , Bob  

1. computes 2 1
ˆ ( )M H   

2. generates the corresponding set {1,..., }mM n   of indices j such that [ ] 1m j  , where [ ]m j  is 
the j-th bit of M̂  

3. if 4 1 2 5 2( , ) ( , ) ( , ) ( , )
A

j j
j U j M

e g e g g e u u e m m  
  

    , returns invalid. Otherwise 

4. computes 1
2 3 1 2( , ) ( , )B Be d e d    

5. computes 1 1
1( ) m R       

6. computes 1 2 3( , , , , , )A BR H m U U     

7. if R R   returns “invalid”. Otherwise returns ( , , , )m R   . 

TP-Verify: On receiving ( , , , )m R   , a sender identity Au  and a receiver identity Bu . Trusted 
third party  

1. computes 2 1
ˆ ( )M H   

2. generates the corresponding set {1,..., }mM n   of indices j such that [ ] 1m j  , where [ ]m j  is 
the j-th bit of M̂  

3. if 4 1 2 5 2( , ) ( , ) ( , ) ( , )
A

j j
j U j M

e g e g g e u u e m m  
  

    , returns invalid. Otherwise 

4. computes 1 1
1

ˆˆ( ) m R       

5. accepts   and output valid if 1 2 3
ˆ ˆ( , , , , , )A BR H m U U    and R̂ R . 

It is easy to verify that the above scheme is consistent. 

Conclusion: In this paper we showed that the improvements given by Zhang [27] and Jin el al. [14] on 
the Yu et al. [25] identity based signcryption scheme without random oracles are not secure. We gave 
the CPA attack on the confidentiality of Zhang [27] scheme and showed that the Jin et al. [14] scheme 
is not insider secure. Further we proposed a new identity based signcryption scheme without random 
oracles and an identity based public verifiable signcryption scheme with third party verification 
without random oracles.   
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