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Abstract. Spatial encryption was first proposed by Boneh and Hamburg in 2008. It is one implementation
of the generalized identity-based encryption schemes and many systems with a variety of properties can
be derived from it. Recently, Hamburg improved the notion by presenting a variant called doubly-spatial
encryption. The doubly-spatial encryption is more powerful and expressive. More useful cryptography
systems can be builded from it, such as attribute-based encryption, etc. However, most presented spatial
encryption schemes are proven to be selectively secure. Only a few spatial encryption schemes achieve
adaptive security, but not under standard assumptions. And no fully secure doubly-spatial encryption
scheme has been presented before.

In this paper, we primarily focus on the adaptive security of (doubly-)spatial encryption. A spatial en-
cryption scheme and a doubly-spatial encryption scheme have been proposed. Then we apply the dual
system methodology proposed by Waters in the security proof. Both of the schemes can be proven adap-
tively secure under standard assumptions, the decisional linear (DLIN) assumption and the decisional
bilinear Diffe-Hellman (DBDH) assumption, over prime order groups in the standard model. To the best
of our knowledge, our second scheme is the first fully secure construction of doubly-spatial encryption. [1]
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1 Introduction

Identity-based cryptography, proposed by Shamir in 1984 [15]: it allows any string to be used as a
public key. In an identity-Based Encryption (IBE) scheme: an authority that holds a master secret
key can take any arbitrary identity string and extract a secret key corresponding to this identity. A
message is encrypted under the recipient’s identity and only the user with the matching identity can
successfully decrypt the message.

In 2008, Boneh and Hamburg [2] proposed a general framework for constructing identity-based
crypto systems, which they called Generalized Identity-Based Encryption (GIBE). In the GIBE, one
secret key SK. is associated with a role v, which belongs to an allowable roles set R. Secret keys for
certain roles can be delegated to create keys for other roles. A role t can delegate to another role v/,
and defines v = v/, if a key for v can be used to efficiently create a key for v/. Because this relation is
transitive and antisymmetric, = defines a partial order on R. Let B be a set of allowable policies. A
user should choose a policy p € B to encrypt a message, and outputs CT,. The chosen policy governs
which users will be able to decrypt the message using the keys corresponding to their roles. If SK,
can decrypt CT,, defines v = p. Further more, the systems must have a most powerful role T € fA.
The master secret key in GIBE SK+ has a role T. For all policies p and roles t, we have T > v and
T = p. So the master secret key can be seen as a secret key that has highest power in the system. The
roles and policies can be efficiently encoded, and that the < relation can be determined efficiently.

[2] also gave an important instance of the GIBE framework: spatial encryption. In a spatial
encryption scheme, policies are points in Z; and roles are affine subspaces of Zj. The delegation



relation > on roles is defined by subspace inclusion: role p; = po if p1’s affine subspace contains ps’s
subspace. The ciphertext size is always constant. With the property, the spatial encryption scheme
can be used to construct a host of efficient IBE-like schemes: multicast IBE, broadcast hierarchical
IBE, predicate encryption, multiple authorities IBE and so on.

In [8], Hamburg first proposed the notion of doubly-spatial encryption. Doubly-spatial encryption
is more expressive than spatial encryption. In the doubly-spatial encryption scheme, the policies are
affine subspaces in Z) instead of vectors. And the secret key can decrypt the ciphertext if its affine
subspace intersects with the affine subspace of the ciphertext. As mentioned in [§], many useful crypto
systems can be implemented by doubly-spatial encryption scheme, such as attribute-based encryp-
tion [7,/14], threshold-based encryption [3,5], all-but-one signatures [8], etc. Spatial encryption can be
embedded in doubly-spatial encryption. But the construction of doubly-spatial encryption is not so
efficient as spatial encryption, since the length of the ciphertext is not constant. The first construction
of doubly-spatial encryption [§] is proven to be selectively secure under some unnatural assumptions.

Related Work. Boneh and Hamburg [2] proposed the first selectively secure spatial encryption under
Bilinear Decision Diffie-Hellman Exponent (BDHE) assumption. Subsequently, Zhou and Cao [17]
provided a variant of Boneh-Hamburg scheme under a weaker assumption, decisional bilinear Diffe-
Hellman (DBDH) assumption, but the ciphertext size is not constant. The first fully secure spatial
encryption scheme was proposed by [12]. The construction [12] was based on the three composite order
bilinear groups and proven fully secure under three non-standard assumptions over composite order
bilinear groups. Recently, Hamburg [8] proposed an adaptively secure scheme based on some static
assumptions over prime order groups, but the assumptions are still non-standard. [8] also proposed
the first doubly-spatial encryption with selective security. Attrapadung and Libert [1] proposed a
constant-size ciphertext inner product encryption with adaptive security. The scheme can be regarded
as a special case of spatial encryption, in which the vector of a secret key can be seen as the orthogonal
space of the vector in the spatial encryption. Till now, no spatial or doubly-spatial encryption scheme
can been proven fully secure under some natural assumptions. As [8] said, how to construct fully secure
spatial and doubly-spatial encryption schemes using natural assumptions is still a problem that needs
to solve.

Waters [16] introduced the dual system encryption to overcome the limitations of partitioning. In a
dual encryption system, keys and ciphertexts can take on one of two forms: normal and semi-functional.
A normal key can decrypt both normal and semi-functional ciphertexts, while a semi-functional key
can only decrypt normal ciphertexts. The semi-functional keys and ciphertexts are not used in the
real system, only in the proof of security. And later, dual system encryption used in [9-11,/13] to
obtain adaptive security for IBE, HIBE, and ABE systems. Since prime order groups do not have the
good functionalities and appealing features as composite order groups, only a few schemes [10L[13] can
be realizing in the prime order setting. Though [6] proposed techniques translation from composite
order schemes to prime order one, the translations are insufficient and inefficient and how to efficiently
achieve fully secure in prime order setting remains an interesting issue.

Our Contributions. The main drawbacks of the previous works are that the schemes are only selectively
secure or they achieve adaptively secure using some complex assumptions. In this paper, we construct
a fully secure spatial encryption scheme and a fully secure doubly-spatial encryption scheme. And
we use dual system encryption technique introduced by Waters [16] in the proof. In contrast with



previous spatial encryption works, the security of our scheme depends on neither some non-standard
assumptions [8] nor the assumptions over composite order pairing groups [12], but two standard
assumptions: DLIN and DBDH, in the standard model. Our spatial encryption scheme has constant-
size ciphertext, which coincides with the original intention of spatial encryption. Our doubly-spatial
encryption scheme can been seen as an extension of the first scheme. Its security is also reduced to DLIN
and DBDH assumptions in the standard model. To remark, our doubly-spatial encryption scheme is
the first fully secure construction. This paper solves the problem brought forward by Hamburg in [8].

Our schemes are based on Waters’ tag-based IBE [16]. In the constructions, we extend the “two-
equation revocation” technique of [10] to “n-equation revocation”. We create each ciphertext with a
uniformly distributed tag and each secret key with a uniformly distributed tag, too. The decryption
algorithm will not work if the tag of the secret key and the tag of ciphertext has some relations.
While in the actual simulation from normal secret key to semi-functional secret key, the tags created
by simulator are linear dependent. The simulator can create the semi-functional secret keys of all
affine spaces in the vector space. All the semi-functional secret keys can not decrypt the challenged
ciphertext, even if the affine spaces of the semi-functional secret keys contain the challenged vector due
to the setting of tags. With the linear relationship of the tags, the simulation can process successfully.
But this relationship is information theoretically hidden to the adversary.

2 Preliminaries

2.1 Bilinear Groups

We present a few facts related to groups with efficiently computable bilinear maps. G and Gr be two
multiplicative cyclic groups of prime order p. Let g be a generator of G and e be a bilinear map,
e: G x G — Gr such that e(g,g) # 1 for g and for any u, v € Z,, it holds that e(g", g*) = e(g, g)"".
We say that G is a bilinear group if the group operation in G and the bilinear map e : G x G — G are
both efficiently computable. Notice that the map e is symmetric since e(g%, g*) = e(g,9)"** = e(g", g*).

2.2 Complexity Assumptions

We define the Decisional Bilinear Diffie-Hellman (DBDH) and Decisional Linear (DLIN) as-
sumptions as follows.

Definition 1. Let G be a bilinear group of prime order p as defined above. Choose a random generator
g € G and exponents c1,ca, c3 € Zy. An algorithm B that outputs p € {0,1} has advantage € in solving
the DBDH problem if

|Pr(B(g, 9,9, 9%, T = e(g,9)"*®) = 0] — Pr[B(g,9°, 9%, 9%, T = R) = 0]| > €

where R is the random choice of Gp. We say that the decision DBDH assumption holds in G if no
polynomial time algorithm has non-negligible advantage in solving the DBDH problem.

Definition 2. Choose random generators g, f,v € G and exponents c1,ca € Zy. An algorithm B that
outputs p € {0,1} has advantage € in solving the DLIN problem if

’PT[B(g’ijvgclafCQ’T: V61+62) :0] —PT{B(g,f,V,gclafCQ’T:R) :0” Z €



where R is the random choice of G. We say that the decision linear assumption holds in G if no
polynomial time algorithm has non-negligible advantage in solving the DLIN problem.

2.3 Affine Spaces

Let p be a prime number, and Z, be the field of integers modulo p. For some positive integer n,
let Z;; denote an n-dimensional vector space over the field Z,. We use boldface to denote the vector
a = (a1,ag,...,a,) € Zy,- The inner product is defined by < a,b >= >, a; - b;. For any vector
x € Zy; and any matrix M € Zy*" (w.lo.g., we consider M as a phalanx in this paper), we define the
affine subspace S(M,x) C Zj by

S(M,z) = {x+ M -yly € Z}}

If these elements M T -y are all unique, we have S(M,x) = Zy and we say that S(M,z) is an n-
dimensional affine subspace. It is a basic theorem from linear algebra that the dimension of an affine
subspace S(M, x) is the rank of M.

If S(M',x') C S(M,x) C Z, we must have M’ = M -T and &’ = + M " -y for some (efficiently
computable) matrix 7' € Zy*" and y € Zj.

3 (Doubly-)Spatial Encryption

Below, we give the definition of (doubly-)spatial encryption and its security model.

3.1 Algorithms of (Doubly-)Spatial Encryption

A (doubly-)spatial encryption system is a quite expressive GIBE contribution that it can be embed
many other GIBEs inside. The roles in the spatial encryption are all the affine subspaces of Z;. We say
that v; < to if and only if v; C to. The policies for spatial encryption are vectors of Z;}, and we say that
p < vif and only if p € v. For the doubly-spatial encryption, the policies are the affine subspaces in the
vector space Zj. p < vif and only if p Nt # &. The construction for spatial encryption will emerge as
a special case of the construction for doubly-spatial encryption. A (doubly-)spatial encryption scheme
consists of four polynomial time algorithms described as follows:

Setup(A, n): The algorithm takes as input a security parameter A and a space dimension n. It returns
public parameters PP, an n-dimension affine space V and a master secret key K+. The master key
K+ can be seen the secret key of the affine space Ky .

Delegate(PP, V1, Ky,, V2): The algorithm takes as input the secret key Ky, for the affine vector space
V1 and outputs the secret key Ky, for V5, where Vi C V,. We require that the distribution of the private
keys produced by this algorithm should be independent of the path taken. That is, all keys for a given
vector space come from the same distribution, no matter how they were delegated.

Encrypt(PP,xz/W, m): The spatial encryption algorithm encrypts a message m under a vector x and
outputs a ciphertext CT,. For the doubly-spatial case, the message m is encrypted under an affine
subspace W, and the algorithm outputs a ciphertext CTyy .



Decrypt(PP,CT, /CTw, Ky,x/W): The spatial decryption algorithm takes as input the secret key
Ky to decrypt the ciphertext CT,. Decryption succeeds if & € V', and it outputs the plaintext m. For
the doubly-spatial case, decryption succeeds if W NV # @&, and it outputs the plaintext m.

3.2 Adaptive Security of (Doubly-)Spatial Encryption

We define the adaptive security for the (doubly-)spatial encryption system under chosen plaintext
attacks (CPA) adversary. We now present the following game between an adversary and a challenger.

Setup(A,n): The challenger runs the algorithm Setup(A,n) and sends public parameters PP to the
adversary.

Phase I: The adversary makes delegation queries of V; to the challenger, who runs the delegation
algorithm Delegate(PP, T, Kt,V;) and returns Ky;.

Challenge: The adversary submits two messages mg, m; and a vector (or an affine subspace) /W
for challenge. We require that the adversary has not been given a decryption key whose affine subspace
contains the challenged vector (intersects with the challenged affine subspace for the doubly-spatial
encryption case), that is, x ¢ V; (WNV; = @) for all delegation queries of V; in Phase I. The challenger
chooses a random g € {0,1}, runs the algorithm Encrypt(PP, /W, m,), and returns the resulting
challenge ciphertext CT™ to the adversary.

Phase II: The second query phase is exactly like the first one, except that the adversary may not
issue delegation queries for affine subspace that contains x (intersects with W).

Guess: The adversary outputs a guess p' € {0,1} and wins if ¢/ = p.

We define the advantage of the adversary A in attacking a (doubly-)spatial encryption scheme II as
AdvsE, = |Prip = p) — 1/2|.

Note that, we only define the delegation of secret keys from the master key in stead of other secret
keys. Since the distribution of the secret keys are independent from the path of delegation taken, we
can use the delegation of the master secret key to simulate all the other secret keys’ delegations.

Definition 3. A (doubly-)spatial encryption scheme II is adaptively secure if no PPT adversaries
have at most non-negligible advantage in winning the above game.

4 Adaptively Secure Spatial Encryption under Simple Assumptions

In this section, we propose an adaptively secure spatial encryption based on [16] tag-based IBE. We
attach a tag value tag. € Z, to each ciphertext and a tag which is a vector (tagy,tagy) € ZZH to
each secret key for space V. The decryption algorithm will only work if the tag of the decryption key
and the tag of ciphertext have the relation < M -y, tagy > +tagy — tag. # 0.

In addition, the delegation algorithm should guarantee the distribution of secret keys independent
of the delegation path. However, the HIBE scheme in [16] dose not guarantee this property. Because
the tag of the new secret key coincides with the existing secret key in delegation algorithm. While in
the key generation algorithm, the tag of the secret key is randomly chosen. In order to avoid that, we



only uniformly choose the tag of the master secret key, and let delegation algorithm compute the tag
of the new key in some way instead of randomly choosing it. In the mean while, re-randomization is
also required to uniform the distribution of the new secret keys.

Setup(A,n): The setup algorithm takes input a security parameter A. It first chooses bilinear groups
(G, Gr) of prime order p > 2* and an n-dimensional affine space V = Zy. Next, it randomly chooses
generators g,v,v1,v2 € G, a, a0, a1, ..., an,a1,a2,b,11,72, 21, 22, tagy € Zy, and tagy,xo € Z,. Let
a = (ai,...,q,). It publishes the public parameters PP as the group description G along with:

ba1 bas b

aab o a1 _az ,b _ al _ az _ b _
9,9 ,9°,9,9 , g aTl_U'Ul772_U'U2aT1_7-17T2—7—2

9:9"w=g",7Z = e(g,9)
Then it computes the master secret key as:
Dy=g" v, Dy=g ®".uf, Dy=g ", Dy=vh-g* Ds=g "% Ds=g",
Dy =g, Ko= gm(<:co,oz>+aomgv+,6’)7 K = grl(a+aotagv)
where r = r1+ry. The master secret key is defined to be K+ = Ky = (D, ..., D7, Ky, K, tagy, tagy),

which can also be considered as the secret key of the whole affine space V' = S(I,xg), where I is the
identity matrix.

Delegate(PP, Vi, Ky,, V2): The algorithm takes input two affine subspaces Vi = S(My,x1), Vo =
S(Mas, x2) and a secret key of the affine subspace V; with the form:

Dlzgaal ‘vr7 D2:g_a+Z1 "UI, D3:g_b217 D4:v£'gz27
_ ,—b _ b _
KV1: D5_g 227 DG_gTQa D7_g7“17
-
KO = gT1(<m1,a>+a0tagvl +B)7 K = ng(Ml a—i—ozota,gvl)’ tagVu tang

Since Vo C Vi, we must have My = M7 - T and x5 = x1 + MlT -y for some efficiently computable
matrix 7" and vector y. We can then compute a key Ky, = (Dy,..., D7, Ky, K, tagy,, tagy,) for Va:

Dll = Dl’D/2 = D27D€/3 = DS’DZ = D47D/5 = D5’Dé = DGaD/7 = Dr,
_ gr1(<ﬂc2,a>+aotagv2+ﬂ)

1 (M2T a+a0tagv2 )

K6 _ gr1(<w1,a>+aotagvl+ﬂ) . gr1yT~(MlTa+o<otagV1)

Kl — grlTT~(M1Tcx+aotagvl) =g
and the tag of K{,Z are tagy, = tagy,+ < M|' -y, tagy, >, tagy, =T - tagy,.

However, we also need to re-randomize the new secret key to ensure all secret keys for the same
affine subspace having the same distribution. To do this, it randomly picks 7,74, 21, 25 € Z, and
computes

1

"o ri+rl _  aa r I YA 2! rirh a2l r!!
1—D1’U1 2_g 1'U s D2_D2g1/1)1 _g 1‘7}1,

1"

" /o bz —bz! " ;oo Ty o r 2l

Dy =D3-g7 "1 =g "1, Dy=D,- v, g =09 -g2,
ot R / " / 7
?=Di-g bz — b= D{ = Dy - g2 = gz, DI =DL.g" =g,

K(’)’ _ gr1(<w2,a>+aotagv2+ﬁ) .gr’l(<Z2,a>+aotagv2+/3) r (<z1,a>+aotagy, +8)

=g )
K" — grl(MQT-a+a0tagV2) . gr'l(MQT-a—Q—aotagVQ) _ grll/(M;a—l-aotagvz)



where 2{ = 21 + 21,24 = 2o + 2, =11+ 1,78 =ro+ 1, 7" =r+r] +rh. And it outputs the secret
1 1/ " ”
key Ky, = (DY,...,D7, Ky, K"  tagy,, tagy,).

Encrypt(PP,x, m): Given a message m € G and a vector & € V, the encryption algorithm randomly
chooses s1, s2,t,tag. € Z, and computes

Co=m - 2527 Cy = gb(sl+52)’ Cy = gba1517 Cs = galsl’ Cy = gba282, Cs = ga282’
Cs = Tfl . 7_527 Cr = T181 . T252 . w—t’ B = (gozo~15agc+<ar:,o¢>—‘rﬂ)t7 Ey = gt’
And outputs CT, = (Cy, C1,...,C7, E1, Eo, tage).

Decrypt(PP,CTy, Ky, x): If & € V! = S(M, '), we can efficiently find y such that € = 2’ + M " -y
If < y,tagy: > +tagy: — tag. # 0, it recovers

5 7
= (H G(C],D H C]a D e(gag)aalbsz : e(gaw)rlt

j=1

1
e(KYKy, E <y,tagy, >+tagy, —tage
b2 = << = 2)> T =e(gyw)t

e(E1, Dr)
It finally recovers the plaintext as
m=Eg- ¢y o7

Otherwise, the algorithm aborts and returns L.

The Independence of Delegation. In the definition, we also require that delegation is independent of
the path taken. That is, for the affine subspaces V3 = S(Ms,x3), Vo = S(Ma, x2), V4 = S(My,x1)
satisfying Vi3 C Vo C Vi, Delegate(PP, Vi, Ky,, V3) should produce the same distribution as
Delegate(PP, Vs, Delegate(PP, Vi, Ky,, V2),V3). From the denotation of affine space, we have:

Ms-T5 =M, =My -To, Ms-T5= M
cc3:M2T-y—|—:1:2, scgleT-y’—i—a:g, .’B3:M1T"y”—|—$1.

In our scheme, suppose two secret keys of subspace V3 are generated from different delegations as
following:
Ky, = (Dy,...,D7, Ko, K, tagy,, tagy,) < Delegate(PP, Vi, Ky, V3)

KV3 (D},..., D} K|, K, tag{/S,tag/VB,) < Delegate(PP, V3, Delegate( PP, Vi, Ky, ,Va), V3)
where Dy, ..., D7 and D, ..., D} have the same distribution because of the re-randomizing. Due to

the way of tag generation in the delegation, we have the relationship:

tagy, = (T3)" -tagy, = (T3)" - Ty -tagy, = T3 - tagy, = tagy;,
tagy, = tagy,+ < My -y, tagy, >

= tagy,+ < M| -y, tagy, > + < My -y, T, -tagy, >

= tagy,+ < M| -y" tagy, >= tagy,



So the tags from different delegation are equal. With this conclusion, Ky, K and K{, K’ are also
have the same distribution. The two secret keys will have the same distribution and the delegation
algorithm coincides with the definition.

Remarks. Now we analysis the probability of the abortion in the decryption algorithm. Since the tags
of the secret key are independent from different delegations, we have

< y,tagy > +tagy — tag.
=<y, (T tagy > +tagy+ < ¥/, tagy > —tag.
= <y’ tagy > +tagy — tag.

where y"" = y+ (T ")ty and 2’ = I" -y'. Since tagy, tagy are uniform distributed in their domains,
the algorithm aborts with 1/p probability.

Theorem 1. The construction above is adaptively secure under the DLIN and DBDH assumptions.

Proof. The proof uses the dual system methodology introduced in [16], which involves ciphertexts and
private keys that can be normal or semi-functional.

— Semi-functional ciphertexts are generated by first computing a normal ciphertext CTx = (Cy, C1, . ..

C7, E1, Es, tag.). Then it chooses a random x € Z,. It sets C) = Co,C = C1,Ch = Co,C% =
Cs, E} = E1, Ey = Ey, tag.. = tag., leaving these elements and the tag unchanged. It then sets

/ b / / asx ! bazxx
04204'9@95705205‘911290706:06_1222 707207‘1)2 2

The semi-functional ciphertext is CT,, = (Cy, C1, ..., C%, B, E), tag..).

— Semi-functional secret keys are generated by first computing a normal secret key Ky = (Dy, ...,
D7, Ky, K, tagy,tagy). Then it chooses a random v € Z,. It sets Dy = D3, D = D5, Dy =
D¢, D, = D7, K(, = Ko, K’ = K, tag|, = tagy,tag}, = tagy, leaving these elements and the tag
unchanged. It then sets

D/1 =D 'g_alaQ’YaDé =Dy ga2’y7D£L =Dy - gG17
The semi-functional secret key is K{, = (D1, ..., D}, K{, K’ tagy,, tagy,).

The proof proceeds with a game sequence starting from Gamepg.q;, which is the actual attack
game. The following games are defined below.

Gamey is the real attack game but the challenge ciphertext is semi-functional.

Gamey, (for 1 < k < q) is identical to Gamey except that the first k secret key delegation queries
are answered by returning semi-functional secret keys.

Gamegy1 is as Gamey but the challenge ciphertext is a semi-functional encryption of a random
element of G instead of the actual plaintext.

We prove the indistinguishability between two consecutive games under some assumptions below.
The sequence ends in q+1, where the challenge ciphertext is independent of the challenger’s bit g,
hence any adversary has no advantage. ad

Lemma 1. If DLIN is hard, Gamey is indistinguishable from Gamepgeq;.



Proof. The simulator S begins by taking in an instance (G, g, f,v, g**, f2,T) of the decision linear
problem. We now describe how it executes the setup, delegate phases, and challenge phase of the
spatial encryption game with the adversary A.

Setup. The algorithm chooses random exponents b, o, Yy, Yo, , Yo, € Zp and random group elements
g™, ...,g%, g% w € G. It then implicitly sets g = g, g™ = f,¢* = v.

Finally, it sets the variables as: g%, g?® = f?, gb%2 = 10 v = g¥%, v = g¥1,v9 = g¥2.

Using this it can calculate 7,7, T1, Ty and e(g, g)*™° = e(g, £)*® in order to publish the public

parameters PP. We also note that using « it can compute the master secret key.

Key Delegation Phases 1,2. Since simulator § has the actual master secret key Ky, it simply runs
the delegation algorithm to generate the keys in both phases. Note that the Ky it has only allows for
the creation of normal keys.

Challenge. The simulator S two messages mg, m; and challenge vector x. It then flips a coin u.
We describe the creation of the challenge ciphertext in two steps. First, it creates a normal cipher-
text using the real algorithm by calling Encrypt(PP,x,m,), which outputs a ciphertext CTy =
(CL,C1, ..., CL EY Eb tagl). Let s, 85, ¢ be the random exponents used in creating the ciphertext.
Then we modify the components of the ciphertext as follows. It sets

C’0 = 06'(6(gcl,f)'€(g, fCZ))bav Cl = Ci'gbqv 02 = Cé'f_an 03 = C{/S'va C4 = Cé/l'Tba 05 = CéT,

Ce = Cé ’ gyvc1 ’ f_yUICQ ’ Tyv27 Cr = C'IY ) (gyvq : f_yUICQ ’ Tva)bv Ey = 17 Ey = Eév lage = tagé

where this assignment implicitly sets s1 = —ca+51, S2 = sh+c¢1+¢2, and s = s} + s, +¢;1. The returned
ciphertext is CT% = (Cy, Ch,...,Cq, E1, Ea, tag.). If T = v1*¢2 it will have the same distribution as
a standard ciphertext; otherwise, it will be distributed identically to a semi-functional ciphertext. The
simulator S receives a bit u/ and outputs 0, if 4/ = p. O

Lemma 2. For any 1 <k < q, if an adversary A can distinguish Gamey, from Gamep_1, we can build
a distinguisher for the DLIN problem.

Proof. In this proof, the simulator S can create semi-functional keys for any affine spaces. However, the
simulator S can not simply create an affine space Vj, containing the challenged vector deciding whether
the k-th queried private key is normal or semi-functional. Since in the reduction we create the tags for
the k-th secret key and the challenged ciphertext with some linear relations. With this relation, the
simulator S can not create a secret key that can decrypt the challenged ciphertext independently of
whether it was a semi-functional secret key. But the linear relations information theoretically hidden
to the adversary. That is, in the view of the adversary, the tag of the k-th secret key and the tag of
ciphertext are completely independent.

The simulator S begins by taking in an instance (G, g, f, v, g°*, f2,T') of the decision linear prob-
lem. We now describe how it executes the setup, delegate phases, and challenge phase of the spatial
encryption game with the adversary A.

Setup. The simulator S picks a, a1, a2, Yu, ;s Yvy, Yw, Yu, Yn- 1t then sets

g=9.Z=celg, /)", 9", 9", 9" = f.8"" = ()", g" = (f)?,v=v" "



a a a a a a
v =V 2 ,gyvl’fu2zy 1 ,gyv2’7—1 :gyvl 177-229311)2 27T1 :fyvl 1’T2:fyv2 2

Finally, S randomly chooses Ay, By, o, € Zp,, A, B € Z, and sets

g = fA-gB gf = Ao gPo g0 = . g%

This will define all the public parameters of the system. Note that by virtue of knowing «, the
simulator & will know the regular master secret key.

Key Delegation Phases 1,2. We break the key delegation queries into three cases. Secret key
delegation is done the same regardless of whether we are in phase 1 or 2. Consider the i-th query made
by adversary A.

— Case 1: i > k When 1 is greater than k, the simulator S will generate a normal key for the
delegation query of affine subspace V;. Since it has the master secret key Ky it can run that
algorithm.

— Case 2: i < k When i is less than k, the simulator S will generate a semi-functional key for the
delegation query of affine subspace V;. It first creates a normal key using Ky . Then it makes it
semi-functional using g#1%2.

— Case 3: i = k The algorithm first runs the secret key delegation algorithm to generate a normal

secret key Ky, with Df,..., DL K|, K’ using
tagvk = =< A, T > —Ao, tagvk = —M];r -A

for the requested affine subspace Vi, = S(My,xx). It implicitly sets the tag of the master secret
key tagy = A. Let |, 7}, 21, 25 be random exponents used.

D, = D/I,T—alaz7 Dy = D/Z,Taz(gcl)yul’ D5 = Dé . (f‘CQ)yvg’ D, = DZ,Tm(gm)yuQ’ Dy = Dg . (fCQ)yuQ’

D6 — DIG X fCQ’ D7 —_ D/7 '901, KO — K6 . (gcl)<B,:l:k>—|—Bo—(<,A,:t;€>-i-A())oc67 K = Kl . (gcl)MJ-B—OéE)MJ.A

The semi-functional secret key is Ky, = (D1,..., D7, Ko, K, tagy,,tagy,). In addition, we note
that we implicitly set 21 = 2] — Yy, C2, 22 = 25 —ypyco, 1 =7 + 1 and rg = 1 + 0. f T is a
linear tuple of the form 7" = v°1*¢2 then the k-th query results in a normal key. Otherwise, if
T is a random group element, then we can write 7' = v°17°2¢7 for random v € Z,. This forms a
semi-functional key where ~ is the added randomness to make it semi-functional.

Challenge. The simulator S is given a challenge vector & and the messages mg, mi. Then it flips
a coin u. In this phase S needs to be able to generate a semi-functional challenge ciphertext. One
problem is that S does not have the group element vg so it cannot directly create such a ciphertext.
However, in the case where tag. = — < x, A > — Ay it will have a different method of doing so.

S first runs the normal encryption algorithm to generate a normal ciphertext CT” for vector & and
message m,, with a tag tag. = — < &, A > —Ag. It then gets a standard ciphertext Cp, C1, ..., C%, E}, E)
under random exponents s}, sh, ' and sets

Co=Cp, C1=C1, C2=Cy, O3=C4, Cu=Cy- [, C5 = Cy - g*°, C = Cf- 0™,

_ /! _ /
C7 — Cé . fy”25a2y a15a0a2’ El — Ei . (V<B,m>+Bo (<m,A>+A0)a0)a1a25’ E2 — Eé . VCL1€L25
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If T is a tuple, then we are in Gamey_1, otherwise we are in Gamey,.

Note that, the simulator can not generate the secret keys to decrypt challenged ciphertext neither
it is normal or semi-functional. Because for a vector subspace V' = S(M’', x’) containing x, the tag
of Ky generated by S is tagyr = — < A, x’ > — A, tagy = —(M')" - A. And for some y, we have
x=(M)"-y+z and < tagy:,y > +tagy: — tag. = 0 Due to the decryption algorithm, the secret
key can not decrypt the challenged ciphertext even it is normal form.

Since (tagy,,tagy,) and tag. are independent in the scheme, we should clarify that the adversary
can not detect any special relationship between tagy, ,tagy,,tag. in the simulation. Suppose they
are linearly dependent, that is, there exists constants ¢,n € Zy, ¢ € Z; and we have the relation
¢ - tagy, +1n-tag.+ < ¢, tagy, >= 0. We simplifies it by

(¢ —n)Ag+ < My - ¢+ Cxy —nz, A>=0

This implies, for some y = {/n, we have = xp, + M ,I -y. It conflicts with the definition of the game,
because the vector « is in the subspace Vi. So tagy,,tagy,,tag. are linearly independent, and Ag, A
are hidden from the adversary’s view.

S receives a bit ¢/ and outputs 0 if p/ = p. O

Lemma 3. Suppose that there exists an adversary A that makes at most q queries and |Game, —
Gamegi1| = €. Then we can build a simulator S that has advantage € in solving the DBDH problem.

Proof. We begin by noting that in both of these two games the challenge ciphertexts and all the secret
keys are semi-functional. Therefore, the simulator S only needs to be able to generate semi-functional
secret keys. S begins by taking in a DBDH instance (G, g, g**, g*2, 9%, T).

Setup. The simulator S begins by choosing random exponents a1, b, Yu, Yo, s Yvs, Q05 Q15 - - -, Oy, B € Zp.
It then sets
9=9.9" 2 =e(g",9%),9% = (¢™,...,9°"), 9", 9™ = g2, 9", g"", g*** = ",
v = gyv7vl = gyv17v2 == 9yv27w = gaoaTl =v- 0%177—{)77-2 =v- (QCI)yv27T§
The simulator S publish the public key PK. Note that the master secret key g is not available to S.
We point out that this setup lets a = ¢1 - ¢, a0 = co.

Key Delegation Phase 1,2. All secret key delegations result in semi-functional keys. When a request
for an affine subspace V; = S(M, x1) is made, the secret key delegation algorithm chooses random
1,72, 21, 22,7, tagy, , tagy, and defines r = r1 + ro. It implicitly sets the variable v =" + ¢1.

It creates the key as:

D1 — (962)_7’(11,07” D2 — (962)_7,’(}{9217 D3 — (gb)—zl, D4 — (gcl )(1193,17'[U5‘g:527

D5 — (gb)—zz7 D6 — gTZbyDﬁ — g’r‘l’ KO _ g7’1(<:1317a>-‘y-oc()tagvl-i-B)7 K = g'r‘l(MT.a-i-Ototang)

Challenge. The simulator S receives a challenge vector & and two message mg, m; from the attacker.
S will now create a challenge ciphertext that is a semi-functional ciphertext of either m, or a random
message, depending on 7. It first chooses a random bit p.

11



S chooses random s1,t and tag. € Z,. It will implicitly let s = c3. The message m, € Gr is
blinded as Cy = m,, - T @15 Tt then chooses random z’ € Zy, and will implicitly set z = ' — c3.

Cl —_ gslb . (963)b7 02 — ba151’ 03 — gbsl7 04 — (902)$/b’ 05 — (gCQ)z/,
06 — Tfl (g03)yv (QCQ)yUQ:Jc 7 07 _ T{)51 (gCS)byv (gcz)var bwft’ B = (gozo-tagdr<m:,a>+6)t7 Ey = gt

If T is a tuple, then we are in Gameg,, otherwise we are in Gameg,1. S receives a bit ¢/ and outputs
0if p=yu'. 0

5 Adaptively Secure Doubly-Spatial Encryption

In this section, we propose an adaptively secure doubly-spatial encryption. In the doubly-spatial
encryption, the policies, as well as roles, are the affine subspaces in Z;. The roles and policies are
opposites of each other in same way. That is, Z; is the most powerful role, but the weakest policy,
and vectors are the strictest policies, but the most restricted roles.

Our construction is not so efficient as the spatial encryption construction, because the length of the
ciphertext depends on the dimension of the affine space. We change the tag attaching in the ciphertext
by a vector (tag.,tag.) € ZZH. Then the ciphertext and the secret key can be seen as a dual pair in
the construction. The scheme consists four algorithms, and the Setup and Delegate algorithms are
completely the same as the spatial encryption scheme in Sec. 4. So we omit them in this paper.

Encrypt(PP,W,m): Given a message m € G and an affine subspace W = S(M, x), the encryption
algorithm randomly chooses s1, s2,t,tage € Zp, tag. € Z, and computes

Co=m- Z827 Cy = gb(sl-s-sQ)’ Cy = gba1s17 Cy = ga1517 Cy = gba2527 Cs = ga2827 Cg = 7'181 .7—5’2’
07 — T151 . T252 . wit, E1 — <ga0-tagc+<:c,a>+6)t7 E2 — gt’ ES — (gagtagc+MTa)t
And outputs CTw = (Cy, C4,...,C7, Eq, Es, Es, tag., tag.).

Decrypt(PP,CTyw, Ky, W): If V' NW = (), there exits a vector * € V' NW. Then we can efficiently
find y,y’ such that x* = x + M" -y = ' + (M")T - ¢/, where W = S(M,x),V' = S(M', ). If
< tagy,y > +tagy: — (tag.+ < tage,y >) # 0, it then recovers

5 7
= (H G(OJ,D H C]aD e(g7g)aa1b82 ' e(g’w)mt
j=1 =6

1

' 7 -
5 (e(Ky Ko, E2)> <tagy,,y'>+tagy, —(tagc+<tagc,y>)
2 == —_—

— r1t
e(EgyEl,D’?) e(g’w)

It finally recovers the plaintext as
m=FEqy-¢y- ¢
Otherwise, the algorithm aborts and returns L. And the algorithm aborts with 1/p probability.

Theorem 2. The doubly-spatial encryption construction is adaptively secure under the DLIN and
DBDH assumptions.

Due to space considerations the proof is given briefly in the appendix.
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6

Conclusion

We give a fully secure spatial and a fully secure doubly-spatial encryption scheme over prime order
groups under standard assumptions, the decisional linear (DLIN) assumption and the decisional bi-
linear Diffe-Hellman (DBDH) assumption, in the standard model. To the best of our knowledge, no
presented correlated work has achieved this. However, how to construct (doubly-)spatial encryption
which has strong anonymous property is still an open problem.
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Proof of Theorem 2

Since the proof of the adaptive security of the doubly-spatial encryption is very alike of the proof in
Sec. 4, partial proof, which is immediate and trivial from the proof of theorem 1, is omitted here. We
briefly give the proof of the indistinguishability of Gamey, and Gamey,1, which is the most non-trivial
part in the proof of theorem 2.
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The setting of the parameters in the setup phase is the same as lemma 2. And the simulator uses
the same way to answer the secret key query as in lemma 2. In the challenge phase, when the simulator
S is given a challenge affine subspace W = S(M, x) and the messages mg, my, it first runs the normal
encryption algorithm to generate a normal ciphertext C'T” for W with tag tag. = — < €, A > —Ag and
tag. = —M - A. Tt then gets a standard ciphertext C}, C}, ..., C%, E}, E and sets the semi-functional
ciphertext as

Co=Cy,CL=C1,C =C4,C3 = C4
04 — Czll . fa267 CS — Cé . ga25’ CG — Cé . /UGQ(;’ 07 — Cé . fyv26a21/7a15a6a2
El — Ei . (U<B,$>+Bo—(<w,A>+Ao)O¢6)a1a25’E2 — Eé X yalagts
E3 _ Eé . (VMT-Bfaf)MTAA)alag&

Since (tagy,,tagy,) and (tag., tag.) are chosen independent in the scheme, we should prove that
the adversary cannot detect any special relationship between tagy, , tagy, ,tag., tag. in the simulation.
Suppose they are linearly dependent, there exists constants (,7,{,n and an equation

¢ - tagy, +n-tag.+ < ¢, tagy, >+ <n,tag. >=0

This implies, for some y1, y2, we have oy, + MkT cyr=x+MT -yy. It means VN W # @. It conflicts
with the definition of the game. So we say tagy, , tagy, ,tag., tag. are linearly independent, and Ag, A
are hidden from the adversary’s view.
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