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Abstract—Recently, Chien et al. proposed a gateway-oriented 
password-based authenticated key exchange (GPAKE) protocol, 
through which a client and a gateway could generate a session 
key for future communication with the help of an authentication 
server. They also demonstrated that their scheme is provably 
secure in a formal model. However, in this letter, we will show 
that Chien et al.’s protocol is vulnerable to the off-line password 
guessing attack. To overcome the weakness, we also propose an 
efficient countermeasure. 

Keywords-Password-based; Authenticated key exchange; 
Gateway; Off-line password guessing attack 

I.  INTRODUCTION  
A gateway-oriented password-based authenticated key 

exchange (GPAKE) protocol is a three-party protocol, which 
allows a client and a gateway to establish a session key with 
the help of an authentication server. 

Abdalla et al. [1] proposed security requirements of 
GPAKE protocols and proposed the first GPAKE protocol in 
2005. Although Abdalla et al. had proved the session key 
semantic security of their scheme in a formal model, Byun et 
al. [2] pointed out that Abdalla et al.’s protocol cannot 
withstand an undetectable on-line guessing attack. To improve 
security, Byun et al. also proposed an improved scheme. 
However, Wu et al. [3] found that Byun et al.’s protocol still 
cannot resist the on-line undetectable guessing attack. In 2008, 
Abdalla et al. [4] further improved their scheme to enhance 
security and anonymity. Recently, Chien et al. [5] 
demonstrated that Abdalla et al.’s protocol [4] is still 
vulnerable to an undetectable on-line guessing attack. Chien et 
al. [5] also proposed a new GPAKE protocol to overcome the 
weakness. They also proved that their protocol is provably 
secure if the computational Diffie-Hellman problem (CDHP) 
is hard. In this letter, we review the GPAKE scheme and show 
that it does actually leak information of password to a 
malicious gateway. Especially, we show that the GPAKE 
scheme is susceptible to an off-line password guessing attack 
by a malicious gateway. We also propose an efficient 
countermeasure to overcome the weaknesses. 

II. REVIEW OF CHIEN ET AL.’S PROTOCOL 
This section reviews Chien et al.’s protocol. For 

convenience, we introduce some notations used in this letter. 
 p : a large prime; 

 q : a prime, where | 1q p − ; 

 g : an element of order q  with modulus p ; 

 C : the client; 

 G : the gateway; 

 S : the trusted server; 

 , ,C G SID ID ID : the identities of C , G  and S  

separately; 

 pw : the password shared between C  and S ; 

 GSK : the secret key shared between G  and S ; 

 1 2( ), ( )h h⋅ ⋅ : two secure hash functions; 

 sid : the session identity. 

If the client C  and the gateway G  want to generate a 
session key for future communication with the help of the 
server S , as shown in Fig. 1, the following steps will be 
executed. 

1). C  sends the request message 1 { , }CMsg sid ID=  to 

G . 
2). G  sends the message 2 { , , }C GMsg sid ID ID=  to 

S .  
3). Upon receiving the message 2Msg , S  generates a 

random number *
qz Z∈ , computes modzZ g p= , 

1 ( ) modh pwzZ g g p= ⋅  and sends 3 { , }Msg sid Z=  to G . 



4). After receiving 3Msg , G  generates a random 

number *
qy Z∈ , computes modyY g p=  and sends 

4 { , , , , }C GMsg sid ID ID Z Y=  to C . 

5). Upon receiving 4Msg , C  generates a random 

number *
qx Z∈ , computes 

1 ( ) modh pw

ZZ p
g

= , 

modxX g p= , 

1( || || || || || )x
CS C Ssk h sid ID ID X Z Z= , 

1( || || || || || )x
CG C Gsk h sid ID ID X Y Y= , 

2 ( || || || || || )x
CG C Gsk h sid ID ID X Y Y′′ = , 

1 1( || || || || || || )x
C S CSM h sid ID ID X Z Z sk=  and 

2 1( || || || || || || )x
C G CGM h sid ID ID X Y Y sk= . At last, 

C  sends 5 1 2{ , , , }Msg sid X M M=  to G . 

6). After receiving 5Msg , G  computes 

1( || || || || || )y
CG C Gsk h sid ID ID X Y X= , 

2 ( || || || || || )y
CG C Gsk h sid ID ID X Y X′′ = , and checks 

whether 2M  and 

1( || || || || || || )y
C G CGh sid ID ID X Y X sk  are equal. If 

they are not equal, G  stops the session. Otherwise, G  
computes 3 1( , )GSM h Y K=  and sends the message 

6 1 3{ , , , , }Msg sid X M Y M=  to S . 

7). After receiving 6Msg , S  computes 

1( || || || || || )z
CS C Ssk h sid ID ID X Z X=  and checks 

whether 1M  and 

1( || || || || || || )z
C S CSh sid ID ID X Z X sk  are equal. If 

they are not equal, S  stops the session. Otherwise, S  checks 
whether 3M  and 1( , )GSh Y K  are equal. If they are not equal, 

S  stops the session. Otherwise, S  computes 

4 1( || || || || || )z
C G CSM h sid ID ID Y X sk=  and sends the 

message 7 4{ , ,success}Msg sid M=  to G . 

8). After receiving 7Msg , G  computes 

5 1( || || || )x
C G CGM h sid ID ID Y sk= ⊕  and sends 

8 3 4{ , , ,success}Msg sid M M=  to C . 

9). After receiving 8Msg , C  checks whether  the 

equations 4 1( || || || || || )x
C G CSM h sid ID ID Y Z sk=  and 

5 1( || || || )y
C G CGM h sid ID ID X sk= ⊕  are equal. If one 

of the two equations does hold, C  stops the session. 

Otherwise, S  is authenticated and C  confirm the session key 

1( || || || || || )x
CG C Gsk h sid ID ID X Y Y= . 

III. CRYPTANALYSIS OF CHIEN ET AL.’S PROTOCOL 
In password authentication and update schemes that the 

client is allowed to choose his password, the client tends to 
choose a password that can be easily remembered for his 
convenience [6]. However, these easy-to-remember passwords 
are potentially vulnerable to password guessing attack, in 
which an adversary can try to guess the client’s password and 
then verify his guess. The password guessing attack can be 
classified into the on-line password guessing attack and the 
off-line password guessing attack according. In the on-line 
password guessing attack, the adversary guesses a password 
and verifies its correctness through the on-line manner. In the 
off-line password attack, the adversary intercepts some 
password-related messages exchanged between the 
participants, and then iteratively guesses the password and 
verifies whether his guess is correct or not in an off-line 
manner. On-line password guessing attacks can be easily 
thwarted by limiting the number of continuous login attempts 
within a short period. In an offline password guessing attack, 
since there is no need for the server to participate in the 
verification, the server cannot easily notice the attack [6]. 
Although Chien et al. claimed that their scheme could resist 
various attacks; in the following, we will propose an off-line 
password guessing attack against the Chien et al.’s protocol 
where a malicious gateway of GPAKE is able to legally gain 
information about the password. Our attack consists of two 
phases. The detail is described as follows. 

 First phase 

1) Upon receiving the request message 

1 { , }CMsg sid ID=  sent by C , G  generates two random 

numbers *, qy z Z∈  and computes modyY g p= , 

modzZ g p= . Then, G  sends the message 

4 { , , , , }C GMsg sid ID ID Z Y=  to C . 

2) Upon receiving 4Msg , C  generates a random 

number *
qx Z∈ , computes 

1 ( ) modh pw

ZZ p
g

= , 

modxX g p= , 

1( || || || || || )x
CS C Ssk h sid ID ID X Z Z= , 

1( || || || || || )x
CG C Gsk h sid ID ID X Y Y= , 

2 ( || || || || || )x
CG C Gsk h sid ID ID X Y Y′′ = , 

1 1( || || || || || || )x
C S CSM h sid ID ID X Z Z sk=  and 

2 1( || || || || || || )x
C G CGM h sid ID ID X Y Y sk= . At last, 

C  sends 5 1 2{ , , , }Msg sid X M M=  to G . 



3) Upon receiving 5Msg , G  could carry out the second 
phase to get the password. 

 Second phase 

1) G  guesses a password *pw  from the uniformly 
distributed dictionary. 

2) G  computes *
1

*
( )

mod
h pw

ZZ p
g

= , 

*
1

*
( )

( ) mod
z

x
h pw

XZ p
X

=  and 

1
* * *( || || || || ||) ( ) )( C S

x
CSsk h si Z Zd ID ID X= . 

3) G  checks whether 1M  and 
*

1
* *( || || || || ( ) (|| || ) )S

x
C CSZ Z skh sid ID ID X  are equal. 

If they are equal, G  finds the correct password. Otherwise, 
G  repeats 1), 2) and 3) until the correct password is found. 

It is obvious that if *pw  and pw  are equal, we will have  

*
1 1

*
( ) ( )

modh pw h pw

Z ZZ p Z
g g

= = =                       (1) 

( )
( )

( )
( ) 11 1

*
1 1

( )( ) ( )

*
( ) ( )

( )

x zx z x
x

x h pwh pw xh pw

z z
x

h pw h pw

g gZZ
g gg

X X Z
X X

⎛ ⎞
= = =⎜ ⎟
⎝ ⎠

= = =

                (2) 

1
* * *

1

( || || || || || )

( || || || || || ( ) ) ( )

x
CS C S

x
C S CS

sk h sid ID ID X Z Z

h sid ID ID X Z Z sk

=

= =
    (3) 

and 

1 1
* * *

1

( || || || || || || )

( || || || || || ( ) || ( ) )

x
C S CS

x
C S CS

M h sid ID ID X Z Z sk

h sid ID ID X Z Z sk

=

=
       (4) 

Then we can conclude that Chien et al.’s protocol is 
venerable to the off-line password guessing attack. 

IV. COUNTERMEASURE 

In Chien et al.’s protocol, CSsk  is simply a linear 

combination of xg ,  zg , and 1 ( )h pwg . The adversary can 
deduce it upon identifying two out of the three values 
correlating to xg ,  zg , and 1 ( )h pwg . Then, having guessed 
what the password might be, the adversary can verify whether 
or not the guess is correct. To withstand such an attack, we 
just need to modify 3) and 5) of Chien et al.’s protocol as 
follows.  

 In the step 3) of Chien et al.’s protocol, G  compute 

1( ) modzZ g h pw p= ⋅  instead of 

1 ( ) modh pwzZ g g p= ⋅ . 

 In the step 5) of Chien et al.’s protocol, C  computes 

1

mod
( )
ZZ p

h pw
=   instead of 

1 ( ) modh pw

ZZ p
g

= . 

In the following, we show the modification could 
withstand the off-line password guessing attack described in 
the above section.  

1) Upon receiving the request message 

1 { , }CMsg sid ID=  sent by C , G generates two random 

numbers *, qy z Z∈  and computes modyY g p= , 

modzZ g p= . Then, G  sends the message 

4 { , , , , }C GMsg sid ID ID Z Y=  to C .  

2) Upon receiving 4Msg , C  generates a random 

number *
qx Z∈ , computes 

1

mod
( )
ZZ p

h pw
= , 

modxX g p= , 

1( || || || || || )x
CS C Ssk h sid ID ID X Z Z= , 

1( || || || || || )x
CG C Gsk h sid ID ID X Y Y= , 

2 ( || || || || || )x
CG C Gsk h sid ID ID X Y Y′′ = , 

1 1( || || || || || || )x
C S CSM h sid ID ID X Z Z sk=  and 

2 1( || || || || || || )x
C G CGM h sid ID ID X Y Y sk= . At last, 

C  sends 5 1 2{ , , , }Msg sid X M M=  to G . 

G  could guess a password *pw  and computes 

*
*

1

mod
( )
ZZ p

h pw
= . However, G  could not compute 

( )*
1

*
*

1 (
( ) mod

( ) )

x z
x

x
Z XZ

h pw
p

h pw
⎛ ⎞

= =⎜ ⎟
⎝ ⎠

 since he has 

to compute ( )*
1( )

x
h pw  from xX g=  and *

1( )h pw  and 

will face with the computational Diffie-Hellman problem. So 
G  could not verify the correctness of *pw . Thus, our 
countermeasure could withstand the attack described in the 
above section. 



V. CONCLUSIONS 
In the letter, we demonstrated that the Chien et al.’s 

GPAKE protocl is susceptible to an off-line password 
guessing attack. We also presented a countermeasure to 
withstand the attack. 
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Fig. 1.Chien et al.’s protocol 


