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Abstract: Recently, Sood-Sarje-Singh proposed an improvement to Liou et al.’s dynamic ID-based
remote user authentication scheme using smart cards to prevent impersonation attack, malicious user
attack, off-line password guessing attack, and man-in-the-middle attack. However, we demonstrate that
Sood et al.’s scheme is still vulnerable to malicious user attack, impersonation attack and steal
information from a database attack.
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1. Introduction

In 2004, Das et al. (Das, Saxena and Gulati, 2004) introduced the concept of dynamic ID-based
remote user authentication scheme using smart cards. Their scheme prevents that an attacker can
know the user’s identity. However, the scheme is susceptible to insider attack, masquerade
attack, and server spoofing attack (Awasthi, 2004, Goriparthi, Das and Saxena, 2009, Liao and
Wang, 2009, Liou, Lin and Wang, 2006, Wang et al., 2009). Liou et al. (Liou, Lin and Wang,
2006) proposed a new scheme which resolves the security vulnerabilities of Das et al.’s scheme,
in 2006. However, Sood et al. (Sood, Sarje and Singh, 2010) demonstrated that Liou et al.’s
scheme is vulnerable to impersonation attack, malicious user attack, off-line password guessing
attack, and man-in-the-middle attack.

In this paper, we demonstrate that Sood et al.” scheme is still vulnerable to malicious user
attack, impersonation attack and steal information from a database attack.

The rest of this paper is organized as follows. In Section 2, we describe the scheme
proposed by Sood-Sarje-Singh. Section 3 presents the security drawbacks of Sood et al.’s
scheme. Finally, conclusions are given in Section 4.

2. Review of Sood et al.’s scheme

In this section, we briefly review Sood et al.’s scheme (Sood, Sarje and Singh, 2010). The
scheme consists of the following phases: 1) registration, when a user wants to become a legal
member of the system; 2) login, when a user wants to initialize a communication with the
server; 3) authentication, when the server and the user verify the authenticity of each other and
establish a session key; 4) password change, when a user wants to update her password. The
notations used throughout this paper are summarized in Table 1.



Table 1. Notations
U User
ID User’s identity

PW  User’s password

S Server

X Server’s secret key

¥ Random number selected by S
h() One-way hash function

[l Concatenation operation

® Exclusive-or operation

2.1. Registration phase

This phase is invoked when U wants to access S. The process is as follows:
1. U chooses her ID and PW
2. Usends (ID, PW) to S via a secure communication channel
3. S chooses a random value y
4. S computes:
A=h(xlly)
B=h(D Il PW)® PW® h(x Il y)
C=h(x1ly) @ h(PW)
D =h(D Il PW) @ h(x)
5. Sstoresy @ x and ID @ h(x) corresponding to A in a database
6. S issues the smart card to U through a secure communication channel.
The smart card contains the following security parameters: B, C, D, h( )

2.2. Login phase

When U wants to login the remote server S, she inserts her smart card to the smart card reader
and keys her ID* and PW*. Then, the smart card performs the following steps:
1. Computes:
h(x 1 y)* =h(ID* Il PW*) @ PW* ® B
C*=h(x Il y)* @ h(PW¥)
2. Compares:
Cc¥?=C
3. After verification, the smart card computes:
h(x) =h(ID | PW) @ D
CID =h(x Il y) @ h(h(x) Il T) where T is the current date and time of U
M =h(h(x) I h(x Il y) I T)
4. U’s smart card sends (CID, M, T)to S

2.3. Authentication phase

When S receives the request (CID, M, T) at time 7", S carries out the following steps:
1. Checks the validity of time interval, if (7" — T) < AT, S accepts the login request of U,
otherwise the login request is rejected, where AT is expected time interval for a
transmission delay.



2. Computes:
A*=h(x1ly)=CID @ h(h(x) I T)
3. Recovers:
y @ x and ID @ h(x) corresponding to A* from its database

4. Extracts:

yfromy ® x

ID from ID @ h(x)
5. Computes:

M* =h(h(x) lh(x 1 y) I T)
6. Compares:
M* 7= M if the verification is correct the authenticity of U is assured
7. Computes:
V=h(A Ilh(x) I T Il Ts) where T is the current date and time of S
8. Ssends (V, Ts) to U’s smart card
Upon receiving the login response message (V, Ts), U’s smart card carries out the
following operations:
9. Checks the validity of T.
10. Computes:
V*=hh Ily) IhC) I Tl Ts)
11. Compares:
V* 2=V if the verification is correct the authenticity of S is assured
Finally, U and S computes the session key SK = h(ID [l h(x Il y) l h(x) | T | Ts)

2.4. Password change phase

When U wants to change the password, she inserts the smart card into the smart card reader,
keys her ID* and PW*, and request to change the password to new one, then the smart card
carries out the following operations:
1. Computes:
h(x 1 y)* =h(ID* | PW*) ® PW* ® B
C*=h(x Il y)* @ h(PW¥)
2. Compares:

C¥7=C
3. Request to U a new password PW,,,,
4. Computes:

B.ew =h(ID Il PW,,,) © PW,,, ® h(x Il y)
Cnew = h(‘x “ y) @ h(PWnew)
D,..,=h(D Il PW,,,) ® h(x)
and updates the values B, C, and D stored in its memory with B,,,,, Cy.., and D,,,,

3. Weaknesses of Sood et al.’s scheme

In this section, we demonstrate that Sood et al.’s scheme is vulnerable to impersonation attack,
malicious user attack and steal information from a database attack.

3.1. Malicious user attack

Sood et al. demonstrated that Liou et al.’s scheme is vulnerable to an off-line password guessing
attack under the assumption that an adversary can extract the secret information stored in her
smart card by monitoring the power consumption (Kocher, Jaffe and Jun, 1999) or by analyzing



the leaked information (Messerges, Dabbish and Sloan, 2002). However, Sood et al.’s scheme is
still vulnerable to this attack.

Suppose a legal but malicious user, she can extract the secret information (B, C and D)
stored in her smart card. Then, she can extract h(x) from D = h(ID || PW) @ h(x) because she
knows ID and PW. Moreover, the adversary can try to guess the different values of x and check
its correctness by verifying it with the value of h(x). Thus, Sood et al.’s scheme cannot resist the
off-line password guessing attack.

3.2. Impersonation attack

If the adversary has intercepted one of U’s previous login request message (CID, M, T) and she
has extracted h(x), she can perform the impersonation attack as follows:
1. Computes:
h(x Il y)* = CID @ h(h(x) Il T) because she knows h(x) and T
CIDyys = h(x Il y)* @ h(h(x) || Tyy) where Ty, is the current date and time of
the adversary
Mjuise = h(h(x) Th(x 11 y) 1| Tharge)
2. Adversary sends (CIDyyse, Mpuise, Thuise) t0 S
In this case, Ty, is valid because was computed by the adversary with the current time
and date.
Upon receiving the login request message from the adversary, S will carry out the
verification process:
3. Checks: the freshness of Ty, by means of T° — Ty, <= AT, where T’ is the S’s
current date and time.
4. Computes:
A*=h(xly) = CID ® h(h(x) I| Tjuse)
5. Recovers:
y @ x and ID @ h(x) corresponding to A* from its database

6. Extracts:

yfromy @ x

ID from ID @ h(x)
7. Computes:

M* =h(h(x) lh(x 1 y) I T)
8. Compares:
M* 7= My, it is obvious that S will accept the login request message
It is obvious that Sood et al.’s scheme cannot resist the impersonation attack. Although
the session key computed by S is unknown by the adversary, the attack reveals a weakness in
Sood et al.’s scheme.

3.3. Steal information from a database attack

In Sood et al.’s scheme, S maintains a verification table where security information is stored. If
the adversary can obtain the database, she can recover y from y @ x and ID from ID @ h(x) of
each user. The scheme proposed by Sood et al. cannot resist the steal information from a
database attack.



4. Conclusions

In this paper, we demonstrate that the improvement authentication scheme proposed by Sood-
Sarje-Singh is still vulnerable to malicious user attack, impersonation attack and steal
information from a database attack, making the scheme unsecured for electronic services.
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