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ABSTRACT. The discrete logarithm problem with auxiliary inputs is to solve «
for given elements g, g%, ... ,go‘d of a cyclic group G = (g) of prime order p.
The best-known algorithm, proposed by Cheon in 2006, solves « in the case of
d|(p £ 1) with running time of O (\/m + di) group exponentiations (i = 1
or 1/2 depending on the sign). There have been several attempts to generalize
this algorithm in the case of ®j(p) for k > 3, but it has been shown, by Kim,
Cheon and Lee, that they cannot have better complexity than the usual square
root algorithms.

We propose a new algorithm to solve the DLPwAI. The complexity of the
algorithm is determined by a chosen polynomial f € Fp[z] of degree d. We
show that the proposed algorithm has a running time of 9] (\ /p/T5 + d) group
exponentiations, where 7y is the number of absolutely irreducible factors of
f(z) — f(y). We note that it is always smaller than O(p*/2).

To obtain a better complexity of the algorithm, we investigate an upper
bound of 7¢ and try to find polynomials that achieve the upper bound. We
can find such polynomials in the case of d|(p & 1). In this case, the algorithm
has a running time of 9] (m + d) group operations which corresponds with

the lower bound in the generic group model. On the contrary, we show that
no polynomial exists that achieves the upper bound in the case of d|®3(p) =
PP +p+1

As an independent interest, we present an analysis of a non-uniform birth-
day problem. Precisely, we show that a collision occurs with a high probability
after O( ﬁ) samplings of balls, where the probability wy of assigning

balls to the bin k is arbitrary.

1. INTRODUCTION

1.1. Discrete logarithm problem with auxiliary inputs. The discrete log-
arithm problem with auxiliary inputs (DLPwAI) in a group G of prime order p
is: Given g, g%, ... ,go‘d € G, to compute . A number of variants of the DLP
such as Weak Diffie-Hellman Problem (WDHP) [16], Strong Diffie-Hellman Prob-
lem (SDHP) [2], Bilinear Diffie-Hellman Inversion Problem (BDHIP) [I] and Bilin-
ear Diffie-Hellman Exponent Problem (BDHEP) [3] ask to determine some values
encoded by the discrete logarithm « for the given g, g%,... ,gad € @G, so solving
the DLPwAI implies to solve these problems. These problems arise in a number
of contexts, for example, a traitor tracing [I6], short signatures [2], an ID-based
encryption [I], a broadcast encryption [3] and so on.
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The state-of-the-art algorithm for this was proposed by Cheon [3] [6] and Brown
and Gallant [4]. Tt has a running time of O(y/p/d + v/d) group exponentiations in
the case of d|(p — 1) and O(y/p/d + d) in the case of d|(p+1). The idea of Cheon’s
algorithm is to embed the discrete logarithm « into the finite fields IF,, or Fj». He
exploits the fact that a? can be embedded into an element of a small subgroup of
F, or F,> when d is a divisor of p & 1.

After then, there have been several generalizations that attempt to solve the
problem when d is a divisor of ®(p) for the k-th cyclotomic polynomial ®(z) |20}
14, [7]. Satoh [20] generalized the algorithm using the embedding of & € F,, into the
general linear group GLy(F,). However, its complexity for k& > 3 was not clearly
understood. Recently, Kim, Cheon and Lee [14] realized that Satoh’s generalization
is essentially the same as the embedding of I, into Fx, and clarified the complexity
of the algorithm. Unfortunately, their result suggests that the complexity of this
generalization is not faster than the current square-root complexity algorithm such
as Pollard’s rho algorithm [19] for k& > 3.

Cheon, Kim and Song [§] recently presented an algorithm to solve o when nether
p+ 1 nor p — 1 has an appropriate small divisor d. Precisely, they solve o when
k1 akd . 5 T .

g%, ..., are given where the set of k;’s forms a multiplicative subgroup of
However, currently the reduction of the DLPwAI to this problem is not

1.2. Our contributions. We present a new algorithm to solve the DLPwAI. The
proposed algorithm has a running time less than 5(p1/ 2) in any case of d < p'/2. We
briefly describe the algorithm in the followings. One chooses a proper polynomial f
of degree d. Then one randomly chooses elements r; and s; from F, and computes
two lists (the value of m will be determined later)

Ly := {gf(””) :r €Fp, 1 <i<m} and Ly := {gf(sf) 15, €Fp 1 <j<m}.

If the two lists have an element in common, say f(r;,«) = f(s;,), then finding roots
of f(a) = f(ri,a) — f(sj,) in F, gives d candidates for the desired solution.

For the refinement of the complexity, we consider several problems. As a first
step, computing the list L; can be considered as the problem to compute multipoint
evaluation when coeflicients of a polynomial are exponentiated, that is, to compute
g?r) .. gatrm) for given g%, ... g%, where ¢(z) := qo + q1z + --- + qgz®. The
naive approach would take O(m - d) operations in G. However, we obtain a fast
multipoint evaluation method to compute it in 5(m + d) group operations using
the usual fast multipoint evaluation method. A similar result was proposed in [I7]
using the fast Fourier transform multiplication. We note that the technique is also
extended to the Schonhage-Strassen multiplication algorithm.

If the size of the image of f is N, then the birthday paradox (under the as-
sumption that f is a random function) suggests that the lists L; and Lo have a
collision with high probability for m = O(N 1/ 2). To obtain a more precise colli-
sion probability, we consider a non-uniform birthday problem. Suppose that there
exist N bins and a randomly sampled ball is assigned to the bin k € {1,2,..., N}
with a probability w. Our analysis shows that the probability of a bin containing

at least two different balls after r samplings is non-negligible for r > ——L—.
plng glg N ]
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Applying the result to our case, the two lists have a collision with high probability
after O (M) samplings.

There have been several contexts [0, I8, 21] dealing with the birthday problem of
non-uniform distributions. Although they precisely determine the expected number
of trials until a collision, their results only apply when the probability wy is bounded
by ¢/N for some constant ¢ independent with N. We remark that our analysis
applies even when wy, is not well-bounded, e.g. wy, = N~

Let ps be the number of rational points over [F,, on the curve defined by f(z) —
f(y) = 0. Then, as in [15, [10], we can see that >, wy? = Z—é. From this, we derive

that the overall complexity of the proposed algorithm is given by 9] (\/ p?/pr+ d)

group exponentiations. By Weil’s theorem, we have py = 7pp = O(dz\/ﬁ), where
7r is the number of absolutely irreducible (that is both irreducible over F,, and its
algebraic closure) factors of f(x)— f(y). To obtain a better complexity, we need to
find a polynomial f € F,[z] with the large number of 7 as possible.

We show that 7y is at most }_p, #ﬂ?p), where ordp(p) is the multiplicative
order of p modulo D. In particular, in the case of d|®x(p) for the prime k, we have
7§ < % +ged(d,p—1). When d|(p—1), one has 7y = d for the polynomial
f(x) = 2% and f(z) — f(y) factors into all linear factors. In the case of d|(p + 1),
one has 7p = % + ged(d,p — 1) for the Dickson polynomial D(z) and
D(z) — D(y) factors into all quadratics except one or two linear(s). Applying the
proposed algorithm, it takes 6( \/]% + d) group exponentiations to compute the
discrete logarithm a. In the case of d|®3(p) = (p?+p+1), we show that f(z)— f(y)
cannot have an absolutely irreducible cubic factor for any polynomial f, thus it is
impossible to achieve the upper bound of 7/ in the case.

The rest of the paper is organized as follows: We begin with the description of
the algorithm and present complexity analysis in Section[2] In Section[3] we present
a fast multipoint evaluation method on exponents. The analysis of the birthday
problem with a non-uniform distribution is presented in Section 4} In Section [5] we
discuss on the choices of polynomials that attain the proposed upper bound of 7.
We summarize the results and suggest future problems in Section [6]

2. THE MAIN ALGORITHM

In this section, we present an algorithm to solve the DLPwAI with a function
defined by a polynomial f € F,[z]. Throughout the paper, ®;(x) denotes the k-th
cyclotomic polynomial and ¢(k) is the Euler-totient function.

2.1. Algorithm description. Let G = (g) be a group of prime order p. The
problem is to solve « for given g,g%,... 7g"d € G. Cheon’s algorithm and its
generalizations use an embedding of the discrete logarithm a € I, to auxiliary
groups such as extension fields of IF,. However, by the recent result of Kim, Cheon
and Lee [I4], the complexity of the several generalizations in the case of d|®(p)
for k > 3 [20, [7] is always greater than p'/2. Thus we need to consider a different
approach to solve the DLPwAI

To begin with, we choose a polynomial f € Fjz] of degree d. The proposed
algorithm uses a map defined by the polynomial f. While the previous algorithms
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require an algebraic structures of the auxiliary groups, we solely concentrate on the
value set of the polynomial f. The brief description of the algorithm is as follows.

Step 1: For given f € F,[x] and g,¢%,... ,gad € G, one computes two lists
L= {gf(”") i1 €Fp,1 <i<m}and Ly := {gf(sf) 15, €Fp, 1 <j<m},

where r; and s; are randomly chosen from F, and m is a positive integer
determined later.

Step 2: Find a non-empty intersection between L and Lo, if it exists. If not,
repeat Step 1. .

Step 3: One recovers a by finding roots of f(«) := f(r;,&) — f(s,) in F,, and
using (g, g*) to identify a.

We take a close look into the complexity of the proposed algorithm in the next
subsection.

2.2. Complexity analysis. Consider a naive analysis of the algorithm. First,
suppose that the value set V(f) := {f(z) : « € F,} is of size N. Assume that
the map = — f(x) behaves as a random function. Then by the birthday paradox,
we expect the lists L; and Ly have an element in common for m = O(N'/?)
with high probability. Next, a naive approach to compute L; would take O(md)
exponentiations in G. Overall, the complexity of the algorithm is at least Q(N1/2).
However, for a random polynomial of degree d, the size of the value set of f is about

B R € S I PN C R A
1— g+ 4+ 54 p~ (1—1)-pon average [22], where e denotes the base

of the natural logarithm. Thus the complexity is already greater than Q(p'/?).

To obtain the better complexity of the algorithm, we should consider several
problems. The following theorem shows how to compute L; in O(m) exponentia-
tions in G.

Theorem 2.1. Suppose that an algorithm that multiplies two polynomials of degree
less than d has a running time of M (d) operations inF,. Let f(z) = ap+ar1z+---+
ag—1247t € Fplz]. Given g7 @) = (g%, g9, ..., g% ) and random 1, - ,r4 € F,,
one computes g/(m0) ... gf(ra=1) in O(M(d)logd) operations in G.

Proof. The sketch of the proof will be given in Section [3] O

We also observe that the map defined by the polynomial is not a random function
in general. In the case, as opposed to the random case, the values of the map are
non-uniformly distributed. Intuitively, one might have more collisions for value sets
in the non-uniform case. This leads us to consider the birthday problem with non-
uniform distribution. The following result is a simpler than the problem studied in
the papers [9, [I8, [21], but it is enough for our applications.

Theorem 2.2. For a positive integer N and k € {1,2,..., N}, let wy, be the proba-

bility that a randomly sampled ball is put into the bin k. Let S, be the probability that

a collision occurs in v trials. Assume that W = maxg{wg} < i. Let D = ﬁ
k "k

Ifrzq/D—F%—F%, thenS,.zﬁ%l.

Proof. The proof will be given in Section (]
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Let V(f) := {f(z) : « € Fp} = {y1,...,yn} be the value set of a polynomial
f € Fpy[z] of degree d. Let R; := [{y € V(f) : |f~'(y)| = i}| and p; := |{(x,y) €
F, xFp, : f(z) = f(y)}|, then we have the following equalities,

d d d
i=1 i=1 i=1
and we can see that p < py < dp.

Using the above theorems, we can obtain our main theorem. It shows that the

proposed algorithm has a running time of 9] (\/% + d) group operations that is

always less than O(p*/2).

Theorem 2.3. Let notations described above. Let f(z) = ap + a1z + -+ agrd €
F,[z] be a polynomial of degree d. Let G = (g) be a cyclic group of prime order
p. Suppose that an algorithm that multiply two polynomials less than degree d has

a running time of M(d) operations in F,. For given f(x) and g“,--- 7g“d, one
computes « in an expected number of O (\/L/Tf . W + d) operations in G and

an expected number of O(M (d)log dlog(dp)) operations in .

Proof. Suppose that one evaluates f at a random element r; € F), repeatedly until
a collision, f(r;) = f(r;) for ¢ # j, occurs. This event can be regarded as a non-
uniform birthday problem in the sense that the ball r; is put into the bin f(r;). Let
wg be the probability that a ball is thrown into the bin k. Then each probability
is given by (after proper reordering)

( ) (1 12 2 d d)
L ) e A I
. N p p'p p p

—_— —— —_——
Ry Ro Rg

By Theorem one obtains a collision with high probability after O (\ /1) % w,%) =

O(+/p?/ps) random elements are sampled. The overall complexity is analyzed in
the following steps.

1) Given f(z) = a9 + a1z + --- + agz® and g, ¢%, -, O‘d, one computes
( 9.9 g

g%, (g*)*, .-+, (go‘d)“d in (d+ 1) group exponentiations. Given

fa(z) = flaz) = ag + (a-a1)z + (a* - az)2® + -+ + (a® - ag)z?,

we denote by gf«(®) = (gao’ (g*),---, (gad)“d)
(2) Let m := O(y/p?/py). One chooses random elements ry,--- ,r,, € Fp, and

m

computes gfo(m) ... gle(rm) in [27. O (M(d)logd) group operations in
G by Theorem

(3) One chooses random elements s1, - - - , S, € I, and computes f(s1),- - f(Sm)
using the standard fast multipoint evaluation method in [ % ]-O(M (d) log d)
operations in F,.

(4) One raises to the power of f(s;) for eachi = 1,--- ,m to obtain g/(51) ... gf(sm)
requiring m group exponentiations.

(5) One finds indices i and j satisfying gf«(") = ¢f(s) which is guaranteed
by Theorem 2.2 with non-negligible probability. If there is no such element
then one repeats the steps from [2] to
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(6) One computes at most d candidates for o by finding roots in F,, of

fla) = fa(ri) = f(s;)

= (ar))a+ (ard)a? 4+ -+ (agrd)a® — (ars; + - + ads?).
It takes an expected number of O(M (d) log dlog(dp)) operations in F,, using
the root finding algorithm [23] Corollary 14.16].

(7) One identifies the exact solution « from d candidates exhaustively using
the information of (g, ¢%) which takes d group operations.

O

Remark 2.4. The multiplication cost M (d) is O(dlog d) when using the FFT method
and O(dlogdloglogd) when using the Schonhage-Strassen method. In both cases,

the complexity of the proposed algorithm is bounded by 0] (\/ p?/pr+ d) opera-

tions in G without the log factors log d log log d for the FFT method (or, log? dloglog d
for the SS method).

In the following sections, we will present the omitted proofs and discuss on several
polynomials suited for the proposed algorithm.

3. FAST MULTIPOINT EVALUATION ON EXPONENTS

In this section, we discuss on the polynomial evaluation method when the coeffi-

cients of a polynomial are exponentiated, that is, to compute g7 (") ... ¢f("a) when
(@) .— (g@o adi-1Y ig o f 1 ial — d—14 ..

g = (g%,...,g%-1) is given for a polynomial f(z) = ag—12* *+---+a1x+ag €

Fplz].

Given g/(*) and h(x), where f(z) and h(x) are polynomials of degree less than d,
one can compute gf@"@) and ¢gf@+2=) in O(d?) and O(d) exponentiations in
G. Furthermore, one can apply the fast multiplication method such as the fast
Fourier transform (FFT) method or the Schonhage-Strassen (SS) method to com-
pute g/ (@) in 5(d) exponentiations in G.

From the observations, it is easy to obtain a fast multipoint evaluation method
on the exponentiated elements. A similar method is used in [I7], where the coeffi-
cients of the polynomial being encrypted by an additive homomorphic encryption
scheme. He showed that the evaluation costs O(M(d)logd) homomorphic opera-
tions (additions and scalar multiplications), where M (d) is the computational cost
of the FFT multiplication. It follows from the observation that the FFT multiplica-
tion algorithm analogously applies to compute Enc(f - f ) for given Enc(f) and f in
M (d) homomorphic operations. Here, Enc is the additive homomorphic encryption
and Enc(f) := (Enc(ag),...,Enc(ag—1)). The technique also applies to our case
simply replacing Enc(a;) with g*:.

The FFT multiplication, however, only works when I, contains a d-th root
of unity, i.e. d|(p — 1). In our application, (p — 1) does not necessarily have
a proper divisor d, so we need to remark that the multipoint evaluation on the
exponentiated elements is also possible using the SS multiplication method. In the
SS multiplication, the field F, can be arbitrary.

We briefly describe the algorithm in the following.
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3.1. Schénhage-Strassen multiplications. Suppose that deg(fh) < d = 2* for
m = 2L%/2] and t = d/m. Write down the polynomial as f(x) = Ag(x)+ A (x)z™ +
v Ayg (2)2™1) where A; € Fy[z] with degree less than m and let f(x,y) :=
Ao(x) + Ar(2)y + -+ A1 (2)yt L € Fplz, 9] so that f(z,2™) = f(z).

Consider the ring D := F,[z]/(z*™ + 1) and let ¢ := z mod (z*™ + 1) € D be
an element corresponding to x in F,[z]/(z*™ + 1). Then we can regard f*(y) :=
F(Cy) = Ao(O) + A1 (Qy + -+ A;_1(¢)y*~! as a polynomial in y with the co-
efficients in D. For two polynomials f and h, the SS multiplication computes
F*(y)h*(y) mod y* + 1 that is equivalent to f(x)h(x) mod z? + 1.

Since ¢?™ = —1, ( is a 4m-th primitive root of unity in D, so n = (2 (or n = ()
is a primitive 2¢-th root of unity in D, when t = m (or ¢ = 2m, respectively).
Now f*(y)h*(y) mod (y*+ 1) is equivalent to compute f*(ny)h*(ny) mod (y* —1).
It can be done by the fast Fourier transform method with the ¢-th primitive root
of unity w = n? in D. The multiplication in D can be done recursively with
polynomials of degree less than 2m. We simply write g7 (®) = (g%, g%, ... g%-1) =
(g%, ..., g ), where gt = (g%mi, gtmitr ., gomitn=1).

Algorithm 1 Schonhage-Strassen Multiplication (in exponential form)

Input: d = 2F € N, an element g of order p, (g%, g™, ..., g%1) and (b, ...,bg_1)
where f(2) = ag+- - -+ag_129" ! and h(z) = bo+- - -+bg_129" " with deg(fh) < d
Output: g/ @M@ .= (geo ger gea-1) ¢ G4
(1) m « 2/2 ¢t d/m
let gf®) = (g#,... g4 1) and h(x) = (Bo,...,B;_1) so that f(z) =
Zf;é Ai(z)x™ h(z) = Zf;é B;(x)z™ where A;, B; € Fp[x] of degree less
than m.
(2) let D =F,[z]/(z*" + 1) and ¢ < = mod (z?™ + 1)
if t = 2m then n < (, otherwise n < (? (n is a primitive 2¢-th root of
unity)
compute g¢ (1) = gf" (ny)h" (ny) mod ("= with a t-th root of unity 12 using
the fast Fourier transform method as described in [I7]
call the algorithm [I| recursively to compute multiplications in D
(3) return g¢ W) = (g%, ... ¢gC-1)

sketch proof of Theorem[2.1l The analysis of the complexity easily follows by re-
placing the addition/multiplication in the field F,, with the multiplication/exponentiation
in the group G. In the case of using FFT multiplication, we refer to [I7]. The
original SS multiplication takes O(dlog dloglog d) operations in F,, so the SS mul-
tiplication in the exponential form requires O(d log dloglog d) operations in G. The
multipoint evaluation method in the exponential form using SS multiplication takes
O(dlog? dloglog d) operations in G. O

4. GENERALIZED BIRTHDAY PROBLEM: NON-UNIFORM DISTRIBUTION

Consider a function f(z) on F, with image size N. If one evaluates f(z) at a
random point repeatedly, one eventually has a collision f(x;) = f(z;) for i # j since
its image is finite. Assuming that f behaves like a random function, the collision
occurs in O(v/N) steps with high probability by the birthday paradox.
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The randomness of the function requires the preimage of f to be equi-sized. It is
not always the case, if the function is given by a random polynomial of degree d. For
the efficiency of our algorithm, we hope to find a collision faster than O(v/N). It
leads us to consider a birthday problem that applies when the sampling probability
is not uniformly distributed.

Suppose that we have N bins numbered from 1 to N. For k = 1,2,..., N, let
wg be a probability that a randomly sampled ball is put into the bin k. We are
interested in finding the probability of a bin containing at least two different balls.

A number of contexts discuss on this kind of problem [9, I8, 2T]. They pre-
cisely determine the expected number of the trials until a collision, it is given by

ﬁ + O(N'/*). However, their analysis only applies when the probability

wy, is bounded by ¢/N, where ¢ is a constant independent of N. For our case,
the probability wy can be up to d/N, where d = N3, Thus we present an
analysis of a non-uniform birthday problem of which the probabilities are not well
bounded. Our analysis shows that a collision occurs with non-negligible probability

in O (\/ /> wz) samplings for any probability distribution of wy.

Let S, be the probability that a collision occurs in r trials. Define E,(f) by
an event that a collision occurs in the bin k after r trials. Then, by Bonferroni
inequality and the inclusion-exclusion principle, we have

N
r U---u = —1)! (B n---nE”
Pr(E" E 1)1+ Pr(E" B

i=1 1<ki<ko<---<k;<N

Sy

Pr(E) — Y PuE nE).
k=1 1<k<f<N

WE

Unless there is no ambiguity, we will omit the superscript (r) in El(:). We first
determine a lower bound for Pr(E}).

Definition 4.1. For k € {1,2,..., N}, Bﬁl,)c is the set of vectors b = (b1,...,b.) €
{1,2,..., N}" such that the number of b;’s satisfying b; = k is equal to i.

Lemma 4.2. For a positive integer N and k € {1,2,...,N}, let wy be the prob-
ability that a randomly sampled ball is put into the bin k. Let Ej be the event
that the bin k contains at least two different balls after v > 2 samplings. Then the
probability of Ey is lower bounded by

Pr(E,) > (r_21)r-w,%{l(r1) <1i>wk}

Proof. With the notations in Definition we have

Pr<Ek):Z Z Wy, -+ -wp, =1 — Z Wy, Wy, + Z Wy, ** - Wp,

i>2 7 (i 2 p(1 7o (0
i225eB(), beB) beB)
The summation ZEG B Why =+ - W, is the probability that only one ball is put into
rk
r—1

the bin k until r trials, so we have ZEEB(1> Wpy - wp, = 7wy - (1 — wy)
rk

Similarly, we have 3 ;o wp, -+ wp, = (1 —wy)" since it is the probability that
rk
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no ball is thrown to the bin k until r trials. It follows that
Pr(Ey)=1- (7" cwg - (1= wk)T_l +(1- wk)r) =1-(1- wk)r_1 (14 (r—1Dwg).
On the other hand, for » > 2, we have

2

> (r;l)r.wi_(r—l);(r—Q) )

(-2

In the first inequality, we used that (1 — 2)™ <1 —nx + (g)xQ for 0 <2 <1 and
n > 1. O

1= (w1 - D 2 1 (1= 0= Dt (75 ud) - @4 6= D)

Now let us consider an upper bound of Pr(Ej N Ey).
Lemma 4.3. Let the notations as in Lemmal[{.4 Then we have

-2
Pr(Ey N Ey) = Z Z wb1~-~wb7,§(;>~<r2 )wiw?

>2 () ()
hjZ beB!) NBY)

Proof. For b = (b1,...,b.) € Bﬁl)ﬂ OB( 7) with > 2,7 > 2, there exist 17 # i
and ji1 # jo such that b, = b;, = k and bj, = bj, = {. In that case, we have
Wp, + - Wp, < wk we The value (;) indicates the possible number of two positions
for k and (%2) stands for the possible number of the other two positions for £. [

From the above results, we prove Theorem [2.2]

proof of Theorem [2.3 Assume that r < . Then we have (r — 1) (1 — ﬁuk <
2

(r—1)wy < 52 < 1 for all k. It yields Pr(Ej) > w -w? using Lemma 4.2, Let

w Zszl w?. Then we have the followings

B(r) 7%(r—1)2
Pr(Ey)— Y Pr(BpnE)> SR E— > wiwg
1<k<N 1<k<t<N 1<k<t<N
2
? B(r) _ B(r)?
— 2 4
-9 ] ’ Z We |~ Z W = 9 9

1<k<N 1<k<N

B;T) (1—B(r)), is maximized by § when r = rg such that B(rq) =

%, ie. ro(ro — 1) = D, equivalently, ro = /D + % + % Ifrg < 2W’ then the above
inequality holds, so we have S,, > %. Since S, increases as r grows, we have S, > 1 s
for r > rg.

On the contrary, if 57 < rg, we have

1 1 1 1 1 W 1
> _ = _ ] 2 > - — . 2 = >
> [B(r)]r=1/2w (8W2 4W> gk wy, > <8W2 4W) %% S 1216

N |
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where the first inequality comes from B(r) < 1 if and only if r(r — 1) < ﬁ if
k "k

and only if 2 —/D+1 <r<i4+,/D+1. Since 1B(1 — B) is increasing for

B < 3, wehave Sijow > [5B(1 = B)],_ oy > 515 (1 - 15) = g5 (Note that the
inequality (4.1]) also holds when r = W) Thus, we have S, > 51/2W > 1 O

The above theorem shows that a collision occurs with non-negligible probability
after about trials although the probabilities are arbitrarily distributed. We
/72)? w2 g p y

consider several examples in the followings.

Example 4.4. In the case of wp = O (%) for all k, a collision occurs with non-
negligible probability after Q(\/N ) trials as the usual birthday paradox.

Theorem [2.2|asserts that a collision occurs with high probability after O (, / ﬁ)
k "k

trials. Precisely, in [9], they derived the expected number of trials until a collision
when wy, = O (), it is /22 2 + O(N'*) as N — 0.

Example 4.5. The proposed theorem also applies even when w; = Q( ) for
some k. In the proof of Theorem E we have shown that Sy ow > g7 for W =

N
0] (%) trials which is faster than the usual expectation of the birthday paradox.

maxg{wg}. It is meaningful, when W = Q (f)’ since a collision is guaranteed in

Example 4.6. Consider the birthday problem given by a polynomial f € Fp[z] as
in Theorem Suppose that the probabilities are given by

1 1 2 2 d d
(wiyoywy) = =y = 2 20D,
pp D p p

—_——

Rq Ro Ry

The size of the value set of f is >, R;, and rough estimation of the birthday
paradox suggests a collision occurs in O (,/Z R; ) but a collision can be found

in O(\/jm) <0 (\/Z R; ) by Theorem l The inequality comes from the
Cauchy-Schwartz inequality.

5. POLYNOMIALS FOR THE PROPOSED ALGORITHM

In the rest of the paper, we assume that d is relatively prime to p.

5.1. Substitution polynomials. Let f(z,y) € F[z,y| be an irreducible bivariate
polynomial defined over a field F. The polynomial f is said to be absolutely irre-
ducible if it is also irreducible over the algebraic closure. For a polynomial f(z),
one defines substitution polynomial of f as the bivariate polynomial f(z) — f(y).
For the efficiency of the algorithm, one needs a polynomial f with large value
of py as possible. In the following lemma, we observe that py is closely related to the
number of absolutely irreducible factors of the substitution polynomial f(x)— f(y).

Lemma 5.1 (Weil’s bound [24]). Let f € F,[z] be a polynomial of degree d. Let
T be the number of absolutely irreducible factors of the substitution polynomial of
f. Then we have T¢p — dz\/]? <pr<Tpp+ d2\/;5.
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By Weil’s bound, for d < p'/#, the complexity of the proposed algorithm becomes

5(m+d)~5< p/Tf+d).

Thus, Lemma [5.I] reduces the proposed algorithm of finding a polynomial whose
substitution polynomial has many absolutely irreducible factors as possible. We
shall discuss on the upper bound of the number 7; and try to find polynomials that
attain this bound in the following subsections.

5.2. An upper bound of the number of absolutely irreducible factors. We
observe that there exist polynomials of which the substitution polynomial factors
into all linear absolutely irreducible factors (i.e. 7 = d) when d|®(p) = (p—1), or
all quadratics but one or two linear(s) (i.e. 74 ~ ) when d|®2(p) = (p-+1) [10, [15].
From this observation, we attempt to find a polynomial, in the case of d|®x(p),
whose substitution polynomial factors into all k-degree factors except a few small
degree factors. We show that the substitution polynomial of any polynomial cannot
have an absolutely irreducible cubic factors in the case of k = 3 using the same idea
used in the previous papers such as [I3], 10, 1T, 12]. This shows that we cannot
achieve 7y ~ ¢ in the case of d|®3(p) = (p*> +p+1).

Assume that the factorization of f(z) — f(y) into irreducibles over F,, be given
by

f@) =) = gi(z,y) - gs(2,y).

Let gl(l‘,y) = hivdi + hi,di—l —+ -+ hi,l + h@o, where hi,j € Fp[lﬂ,y] is the
homogenous part of degree j in g;(x, y), and d; denotes the highest degree of g;(z, y).

Throughout this section, we simply write 7 instead of 7. As an independent
interest, we also give another proofs of Lemmal5.2]and Theorem [5.3]in Appendix[A]

Lemma 5.2. Let d be a positive integer dividing Py (p) for prime k. Let { be a
primitive d-th root of unity in F k. Then we have the followings: either = Fpr\Fp
for alli # 0 (modd) if d = 1 (modk), or only C/*)¢ fori=0,1,--- k-1 are in
F, if d = 0(modk). Note that there exists no positive integer d dividing ®(p) if
d#0,1(modk).

Proof. Note that ¢! € F, if and only if (*»=1) = 1 if and only if i(p—1) = 0 (mod d).
The number of such ¢ is equal to ged(d,p — 1). The value of ged(d, p — 1) divides
ged(Pk(p),p— 1) = ged(p* ' + -+ +p+1,p—1) = ged(p — 1, k)

which only can be 1 or k for prime k.

If d = 0 (mod k), then ged(d,p — 1) = k and all the k-th roots of unity, ¢(/*)-4,
lie in Fp. If d # 0 (mod k), then ged(d,p — 1) = 1. Thus only ¢° = 1 lie in F, in
that case and all * € F,x\IF, for i # 0 must form conjugate k-tuples

(H GRS NNGLE

which is possible only when d — 1 = 0 (mod k). Otherwise, d cannot divide ®(p) if
d #0,1 (mod k).

In the following theorem, we give an upper bound of 7.

Theorem 5.3. Let f € Fplz] be a polynomial of degree d. Assume that d|®y(p).
Let T be the number of absolutely irreducible factors in the factorization of f(x) —
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f(y). Then we have T <3 p #}f()p). In particular, when k is the prime, we have

either
d—1 d—k
T§T+1 ford=1(modk) or T§T+k‘ for d =0 (mod k).
Proof. Consider
f@) = fy) = @ =y +aa2@? =y )+ +ax(a® — )+ a1 = g1 g

Comparing the highest homogeneous term gives

z® —y? = hy 4, -+ hsa,, where h; 4, € Fplz,y).

Since z¢ — y? = [1pa®p(z,y) and ®p(z,y) factorizes into Olfi(DD()p) distinect

irreducibles of degree ordp(p), we have at most > p, % absolutely irreducible
factors. Here, ordp(p) denotes the multiplicative order of p modulo D.

Let ¢ be a primitive d-th root of unity in F,x. For the prime £, z? — y¢ has
irreducible factors (over F,) of either linear factor, (z — ('y) for ¢* € F, or degree-
k factor,

(¢ = Cy) (&= ¢y) - (w = ¢
for ¢ € F,x\Fp. Thus, by Lemma the number of irreducible factors of z¢ — y¢
is either <L +1 for d = 1 (mod k) or 4% +k for d = 0 (mod k). Since the factor g;
is determined by its highest degree term h; 4,, the number of absolutely irreducible
factors is less than the number of irreducible factors of 2% — 3. O

Y),

5.3. Several Examples. In this section, we present several polynomials of degree
d that achieve the upper bound of 7; in the case of d|®1(p) and d|®2(p). In the
case of d|®3(p), no polynomial can attain the upper bound.

5.3.1. Case 1: d|®;(p) = (p — 1). In this case, the possible number of the irre-
ducible factors is at most d. Consider f(z) = x¢ with d|(p — 1). Then a primitive
d-th root of unity ¢ exists in F,, and f(z) — f(y) has d absolutely irreducible linear
factors over I, since the factorization is given by

d

f@) = f) =@~y

=1

For a fixed non-zero y, f(x) = f(y) if and only if = ¢’y for each i = 1,...d, so the
map x — f(x) is a d-to-1 function except on z = 0. Finally, py = Ry + d* - Rq =
1+d 2t =1+4d(p-1).

Remark 5.4. Applying Theorem with the polynomial f(z) = 2? such that
d|(p — 1), one solves the discrete log « in 5(\/}% + d) group operations which
can be lowered by O(p'/3) when d = p'/3. Note that the polynomial of form
f(x) = a(x + b)? + ¢ suggests the same asymptotic complexity since the value set
does not change by translations.
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5.3.2. Case 2: d|®3(p) = (p+1). In the case, the possible number of the absolutely
irreducible factors is at most L%J Consider the Dickson polynomial of degree d.
For a nonzero a € F,,, the Dickson polynomial is defined by

Ld/2]

d (d—k
D _ —a)kpd—2k
e = 3 G () et
The following lemma shows that the substitution polynomial of the Dickson polyno-
mial has exactly Ld—fj absolutely irreducible factors and presents the exact number
of py.
Lemma 5.5 ([10, 15]). Assume that d|(p + 1) and ¢ be a primitive d-th root of
unity in Fp2. Then
[(d=1)/2] } ‘ } }

Dy(x,a)=Da(y,a) = (z'=y") [ (2* = (" +¢ ey + 9 +a(® + (¥ - 2),

i=1
where t =1 for odd d and t =2 for even d. For the number p¢, one has

pf = @ + O(d?).

Remark 5.6. Applying Theorem with the Dickson polynomial Dy(z,a) with
d|(p+1), the discrete log o can be recovered within O (y/Z5 + d) group operations
for d < p'/2. Tt can be lowered to O(p'/3) when d = p/3.

5.3.3. Case 3: d|®3(p) = (p>+p+1). In this case, the possible r is at most %Jrl
for d =1 (mod 3) and % + 3 for d = 0 (mod 3). This kind of polynomial appears
only when the factorization of f(x) — f(y) is given by

@) = £6) = (o' =) [] i)

where each of g; is an absolutely irreducible cubic factor (¢ = 1 or ¢t = 3 depending
on the residue class of d modulo 3). In the next section, however, we show that
such a polynomial does not exist.

Theorem 5.7. Let ¢ be a primitive d-th root of unity in Fps. Assume that f(x) €
F,lz] is a polynomial of degree d. Then f(x) — f(y) cannot have an absolutely
irreducible cubic factor.

5.4. Proof of Theorem Let f(z) = 2%+ a4_129 '+ -+ a1z +ag € Fplx] be
a monic polynomial of degree d. Since the value set of a polynomial does not vary
by translations, we always assume that ag—; = 0 by taking f(x — a‘ﬂT‘l) instead of
f(a).

To prove Theorem [5.7] we need the following lemmas. The next lemma deter-
mines the highest term of an irreducible cubic factor of %jj(y)
Lemma 5.8. Let d be a positive integer dividing ®3(p) and F(x,y) = %@JJ(U) for
a polynomial f(x) of degree d. If g;(x,y) is an irreducible cubic factor of F(x,y),
then ,

hig(x,y) = (z — Ey)(z — &Py)(z — £ y),

for some d-th root of unity & not in IF,.
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Proof. Let ¢ be a primitive d-th root of unity in Fps. Consider

d_ ,d d—2 _ ,d-2 2 _ .2
x — x4 — x —
Fla,y) =L tass——"—+ " ta
T -y T -y T—Yy
Comparing the highest homogeneous term gives
z! —y* 2 d—1
pr—y =hig - hso1a,, = (@ =)@ —Cy) (2 - y).

Assume that g; is cubic without loss of generality. Since hi3 € F,[z,y] has a
factor x — ¢y for some (' € Fps\F, (note that h; 3 cannot have a factor z — 'y
for ¢* € F,, since there exist only two linear factors over F, by Lemma [5.2),

it also contains the homogenization of the minimal polynomial of ¢ := (¢, i.e.
his = (z—&y)(x — Py)(x — §p2y) for some d-th root of unity & which does not lie
in F,. (I

The next lemma recovers a whole form of the absolutely irreducible cubic factors
of M, if it exists.
-y
Lemma 5.9. Let f(z) = 2%+ aq_ 127 ' +ag 2292+ +a1z+ag be a polynomial
over Fy with d|®s(p) = (p*+p+1). Let F(x,y) = L2210 = gy (z,y) - g,y (2,y)
be the factorization over F,. Assume that aq—1 = 0. If F(x,y) has an absolutely
irreducible cubic factor, then aqg—_o # 0 and it must be of form

61 ()l Py)la -y IO Y

where ¢ € F,3\IF,, is a (not necessarily primitive) d-th root of unity and tr(¢) denotes
the trace of C.

“ag—z - (€ =),

Proof. Comparing the first two terms in F'(x,y) = g1 - - - gs—1, one has the identities

d d d—1 d—1  s—1
rm =Y T -y
=hia, - he-ra,, and agor o =S ([ hsa; | - hiair.
=Y -y —1 \ s
1= Ve

d-1_ s—1 hia;—1

Dividing the second equality by the first equality yields aq_1- % =>. T
Since ag—1 = 0, we have h; 4,_1 = 0 for all ¢ by the uniqueness of the partial frac-
tional decomposition. Similarly, since h; 4,—1 = 0, we have

d—2 d—2  s—1 d—3 d-3 s—1
-y hia,—2 -y hia,—3
(5.2) ag_s - i — = E ——— and ag-3 - —75— 5 = —,
z?—y — hia, zt—y — i,
=1 1=1
. . . L. a;dfk_ydfk
Now consider the partial fractional decomposition of iy fork=1,2,...,d,

regarded as a rational polynomial with the coefficients in F,[y]. Then we have the
followings in the usual way,

d—k _ ,d—k d A, - i,Nd—k _ .d—k
(5-3) T =Y R for Ay = (Cy)—d!yl
zd —y —~z—(ly d(¢'y)
From the equations (5.2)) and (5.3) with & = 3, we have
d s—1
As; 1 hia.— 1 o )
Z 377; — X ,di—3 for AS,Z‘ =—- (C 2 Cz)
—r—=Cy a3 = hig dy
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Let g1 = (z — Cy)(z — CPy)(z — P’ y) + (o + By) + 7 for o, B and v € F,. If
aq—3 # 0, then
Y N et S S S it Sl
(z—Cy)(@—Cry)(@—CP*y) dy* \z—Cy x—Cy -y |
Comparing the numerators in both sides, one has the followings:

(5.4) C2-Q+ -+ (¥ - ) =0,

(55) (2= + ) (P =)+ O+ )+ ) =0,

and

(5.6) (2= () () M= ey,
d—3
Since d is a divisor of p? + p + 1, we have (1+P+P* = 1. Let (x — Cy)(x — (Py)(z —
szy) =23 —az?y+bry®> —y3,ie. a= C+CP+C”2 and b = (CP—FCPCPZ —|—CP2C. From
Equation (5.4), we have a = b — 2a, and Equation (5.5) yields a(b? —2a) — b = 2b.
These two equations yield
(a,b) = (0,0) or (a,b) = (3,3) or (a,b) = (3(3,3¢3)
for a primitive third root of unity (3. Then from Equation (5.6)), we have b(b?>—3a) =
#ﬁsv yielding v = 0. Consequently, if agq_o = 0, then h; 4,_2 = 0, so only possible
g1 is of form
2 —y* or (x —y)* or (z — Gy)°.
If ag_o # 0, then we have the following,

d s—1
; xézgiy - ad1—2 . i=1 h;j,idjz for Ags= diy(g_i -0
The similar argument gives the following equations
(5.7) =0+ =M (T =) =0,
(5.8) (T = O+ ¢ )+ (P =P+ )+ (TP =)+ = 7add_2 a
and
(69 Q@ () () o= L

ad—2

The equation (5.7) follows a = b. From the third equation, we have b? — 2a — 3 =
d_ 3, thus together with a = b, we have

B= (a—3ll(a+1) " g2

The equation (5.8)) deduces that ab—3 —2b =a? —2a —3 = —ﬁa which follows
the results

a:*ﬂzf(aizgzd(aJrl) cAd—2.
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Ifa=b=3,then g; = (z—y)* andifa = b =0, then g1 = (23—y3)+3-a4_o-(z—y).
In any case, g is not absolutely irreducible. In the case of ag_3 =0 and aq_2 # 0,
we have

(a—3)(a+1)

9= (@ =)=y —Py) -

cag—o(x —y).

Now we can prove Theorem [5.7] using Lemma. [5.9

proof of Theorem[5.7. Suppose that g; is an absolutely irreducible cubic factor.
Then by Lemma 91 = (z—Cy)(x — CPy)(z —¢P'y) + WIDMOED o) (2 —y)
for some (not necessarily primitive) d-th root of unity ¢ € F,s\F,. Since g; has no
constant term, the least degree of F(x,y) is at least one. Let ¢ + 1 be the least
degree of F(x,y) for £ > 0. Let h; ¢, be the least homogeneous term in g;. Consider
the least degree term in F(x,y) = g1+ gs—1,

eyt () = 3)(tr(O) +1)

Q42 — y cag—2 - (®—y) - hogy - hs—10, -
Regarding without the constant multiple, we must have
ztt? — yHQ 1 -1 -2, 2 i
pra—y =@—-y)(z"+a -z ytay- Y+ Far-y),
which is impossible for £ > 0. O

Corollary 5.10. If a polynomial f(x) is of degree d|®3(p), then one has T < L=t 4t
where t =1 if d =1 (mod 3) and t =3 if d =0 (mod 3).

Proof. In the proof of Lemma one observes that h; 4, must be a multiple of

(x = &y)(xz — EPy)(x — §p2y), so the most of irreducible factors of %fj(y) are at
least sextic, since it cannot have a cubic factors by Theorem Then the result

follows in the analogous way. O

Remark 5.11. After writing up the paper, the authors has been informed that the
same result can be directly obtained from the result of [12]. In that paper, the
author describes all the possible forms of the absolutely irreducible cubic factors
for arbitrary d. By Lemma 6 in [12], the coefficient of y® in the cubic factors must
be equal to 1 which contradicts to the fact the coefficient is -1 in (x — &y)(z —
&y) (@ —&'y),

Remark 5.12. One might attempt to construct a polynomial whose substitution
polynomial contains many absolutely irreducible cubic factors using the result of [12]
for arbitrary d. However, it appears that it is not so attractable for several reasons.
Using again Lemma 6 in [12], 2¢ —y¢ must have factors of the form [];_, (23 —¢;4®)
for ¢; # 1 € Fp,. If ¢; is a cubic in F,, then 2® — ¢;y* factors into a linear and a
quadratic. The linear factor then must be of the form x — &y for £ € F,,, a power
of the d-th primitive root ¢. The number of such £ is at most ged(d,p — 1) and so
ged(d, p— 1) must be large to have many such elements. This case is not so fruitful
because it is already well covered by Cheon’s p — 1 algorithm. Otherwise, 2 — c;y>
is irreducible for non-cubic ¢;. It must be also a homogenization of the minimal
polynomial of some § € IF,,s and the trace of £ must be zero. It seems unlikely to
happen, though.
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6. CONCLUSION

We have proposed a new algorithm to solve the DLPwAI. The algorithm has

a running time of O (\/% + d) =0 (1 /% + d) group exponentiations for a cho-

sen polynomial f € F,[z] of degree d, therefore it reduces the DLPwAI to find
polynomials with the large value of py or 7.
It remains open to find a polynomial with large 7, so that the proposed algorithm

has the complexity O ( D/ d) as the lower bound in the generic group model. For

example, we have such polynomials in the case of d|(p £ 1).
For the birthday problem, it would be interesting to determine the expected
number of trials until a collision for arbitrary probability distribution.

ACKNOWLEDGEMENT

The authors would like to thanks to Steven Galbraith, Hansol Ryu, Jae Hong
Seo, Yong Soo Song, Mehdi Tibouchi, Michael Zieve for their useful discussions.

REFERENCES

[1] Dan Boneh and Xavier Boyen, Efficient selective-ID secure identity-based encryption without
random oracles, Advances in Cryptology - EUROCRYPT 2004 (Christian Cachin and Jan
Camenisch, eds.), Lecture Notes in Computer Science, vol. 3027, Springer, 2004, pp. 223-238.

, Short signatures without random oracles, Advances in Cryptology - EUROCRYPT
2004 (Christian Cachin and Jan Camenisch, eds.), Lecture Notes in Computer Science, vol.
3027, Springer, 2004, pp. 56—73.

[3] Dan Boneh, Craig Gentry, and Brent Waters, Collusion resistant broadcast encryption with
short ciphertexts and private keys, Advances in Cryptology - CRYPTO 2005 (Victor Shoup,
ed.), Lecture Notes in Computer Science, vol. 3621, Springer, 2005, pp. 258-275.

[4] Daniel R. L. Brown and Robert P. Gallant, The static Diffie-Hellman problem, IACR Cryp-
tology ePrint Archive (2004), http://eprint.iacr.org/2004/306.

[5] Jung Hee Cheon, Security analysis of the strong Diffie-Hellman problem, Advances in Cryp-
tology - EUROCRYPT 2006 (Serge Vaudenay, ed.), Lecture Notes in Computer Science, vol.
4004, Springer, 2006, pp. 1-11.

, Discrete logarithm problems with auziliary inputs, J. Cryptology 23 (2010), no. 3,

457-476.
[7] Jung Hee Cheon and Taechan Kim, Discrete logarithm with auziliary inputs, MSJ-KMS Joint
Meeting 2012, 2012.
[8] Jung Hee Cheon, Taechan Kim, and Yong Soo Song, A Group action on [ ,* and the
generalized dlp with auziliary inputs, Selected Areas in Cryptography 2013.
[9] Steven D. Galbraith and Mark Holmes, A non-uniform birthday problem with applications
to discrete logarithms, Discrete Applied Mathematics 160 (2012), no. 10-11, 1547-1560.
[10] J. Gomez-Calderon and D. J. Madden, Polynomials with small value set over finite fields,
Journal of Number Theory 28 (1988), 167-188.
[11] Javier Gomez-Calderon, On the cardinality of value set of polynomials with coefficients in a
finite field, 68 (1992), no. 10, 338-340.
[12] —, The third-order factorable core of polynomials over finite fields, 74 (1998), no. 1,
16-19.
[13] D. R. Hayes, A geometric approach to permutation polynomials over a finite field, 34 (1967),
no. 2, 293-305.

[14] Minkyu Kim, Jung Hee Cheon, and In-Sok Lee, Analysis on a generalized algorithm for

the strong discrete logarithm problem with auziliary inputs, Mathematics of Computation to

2]

appear.
[15] D. A. Mit’kin, Polynomials with minimal set of values and the equation f(z) = f(y) in a
finite prime field, Matematicheskie Zametki 38 (1985), no. 1, 3 —14.


http://eprint.iacr.org/2004/306

18 JUNG HEE CHEON AND TAECHAN KIM

[16] Shigeo Mitsunari, Ryuichi Sakai, and Masao Kasahara, A new traitor tracing, IEICE Trans-
actions on Fundamentals of Electronics, Communications and Computer Sciences E85-A
(2002), no. 2, 481-484.

[17] Payman Mohassel, Fast computation on encrypted polynomials and applications, CANS
(Dongdai Lin, Gene Tsudik, and Xiaoyun Wang, eds.), vol. 7092, Lecture Notes in Com-
puter Science, 2011, pp. 234—254.

[18] Kazuo Nishimura and Masaaki Sibuya, Occupancy with two types of balls, Annals of the
Institute of Statistical Mathematics 40 (1988), no. 1, 77-91.

[19] J. M. Pollard, Monte carlo methods for index computation (mod p), Mathematics of Compu-
tation 32 (1978), no. 143, pp. 918-924.

[20] Takakazu Satoh, On generalization of Cheon’s algorithm, IACR Cryptology ePrint Archive
(2009), http://eprint.iacr.org/2009/058.

[21] B. L. Selivanov, On waiting time in the scheme of random allocation of coloured particies,
Discrete. Math. Appl. 5 (1955), no. 1, 73-82.

[22] Saburo Uchiyama, Note on the mean value of v(f), Proc. Japan Acad 31 (1955), 199-201.

[23] J. von zur Gathen and J. Gerhard, Modern computer algebra, Cambridge University Press,
2003.

[24] Andre Weil, Sur les courbes algebriques et les variétés qui s’en deduisent, Publ. Inst. Math.
Strasbourg, vol. 1041, 1948.

APPENDIX A. THE OMITTED PROOFS

A.1. Another proof of Lemma and Theorem We give another proof
of Lemma [5.2| and Theorem We begin with several notations. Assume that a
primitive d-th root of unity ¢ lies in IF,x, where k is the smallest integer satisfying

the condition. For k|k, we define
. D(/NC) be the number of i € {1,2,...,d} satisfying ¢’ lies in F k.
. N(I;) be the number of i € {1,2,...,d} satisfying ¢* exactly lies in F & not
in any proper subfield.

proof of Lemma[5.3 and Theorem[5.3 It suffices to find the number of irreducible
factors of x4 — 1 over F,. If (¢ is in F o and not in any proper subfield, then
the minimal polynomial of ¢ is of degree k. Thus 2% — 1 factors into Zf@l & %
irreducibles. R )

Now we can easily check that D(k) = ged(d,p® — 1), since ' € F if and
only if ¢i?"=1) = 1 if and only if i(p¥ — 1) = 0(modd). From the definitions,
D(k) = i N (£), so the M&bius inversion formula suggests that

- i - E .
Nk)y=> u| 7] DRy = 7] gedldp"—1),
|k ok
where p(n) is the Mobius function.
For the prime k, we have
k

E:ﬁglzN@y+gg)=gddp—U+

d— ged(d,p— 1
= ged(d,p— 1) + T8 i}’p ).

Since N (k) = d — ged(d,p — 1) must be a multiple of k and ged(d,p — 1) only can
be either 1 of k, d modulo k only can be either 1 or 0. (]



http://eprint.iacr.org/2009/058

DISCRETE LOGARITHM PROBLEM WITH AUXILIARY INPUTS
DEPARTMENT OF MATHEMATICAL SCIENCES, SEOUL NATIONAL UNIVERSITY
E-mail address: jhcheon@snu.ac.kr

DEPARTMENT OF MATHEMATICAL SCIENCES, SEOUL NATIONAL UNIVERSITY
E-mail address: yoshikil@snu.ac.kr

19



	1. Introduction
	1.1. Discrete logarithm problem with auxiliary inputs.
	1.2. Our contributions.

	2. The main algorithm
	2.1. Algorithm description
	2.2. Complexity analysis

	3. Fast multipoint evaluation on exponents
	3.1. Schönhage-Strassen multiplications.

	4. Generalized birthday problem: Non-uniform distribution
	5. Polynomials for the proposed algorithm
	5.1. Substitution polynomials
	5.2. An upper bound of the number of absolutely irreducible factors
	5.3. Several Examples
	5.4. Proof of Theorem 5.7

	6. Conclusion
	Acknowledgement
	References
	Appendix A. The omitted proofs
	A.1. Another proof of Lemma 5.2 and Theorem 5.3


