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Abstract
In this paper we present a new method of choosing primitive elements for Brezing-
Weng families of pairing friendly elliptic curves with small rho-value, and we improve
on previously-known best rho-values of families [10] for the cases k = 16, 22, 28 and

46. Our construction uses fixed discriminants.

1 Introduction

1.1 Pairing friendly elliptic curves

Let E be an elliptic curve defined over a finite field I, and let r be a prime number.
Let & > 1 be the smallest positive integer such that the group E|r] of r-torsion points
of E is contained in E(F,). Then the group g, of ' roots of unity lies in F . and
there exist non-degenerate bilinear pairings e : G; X Gy — u,, where G; and Gy are
suitable subgroups of E[r] of order r. The existence of such pairings makes it possible to
reduce the Elliptic Curve Discrete Logarithm Problem (ECDLP) [16], [11] on E to the
Discrete Logarithm Problem (DLP) on y, C Fj, for which there exist sub-exponential

time algorithms [1].
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On the other hand, on the constructive side, cryptographic protocols based on pair-
ings were first proposed in [13], [21], [5] and many other protocols have been proposed
and implementations need high speed algorithms and elliptic curves having prescribed
properties. Generally, the Tate pairing is preferred to the Weil pairing for the reason of
efficiency. Other pairings are introduced more recently, many of which are special cases
of optimal pairings introduced by Vercauteren [22| and Hess [12].

To avoid the known attacks mentioned above, the integer £ must be sufficiently large
in order that the DLP in IFqu is infeasible, but not so large that the computations in IFx
become too slow.

We define the embedding degree of an elliptic curve E the least positive integer £ > 1
such that r divides ¢" —1. From [2], we know that E[r] C E(F,) for k > 2 and that elliptic
curves having of low embedding degree are very rare. There exists the heuristic asymptotic
formula for the number of pairing friendly elliptic curves, which explain concretely about
the rareness of such curves along the rho-values [6].

An elliptic curve is called pairing-friendly if r is suitable for cryptography and if k is

small. The following more precise definition suggested by Freeman, Scott et Teske [10)].

Definition 1.1. An elliptic curve E over F, is said to be pairing friendly if following two
conditions are satisfied:

(1) There exists a prime number r such that » > /g and r divides §E£(F,), and

(2) The embedding degree of E is bounded by log,(r)/8.

Because the embedding degree of a supersingular curve belongs to {1,2,3,4,6} [17],
|20], any supersingular curve having a subgroup of sufficiently large prime order is pairing
friendly. It is easy to construct examples of super-singular elliptic curves (See § 3 of [10]
for details). But for higher security levels higher embedding degrees are more appropriate
so ordinary elliptic curves must be used. The existence of an ordinary elliptic curve F
of embedding degree k over a finite field IF, with ¢ elements such that E(F,) contains a

subgroup of order r implies existence of integers ¢, D and y such that
(1) g is a prime or a power of prime.
(2) ris a prime.
(3) tis relatively prime to gq.

(4) (t—=1)2+ Dy*=0 (mod r).



(5) ®p(t —1) =0 (mod r) where ®(x) is the k-th cyclotomic polynomial.
(6) 4q — t* = Dy? where D > 1 is a square-free integer, and y is an integer.

The integer ¢ is the trace of the Irobenius endomorphism of E over I, so that
#E(F,) = ¢+ 1 —t. Deuring [8] showed that, if ¢ is an integer satisfying the condi-
tion (3), then there exists an ordinary elliptic curve over F, the number of points of which
equals to ¢+ 1 —¢. The condition (6) means that the endomorphism ring of F is an order
in the imaginary quadratic field Q(v/—D). Because the difficulty of explicit construction
of E increases rapidly with the size |D|, in practice |D| has to be small enough. So, it
is desirable to consider D as constant. Therefore we can formulate the problem of the

construction of pairing friendly ordinary elliptic curves as follows.
Given k and D, find the integers q, t, r and y that satisfy the conditions from (1) to (6).

For efficiency, it is preferable that the field size ¢ is as small as possible with respect to
r. So, as a measure of estimating elliptic curves, we define rho-value of an elliptic curve

as follows

log q
= ——. 1
p logr ( )

Since [t| < 2,/q, a rho-value is at least one. Naturally, the nearer to one is the rho-value,
the better is an elliptic curve estimated.

Fix an integer £ > 2 and a positive square-free integer D. A parametrized family of
pairing friendly elliptic curve is a system of polynomials having rational coefficients r(x),
t(z), q(x) that represent simultaneously integers 7, t, ¢ that satisfy the conditions from
(1) to (6). If there exist infinitely many solutions of the equation ¢(x)* — 4q(x) = Dy?,
we call the family a sparse family, and furthermore if y can be parametrized as y(x) a
polynomial of x, we call the family a complete family. With the polynomials r(x) and

q(z) of a family, we define the rho-value of the family by

_ degq(z)
~ degr(z)’ (2)

T

A number of different constructions of sparse families and complete families can be found

in the literature. A very detailed survey of results obtained up to about 2010 is in [10].



1.2 The Brezing-Weng method

In |7], Brezing and Weng proposed a general method of constructing complete families
by means of algebraic extension of Q. We recall a mild generalization of the algorithm.
Fix an embedding degree k and a square-free positive integer D. A primitive k-th root of
unity is denoted by (. The following is a brief description of the Brezing-Weng algorithm.

Note that the output contains y(z) because it produces complete families.

Algorithm 1.2. Brezing-Weng method.

INPUT: k: positive integer, D: a square-free positive integer
OUTPUT: A complete family of elliptic curves (r(z),t(z),y(x), q(x))

1. Choose an irreducible polynomial r(x) such that /—D, ;. € Q[z]/(r(z)).

Let a be the image of = in Q[x]/(r(x)) under the canonical isomorphism.

2. Calculate polynomials ¢(z) and y(z) € Q[z] such that t(a) = ¢, + 1 and y(a) =

(t(a)=2)v—
—D *

3. Let g(z) = 1(t(z)* + Dy(z)?) € Q[z].
4. If t(x) and y(x) represent integers, q(x) represents prime numbers, and r(z) repre-

sents almost prime numbers, then OUTPUT((r(x), t(x), y(x), ¢(x))).
Otherwise go to 1.

The element « in the algorithm is a primitive element of the field K = Q[xz]/(r(x)).
We say that the polynomials r(x), t(z), y(z) and g(z) are associated to .

The polynomial r(x) is often taken to be a cyclotomic polynomial, i. e. a root of unity
is taken as the primitive element of the field extension K/Q where K = Q((x, v—D).
Kachisa, Schaefer and Scott [14] have used primitive elements other than roots of unity to
construct some Brezing-Weng families having smaller rho-values. The article of Freeman,
Scott and Teske [10] propose various constructions of complete families based on the
method of Brezing-Weng. The table 5 of [10] presents the best rho-values of existing
families for £ < 50 known before about 2010. Improvements in rho-values arising from

so-called variable discriminant families have recently been obtained in [9)].



2 Primitive elements of the proposed form

2.1 Introduction

Fix an embedding degree k£ and let D be a square-free positive integer. Let (i be a
primitive k-th root of unity. Let +/—D a square root of —D. From now on K always

denotes the extension field Q((x, v —D). Note that K = Q((;) when /—D € Q({). The
conditions that v/—D € Q((x) are discussed in [18]. We consider an element of the form

a=a(a,b,D, k)= (a+b/=D) € K (3)

where a and b are rational numbers. We first study the conditions « to be a primitive
element of the extension K/Q.

Remark 2.1. In some cases, « is a primitive element of K for some chances of (; and
v/ —D, but not for others. This can only happen when v/—D € Q((;). See the proof of
the Theorem 2.6 for details of the cases when this happens.

Proposition 2.2. Let o be as in (3). We can write the k-th power of the equality as
¥ = A+ BvV-D, (4)

where A, B € Q. If B # 0, then « is a primitive element of the extension K/Q.

Proof. Let r(z) be the minimal polynomial of a such that Q(a) = Q[z]/(r(x)). From
(4), we know that « is a root of the polynomial ro(x) = 22 —2Ax + A2+ DB?. If B # 0,
then from (4) we obtain /—D = "”kT’A in Q[z]/(r(x)). From (3) and using the fact that

r(z) divides ro(z), we obtain a representation (j = "”;;‘;ﬁfgfb)z in Q[z]/(r(z)). As a
consequence, because both /—D and ¢ are in Q(«), we have K = Q((x, vV—D) C Q(«).
By the definition of «, clearly Q(«) C K. Therefore K = Q(«). O

Remark 2.3. In the proof of the Proposition 2.2, we obtain the representations of (; and

vV —D in Q[z]/(r(x)) under the condition that B # 0, from which we obtain immediately

the polynomial representations t(z) = ( + 1, y(x) = —Vﬁ[i(g“fl) and can compute ¢(z) =

1 (t(z)* 4+ Dy(z)?). This procedure gives an outline of our construction, which is detailed

in §2.2. In the cases where B = 0, there are triplets (a, b, D) such that a(a,b, D) is not a

primitive element. We shall discuss this in Theorem 2.6.



Lemma 2.4. Let £ = a + bv/—D where a,b € Q, b # 0 and D is a square-free positive
integer. Let k be a positive integer. Then &F is a rational number if and only if one of

followings holds.
(1) 2|k and € = /=D, or
(ii) 4|k and & = r(1 £+/=1), or
(iii) 3|k and & = r(1 £ +/=3), or
(iv) 6|k and & = r(3 £+/-3),
for a nonzero rational number r.

Proof. Note that we have b # 0 and k > 0 in the assumption. Define T'(a,b, D) =

{k € Z|¢F € Q}. We have |¢] = [£] where £ is the complex conjugation of £, so E‘ =1

N\ k
If k€ T(a,b,D), then k € T'(a,—b, D) also, and <§> € {—1,1}, because the quotient is

a rational number of absolute value 1. Therefore & is a 2k-th root of unity contained in

the quadratic field Q(v/—D). 5

(a) Suppose that D # 1,3, then the only roots of unity contained in Q(v/—D) are
1 and —1. We have then a — by/=D = a +by/~D or a — by/=D = —(a + by/—D). In
the first case, b = 0 which contradicts the assumption. In the second case, a = 0 and
T(a,b, D) = 27 with ¢ = b\/—D.

(b) Suppose that D = 1. Let us write i for y/—1. The roots of unities in Q(i) are 41
and +i. If a — bi = a+ bi, then we have b = 0, a contradiction. If a —bi = —(a + bi), then
we have T'(a,b, D) = 27 with & = bi. If a — bi = +i(a+ bi), then we have T'(a,b, D) = 4Z
with £ = a(1 F1).

(c) Suppose that D = 3. Let us write j for %TS The roots of unities in Q(v/—3)
are 7,52,5% = —1,5* = —j,5°5 = —j2,7% = 1. In the cases of +1, we obtain again
T(a,b, D) = 27 with ¢ = by/=3. If a — by/=3 = j*(a + b\/=3), then T(a,b, D) = 37Z
with § = a(1Fv/=3). Ifa—bi = j*'(a+by/=3), then T'(a,b, D) = 6Z with § = £(3F+/—3).
]

Before discussing the main theorem, we recall some facts that will be used in the proof.
Let K = Q(¢x,vV/—D). Note that the extension K/Q is Galois because the extensions
Q(¢:)/Q and Q(v/—D)/Q are both Galois [15]. Recall that an element a € K is a
primitive element if and only if the only group element of Gal(K/Q) which fixes « is the
identity. Consider the action of Gal(K/Q) on a = (a+by/—D)(s. There exists an injective
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homomorphism ¢ : Gal(K/Q) — Gal(Q(v—D)/Q) x Gal(Q(¢)/Q) = { £1} x (Z/
kZ)* via. o > (e(o),u(0)) which acts as o((a + by/—D)() = (a + be(o)/—D)CM.
If V=D ¢ Q(¢) then 1 is surjective and is therefore an isomorphism, in which case
for all o € Gal(K/Q) there exists o such that e(c) = —e(0) and u(cg) = u(o). But if
V=D € Q((), the sign €(o) is no longer independent from u(c).

To study the values of (o) where \/j € Q(¢x), we can use representation of v/—D

in (. For an odd prime p who divides k, Ck as a primitive p-th root of unlty satisfies the

equality of the p-th cyclotomic polynomial @, (z )— aP P2 bl = [ (o Ck ),
p71 ik
from Which we obtain p = @,(1 ) 1= (1 Ck )=(—1 )% H (¢ (k ) Therefore
ik —ik
(Hz 1(Ck —G7))P = (=) 'pin Q(G). If 4k then (¢/)2 = —1, and if 8|k then,

(Ck Ck, (1+ Ck, ))? = 2. Like this we can represent the square roots of &p, —1 and 2 in
terms of a primitive root of unity (. For more detailed description about this procedure,
refer to [18].

k
Le a 2.5. Suppose that 4|k and v—D € Q(Cy). Then the map o : Gy Cszrl belongs
to Gal(K/Q) and g(\/j) ( 1>k(D+1)\/_ —

Proof. Since 4|k, we have ged(£ +1,k) = 1, so the map o : { — Ck belongs to
Gal(Q(Ck)/Ck)- If D = 3 (mod 4), then by above procedure we can choose (; such that
V—D = ILip H] O(Ck - ”]) and, because % are all even because k = 0 (mod 4),
so v/—D is invariant under o, therefore ¢(c) = 1. If D = 1 (mod 4), then we choose
(. such that /=D = Ck% [Lip HE(C,? — (,c_%j) and see that the exponent £ is even,
if Kk = 0 (mod 8), and is odd if k¥ = 4 (mod 8) while the exponent % is always even,
therefore (o) = ( 1)i. If D =2 (mod 4) then we must have 8|k and we choose (j, such
that /=D = Ck Ck (14 Ck (¢ ) ILp HJ O(Ck — ¢ Z]) and, because the exponent £ is
even, if K = 0 (mod 16) and is odd, if £ = 8 (mod 16) while the exponent % and % are
always even, therefore (o) = (—1 )5. We can summarize all the results in one formula as
o) = (-1

such a case 8|k. O

. Note that ¢(o) takes always on integers even if D is even because in

Theorem 2.6. Let a,b € Q and D s a square-free positive integer and suppose b # 0.
There always exists a choice of (. and /—d that o = (a+bv/—D)(, is a primitive element
of the field extension Q((x,v/—D)/Q, except in the following cases:

(1) D=1, |a|] = |b| and k =8 (mod 16).



(i) vV—D ¢ Q((x), a=0 and k =0 (mod 4).
(iii) V=D € Q((r), a =0, 4|k and k(D + 1) =8 (mod 16).

Proof. If we take k-th power of the equality o = (a + by/—D)(, we obtain of =
A+ B\/—D where A, B € Q. If B # 0, by the proposition 2.2, « is a primitive element.

Now suppose B = 0. By the lemma 2.4 this occurs if and only if one of the followings
holds : (a) |a| = |b| and D = 1 with 4|k, or (b) |a| = |b| and D = 3 with 3|k, or (c¢)
la| = 3|b] and D = 3 with 6|k, or (d) a = 0 and 2|k. We now study the conditions in
order for a to be a primitive element in each of these cases.

(a) In this case we can write o = b(1 +60\/_)Ck with ¢ fixed as 1 or —1. If we choose
(i such that Ck = \/_ then a=0bG+¢ ), and the only non-trivial automorphism
which fixes av is (j, — Ck " with (5+1)>=1 (mod k), which is possible only when k = 8

(mod 16). If we choose (i such that C,:Tk = +/—1, then o = b(¢; + C,:Tkﬂ) can be fixed by
the automorphism (; — C:Tkﬂ with (% +1)> =1 (mod k), and is possible when k = 8
(mod 16) again. Therefore o = b(1 £ /—1)(; cannot be a primitive element when k = 8
(mod 16).

(b) We can write, up to the sign of b, @ = b(—1 + egy/—3)¢x with ¢ fixed as 1 or —1.
When k # 6 (mod 9), we choose (i, such that CE = %, then a = b(—1+eoy/—3)( =
2b§§+1 is prlmltlve because ged(% + 1,k) = 1. When k # 3 (mod 9), we choose ¢
such that Ck = _1+E°F then o = b(—1 + egv/=3)(x = 2b§,:7k+1 is primitive because
ged(Z +1,k) = 1.

(c) We can write, up to the sign of b, a = b(3 + €9\/—3)(, with ¢ fixed as 1 or —1.
Whegl k # 24 (mod 36), we choose (j such that Ck% = %, then a = b(3 4+ /=3)¢x =
20(¢S o +(}) is primitive. Indeed the only non-trivial automorphism which fixes « is (; —
CEH with (£ +1)?> =1 (mod k), which exists only when k = 24 (mod 36). When k # 12
(mod 36), we choose (. such that (,;%k = %, then o = b(3++/=3)¢. = 2b(§?+1 + (k)
is primitive by the similar reason.

(d) Suppose at first that 4 { k. Then we can take ——th power of o = bv/—D(, to

obtain % = By/— D¢, with B #0 € Q because £ is odd, so that we have v—D = ol

B
k
and (, = — bBJ]; , which shows that « is a prlmltlve element.

Next we suppose that 4|k. Then we know that Gal(Q({x,v—D)/Q) contains an
k
element o such that o(¢;,) = ,fH = —(x because ged(4+1, k) = 1. Moreover, if o satisfies

the condition o(v/—D) = —v/—D, then o will be a non-trivial automorphism satisfying



o(v/=D¢.) = (—vV/—D)(—C.) = V=D When /=D ¢ Q((), we have Gal(Q(v/—D)/
Q) = {£1} x (Z/kZ)*, so such an element o always exists and therefore o cannot be
primitive. When v/—D € Q({x), we know by Lemma 2.5 that « is not primitive if and
only if (/D) = (—1)MDT+1>\/3 = —/=D, from which we obtain k(D + 1) = 8
(mod 16). O

2.2 The main strategy

In the remark 2.3, we mentioned the idea to find the polynomial representations of
V=D and (; in Q[z]/(r(z)). We now discuss the method of construction more precisely.

For an embedding degree k and a square-free positive integer D, we define
n =n(k, D) := the least positive divisor of k such that (' € Q(v/—D).

Then, taking the n-th power of the equality a = (a + by/—D)(, we obtain o =
(a + by/—D)"¢p —A+B\/_€Q(\/_) for A,B € Q. Then « is a root of the
polynomial ry(z) = 2?" — 2A2™ + A% + DB?. The minimal polynomial r(z) of a is a
factor of ro(z). Assume that we have chosen a,b, D and k such that B does not vanish.
Then we obtain the representations /—D = —_ and ( = _bO‘TLZ;’ﬁngb)O‘ in Q(«a) as
in Proposition 2.2. It follows the polynomial representatlons in Q[z]/(r(z)),

—bz" + (aB + Ab)x

tx)=CG+1= B+ 12D) + 1. (5)
V—D(t(x) — 2) ar" + (bDB —aA)x 1" — A
yio) =~ D T DB@+DW) | DB ©)

These polynomials give a candidate for a Brezing-Weng family together with the minimal
polynomial r(z) and the prime representing polynomial ¢(z) = 1 (¢(z)? + Dy(z)?). If ()
and y(z) represent integers, ¢(z) represents prime numbers and r(z) represent almost

prime numbers, then the polynomials give a Brezing-Weng family of rho-value

_ deg q(z) _ 2max {degt(z),degy(x)} _ 2(n+1) )
“ degr(z) degr(z) e(k, D)p(k)’

where ¢ is the Euler totient function and e(k, D) is 1 or 2 according to whether /—D
belongs to Q({x) or not.
Note that above representations are the results of reduction modulo ro(x) in the place

of reduction modulo r(z), so that the degrees of the polynomials t(x) and y(x) are both



equal to n + 1, greater by one than the degree of the second most significant term of
ro(x). Because the rho-value is given by (7), the formula is interesting only when n+ 1 <
degr(z) = e(k, D)¢(k). Otherwise we can reduce (5) and (6) modulo r(z) which results in
a smaller rho-value, although the resulting ¢(z) and y(x) may no longer represent integers.

We present rho-values obtained by this construction in some interesting cases in §3,

and treat the problem of the representability of integers of the polynomials in §4.

2.3 Some alternatives

On the other hand the analysis of the case (a) in the proof of the Theorem 2.6 suggests
an alternative construction where 4|k and D = 1. Suppose k # 8 (mod 16), then by the
theorem « is a primitive element. Since k& = 4 (mod 8), we have ged(% + 2,k) =
Let u be an integer such that u(% +2) = 1 (mod k). Because ged(u, k) = 1, Ck is
also a primitive root of unity, so we can let /-1 = (k . Let a = b(1 + v/—1)¢*
Taking the square of this equality we obtain a? = 2b%\/—1(* = QbQC,?(%H) = 2b%(},, and
V—1= (-1 )k+4Ck = (-1 )kéA%, from which we have

2 ko

T2
tz)= — +1,
@)= g5+ 1 vl = e -

k
2

xT
k
4

- (mod r(z)), (8)

where r(x) is the minimal polynomial of «. Note that y(z) is determined up to sign.
Because « is in Q((y), the minimal polynomial r(x) will be a polynomial factor of degree

(k) of (IDk(%Q) where @, is the k-th cyclotomic polynomial. Because 4|k and deg(t(z)) =
2, to have a good rho-value, we need that y(z) is of degree near %, which is generally
not likely to happen. The simplest case where £ = 4 and a = b = 1 gives the polynomials
tx) = y(x) = x,q(x) = &, r(z) = 2> — 2z + 2 that make a family having p, = 1.
This is a supersingular family over a field of characteristic two. The case where £ = 12
and a = b = 1 gives another example of p, = 1, t(x) = %2 +1, y(z) = =32 +z — 1,
q(z) = ga* — 2% 4+ 32 — Ja + 5, r(z) = 2* — 22% 4 227 — 42 + 4. But in this case ¢(z)
does not take integer values, so it does not make a family.

On the other hand, because all the exponents of b in the polynomials in (8) are even,
if we take b = /C for some square-free C' € Z, the polynomials ¢(x) and y(z) still
remain in Q[z]. If we take C' = D for another D # 1 such that v/—D € Q((), then
o = (VD + v/=D)(.. By the similar reason as above, the families constructed are not
expected to have good rho-values generally. But if we apply this primitive element to the

case where k = 12 and D = 3 we obtain a family of p, = 1, which is found in [3].
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If we take C such that v/—C ¢ Q((x), then @k(%) will remain irreducible therefore as

the minimal polynomial of v of degree 2¢p(k). This alternative can give acceptable families

k+4

of P = 3.3

For example, if we choose k = 4p for a prime p, we have p, = 1 + ]ﬁ.

3 Application of the main strategy to some interesting cases

3.1 The cases where k is odd and v—D ¢ Q(()

We continue using the symbols defined in §2. Fix D such that v—D ¢ Q((x). Because
k is odd and v/—D ¢ Q((x), we have n = k. By the process described in §2.2, we obtain

—ba* Tt + (aB + bA)x
t(x) = 2 2
B(a? + Db?)
B _axk“ + (DB — aA)x N ak — A
DB(a? + Db?) DB

+1,

(9)

Because vV —D ¢ Q((x), we have degr(x) = 2p(k) and deg g(x) = 2k 4+ 2. So we have

B deg q(x) k41
~degr(z) (k)

From this formula we observe that the bigger the size of each prime factor and the

T

(10)

smaller the number of the prime factors, the nearer the approaches rho-value to 1. For
example, for k = p’ a power of a prime, we have p, ~ 1 + p%l. In particular, when k£ = p
a prime, the rho-value is 1 + ]ﬁ, from which come the best results. We see that the
rho-value depends much on the least size prime factor of k. For example, if k£ is even,
then the prime factor p = 2 makes rho-value bigger than 2 without exception, so this
method is useless for even k. Table 1 shows the rho-values obtained by the construction
for odd embedding degrees < 60. In the table, we see also that the cases where k contains

prime factors 3, 5 give relatively large rho-values.

k 1 3 5 7 9 11 13 15 17 19 21 23 25 27 29
pz | 2.000 | 2.000 | 1.500 | 1.333 | 1.667 | 1.200 | 1.167 | 2.000 | 1.125 | 1.111 | 1.833 | 1.090 | 1.300 | 1.556 | 1.071
k 31 33 35 37 39 41 43 45 47 49 51 53 55 57 59
py | 1.067 | 1.700 | 1.500 | 1.056 | 1.667 | 1.050 | 1.048 | 1.917 | 1.044 | 1.191 | 1.625 | 1.039 | 1.400 | 1.611 | 1.035

Table 1: p, obtained for k odd < 60, v—D ¢ Q((x), n =k
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Remark 3.1. In the table 1, we can see that the p, are the same as those given in [10]
when k£ = 1,5,7,11,13,17,19, 23, 25,29, 31, 35,37,41,43,47,49. Our results are worse in
the cases where k contains 3 as we have predicted, for which cases we have to use another

powering exponent n. See §3.3 for the cases where 3 divides k.

3.2 The cases where k is even and v/—D ¢ Q((;)

Note that these cases contain all of our improved results. Fix D such that /—D ¢
Q(Cx). Because k is even and v/—D ¢ Q((;,), we have n = £. By the process described in
§2.2, we obtain

—bxzt 4 (aB + bA)z

t(z) = 1

(z) B+ D) "
( )__ax§+1—|—(bDB—aA)x+x§ —A € Ols]
= DB(a? + D2 DB =

Because degr(x) = 2¢(k) and degg(x) = k + 2, we have

_k+2

Pz = W

In this case two cases are particularly interesting. For k = 2% (¢ > 1) where p is a
prime > 3, we have p, = 1 + p%l (14 5). For k = 2%(¢ > 1), we have p, = 1+ 5.
Table 2 shows the rho-values that can be obtained by our construction §3.2 for even

(12)

embedding degrees < 60.

k 2 4 6 8 10 12 14 16 1 18 20 22 1 24 26 28 1 30
pz | 2.000 | 1.500 | 2.000 | 1.250 | 1.500 | 1.750 | 1.333 | 1.125 | 1.667 | 1.375 | 1.200 | 1.625 | 1.167 | 1.250 | 2.000
k 32 34 36 38 40 42 44 46 | 48 50 52 54 56 58 60
pr | 1.063 | 1.125 | 1.583 | 1.111 | 1.313 | 1.833 | 1.150 | 1.091 | 1.563 | 1.300 | 1.125 | 1.556 | 1.208 | 1.071 | 1.938

Table 2: p, obtained for k even, v/—D ¢ Q((x), n = &

Remark 3.2. In the table 2, the { marked entries mean that they are the p, smaller than
those of previously known families. We see that k = 16,22, 28,40 and 46 are such cases.

We offer some examples for these cases in §5 except for £ = 40.

Remark 3.3. For the other cases k = 4,8, 10, 14, 20, 26, 32, 34, 38, 44, 50, the p, are the

same as those given in [10]
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3.3 The cases where 3|k, 4|k or 6|k and v—D € Q((x)

From the previous constructions §3.1 and §3.2, resulting rho-values are relatively large
where the k£ contains small prime factors like 2, 3 or 5. But we can still improve the
result by taking n less than k for certain cases. Indeed, the improvements of §3.3 were
for the cases where we can take n = g,

Q(¢r) € Q(vV=D). The only cases except n = k, & are the cases, (a) 3|k, D =3, n =%,

i.e where £ is even. To lower n, we need that
' 2

(b) 4]k, D=1, n =% (c) 6]k, D =3, n = %. These are possible because the cyclotomic

fields Q(¢3) = Q(¢6) and Q({y) are quadratic fields Q(v/—3) and Q(v/—1) respectively.

Therefore, this kind of trial does not work for the case where 5|k.

We construct families along the method described in §2.2, and have

2k+6 :
oy A3k
P = ooy i 4k (13)
k46 :
% if 6|k

Table 3, table 4 and table 5 shows the rho-values for £ < 60 when n = g, ﬁ and %

for the cases where 3|k, 4|k and 6|k, respectively. We put the rho-values less than 2 in

the tables. We can verify that the rho-values are relatively large when n = % and 2|k,

k
2

analysis in §3.1. This effect does not appear when n =

and also when n = £ and 3|k by the small factor effects that we have mentioned in the

k
G

k 9 15 21 27 33 39 45 o1 o7
ps | 1.333 | 1.500 | 1.333 | 1.111 | 1.200 | 1.167 | 1.333 | 1.125 | 1.111

Table 3: p, obtained when 3|k, =D = /-3 € Q(¢;), n =%

Remark 3.4. In the table 3, we can see that the p, are the same as those given in [10]
when k = 9,15, 21,27, 33, 39, 45,

k 8 16 20 24 28 32 36 40 44 48 52 56
p | 1.500 | 1.250 | 1.500 | 1.750 | 1.333 | 1.125 | 1.666 | 1.375 | 1.200 | 1.625 | 1.167 | 1.250

Table 4: p, obtained when 4|k, /=D = /-1 € Q(¢;), n =%

13



Remark 3.5. In the table 4, we can see that the p, are the same as those given in [10]
when k£ = 16, 28,40. Note that all these cases are contained in the cases of §3.2 and better

results are shown in the table 2.

k 6 12 18 24 30 36 42 48 o4 60
P | 2.000 | 1.500 | 1.333 | 1.250 | 1.500 | 1.167 | 1.333 | 1.125 | 1.111 | 1.375

Table 5: p, obtained when 6|k, /=D = /-3 € Q((), n = %

Remark 3.6. In the table 5, we can see that the p, are the same as those given in [10]
when £k = 18,24, 30,36,42,48. Note that in these cases, these results are better than
those of §3.2.

Remark 3.7. In the case where 8|k, because v/—2 € Q((x), we can also take o = (a +
bv/=2)(i using n = .

4 FEvaluation of the polynomials and the algorithm

In this section, we discuss the structure and calculation of the set of rational numbers
xo for which f(z¢) is an integer, f being a polynomial with rational coefficients. Then
we apply this to the polynomials r(z), t(z), y(x) and ¢(z) appearing in the polynomial
families. We also recall the situation in which r and ¢ represent primes, as predicted by
the Bateman-Horn heuristics [4] (see also [10], §2.1).

Numerical examples will be given in §5.

4.1 Study of polynomials representing integers

The problems of the representations of integers and prime numbers when the variable
x takes on integer values are well treated in [10] in practical points of view. In our
construction, all variables are defined as rational variables. So we discuss briefly how to

reduce this case to that of integral variables. We begin with a definition.
Definition 4.1. Let f(z) € Q[z]. We say that [ represents integers, if f(Q)NZ # 0.
Define

Va(f) = F(Q)nNZ,
Do(f) = [f(Va(f)) ={z € Qlf(z) € Z}.

14



If f(zo) € Z then f(x,) € Z for every rational number z; congruent to zo modulo the

common denominator of the coefficients of f(x). We deduce that if f represents integers,
then [f(Q) NZ| = co.

Definition 4.2. Let m > 1. Two m-tuples of polynomials (fi,---, fi) and (g1, , Gm)
are said to be affinely equivalent if there exists A\, u € Q with A\ # 0 such that g;(z) =
filhx + p) for all ¢ € {1,...,m}. When this is the case, we write (fi,..., fn) ~

(g17 s ;gm>

Note that if f(x) ~ g(z), then we have V(f) = Vz(g) clearly.

Let f(x) a polynomial of degree > 2 in Q[z] and write

g(l’) n n—1
r) = == where ) = gt + Gn_1T + -+ gz + g € Zl|z],
fla) ==~ g(x) =y In-1 9z + go € Zlx] (14)

ged(m, gn, -+ ,90) = 1 and m > 1 is an integer.

We want to find Dg(f).

For a rational number %, where u, v € Z and ged(u,v) = 1, if f(%) € Z, then we need
that g,u™ + g, _1u" v+ -+ gruv™ ' + gov™ =0 (mod mv"). Since ged(u, v) = 1, v must
divide g,.

Consequently, for every element z; € Dq(f), we can let x; = . where w € Z and
ged(w, g,) > 1. Substituting this z; into (14), we obtain

W gy " A gog” P =0 (mod mgl ). (15)

If an integer w = w; is a solution of the congruence (15), then the rational numbers
zp = 24 (mod mgl~?) satisfies f(xq) € Z. This process gives the set Dg(f).

Proposition 4.3. (i) If a polynomial f(z) € Qlx] is of the form f(x) = % where
m € Z and g(x) € Z[x] has a leading coefficient 1 or —1, then Dq(f) C Z.

(17) For a given polynomial f(x) € Q[z|, we can determine explicitly a polynomial h(x) €
Q[z] such that Vz(f) = Vz(h) and Dg(h) C Z.

Proof. (i) By the above discussion, the denominator of an element of Dg(f) should
divides the leading coefficient of g(x). So, if the leading coefficient of g(x) is 1 or —1,
then we have Dq(f) C Z.

15



(¢4) Suppose that f(z) is of the form (14). By the change of variable z — =, we obtain

a polynomial h(%) _ z’“rgn—1:6”*1+gn—29nx”1*2+---+919272x+909371. We have Vz(h) _ Vz(f)

pry
gn m

because h(z) = f(;-) ~ f(z), and Dg(h) C Z because h(z) satisfies the conditions of (¢).
0J

Definition 4.4. Let us we write a polynomial f(x) € Q in the form (14). Then f(x) is
called normalized if the leading coefficient of g(z) is 1 or —1. If a normalized polynomial
h(z) is affinely equivalent to a polynomial f(x), we say that h(z) is a normalization of

f(z), and the polynomial (=) is called the standard normalization of f(x).

In view of the Proposition 4.3, to find Vz(f) for a polynomial f(z) in Q[z], we can

work with its standard normalization.

4.2 Application to the polynomials t(x), y(x), r(z), ¢(x).
In our construction, we assumed that z, a, b take rational values, using § 4.1, we now

see that they can be assumed to be integers.

Proposition 4.5. Let v, (), to(x), yo(z), go(x) be the polynomials associated to o = (a+
bv/—D)(y, where a, b€ Q and b# 0 as in §2.2. Then there exists o = (a* + b*/—D)(x,
where a*, b* € Z and b* > 0 such that the associated polynomials ro« (), tor(x), Yo ()

and go-(x) satisfy (ra(z), ta(2), Ya(2), ga(2)) ~ (ras (2), tas (2), Yo (2), o= ().

Proof. Let o = (a + bv/—D)(, where a, b € Q, be a primitive element. Let ¢ € Z,
¢ > 0 be such that ac and bc are integers. It suffices to take a* = ca choosing the sign of
¢ so that be > 0. OJ

In view of Proposition 4.5, we assume from now on that a, b € Z and that b > 0.
Then the problem of finding Dq(t) N Dg(y) N Dg(q) N Dg(r) is related to the solvability
of a system of polynomial congruences modulo each denominator. The main problem is
to solve the system of two congruences corresponding (5) and (6) as follows.

—bz"" 4 (aB + Ab)z =0 (mod B(a® +b°D)),

(16)
az™ — (a® + DV?)z" + (bDB — aA)z 4+ A(a®> + Db?) =0 (mod DB(a® + Db?)).

In order to determine Dg(t) N Dg(y) N Dg(q) N Do(r) C Z, it suffices that one of
t(z), y(z), r(x) and ¢(z) is normalized. So we can replace the congruences (16) by those
associated to a normalized tuples of polynomials. Note that the change of variable for the

normalization should be simultaneous for multiple congruences.
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Proposition 4.6. In the cases of §3.1 and §3.2, i.e. when n =k or g, the polynomial

t(z) is normalized.

Proof. In these cases we have (a + by/—D)" = (A + By/—D) with A, B € Z. From
the binomial expansion of the left hand side we obtain B = b Zié (5,0 )a" 2= (=D,
from which we find that b always divide B. Hence, (5) changes to t(z) = W—H
where B’ = % € 7Z, which is a normalized polynomial. O

So for the constructions of §3.1 and §3.2, we need not a normalization process sepa-
rately. Note that for other constructions §3.3, this proposition is not true.

We obtain the solutions of the congruences (16) in the form x = zo + NX where
xo and N are fixed integers and X is a integer variable. We substitute this into ¢(z),
y(x) and r(z) to obtain polynomials T'(X) = t(zg + NX),Y(X) = y(xo + NX), R(X) =
r(zo + NX) € Z[X]. Then the divisibility conditions ®(t(x) — 1) = 0 (mod r(x)) and
(t(z) — 1) + Dy(x)*> =0 (mod r(z)) that hold in the ring Q[z] become

Pp(T(X) - 1) = G(X)R(X), and (T(X) — 1)*+ DY (X)* = H(X)R(X), (17)

for some polynomials G(X), H(X) € Q[X]. Note that R(X) € Z[X] automatically
because r(z) € Z[z]. Because O (T(X) — 1),(T(X) — 1)*> + DY (X)?, R(X) are all in
Z[X], we can write, by an application of the Gauss’ lemma on polynomial [15], that
G(X)R(X) = ¢(G)c(R)G1(X)R1(X) and H(X)R(X) = ¢(H)ce(R)H1(X)R1(X) where
G1(X), Hi(X) and Ry(X) are primitive polynomials € Z[z], and ¢(G)c(R), c(H)c(R) € Z.

Here ¢(F') means the content of the polynomial F'(X). Therefore we can write
Op(T(X) — 1) = Go(X)R1(X), and (T(X) = 1)* + DY(X)* = Hy(X) Ry (X),  (18)

for Go(X), Ho(X), Ri(x) € Z[z]. So if we replace R(X) by R;(x), the divisibility condi-
tions hold in the ring Z[X], so that the divisibility conditions also hold among the integers

represented by the corresponding polynomials.

Lastly, if Q(X) = q(zo+ NX) = 1 {T(X)? + DY (X)?} represents primes we obtain a
family. Note that for a pair of integers ¢ and y randomly obtained, the probability that

t? 4+ Dy?> =0 (mod 4) is 2 when D =3 mod 4, and is  when D =1 mod 4.
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4.3 Algorithmic and computational aspects

The following algorithm describes the method of finding families of pairing friendly
elliptic curves by the main strategy (§2.2). We assume that the inputs are chosen so that

one of the exceptional cases in the Theorem 2.6 does not occur.

Algorithm 4.7. Constructing families of pairing-friendly elliptic curves - The main strat-

egy.

INPUT: k,n: positive integers, D: a square-free positive integer, L, M: positive integers
OUTPUT: A list of complete families of elliptic curves (r(z),t(x),y(x), q(z))

or an empty list ()
VARIABLES: a, b, n, X, LIST.

1. If 21 k then

If 31k then let n = k, otherwise let n = £,

w

Else if 2|k then

If 31k then let n = %, otherwise let n = .

(Optional: If 4|k and 31 k then we can let n = %)
2. Set LIST = ().

3. For a from —L to L, b from 1 to M do

3.1. Let o = (a + bv/—D)(.
3.2. Find A and B such that A + B\/—D = o™.

3.3. Let t(x) = —bx’;;;riabf;;xb)x ey

o ax”+1+(bDB—aA):c z"—A
y(r) = — DB+ D) T DB

ro(x) = 2*" — 2Az™ + A* + DB?.

3.4. Find the minimal polynomial r(x) of « from the factors of ro(x).
3.5. Replace the polynomials r(z),t(x),y(z) by their normalizations.
Let t(z) = ala), y(x) = gfn_(f) for g1, 92 € Zlz], mi,m € Z.

1(x
mi
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3.6. Find the integer solutions of the congruences.
g1(z) =0 (mod my), ga(z) =0 (mod my).
Let the solutions x = x; + N;X (i=1,--- ,{).
3.7. For ¢ from 1 to ¢ do
3.7.1 Let T(X) = t(z; + N;X), Y(X) = y(z: + N;.X),
Q(X) = LEHDYXS  R(X) = r(z; + N, X).
3.7.2 If Q(X) represent prime numbers then let Ry(X) = %, and
add (Ry(x),T(z),Y (z),Q(x)) to LIST.

4. OUTPUT(LIST).

5 Examples

In this section, we give some example families constructed by the proposed method.
First four examples where n = % break the records of p, values when k& = 16, 22, 28 and 46.
The other three examples for the cases where 3|k, 4|k and 6|k respectively, are offered to
show that our method is useful for another k. The computations are performed by codes
of GP/PARI calculator version 2.3.4 in a computer of 4 GHz CPU and 6 GB memory.

Example 5.1. k=16, D=19, n=% a=1, b= -9,

r(z) = 216 4+ 110159863477762% + 31634849063620633600000000,

—x — 5478964494336z + 44704166510080),

Y(2) = sermmaisamsess (#° — 15402 + 50183131004416x — 8482309487787520),

4(%) = =szsesoso T ieroTEsco isssoes (T — 227 + 154026 + 110159863477762'° — 2007325240176642°
+ 169646189755750402% + 3163484906362063360000000022 — 10423636739393610575355576322

+ 48717667557975775744000000000).

. 1
t(z) = zz7oaTo6510080 (

We see that p, = 1.125, and t(x), y(z) represent integers and ¢(z) represents primes
and r(z) represents almost primes where = = 535165001349530860+79886592017467915369748889
60X, etc. for X € Z. For example, we obtain a numerical example when X = 88,
ro = 218728147929748106011356890353 - - - 101277903139234516363115960577 (1447-bit),
to = —938125837401756790742311747438 - - - 417955118448094516057864297727,
qo = 220162984677250004436664961339 - - - 994584081041965620905462655397 (1692-bit), with p = 1.170.

k

For k = 16, another parameters D = 83,n = 5,a =1, b =9 also gives an example.
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Example 5.2. k=22, D = 3, n—Q, a=-3,b=2

r(z) = 220 + 621 + 15218 — 36217 — 531216 — 24302 — 34292 + 30456213 + 254745212

4 8888942 — 16281210 + 1866677427 + 1123425452° 4 28205301627 — 6668753492° — 992436543027
— 455418102512 — 648391874762 + 5673428904152 + 4765680279486z + 16679880978201,

12 25740
t(x) = 341901x o v+ 1

12 11, 76751 25673
z) = 683802$ + 97686:’3 + o2 &+ g

<

25673 76751 12 25673 .11
Q( ) - 2671915286883j + 445319214483: + 12723406128'2: + 183258936x + 91620468 * + 8726616

282475249 2 4 1963530103 4 1977326743
215472 251384 71824

We see that p, = 1.200, and t(z), y(z) represent integers and ¢(z) represents primes
and r(z) represents almost primes when z = 17937045 + 267191528688X, etc. for X € Z. For

+

example, we obtain a numerical example when X = 99,
ro = 375682463649294937725331452708 - - - 672541116962515831894632593221 (835-bit),
to = —343239858738915685119553839795 - - - 765440417453761981253691221920,

qo = 515434502743726638701574169825 - - - 673432678427415474854085670147 (1032-bit), with p = 1.235.

k

For k = 22, another parameters D = 1,n = 3,

a =1, b= 2 also gives an example.

Example 5.3. £k =28, D =11, n—2, a=-—1, b=1,

r(z) = 224 +20222 + 256220 + 224028 + 793626 — 163840214 — 4419584212 — 23592960210 + 1645608962 +
668860416025 + 1100753141762* 4 1238347284480z + 8916100448256

(2% + 117637122 4 106070016)

Y(2) = Trsemromss (—2'° — 122 — 117833728z — 247234560)

q(%) = Tesamionmerars (0°0 2229 4+12228 441205760216 +47133491221 5449446912024 +128391846454886 457 4
7143019702648832x + 15407021574586368)

_ 1
(%) = Tosa70016

We see that p, = 1.250 and t(z), y(x) represent integers and ¢(x) represents primes
and r(x) represents almost primes where z = 40836966312 + 41253110412214272X, etc. for
X € Z. For example, we obtain a numerical example when X = 0,
ro = 445723448688461716904639853900...403683109586857259723050307457 (738-bit),
top = 138105013027001834189171103639...100758282632109300046580879033,
go = 520172580657885019307442495391...625440517816648629354812696407, (1003-bit), with p = 1.280.

Example 5.4. k=46, D=1, m=2,a= -3, b= —

r(x) = 2 + 6213 + 23242 + 602 4 61240 — 414239 — 3277238 — 14280237 — 43079236 — 72834235 +
12302323* + 1684980233 + 8510581232 + 2915874623 + 6431492323 + 682584022 — 795138959x28 —
4859569674227 — 188206115772%6 — 4974926370025 — 5382763169924 + 3237746379062:2% +-
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2642407039523222+420907029277822' —9096869757131220 —1092991323489002:19 —537535487250697 15 —
180432420296848227 — 38379838835518312'% + 4283113372792802'° + 524636585098494831

+ 309213903674466258z "% + 11732558614187542692:2 + 3019754420744464260x'" +
2866200326022980063z'% — 220596055135401550022° — 1696182373195396708312° —
73093455224121600996027 — 2180570228293280338957x° — 35812721906238739042622°

+ 6859779824069400980869z + 87715217422526766640620x> + 43711416682225838709242322 +
1482387174440702356226478 + 3211838877954855105157369,

t(2) = 3msms9rETa7es (#°* — 116453719443602 + 34351291513799),

Y(2) = seroassaoa7aas (3221 + 1328 — 584824319281z — 48335960735283),

() = TisssaTsTea0EhaeasosGoagos (&1 + 6217 + 13246 — 74363016515822:2° — 2339297277124 —
9667192147056622% + 417539054134131163670457972% — 241825572377769459828769698z +

542800770374370512771595361).

We see that p, = 1.090 and t(x), y(z) represent integers and ¢(z) represents primes and
r(z) represents almost primes when x = 960188679654379-+1452321512204306699086046032X , etc.
for X € Z. For example, we obtain a numerical example when n = 26,
ro = 351228515982078375300312584394 - - - 972546169771999566672910546453 (4094-bit),
to = 205552975863170468196803843344 - - - 365732061339454329157455437520,
yo = 308329463794755702295205765051 - - - 577237019272546358774584706674,
qo = 343297710325416771316072591262 - - - 923433497818429340465310973169 (4466-bit), with p = 1.090.

Example 5.5. For k=27, D=3, n=% a=-2, b=1,
r(x) = 218 — 47512° + 40353607,

_ 2 10 18357
H) = ez froor L T 1,
_ 4 10 _ _2 .9 _ 10907 4751
Y(2) = — Tiges? 20409 % 112863 L T 20409
_ 1 20 4 19 1 18 11 21814 .10 _ _ 4751 .9
4(*) = grizoeoss® T orisocemo T TasRAmaT Y A751/9718969892 " + g7Tgo50s9 % 138812427 L T
5764801 .2 _ 213233585 40353607

138842427 % 971896989a7_k 138842427
This family has p, = 1.111, and t(z), y(z) represent integers and ¢(x) represents

primes and r(x) represents almost primes where x = 51457 + 142863 X, etc. for X € Z.

Example 5.6. For k=8, D=7,n=% a=-1,b=1,
r(x) = 28 — 162* + 4096,

t(z) = 145 (2% — 162 + 192),

= i (—2° — 8z* — 1761 — 64),

<

1344

()
4(2) = 15y (210 + 22° + 82° 4 1625 + 704" + 1282 + 40962 — 2560z + 32768)
This family has p, = 1.250. t(z), y(z) represent integers and ¢(x) represents primes
and r(x) represents almost primes where z = 5396 4 129024.X, etc. for X € Z. Note that

21



we take D = 7 which is different from that of table 8.2 of [10].

Example 5.7. For k=36, D=3, n=%a=-2,b=1,
r(x) = 212 + 68325 + 117649,

»7 _ 757
t(x) = *259“L 590 T 1,
4 .7 1255 . . 683
y(@) = 77 +111$ + 77Tt
683 .8 | 2510 7 683 6 . 168072 | 386569 117649
q(z) = 2874933 +28749x +4107$ + 287297 t 3g729%" t+ 107 Tt T107 &7t 2s7a0 £+ o7

This family has p, = 1.167, and t(z), y(z) represent integers and ¢(x) represents
primes and r(x) represents almost primes where z = 490 + 777X, etc. for X € Z.

6 Conclusion and perspectives

We have proposed a new method of choosing primitive elements for Brezing-Weng
families of pairing friendly elliptic curves. The proposed method improves the rho-values
of the families for the case where embedding degrees k = 16,22,28 and 46. We have

summarized the improved results in table 6.

k P D degr(z) | Constr.
16 || 1.125 | Some fixed (eg. 19, 83) 16 §3.2
22 || 1.200 | Some fixed (eg. 1,3) 20 §3.2
28 || 1.250 | Some fixed (eg. 11) 24 §3.2
46 || 1.091 Some fixed (eg. 1) 44 §3.2

Table 6: Improved rho-values of families obtained by the proposed method

Indeed, the method can be considered a kind of generalization of the the methods
proposed in [10], [14] and [3]. This explains why our method arrives at the existing
records of rho-values for the remaining embedding degrees.

Note that the choice of D in our method is relatively free compared to another methods
that use fixed discriminants. In fact, this provides a cause of the improvement in the rho-
values by increasing the degree of polynomials concerned. We can see in the table several
example D values for each k, and another many choices are possible.

The table 2 of §3.2 shows that the rho-value of a family obtained by our method can be
improved also for the case of k = 40. We give no example for this case at present, because
of some implementation problem. However, we conjecture that a little improvement of

strategy will give examples.
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