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Abstract

Broadcast encryption is conventionally formalized as broadcast encapsulation in which, instead of a cipher-
text, a session key is produced, which is required to be indistinguishable from random. Such a scheme can
provide public encryption functionality in combination with a symmetric encryption through the hybrid en-
cryption paradigm. The Boneh-Gentry-Waters scheme of 2005 proposed a broadcast scheme with constant-size
ciphertext. It is one of the most efficient broadcast encryption schemes regarding overhead size. In this work we
consider the improved scheme of Phan-Pointcheval-Shahandashi-Stefler [PPSS12] which provides an adaptive
CCA broadcast encryption scheme. These two schemes may be tweaked to use bilinear pairings[DGS12].This
document details our choices for the implementation of the PPSS scheme. We provide a complete golden se-
quence of the protocol with efficient pairings (Tate, Ate and Optimal Ate). We target a 128-bit security level,
hence we use a BN-curve [BNOG]. The aim of this work is to contribute to the use and the standardization of
PPSS scheme and pairings in concrete systems.

Keywords: Broadcast Encryption Implementation.

1 Introduction

1.1 Overview

A broadcast encryption is a cryptographic scheme that enables encryption of broadcast content such that only a set
of target users, selected at the time of encryption, can decrypt the content. Apparent applications include group
communication, pay TV, content protection, file access control, and geolocalization. In [PPSS12], the authors
propose an efficient dynamic broadcast encryption scheme with constant-size ciphertexts. This scheme is an im-
provement of [BGWO05| from selective CPA to adaptive CCA security. We study the BGW scheme implementation
proposed in [DGS12] and adapt the modifications to the PPSS scheme. We use a more efficient asymmetric pairing
and provide more details about the sum computation.

This document presents detailed example vectors for the broadcast encryption scheme specified in [PPSS12]
with an asymmetric pairing. For each function and each step of the scheme we give an example vector using elliptic
curve domain parameters over F,. The BGW scheme introduced an efficient broadcast encryption scheme with
constant-size ciphertexts (a description of the authorized users must be added to this ciphertext). The intersting
properties of BGW are achieved thanks to a bilinear pairing. The broadcaster owns a master secret key and each
receiver owns a single secret key. In [DGS12] the authors showed that this scheme is practical even with a large
set of users. They provided efficient timings for encryption on a standard PC and decryption on a smartphone.
In this work we detail each step and function of the PPSS scheme implemented on a Barreto-Naehrig curve. This
work will be usefull for engineers whishing to promote this scheme and develop a demonstrator. More generally
this work will be usefull to anyone who wants do discover in practice the new generations of broadcast encryption
schemes using pairings.



1.2 Organization

This document is organized as follows.

e Section [2[ describes the mathematical preliminaries and notations.

e Section [3| details the scheme [PPSS12] used for the broadcast encryption.

e Section [4 gives the parameters of the finite field and the curves.

e Section [5| gives the golden sequence, with two examples of encryption and decryption with the Tate Pairing.
e Appendix [A] gives the notations used in this document.

e Appendix [B] gives the PPSS scheme designed with the users sorted in several groups.

e Appendix [C] gives the golden sequence with the Ate pairing.

e Appendix [D] gives the golden sequence with the Optimal Ate pairing.

2 Mathematical Preliminaries and notations

2.1 Elliptic curves over I,

An elliptic curve over I, is defined in terms of solutions to an equation in F,. The reduced form of the equation
defining an elliptic curve over F, differs depending on whether the field has characteristic 2, 3 or is a prime finite
field. In this document, we work only with the large characteristic.

Elliptic curves over F:
Let F, be a prime finite field so that p > 5 is an odd prime number, and let ap,bg € F, satisfying 4a%, + 27bg # 0
mod p. We explain in Sec. our choice for the size of p. Then an elliptic curve E(F,) defined by the parameters
ap,bg € F,, consists of the set of solutions or points P = (z,y) for z,y € F, to the reduced Weierstrass equation:
y? =234+ agz+bry mod p

together with an extra point O called the point at infinity. The equation y? = 22 + agz + br mod p is called the
defining equation of E(F,). For a given point P = (zp,yp), xp is called the z-coordinate of P, and yp is called
the y-coordinate of P.

The number of points on E(F,) is denoted by #E(F,). The Hasse Theorem states that:
p+1-2/p<#EF,) <p+1+2p
It is possible to define an addition law to add points on E. The addition law is specified as follows:
1. Law to add the point at infinity to itself:
0+0=0.
2. Law to add the point at infinity to any other point: For all (z,y) € E(F)),

O+(a:,y) = (l‘,y)—FO: (x’y)

3. Law to add two points with the same z-coordinate: when the points are either distinct or have both y-
coordinate 0: For all (z,y) € E(F)),
(@,y) + (z,—y) =0

-i.e. the negative of the point (z,y) is —(z,y) = (x, —y).



4. Law to add two points with different z-coordinates: let (z1,y1) € E(Fp) and (z2,y2) € E(F,) be two points
such that x1 # x9. Then (z1,y1) + (z2,y2) = (z3,y3), where:
—h

—x1—2x modp,ys=Ax1—2x3)— 10 modp,and)\:L
To — X1

2

T3 = A mod p .

5. Law to add a point to itself (double a point): Let (z1,71) € E(F,) be a point with y; # 0. Then (x1,31) +
(x1,91) =2 (z1,91) = (v3,y3), where:

323 +ap

3=\ -2z, modp,ys =Nz, —23) —y; modpand \= o

mod p .

The set of points on E(F,) forms a group under this addition law. Furthermore the group is abelian - meaning
that Py 4+ P, = P, + P, for all points Py, P> € E(F,). Note that the addition law can always be computed efficiently
using simple field arithmetic.

Cryptographic schemes based on ECC rely on scalar multiplication of elliptic curve points. Given an integer ¢
and a point P € E(F),), scalar multiplication is the process of adding P to itself ¢ times. The result of this scalar
multiplication is denoted ¢ - P. Scalar multiplication of elliptic curve point can be computed efficiently using the
addition law together with the double-and-add algorithm or one of its variants.

2.2 Pairing
In cryptography, we define a pairing by the map:
e: (G1,+) x (Ga,+) = (Gs, x)
The pairing e satisfies:
e Bilinearity: let P € Gy and Q € G2, Y(u,v) € Fy re(u- Pv-Q) = e(P,Q)"".
e Non-degeneracy: for any P € G1 \ {0} 3Q € G such that (P, Q) # 1
e For practical purpose, e has to be efficiently computable.

In this document, we use the Tate pairing and two other variants: the Ate pairing and the Optimal Ate Pairing,
defined in [HSV06] Ver10].

Tate pairing:
Let I, be a prime finite field and E an elliptic curve over I, with a subgroup of prime order m. Let k be the
embedding degree i.e. the smallest integer k such that m|p* — 1.

er: B(F,)m] x E(Fy)/mEFy) —  Fi/(F5)™

pF—1

(}162) = f%uf%l)Q)gjxi
with:

For every P € E(F),), let f., p be the F,-rational function with divisor:

(fm.p) =m(P) = (m- P) — (m —1)0.

e The divisor Dg = (Q + R) — (R) with R a random point in E(F,«), such as Dg is co-prime with (P) — (O).

The final exponentiation is used to have a unique representative. This Tate pairing may be denoted by
reduced Tate pairing in a cryptographic context. This means we perform the final exponentiation.



Ate pairing:
Let E(F,) be an elliptic curve, m a large prime with m | #E(F,;) and denote by t the trace of the Frobenius
endomorphism, #E(F,) = p+ 1 —t. Let k be the embedding degree with respect to p and m. For T' =t — 1,
Q € Gy = Elm]NKer(my, — [g]) and P € G; = E[m] N Ker(m, — [1]), the Ate pairing is defined as

€A - GQ X Gl — F;k/(F;k)m
(Q,P) — fT,Q(DP)%
with:

e For every @ € Gy, let fr,g be the Fx-rational function with divisor:
(fr@)=T(Q)— (T Q) — (T - 1)0.

e The divisor Dp = (P) — (O), Dp is co-prime with (Q) — (O) since Ga NGy = O by construction.
e The final exponentiation is used to have a unique representative.
e The Frobenius is 7, : £ — E : (z,y) — (2%, y”). We use the same notation 7, for the Frobenius in [F,.

We know that:

-1k -1

7Tp<€T(Q7P)> m = EA(Q,P)k .
Optimal Ate pairing:

In [Ver10], the author explain how to compute a pairing in O (loi%,(gl)).

Here is the Magma[BCP97] code to compute the Tate pairing and the Ate Pairingﬂ:

x_E := 4611686018427944831;

p := 36*x_E"4+36*%x_E~3+24*x_E"2+6%x_E+1;
m := 36*xx_E"4+36*x_E~3+18*x_E~2+6*%x_E+1;
k = 12;

t := ptl-m;

Fp := FiniteField(p);

lambda := Fp ! -1;

Fp2<X> := ExtensionField<Fp , x | x"2 - lambda>;

beta := Fp2! 1+X;

Fpk<U> := ExtensionField<Fp2 , ul u”6-beta>;

b_E_Fp := 12;

a_E_Fp := 0;

E_Fp := EllipticCurve([Fp ! a_E_Fp, Fp ! b_E_Fpl);

E_Fpk := E_Fp(Fpk);

P := E_Fpk ! [ 1, 10208195048256637760526282262283388199581052229439012341787449317362490730242] ;

bt := Fp2! b_E_Fp/beta;

Et_Fp2 := EllipticCurve([Fp2 ! a_E_Fp, Fp2! btl);

Q :=Et_Fp2 ![ 4180895785587028667826786850619781135848051703205812940997073315544780465195
+X+%2198361849197333770042321426456007583724775794524124257318292856528840823424,

10278790021048961159171385485866198250182016309472954570413203392144239750957

+X%12031699434177040182637280953199138587350591234273202953866202774531978144509] ;

n := 101;
alpha := 4626059160041950428763316192902226066119825950263450353576299783137533861908;;

IThe Magma Algebra System has not implemented the function Optimal Ate Pairing.



Pn := alpha™nx*P;
Q1 := alpha * Q;
Q1 := E_Fpk ! [Q1[1]1*U"2, Q1[2]1*U"3];

e:=ReducedTatePairing(Pn,Q1l,m);
e;
(2127812259550993495072584731037300935704889386208043623713155084905253792095*X +
12040400999163887538212377340089328065927347824189722347923869229369290080663) *U"5 +
(16188971139605893944883252994981336385916587324616518086389293519646187783112*X +
9291245618952431096054272516026793305152077614557855985349622539553855200880) *U~4 +
(145420087133900650406556921688926195370190973630123616890122328239612895717*X +
15241427258801996725372979128513686955119404666059012223506760614915576032858) *U~3 +
(3992586121504756341504873227277175827562094454075522566015033329571147714786*X +
1521139847720600344495516242465234524670070815494222964997130067772954527114) U2 +
(5038203151404631215916969864982186096569109661221215159734364820370518154378*X +
2034617478678334330114287231256676256529198327912042265372082307973047752582) *U +
3736224127587849951207374140465494525783296894277339955308027604152345576535*%X +
9777006672766793355569318537895760242288532693135997144224010579608079171503

el:=ReducedAteTPairing(Q1,Pn,m,p);

el;

(12793504745823214202486921592248938326228519139335780636658737471402397474051*X +
2695784522523109676632842347919192364083954576423543791362742613381652436319)*U"5 +
(8690600451356069447465221007428368339463640640321549811654028691982172060957*X +
14298575420554289594792509115830063424429790989698922278036285003200195357441) xU"4 +
(3076137051186605784990224803334726556784795497521097092187992591079716946744*X +
5181302670099845548837284208093312981855513208249475704966936823262062834217)*U"3 +
(13215537932989410804981533038265425736838035447246391225124785211393905317674*X +
1153302214757886741403939359571516898489672022545254368854466846594116076258)%U"2 +
(12552263301499855327232446196944428108745030852315680584657136375473421919685*X +
14867456709199068373298987401160283843298847977670925602408199365402343882038) *U +
11131443985348788290486407838823010152214468606170871745863301904649070776125*%X +
15557552376765027901259096680778299977167019284665517908046027812000922253665

L:=((t-1)"k-1 )div m ;
Frobenius (ReducedTatePairing(Q1,Pn,m) ,Fp) "L eq ReducedAteTPairing(Q1,Pn,m,p) "k;
true

2.3 Barreto-Naehrig Curve and Optimal Pairing
The family of BN-curves [BN0OG] has embedding degree k = 12 and is given by the following parameterization:

p(x) = 362 + 362> + 2422 + 62 + 1

m(x) = 362 + 362> + 1822 + 62 + 1

In [Verl0], the author obtained:
W(z) = [6x +2,1,—1,1]

The Optimal Ate Pairing can be computed as :

pF—1

eopt = (fext2,Q(P) - M)

where M =1, 0, (P) - 1-0y4+Q5,0: (P) 10, Qs+ Qs (60+2)-0(P), Qi = p'-Q for i = 1,2,3 and I, q, is the equation
of the line through Q; and Q; (or the tangent line when Q; = Q;). Moreover the line lg, _g,+q,,(62+2)-@(FP) can
be removed from the computation since Q1 — Q2 + Q3 = —(6z + 2) - @ by construction.



We know that: 2
(er(Q, P))6e" —6a+1
(ea(Q, P))1—2(t-1)+3(t-1)

eOpt(Q7 P) =

2.4 Conversion between Decimal Basis and Hexadecimal Basis

This document uses integer notation in decimal basis and in hexadecimal basis. Let Base be the base (10 or 16).
Let (2;) a sequence of integers (Vi, 0 < z; < Base — 1).

Let X an integer such that: X = a,, x Base™ + a,_1 x Base" !+ ...+ a; x Base + ag

The notation of X is: zp,2p_1 ... 2120. The numbers X are in decimal basis and the numbers X are in hexadecimal
basis.

For example: X =123 =1x1024+2x104+3=7x16+11s0 X =7B
For the legibility of this document, we write the hexadecimal number by 4 bytes long blocks.

2.5 Security Level, Recommended Size

The elliptic curve E(F),) is a group. The generic attacks on the discrete logarithm (Pollard-p, Baby Step Giant Step
combined with Polhlig-Hellman) are in O(+/1), where [ is the largest prime factor of #E (Fq). The Lenstra-Verheul,
NIST and NESSIE recommendations for ECC (in [Ecr(07]) are:

Security level | Recommended Size | Embedding Degree
(log(l) ~ log>(p)) k

56 112

64 128

80 160 6—8
96 192

112 224 10 — 16
128 256 12 -20
160 320

192 384 20 — 26
256 512 28 — 36

In this document, we use an elliptic curve with m = #E;(F),) (defined in section [d). m is a prime number and
loga(m) ~ 256, so the security level is: 128 bits. We choose a BN curve.

3 PPSS Scheme

This section specifies the broadcast encryption scheme explained in [PPSS12], using elliptic curve domain param-
eters over F,, and F,2. In [DGSI2], the authors propose to adapt the scheme [BGWO05| to an asymmetric paring
in order to have a group E; with smaller coefficients and use precomputation to compute more quickly the sum.
This adaptation can be extended easily to PPSS.

The PPSS scheme needs a bilinear pairing hence a pairing-friendly curve. We have chosen to use a Barreto-
Naehrig curve. This gives us the best performances at the moment for pairings at the 128-bit security level. The
PPSS scheme is fully collision-secure. This means any collusion of revoked users cannot recover the secret key of
an authorized user. The PPSS scheme needs a one-way universal hash function H,. The assumptions used for the
security proof are the BDHE and GBDHE assumptions. The Bilinear Diffie-Hellman Exponent problem ({—~BDHE)

with a symmetric pairing is given a vector of 2¢+ 1 elements (h, 9,97, gxz, e ,g)‘l , g)‘Hz, e ,g’\w> of a prime order
bilinear group G, compute the element e(g,h)’\prl = e(gAHl,h) with ¢* " missing in the input sequence. The

. . . o1 o . . . J
generalized version stands for asymmetric bilinear pairings. The input sequence is (g’\ A )
1<iA+1<26,1<5 <01



with g € G1,h € Ga. The challenge is to output e(g, h)’\prl = e(gvﬂ,h).

The scheme used an asymmetric pairing e : E1(F,) x Eo(F,2) — (F,r)*. Now, we will use the additive notation
for both E) and E> and the multiplicative notation for (IF,x)*.

To respect the notation in the article [PPSS12], we work with n — 1 users.
E (Emitter) and R (Receiver) use the broadcast scheme as follows.
A Broadcast scheme is composed by 4 functions:

1. Set Up explained in [3.1]
2. Join explained in [3:2]

3. Encrypt explained in [3:3]
4. Decrypt explained in [3:4]

This figure represents the PPSS scheme for n — 1 users:

Emitter Center
P,P1,P2,...,Pn,Pn+2,Pn+3,...,PQn,V,Ql,...,Qn_l Public Key

t random, K = e(Pn11,Q)" = e(Pn,Ql)t Session key
Hdr = (t ’ Q7 t- <H(t ’ Q) ’ Pl +V + Z]‘es PII+1*.]‘>>

Hdr = | (Co, C1)

Receiver 1 Receiver i Receiver n
(Pi)lgigml and Ql Public Key L. (Pi)lgiggn and Ql Public Key e (Pi)1g7;g2n and Qn Public Key
i#n+1 i#n+1 i#En+1
Dy = - P1 Secret Key D; =~ P; Secret Key Dn =7 Pn Secret Key
3 3 3
e(C1,Q1) e(C1,Q;) e(C1,Qn)
€<HN(GU)Pi+1+DI +Xjes Pny1—j+1, Co) e(H»e(Co)Pi+1+D7‘,+Zjes Prt1—j+i Co) E(Hm(co)Pi+1+Dn,+2]'es Prti1—j4n: Co)
j#1 J#i j#n

3.1 Set Up (n—1):
E generates the master secret key and the public key for the scheme (MSK, PKy).

Input: The elliptic curve domain parameters as specified in Section [d] and n — 1 is the number of users

Action: E selects the keys.

1. Compute n with the number of users.

2. Generate an random integer « in [2,...,m — 1]

3. Generate an random integer v in [2,...,m — 1].

4. Compute the sequence P; of E; fori=1,...,n,n+2,...,2n, such that P; = o' - P.
5. Compute the point V of E;, such that V =~ - P.

6. Compute the sequence Q; of E» fori =1,...,n—1, such as Q; = o’ - Q.

7. Generate a random index x to choose the hash function H,.

8. Store PKS = (P,Pl,PQ,...7Pn,Pn+2,...,Pgn,‘/,Q,Ql,...,anl,li).



9. Store the MSK = (a,7).

Output: PK; = (P,P,Pa,...,Pp,Pnoia, ..., Pon, V,Q,Q1,...,Qn_1,k), MSK = («,7) and the hash function
H,.
3.2 Join (MSK,i):

E generates a secret key for R.
Input: The master secret key MSK and the index of the user ¢ € [1,n — 1].

Action: E generates a i-th secret key for R and select the public key from PKj.
1. Compute the point D; =y -a'- P € E.
Output: The elliptic curve point D; for the secret key and the public key: PK; = (P, P1,..., Py, Pyyo, ..., Pay, Q;)

E gives D; and PK; to R.

3.3 Encrypt(S, Pk, H,):

E generates a session key to encrypt a message and the header, such that R can compute the session key, iff R is
authorized.

Input: S the set of the authorized users, the public key PK, and the hash function H,.

Action: E generates a session key K and a header key Hdr

1. Generate an integer ¢.
2. Compute the session key K.

2.1 Compute the pairing e(P,11, Q)
2.2. Compute the exponentiation in F,r: K = (e(Ppy1,Q))"

3. Compute the header Hdr = (Cy, C1)

3.1. Compute Cy =t-Q in E>.

3.2. Compute h = H,(t- Q).

3.3. Compute h - Py = (zpp,,ynp,) in Ej.

3.4. Compute Sum = Zjes Prt1—j = (ZSum, Ysum) in E1.
3.5. Compute h- P, +V + Sum in E;.

3.6. Compute Cy =t-(h-P, +V + Sum) in E.

Output: The pair (K,Hdr).
E encrypts a message with K, adds the Hdr to the message and broadcasts all.
3.4 Decrypt(i, D;, PK;, S Hdr, H,):
R can compute the session key if he is authorized.

Input: The user 4, the secret key D;, the public key PK;, a description of the set S (of authorized users), the
header Hdr and the hash function H,.

Action: Compute the session key K if the i-th user is authorized.



1. Compute the pairing K7 = e(C1, Q;).

2. Compute h = H,,(Cp).

Compute Sum = Zjes\{i} Poii—jyiin Ey.
Compute h - P11 + D; + Sum in Ej.

Compute the pairing Ko = e(h - Piy1 + D; + Sum, Cy).

AR A o

Compute the inversion in F,x of e(h - Piy1 + D; + Sum, Cp).
7. Compute the session key K = K X Kz_l.

Output: The key K.

R can decrypt the ciphertext with K.

4 Parameter Initialization

The elliptic curve domain parameters over F,, are specified by (z,p, ag,,bg,, G, m,tg, ), where the finite field F,, is
defined by:

T = 4611686018427944831
p = 16283262549005455731706454238259997169449030509273276621164013331956021995283

As an octet string, we have:

40000000 OOO8TFTF
24000000 O00131EDE b500003CE EC974A28 964D2C8B EE1F7C51 1355420E 690A2713

ST
|

The curve E; : y? = 23 + ap,x + bg, over I, is defined by:

ap, = 0
bp, = 12

As an octet string, we have:

ag, = 0
bp, = c

The generator P = (zp,yp) of E1(F,) is defined by:

rp =1

yp 10208195048256637760526282262283388199581052229439012341787449317362490730242

As an octet string, we have:

Tp = 1
Up = 1691A236 9AA68F26 AF4FC3D1 7DBESFIE 3D86AB88 F68D170A 554FEF98 T7E38E702

The order m and the trace tg, of the group E(F,) is defined by:

m = 16283262549005455731706454238259997169321424621677893876895737635789744283917
tg, = 127605887595382744268275696166277711367

As an octet string, we have:

24000000 O00131EDE 500003CE EC974A28 364D2C8B EEOS5FDD4 1355405D 1C6EA10D
60000000 00000954 00000000 003A0261

3
|

i



We define the quadratic extension by F,2 ~ F,[X]/(X? — X), with A = p — 1.

A = 16283262549005455731706454238259997169449030509273276621164013331956021995282
As an octet string, we have:

A = 24000000 O0O0131EDE 500003CE EC974A28 964D2C8B EE1F7C51 1355420E 690A2712

We define the extension Fpi2 by F .6 ~ Fyo [U]/(U® — B) with B € Fp2 (8= Bo+ AB1).

Bo =1
pr =1
As an octet string, we have:
B = 1
pr = 1

The parameter of the curves over Fy(F,2) is defined by (ag,,br,) and its generators @ = (Qz,Qy) = (Qz =
Qzo + AQz1 et Qy = Qyo + AQu).

ag, = 0
br, =12/
Qxo = 4180895785587028667826786850619781135848051703205812940997073315544780465195
Qxr1 = 2198361849197333770042321426456007583724775794524124257318292856528840823424
Qyo = 10278790021048961159171385485866198250182016309472954570413203392144239750957

Qyi = 12031699434177040182637280953199138587350591234273202953866202774531978144509

As an octet string, we have:

Qro = O093E4D9B A200D5F4 67FSDE35 1FA89F68 796C7EOD 99BOOCBF 43443696 OB1B642B
Qr; = O04DC3A8C ECBF3FEE 72B7COBO FA79756A 6BBB1BOC F1BDE9AO EE7B2C99 E48E1280
Quyo = 16B996C7 AD4F692A 1A14B760 53C4FA1A 5C9C0596 86564D72 CEE1630F 9217EF2D
Qyi = 1A99B357 71D91184 58BBEGTE O0C995A6F 25F77C75 DEC3F1E2 O0AA487BB BFF5AAFD

Here, log,(m) = 254, so we have a 127 bit security level with this curve.
We use the Tate pairing e : Ey x Ey — (Fp12)*, explained in

For the family hash function, we use the HMAC_SHA256 in [HMAOQS]. H,(z) = HMAC_SHA256(x, k)(where & is
the key).

5 Golden Sequence

We provide this golden sequence to anyone who wants to verify his own implementation of the scheme in [PPSS12],
tweaked to use asymmetric pairing as explained in [DGS12] for [BGW05], easily adaptable for PPSS.
The Security level is 127 bits because log,(m) = 254. (see section

5.1 Set Up
E generates the master secret key and the public key for the scheme (MSK, PKj).

Input: The elliptic curve domain parameters as specified in Section ] and the number of users n — 1

Action: Selects the keys.
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. Compute n in function of the number of users.
n—1 = 100
n = 101

. Generate an integer o

2.1. Randomly or pseudorandomly select an integer « in the interval [1,m — 1].

a = 4626059160041950428763316192902226066119825950263450353576299783137533861908
2.2. Convert « to the octet string a.
o =  A3A41B6 E6122DCB DO7A777B 248D2AE1 FFAD2BOF EbBC21D6F A1204178 b53FBAO14

. Generate an integer .

3.1. Randomly or pseudorandomly select an integer v in the interval [1, m — 1].

v = 7084151545225827683048027685504717764765820549485153500437942755079924941816
3.2. Convert « to the octet string 7.
v = FA97CD8 D6EBBAOB 5009EOA9 B8BB56CE 73DEAAS6 68BO5ABS 3F85EB7F AO05303F8

. Compute the suite P; = (zp,,yp,) of By fori =1,...,n,n+2,...,2n, such as P, = o' - P.

P = 1,
1691A236 9AA68F26 AFAFC3D1 7DBES8F1E 3D86AB88 F68D170A 554FEF98 7E38E702 )

rp, = 8756548003751963313740253182383096452130833802089262714269164634677292157681

yp, = 1759428182473644884533561713628609073597949874079275581965268974884096704504

and

rp, = 10677727583815662828631663720667260096824918613174008559333515067698971939683

yp, = 12102989905481467395619092214245312862737116532853841126909425074766368031297

and

rp, = 14103341190032026297502531464841754115697825634327393479077911885421510355939

yp, = 5240328156121332973762206011534720641361342678849179159352331734220842482124
As an octet string, we have:

Tp, = 135C07D1 249FDEF8 BFF2DFDO 90A2F79B 8FDA147B 86A7F99C A7DS8CEES 9EO09CAF1
yp, = 3E3CD12 b5C7A3F46 870613F2 A7924EAB CODFE58D 548944D9 29349F33 AC29FFF8
and

Tp, = 179B6130 4AE3C46D EFCB42AC 241C8304 4F9EDOFA O06108A2E ESB09233 B4F41363
yp, = 1AC20CAD FDBFOAB4 055D8C8B 17498528 ADA81086 0C006C21 40DDCD88 562D4241
and

Tp, = 1F2E354E DF838381 FB886C67 ECFDE49E D1EO4EC5 BB201DOB 9FS8DDA3F 886F6BE3
yp, = T29F5F3 44F16BC9 (3833794 28F13899 94B218BC D9710596 104FE566 130839CC

. Compute the point V = (zy,yy) of Eq, such as V =+ P.

xy = 6854284133316136958068950795498250209547235928318577865338442429849499842285
yy = 6156029464667595409844675784591674601879322950347255832901970794708288250434
As an octet string, we have:
Ty = F276328 A897017D 73ED95AD DO017DACD 3B8766FB C519765F 3200CEA8 EF1FB6ED
yy = DI9C306F 8AA5032B 212FFDC9 OOEB27E1 T72EA27B9 85591D4A 1D7CF993 CB4DA242

. Compute the suite Q; = (2¢(Q1) + A1 (Q1), y0(Q1) + \y1(Q1)) of By fori=1,...,n—1, such as Q; = a*- Q.

Q = (( 93E4D9B A200D5F4 67F8DE35 1FA89F68 T796C7EOD 99BOOCBF 43443696 O0B1B642B
4DC3A8C ECBF3FEE 72B7COBO FA79756A 6BBB1BOC F1BDE9AO EE7B2C99 E48E1280 ),

( 16B996C7 AD4F692A 1A14B760 b53C4FA1A ©5C9C0596 86564D72 CEE1630F 9217EF2D
1A99B357 71D91184 58BSE6TE O0C995A6F 25F77C75 DEC3F1E2 OAA487BB BFFSAAFD )
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x0(Q1) = 567819847149319847363491080948691921455872128674198974021394493349882375259
21(Q1) = 3520589294613129300061109693307720615894843176090027995695500565750245079547
yo(Q1) = 13049912931196200256556971713599186545608623895422717141549252740077537081984
y1(Q1) = 1129297166433691338858098890044206360782403434710483092065192743377218765876
and

x0(@s5) = 7518310856601574668361122578033701599940212928139060231437212648867999356690
21(Q5) = 2744482615241759171669590900629304974262453235426263447016387869187718121582
yo(QRs) = 15088075053734061890700421823724207898057951768675241712213684473205255388577
y1(Qs) = 7741107513544302770223088801533137043273566079936670950037428178626215023045

As an octet string, we have:

x0(Q1) =  1415FE8 B1FE4B90 F7E6C5B3 5D716171 73CAC5DB 94517E7D 6F93AC73 A7F22C5B
x1(Q1) = TC8953A ATFEE45F 168397CA 14117A15 421F071F 9756EA2F A3F43C85 1571B9FB
yo(Q1) = 1CD9FD2D 1A70BAD6 8AD193FE F734073B 6B589AFE 272CFD09 D66A10C2 A2AE3A80
y1(Q1) =  27F28D7 FAF737C5 181D8188 C6F2FS8AC DAF3965A TAEAF427 AF580DCE (C8D30434
and

x0(Qs5) = 109F3690 B8B8AASBA6 A3BFBAS9 B748160F 336CF286 T74EF398C OFAAOFB1 23119712
x1(Qs) = 6115275 F81690E1 BEC455A9 CAE8260B BEA83A7D 64DD72BE 3AB40648 OTE2086E
yo(Qs) = 215B8C3F E9D71760 0281CDF1 E830D8F2 (C50D8914 F87ECB3F 97D1BF50 ADB93DA1
y1(Qs) = 111D4FC4 0611F31C 06F40938 A3AE6913 CA7273D9 465F46A7 9939AA01 D92A11C5

7. Choose the hash function H,

7.1 Generate a pseudorandom index k for hash function H.

Kk = 9063537912204130665257853147130261001912774321197493846062310082657748195803
7.2. Convert « to the octet string @.
K = 1409C7D9 B598BEO9 CD4519A6 9042BC42 F99EAOFE 295663CC A942COE4 DEOF19DB

7.3 Define H by H(z) = HMAC_SHA256(x, k). The reference of this function is in [HMAOS].
8. Store the public key PK; = (P, P1, Pa,..., Py, Ppoyo, ..., Pop, V,Q,Q1,Q2,...,Qn-1,K).
9. Store the master secret key MSK = (a,7).

Output: PK, = (P,P1,Ps,..., Py, Poyo,..., Py, V,Q,Q1,...,Qn_1,k), MSK = («a,) and the hash func-
tion H.

5.2 Join

E generates a secret key for R.
Input: The master secret key M SK and the index of the user i € [1,n — 1]

Action: Generate a i-th secret key for a user.

e The number of the user is: ¢ = 5. We can be take all the integer in [1,100].

1. Compute the point D; =~ -a®- P € Ej.

a = A3A41B6 E6122DCB DO7A777B 248D2AE1 FFAD2BOF EBC21D6F A1204178 b53FBAO14

vy o= FA97CD8 D6EBBAOB 5009EOA9 B8BB56CE 73DEAAS6 68B0O5AB5 3F85EB7F A05303F8

P o= L
1691A236 9OAA68F26 AF4FC3D1 7DBES8F1E 3D86AB88 F68D170A 554FEF98 TE38E702 )

Tp, = 1111685591128591012397073286157702586793019966854922136086609421936616443687

yps, = 14944299665814395389306984237128660478256910672283797942227650283648125229404
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As an octet string, we have:

Tp, = 2753116 528BEBA3 OE64CEAB 673FAAA1 B7AA4COA 6AOBS8DC3 26FD3BBD 8CF28F27
Yp, = 210A2C82 61AD15BO 23D51C34 20E58108 973D4B6A F6D6BCC5 934CFF85 AD2BD95C

Output: The elliptic curve point Dy with:
Ds = 2753116 528BEBA3 OE64CEAB 673FAAA1 B7AA4COA 6AOB8DC3 26FD3BBD 8CF28F27 |

210A2C82 61AD15BO 23D51C34 20E58108 973D4B6A F6D6BCC5 934CFF85 AD2BD95C )
E gives D; and PK; = (P, Py,..., Py, Poyo, ..., P2y, Q;) to R.

5.3 Example 1: Test with 100/100 authorized users

In this example, all the users are authorized.

5.3.1 Encrypt

E generates a session key to encrypt a message and the header, R can compute the session key, iff R is authorized.
Input: S the set of the users who are authorized, the public key PK, and the hash function H.

Action: Generate a session key K and a header key Hdr

1. Generate an integer ¢

1.1. Randomly or pseudorandomly select an integer ¢ in the interval [1,m — 1].

t = 5710657168379116176003428016857198065066034451013474592937188291088088041169
1.2. Convert t to the octet string .
t = CAO1EOE EF2718A2 A90C3636 FCC04963 F9BOCFA1 22F216B3 D300A198 b5CE006D1

2. Compute the session key K.

2.1 Compute the pairing er(P,+1,Q) We can use P, and Q;.
E = ( 1F2E354E DF838381 FB886C67 ECFDE49E D1EO4EC5 BB201DOB O9OF8DDA3F 886F6BE3
T29F5F3 44F16BC9 (3833794 28F13899 94B218BC D9710596 104FE566 130839CC )
@ = (( 1415FE8 B1FE4B90 F7E6C5B3 5D716171 73CAC5DB 94517E7D 6F93AC73 AT7TF22C5B |
7C8953A A7TFEE45F 168397CA 14117A15 421F071F 9756EA2F A3F43C85 1571B9FB ),
( 1CDOFD2D 1A70BAD6 S8AD193FE F734073B 6B589AFE 272CFD0O9 D66A10C2 A2AE3A80
27F28D7 F4F737C5 181D8188 C6F2FSAC D4F3965A T7AE4F427 4F580DCE (C8D30434 ))

er(Pp, Q1) = (( 9777006672766793355569318537895760242288532693135997144224010579608079171503 |
3736224127587849951207374140465494525783296894277339955308027604152345576535 ),

( 2034617478678334330114287231256676256529198327912042265372082307973047752582 ,
5038203151404631215916969864982186096569109661221215159734364820370518154378 ),

( 1521139847720600344495516242465234524670070815494222964997130067772954527114 |
3992586121504756341504873227277175827562094454075522566015033329571147714786 ),

( 15241427258801996725372979128513686955119404666059012223506760614915576032858
145420087133900650406556921688926195370190973630123616890122328239612895717 ),

( 9291245618952431096054272516026793305152077614557855985349622539553855200880
16188971139605893944883252994981336385916587324616518086389293519646187783112 ),

( 12040400999163887538212377340089328065927347824189722347923869229369290080663
2127812259550993495072584731037300935704889386208043623713155084905253792095 )

As an octet string, we have:
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€T(Pm Ql) = ((

2.2. Compute the exponentiation in IF,x :

K=
(
(
(
(
(

K =((
(
(

(

159D96F4
842A0BF
47F8D7C
B23859D
35CEF44
8D3B941
21B25795
524E0A
148AA89D
23CAA209
1A9EAOQ1E
4B44C8F

DCOOB050
24DA4C95
A9TF4307
2D102D17
CACE42A7
FD875DEF
560640B3
DOF96838
F941B9DB
3E47299A
6DACB6C8
34D31EF4

OCDO63A5
3BE3EB7B
04ECC764
C15BA066
56C5F090
DED652E7
F1AO7FD1
2BB2A793
2849F3E3
2BDA7210
E9783621
C9C28E17

OBA4BEB9
561CA417
071B1564
37EE8B49
06C7DBA7
FB8E7CC7
5788AC20
COB30252
71C5F5D5
3C631C3B
798C5B53
2DA58CB1

K = (er(Pny1,Q))"

3050FDDB
4CFDC272
D6575BE3
B18EF3FB
AD2D4ECA
7712AB32
9959ECDF
8F860FDD
0841FAC6
A12F80F5
O7EF8513
4E80397E

6F41C859
8636B6B0
4CF31E68
2BE3EDB4
31D7B934
A437C4FD
3D553C07
4B01CE3F
B5DA47E6
A262D022
E252745B
ABA28E67

497A1F12
8529DDBE
1EE8D187
F5482300
9D6DDDAF
2E3EB72E
2AA7TBEO1
A2884B06
ABOSDDAE
56F17D8F
3A03E996
2201DFA1

43EBFFAF
2D124457 ),
B2A19786
A4ATIC8A ),
94A24584
4T6290E2 ),
AACDEESA
F1C821E5 ),
CE1F5E70
505303C8 ),
2B4B4197
5791695F ))

15851743732192319239419539342215430746128613927370951443644524245130863055197
889648731136069855099597526711355850043796693279402623203917554160776343128 ),
12037842088831789779616191475014861979929773078218346774178920372628676972623 |
14160762750594582105477570069553145214478758194540557570250206321795099489753 ),
4774314063230795283083022089330029861723540802859340599464528445081483694818 ,
7533657999645012088599131890629134987052206856772698173922220349554237251910 ),
4214640484070544390987442854920516298107458 763480060598 740731815887148790448 ,
4609234592765812759452770632213436055962959385731458605706325380756569477907 ),
11812832290259535277470755555230935107566457455001078577067181772682195945612 |
5836881073943754161349170569829534899472883303611971872139591176869239467980 ),
4668175683093174496980419363674715123181508420467288717110239261030500466184 ,
2627023267340804916059718489033769300713026889045362798962457590818678625077 )
As an octet string, we have:

230BC4DD
1F785F9
1A9D2D5B
1F4EB52A
ASE2ATE
10A7E6G39
95166E8
A30BBFD
1A1DD37D
CE78EBF
A521803
5CED7AC

817497B2
T46E8A30
2B42CAAD
EDE718DE
E2F11666
E503B3CA
1083838F
03B51510
E17552E3
CD937D0OD
S8FEB75A0
9CB8CC58

3. Compute the header Hdr = (Cy, C1, ...
3.1. Compute Co =1-Q = (xo(tQ) + Az1(tQ), Yo (tQ) + Ay1(1Q)) in Es.

Q@ =
(

93E4D9B
4DC3A8C
16B996C7
1A99B357

A200D5F4

E2B74F91
AB22682B
461D99F6
58286EED
OCDCCEBO
A01C4664
2984628C
28E188D6
9DC59495
3DASDDEA
ECBCADDB
8E9D849C

7CA)

67F8DE35

B46F9B09
20CA4F66
5EB00205
CCDE6C20
B40EAAOD
E346826F
A69541F6
6782EATC
B22BDAFD
2997ABEC
101D5845
4C2579F2

1FA89F68

212D7E83
FFF05944
T6E13DFD
8B54B778
99AD9341
FC8AFFE6
E663BCF8
623F8944
C76680CD
C74AF144
57D02D17
D502B80A

796CTEOD

ECBF3FEE 72B7COBO FA79756A 6BBB1BOC
1A14B760 53C4FA1A 5C9C0596
71D91184 58B5E67E 0C995A6F 25F77C75

AD4F692A

7C399629
OFDC7EB1
661706EC
40F9F9DC
12FBF99D
5FD9A191
36C8FA8D
E140A8A5
A6438B3A
8281C19E
DEFD860F
BFCC89C8

99BOOCBF
F1BDE9AO
86564D72
DEC3F1E2

OFCBE17C
9147BA13
5AB0O675B
11B2A618
D3FA3D38
357ED027
B30129D7
9182EA92
3ED2E6FF
323E1D34
1FO7C36F
BB2E981A

43443696
EE7B2C99
CEE1630F
OAA487BB

BDC2115D
44ED6E58 ),
AE90904F
AF3B75D9 ),
8EC352E2
75022146 ),
6D4DB2B0
7FFA5313 ),
E3F4C88C
51BE2FCC ),
86AAFE08
8659D335 )

OB1B642B
E48E1280 ),
9217EF2D |
BFF5AAFD )

14683718403430397383651068670799253120392864380488596340794839425547650743668
587610872025371242597505506975318641755263667312168220872876852842876235719

= 12345884364359289892839126196511324727723362040834026907725768603669504953886

= 2076B0OAA
= 14C9372
= 1B4B85DE
6573D6C

2B6EE972
9B763F57
33171D20
3BO6AEES

1E999B4F
22D614A3
32B4C549
C3613FBD

14

19BE8C88
A1EE9CCD
14A65949
F4734AA2

B312D24A
OE844EDF
182AD020
6FCC69BE

E6B65E50
27CDDF7TE
BCD4FDB1
BC50D3F2

2868016710552886558321378170385074207758067915475594883772648099880875096561

4AB77863 T7BC43D74
78B85878 T20DEFC7
T7T47E06C8 OEFBSELE
2E68EDCE DFF879F1



3.2. Compute h = H(t- Q).

h = 9819930646258994804861647928348556376001238470283099189093748838606446355665
As an octet string, we have:
h = 15BBGE23F 86370FFO ESDB7CE2 A81638BB 54953BD4 005A5C67 3879EOBF 21C964D1

3.3. Compute h - Py = (zpp,, ynp,) in Ej.
E = ( 135C07D1 249FDEF8 BFF2DFDO 90A2F79B 8FDA147B 86A7F99C A7D8CEE9 9EO09CAF1
3E3CD12 5C7A3F46 870613F2 A7924EAB CODFE58D 548944D9 29349F33 AC29FFF8

rhp, = 317024739666877045781206348679632062159900725536860020644470076164500961592

ynp, = 1628728484284127282062764608111777591393080299299693254784768675382085203716

As an octet string, we have:

Thp, = B36DFD 2496B4B2 7DAB81CD O09B9AF15 b5BEG45A9 3CF56D16 5951FE7C 4A853938
Ynp, = 399D3E1 1DF7F673 83F02CF5 83EF5E28 D7315263 8E238697 F7EBF1E4 O0AC6B704

3.4. Compute Sum = ZjeS Prt1—j = (ZSum, Ysum) in E1.

Tsum = 298837017670615136389031906191938701404086597660327227627265696773151388990
Ysum = 1810082091837573323364271346764246124426463725710398563915414934598710908927

As an octet string, we have:

TSum = A922C1 OA3B6DCB F6705E96 1C38A4F9 EBS002F5 34E495D0 72A3F538 1E73F53E
YSum = 1144598D 52FD3452 6AAFS50AC EB4E7CAF E2C9FCF7 DBCS8EB20 A02D3392 937ADTFF

3.5. Compute h- P, +V + Sum in E;.

V =( F276328 A897017D 73ED95AD DO17D4CD 3B8766FB C519765F 3200CEA8 EF1FB6ED
D9C306F 8AA5032B 212FFDCY9 OOEB27E1 T72EA27B9 85591D4A 1D7CF993 CB4DA242

ThP +V+Sum = 1295369918326400462191947385659321018089109673933347887775371090039752403128
YhP+V+Sum = 1867730271618052702336957365710878374291114517780513562538803047159559102598

As an octet string, we have:
Thp+V+Sum = 10210875 BOD8B1F7 26C89576 81CFBBD1 BS5FB6B65 2E9CS58AB 2AA11499 EE3CA8BS
Ynp,+V+Sum =  421190E 1CF4A030 E6D11439 55D09750 306D2522 94205908 FB5DBD8D 4FD02086

3.6. Compute C; =t-(h- Py +V 4+ Sum) = (z¢,,yc,) in Ey.

ro, = 1348073546068760520081780411529350401116644894990236135688956149145445436601

Yo, = 212812906204365593533762869030702432970965597543645631419835400229661747605

As an octet string, we have:

Tc, =  2FAFB8A E2F66A3C 8302FAAO0 CB086586 C1A36F4E EO01D1C25 092D304C 55B18CB9

Yo, = 7872A5 68091BB9 65340A75 3088ECF6 DB6B8D5B 6067778E 7BE14157 EO50A995

Output: The pair (K, Hdr).
E encrypts a message with K, adds the Hdr to the message and broadcasts all.

5.3.2 Decrypt

R can compute the session key, iff he is authorized.

Input: The user 4, the secret key D;, the public key PK;, the set S (set of the authorized users), the header
Hdr and the hash function H.

Action: Find the session key K iff the i-th user is authorized.

Here, i = 5.

1. Compute the pairing er(C1, Q;). We denote K1 = ep(Cy, Qs).
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Cy = ( 2FAFB8A E2F66A3C 8302FAA0 CB086586 C1A36F4E E01D1C25 092D304C 55B18CB9
7872A5 68091BB9 65340A75 3088ECF6 DB6B8DSB 6067778E 7BE14157 EO050A995 )
Qs = (( 109F3690 B8BAASBA6 A3BFBAS9 BT748160F 336CF286 T74EF398C OFAAOFB1 23119712
6115275 F81690E1 BEC455A9 CAE8260B BEA83A7D 64DD72BE 3AB40648 O07E2086E %
( 215B8C3F E9D71760 0281CDF1 E830D8F2 C50D8914 F87ECB3F 97D1BF50 ADB93DA1
111DAFC4 0611F31C 06F40938 A3AE6913 CA7273D9 465F46A7 9939AA01 D92A11C5 ))
K; = (( 15993188120222354521396488415082849825782315805084947729938197632810617101241 |
5817505896253371077764186803721541389516915219966618322203910490540579957947 ),
( 1228834733156814923897398066293602706403685110399773654790411358291566514996 ,
12875303878690364970873307994829737006079907601890663600811891215964836989745 ),
( 10544220102252797106913839050689481643476899362367304575496419781546375132811
6503295853601703075864383007727928845860011398389442367616167393294140360081 ),
( 928432584113618347055200091637563715524648630472036654081976753010588413041 ,
8220381208938361721537712403711675446777344882607345528950489278022947227136 ),
( 2335491823599471511008315678577350052524834900329364960220508068641535764919 ,
10622281577123752545452785294580224010381909084284658902780806438186869132023 ),
( 9677648059316594087622930760478245196155350425446317436400950989677155361800 ,
7132407142921609835694857762583830750525887711537583606734140481389450417415 )

As an octet string, we have:

K = (( 235BD2DD 72408E9D 49DFCDF3 0C1C4B68 01AE883C 41D0211F D057C008 BDD35BB9
CDC9776 853B2039 4E366471 7D5DAC37 65B50FB7 5B1B637B 7A763207 362B2CBB ),

( 2B77TEED 81087FDA D410DB79 C9B15328 69C5636B 72B86449 D3A3E623 5493D334
1C7729EB 635927B6 7DAOB10A E927362B 5698FOBE 9A122A96 C6EC9690 92100B31 ),

( 174FD12C 9324CCOF 04C11C26 E4380F17 D72D2B1B 86652784 4COD04B7 4614368B
E60BC29 CC98014C FFA04050 9AF49BE9 B4B65B76 CCBE3399 17BAAAF7 5D04C591 ),

( 20D7966 83D25AA6 58CB123E 412494F7 DBEOFA2A OF4AFOA9 28D8C7C6 BCCE6CT71
122C9225 6971EEB4 88C85936 AF3B03B6 D6D506A9 929C5B98 3CFAF447 EA44C600 ),

( 529D76E 5SEA828F9 CEDB8FCO DF498BC1 C11636ED D74E2C60 DD625F27 9A3129B7
177BFF91 9A1D658C D36AA49E DO97EFEO 19D5B943 415B105A OOE86B5A BC150AF7 ),

( 15655ACD OEDC8F5B 148F5B4D 6A101CFF EF954D7C 3F91D756 F26E2064 25A8A408
FCACCA4 6FF4075E 4FE2BD9A (8391485 EB3FDAEF C59E9457 4E93658D 5236D507 ))

. Compute h = H(Cy).

Co = (( 2076BOAA 2B6EE972 1E999BAF 19BES8C88 B312D24A E6B65E5S0 4AB77863 7BC43D74
14C9372 9B763F57 22D614A3 A1EE9CCD OE844EDF 27CDDF7E 78B85878 T720DEFC7 ),

( 1B4B85DE 33171D20 32B4C549 14A65949 182AD020 BCD4FDB1 747E06C8 OEFBS8E1E
6573D6C 3BO6AEES C3613FBD F4734AA2 6FCC69BE BC50D3F2 2E68EDCE DFF879F1 ))

h = 9819930646258994804861647928348556376001238470283099189093748838606446355665
As an octet string, we have:
h = 15BBE23F 86370FFO ESDB7CE2 A81638BB 54953BD4 005A5C67 3879EOBF 21C964D1

. Compute Sum = ZjES\{i,} Poii—jyiin Ey.

Toum = 6008554931321117031741920638927777936432989097691806366682396905346279237535
Ysum = 3132378028907783823781141832612300655848123800455229025866038896121441764444
As an octet string, we have:
TSum = D48B8B9 147A916E ETES8E469 8A174831 13CD85FC 91924975 BA8289C2 D595679F
YSum = 6ECDCF6 82D2CAC5 B463ABCC BBA731ED 8A601A44 34B5DE3A 59729107 5895445C

. Compute h - P14+ D; + Sum in Fjy.
i%' ::( 179B6130 4AE3C46D EFCB42AC 241C8304 4F9EDOFA 06108A2E EBB09233 B4F41363
1AC20CAD FDBFOAB4 055D8C8B 17498528 ADA81086 0C006C21 40DDCD88 562D4241 )

Ds =( 2753116 528BEBA3 OE64CEAB 673FAAA1 B7AA4COA 6AOB8DC3 26FD3BBD 8CF28F27
210A2C82 61AD15BO 23D51C34 20E58108 973D4B6A F6D6BCC5 934CFF85 AD2BD9SC )

16



ThP+D+Sum = 15734593513002838773519213815762940132045709235594791241404930869411710614089

YhP+D+Sum = 06666363255519675415617439368147875457061512425653508816034245666952157918304

As an octet string, we have:
ThP+D+Sum = 22C97T6DE 5EB60BDA E7B9337F A7ED7CSF 3F0622DC 7078C57D 5A684FBO S8EB9BA49
YhP+D+Sum =  EBDO723 E6A183CF DDB8617C 2E6124FA 967CE6EF 2E572CD7 B23A4177 F5B4F460

5. Compute the pairing Ky = ex(h - Piy1 + D; + Sum, Cp).

Ky = (( 517650994850084455314493855039720038027912914476576919210984257334521620712
836677412723081517482110059727791617051947046332552596021913259364926105371 ),
( 2071767981992078205207414535850595984907830772548964741292378537128014592119 ,
12845944116646451795037337769375809249004986454952660502462514659209083939229 ),
( 1283614883569997407493096514238523193160611897954903244390478818046133844414 |
7048230179206804001713793542999497331473173258808952259369166647843572175189 ),
( 862665294298729294593816719671665076358963610567486729577189230800818992723 ,
6924174079089927991874329970154190339383022217576781570118555155771981869973 ),
( 868748554497401984935023422769027414025981412591579797154163164856838581965 ,
4038808909697898677952795934316351218766386911272184070009902575083740270261 ),
( 33127777796920608686229662842808286521840717814220356342185729334280604 70488 ,
1469995520611360615980548356302226895955305285234710271396047244506466582179 )

As an octet string, we have:

Ko =(( 124FAE6

1D98AEA
(4949441
1C668BF5
(  2D68012
F95282B
( 1E84052
FAEF192
( 1EBB1BA
S8EDE284
(  T752F73D
33FFCEC

8A424979
ODDBEAD3
6A8078F0
49DC63C7
36678C72
525DEF66
27EDEDOB
D36EB052
D142CF85
TE36F45F
29B6B4A0
43EDBOFE

A3ET78E2D
B1DF74A1
2608BEC5
093DCO1A
A1EDO754
C156AF55
EF195282
DFEE2DDD
B1418348
696D1963
17E793E6
9850BA60

C65C1212
9E3F2034
8F7F444B
41E4E59F
7B118B49
632BFF53
77795276
8DCD42C2
0AD485B3
60E94029
OBAA404F
969371A8

55AFBEO3
A39D3BEF
F2534F50
AABC3A4C
TE3F77F1
936444B3
7BBC8609
FBOE9BGE
05DA3289
E476C2E9
73482035
A7B84CC8

6. Compute the inversion in F,» of ex(h - Pii1 + D; + Sum, Cp).

K;' = (( 517650994850084455314493855039720038027912914476576919210984257334521620712 ,
836677412723081517482110059727791617051947046332552596021913259364926105371 ),

( 14211494567013377526499039702409401184541199736724311879871634794828007403164
3437318432359003936669116468884187920444044054320616118701498672746938056054 ),

( 1283614883569997407493096514238523193160611897954903244390478818046133844414
7048230179206804001713793542999497331473173258808952259369166647843572175189 ),

( 15420597254706726437112637518588332093090066898705789891586824101155203002560
9359088469915527739832124268105806830066008291696495051045458176184040125310 ),

( 868748554497401984935023422769027414025981412591579797154163164856838581965 ,
4038808909697898677952795934316351218766386911272184070009902575083740270261 ),

( 12970484769313394863083487953979168517264958727851240986945440398527961524795
14813267028394095115725905881957770273493725224038566349767966087449555413104 )

As an octet string, we have:
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C1B21CAB
02D56BC4
79133090
1AEOB46A
1A8DF0B9
6140ED56
DCFESFCA
C6C319AA
CE1BAB13
9B2B9EAD
063F9873
4D3924F0

F1C20118
E347D61A
4F823FE3
04B735E0
4F9AE516
FO04B154A
04B11EFC
9CEAA576
FO85FA9B
F410B3BD
CA35F6BF
5109249A

5823E8ES
51EC271B
60CB3877
E20CE99D
CO9B2BO9BE
A9B85155
6364F653
FD54B395
28F8EECD
6BBOOEBS
69ESBCD8
4997TEA3



124FAE6
1D98AEA
1F6B6BBE
799740A
2D68012
F95282B
2217BFAD
14B10E6D
1EBB1BA
8EDE284
1CAD08C2
20C00313

8A424979
ODDBEAD3
9592A5EE
B636BB17
36678C72
525DEF66
D82531D2
2CA46ESB
D142CF85
TE36F45F
D65C6A3E
BC2564DF

A3E78E2D
B1DF74A1
29F74509
46C243B4
A1EDO754
C156AF55
60E6B14C
7011D5F1
B1418348
696D1963
38186FES8
B7AF496E

7. Compute the session key K = K X Kz_l.

15851743732192319239419539342215430746128613927370951443644524245130863055197 |
889648731136069855099597526711355850043796693279402623203917554160776343128 )
12037842088831789779616191475014861979929773078218346774178920372628676972623
14160762750594582105477570069553145214478758194540557570250206321795099489753 ),
4774314063230795283083022089330029861723540802859340599464528445081483694818 ,
7533657999645012088599131890629134987052206856772698173922220349554237251910 ),
4214640484070544390987442854920516298107458763480060598740731815887148790448 ,
4609234592765812759452770632213436055962959385731458605706325380756569477907 ),
11812832290259535277470755555230935107566457455001078577067181772682195945612 |
5836881073943754161349170569829534899472883303611971872139591176869239467980 ),
4668175683093174496980419363674715123181508420467288717110239261030500466184 ,
2627023267340804916059718489033769300713026889045362798962457590818678625077 )

As an octet string, we have:

K =

(

K =(

(

(

230BC4DD
1F785F9
1A9D2D5B
1F4AEB52A
A8SE2ATE
10ATE639
95166E8
A30BBFD
1A1DD37D
CE78EBF
A521803
5CED7TAC

Output: The key K.

817497B2
T46E8A30
2B42CAAD
EDE718DE
E2F11666
E503B3CA
1083838F
03B51510
E17552E3
CD937D0OD
8FEB75A0
9CB8CC58

R can decrypt the ciphertext with K.

E2B74F91
AB22682B
461D99F6
58286EED
OCDCCEBO
A01C4664
2984628C
28E188D6
9DC59495
3DASDDEA
ECBCADDB
8E9D849C

C65C1212
9E3F2034
5D1805DC
AAB26488
7B118B49
632BFF53
751DF7B2
BECAQ765
0AD485B3
60E94029
EOEDO09D9
5603D87TF

B46F9B09
20CA4F66
5EB00205
CCDE6C20
B40EAAOD
E346826F
A69541F6
6782EATC
B22BDAFD
2997ABEC
101D5845
4C2579F2

55AFBEO3
A39D3BEF
A3F9DD3B
EBOOF23F
TF3FT7TF1
936444B3
1A90A682
9B3E911D
05DA3289
E476C2E9
23050C56
EE94DFC3

212D7E83
FFF05944
T76E13DFD
8B54B778
99AD9341
FC8AFFE6
E663BCF8
623F8944
C76680CD
C74AF144
57D02D17
D502B80A

5.4 Example 2: Test with 50/100 authorized users

For this example, only the i-th users, where ¢ is odd, are authorized.
For example: 5 is authorized and 8 is revoked.

5.4.1 Encrypt

7C399629
OFDC7EB1
661706EC
40F9F9DC
12FBF99D
S5FD9A191
36C8FA8D
E140A8A5
A6438B3A
8281C19E
DEFD860F
BFCC89C8

C1B21CAB
02D56BC4
750C4BCO
D33ECTE7
1A8DFOB9
6140ED56
1120EC87
275C62A6
CE1BAB13
9B2B9EAD
E7DFE3DD
AOE65760

F1C20118 b5823ESES

E347D61A 51EC271B

C3D3022B 083EEESC
OE9EOC2D 86FD3D76
4F9AE516 C9B2B9BE
FO4B154A A9B85155
OEA42312 05A530C0
T66A9C97 6BB5737E
FO85FA9B 28F8EECD

F410B3BD 6BBO90OEBS
491F4B4E FF246A3B

C24C1D74 1F72A870

OFCBE17C
9147BA13
5AB0675B
11B2A618
D3FA3D38
357ED027
B30129D7
9182EA92
3ED2E6FF
323E1D34
1FO7C36F
BB2E981A

BDC2115D
44FEDBES8 ),
AEQ0904F
AF3B75D9 ),
8EC352E2
75022146 ),
6D4DB2BO
TFFA5313 ),
E3F4C88C
51BE2FCC ),
86AAFEOS
8659D335 )

E generates a session key to encrypt a message and the header, R can compute the session key, iff R is authorized.

Input: S set of authorized users, public key PK and hash function H.
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Action: Generate a session key K and a header key Hdr

1. Generate an integer ¢

1.1. Randomly or pseudorandomly select an integer ¢ in the interval [1,m — 1].

t =
1.2. Convert ¢ to the octet
% =

string ¢.

2. Compute the session key K.

2.1 Compute the pairing er(P,+1,Q) We can use P, and Q1.

1F2E354E DF838381 FB886C67 ECFDE49E D1EO4EC5 BB201DOB 9F8DDA3F 886F6BE3
T29FBbF3 44F16BC9 (3833794 28F13899 94B218BC D9710596
B1FE4B90
A7TFEEASF
1A70BAD6
FAFT737C5

P, =(
Q1 =(( 1415FE8
7C8953A
( 1CD9FD2D
27F28D7

€T(Pm Ql) = ((

FTE6C5B3
168397CA
8AD193FE
181D8188

5D716171
14117A15
F734073B
C6F2F8AC

73CAC5DB
421F071F
6B589AFE
D4F3965A

9777006672766793355569318537895760242288532693135997144224010579608079171503

94517E7D
9756EA2F
272CFD09
TAE4F427

104FE566
6F93ACT3
A3F43C85
D66A10C2
4F580DCE

5710657168379116176003428016857198065066034451013474592937188291088088041169

CAO1EOE EF2718A2 A90C3636 FCC04963 FOBOCFA1 22F216B3 D300A198 5CE006D1

130839CC
A7TF22C5B
1571B9FB
A2AE3A80
C8D30434

3736224127587849951207374140465494525783296894277339955308027604152345576535 ),
( 2034617478678334330114287231256676256529198327912042265372082307973047752582 ,
5038203151404631215916969864982186096569109661221215159734364820370518154378 ),
( 1521139847720600344495516242465234524670070815494222964997130067772954527114 ,
3992586121504756341504873227277175827562094454075522566015033329571147714786 ),
( 15241427258801996725372979128513686955119404666059012223506760614915576032858
145420087133900650406556921688926195370190973630123616890122328239612895717 ),
( 9291245618952431096054272516026793305152077614557855985349622539553855200880 ,
16188971139605893944883252994981336385916587324616518086389293519646187783112 ),
( 12040400999163887538212377340089328065927347824189722347923869229369290080663
2127812259550993495072584731037300935704889386208043623713155084905253792095 )

As an octet string, we
er(Pn, Q1) = (( 159D96F4
842A0BF
( 47F8D7C
B23859D
( 35CEF44
8D3B9%41
( 21B25795
524E0A
( 148AA89D
23CAA209
( 1A9EAO1E
4B44C8F

2.2. Compute the exponentiation in Fr : K = (er(Pry1,Q))
15851743732192319239419539342215430746128613927370951443644524245130863055197

K =((

have:

DCO0B050
24DA4C95
A9TF4307
2D102D17
CACE42A7
FD875DEF
560640B3
DOF96838
F941B9DB
3E47299A
6DACB6C8
34D31EF4

0CD0O63A5
3BE3EB7B
04ECC764
C15BA066
56C5F090
DED652E7
F1AO7FD1
2BB2A793
2849F3E3
2BDA7210
E9783621
C9C28E17

OBA4BEB9
561CA417
071B1564
37EE8B49
06C7DBA7
FBSE7CC7
5788AC20
COB30252
71C5F5D5
3C631C3B
798C5B53
2DA58CB1

3050FDDB
4CFDC272
D6575BE3
B18EF3FB
AD2D4ECA
T77T12AB32
9959ECDF
8F860FDD
0841FAC6
A12F80F5
O7EF8513
4E80397E

6F41C859
8636B6B0
4CF31E68
2BE3EDB4
31D7B934
A437C4FD
3D553C07
4BO1CE3F
BS5DA4TE6
A262D022
E252745B
ABA28E67

497A1F12
8529DDBE
1EE8D187
F5482300
9D6DDDAF
2E3EB72E
2AA7TBEO1
A2884B06
ABOSDDAE
56F17D8F
3A03E996
2201DFA1

43EBFFAF
2D124457
B2A19786
A4ATOC8A
94A2458A
476290E2
AACDEESA
F1C821E5
CE1F5E70
505303C8
2B4B4197
5791695F

889648731136069855099597526711355850043796693279402623203917554160776343128 ),
( 12037842088831789779616191475014861979929773078218346774178920372628676972623
14160762750594582105477570069553145214478758194540557570250206321795099489753 ),
( 4774314063230795283083022089330029861723540802859340599464528445081483694818 |
7533657999645012088599131890629134987052206856772698173922220349554237251910 ),
( 4214640484070544390987442854920516298107458763480060598740731815887148790448

4609234592765812759452770632213436055962959385731458605706325380756569477907 )

( 11812832290259535277470755555230935107566457455001078577067181772682195945612

5836881073943754161349170569829534899472883303611971872139591176869239467980 )

( 4668175683093174496980419363674715123181508420467288717110239261030500466184 ,

2627023267340804916059718489033769300713026889045362798962457590818678625077 )
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As an octet string, we have:

K = (( 230BC4DD 817497B2 [E2B74F91 B46F9B09 212D7E83 7C399629 OFCBE17C BDC2115D
1F785F9 T7T46E8A30 AB22682B 20CA4F66 FFF05944 OFDC7TEB1 9147BA13 44EDEESS

( 1A9D2D5B 2B42CAAD 461D99F6 5HEB00205 T76E13DFD 661706EC 5AB0675B AE90904F
1F4EB52A EDE718DE b58286EED CCDE6C20 8B54B778 40F9FODC 11B2A618 AF3B75D9

( ASE2ATE E2F11666 OCDCCEBO B40EAAOD 99AD9341 12FBF99D D3FA3D38 8EC352E2
10A7E639 EBO03B3CA A01C4664 E346826F FCBAFFE6 6FD9A191 357ED027 75022146
O5166E8 1083838F 2984628C A69541F6 E663BCF8 36C8FA8D B30129D7 6D4DB2BO
A30BBFD 03B51510 28E188D6 6782EA7C 623F8944 E140A8A5 9182EA92 TFFA5313
1A1DD37D E17552E3 9DC59495 B22BDAFD C76680CD A6438B3A 3ED2E6FF E3F4C88C
CE78EBF CD937DOD 3DASDDEA 2997ABEC C74AF144 8281C19E 323E1D34 51BE2FCC
( A521803 8FEB75A0 ECBCADDB 101D5845 57D02D17 DEFD860F 1F07C36F 86AAFEQS
5CED7AC 9CB8CC58 8E9D849C 4C2579F2 D502B80A BFCC89C8 BB2E981A 8659D335

—~

3. Compute the header Hdr = (Cy,C4,...,C4)

3.1.

3.2.

3.3.

3.4.

3.5.

Compute Cy =t - Q = (zo(tQ) + A\z1(tQ), yo(tQ) + A\y1 (tQ)) in Es.
@ = (( 93E4D9B A200D5F4 67F8DE35 1FA89F68 T796C7EOD 99BOOCBF 43443696 OB1B642B
4DC3A8C ECBF3FEE 72B7COBO FA79756A 6BBB1BOC F1BDE9AO EE7B2C99 E48E1280
( 16B996C7 AD4F692A 1A14B760 53C4FA1A 5C9C0596 86564D72 CEE1630F 9217EF2D
1A99B357 71D91184 58BSE67E O0C995A6F 25F77C75 DEC3F1E2 O0AA487BB BFFSAAFD )

zo(tQ) = 14683718403430397383651068670799253120392864380488596340794839425547650743668
21(tQ) = 587610872025371242597505506975318641755263667312168220872876852842876235719
yo(tQ) = 12345884364359289892839126196511324727723362040834026907725768603669504953886
y1(tQ) = 2868016710552886558321378170385074207758067915475594883772648099880875096561

As an octet string, we have:

x2o(tQ) = 2076BOAA 2B6EE972 1E999B4AF 19BESC88 B312D24A E6B65ES0 4AB77863 T7BC43D74
z1(tQ) =  14C9372 9BT763F57 22D614A3 A1EE9CCD OE844EDF 27CDDF7E 78B85878 T720DEFCT7
yo(tQQ) = 1B4B8SDE 33171D20 32B4C549 14A65949 182AD020 BCD4FDB1 T747E06C8 OEFBSELE
y1(tQ) =  6573D6C 3BO6AEES C3613FBD FA4734AA2 6FCC69BE BC50D3F2 2E68EDCE DFF879F1
Compute h = H(t - Q).

h = 9819930646258994804861647928348556376001238470283099189093748838606446355665

As an octet string, we have:

h = 1BBBE23F 86370FF0 ESDB7CE2 A81638BB 54953BD4 005A5C67 3879EOBF 21C964D1

Compute h - Py = (zpp,, ynp,) in Ej.
P = ( 135C07D1 249FDEF8 BFF2DFDO 90A2F79B 8FDA147B 86ATF99C A7D8CEE9 9E09CAF1
3E3CD12 5C7A3F46 870613F2 A7924EAB CODFE58D 548944D9 29349F33 AC29FFF8 )

e, = 317024739666877045781206348679632062159900725536860020644470076164500961592

ynp, = 1628728484284127282062764608111777591393080299299693254784768675382085203716

As an octet string, we have:

Thp, = B36DFD 2496B4B2 7DAB81CD 09B9AF15 5BE545A9 3CF56D16 b5951FE7C 4A853938
Ynp, = 399D3E1 1DF7F673 83F02CF5 83EF5E28 D7315263 8E238697 F7EBF1E4 OAC6B704
Compute Sum = Zjes Prti1—j = (ZSum, Ysum) in E1.

Tsum = 853317625250902777763144281929356879661479227011041364652582756071880110627
Ysum = 13521723848236722074874649781731344934704182588988790232516080163579481757917
As an octet string, we have:

TSum = 1E2FBED D73887A2 51CC6BE9 D91AAD6B CAF8FC81 6BOAF79B 7B2DCD5S5F AE4DB223
YSum = 1DE50644 A8633F22 bE8S7E376 5706746A 580913A5 O0F862132 29044C4E 2B7F18DD

Compute h- P +V + Sum in Fj.
VvV = ( F276328 A897017D 73ED95AD DO017D4CD 3B8766FB C519765F 3200CEA8 EF1FBE6ED
DO9C306F 8AA5032B 212FFDCO O0OEB27E1 72EA27B9 85591D4A 1D7CF993 CB4DA242 )
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ThP+V+Sum = 13596869651920697016390769392163103872484805924947510646082429151285487492592

YnP +V+sum = 11552084512297115856253386062932806884965694650717445844301121656701077311110
As an octet string, we have:
ThP+V+Sum — 1EOF8E35 6E141425 9D964BD4 19C59B84 6051AEA5 FO3452A3 25FE4A93 622A5DF0
YnpP,+V+Sum = 198A3F85 434282CF BB28DFC5 DD73FC04 1C7CFFCB B393DOFA 8D2FD6S8E F1564E86
3.6. Compute C; =t (h- P, +V 4+ Sum) = (z¢,,yc,) in E.
o, = 5785890678566517660256972785601277500814701582546427671542193685402664181085
yo, = 4513383763853343306747436220861402806790428805276481117403379083343843276903
As an octet string, we have:
To, = CCAB2B4 EBE374C3 8043C17A 4CC1CCE8 8B989BB2 FF864503 CAO9CEFE9 BE121D5D
Yo, = 9FA7C14 2C4821E0 E42B7DDB CC92B048 A27F3232 C79BC8E5 A43FCB63 1497B367

Output: The pair (K,Hdr).
E encrypts a message with K, adds the Hdr to the message and broadcasts all.

5.4.2 Decrypt

R can compute the session key, iff he is authorized.

Input: The user i, the secret key D;, the public key PK;, the set S (set of the authorized users), the header
Hdr and the hash function H.

Action: Find the session key K iff the i-th user is authorized.
Here, i = 5.

1. Compute the pairing er(Cy, Q;). We denote K1 = er(Cy, Qs).

Cy = ( 2FAFB8A E2F66A3C 8302FAA0 CB086586 C1A36F4E E01D1C25 092D304C 55B18CB9
7872A5 68091BB9 65340A75 3088ECF6 DB6B8DSB 6067778E 7BE14157 EO050A995 )

Qs = (( 109F3690 B88AASA6 A3BFBAS9 B748160F 336CF286 T74EF398C OFAAOFB1 23119712
6115275 F81690E1 BEC455A9 CAE8260B BEA83A7TD 64DD72BE 3AB40648 07E2086E ),
( 215B8C3F E9D71760 0281CDF1 E830D8F2 C50D8914 F87ECB3F 97D1BF50 ADB93DA1
111D4FC4 0611F31C 06F40938 A3AE6913 CA7273D9 465F46A7 9939AA01 D92A11C5 ))
K; = (( 255547694901569998840311918059188787828925913304628383250746056292449136487
14986018521133729266200730666699827878837395403191809004295891997631563659453 ),
( 14756912283190495590466832622512979891254129963524210664306543891687804668481
3965109996919648175107018191962948391617880248582945052907319259436721549640 ),
( 15061055373167802386394966760881094012934973729906953824558400922087214755993
14748100868261716468099063314275711879559808585064247993014623300547487885222 ),
( 14941378612798835683558430298394764186074671094229932929972206569250899255480
8344760354468622632288357689993005186094374422601840486816090515336685740487 ),
( 9567588099413523710372143961824378281085460147742467096114350908103713803648
13376922627353575243586120111317132336204757069686424833443123842630458462621 ),
( 12747267670850038714559490269073448419411553231116713133468359928423556233842
6315532508551802957345067466666207676328665842007472896905808948594517141223 )

As an octet string, we have:
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90A286
2121C930
20A01DCA
8C42C37
214C4158
209B2118
21088546
1272F78C
1527101E
1D9311E4
1C2EB2A4
DF676F8

2. Compute h = H(Cy).

Co = ((

(

2076BOAA
14C9372
1B4B85DE
6573D6C

D135EACA
BAA2EBO3
OF452FB3
E323D383
428DF34E
83E0C713
80EOBEAS
53FCC380
4181A031
DDD2B247
7DE3E83B
41808123

2B6EE972
9B763F57
33171D20
3BO6AEES

OBOEFD8A
FF38079F
1B9839A8
3FC44638
9ACOFF66
DOD1950C
BOEB58D0O
E6E833C4
A4EC506B
E9728544
E904B770
B8D4643E

1E999B4F
22D614A3
32B4C549
C3613FBD

EC526257
B6D1F42F
C7A93A4C
A3039A0D
B78663D6
EEA12863
24426536
761C88B3
20D99390
49A4F1A3
8195A1B1
160BA152

19BE8C88
A1EE9CCD
14A65949
F4734AA2

B8ODDASF
C7CBB76A
3D8F5698
A8D21AB1
BE55A0A6
6BC6CCBA
B4E298EC
72C3690F
B9580C36
15309133
B5SE2E446
4A8A47DD

B312D24A
OE844EDF
182AD020
6FCCE69BE

E26EBDAS8
240168AD
S5ES564D5F
FE29F7A4
52391B7D
A21F942C
6C975101
68498524
D244C83B
027B7BTF
3446B7AE
A7DE389B

E6B65E50
27CDDF7E
BCD4FDB1
BC50D3F2

D92512CB
53DFB21F
93A2A3C4
1378537C
B4DDE49A
025EBOAF
50FA7543
851ED5D8
ABD75793
6D40EE31
O0ACT7CT7D1
FB6337D7

4AB77863
78B85878
T4T7TE06C8
2E68EDCE

02E82F67
B19378BD
F66A8A41
2DC6B148
B7033099
F26A67A6
43AE60B8
BC6OE1C7
9032CD80
0532D19D
7B92BAT72
9242E6E7

7BC43D74
T20DEFC7
OEFBSELE
DFF879F1

h = 9819930646258994804861647928348556376001238470283099189093748838606446355665
As an octet string, we have:
h = 15BBE23F 86370FF0 ESDB7CE2 A81638BB 54953BD4 005A5C67 3879EOBF 21C964D1

3. Compute Sum = Zjes\{i} Prti_jyi in By
10432544163617539274381073465547698407593613728859338926191215566465231525656
4530899345351040325188715280246197480443585614566303299446539959613395080006

As an octet string, we have:
17109C59 CA42E756 8AABS5E1L

TSum =
YSum =

TSum =
YSum =

4. Compute h - Piy1 + D; + Sum in Ej.

91337EAB 5A5038D5 2E7EEB78 2129AB19 ODF89718
AO465ED 32FFEOED 46FF7F23 49F48BOE 323A8CES5 43A4A6A3 9976F7CA F9909346

Py = ( 179B6130 4AE3C46D EFCB42AC 241C8304 4F9EDOFA 06108A2E EB5B09233 B4F41363
1AC20CAD FDBFOAB4 055D8C8B 17498528 ADA81086 0C006C21 40DDCD88 562D4241
Ds = ( 2753116 528BEBA3 OE64CEAB 673FAAA1 B7AA4COA 6A0B8DC3 26FD3BBD 8CF28F27
210A2C82 61AD15BO 23D51C34 20E58108 973D4B6A F6D6BCC5 934CFF85 AD2BD95C
ThP+D+Sum = 11905509215636884338601590263203909922552689390743074919200654366156331153144
YnhP+D+Sum = 11390392740075150787765972305305097103864781844984529978147182834497274647121

As an octet string, we have:

Thp+D+Sum = 1A524788
YnP+D+Sum = 192EBBDC

5. Compute the pairing Ky = er(h - Piy1 + D; + Sum, Cp).

4472921948291595392610385536894545834221136300909785955668943204642028053233 ,
10203026787831649740329448975090364457037482452897591460347347595488268142430 ),
2793746527419049359708670326530593039396963533706019805578695756136448694577

Ky =((

7242838825353345231294580038163349600049188887904208702917640552151186539329 )

18DSFEE7 C96D0OF43 611EEE13 B7B978C6 E9829ACB 41F931F7 Bb5ATF6F8
1A31B592 AD5S93EAF EI1EOSF27 F79153A7 F358C741 B1917C89 BD6A1251

15388684159183556156837845829574951903431186647369079581932209561737282593726
757574283209832063126772163326902536336221028887651964865918497803323152125 ),
5431487057473121550453137561564559575372107803105301530444051850901605652516 ,

10098989990851376573953285825232346818580424662210511522274182880115066236721 )

10237865557900339798099265211135597384515392381232491586875432607597652332042

1277849706563967406599833707065858827669959206906680703677487087615967649857

~—

7679568109723140047185277085209730391323806156548435896535503422334974796261 ,

757460377957457966718627357840439704109510607416779430569309972267287262879 )
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As an octet string, we have:

K, = (( 9E39588 O57FAE2E AOAB641F E2E2018F 237C703F 1750A5C4 83BD181F A764E2F1
168EB561 2BA84C98 2C851C38 6E84FCOD 8426A474 D282E3E2 EDEDS8DS8D C6CC475E

( 62D345A 0796B985 20402D2A 4FC2FE48 9OC4B51DE DA3C7CFF 2C240E8A 133A9931
10034D2F 31C31349 EF074CF6 79D39725 51B478A2 65E2B570 AA25151A 8B8A0341

( 2205AFC3 57A0OCCC1 B80OE3B19F BEEF346B 2DFFDBO2 8E18DB30 C26F3644 AD6E23BE
1ACC597 E8AA14D5 6D318120 DA2D3EB6 2512AE70 43915CA9 F941E496 EC7196FD

( C021CDC 02741D3F 09439E27 9D2C659B b54F73D47 B7CODAF8 F3AC8172 392D1824
1653D365 ESBE11EDO b50ES570AB AOQEC2E66 C399219A F126DCA7 TABECCIC 31496F31

( 16A26D32 F9060BO90 2801B6D2 3CAD1509 966BD839 CB43A699 416ABE65 T713FCEOA
2D33CBF E993D29A 49232885 D6317718 24CCC13D A6AOD702 1FB46719 61126041

( 10FA7B44 ACOD76EA 2468B692 F8C858D2 C152DEBC 6GAAFED7A FDDF7704 7D27A1E5
1ACB516 ED9FB592 1278E881 4524EA33 65C52344 D380D35B 71934209 2AE5369F

6. Compute the inversion in F,» of ex(h - Pip1 + D; + Sum, Cp).

K31 = (( 4472921948291595392610385536894545834221136300909785955668943204642028053233 ,
10203026787831649740329448975090364457037482452897591460347347595488268142430 ),

( 13489516021586406371997783911729404130052066975567256815585317575819573300706
9040423723652110500411874200096647569399841621369067918246372779804835455954 ),

( 15388684159183556156837845829574951903431186647369079581932209561737282593726
757574283209832063126772163326902536336221028887651964865918497803323152125 ),

( 10851775491532334181253316676695437594076922706167975090719961481054416342767 |
6184272558154079157753168413027650350868605847062765098889830451840955758562 ),

( 10237865557900339798099265211135597384515392381232491586875432607597652332042
1277849706563967406599833707065858827669959206906680703677487087615967649857 ),

( 8603694439282315684521177153050266778125224352724840724628509909621047199022 ,
15525802171047997764987826880419557465339519901856497190594703359688734732404 )

As an octet string, we have:

l(;l = (( 9E39588 O57FAE2E AOAB641F E2E2018F 237C703F 1750A5C4 83BD181F A764E2F1
168EB561 2BA84C98 2C851C38 6E84FCOD 8426A474 D282E3E2 EDEDS8DS8D C6CC475E

( 1DD2CBA5 F87C6559 2FBFD6A4 OCD44BDF FAO1DAAD 13E2FF51 E7313384 55CF8DE2
13FCB2DO CE500B94 60F8B6D8 T72C3B303 4498B3E9 883CC6E0 69302CF3 DD8023D2

( 2205AFC3 57A0CCC1 80E3B19F BEEF346B 2DFFDBO2 8E18DB30 C26F3644 ADGE23BE
1ACC597 E8AA14D5 6D318120 DA2D3EB6 2512AE70 43915CA9 F941E496 EC7196FD

( 17FDE323 FDOFO019F 46BC65A7 4F6AE48D 4155EF44 365EA158 1FA8C09C 2FDDOEEF
DAC2C9A 1A32000D FF1A9323 42AB1BC1 D2B40AFO FCF89FA9 989675F2 37COB7E2

( 16A26D32 FO060BO90 2801B6D2 3CAD1509 966BD839 CB43A699 416ABE65 T713FCEOA
2D33CBF [E993D29A 49232885 D6317718 24CCC13D A6AOD702 1FB46719 61126041

( 130584BB 5405A7F4 2B974D3B F3CEF155 D4FA4DCF 836F8ED6 1575CB09 EBE2852E
22534AE9 1273694C 3D871B4D A7725FF5 30880947 1AOEA8F5 A1C20005 3E24F074

7. Compute the session key K = Ky x K2_1.

K = (( 15851743732192319239419539342215430746128613927370951443644524245130863055197
889648731136069855099597526711355850043796693279402623203917554160776343128 )

( 12037842088831789779616191475014861979929773078218346774178920372628676972623
14160762750594582105477570069553145214478758194540557570250206321795099489753 ),

( 4774314063230795283083022089330029861723540802859340599464528445081483694818 ,
7533657999645012088599131890629134987052206856772698173922220349554237251910 ),

( 4214640484070544390987442854920516298107458763480060598740731815887148790448 ,
4609234592765812759452770632213436055962959385731458605706325380756569477907 ),

( 11812832290259535277470755555230935107566457455001078577067181772682195945612 |
5836881073943754161349170569829534899472883303611971872139591176869239467980 ),

( 4668175683093174496980419363674715123181508420467288717110239261030500466184 ,
2627023267340804916059718489033769300713026889045362798962457590818678625077 )
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As an octet string, we have:

K = (( 230BC4DD 817497B2 [E2B74F91 B46F9B09 212D7E83 7C399629 OFCBE17C BDC2115D
1F785F9 T46E8A30 AB22682B 20CA4F66 FFF05944 OFDC7EB1 9147BA13 44ED6E58 ),

( 1A9D2D5B 2B42CAAD 461D99F6 5SEB00205 76E13DFD 661706EC 5AB0O675B AE90904F
1F4EB52A EDE718DE 58286EED CCDE6C20 8B54B778 40F9F9DC 11B2A618 AF3B75D9 ),

( ASE2ATE E2F11666 OCDCCEBO B40EAAOD 99AD9341 12FBF99D D3FA3D38 8EC352E2
10A7E639 [ES03B3CA A01C4664 E346826F FC8AFFE6 5FDOA191 357ED027 75022146 ),

( 95166E8 1083838F 2984628C A69541F6 E663BCF8 36C8FA8D B30129D7 6D4DB2BO
A30BBFD 03B51510 28E188D6 6782EA7C 623F8944 E140A8A5 9182EA92 T7FFA5313 ),

( 1A1DD37D E17552E3 9DC59495 B22BDAFD C76680CD A6438B3A 3ED2E6FF E3F4C88C
CE78EBF CD937DOD 3DASDDEA 2997ABEC C74AF144 8281C19E 323E1D34 51BE2FCC ),

( A521803 8FEB75A0 ECBCADDB 101D5845 57D02D17 DEFD860F 1F07C36F 86AAFEOS
5CED7AC 9CB8CC58 8E9D849C 4C2579F2 D502B80A BFCC89C8 BB2E981A 8659D335 ))

Output: The key K.

R can decrypt the ciphertext with K.

6 Conclusion

We presented a detailed golden sequence for the PPSS scheme to encourage the diffusion and implementation
of this scheme. Further work in this area is still possible to increase the computation efficiency. The setup
needs consequent computing resources. It can be performed in reasonable time (no more than few minutes) on a
standard PC. The decryption step can be performed on a smartphone if some optimizations are implemented (such
as those described in [DGS12]). We recommend to use an optimal ate pairing on a BN curve and mostly to use
precomputations for the sum (over the authorized users). Indeed the pairing and the sum computations are the
bottleneck of this scheme. These example vectors were computed with the LibCryptoLLCH, a proprietary library
developed at Laboratoire Chiffre, Thales. For research development, we can suggest these two other libraries. The
RELIC library [AG] has good performances for pairing computations. The recent work of Sanchez and Rodriguez
[SRHI3| provide also a library optimized for ARM smartphones.
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A Notations

A.1 Mathematical Notations

The notations adopted in this document are listed in the following.

[2]
lz]
[z, 9]
mod
log,
ECC

Ceiling: the smallest integer > x. For example, [5] =5 and [5.3] = 6.

Floor: the largest integer < z. For example, [5] =5 and [5.3] = 5.

The interval of integers between and including x and y.

Modulo.

The logarithm in basis 2. For example log,(8) = 3.

Elliptic Curve Cryptography.

An elliptic curve over the field F, defined by ag and bg (y* = 2 + agz + bg).

The set of all points (with coordinates in F,;) on an elliptic curve E defined over F, and
including the point at infinity O.

The point at infinity of an elliptic curve. This is the neutral element of the elliptic curve
group.

If E is defined over F,, then #E(F,) denotes the number of points on the curve (including
the point at infinity O). #E(F,) is the order of the curve E.

The finite field of p elements, where p is prime.

The finite field of ¢ elements; in this document ¢ = p? or ¢ = p'2.
The embedding degree, here k = 12.

An element of F,, such as VA ¢ F,, (X is not a square in ).

The quadratic extension of F,,, such that F,2 ~ F,[X]/(X? — \).

An element of F 2, such that /3 ¢ F,2 and /8 ¢ F .

The extension field degree 12 of F,, such that Fji2 ~ F,2[U]/(U° — ).

A subgroup of an elliptic curve.

Another subgroup of an elliptic curve.

The Frobenius map 7, : E — E : (z,y) — (2P, y?) for an elliptic curve defined over F,,.
G1 = E[m] N Ker(m, — [1]) used in the Ate Pairing definition.

G2 = E[m] N Ker(m, — [p]) used in the Ate Pairing definition.

A odd prime number greater than 5.

Phan-Pointcheval-Shahandashi-Stefler scheme, a broadcast scheme, [PPSS12].

A Barreto-Nachrig curve, defined over F,,.

(ap,,br,) The two coefficients which define the elliptic curve E; : 4% = 23 + ap,x + bp, .

m
x

The order of the curve E; over [Fp.
The integer unsed to compute E; parameters.
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The trace of Frobenius of E4(F,).

A distinguished point on the elliptic curve E;(F,) named the base point or generator of the
curve.

The twisted elliptic curve of degree 6 of E;(F,2), defined over Fj> and of order a multiple
of m (#E3(Fp2) =m-(p+tg, —1)).

The pair which define the elliptic curve Ey : y? = 2% + ap,x + bg,.

A distinguished point on the elliptic curve E3(F,2) of order m named the base point or
generator (of the subgroup of order m).

This symbol corresponds to the group law on the elliptic curves.

This symbol corresponds to a scalar multiplication of an elliptic curve point.

This symbol corresponds to multiplication in F,.

A pseudo-random integer in [1,m — 1] used for the MSK.

A pseudo-random integer in [1,m — 1] used for the MSK.

A pseudo-random integer in [1,m — 1] used for the session key.

A point on F; such that P, = o' - P.

A point on F; such that V =~ - P.

A point on Es of order m such that Q; = o' - Q.

The z-coordinate of a point P in decimal basis.

The y-coordinate of a point P in decimal basis.

The z-coordinate of a point P in hexadecimal basis.

The y-coordinate of a point P in hexadecimal basis.

The notation of X in decimal basis.

The notation of X in hexadecimal basis.

The emitter center of the broadcast encryption.

The receiver or a user.

The maximal number of users in the scheme.

The number of users in one group.

The number of groups in the scheme.

The master secret key of the scheme, MSK = (a, 7).

The public key of the scheme.

The secret key for the i-th user.

The session key.

The header associated with a session key K.

The first part of the Hdr.

The second part of the Hdr.

The family of hash functions indexed by k, here we use the key k with the function
HMAC_SHA256.

A random integer defining the index of the hash function family (the key in HMAC_SHA256).
The hash function, here we use HMAC_SHA256 in [HMAOQS] with « as key.

The result of the hash function of ¢t - @, (h = H(t- Q)).

The index of the user.

The group number to which the user belongs (1 < a < A).

The position number in the group a (0 < b < B —1).

The pairing used in the PPSS scheme.

The Tate pairing explained in

The ate pairing explained in

The optimal ate pairing explained in

The set of authorized users.

The set of authorized users in the a-th group of users.
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Yo A pseudo-random integer in [1,m — 1], used for the MSK.
Vo A point on E4(F,) such that V, =, - P.
A.2 Notations of Elements in Finite Fields and Elliptic Curves

Let z € F,,, the notation is: x.

Let « € )2, the notation is: xg + Ax1 = (z0, z1).

Let z € Fpm, the notation is: (ZL'()(]+£E01 X X)+($10+!E11 X X) X U+(.’£20+.’E21 X X) X U2+((E30+$31 X X) X U3+
(240 + 241 x X) x U* 4 (250 + @51 x X) x U® = ((200, To1), (€10, ¥11), (20, ¥21), (T30, T31), (€40, T41), (T50, T51))-
Let G € Eq, the notation is: (z,y).

Let G € Es, the notation is: (z,y) = ((xo, 1), (Y0, y1))-

B Adaptation with group

In [BGW05], the authors propose to split the group of receivers in A groups of B—1 users. A user ¢ is referenced by
its group number (say a) and its range in that group (say b). Hence i = {a,b} with 1 <a < Aand 1 <b< B-1.
Let n — 1 be the number of users. They propose to choose B = [v/n —1] + 1 and A = [£=1].

B.1 Set Up g(n—1):
E generates the master secret key and the public key for the scheme (MSK, PK).

Input: The elliptic curve domain parameters as specified in Section [l and n — 1 the number of users

Action: E selects the keys.

1. Choose the parameters B and A.

2. Generate an random integer « in [1,m — 1]

3. Generate A random integers (y1,72,...,7v4) in [1,m — 1].

4. Compute the sequence P; of E; fori=1,...,B,B+2,...,2B, such as P, = a' - P.
5. Compute the sequence V; of Fy fori=1,..., A, such as V; = ~; - P.

6. Compute the sequence Q; of Ey fori =1,...,B such as Q; = o’ - Q.

7. Generate an random index s to choose the H,. function.

8. Store PK, = (P, P, Ps,...,Pg,Ppyo,...,Pop,Vi,...,V4,Q,Q1,K).

9. Store the MSK = (a,¥1,...,74).

Output: PK, = (P, P, Ps,...,Pg,Ppia,...,Pap,V1,...,Va,Q,Q1,K), MSK = (a,71,...,74) and the hash
function H,,.

B.2 Join (MSK,i):
E generates a secret key for R.
Input: The master secret key M SK and the number of the user i € [1,n — 1].

Action: E generates a i-th secret key for R and the public key.

1. Compute b=17¢ mod B—1leta=1[i/B—1] (be[l,B—1] and a € [1, 4]
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2. Compute the point D, = 7, - ol P e F.
Output: The elliptic curve point D, ;, for the secret key and the public key: PK,, = (P, Py, ..., P, Ppyo,..., Pap,Qp, k)

E gives Dy and PK, pto R.

B.3 Encrypt(S, Pk, Hy,):
E generates a session key to encrypt a message and the header,such that R can compute the session key, iff R is
authorized.

Input: S the set of the users who are authorized, the public key PK, and the hash function H,.

Action: E generates a session key K and a header key Hdr
1. Generate an integer t.
2. Compute the session key K.

2.1 Compute the pairing e(Pp11, Q)
2.2. Compute the exponentiation in F,r: K = (e(Pp+1,Q))"

3. Compute the header Hdr = (Cy, C1,...,C4)

3.1. Compute Cy =t-Q in E>.

3.2. Compute h = H,(t- Q).

3.3. Compute h - P1 = (xhpl,yhpl) in El.

3.4. For each group of B users index by a:
3.4.1 Compute Sum, =" o Ppi1-j = (Tsumys YSum,) in E1.
3.4.2. Compute h - Py +V, + Sum, in E;.
3.4.3. Compute C, =t- (h- Py +V, + Sum,) in E.

Output: The pair (K, Hdr).

E encrypts a message with K, adds the Hdr to the message and broadcasts all.

B.4 Decrypt(i = {a,b}, Dop, PKup, Sq, Hdr, H,):
R can find the session key, if he is authorized.
Input: The user 4, the secret key D, p,the public key PK,, the set S, (set of the authorized users in the
group a) , the header Hdr and the hash function H,.
Action: Find the session key K if the i-th user is authorized.
1. Compute the pairing K; = e(Cy, Qp).
Compute h = H,(Cp).
Compute Sum = Zjesa\{i} Ppi1_j4i in Ey.
Compute h - Pyy1 + Dgp + Sum in Ej.
Compute the pairing Ko = e(h - Poy1 + Dgp + Sum, Cp).
Compute the inversion in Fx of e(h - Pyy1 + Dap + Sum, Cp).

N o e W

Compute the session key K = K7 X Kg_l.
Output: The key K.

R can decrypt the ciphertext with K.
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C Golden Sequence with Ate Pairing

We generate the test vectors with using the Ate pairing (explained in[2.2]) as the asymmetric pairing. We have not
rewritten the vector tests, who are the same than in section [5| The Set Up step and Join step are the same.

We choose e(P, Q) = es(Q, P).

C.1 Example 1: Test with 100/100 authorized users

In this example, all the users are authorized.

C.1.1 Encrypt

E generates a session key to encrypt a message and the header, R can compute the session key, iff R is authorized.

Input: S the set of the users who are authorized, the public key PK, and the hash function H.

Action: Generate a session key K and a header key Hdr

1. Generate an integer ¢

2. Compute the session key K.

2.1 Compute the pairing e4(Q, P,+1) We can use P, and Q.
F7E6C5B3 5D716171
168397CA
8AD193FE F734073B
181D8188 C6F2F8AC

Q. =
(

P, =

(( 1415FE8
7C8953A
1CD9FD2D
27F28D7

B1FE4B90
ATFEE45F
1A70BAD6
F4F737C5

14117A15

T73CAC5DB
421FO071F
6B589AFE
D4F3965A

94517E7D
9756EA2F
272CFD09
TAE4F427

6F93AC73
A3F43C85
D66A10C2
4F580DCE

A7F22C5B
1571B9FB
A2AE3A80
C8D30434

( 1F2E354E DF838381 FB886C67 ECFDE49E DI1EO4EC5 BB201DOB 9F8DDA3F 886F6BE3
T29FBF3 44F16BC9 (3833794 28F13899 94B218BC D9710596

104FE566

130839CC

ea(Qr, Pn) = ((

15557552376765027901259096680778299977167019284665517908046027812000922253665

11131443985348788290486407838823010152214468606170871745863301904649070776125 ),

( 14867456709199068373298987401160283843298847977670925602408199365402343882038
12552263301499855327232446196944428108745030852315680584657136375473421919685 ),

( 1153302214757886741403939359571516898489672022545254368854466846594116076258 ,
13215537932989410804981533038265425736838035447246391225124785211393905317674 ),

( 5181302670099845548837284208093312981855513208249475704966936823262062834217 |
3076137051186605784990224803334726556784795497521097092187992591079716946744 ),

( 14298575420554289594792509115830063424429790989698922278036285003200195357441
8690600451356069447465221007428368339463640640321549811654028691982172060957 ),

( 2695784522523109676632842347919192364083954576423543791362742613381652436319 ,
12793504745823214202486921592248938326228519139335780636658737471402397474051 )

As an octet string, we have:

eA(thf%) = « 22654339 A7C75891 72C8D8C2 CFB20187 8DEFH5F74 bCEQE779 O069E16A1 93EEB961
189C2C8C F7028670 2BA1477D 727410D7 F85F270E 4E24350A 704CD040 44A30F3D
( 20DEAEAA B559CD98 E66825E5 B3672BEE 2CD99403 6278CA5A 92176EA1 6BD5BD36
1BCO544A 6E01A56A 903AD2D5 05857AC3 C7EE4D14 F99B522B 9819FFB7 D607A5C5
( 28CBEF4 AF917E11 902D3418 8520D25D O0OCB81A74 18C774CE DOET74EA2 927BC2E2
1D37BAB9 DB5BFFA9 5886CE28 C86D9BFD 097C38C4 330A36D2 0D3575C3 9560D72A
( B74836D 53381E94 488390E1 8997D33C T7AC4930B DC4E2789 OEO1FA4E b56EBF229
6CD0828 B4CB8CODE 731AFA2B 7C102088 58DA9529 92E45D5A 29B9E17D AA4C0338
( 1F9CB4F6 F5BAAASC 40F28DD1 BEB6A1D6 90E16D51 8C41352E 71346595 814E6BO1
1336B49E 792EA767 9AA8FC58 374COA1E 7B30C61F 3318E764 3967520B C09C7D1D
( BF5C28D 5196C375 T7ACDA855 85FOBACB 87B41247 BA964F7F E383A68D ODAO5S55F
1C48DDF8 EBA9F071 AD37A543 513CDEF3 0866183C A571ECDO D410841F 84711D03
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2.2. Compute the exponentiation in Fr : K = (ea(Q, Pay1))"

7=
K= ((

(

E =(

(

(

CAO1EOE EF2718A2 A90C3636 FCC04963 FOBOCFA1 22F216B3 D300A198 5CE006D1

7106944406611742927282088780134474542377707978132649572590123219034084780698
12587598669550754118114496704358106756517389795165372894362347848614291252008 ),
6519070201371357947527497576781174546986756176103002784623012615003159114755
178026146118395222637535717433585304270641653542137448819835055909582245310 ),
13709532682231704468657382404926666014890295674917668819221636333145607592350
6529148999571854065217617756687059845695630740736268986150244916680589391487 ),
644524497141923242385255008083534444656371706438798402544153861726570316736 ,
15848008493520925421572217492143965114437210620340954587227667212099620187992 ),
8685234731953486566838152495444058012120970187736702410908404556203654473722
11886710893064472700353980223074092276856737177040010805652893321764610060013 ),
6979445294951141733923940419849918181520066570674668425723648030972366898705
3597032276184515668989221791436428435594145542084990104296530224072218167642 )

As an octet string, we have:

FB66353
1BD45410
E69A9B8
64C25C
1E4F520D
E6F5E0C
16CC9B6
2309A7A9
1333AB2C
1A47A3D3
FEE39DE
TF3D91E

OE549A3A
1327B461
E07C5702
C2FBD758
TAD6D55F
479827AE
4A69B3CF
CD9AC98C
E1171C7B
8FS5ACAF2
2A0875BD
6E31D3E1

3. Compute the header Hdr = (Cy, C1, ...

3.2. Compute h = H(t- Q).

3.3. Compute h - Py = (zpp,,ynp,) in Ej.

719C8846
90058B7B
8EB43CCE
9744F597
C09DC2C7
A9982B8D
5EOF21C5
F7D46749
77283F03
755DE32E
D308C969
1FE9OD6B

aCA)

B16425A5
C4690B82
OED80CF4
B4132367
099E1010
9F11E983
D5A96A6C
CC404832
54D82022
F94721D5
DOE2AA9B
8E354C65

3.4. Compute Sum = ZjES Prii1—j = (ZSum, Ysum) in E.

3.5. Compute h- P, + V + Sum in Ej.

3.6. Compute C; =t-(h- P +V + Sum) = (z¢,,yc,) in E1.

Output: The pair (K,Hdr).

530E1EA7
C8C922C8
953462D2
88DCBF34
9E843A79
DFAO718F
6ATABEAF
DB3CF7F6
57AB9996
4BATE034
374BFDO7
DO71AAAD

E encrypts a message with K, adds the Hdr to the message and broadcasts all.

D Golden Sequence with Optimal Ate Pairing

4F62FED5S
DE54F362
7AODC543
36784DCE
AB28E378
OEF405FC
89A8CDOC
6FCA91D8
1B7AATF5
11CC302E
24805F2B
63CD898F

667C6023
EA157409
E71B7406
3EAA6F80
BDBD60DC
BCE7B858
CFOC1A5B
93CF9F26
DDC5C010
627A6939
B2A7C92E
A2A22C46

8328AA9%A
24992328
OE7FB403
A0298DBE
3DF3599E
T6F1367F
6E8083C0
9C402F58
CB7167FA
9B852EED
2A6D4611
3E8CC95A

We generate the test vectors with using the Optimal Ate pairing (explained in[2.2]) as the asymmetric pairing. We
have not rewritten the vector tests, who are the same than in section 5] The Set Up step and Join step are the same.

We choose e(P, Q) = eop(Q, P).

D.1 Example 1: Test with 100/100 authorized users

In this example, all the users are authorized.
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D.1.1 Encrypt

E generates a session key to encrypt a message and the header, R can compute the session key, iff R is authorized.

Input: S the set of the users who are authorized, the public key PK, and the hash function H.

Action: Generate a session key K and a header key Hdr

1. Generate an integer ¢

2. Compute the session key K.

2.1 Compute the pairing eop:(Q, Prt1) We can use P, and Q.

0, =
(
P, =

eOpt(QlaPn) =

(

eOpt(Qth) =

(

(

2.2. Compute the exponentiation in F,r : K = (eopt(Q, Pry1))"

t =

(( 1415FE8
7C8953A
1CD9FD2D
27F28D7

B1FE4B90
ATFEE45F
1A70BAD6
F4F737C5

F7E6C5B3
168397CA
8AD193FE
181D8188

5D716171
14117A15
F734073B
CE6F2F8AC

73CAC5DB
421F071F
6B589AFE
D4F3965A

94517E7D
9756EA2F
272CFD09
TAE4F427

6F93ACT3
A3F43C85
D66A10C2
4F580DCE

ATF22C5B
1571B9FB
A2AE3A80
C8D30434

( 1F2E354E DF838381 FB886C67 ECFDE49E D1EO4EC5 BB201DOB 9F8DDA3F 886F6BE3
T29F5F3 44F16BC9 (3833794 28F13899 94B218BC D9710596

(( 5976870746792449574645602442921421724689746093918425713510092949256742180686 ,
12170486461298907872159868262391669141449039589411353021615354033069907316169 ),
4782273022530600146730720919135556002844281056270482237410672817205193290597
12599834058084952817074711059668910856751548047382213510969689286745759207746 ),
10642185189419736889269754379847596896623005541414199820376251537512117284858
16146279360393791025932186772286591892550556056152638386557760495667139069457 ),
14839525527398706610454470040660976793454765502859821135130298374682242718455
40403542564410073042932378070539955021428280125938198933250458 7061067166752 ),
8700857019271774661779697225907327248102475566084473512622625579512516633964
14452873313259167235441213740775866729157685926912542689217889031394692237563 ),
4794706782548299538766722548962108446692463226595731087011473219092667903060 ,
5350481077890923028663758822184109175069416643242720098321474056052111295414 )

As an octet string, we have:

(( D36CIF9
1AE84050
A92ABAD
1BDB40DB
1787436B
23B27863
20CEDFB1
E4ADOA
133C82B3
1FF40951
A99B536
BD443D5

5BD15283
641DCOA4
1828A677
DBEO94EF
9DOE8318
24951A7C
9858A8C3
DBE3F4D1
B8AA30CC
E2EFB1A2
E2BDCAB3
3B84E855

50FAC594
DCAEOF59
TE7TT75DBC
7CDEFD11
4B68694B
7C8EBD18
E9335D88
10763C4B
DC3137F6
EEDODE6G9
4EOB8BA1B
ECE9F0B5

FB7B1324
E33CEE29
8218780C
19A6F2CD
34C12E09
56A12766
A538DBAB
6394D5A6
093287F2
O0578AFC9
0COOO06E9
D5FC9434

382B2673
C3991A93
1B4423F4
1262F280
8DEFC8D3
E2CCEBAF
E880841D
878B642B
FFE27DDA
D4B31841
6F378104
622A066A

C40B7EDA
3BO9EDAFE
24AFDAF6
5DC4153C
345231E7
803F3643
EOCD7733
9FEB2F7A
AE807C49
9CF79238
2C15146A
4D8EB461

104FE566

40A64911
BF527D84
73F68635
52E0D4CD
59B4E016
C9213BBB
681F5654
750D2649
4BATE460
FCO9TTAT
6AC22075
DOE3FAD2

130839CC

4419174E
ATEDODC9
F4993365
AEAOD142
63CFAFFA
8CE04611
05341AF7
EFFAB420
9C48E56C
C93108FB
3C132C54
BB5BC3B6

CAO1EOE EF2718A2 A90C3636 FCC04963 FOBOCFA1 22F216B3 D300A198 5CE006D1

31



(

K =

(

(

3. Compute the header Hdr = (Cy, C1, ...

15567189304246070510670803842048326051844461289818970502890024027394922447539
16152943318093605407090120108016027569479733686811547919097520640228765548805 ),
8525568395640946679545623669582545507242293527504393853897360764680552510606 ,
14754772918695426122304220918620307891613805299987299935885018569031576209129 ),
2260029533305338470966514644755791596280572502353024066942652347011889013623 ,
8034837107243334109018301612877767432860259367019505771253506849389392260958 ),
14705643599167054386744332273763519857052336117100522417695663672136702080058
11288026248095330499374942676422130319443590825540222418086035445614602677780 ),
4816916999138966273071239822634489803714240914258986421390533041243670036251 ,
12221009191943464941825948743947924709067238031076561627833942318225011374579 ),
6989864213018454123841912121832421447773842541140762990048540384060299655871 ,
7666720920985115247563693731098814847069512209438304547820069214642470582557 )

As an octet string, we have:

226AB787
23B63DEF
12D94CFB
209EE7DO

4FF21A2
11C38E80
2083196C
18F4CBE3

AAG4T745
1B04D898

F741F79
10F335D3

3.2. Compute h = H(t- Q).

2989315F
12603B03
4FEAD364
9EC64299
T4EB32BA
2DF948E2
EOE3C4B2
E2B43A67
9B06AB1B
9FA702D6
5060F496
F50C5185

3.3. Compute h - Py = (zpp,, Ynp,) in Ey.

6FEE71BD
CE5D05D7
40E263B4
D39D7F80
E7BF98B2
DOD81362
1C4541EE
83C8ACT0
EEC3600D
51E39DF7
F495E125
9006019C

7CA)

04726093
63B91DAE
TTEC9729
E7EFB3C3
304ED6B7
339EDSEF
FCFFD177
55B712AD
02BD3C77
BE181753
FCE44BED
T9DA61CE

3.4. Compute Sum = Zjes Poi1—j = (TSum, Ysum) in Ey.

3.5. Compute h- P +V + Sum in Ej.

3.6. Compute C; =t-(h- P +V + Sum) = (z¢,,yc,) in E1.

Output: The pair (K, Hdr).

35839CF8
4F496COE
90751675
187DD969
OAF9921E
D64704D0
07F648FD
46B7TFE6
E442B8B4
4DDATEOB
ES555E6CA
B63A1AA5

E encrypts a message with K, adds the Hdr to the message and broadcasts all.

32

366799FF
CF6D8A22
8BDD66BF
A2AD91A8
3C6BC3D9
A8494F56
D65EC492
02891E2A
OFFA8005
ECAD4EDC
2DF8DC53
TF54C2F3

2B840D15
3547FE67
5CD3BA5D
DA160969
AFF765B0
61581C47
ESDE129A
F0905CB8
5092E4C0
9F3E7ECF
8DD2B5B0
794ACT0A

ECA302B3
AB9D4105
C15AF48E
9D0046E9
8126A377
OCOD6F5E
OO08FB43A
3E14EE14
650DBF1B
3A7T1F9F3
3FF1BABF
FDE6F91D
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