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Abstract

This paper is devoted to the characterization of hyper-bent functions. Several classes of hyper-bent functions have been studied,
m m 2" —1
such as Charpin and Gong’s 3. Tr}(a,z" " ~Y) and Mesnager’s 3. Tr7(a,z"?" ~Y) + Tr(bz =5 ), where R is a set of
TER TER
representations of the cyclotomic cosets modulo 2™ + 1 of full size n and a, € Fam. In this paper, we %eneralize their results
m 1. —1
and consider a class of Boolean functions of the form 3 . Z?:o Tri(a, x"? D+ Y4 Tr? (bgz:2 3 ), where n = 2m,

m is odd, b € Fy, and a,,; € Fan. With the restriction of a,; € Fam, we present the characterization of hyper-bentness of these
functions with character sums. Further, we reformulate this characterization in terms of the number of points on hyper-elliptic
curves. For some special cases, with the help of Kloosterman sums and cubic sums, we determine the characterization for some
hyper-bent functions including functions with four, six and ten traces terms. Evaluations of Kloosterman sums at three general
points are used in the characterization. Actually, our results can generalized to the general case: a,r; € Faon. And we explain this
for characterizing binomial, trinomial and quadrinomial hyper-bent functions.
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I. INTRODUCTION

Bent functions are maximally nonlinear Boolean functions with even numbers of variables whose Hamming distance to
the set of all affine functions equals 2"~! 4 22!, These functions introduced by Rothaus [31] as interesting combinatorial
objects have been extensively studied for their applications not only in cryptography, but also in coding theory [3], [26] and
combinatorial design. Some basic knowledge and recent results on bent functions can be found in [2], [9], [26]. A bent function
can be considered as a Boolean function defined over F%, Fom X Fom (n = 2m) or Fan. Thanks to the different structures of
the vector space 3 and the Galois field Fy-, bent functions can be well studied. Although some algebraic properties of bent
functions are well known, the general structure of bent functions on Fa» is not clear yet. As a result, much research on bent
functions on Fa» can be found in [1], [5], [6], [7], [8], [10], [14], [18], [19], [24], [25], [26], [27], [28], [37]. Youssef and
Gong [36] introduced a class of bent functions called hyper-bent functions, which achieve the maximal minimum distance to
all the coordinate functions of all bijective monomials (i.e., functions of the form Tr} (ax?) + ¢, ged(i, 2" — 1) = 1). However,
the definition of hyper-bent functions was given by Gong and Golomb [15] by a property of the extend Hadamard transform
of Boolean functions. Hyper-bent functions as special bent functions with strong properties are hard to characterize and many
related problems are open. Much research give the precise characterization of hyper-bent functions in certain forms.

Charpin and Gong [5] studied the hyper-bent functions with multiple trace terms of the form

fle) = Ty (a,a™®" V),

reR

where n = 2m, R is a set of representations of the cyclotomic cosets modulo 2" + 1 of full size n and a, € Fom. The
characterization of these hyper-bent functions was presented by the character sums on Fom. Lisonek [20] presented another
characterization of Charpin and Gong’s hyper-bent functions in terms of the number of rational points on certain hyperelliptic
curves. And they proved that there exists an algorithm for determining such hyper-bent functions with time complexity and
space complexity O(r¢, .. m®), where 7,4, is the biggest element in R, and a, b are some positive constants irrelevant to 7,4,
and m. In particular, when R = r and (r,2™ + 1) = 1, these hyper-bent function are monomial functions via Dillon-like
exponent. Leander[18] proved that 777 (az"(?" =) (a € Fym) is hyper-bent if and only if K,,(a) = 0.

Mesnager [26] generalized Charpin and Gong’s hyper-bent functions and presented the characterization of hyper-bent
functions of the form

f(z) = Z 7 (™"~ + T2 (be»;l),
reR
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where b € Fy and a, € Fam. In the case # R = 1, explicit characterization in [25] by Mesnager is presented. With the similar
approach, Wang et al. [35] characterized the hyper-bentness of a class of Boolean functions of the form

@) = 3 T (a,a”@" V) + T (b ™),
reR

where b € F14 and a, € Fam. In [33], [34], explicit characterization for the case #R = 1 is given. When r,,,, is small, Flori
and Mesnager[11], [12] used the number of rational points on hyper-elliptic curves to determine those classes of hyper-bent
functions by Wang et al. Mesnager and Flori [29] generalized the above results and characterized the hyper-bentness of Boolean
functions of the form

@) =3 Tl (a,a” @ 0) 4 Tr (b2 @),
reR

where s|(2™ + 1), t = o(s(2™ — 1)), i.e. t is the size of the cyclotomic coset of s modulo 2™ + 1, a, € Fam and b € Fo:.
Li et al. [22] considered a class of Boolean functions of the form

q—1 5
Flo) =3 Tri(aa™ D) + Trf (™)
i=0
where n = 2m, ¢ = p™ (p is a prime), e|(q + 1), a; € Fy2.e € sz, and [ is the smallest positive integer satisfying /|n and
e|pl — 1. From Kloosterman sums, new binomial, trinomial, and quadrinomial bent functions of this type and bent functions
with multiple trace terms are characterized.

The coefficients a, in these above Boolean function are restricted to the subfield Fom. Since 7,4, grows exponentially with
m, the above techniques for characterizing hyper-bent functions are useless for big 7,,4.. In this paper, we consider a class of
Boolean functions with coefficients in Fo». Meanwhile, our method applies to determining hyper-bent functions presented by
Charpin and Gong, Mesnager for big 7,,,,. In our paper, the class of Boolean functions is of the form

2
SO T e ) 4 T (b,
reR i=0

where n = 2m, m is odd, b € Fy and a,; € Fan. With the help of character sums on Fym, we first characterize the
hyper-bentness of this class of Boolean functions. And we reformulate this characterization in terms of the number of points
on hyperelliptic curves. Applying these results, we determine some hyper-bent functions via Dillon-like exponent (including
quadrinomial function, functions with six trace terms and ten trace terms) with cubic sums and Kloosterman sums. Further,
our techniques can also be applied in the general case for a,; € Fan.

The following paper is organized as follows: Section 2 introduces some notations and backgroud. Section 3 considers a class
of Boolean functions and presents the characterization of hyper-bentness of these functions with character sums on Fom and
the number of rational points on hyper-elliptic curves. Section 4, Some special hyper-bent functions with multiple trace terms
are determined from Kloosterman sums and cubic sums. Section 5 gives a conclusion.

II. PRELIMINARIES
A. Boolean functions

Let n be a positive integer. F% is a n-dimensional vector space defined over finite field Fy. Take two vectors © = (21, , Zp)
and y = (y1,- -+, Tn) in F5. Their dot product is defined by

n
<Z‘, y> = Z LiYi-
=1

Fon is a finite field with 2" elements and 5. is the multiplicative group of Fan. Let For be a subfield of Fan. The trace
function from Fan to Fyr, denoted by Try, is a map defined as

Ty (z) ==z + 22 42
When k = 1, Tr] is called the absolute trace. The trace function Trj satisfies the following properties.
Try (ax + by) = aTry(x) + 0Try (y), a,b € For,x,y € Fan.
T (z2") = TiP (), @ € Fon.
When Fyr C For C Fan, the trace function Try, satisfies the following transitivity property.
Try(x) = T (Trr (z)), = € Fan.



A Boolean function over F5 or Fa» is an Fo-valued function. The absolute trace function is a useful tool in constructing
Boolean functions over Fo». From the absolute trace function, a dot product over Fo- is defined by
(x,y) = TrY(xy), x,y € Fan.

A Boolean function over Fan is often represented by the algebraic normal form (ANF):

[, w,) = Z aI(H-Ti)a ar € Fa.

IC{1l,-,n} i€l
When I = (), let [] = 1. The terms [] z; are called monomials. The algebraic degree of a Boolean function f is the globe
i€l i€l
degree of its ANF, that is, deg(f) := max{#(I)|ar # 0}, where #(I) is the order of I and #(0) = 0.
Another representation of a Boolean function is of the form

2" —1

flx) = Z a;xd.

In order to make f a Boolean function, we should require ag, azn—1 € F2 and ag; = a?, where 27 is taken modulo 2" — 1.
This makes that f can be represented by a trace expansion of the form

f@) =3 i (aza)) + (1 + 27
jeln
called its polynomial form, where

« I, is the set of integers obtained by choosing one element in each cyclotomic class of 2 module 2™ —1 (5 is often chosen
as the smallest element in its cyclotomic class, called the coset leader of the class);
e 0(3) is the size of the cyclotomic coset of 2 modulo 2™ — 1 containing j;
e a; € on(j);
e ¢ =wit(f) (mod 2), where wt(f) := #{x € Fan|f(z) = 1}.
Let wto(7) be the number of 1’s in its binary expansion. Then

n e=1

deg(f) = { m’ax{wm(j)mj #0}, e=0.

B. Walsh-Hadamard transform

The ”’sign” function of a Boolean function f is defined by

xX(f) = (=1)f.

When f is a Boolean function over F%, the Walsh Hadamard transform of f is the discrete Fourier transform of x(f), whose

value at w € F3 is defined by
Rrlw) = Y (1))@,
z€Fy
When f is a Boolean function over Fon, the Walsh Hadamard transform of f is defined by
)/(\f(w) = Z (_1)f(93)+Tr1 (w:r)7
xEFon
where w € Fon. Then we can define the bent functions.

Definition A Boolean function f : Fon — Fo is called a bent function, if Xf(w) = £2% (Vw € Fan).

If f is a bent function, n must be even. Further, deg(f) < % [2]. Hyper-bent functions are an important subclass of bent
functions. The definition of hyper-bent functions is given below.

Definition A bent function f : Fan — Iy is called a hyper-bent function, if, for any i satisfying (i,2" —1) = 1, f(z%) is also
a bent function.



C. Characterization of bent and hyper-bent functions
[3] and [36] proved that if f is a hyper-bent function, then deg(f) = %. For a bent function f, wt(f) is even. Then e = 0,

that is, 4 A
F@) =" TV (a;a7),
j€ls,

If a Boolean function f is defined on IFQ% X IFQ%, then we have a class of bent functions [7], [23].

Definition The Maiorana-McFarland class M is the set of all the Boolean functions f defined on F,z x F,z of the form
f(z,y) = (z,7(y)) + g(y), where z,y € F, 5, 7 is a permutation of F,» and g(z) is a Boolean function over F, .

For Boolean functions over Fﬁ X Fﬁ , we have a class of hyper-bent functions PS;, [3].

Definition Let n = 2m, the PS,,, class is the set of all the Boolean functions of the form f(x,y) = g(%) where z,y € Fam
and g is a balanced Boolean functions (i.e., wt(f) = 2™~ 1) and g(0) = 0. When y = 0, let 2= zy? 2 =0.

Each Boolean function f in PS,, satisfies f(8z) = f(z) and f(0) = 0, where 8 € F}, and z € F,,, x IF,,,. Youssef and Gong
[36] studied these functions over [Fo» and gave the following property.

Proposition 2.1: Let n = 2m, « be a primitive element in Fo» and f be a Boolean function over Fa» such that f (a2m+1x) =
f(z)(Va € Fan) and f(0) = 0, then f is a hyper-bent function if and only if the weight of (f(1),f(a), f(a?), -, f(a®"))
is 2m—1,

Further, [3] proved the following result.

Proposition 2.2: Let f be a Boolean function defined in Proposition 2.1. If f(1) = 0, then f is in PS,p. If f(1) =1, then
there exists a Boolean function g in PS,, and ¢ € F3, satisfying f(z) = g(dx).

Let PSa#p be the set of hyper-bent functions in the form of g(dx), where g(x) € PS,p, 0 € F5,. and g(6) = 1. Charpin and
Gong expressed Proposition 2.2 in a different version below.

Proposition 2.3: Let n = 2m, « be a primitive element of Fo» and f be a Boolean function over Fa» satisfying f (042m+1 x) =
f(x) (Vz € Fan) and f(0) = 0. Let £ be a primitive 2™ + 1-th root in F3,.. Then f is a hyper-bent function if and only if the
cardinality of the set {i|f(¢%) =1,0<i<2m} is 2™~ L.

In fact, Dillon [7] introduced a bigger class of bent functions the Partial Spreads class PSS~ than PS,, and ’PSfp.
Theorem 2.4: Let E;(i = 1,2,--- ,N) be N subspaces in Fon of dimension m such that E; N E; = {0} for all 4,j €
N

{1,---,N} with ¢ # j. Let f be a Boolean function over Faon. If the support of f is given by supp(f) = |J E}, where
i=1

E; = E;\{0}, then f is a bent function if and only if N = 2m~1,

The set of all the functions in Theorem 2.4 is defined by PS™.

D. Dickson polynomials

Now we recall the knowledge of Dickson polynomials over Fa [30]. For > 0, Dickson polynomials are given by

L5] .
RN SR L P

=0

Further, Dickson polynomials can be also defined by the following recurrence relation.
Dita(z) = 2Diy1 + Di()

with initial values
Dy(z) =0,D;(x) = x.

Some properties of Dickson polynomials are given below.
o deg(Dy(x)) =r.
o Drp(x) = Dy (Dp(x)).
e Di(z+z ) =a"+a2".

The first few Dickson polynomials with odd r are

Dy (z) = z,

Ds(z) =z + 2,

Ds(z) =z + 23 + 2°,
Dy(z) =z +2° + 27,
Do(x) =+ a° + 2" +2°,



E. Exponential sums and hyper-elliptic curves

Let m be an odd integer, U = {u : v "t = 1,u € Fon} and V = U® = {u® : u € U}. Let € be a generator of U and
w = set of representations of the cyclotomic cosets modulo 2™ + 1 and a, € Fam. For simplicity, some
notations on exponential sums are defined below.

Si((ar)rer) = ) X(Tr7 (Y ar(€0) " 7D)). (1)
veV reR
Ti((ar)rer) = >, X(Tri (Y arDi(x))). )
@€Fym , Tri (z=1)=i reR
T ((ar)rer) = Z X(TT{%Z ar Dy (D3(x)))). 3)
2€Fom  Tr*(x—1)=1 rER
E((ar)rer) = Z X(TTT(Z ar Dy (2))). “4)
zEFym rT€ER
E((ar)rer) = Y X(Tri"(= + Y arDi (5)
z€Fom reR
53((ar)r€R) = Z X(TT?L(Z ar Dy (Ds3()))). (6)
z€Fom reR
= (@)rer) = 3 TG+ Y anD(Ds(x). ™
xEFym reR

Obviously, if i = j mod 2™ + 1, then S;((ar)rer) = S;((ar)rcr). Some relationships of these exponential sums are given
in the following proposition.
Proposition 2.5: (1)
[1+22%((ar)rer) — 2To((ar)rer))]
2((a7')7'€R)
ar)rER) =1+ 2T1((ar)7‘€R)~

So((ar)rer) = 5(1 + 2T ((ar)rer)) =
Sl((aT)T'ER)
SO((G”I‘)TER> + Sl((aT)T )

=~ (/JOJD—‘

2)
T3((ar)rer) = To((ar)rer)
Tlg((ar)reR) E (( )E ) (( T)TER
Ti((ar)rer) = SE(ar)rer) + (~1)E((ar)rer)]
T3((ar)rer) = SE3(ar)rer) + (~1)'E (ar)rer)):
")

((ar)rer), Z2((ar)rer), = ((ar)reR) are related to the number of rational points of

[1]]

The exponential sums Z((a,)rcr),
hyper-elliptic curves.
Theorem 2.6: Let a, € Fom. Define the following hyper-elliptic curves over Fom:

Glaryren 1¥° Ty =) arDr(2), @®)
reR
Ha)en 9" +ay =2 +2% Y a, D), ©)
reR
Glaren iV +y=>_ a,Dp(Ds(x)), (10)
reR
Coyen 1Y Fay=a+a2> Y a,Dr(Ds(x)). (11)

reR



Then

[1]

((a?")'rER) = #G(ar)'r'ER - 27, EB((GT)TER)
((ar)rer) = BHiy o — 2"+ 1, Z ((ar)rer)
G}

Let 7maz = max R. Then the defined hyper-elliptic curves Ga,),cp> H(a,)oen> Gia,), ., and H (:”aT)TGR are Artin-Schreier
curves of genus T"“l;*l, rm“;“, 3’"’"5‘1*1 and 3“”3”“ respectively. For small m and 7,,,,., the number of rational points on
these hyper-elliptic curves can be efficiently computed.

Theorem 2.7: Let C be an Artin-Schreier curve of genus g defined over Fam. Then there exists an algorithm to compute

#C in

3 m
#G(GT)TER -2 ’

3 m
#H(a'r)'r‘ER -2 + L.

(1|
[11]

O(g*m>(g* + log? mloglog m) log gm log log gm)

bit operations and O(g3>m3) memory.

E Kloosterman sums and subic sums

In this subsection, we introduce some results for special exponential sums.

Definition The binary Kloosterman sums associated with a are

1
K, (a)= x(Tri"(= + ax)),a € Fom.
Properties of Kloosterman sums are given in the following propositions.
Proposition 2.8: Let a € Fom, then K,,(a) € [-20m+2)/2 1 1,2(m+2)/2 1 1] and K,,(a) =0 mod 4.
Another property of Kloosterman sums is stated in the following proposition.
Proposition 2.9: Let m > 3 be an odd integer and a € Fam. Then

Kpn(a)=1 mod 3,<= Tri*(a'/?) = 0.

The relationship between Kloosterman sums and the number of rational points on elliptic curves are given below [16], [17].
Theorem 2.10: Let m > 3 be a positive odd integer, a € 5. and E, be an elliptic curve over Faom of affine equation

y2 +xy = 2 + a.
Then
K, (a) = #E, —2™.
Definition The cubic sums on Fom are

Cp(a,b) = Z X(Tr"(ax® 4+ bx)),a € b, b € Fom.

xEFom

Carlitz [4] computed the exact values of the cubic sums by means of the Jacobi symbol.
Proposition 2.11: Let m be a positive integer. Then
(I)Cm(l, 1) _ (_1)(m271)/82(m+1)/2.
(2) If Tr*(¢) =0, then C,,(1,¢) = 0.
(3 If Tr*(c) = 1 and ¢ # 1, then Cyp,(1,¢) = x(Tr7(v> +7))(2)20m+D/2 where ¢ = 44 + v + 1,7 € Fom.
Corollary 2.12: Let m be odd and a € [F5,., the following results are equivalent
(DK p(a) =1 mod 3;
2)Ch, (CL, CL) = 0;
3)Trm(a?) = 0.
Proof: From Proposition 2.9, Result (1) and Result (3) are equivalent. Note that

Cula,a) = 37 ()i (@4

rEFom
_ Z (_1)Tr;"((a%m)3+a%(a%x))

zE€Fym

=Y (f1)TrI“<z3+a%m>

z€EFym

and Tr{”(ag) = Tr{”(a%). From Proposition 2.11, Result (2) and Result (3) are equivalent. Hence, the corollary holds. ®



III. A CLASS OF HYPER-BENT FUNCTIONS WITH MULTIPLE TRACE TERMS

In this paper, we will consider a class of Boolean functions of the form

fa b( Z ZTT1 Ay, 1IT(2WI D+

reR i=0

) T (b5, (12)

where n = 2m, m is odd, a,; € Fao» and b € Fy.
Theorem 3.1: Let f,; be a Boolean function defined in (12). Let a;%- be defined by

Ay o 1 1 1 Qr,0

/ 2
ay. =1 w w ar1 |- (13)
a{r,2 1 ’LU2 w Ay 2

Then f, 5 is hyper-bent if and only if

A(fa,b) = Z X(fa,b(u)) =1

uelU

Further, we have
A(fap) = Tri(0)So((ar.0)rer) + Tri(bw)Si((ar1)rer) + Tri(bw?)S2((ay.)rer),
where S;((.)rer) is defined in (1). If aj., € Fam, then
A(fap) = Tr1(0)So((ar.0)rer) + Tri(bw)Si((ar1)rer) + Tri(bw?)Si((a))rer)-
Proof: Let a be a primitive element in F». From the definition of f, p, for x € Fom we have

fa,b(azmlex) :fa,b(x)v
f(0) =0,
From Proposition 2.3, f, () is hyper-bent if and only if A(fqp) = 1. Since U = V UEV U2V

A(fa,b) = Z X(fa,b(u))

uelU
=Y X(fap (@) + Y X(fas(€0)) + D X(fan(E70)).
veV veV veV

For any v € V, v £ — 1. Then

2
Afas) =X(TrB) 3 x(32 3T (ar0 1)

veV  reRi=0

XT3 Y x ZZTn (ari€ 5 (o) @ 1Y)

veV  reRi=0

9 A S T

veV reR i=0

X(TT%( 22(62 )r(2’” 1)))

Note that 5 = (€75 )2" =1 = 2" +1-2 = 4. We have

A(fap) =x(Tr¥(b Z ZTrl Zarz rT= 1) )

veV TER
X A TR )
veV  reR =0
(TTI bw Z ZTT Zar zw (27”_1)))
veV  reRr

From the definitions of S;((.),er) and aj.;,

A(fap) = Tri(0)So((ar.)rer) + T75 (bw)S1((ay, 1)rer) + Tri(0w?)Sa((a).5)reR)-



Note that if a;. 5 € Fom, Sa((a;.2)rer) = S1((a;.2)rer). Then we have

A(fap) = Tri(1)So((aro)rer) + Tri (bw)S1((ar. 1) rer) + Tri (bw?)S1((a).2)rer)-
Hence, this theorem follows.

Lemma 3.2: Let a, € Fom, then (1)So((ar)rer) =
(2)51(<a7‘)TER) :

[
=3

The values of So((ay.o)rer) and Si((a;. ;)rer) can be computed by character sums on Fom or the number of rational points
on hyper-elliptic curves. For the computation, some lemmas are given first.
1

;[ ES((GT)TER) - E((GT)TER) - §(<ar)reR) + ”a
[=E%((ar)rer) + 22((ar)rer) = E((ar)rer) + 1]
Proof: From Proposition 2.5, this lemma is obviously obtained.

Lemma 3.3: Let a, € Fom, then (1)So((ar)rer) = [2#G?
)S1((ar)rer) = 5[-#G?

(ar)rER - #H(QT)TER - #G(ar)'r‘ER];
(aT)TER - #H(ar)reR + Q#G(ar)reR]‘
Proof: From Lemma 3.2 and Theorem 2.6, this lemma is obviously obtained.

From character sums on Fom, the following proposition can compute A(f, p).
Proposition 3.4: Let a).; € Fam, then
(HIfbv=0,

Afur) = 522°

[
o
o
s
3
|
[1]

QIfb=1,

Afap) = =[25°

B)Ifb=w,

A(fa,b) =

+ |
Wl W W]

|

[1

4) If b = w?,
A(fa,b) = [2:3(((1;,0%61%) - E((a/r,O)TER) - E((@/r,o)reR)]

i

((a7,1)rer) +28((ay, 1 )rer) —

(1|

((a7,1)rer)]

1
3
1 =3
+ g[_
1
3

[~E°((a).2)rer) + 22((a).)rer) —
Proof: Note x(Tr%(0)) = x(Tr?(1)) = 1 and x(T7?(w)) = x(Tr

[1]|

1
(@) 2)rer)] — 5.
1. From Theorem 3.1 and Lemma 3.2, this
proposition can be obviously obtained.
fa,b~

2
From the number of rational points on hyper-elliptic curves, the following theorem can determine the hyper-bentness for
Theorem 3.5: Let al., € Fom, Then

w?) = -

(D Ifb=0,

|
1
A(fa,b) = g[Q#G?a; Yrer #H(a;,o)ren - #G(aﬁ.,o)ren]
1
+ 3 #G s )en — #Hat en + 2#C ) ) venl
1
3



QIfb=1,
A(fap) = 3[2#G3a oven — #H@ ren = #G (@) g)ren)
%[ #Gar ven — #H @, )oen T 2#G (@) ren)
%[ #Gar e — HH@ ) ren + 2#GC 0l )ren]-
B)Ifb=uw,
A(fas) == 312HGR ) = #Hat pyrn —~ #Ciat rer]
%[ #Glar ven — #H @, Doen T 2#G(@ ) ren)
%[ #Ga, y)en — HFH@ ) en + 2#C () ) )
4) If b = w?
Alfap) == 52#Gly )cn = #Hal )ren — #Gal o)l

w\»—*w\ —

[ #G (a 1)r€R #H(ai-,l)TER + Q#G(arlr',l)'r‘ER]

[ #Gla #Ha, )ver T 2#G () ) ren)-

Proof: From Theorem 3.1 and Lemma 3.3, this theorem can be obviously obtained. [ ]
From the above theorem, to determine the hyper-bentness for f,;, we just compute the number of rational points for 9
hyper-elliptic curves, which include three hyper-elliptic curves of genus 3”% three hyper-elliptic curves of genus T'"““
and three hyper-elliptic curves of genus M (T"maz = max R). From Theorem 7, for not big 7,4, many technlques for
counting the number of rational points on hyper elliptic curves can be used in the computation. From some special cases of
fa,p with coefficients satisfying some relations, we have the following corollary for hyper-bentness characterization.

Corollary 3.6: Leta, o € Fom, ;1 = ar2 € Fom and b € F4\Fy, then f, ; is hyper-bent if and only if Sy((ar0)rer) = —1,
ie.,

a. 2)TER

224G, )ren — #Haro)en — #Glaro)en = =3
Proof: From a,; = a,2, we have

/

Ay =0r0+ ar1+ar2 = aro € Fom,
/ 2

Ay =0r0 + AW+ arpw” = aro+ ar1 € Fam,
/ 2

Aypo =0r0 + Ar1W” + arow = aro + ar1 € Fam,

For any 7 € R, we have a;. = aj.,. Obviously, Si((a;.)rer) = Si((a).5)rer). From Theorem 3.1, we have A(fap) =
—So((ar0)rer). Then fup is hyper bent if and only if SO((G/TO)TER) = —1. From Lemma 3.3, we have

Z#G(a 0)rer #H(ar,o)reR - #G(ar,U)TGR =-3.

Hence, this corollary follows. n

IV. HYPER-BENT FUNCTIONS AND KLOOSTERMAN SUMS
In this section, we present the hyper-bentness of some special functions with Kloosterman sums or linear combination of
Kloosterman sums. When #R = 1, we write (a)r for (a),cr and a for (a){}.
Lemma 4.1: Let a € Fam and ged(r, 2m3+1) =1, then
(1 So((a){ry) = So(a);
@ If 317, Si1((a)iry) = Sl( ) I3 ], Si((a)gry) = So(a).
Proof: (1) Since gcd( +1) =1, v — v" is a transform for V. Then

So((a) () = D> x(Tr] (av"®" 1))

veV

= x(Tri(a® )

veV

=5(a)




(2) Since ged(r, 25H) =1,
{r} Z Y T?”l f’l} r(2m_1)>)

veV

= Z x(Trf (a(§v r)2m—1))
veV

= Z X(Tri(a(€v)*" 1)
veV

If3fr,7=1 or 2 mod 3. Then
S1((a)gry) = Si(a) or Sz(a).
From Result (1) in Proposition 2.5, S7(a) = S2(a). Then we have

S1((@)1r)) = Si(a).

If 3|7, & € V. Then
S1((@) ) = Sola).

Actually, Sp(a) and Si(a) can be expressed by cubic sums and Kloosterman sums [25].
Lemma 4.2: Let a € F5,., then
(1) Sp(a) = :[—Km(a) + 20, (a,a) + 1];
() Si(a) = 3[-Km(a) — Cn(a,a) +1].
Obviously, when a € Fym, we have S;(a) = S;(a?).

A. Hyper-bent functions with nine or ten trace terms
Theorem 4.3: Let gcd(r;, 2 H) = l,a,¢,d € Fom and w be a primitive 3rd root of unity. Let f(x) be defined by

fle)= Tri(a(z®" Y 4270C" o +;,;To(2m—1)+2w3%1))
+ Ty (C( n(@"-1) +’ZU2:CT1(2 1)+ +wa1(2m—1)+2&))
(d(

+T7n d r2(2m_1) +w$7_2(217 _1)+2 —1 +w xT2(2m_1)+22 —1))

2”—1

+Tribe 3 ).

Then
(1) If b= 0, f(z) is hyper-bent if and only if Sp(a) + Si((c)fr,3) +S1((d)fryy) =1
(2) If b =1, f(z) hyper-bent if and only if So(a) — S1((c)(r,}) — S1((d)(rpy) = 1
(3) If b =w, f(x) is hypre-bent if and only if —Sp(a) — S1((¢){r,y) + S1((d)(ryy) =1
(4) If b= w?, f(z) is hyper-bent if and only if —Sgp(a) 4+ S1((¢){ry}) — S1((d){rpy) =
Proof: Let R = {ro,1,72}. From the definition of a;.; in (13),

a;mO =aq, a;ho =0, a'TZ’O =0, a%o =0 (r € R),
a’;’o,l =0, a/rl,l =¢ a/rz,l =0, a;,l =0 (ré€R),
ai«o,z =0, a;nl,z =0, a,,,= d, a/r,2 =0(r¢R),
From Lemma 4.1, we have
So((az.0)rer) = So((a){re}) = So(a),

((ay

S1((ar1)rer) = S1((6){ry}),

Sa((ar2)rer) = S2((a) (r,))-

From T7r%(w) = Tri(w?) = 2(1) = 0 and Theorem 3.1, this theorem can be obv1ously obtained. [ |
Corollary 4.4: Let gcd(rl, 1) (z = 1,2), a,¢,d € Fom, Tr(a3) = Tr™(c3) = Tr7(d3) = 0, and w be a

T
3+ -
primitive 3rd root of unity. Let f(x) be defined by

fl@)= Tri(a(zmo@" =1 4 groC" o122
+ T (e(@m " _1)+w2 MR IDEEE g (271255
+ Tri(d(@™ " Y 4 a2 " —D+E +w2;pr2(2m—1)+22n3;1))

+ Tr? (bx ) (14



Then
(1) If b =0, f(z) is hyper-bent if and only if K,,(a)+ K, (c) + K (d) = 0;
(2) If b= 1, f(x) is hyper-bent if and only if —K,,(a) + K, (c) (d) =
(3) If b =w, f(x) is hyper-bent if and only if K,,(a) + K,,(c) — K,,,(d
(4) If b=w?, f(x) is hyper- bent if and only if Ky, (a) — Ky (c) + Kin(d) =

1

Proof: If Tr™(a3) = Tr™(c3) = Tr(d3) = 0, from Corollary 2.12 we have
Cm<aa a) = Cm(c7 C) = Cm(da d) =0,

From Lemma 4.2,

Sola) = Si(a) = 5(~Kn(a) + 1),

1
So(c) = 51(¢) = 5 (= Km(c) +1),
1
So(d) = S1(d) = 5 (~Kn(d) +1).
From Lemma 4.1 and Theorem 4.3, this corollary can be obviously obtained. [ ]

Example Let m = 23, Fom 2 Fo[z]/(2?3 + 25 + 1). Take positive integers r; such that ged(r;, 2m3+1) = 1(i = 1,2). Take

a=ad=aB +20 425 4B 4 b b aT S a2 a4 1,
e T e S e LT, S i

d=d3 =22 122 420 + 27+ 212 421 4210 4 48 4 o8 4ot 422 4o+ 1,
b=0;

where ag = 225+ 22 4219 4216 4 214 4 12 4 11 {10 08 L 064 05 LB 02 0] o) — 28 g2l g g 184 18 4 12 4 8
Tttt +a+1, dy = 28+ + 204 2B 42l T+ B3+ 12 42104 2T+ 20+ 22 4+ 22+ 1. Then T (ag) = 0,777 (co) = 0,
Tri*(dog) =0, and K,,(a) = 1120,K,,(c) = 2920, K,,(d) = —4040, K,,(a) + K. (c) + K (d) = 0. Hence, f(x) in (14) is
a hyper-bent functions with 9 trace terms.

Example Let m = 23, Fom 2 Fo[z]/(2?® + 25 + 1). Take positive intergers r; such that ged(r;, 2m3+1) =1(i = 1,2). Take

a=ad =2 + 220 418 4 1% 414 4 12 4 10 gt 41

e TS e L g ST T i i

d=d3 =22 4222 4 o2 18 4 gl7 416 4 14 p13 L p12 | g1l 0 4 8 T 4 g5y gy g8
b=1;

where ag = 254221 42194215 414 12 4 11y g 10 L 08 LT g e = 28 05 L 14y g8 4 011 4 g0 6L 05 L 08y g
do = 2% + 220 + 2 + 218 + 216 4 212 4 211 4+ 29 + 28 + 2% + 1. Then Tr7*(ag) = 0, Tr*(co) = 0, Tr*(dp) = 0, and
Kp(a) = 64, K, (c) = 1264, K,,,(d) = —1196, —K,,,(a) + K, (c) + K., (d) = 4. Hence, f(z) in (14) is a hyper-bent
functions with 10 trace terms.

Many hyper-bent functions of the form (14) exists. From exhaustive search by computer, when m = 5,7, numbers of the
hyper-bent functions in Result (1) in Corollary 4.4 are 1500 and 58653 respectively, and numbers of the hyper-bent functions
in Result (2) in Corollary 4.4 are 1500 and 57624 respectively.

Lemma 4.5: Let m > 5, m =1 mod 2, and a € F3,.. The following four conditions are equivalent.

(1) Kpn(a) = 4

@) —So(a) = 13

(3) —280(a) + Si(a) = 1;

4) Sp(a) —251(a) =1

Proof: From Lemma 4.2, we have

1
—So(a) = g(Km(a) —2Cy(a,a) — 1) (15)
If Condition (1) holds, from Corollary 2.12 we have C,(a, ) 0 and —Sp(a) = 1. If Condition (2) holds, we have
K, (a) = 2Cp,(a,a) + 4. From Proposition 2.11, Crp(a) € {0, £ m(a) € {4,44+2-2"2"}. Note that when m, > 5,

m + m + m + 2

+1,4-2-2 < =272 +1.

>2

From Proposition 2.8, we have K,,(a) = 4. Hence, Condition (1) and Condition (2) are equivalent.



Note that

1
= g(I{m((z) —5Cn(a,a) — 1),

So(a) — 284 (a) = %(Km(a) +4C(a,a) — 1).

—25p(a) + Si(a)

Similarly, Condition (1) and Condition (3) are equivalent, and Condition (1) and Condition (4) are equivalent. Hence, this
lemma follows. |
Theorem 4.6: Let ged(r;, 2m3+1) =1, a € Fyn, and w be a primitive 3rd root of unity. Let f(x) be defined by

f@) = Tri(a(er o@D 4 g - DHEE | greronaetii)
+Tri(a(z" G 7Y 4 w?am 7 D+ +wa:7‘1(2m71)+2w37_1))
FTriale” Q”LHMM24H2*+wxM24Hﬂ%w
+Tr? bgc )

Then
(1) If b= 0 and 3|r;(i = 1,2), f(x) is not hyper-bent;
2)Ifb=0and 31 r;(i =1,2), f(z) is hyper-bent if and only if K,,(a) = 0;
B3)Ifb=0and #{r; : 7, =0 mod 3,i = 1,2} =1, f(x) is hyper-bent if and only if K,,(a) = Cp,(a,a);
(4) For the following cases:
Dob=1,#{r;:r =0 mod 3,i=1,2} =1;
i) b=w, 3111, 3| ro;
iii) b= w2, 3| r1, 317
f(z) is hyper-bent if and only if K,,(a) = —Cy,(a,a) + 4;
(5) For the rest cases, f(x) is hyper-bent if and only if K,,(a) = 4.
Proof: (1) From Result (2) in Lemma 4.1, we have

So(a) +51((¢)gryy) + S1((d) (1)) = 3S0(a).

Obviously, 3Sg(a) # 1. Hence, from Result (1) in Theorem 4.3, f(z) is not hyper-bent.
(2) From Result (2) in Lemma 4.1(2), we have

So(a) + 51((¢)¢r1y) + S1((d) (o) = So(a) = 25:1(a).

From Lemma 4.5, Sy(a) — 251 (a) = 1 if and only if K,,(a) = 4. From Result (1) in Theorem 4.3, f(z) is hyper-bent if and
only if K,,(a) = 4.
(3) From Result (2) in Lemma 4.1, we have

So(a) + S1((e)(ry}) + S1((d)r}) =250(a) + Si(a),
=— Kpn(a) + Cn(a,a) + 1(from Lemmad.2).

Hence, from Result (1) in Theorem 4.3, f(x) is hyper-bent if and only if K,,(a) = Cy,(a, a).
(4) From Theorem 3.1 and Theorem 4.3, for all the three cases, we have
1
—(Kmn(a) + Cpla,a) — 1)(from Lemma4d.2).

A(f) = ~Sifa) = 5

Hence, from Theorem 3.1, f(x) is hyper-bent if and only if K,,(a) = —Cp,(a,a) + 4.
(5) The rest cases except cases in (1), (2), (3) and (4) are 8 cases. For cases:

Hb=1,3|r,i=1,2 2)b=w,3|r;,i=1,2
Nb=w,#{r; ;=0 mod 3,i=1,2} =1 4 b=w?3|r,i=1,2
5) b=w? #{r; :7; =0 mod 3,i = 1,2} = 1. From Theorem 4.3 and Lemma 4.1, we have
A(f) = —So(a).
From Theorem 3.1 and Lemma 4.5, Result (5) holds.
For cases: 6) b = w,3 | 71,31 72 7 b=w%31r1,3 |7
we have

A(f) = —2Sy(a) + Si(a).
From Theorem 3.1 and Lemma 4.5, Result (5) holds.



For the last case: 8)b = 1,31 r; (i =1,2), we have
A(f) = So(a) — 251(a).

From Theorem 3.1 and Lemma 4.5, Result (5) holds.
Hence, this theorem follows. [ |

Remark The value a such that K,,,(a) = 0,4 or —C,,(a, a)+4 can be used to construct monomial hyper-bent functions [5], [7],
[18] or binomial hyper-bent function by Mesnager [25], [28]. From the above theorem, the value a such that K, (a) = Cy,(a, a)
can be used to construct hyper-bent functions. From Corollary 2.12, if K,,(a) = Cp,(a,a), then Tr7*(a'/?) = 1. Obviously,
if a satisfies K,,(a) = C,,(a,a), any Frobenius conjugate a®> of a also satisfies K,,(a?) = C,,(a?,a?"). Actually, If
m =5,7,9, just one conjugacy class satisfies K,,(a) = Cy,(a,a), and if m = 11,13, 15, there are 3,8,9 conjugacy classes.

B. Hyper-bent functions with 5 or 6 trace terms
Theorem 4.7: Let a,c € Fam, b € Fy, and ged(r, 2m3+1) = 1. Let f(x) be defined by

271'371 I :L.TO(Qm—l)"rQ

2" -1
3

fx) = Tri(a(zo@" 1) 4 gro@"-D+

T (efan @ DRER | a1

)

)+ Tribe”s ),

Then
(1) If b =0, f(z) is hyper-bent if and only if So(a) + 251((c)fr,3) = 1;
(2) If b =1, f(z) is hyper-bent if and only if Sy(a) —251((c)(r,}) = 1;
(3) If b is a primitive 3rd root of unity, f(x) is hyper-bent if and only if Sy(a) = —1.

Proof: Let R = {ro,r1}. From the definition of a;. ;, we have

a/mo =a, a, (=0, a’hO =0 (r¢€R),

apo1 =0, a, ,=c¢ a.,=0(¢R),

a. o,=0, a

T072 7’1,2 =
From Lemma 4.1, we have
Sol(ar.)rer) = So((a)(ry}) = So(a),
S1((ar.1)rer) = S1((¢){r});
S2((ar.2)rer) = S2((€)(ry})-
Note that T7?(w) = Tr?(w?) = 1, Tr%(l) = 0. From Theorem 3.1, this theorem can be obviously obtained. ]
Corollary 4.8: Let a,c € Fom, Tr™(a?) = Tr7(c3) = 0, b € Fy, and ged(r;, 2m3+1) = 1. Let f(x) be defined by
Fla) = Trp(a(amo@" =D 4 gro@" TDHET 4 g2t -2y
T (o @O g @Dy |2, T, (16)
Then
(1) If b =0, f(z) is hyper-bent if and only if K, (a) + 2K,,(c) = 0;
(2) If b =1, f(x) is hyper-bent if and only if —K,,(a) + 2K,,(c) = 4;
(3) If b is a primitive 3rd root of unity, f(x) is hyper-bent if and only if K,,(a) = 4.
Proof: When Tr7"(a3) = Tr7"(¢3) = 0, from Corollary 2.12, we have
Cm(a,a) = Cplc,c) = 0.
From Lemma 4.2, we have
1
So(a) = S1(a) = 3 (~Km(a) +1),
1
So(c) = Si(c) = g(—Km(c) +1).
From Lemma 4.1 and Theorem 4.7, this corollary can be obviously obtained. [ ]

Example Let m = 23, Fon = Fy[z]/(2?® 4 2° + 1). Take positive integers 7; such that ged(r;, 25t ) = 1(i = 0,1). Take
a=ad =2t e P e 10 et e a4 1,
cm B m ™ a0 et 1T 10 1 18 10 8 L T 8

b=0;



where ag = 223 + 22! + 29 + 2 27 4 2P 2B 22 ot 20 ¥ 4"t a2l a1, ¢ =
22 4220 4 21 4 27 4 21 4 22 4 2% 4 27 + 2% + 2% + 2% + 2% + 1. Then Tr(ag) = 0, Tr(co) = 0, and K,,(a) =
1768,K,(c) = —884,K,,,(a) + 2K,,,(c) = 0. Hence, f(x) in (16) is a hyper-bent function with 5 trace terms.

Example Let m = 23, Fom = Fo[z]/(2?® + 25 + 1). Take positive integers 7; such that ged(r;, QWT'H) =1(: =0,1). Take
a:ag:x23+x22+x21+x20—|—x15+xl4+x9+x8+x7+x5+a:3+x2+1,
c= = e g p gl T g 13 12 9 S a6ty g8 g2
b=1;

where ag = 223+ 22! 4220 4219 L 18 4 16 L 212 L g1l 10 4 09 | 06 L 05 4 02 Lo ] o = 23 4220 419 4 15 4 gl

2242 + 28 422 + 2+ 1. Then Tr"(ag) = 0, Tr(co) = 0, and K,,(a) = =764, K,,(c) = —380, —K,,(a) +2K,,(c) = 4.
Hence, f(z) in (16) is a hyper-bent function in 6 trace terms.

With exhaustive search by the computer, when m = 5,7,9, numbers of hyper-bent functions in Result (1) in Corollary 4.8
are 50, 735 and 5346 respectively, and numbers of hyper-bent functions in Result (2) in Corollary 4.8 are 100, 588 and 5103

respectively.
Theorem 4.9: Let a,c € Fom, b € Fy, ged(r;, 257) = 1. Let f(x) be defined by
f@) = Tri(a(wa’C"-DHET 42t oDz
FT (e(am "D 4 wr @D+ w2x7-1(2’"—1)+22rﬁ%))
2 o2m 1
+ T’rl (b.]? 3 )a
Then
(1) If b =0, f(z) is hyper-bent if and only if Sp(a) + Si((a)grey) +S1((¢)r}) = 1s
(2) If b =1, f(z) is hyper-bent if and only if Sp(a) — Si((a)grey) — S1(()ry}) = 1
(3) If b =w, f(x) hyper-bent if and only if —Sy(a) — Si((a){r,}) + S1((¢)ry) = 1

Proof: Let R = {rg,r1}. From the definition of a!.,, we have

r,°

Uroo =0, G, 0=0, a,c=0(r¢R),

a/ 1= @, CL/ 707 a;71:0(T€R),

ro, rl =
a/ro,z 0, a.,2=¢ a/r,2 =0(r¢R)
From Lemma 4.1,
So(ar.0)rer) = So((a)(r,}) = So(a),
S1((ar.1)rer) = S1((a) (),
Sa((ay2)rer) = S2((¢)r1})
Note that T7?(w) = Tr?(w?) = 1,Tr?(1) = 0. From Theorem 3.1, this theorem can be obviously obtained. [
Corollary 4.10: Let a,c € Fom, Tr(a3) = Tr™(c3) = 0, b € Fy, and ged(r;, 2m3+1) = 1. Let f(x) be defined by
f(z) = Tr?(a(wxroam*lﬁwgl +w2go@" D2 )
+ Tri(e(zm "D 4 wan @D w2x”(2m’1)+22n771))
+ Tri(bx = ).
Then

(1) If b =0, f(z) is hyper-bent if and only if K,,(a)+ 2K,,(c) = 0;

(2) If b € {1,w?}, f(z) is hyper-bent if and only if K,,(c) = 4;

(3) If b = w, f(x) is hyper-bent if and only if 2K,,(a) — K,,(c) = 4.
Proof: When Tr}"(a3) = Tr"(¢3) = 0, from Corollary 2.12, we have

Cm(a,a) = Cplc,c) = 0.

From Lemma 4.2,
1

50(a) = $1(0) = 5(~Kun(a) + 1)
So(€) = $1(0) = 5(~Kn(e) + 1),

From Lemma 4.1 and Theorem 4.9, this corollary can be obviously obtained. [ ]



C. Hyper-bent functions with multiple trace terms
Theorem 4.11: Let a, ¢, € Fom, b € Fy be a primitive 3rd root of unity, and ged(r, 2m3+1) = 1. Let f(x) be defined by

fx)= Tr(aa™@" V)4 Z Tr?(cr(xr(melen;l f gr @ D2 ) + T?"%(bmz%;l).
reR
Then f(z) is hyper-bent if and only if K,,(a) = 4.
Proof: Let 1o € R. From the definition of a;.;, we have
a:no,o =a, a;,o =0 (r # o),
a'nl =0, a;72 =0 (r € R).
From Lemma 4.1,
So((ar.0)rer) = So((a)r}) = So(a),
2m 41
S1((ar1)rer) = 51(0) = —5—,
271’L + 1
52((a;,2)reR) = 52(0) = 3
Note that Tr?(w) = Tr?(w?) = 1,Tr?(1) = 0. From Theorem 3.1, this theorem can be obviously obtained. [ |

D. Binomial, trinomial and quadrinomial hyper-bent functions

Some results on binomial, trinomial and quadrinomial hyper-bent functions for (p = 2,e = 3) are given by Li et al. [22].
From our techniques, we will present some results, which includes results in [22].
Theorem 4.12: [Theorem 2 in [22]] Let a,c,d € Fam, b € Fy, and ged(r, 2 3“) = 1. Let f(x) be defined by

f@) = Tri(a+c+d)am@ V) + T ((a + cw? + dw)a™@" D)

2" —1 2" —1

)+ Tri(ba™s ),

+ Tr((a + cw + dw?)z" " —D+2

Then
(1) IbeO, f(a: { }) d)
(2) If b =1, f(z) is hyper-bent if and only if Sp(a) — S1((c)¢ry) — S1((d)¢r
(3) If b = w, f(x) is hyper-bent if and only if —Sy(a) — S1((c
(4) If b= w?, f(x) is hyper-bent if and only if —Sg(a) + S1((
Proof: Let R = {r}. From the definition of a.. ;, we have

97

~ —

[ o r / _ /
Upog=0a, Q.1 =¢ a.o=d, a,,=0(" #r),
From Lemma 4.1,

So((ar.o)rer) = So((a)ry) = So(a),
Si((ay1)rer) = S1((c)ry)s
Sa((ar.2)rer) = S2((d)(r})-

)

Note that T7?(w) = Tr?(w?) = 1,Tr?(1) = 0. From Theorem 3.1, this theorem can be obviously obtained. [
The above theorem is a special case of Theorem in [22].

Corollary 4.13: Let a,c,d € Fom, Tr7"(a3) = Tr*(c3) = Tr*(dz) = 0, b € Fy, and ged(r, 27"3"'1) = 1. Let f(z) be
defined by

f@)=  Tr((a+c+d)az"?" D)+ Tr((a + cw? + dw)xr(melHL;l)

2" —1 2" —1

+ Tr2((a + cw + dw?)z" " D257 L Trd (b5 ),

Then
(D) If b= 0, f(z) if and only if K, (a) + Kpm(c) + Kp(d) = 0;
2) If b =1, f(x) is hyper-bent if and only if —K,,(a) + K,,(¢c) + Kn(d) = 4;
(3) If b = w, f(x) is hyper-bent if and only if K,,(a) + K,,(c) — K,,(d) = 4;
(4) If b=w?, f(x) is hyper-bent if and only if K,,(a) — K,,(c) + K,,(d) = 4.
Proof: When Tr(a3) = Tri"(¢3) = Tr(d3) = 0, from Corollary 2.12, we have

Cm(a,a) = Cp(c,e) = Cp(d,d) = 0.



From Lemma 4.2,
1
So(a) = S1(a) = 3 (~Km(a) +1),
1
So(c) = Si(e) = 5(=Km(c) +1),
1
So(d) = S1(d) = g(—Km(d) +1).
From Lemma 4.1 and Theorem 4.12, this corollary can be obviously obtained. |
Parameters a, ¢, d considered in the above results are restricted in the subfield Fom . Actually, this restriction is not necessary
and it is just out of convenience. In the following, we will give the explanation and take Theorem 4.12 for example. Some
notations are given first. Let A € F3. with unique polar decomposition A = A" where A € F,, and 0 < i(A) < 2™,
Define ¢(0) =0 and 0 = 0. If a € Fam, i(a) = 0 and @ = a. Then we have a general result of Lemma 4.1.
Lemma 4.14: Let A € Fon and ged(r, 22) = 1. Then

Si((A){T}) - STH_i(A)(‘Z) = S(riti(A)) mod 3(A).
Proof: We have
Si(A)y) = 2 X(T (A ")

veV

= 3 (T AET )

veV

+1) =1, v+~ v" is a transform for V. Then

Si«A){T}) = Z X(TT?(A(gTiU)Q”‘—l))

Since gced(r, 2

veV
= > AT AN g )
veV
Let [ be an integer satisfying (2™ )l =1 mod 2™ + 1. Since 2™ —1 =1 mod 3,/ =1 mod 3. Then
{r} Z X T?” é-erlz(A)v)?m 1))
veV
= 3 @ (A W)
veV
=Sritia)(4)
Hence, this lemma follows. u

Theorem 4.15: [Theorem 2 in [22]] Let @, c,d € Fan, b € Fy, and ged(r, 255 ) = 1. Let f(z) be defined by

f@)y=  Tr((a+c+d)z"®" D)+ Tr?((a + cw? + dw)xrmm_l)*‘w%l)
—1 2 2" —1
3 ) + TTl (bl‘ 3 )7

+Tr((a + cw + dw?)a" "

Then
(1) If b= 0, f(z) is hyper-bent if and only if S;(,)(a) + STH(C) (©) + Sarti(a)(d) = 1;
(@) If b= 1, f(x) is hyper-bent if and only if S;(,)(a) — ,+,(c) (©) — SQT_;’_Z(d) (d) = 1;
B Ifb= w, f(x) is hyper-bent if and only if —S;(4)(@) — Sy 1i(c)(€) + Sgrﬂ(d)(d) 1;
(4) If b = w?, f(x) is hyper-bent if and only if Sl(a)( a) + Spyi(e)(€) = Sarqiay(d) = 1.
Proof: Let R {r}. From the definition of a; ;, we have
a;n,o =a, a/r,l =6 a;",Z =d, a;/,z =0 (r' #7).

From Lemma 4.14,

So((ay.0)rer) = So((a){r}) = Sia)(@),
Si((ay.1)rer) = S1((¢)(r}) = Srsi(e) (E)L
Sa((ay.2)rer) = S2((d)ry) = Saryi(a)(d)-

Note that Tr?(w) = Tr?(w?) = 1, Tr?(1) = 0. From Theorem 3.1, this theorem can be obviously obtained. [ |
The above theorem is equivalent to Theorem 2 in [22] for the case p = 2,e = 3.



Corollary 4.16: Let A,C € Fom, b € Fy, ged(r, 252) = 1, Tri* (A + C)Y/?) = 0, and Tr{*((A2 + AC + C?)Y/3) = 0.
Let f(z) be defined by

om

—1
3

2™ —1

)+ Tri(ba = ). (17)

f(z) = Tr?(Axr(Qm_l)) + Tr?(C’x“Qm_lH

Then
(1) If b= 0, f(=) is hyper-bent if and only if K,,(A + C) + 2K,,, (A% + AC + C?) = 0;
(2) If b= 1, f(x) is hyper-bent if and only if —K,,(A + C) + 2K,,(A? + AC + C?) = 4;
(3) If b is a primitive 3rd root of unity, f(z) is hyper-bent if and only if K,,(A+ C) = 4.
Proof: Take a,c,d as A+ C, A+ Cw, A+ Cw? respectively. Note that

F =" = A% AC + 7,
P =d*" = A2 4 AC + C2
Then
Si(a) (Ei) = Si(a) (A +C),
Sri(e)(€) = Srti(e) (€)= Srpi(e)(A> + AC + C?),
Sartita)(d) = Sariiay(d2) = Sarriay(A* + AC + C?).
Note that 777" ((A + C)Y/3) = 0,Tr7*((A? + AC + C?)'/3) = 0. From Corollary 2.12 and Lemma 4.2, we have

—Kn(A+C)+1
Sip(A+0) = —RmA AL

—Kn (A2 + AC+C?H +1

Srti(e)(A* + AC + C?) =

3 b
K, (A2+ AC+C?) +1
Soryi(a)(A> + AC + C?) = m 3 ) :
Then
~ -Kn,(A+C)+1
Si(a)(a) = ( 3 ) ;
~Kn (A2 + AC +C?) +1
Sr+i(c) (E) = ( 3 ) 5
~ —K,(A2+AC+C?)+1
Soryi(a)(d) = 3 ,
Hence, from Theorem 4.15, this corollary can be obviously obtained. |

Example Let m = 23 and Fom = Fo[z] /(2% + 2° + 1). Take a positive integer r such that ged(r, 25tL) = 1. Take

A= 420 41T 16 4 15 4 14 4 12 00 4 010 L 00 4 06 4 o4 L 2 L0

C=a® 4o 4aB 42" +25+ 25+ 422 +1,

b=0;
Then A+C =aB 422 +220 a2 + 22+ 2 420 428+ 2"+ a5 + a2t + o+ 1, A2+ AC+ C? = 2 + 222 +
220 41 48 410 S e 428 4 a® 2?24 1 and TP ((A + C)V3) = 0, Tr*((A% + AC + C?)V/3) = 0,
Kn(A+C) = 4280, K,,,(A%2 + AC + C?) = 2140, K,,,(A+ C) + 2K,,(A? + AC + C?) = 0. From Result (1) in Corollary
4.16, f(x) in (17) is a binomial hyper-bent function.

Example Let m = 23 and Fom 2 Fo[z]/(2%3 4 2° + 1). Take a positive integer r such that ged(r, 25t) = 1. Take

A= 4 g2 4 g 20 19 4 18 4 16 | gl 12 I 10 40 L 08 L 05 gd a3

C=a® 4220 4217 4210 4 215 4 212 4 2% 4 28 41,

b=1;
Then A+ C = 223 + 222 4 220 4 218 4 17 4 212 4 11 L 08 4 04 4 02 L] A2 L AC 4 02 = 223 4 21 4 17 4 216 4 414 4
eB a4 4204 a8 2T a4 42t + 2+ a4+ 1and Tr((A 4 C)V/3) =0, Tr*((A% + AC + C*)'/3) =0,
K (A+C) =1420, K,,,(A? + AC + C?) =712, =K, (A + C) + 2K,,(A? + AC + C?) = 4. From Result (1) in Corollary
4.16, f(x) is a trinomial hyper-bent function.

From exhaustive search by the computer, when m = 5,7, 9, numbers of hyper-bent functions in Result (1) in Corollary 4.16
are 40, 728 and 5346 respectively. And numbers of hyper-bent functions in Result (2) in Corollary 4.16 are 100, 546 and 5112
respectively.



From Theorem 4.15 and Lemma 4.2, we can completely characterize all the quadrinomial hyper-bent functions in Theorem
4.15 by Kloosterman sums and cubic sums. The following lemma explains that exponents of x in the trace functions would
be very big.

Lemma 4.17: Letry, 1 be the smallest integer in the cyclotomic coset of 2 modulo 241 containing 1+ =, and let ., 2 be
the smallest integer in the cyclotomic coset of 2 modulo 2" +1 containing 142 2m3+1 e, T = ming<i<am—1 (1+ TRTH) .t

. m ; m—2 m—1_
mod 2™ + 1, 7y, 2 = ming<i<om—1 (1 + 2%) -2° mod 2™ + 1. Then 7y, 1 = % and 7, 0 = 2 3 L
2’!77.72_"_1

2m

Proof: (1) We first prove 1, 1 = 3
@ Ifj=0,2,---,m—1,3|(27 —1). We have

om 41 20— om 41
3+ )2]:T(27n+1)+ +

(1+ + 27,

whereO<2m3+1+2j<2m+1. Then
2" 4+10 2m 41 o 2m+1

1+ 3 )27 mod (2™ +1) = +27 > 1.
When j = 0, =" holds.
() Ifj=1,3,--- ,m—2, 3|(27 — 2). We have
2m 41 R - 2(2m +1 .
(1+ )2 = (2m+1)+¥+2ﬂ,
3 3 3
where 0 < W—kw < 2™ 4+ 1. Then
2™ 41 . 2(2™ +1 c o 2(2m+1
(1+ + )27 mod(2m+1):(74')+212g+2
3 3 3
When j = 1, ”=" holds.
(i) If j=m+1,m+3,---,2m — 2, 3/(2 — 1). We have
2m 41 . 201 , 2m 4+ 1 ,
(1+ 3+ )2J :( 3 +2J—M>(2m+1)+ + _2]—7117
where 0 < 2"13—“ —2/=m < 2m 4 1. Then
2m 41 . 2™ 41 - 2™ 41 2m=2 41
(1+ + )-29 mod (2™ +1) = tl _gms 2 fzm*:%.
When j = 2m — 2, =" holds.
(V) Ifj=m,m+2,--,2m — 1, 3[(2 — 2). We have
2m 41 o 202 ; 2(2m + 1 ,
(1+ + )27 =( +21—m)(2m+1)+g_21—m’
3 3 3
where 0 < w —2/=m < 2™ 4 1. Then
m m m m—1
(1_|_2 +1).2J mod(2m+1)zw_2j*mzw_2m*1:¥.
When j = 2m — 1,’ ’:=2” holds.
Hence, 7,1 = %
(2) We will prove 7, o = 27”731_1.
@ Ifj=0,2,---,m—3,3|(27 —1). We have
2™ 41 201 2(2™m +1 .
(1425 1). 90 = 2(2’”+1)+g+2ﬂ,
3 3 3
where 0 < 227+ 4 97 < 2™ 4 1. Then
2™ 4+ 1 , 2(2™m +1 c2(2m+1
(1+ 3+ )27 mod(2”1+1)=w+2ﬂzu+1.
When j = 0, ”=" holds.
(i) If j = m — 1, 3|(27 — 1). We have
2m + 1 S2(29 -1 2m + 1 _ 2(27 —1 2m—1_ 1
(1+27— )~2ﬂz(%+1)(2m+1)— +om 1:(%+1)(2m+1)+f,



Then

2m 41 . om—1_1
1+ % mod(@m4+1)=——1
3 3
(iii) If 5 = 1,3,--- ,m — 2, 3|(27F1 — 1). We have
2m 4+ 1 . 20+l 1 2m 11 )
(422 thy g2 Zlom gy 2001
where 0 < 25HL + 27 < 2™ + 1. Then
2m+1 . 2m 4+ 1 o 2M 41
(142 3+ )2 mod (27" 4+ 1) = 3+ 1ol > 3+ 42,

When j = 1, ”=" holds.
vyIifj=m+1,m+3,---,2m—2, 3\(2j —1). We have

2m 41 , 21+l _ 9 , 2(2m + 1 ,
(1+2 + ),2] :(7+23—m,)(2771,+1)+g_23_m

3 3 3 ’
where 0 < w —2J=m <« 9™ 4 1 Then
o2m 41 ‘ 2(2™ 4+ 1 P 2(2™ 4+ 1 5.2m=249
(1+2 + )-27 mod(2’”4—1):%—21_”2%—2”_2:%.

When j = 2m — 2, ”=" holds.
VW Ifj=mm+2,--,2m—3, 3|(27Tt — 1). We have

2m 11 , 20+l _q ) om 11 .
(1+25-0) 27 = (F =+ 2 En )
where 0 < 23—“ —23=™ < 2™ 4 1. Then
2m 41 , 2m 41 , 2m 4+ 1 5.2m=3 11
(14221 9 mod(@m 1) ="t gms 2 TL gme3_ %
When j = 2m — 3, ”=" holds.
(vi) If j = 2m — 1, 3|(277 — 1). We have
2m 4+ 1 o ogitl 1 . 4(2™ + 1
(142 * )27 :(T+2J*m71)(2m+1)+g—2m*1
p Xt B 5.2m=1 44
=(—+22"" 2"+ 1)+ —.
3 3
Then
2m + 1 . 5.2m~1 44
(1+2°— 5 9 mod @ 41)=22__*°
3 3
Hence, 7,2 = zm;’l’l. ]
Further, we analyze a subclass of functions in Theorem 4.15 of the form

F(x) = Tri(aoe®” ) + Tri(arz@ D 5) 4 Tr(aor @ D255 ) 4 Tr2(ba” 5 ),

where a; € Fom (i =0,1,2) and b € F,. From Lemma 4.17, f(x) can be transformed into another function

F1(2) = Tr(apz?™ 1) + Tri (@, a1 @™ =D 4 Tri(aham @™ =) 1 Tr%(bes*l ), (18)
where 7,1 = %2“ and 7,2 = Qm;’l. If b =0, f(z) in (18) belongs to cases studied by Charpin and Gong [5]. If

b # 0, f(x) is studied by Mesnager [26]. From results in [5] and [26], some character sums on Fom should be computed to
determine the hyper-bent functions in (18). From Lisonek [20] and Flori, Mesnager [11], [12], to determine the hyper-bentness
of f(x) in (18) is equivalent to count the number of rational points of hyper-elliptic curves of genus g € {ST’";H, %
L;“%} over Fom, where 7, 2 = 2m;1_1. The genus grows exponentially with m, hence algorithms for counting
rational points cannot be applied to determine hyper-bentness of f(z). From Theorem 4.15, to determine hyper-bentness
of f(x), we just need to compute S;(4)(a), Si4i(c)(¢) and Sl+ig)£d)’ where a = ag + a1 + ag2, ¢ = ag + a1 w + asw?,
d = ap + ayw? + asw. Values of C,,(a,a), C,,(¢,¢) and C,,(d,d) can be computed by Proposition 2.11. From Lemma
4.2, we just need to compute Kloosterman sums K,,(a), K,,(¢) and K,,(d) on Fam. They can be computed by counting
algorithms on elliptic curves or hyper-elliptic curves [21], such as Schoof algorithm [32]. Hence, it explains that our techniques

can efficiently determine hyper-bentness of some special functions by Charpin, Gong [5] and Mesnager[26].
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V. CONCLUSION
This paper generalizes classes of hyper-bent functions proposed by Charpin, Gong[5] and Mesnager[26] and consider a class

of Boolean functions the form > . Z?:o Tr?(ar,iﬂ@m_l)‘*ws_li) + Trf(ba:zs;l), where n = 2m, m is odd, b € Fy,
and a,; € Fan. From character sums on Fam, we present the characterization of such hyper-bent functions and reformulate
the characterization in terms of the number of rational points on hyper-elliptic curves. Hence, this paper extends the work of
Lisonek [20] and Flori, Mesnager [11], [12]. Generally, character sums with few properties involved in hyper-bent functions
via Dillon-like exponent are complicated and are difficult to construct new hyper-bent functions and characterize hyper-bent
functions. So far, Kloosterman sums solves the construction and characterization of monomial functions via Dillon-like exponent
[18] and some special binomial hyper-bent functions via Dillon-like exponent [25], [33], [34]. In this paper, with the help of
Kloosterman sums or linear combination of Kloosterman sums, we determine the hyper-bent functions with multiple trace terms
via Dillon-like exponent (including quadrinomial functions, functions with six, ten trace terms). Evaluations of Kloosterman
sums at some specified points (mainly O and 4 ) [13] are often used to characterize hyper-bent functions. Our results generalize
to evaluations of Kloosterman sums at three general points for determining hyper-bent functions. Hence, from known monomial
hyper-bent functions via Dillon-like exponent and some special binomial hyper-bent functions via Dillon-like exponent, we can
get new hyper-bent functions. Linear combinations of Kloostermans sums are helpful in characterizing hyper-bent function.
Our further work will focus on linear combinations of Kloosterman sums with two or three terms and their relation with
hyper-bent functions.
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