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Abstract

Identity-based signature (IBS) is a specific type of public-key signature (PKS) where any identity
string ID can be used for the public key of a user. Although an IBS scheme can be constructed from any
PKS scheme by using the certificate paradigm, it is still important to construct an efficient IBS scheme
with short signature under the standard assumption without relying on random oracles. Recently, Kwon
proposed an IBS scheme and claimed its strong unforgeability under the computational Diffie-Hellman
(CDH) assumption. In this paper, we show that the security proof of Kwon is seriously flawed. To
show the flaws, we first show that there exists a distinguisher that can distinguish the distribution of
simulated signature from that of real signatures. Next, we also show that the simulator of Kwon’s
security argument cannot extract the solution of the CDH assumption even if there exists an adversary
that forges the signature. Therefore, the security of the Kwon’s IBS scheme is not related to the hardness
of the CDH assumption.
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1 Introduction

Identity-based signature (IBS) is a specific type of public-key signature (PKS) such that an identity string
ID can be used for the public key of a user. The concept of IBS and the first IBS scheme were proposed by
Shamir [8]]. The main advantage of IBS is that the problem of certificate management problem in PKS can
be solved by replacing a public key with an identity string. Although an identity-based encryption (IBE)
scheme requires a strong primitive like bilinear maps, an IBS scheme can be easily derived from any PKS
scheme by using the certificate paradigm [1,4]. However, the signature size of this general IBS scheme
derived from a PKS scheme is long since the signature should contain a public key and a certificate on
the public key and an identity string. Gentry and Silverberg [5] showed that an IBS scheme (with short
signature) can be derived from a two-level hierarchical IBE scheme. Although many IBS schemes were
proposed without random oracles [3}[7], it is still important work to construct an efficient IBS scheme with
short signature that is secure under the standard assumption without random oracles.

Recently, Kwon [[6] proposed an IBS scheme that is strongly unforgeable under the computational
Diffie-Hellman (CDH) assumption without random oracles. The IBS scheme of Kwon is a hierarchical
combination of the PKS scheme of Waters [[11] and the weakly secure (modified) PKS scheme of Boneh
and Boyen [2[]. Kwon also devised a new mechanism to provide the strong unforgeability. Compared with
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IBS schemes that are secure under the CDH assumption without random oracles [3}7], the IBS scheme of
Kwon has shorter public parameters and provides the strong unforgeability.

In this paper, we show that the security argument of Kwon is flawed. In a correct security argument,
the distribution of simulated private keys and simulated signatures should be indistinguishable from that of
original one, and a simulator could extract the solution of the CDH assumption from the forged signature
of an adversary. We first show that there exists an algorithm than can distinguish whether signatures are
generated from the real signing algorithm or not with high probability if the algorithm requests a polynomial
number of signature queries. Next, we show that the simulator of Kwon cannot extract the solution of the
CDH assumption even if there exists an adversary that outputs a forged signature. Therefore, the security
argument of Kwon is not valid since the distribution of simulated game is distinguishable and the security
argument is not related with the hardness of the CDH assumption.

The paper is organized as follows: We first review the IBS scheme of Kwon and its security argument
in Section 2. After that, we present our security analysis in Section 3.

2 The Review of Kwon’s Identity-Based Signature

In this section, we review the IBS scheme of Kwon and its security proof under the CDH assumption.

2.1 Bilinear Groups and Complexity Assumption

Let G and Gr be two multiplicative cyclic groups of same prime order p and g be a generator of G. The
bilinear map ¢ : G x G — Gr has the following properties:

1. Bilinearity: Vu,v € G and Va,b € Z,, e(u®,v*) = e(u,v)®.
2. Non-degeneracy: Jg such that e(g, g) has order p, that is, e(g, g) is a generator of G7.

We say that G is a bilinear group if the group operations in G and G as well as the bilinear map e are all
efficiently computable. Furthermore, we assume that the description of G and G7 includes generators of G
and G7 respectively.

Assumption 2.1 (Computational Diffie-Hellman, CDH). Let (p,G,Gr,e) be a description of the bilinear
group of prime order p. Let g be generators of subgroups G. The CHD assumption is that if the challenge
tuple D = ((p,G,GT,e),g,g“,gb) is given, no PPT algorithm A can output g € G with more than a
negligible advantage. The advantage of A is defined as AdviD " () = Pr[A(D) = g®] where the probability
is taken over random choices of a,b € Z,.

2.2 The Original IBS Scheme

The IBS scheme consists of Setup, GenKey, Sign, and Verify algorithms. The IBS scheme of Kwon [6]]
has the same private key structure with that of Waters [[11]] and it uses the modified structure of Boneh and
Boyen [2] for signature generation.

Let x(d) be a mapping from an element d € G to y € {0, 1} where 7 is the rightmost bit of x coordinate
ofd. Let H:{0,1}* x G x G — Z, be a collision-resistant hash function. The IBS scheme is described as
follows:



Setup(1*): This algorithm takes as input a security parameter 1*. It generates bilinear groups G, Gz of
prime order p. Let g be the generator of G. It chooses random elements g»,ug, u1, ..., u,,vo,vi,w € G
and a random exponent & € Z, where n = 2A. It outputs a master key MK = g and public parameters
PP = ((p,G,Gr,e), g, g1 =8%, g2, Uo, 1, .., Un, V0,V1,W

GenKey(ID, MK, PP): This algorithm takes as input an identity string ID = (I,...,1I,) € {0,1}" where I;
is a bit string of /D at ith position, the master key MK, and the public parameters PP. It selects a
random exponent r € Z; and outputs a private key SK;p = (K1 g (u()H ) K, = )

Sign(M, SKp, PP): Let SK;p = (K;,K>). It obtains y by computing x (K3). Next, it selects a random expo-
nent s € 7 and computes h = H(M||ID,K,g*). It outputs a signature ¢ = (S = K| - (vyw")*, S5 =
KZ) S3 = gs) .

Verify(o,ID,M,PP): Letoc = (S1,52,53). It obtains y by computing x(S2). It computes h = H(M||ID, S»,S3)
and verifies that e(S, g) ~ e(g2,81)-e(Sa,up[T7_y ul) - e(S3, v,wh). If this equation holds, then it out-
puts 1. Otherwise, it outputs 0.

2.3 The Security Proof

In this subsection, we briefly review the simulator in the security proof of Kwon [6] that solves the CDH
assumption by using an adversary.

Suppose there exists an adversary .4 that requests g; number of private key queries and outputs a forged
signature for the above IBS scheme with a non-negligible advantage. A simulator B that solves the CDH
assumption using A is given: a challenge tuple D = ((p,G,Gr,e),g,g%g"). Then B that interacts with A
is described as follows:

Setup: Let m = 2¢q;. B first picks k € {1,.. n} It chooses random values xo,xj,...,x, € {0,...,m—1}
and random exponents u,u,. .., n,vo,vl,h* w' € Z,. It implicitly sets & = a and publishes the public
parameters PP as

g g1=8% g2=2g", up= ()" HN0gh u; = (¢¥) g Vie {1,...,n},

vo =g, vy =ghg, w=g""
We define F(ID) = —mk +xo+ Y, x;I; and J(ID) = uy + Y1 ull;.
Private-Key Query: B handles a private key query for an identity /D as follows: If F(ID) =0 mod p,

then it aborts the simulation since it cannot create a private key. If F(ID) #0 mod p, then it selects random
exponents ' € Z, and creates a private key by implicitly setting r = —a/F(ID) +r' as

K, = (g )—J (ID)/F(ID) Hu ) K, = )_I/F(ID)gr/.

Note that the probability of F(ID) =0 mod p is % = %qk from the analysis of Waters [11].
Signature Query: B handles a signature query on a message M for an identity /D as follows:

e Case F(ID) #0 mod p: It first generates a private key for /D as the same as the private key sim-
ulation and creates a signature on M for ID by running the normal signing algorithm since it has a
private key. In this case, we have that Pr[x(S>) = 0] = 1 and Pr[x(S,) = 1] = J since the exponent r’
is randomly selected.



e Case F(ID) =0 mod p: It first selects random exponents r,s" € Z, such that y(g") = 1. It computes
h=H(M||ID,g",(g*)~"/"" g% and creates a signature by implicitly setting s = —a/h* + s as

n / N I , IRy
S| = (MOI qul’i)r(ga)_(‘}l]1+w )/h (Vlwh).v, S, = gr7 Sy = (ga) 1/h gs )
i=1

In this case, a signature with x(S2) = 0 is not generated since the exponent r with (g") = 1 is always
selected.

Note that we re-organized the description of the signature generation of Kwon to simplify the simulation of
signatures. We should note that a signature with F(ID) =0 mod p and x(S,) = 0 cannot be generated by
the simulator of Kwon.

Output: A finally outputs a forged signature o* = (S7,53,53) on a message M* for an identity /ID* =
(If,....,I;). f F(ID*) =0 mod p and x(S3) = 0, then B computes h = H(M*||ID*,S;,S}) and outputs the
CDH value by calculating

gab _ Salk . (Sé)fl(ID*) . (Sg)f(vf)}ww').

Otherwise, B fails to extract the CDH value and stops.

2.4 A Modified IBS Scheme

The simulator B in the security proof of Kwon creates a signature by selecting a random S,. However, the
signature algorithm of the Kwon’s IBS scheme just creates a signature by using the element K, of a private
key for the element S, of the signature without randomization. To remove this difference, the signature
algorithm of the IBS scheme should be modified to create a signature after randomizing a private key. If
the signature algorithm does not randomize the private key, then the security proof goes wrong since an
adversary can easily distinguish two games by examining the distribution of the signature element S,. The
modified signature algorithm is described as follows:

Sign(M,SK;p,PP): Let SK;p = (Ki,K3). It first re-randomizes the private key components as K| = K| -
(uOHug" )”,K} = K»-g" by selecting r' € Z,. It obtains y by computing x(K}). Next, it selects
a random exponent s € Z,, and computes h = H (M||ID,K5,g*). It outputs a signature ¢ = (S 1=
Ki - (vyw")’, S, =K}, S3=g°).

3 Our Security Analysis

In this section, we first review the overall structure of a general security proof by using hybrid games, and
then we present two lemmas that claim there are serious flaws in the security proof of Kwon [|6]] by showing
two algorithms that attack the security proof.

3.1 Overview of Hybrid Games

To proving the security of a cryptographic scheme is relatively complex. A security proof that uses hybrid
games can reduce the complexity of the security proof by presenting the proof as a sequence of games [9].
We briefly overview the structure of a valid security proof for IBS. Security for IBS is defined as an attack
game between a challenger and an adversary (or a forger). Note that the formal security game of the strongly
unforgeability under chosen-message attacks for IBS is defined in [6]]. The security proof of IBS that uses
hybrid games consists of the following games.



Game Gy. This game is the original security game. That is, a challenger generates a master key and public
parameter by itself, and handles the private key and signature queries of an adversary by running the
normal algorithms with the master key. Let Sy be the event that the adversary wins the game.

Game G;. In this game, a challenger (or a simulator) is given a challenge tuple of a complexity assumption
and handles the private key and signature queries of an adversary by simulating private keys and
signatures without knowing the master key. Finally the simulator extracts a solution of the complexity
assumption from the forged signature of the adversary. Let S; be the event that the adversary wins the
game.

To argue the security of an IBS scheme, we should show that Pr[Sy] that is the probability of Sy in the
real game Gy is negligible. This can be achieved if we can show the security proof satisfies the following
two conditions: 1) There is no polynomial-time algorithm than can distinguish the real game G and the
simulated game G with non-negligible probability; 2) In the simulated game G, if there is an adversary that
forges a signature, then a simulator can extract a solution for the assumption from the forged signature with
non-negligible probability. If a security argument satisfies two conditions, then we have Pr[Sy] — Pr[S;] <
neg; from the first condition and Pr[S;] < neg, from the second condition since the probability of solving
the assumption is negligible where neg| and neg, are negligible values in a security parameter. Therefore,
we obtain Pr[Sp] < neg; + nega.

3.2 Attacking Algorithms

By presenting two lemmas, we show that the security argument of Kwon [|6] does not satisfy the two condi-
tions of hybrid games that were mentioned before. At first, we show that there is a probabilistic polynomial-
time (PPT) algorithm that can distinguish the real game G¢ from the simulated game G| with non-negligible
probability.

Lemma 3.1. There exists a PPT algorithm D that can distinguish whether it interacts with the real game
Gy or the simulated game Gy of Kwon with probability 1 — & if D makes at most O(log(8~1)q?) number of
signature queries.

Proof. The basic idea is that if an adversary request a signature 6 = (S7,52,53) on a message M for an
identity ID, then there is a difference between the distribution of ¥ (S,) =0 and x(S,) = 1 since the simulator
of Kwon [[6] cannot create a signature with x(S2) = 0 if F(ID) =0 mod p. Although this difference is
small, the adversary can distinguish this difference by requesting a polynomial number of signature queries
since the difference probability of two distribution is non-negligible. Let L be an integer value that is
determined later. A distinguishing algorithm D is described as follows:

1. Itsets c =0.
2. Fori=1to L, D performs the following steps:

(a) It selects a random identity /D; and a random message M;.
(b) Itrequests a signature on M; for ID; and receives a signature 6; = (S;1,S5:2,5:3).

(c) If x(Si2) =1, then it increases ¢ by one.

3.If 7 < % + %, then D outputs 0. Otherwise, it outputs 1.



Note that the above algorithm D is a valid adversary since it only requests a polynomial number of signature
queries.

We now analyze the success probability of D. If D interacts with the real game Gy, then Pr[y(S;2) =
0] = % and Pr{x(Si2) = 1] = % since the signing algorithm uses a re-randomized private key to create a
signature in the real game. However, if D interacts with the simulated game G of Kwon, then Pr[x(S;2) =
0=13-(1- ﬁ) and Pr(x(S;2) = 1] =% (1+ ﬁ) since the simulator of Kwon cannot create a signature
with x(S;2) =0 and F(ID) =0 mod p. The reason is that the probability of F(ID) =0 mod p in the
simulated game G is %qk for a random identity /D.

Let X; be a random variable such that X; = 1 if x(S;2) = 1 and X; = 0 if x(S;2) = O for ith signature
0; = (Si1,5i2,5:3). We know that {X;} are mutually independent since a signature is generated for a random
identity /D; and a random message M;. From the above analysis, we have that there is a difference between
two games such as PrX; = 1] = 1 in the game Go and Pr[X; = 1] = 1 + 471“ in the simulated game G;. To
distinguish two games, D estimates the probability of X; = 1 by sampling L signatures and guess that it is
the real game Gy if the estimated value is less than the middle value % + 8%1](. However, this guess cannot be
always correct since there could be an error. To increase the confidence of this guessing, we can calculate
the minimum number of signature samples by using the Chernoff bound [[10]. Let 6 be an error of guessing.
From the Chernoff bound, we have & = ¢~%(1/84)*/2_ Thus we have L = O(log(671) - q2).

Therefore, D can correctly guess the game with 1 — & probability if it makes at most O(log(87!) - ¢7)
number of signature queries. For instance, if 6 = i, then it can guess the game with probability % just
making O(g7) number of signature queries. This completes our proof. O

Next, we show that if there is an adversary algorithm for the IBS scheme of Kwon, then there exists
another algorithm such that the simulator of Kwon cannot extract the CDH value from the forged signature.

Lemma 3.2. If there is a PPT algorithm A that can forge the IBS scheme of Kwon with probability €, then
there is another PPT algorithm F can forge a signature with almost the same probability €, but the simulator
of Kwon in the simulated game G| cannot extract the CDH value from the forged signature of F.

Proof. The basic idea is that an adversary easily can check the condition of the simulator that leads to extract
the CDH value. Let A be an adversary for the IBE scheme of Kwon with € probability. Let A be the security
parameter of the IBS scheme. A modified adversary F that uses A is described as follows:

1. Fis first given PP, and it runs .4 by giving PP. F handles the query of .4 as follows: If this a private
key query for /D, then it uses its own oracle to response the query. If this is a signature query for /D
and M, then it uses its own oracle to response the query.

2. A finally outputs a forged signature 6* = (S7,55,5%) on a message M* for an identity /D*.

3. F additionally requests signatures on random messages M, ..., M, for the identity /D*, and then it
receives signatures oy, ..., 0; where A is a security parameter.

4. 1If there is at least one signature o; = (S;1,S;2,5;3) such that x(S;2) = 0, then F outputs the forged
signature 6* = (S},55,53) of A on the message M* for the identity /D*. Otherwise, it just stops
without outputting the signature.

Note that F is a valid adversary since the additional signature queries for the identity /D* are allowed in the
security model of IBS.



We first analyze the success probability of F. Suppose that A can forge a signature for the identity /D*
with € probability. In the game Gy, F can forge a signature with probability (1 — 2%) - € since the probability
of at least one signature has ) (S2) =0is 1 — 2% In the simulated game G; of Kwon, we consider two cases.

If F(ID*) #0 mod p, then F outputs a forged signature with (1 — 2%) - € probability since the simulator B
of Kwon can create a signature regardless of x(S,). If F(ID*) =0 mod p, then F does not output a forged
signature since 3 cannot create a signature with y(S,) = 0. Thus, F outputs a forged signature with at least
the probability of (1 — 211;() (11— 2%) - € in the game G since Pr[F (ID*) = 0]

_ 1
1 =4
We finally show that B cannot extract a CDH value from o* of F. From {(he description of B, we
know that 53 can extract a CDH value if F(ID*) =0 mod p and x(S;) = 0 are satisfied. However, 3 never
outputs 6* with F(ID*) =0 mod p since it can check this condition by requesting additional signature

queries. This completes our proof. O

3.3 Discussions

From the above two lemmas, we showed that a PPT algorithm can distinguish two games and the security in
G is not related with the hardness of the CDH assumption. Thus the security in Gy that directly corresponds
to the security of the IBS scheme of Kwon is not related with the hardness of the CDH assumption. The main
reason of the errors that falsify the argument of Kwon is that an adversary can easily obtain the information
F(ID) that is set by a simulator if it interacts with a simulated game by requesting additional signature
queries. To hide the information F (ID) from the adversary, we may use the PKS scheme of Waters [11]
for message signing instead of using the weak modified PKS scheme of Boneh and Boyen [_2], but this IBS
scheme without strong unforgeability is similar to previous IBS schemes in [3}7]].

4 Conclusion

In this paper, we analyzed the security argument of the Kwon’s IBS scheme. Although we didn’t present a
forgery attack, we showed that the security argument of Kwon is seriously flawed. The flaws of Kwon are
that the distribution of signatures in the simulated game is easily distinguished from that of the real game,
and the simulator of Kwon cannot extract the solution of the CDH assumption from the forged signature of
an adversary. Therefore, the security of the Kwon’s IBS scheme is not related with the hardness of the CDH
assumption.
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