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Abstract Recently, Kalikinkar Mandal and Guang Gong presented a family of nonlinear pseudo-
random number generators using Welch-Gong Transformations in their paper [6]. They also performed
the cycle decomposition of the WG-NLFSR recurrence relations over different finite fields by computer
simulations where the nonlinear recurrence relation is composed of a characteristic polynomial and a
WG permutation. In this paper, we mainly prove that the state transition transformation of the WG-
NLFSR is an even permutation. We also prove that the number of the cycles in the cycle decomposition
of WG-NLFSR is even. And we apply our results to the filtering WG7-NLFSR to prove that the period
of the sequences generated by WG7-NLFSR can not be maximum.
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1 Introduction

Unlike the LFSR sequences which are well studied and understood [1,2,4], the randomness
properties of a sequence generated by an arbitrary NLFSR, are not known and hard to determine.
As an example, the cycle decomposition of an arbitrary NLFSR is not well understood, because
it is hard to determine the number of cycles and the lengths of the cycles in a cycle decomposition
of the NLFSR. In the theory of NLFSRs, the cycle decomposition of NLFSRs is an important
property to look at first, since each cycle can be considered as a sequence and the length of the
cycle determines the period of the sequence.

In their paper[6], Kalikinkar Mandal, and Guang Gong presented a family of pseudorandom
sequence generators, named the filtering nonlinear feedback shift registers using Welch-Gong
(WG) transformations (henceforth called filtering WG-NLFSR). They also performed the cy-
cle decomposition of WG-NLFSR recurrence relations over different finite fields by computer
simulations where the nonlinear recurrence relation is composed of a characteristic polynomial
and a WG permutation. In this paper, we would like to propose some general theories of the
cycle decomposition of NLFSR, especially for filtering WG-NLFSR. Also we would like to use
our results to analyze some related objects such as WG7-NLFSR in [6].

The article is organized as follows. In section 2, we recall the general model of the filtering
WG-NLFSR. In section 3 and 4, we give our main results. In section 5, we use our results to
analyze the filtering WG7-NLFSR. In section 6, we give the conclusion.

2 General Description of the Filtering WG-NLFSR

Keep the notations in [6]. The readers can refer to [6] for some details on the filtering WG-
NLFSR. For the WG-NLFSR, an architecture of the WG-NLFSR is shown in Figure. 1. Let
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a = {a;}i>0, a; € Far be a sequence generated by the n—stage nonlinear recurrence relation,
which is defined as

Apik = CoGk + -+ + Cno1@p_14k + WGP(ap—14k),a; € For,k > 0. (1)

where WGP(x) is the WG permutation and (ag, a1, - ,an—1) is the initial state. The filtering
WG-NLFSR sequence {b;}i>¢ is defined by b; = WG(a;), where WG(x) is the WG transfor-
mation.
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Figure 1: An Architecture of the WG-NLFSR,
Let

T(ag, - an-1) = (a1, - ,an-1,C000 + - - + Cp—1an—1 + WGP (an—1).

Then T is a permutation from 3, to F5, when cy # 0. We call it the state transition transfor-
mation of the WG-NLFSR.

In [6], the authors said that it was not hard to show the period of {b;};>0 produced by the
filtering WG-NLFSR was the same as the period of a. So analyzing the period of the sequence a
is equivalent to analyzing the period of the sequence b. Since the state transition transformation
T of the WG-NLFSR is a permutation when ¢y # 0, analyzing the cycle decomposition of the
state transition transformation T' of the WG-NLFSR is equivalent to analyzing the period of
the sequence a. From now on, we suppose that ¢y # 0.

3 The parity of the state transition transformation of the WG-NLFSR

By algebra theory, we know that each permutation ¢ in the symmetric group S, can be
n
written as a product of disjoint cycles. Suppose that o = [] ¢ * k;, here k; is the number of
i=1
n
the i—cycle, i represents the cycle with length i. Then Y ik; = n and the number of cycles
n n =t n
of o is > k;. When two permutations ¢ = [[ k; and ¢ = ][] h; in the symmetric group
i=1 i=1 i=1
S, are conjugate , i.e., there exits a permutation 7 such that ¢ = 77 !¢, then their cycle
decompositions have the same type, i.e., for 1 < i < n, k; = h;. A permutation is called an
even (odd) permutation if it can be written as a product of 2-cycle of even (odd)number. For
example, if 7 is even, then the i-cycle is an odd permutation otherwise it is an even permutation.
The product of two even or odd permutations is an even permutation. The product of an even
and an odd permutations is an odd permutation.



On the cycle decomposition of WG-NLFSR

In this part, we mainly prove that the state transition transformation 7" of the WG-NLFSR
is an even permutation. First we define some permutations of the n-dimensional vector space
3, over the finite field Fy:, here ¢t > 0, n > 2 are positive integers.

Let
Tr,(ao, a1, san—1) = (ag, a1, ,an—2,0n_1 + Ap_2).
Twap(ag, a1, -+ an—1) = (ag,a1,--- ,WGP(an_2),an_1).
TWGP_l(a07a17 T 70‘77«*1) = (ao, ag, - - ,WGPil((ln72), anfl)'

It is obvious that TVY,IGP =Twap-1-

Let Tr,(ao, a1, ;an-1) = (a1, az, - ,an_1,c000 + €101 + -+ + ¢p_1a,-1). Since ¢y # 0,
Ty, is a permutation on F,. Now we can write T as the composition of the permutations
defined above.

Lemma 1. The state transition transformation T' of the WG-NLFSR is the composition of
TV}IGP Ty, Twgp and T, i.e., T = TVT,IGPOTL1 oTwapoTlL,, where o denotes the composition

of maps.
Proof. TyepoTr, oTwap o Tr,(ao, a1, an_1)
= TyepoT, oTwep(at,as, -+ ,an_1,c0a0 + c1a1 + -+ ch1an_1)
TywepoTr,(ar,az,- -+ \WGP(an—1),coa0 + cra + -+ -+ cn_1an_1)
TV;/IG’P(a’ha’Qv e aWGP<an71); Ccoap + €101 + -+ Cp—1Qp—1 + WGP(an,l))
= (a1,a2, -+ ,ap_1,c000 + c1a1 + -+ cp_10n_1 + WGP(a,_1))
= T(aO;ala"' aan—1)~
Hence, T = TVT/lGP o TL1 o TWGP o TLg- O

Lemma 2 Let 71, = Tywgp-11L, Twap. Then T}, is even.

Proof.  In order to prove T}, is even, we need to prove Ty, is even. Ty, (ag, a1, -+ ,ap-1) =
(ag, a1, ,an_2,an_1+an_2). When a,,_o = 0, Tr,, has (2!)"~! fixed points. When a,,_5 # 0,

Ty, is the composition of £((2%)™ — (2f)"~!) transpositions
((a07 ag, -+ 7an71)7 (a07 ai,- - ,Ap—-2,0p—-1 + an72))-
So Ty, is even. Thus 77}, is even. O

Let T be the permutation of the n-dimensional vector space IFZ,.

TT(G/(La/la"' 7047’7,71) = (a1;a2;"' aanflaao)'

Where t > 1, n > 2 are positive integers. T is the so-called pure circulation. In the
following, we first extend some results of the n—stage pure cycling register (PCR,,) over Fs to
the general finite field of characteristic 2. And then prove that the pure circulation T is an
even permutation.

Theorem 1[2]. The period of n—stage pure cycling register (PCR,,) sequences over the
finite field Fo must be a factor of n. Let d be a positive factor of n. Then the number of cycles
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of length d in the state diagram of PCR,, is

1 /
M(d) = = 37 ()2
d'|d

where the sum takes over all the positive factors of d, and u(d) is the Mobius function, then
the number of cycles in the state diagram of PCR,, is

Zn) = - 3 o(d)2"!

d|n

where the sum takes over all the positive factors of n, and ¢(d) is Euler function. When n # 2,
Z(n) must be even.

Theorem 1 is on the result of n—stage pure cycling register (PCR,,) sequences over the
finite field Fy. For the finite field of characteristic 2, the result is similar. But not the same.
For Fa, one can check that M (d) may not be even, but for finite field Fy¢ (¢ > 1), we will prove
in the following theorem that M (d) is always even.

Theorem 2 The period of n—stage pure cycling register (PCR,,) sequences over the finite
field Fy: (¢ > 1) must be a factor of n. Let d be a positive factor of n. Then the number of
cycles of length d in the state diagram of PCR,, is

1 N (ot\d/d’
M(d) = 5 37 uld)(2)
d'|d
where the sum takes over all positive factors of d, and p(d) is the Mobius function. Furthermore
M(d) is even.
Proof.  Let {a;}i>o be an arbitrary sequence generated by PCR,,. Then anir = a, k =

0,1,2,---. This proves that the period of the sequence {a;};>o must be a factor of n.

Let d be a positive factor of n. Let (a1, a9, - ,a,) be a state of PCR,, and the period of

it be a factor of d, then (a1, a2, -+ ,an) = (G441, 0442, " ,An,G1,02,...,04). SO
A; = Qjqqd = A2d4i = =+ :a(n/dfl)d+iai: 172’... 7d.
That is,
(a17a27"' 7a’n) = (a17a27"' y Ad, 1,42, ,Ad,** ,Q1,A2," - 7ad)'
—_———

On the contrary, if (ay,as, - ,aq) be an arbitrary d-tuple , then the period of the state
(ar,a9, -+ ,a,) = (a1,a2, - ,a4,a1,G9, - ,aq, -+ ,a1,02," - ,aq) must be a factor of d. Hence
PCR,, has (2%)? states whose periods are factors of d. On the other side, the number of the
states whose periods are factors of d is

> d'M(d),
d'\d
where the sum takes over all positive factors of d. Thus

S dmd) = (2h)"

d’|d
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By the Mobius inversion formula, we have

M(d) = 5 37 ) (@)

d’|d

In the following we will prove that M (d) is even. When d is odd, by the above formula, we have

dM(d) =" pu(d)(2)"".

d'|d
So M (d) must be even. When d = 2%, k > 0,
21@71

M) = o 37 uld)2) 0 = (@) - (@)
|2k

),

so M(d) is even since k > 0, t > 1. When d = 2*m, (k > 0), ged(m,2) = 1,

]. km ’
M) = g ST ()@
d’'|2km

— i Z M(d/)2(2kmt/d')fk
m
d’'|2km

If k =1, then 2"mt/d — k = 2mt/d —1 >t —1 > 1. So 2*mt/d)=k ig even. If k > 2,
let d' = 2'm/, where m/|m,l < k. If | > 2, then p(d’) = 0. If [ < 1, then 28mt/d — k =
20k —Dmt/m’' —1 > 2k -t —k > 1 So 2(2"mt/d)=k i also even. Hence, the numerator of the
right part of above equation is always even while the denominator is odd, so M (d) is even. O

Corollary 1.  The permutation T-(ag, a1, - ,an—1) = (@1, , an_1, ag) of FL, is even.

Proof. By Theorem 2, the length of every cycle of the permutation is a factor of n. Let d
be a positive factor of n, then M (d) which is the number of the cycles with length d is even.
Represent T, as the product of disjoint cycles, then for every factor d of n, there are even
number cycles of length d. Write T, = Ild « M(d). If d is odd, then all the d-cycles are even
permutations. If d is even, then all the d-cycle are odd permutation. However, the number of
the cycles with length d is even. So the product of all d-cycle is an even permutation. Thus T’
is an even permutation following from that the product of two even permutations is an even
permutation. O

Lemma 3. The permutation 77, is an even permutation.

Proof.  Let Tey(ap, a1, -+ ,an—1) = (ao, a1, -+ ,an—2,c00n-1). Andlet Tr,(ag, a1, - ,an_1) =
(ag,ai, -+ ,an_2,an—1 + €100 + -+ + Cp—1an—2). Then they are all permutations of F7, and
Tr, =Ty, oI, oT:. Since T} is an even permutation by corollary 1, if we prove that T;, and

T7,, are all even permutations, then so is Tr,.

For T.,, if cg = 1, then T, is the identity mapping. If ¢y > 1, denote the order of ¢y is 7,
then T, has 2!(n — 1) fixed points and 2(n — 1)(2" — 1) r-cycle. Since 2!(n —1)(2" — 1) is even
when n > 1 and ¢t > 1. T, is an even permutation whatever r is even or odd.

For Tr,, let h = #{i|lc; # 0,1 < i < n—1}. If h = 0, then Ty, is the identity mapping,
then Ty, is even. If h # 0. It does not lose the generality to suppose that ¢; # 0. For

5
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n—1
(ag,ai, -+ an-1) € Fh,, if ag = it Y ciaiq, then (ag,ar, -+ ,a,_1) is the fixed point of
i=2

n—1
Tr,. So Tr, has (28)"~! fixed points. If ag # cfl > ¢a;—1, then ng(a()?al?--- JOp—1) =
=2 ’

n—l)

(ag,a1,- - ,an—1). Hence Ty, is the composition of J((2%)"—(2") transpositions. Obviously,

£((2")™ — (2")~') is even when n > 1 and ¢ > 1. So T}, is also an even permutation. O

Applying the above lemmas, we can give our first main result.

Theorem 3  The state transition transformation 7" is an even permutation of Ff, when
t,n > 1.

Proof. By Lemma 1, we have T = Tv}lcp oTr, oTwagpoTr,. By lemma 2, Ty, = T‘X,lep o
Tr, o Twap is an even permutation of F3,. By lemma 3, 77, is an even permutation. So T is
an even permutation of FJ, when ¢,n > 1. O

4 The cycle decomposition of the WG-NLFSR

In this part, we first give the relationships among the parity of a permutation of a set , the
parity of the number of cycles in the cycle decomposition of the permutation and the number
of the elements of the set. Then we apply the result to prove that the parity of the number of
cycles in the cycle decomposition of the state transition transformation 7T is even.

Suppose that 2 is an arbitrary nonempty set. And 7 is an arbitrary permutation of €. Let
|| represent the number of elements of the set €, b represent the parity of the permutation
7 (b =0 or 1, 0 represents even permutation, 1 represents odd permutation), N represent the
number of cycles in the cycle decomposition of 7. Then we have

Theorem 4 The parity of N is the same as the parity of |Q] 4 b.

Proof. Let the cycle structure of the permutation m be {1 % k1,2 % ko, -+ ,m * k;, }, here
1<m < |9, k(i =1,2,--- ,m) are positive numbers. Then the number of the cycles in the
cycle structure is N = k1 + ko + - - - + ky,. Since 7 is a permutation of €, we have ky + 2ks +
w4tk = 2] So the parity of || is the same as the parity of ky + ks + ks + -+ .

When b = 0, i.e., 7 is an even permutation, then the number of k-cycle when k is even must
be even, i.e., ko + k4 + -+ - is even. So the parity of N = ky + ko + k3 + - - - + ky,, is the same as
1€2].

When b = 1, i.e., 7 is an odd permutation, then the number of k-cycles when k is even must
be odd, i.e. ko + ks +--- is odd, hence N = k1 + ko + k3 + - - - + kyy, is the same as [Q|+ 1. O

By theorem 4, we can directly have the following corollaries.

Corollary 2  For every even permutation 7 of Ff;, the number of cycles in its cycle decom-
position is even.

Corollary 3 The number of cycles in the cycle decomposition of T is even.

Proof. By theorem 3, T is an even permutation, then by corollary 2, the number of cycles in
the cycle decomposition of T is even. O

5 The filtering WG7-NLFSR
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The readers can refer to [6] for more details. The mathematical details of the filtering
WGT7-NLFSR which is similar to the WG-7 stream cipher [5]. The filtering WG7-NLFSR is
composed of a nonlinear feedback shift register of length 23 and the WG transformation over
the finite field For. The finite field Fyr is defined by the primitive polynomial t(z) = 27 + 2 + 1
over [Fs.

Let h(z) = 2 + 233 + 239 + 2*! + 219, The nonlinear WG permutation with decimation 3,
from Fa7 to Fyr , is defined by WGPT7(2z®) = h(z® + 1) 4+ 1, and the WG transformation over
Fyr is defined as WGT(x) = Tr(WGPT7(z3)) = Tr(x® + 2° + 22 + 257 + 2%7), 2 € Fyr .

Here Tr(z) = z + 2% + 2* + 2% + 216 + 232 + 2% is the mapping from For to Fy. We denote
by {a;} the sequence generated by the following NLFSR, which is defined as

Ai423 = Ya; + a;411 + WGP7(CLZ'+22); a; € For, (2)

where p(z) = 223 + 2! + v is a primitive polynomial over Fy7 and ¢(7) = 0. A binary filtering
WG-NLFSR sequence {s;} is produced by filtering through the WG transformation WG7, i.e.,

Set ¢ = 27. Recall that T'(ag, a1, - - ,a22) = (a1, a2, ,ya;+ai+11+WGPT7(a;122), a; € Fy.

Theorem 5 The period of the sequences which generated by WG7— NLFSR is less than
2161 — 1 (161 = (27)?3). The number of cycles in the cycle structure of T is at least 4.

Proof.  In order to prove the result we need to show that the length of the longest cycle in
the cycle structure of WG7—NLFSR is less than 216! — 1. We know that {0,---,0} is a fixed
point of T. Hence the period of the sequences which produced by T is less than or equal to
q" — 1. If there exists some a € F; such that ya = WGP7(a), then T(a,--- ,a) = (a,--- ,a).
Fortunately it is easy to compute that WGPT(a) = va, when a = 75 + v° + 42 + v+ 1. By
Theorem 3.3, 3.4., the period of the sequences which generated by WG7— NLFSR is less than

2161 _ 1 and there are at least 4 cycles in the cycle structure of 7. O

6 Conclusions

In the paper[6], the authors presented a family of pseudorandom number generators named
the filtering WG-NLFSR and the filtering WG7-NLFSR for EPC C1 Gen2 RFID tags. They
investigated the periodicity of the filtering WG-NLFSR, sequence by performing the complete
cycle decomposition of the WG-NLFSR recurrence relations and by conducting an empirical
study on the period distribution of WG-NLFSR sequences. In our paper we first investigate
the cycle decomposition of the WG-NLFSR, by the theories of permutations. And our results
can be applied to a more general case. And we hope that it will be useful when we study the
nonlinear feedback shift registers.
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