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Abstract. Keyword search on encrypted data enables one to search key-
word ciphertexts without compromising keyword security. We further in-
vestigate this problem and propose a novel variant, dubbed certificateless

keyword search on encrypted data (CLKS). CLKS not only supports key-
word search on encrypted data, but also brings promising features due
to the certificateless cryptography. In contrast to the certificated-based
keyword search, CLKS requires no validation on the trustworthy of the
public key before encrypting keywords; in contrast to the identity-based
keyword search, CLKS prevents the key issuer (e.g., key generator cen-
ter) from penetrating any information on keyword ciphertexts by lever-
aging the capability of accessing all data users’ (partial) private keys.
Specifically, we rigorously define the syntax and security definitions for
CLKS, and present the construction that is provably secure in the stan-
dard model under the Decisional Linear assumption. We implemented
the proposed CLKS scheme and evaluated its performance. To the best
of our knowledge, this is the first attempt to integrate certificateless
cryptography with keyword search on encrypted data.

Keywords: keyword search, certificateless cryptography

1 Introduction

Cloud computing enables data owners to outsource their data to the cloud at
affordable price and access/share the outsourced data with other users. The out-
sourcing, however, separates the data ownership and its (physical) storage own-
ership and brings the security concern [18, 20, 33] such as data privacy. Though
it is natural for data owners to encrypt their own data before outsourcing, the
encryption operation makes some useful functions, such as keyword search, be-
come infeasible. Fortunately, the subject of keyword search on encrypted data
has been extensively studied and a large number of solutions have been pro-
posed. Roughly speaking, keyword search on encrypted data can be divided into
three categories according to the key distribution/generation setting: symmetric
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key based keyword search, certificate-based keyword search1 and identity-based
(or attribute-based) keyword search2. Comparing with symmetric key based key-
word search, the last two kinds of keyword search are more flexible and promising
because they do not require any key sharing between the data owner and the
target user who the data will be shared with.

For certificate-based keyword search, when the data owner wants to share the
data with a target user, he will encrypt the data with the target user’s public key.
Note that before this operation, the data owner needs to validate the certificate
which binds the target user’s identity and the corresponding public key in order
to assure that the public key is really associated with the target user, which needs
to rely on some trust/certificate management system such as PKI. In addition,
the data owner might need to conduct costly certificate chain verification (until
finding a certificate authority he trusts) for certificate validation. In order to
mitigate this downside, identity-based (attribute-based) keyword search [31, 34,
28] is introduced where the public key is exactly the same as the target user’s
identity (attributes) and therefore there is no need to validate the correctness
of the public key. Despite its benefits, identity-based (attribute-based) keyword
search suffers from the key escrow problem that the key generation authority
has full access to all data users’ private keys.
Contribution. We propose certificateless keyword search on encrypted data
(CLKS), which preserves the merits of identity-based keyword search (e.g., no
certificate management and validation) without inherent key escrow problem. To
be specific, we follow the basic principle underlying the certificateless cryptog-
raphy: treating the user’s identity as part of the public key and letting the user’
private key consisting of two components, one generated by the key generation
center and the other chosen by the user. Thus, CLKS allows users to put less
trust on the key generation center. We summarize our contribution as follows
and compare three kinds of keyword search solutions in Table 1:

– We first integrate the certificateless cryptography with keyword search on
encrypted data. We formalize the notion for CLKS, and rigorously define
its security properties.

– We present a CLKS scheme that is provably secure in the standard model
under the Decisional Linear assumption. Similar to other certificateless prim-
itives, the proposed certificateless keyword search scheme leverages the iden-
tity as user’s partial public key and eliminates the key escrow problem. We
implemented the proposed scheme and conducted the performance evalua-
tion on real data to show its feasibility.

Organization. Section 2 describes the related work. Section 3 presents crypto-
graphic assumptions and primitives. Section 4 presents the system and threat

1 Certificate-based keyword search means keyword search on encrypted data in tradi-
tional public key setting, where users generate the public/private by themselves and
the certificate is used to bind the user identity and the public key.

2 Attribute-based keyword search can be treated as the generalized version of identity-
based keyword search. We put them together because of the same key generation
manner.
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Table 1. Comparison of three kinds of keyword search primitives that are involved
with the public/private keys.

Type of keyword search Who generates user’s private key Required trust Model/Infrastructure
Certificate-based User Certificate binds the user identity and public key

Identity(attribute)-based Third party authority Fully trusted third party authority
Certificateless (our paper) User and third party authority Honest-but-curious third party authority

model, and Section 5 formalizes the syntax and security definitions. Section 6
presents the main construction Section 7 presents the performance.

2 Related Work

We briefly review the relevant techniques on keyword search on encrypted data,
which are separated into three categories as follows:
Symmetric key based keyword search. It allows the data owner to encrypt
keywords and the corresponding data, and outsource keyword ciphertexts and
data ciphertexts to the remote server. Only the data owner, or someone with
the symmetric key, can generate the search token in order to ask the cloud
to conduct search on keyword ciphertexts. [27] proposed the first symmetric
key based keyword search scheme. Many variants, e.g., [17, 12, 14, 22, 23, 11, 8]
have been proposed with various features, for example, improved security [14],
dynamic support [22], UC security [23], verifiability [11] and multi-user sharing
[21]. The main advantage of the symmetric key based keyword search is its
high efficiency since it does not involve any costly public key operations (e.g.
exponentiation, pairing). In the data sharing scenario, however, the technique
requires the data owner and the target user (or remote server) sharing some
common secret [21].
Certificate-based keyword search. For certificate-based keyword search, the
data owner encrypts keywords and data with the public key of the target user,
so that the target user can use his own private key to generate the search token
and then conduct the search on keyword ciphertexts. Many solutions, e.g., [5, 4,
7, 1, 9, 10, 30, 26, 29], have been proposed after [6] initiated the first study. While
certificate-based keyword search is more flexible compared with symmetric key
based keyword search, it requires the data owner validating the target user’s
public key before encrypting keywords. The trust and certificate management
infrastructure, e.g., PKI, has been introduced to facilitate the validation process.
Identity-based (attribute-based) keyword search. For identity-based (attribute-
based) keyword search, the data owner encrypts the keyword and data with the
target user’s identity (or attributes in attribute-based keyword search). The tar-
get user, after acquiring the private key from the key generation authority, can
generate the search token and then conduct search on keyword ciphertexts. [31]
presented the first identity-based keyword search scheme and [34, 28] indepen-
dently introduced the attribute-based keyword search. In this setting, data owner
does not need to validate whether the used public key is associated with the tar-
get user or not, since the public key is exactly the same as the user’s identity
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or attributes. While it mitigates the certificate management issue, it indeed in-
troduces another issue – key escrow problem, since the key generation authority
can access all users’ private keys.

3 Preliminaries

Let x
R
← X denote selecting an element x from the set X uniformly at random.

Let I be the user universe where each user is associated to a unique identity id.
Let (e, p, g,G,GT )← BMP(1ℓ) be the function that generates a bilinear map

e : G × G → GT by taking as input a security parameter ℓ, such that p is
an ℓ-bit prime, G and GT are two cyclic groups of prime order p and g is a
random generator of group G. The bilinear map e should satisfy (i) ∀a, b ∈ Zp,
e(ga, gb) = e(g, g)ab; (ii) e(g, g) 6= 1 and (iii) e can be computed efficiently.

We assume that the identities are distinct n-bit numbers. Let H1 : {0, 1}n →
G, H2 : {0, 1}∗ → Z

∗
p, where H1 is a function mapping id to an element in G

(defined as in section 6) and H2 is modeled as a collision-resistant hash function.
Decisional Linear (DL) Assumption Let (e, p, g,G,GT )← BMP(1ℓ). Given

g, h, f,Q
R
← G and gr2 , hr1 , where r1, r2

R
← Z

∗
p are unknown, the DL assump-

tion states that any probabilistic polynomial-time algorithm A can determine
whether Q = f r1+r2 or not at most with a negligible advantage with respect to
the security parameter ℓ, where the “advantage” is defined as

AdvDL(ℓ) = |Pr[A(g, h, f, g
r2 , hr1 , f r1+r2) = 1]− Pr[A(g, h, f, gr2 , hr1 , Q) = 1]|.

4 System and Threat Model

System modelWe consider the systemmodel as shown in Figure 1, consisting of
three entities: the key generation center KGC issuing partial private keys to data
users, the cloud server providing storage and search services, and data users (i.e.,
data owner and target users). The data owner encrypts his data (data files and
keywords that index the data files) with the target user’s public key (note that
the target user can be either himself or the user who the data will be shared with).
The data owner outsources to the cloud keyword ciphertexts, data file ciphertexts
and the mappings between the keyword ciphertexts and data file ciphertexts
(given a keyword ciphertext, the mapping can be used to find the relevant data
file ciphertexts). With his own private key, the target user can generate a search
token, which is sent to the cloud, so that the cloud can conduct keyword search
on the keyword ciphertexts and return the corresponding data file ciphertexts.
Since the data files can be encrypted by with hybrid encryption with various
public key encryption, e.g., certificateless encryption [2] and certificateless proxy
re-encryption [32], for simplicity, in the rest of paper we only consider how to
encrypt keywords in the certificateless setting. We also assume that there exists a
proper authentication protocol allowing KGC to authenticate the users’ identities
when issuing the partial private keys.
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Application example. For illustrating the model visually, we consider the ap-
plication of sharing Electronic Health Record (EHRs): The health service vendor
(e.g., software infrastructure) acts as key generation center, and patients can be
the data owners of EHRs, and will share EHRs with professionals for treatment
purpose. When the user (either patients or professionals) registers the system,
he will be assigned with a partial private key with respect to his unique identity
and can generate the private/public key. To share EHRs with a professional,
the patient can use that professional’s public key (requiring no validation of the
public key) to encrypt the indexed keywords (e.g. age, name, DOB etc.) and
store the encrypted keywords and the associated encrypted EHRs in the storage
system. The professional then generates the tokens based on keywords together
with his own private key, and asks the storage system to return the encrypted
EHRs having matched keywords. We can see that the benefit is that the vendor
cannot leverage its knowledge on partial private keys to learn extra information
from the encrypted index, and the patients require no validation on public key.

Cloud  
Key generation center Data owner

Target user

keyword ciphertexts

data file ciphertexts

search token

Share public parameters for system entities and issue partial private keys for users

Fig. 1. The system model where the certificateless keyword search scheme can operate.

Threat model Similar to the threat model in the certificateless setting, we
assume that the KGC cannot be fully trusted. That is, the KGC follows the
protocol specification honestly but might attempt to use the information he
obtained to penetrate more information. We assume that the users might be
malicious, meaning that the users might pretend to be some target user and
distribute the fake public key (i.e., the public key is different from that published
by the target user) on behalf of the target user in order to learn information
about the target user’s ciphertexts. We assume that the cloud server is honest-
but-curious, meaning that it will honestly execute the pre-defined protocols, but
attempt to learn as much private information as possible. In addition, we assume
that the KGC and the users cannot collude together.

5 Definitions

Definition 1. A CLKS scheme is associated with the keyword space M and
the identity space I and defined by seven algorithms as follows:

– Setup(1ℓ): This algorithm, run by the KGC, takes as input a security parame-
ter ℓ and returns the system parameter param and master key mk. The param

is made publicly known and mk is kept private. For simplicity, we implicitly
assume the following algorithms take param as part of inputs.
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– Gen-Partial-Private-Key(mk, id): This algorithm, run by the KGC, takes as
input mk and the user id, and generates a partial private key psk

id
, which is

sent to the user via a secure channel.
– Gen-Private-Key(pskid): This algorithm, run by the user, takes as input pskid,

and returns a complete private key skid, which is kept private.
– Gen-Public-Key(skid, pskid): This algorithm, run by the user, takes as input

the skid and pskid, and returns a public key pkid.
– Enc(pkid, id, kw): This algorithm, run by any user, takes as input the the

target user’s public key pk
id
, identity id and the keyword kw, and returns a

ciphertext cph.
– Gen-Token(skid, kw): This algorithm, run by the user id, takes as input the

skid and the keyword kw, and returns a search token token.
– Match(token, cph): This algorithm, run by the cloud server (or entities hold-

ing keyword ciphertexts), takes as input the search token token and a cipher-
text cph, and returns 1 if token and cph correspond to the same identity id

and the same keyword. Otherwise, it returns 0.

Correctness.We say that a CLKS scheme is correct if, for all id ∈ I, mk output
by the Setup, skid output by the Gen-Private-Key, and pkid output by the Gen-

Public-Key, the following always holds: ∀ kw ∈ M, cph← Enc(pk
id
, id, kw), token←

Gen-Token(skid, kw) : 1← Match(token, cph)
Security. Intuitively, the adversary model againstCLKS consists of two kinds of
adversaries similar to that of certificateless encryptions [13]: Type 1 adversary
models the outsider, who is allowed to manipulate users’ public key without
accessing the KGC’s master key mk; and Type 2 adversary models the insider,
who can acquire the KGC’s master key mk without manipulating users’ public
keys.

To be specific, we capture the two security requirements against the two
adversaries via the following games. Let A be Type 1 adversary (Game A) or
Type 2 adversary (Game B). The security games are played between A and the
challenger, who maintains two lists:

– TokenList: It stores the tuple [id, kw], meaning that the search token with
respect to the keyword kw for the user id has been queried by A.

– UserInfoList: It stores the tuple [id, pskid, skid, pkid, P1, P2,P3], where the
boolean value P1 = 1 means that A has acquired pskid and P1 = 0 not, the
boolean value P2 = 1 means that A has acquired skid and P2 = 0 not, and
the boolean value P3 = 1 means that A has replaced id’s public key pkid and
P3 = 0 not.

Game A

Setup: The challenger runs Setup(1ℓ) to initialize the system parameter param
and the master key mk. The challenger sends param to A, and sets two lists
TokenList and UserInfoList empty.
Phase 1: A is allowed to query the following oracles in polynomial many times.
We use the bracket [·] to indicate the input to the oracle from A.
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– Gen-Partial-Private-Key[id]: Given the user id from A, if pskid in UserInfoList

is not null, then the challenger returns psk
id
. Otherwise, the challenger runs

Gen-Partial-Private-Key(mk, id) to get pskid, adds [id, pskid, ⋆, ⋆, 1, 0, 0] to UserInfoList
where ⋆ means null, and returns pskid to A.

– Gen-Private-Key[id]: Given the user id from A, the oracle works as follows:

• If skid in UserInfoList is not null, then the challenger retrieves skid.
• Else if pskid in UserInfoList is not null, then the challenger retrieves pskid,
runs skid ←Gen-Private-Key(pskid) and adds skid to the UserInfoList.
• Otherwise, the challenger runs psk

id
← Gen-Partial-Private-Key(mk, id)

and skid ←Gen-Private-Key(pskid), and adds (id, pskid, skid) to UserInfoList.

The challenger updates P1 = 1 and P2 = 1 in UserInfoList with respect to id

and returns skid to A.
– Gen-Public-Key[id]: Given the user id from A, the oracle works as follows:

• If pkid in UserInfoList is not null, then the challenger retrieves pkid.
• Else if skid in UserInfoList is not null, then retrieve skid, the challenger
runs pk

id
←Gen-Public-Key(skid) and adds pk

id
to the UserInfoList with

respect to id.
• Else if pskid in UserInfoList is not null , then the challenger retrieves pskid,
runs skid ←Gen-Private-Key(pskid) and pkid ←Gen-Public-Key(skid, pskid)
and adds skid, pkid to the UserInfoList with respect to id.
• Otherwise, the challenger runs pskid ← Gen-Partial-Private-Key(mk, id),
skid ←Gen-Private-Key(psk

id
) and pk

id
←Gen-Public-Key(skid, pskid), and

adds (id, pskid, skid, pkid, 0, 0, 0) to UserInfoList.

The challenger returns pkid to A.
– Replace-Public-Key[id, pk] : Given the user id and the replaced public key pk

from A (assume that pkid has been generated before), the challenger updates
pk

id
in UserInfoList with pk, and sets P3 = 1 with respect to id.

– Gen-Token[id, kw] : Given the user id and the keyword kw from A, the chal-
lenger retrieves skid from UserInfoList, runs Gen-Token(skid, kw) to get token.
The challenger adds [id, kw] to the TokenList and returns token to A.

Challenge Phase: A presents two keywords of the same length, kw0 and kw1,
and the user id∗. Let [id∗, pskid∗ , skid∗ , pkid∗ , P1, P2, P3] be the tuple stored in
UserInfoList, we require that

– P1 = 0 and P2 = 0, meaning that pskid∗ and skid∗ are not acquired by A.
– Both (id∗, kw0) and (id∗, kw1) are not stored in TokenList.

Note that P3 can be either 0 or 1, meaning that id∗’s public key can be replaced

or not. The challenger picks λ
R
← {0, 1}, runs cph∗ ← Enc(pkid∗ , id

∗, kwλ), and
returns cph∗ to A.
Phase 2: A continues to query the oracles as in Phase 1, while following these
restrictions:

– A cannot query Gen-Partial-Private-Key[id∗] or Gen-Private-Key[id∗].
– A cannot query Gen-Token[id∗, kw0] or Gen-Token[id

∗, kw1].
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Guess: A outputs a bit λ∗. We say A wins the game if λ∗ = λ.

Definition 2. A CLKS scheme achieves ciphertext indistinguishability against
Type 1 adversary if for any probabilistic polynomial time algorithm A, it wins
the above security game with a negligible advantage at most with respect to the
security parameter ℓ, where the “advantage” is defined as |Pr[λ = λ∗]− 1

2 |.

Game B
Setup: The challenger runs Setup(1ℓ) to initialize the system parameter param
and the master key mk. The challenger sends param and mk to A, and initializes
the empty lists TokenList and UserInfoList.
Phase 1: A is allowed to query the following oracles in polynomial many times.
We use the bracket [·] to indicate the input to the oracle from A.

– Gen-Partial-Private-Key[id]: Given the user id from A, if pskid in UserInfoList

is not null, then the challenger returns psk
id
. Otherwise, the challenger runs

Gen-Partial-Private-Key(mk, id) to get pskid, adds [id, pskid, ⋆, ⋆, 1, 0, 0] to UserInfoList
where ⋆ means null, and returns psk

id
to A.

– Gen-Private-Key[id]: Given the user id from A, the oracle works as follows:

• If skid in UserInfoList is not null with respect to id, then retrieve skid.
• Otherwise, run psk

id
← Gen-Partial-Private-Key(mk, id) and skid ←Gen-

Private-Key(pskid), and add (id, pskid, skid) to UserInfoList.

The challenger updates P1 = 1 and P2 = 1 in UserInfoList with respect to id

and returns pskid, skid to A.
– Gen-Public-Key[id]: Given the user id from A, the oracle works as follows:

• If pk
id
in UserInfoList is not null with respect to id, then retrieve pk

id
.

• Else, the challenger runs pskid ← Gen-Partial-Private-Key(mk, id), skid ←Gen-

Private-Key(psk
id
) and pk

id
← Gen-Public-Key(skid, pskid), and add (id,

pskid, skid, pkid) to UserInfoList.

The challenger updates P1 = 1 in UserInfoList and returns psk
id
, pk

id
to A.

– Gen-Token[id, kw] : Given the user id and the keyword kw from A, the chal-
lenger retrieves skid from UserInfoList, runs Gen-Token(skid, kw) to get token.
The challenger adds [id, kw] to the TokenList and returns token to A.

Challenge Phase: A presents two keywords of the same length, kw0 and kw1,
and the user id∗. Let [id∗, pskid∗ , skid∗ , pkid∗ , P1, P2, P3] be the tuple stored in
UserInfoList, we require that

– P2 = 0, meaning that skid∗ is not acquired by A.
– Both (id∗, kw0) and (id∗, kw1) are not stored in TokenList.

The challenger picks λ
R
← {0, 1}, runs cph∗ ← Enc(pkid∗ , id

∗, kwλ), and returns
cph∗ to A.
Phase 2: A continues to query the oracles as in Phase 1, while following the
below restrictions:

– A cannot query Gen-Private-Key[id∗].
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– A cannot query Gen-Token[id∗, kw0] or Gen-Token[id
∗, kw1].

Guess: A outputs a bit λ∗. We say A wins the game if λ∗ = λ.

Definition 3. A CLKS scheme achieves ciphertext indistinguishability against
Type 2 adversary if for any probabilistic polynomial time algorithm A, it wins
the above security game with a negligible advantage at most with respect to the
security parameter ℓ, where the “advantage” is defined as |Pr[λ = λ∗]− 1

2 |.

6 Main construction

High level idea Motivated by the DL assumption, we encrypt the keyword kw

as follows: Let a, b, c be the private key (a, b, c
R
← Z

∗
p) and ga, gb, gc be the public

key, and set the keyword ciphertext as

W1 = gcr1 , W2 = ga(r1+r2)gbH2(kw)r1 , W3 = gr2 ,

where H2 : {0, 1}∗ → Z
∗
p is a collision resistant hash function. According to the

DL assumption, the keyword kw is perfectly hidden. Note that gb in the term
gbH2(kw)r1 is to facilitate the security proof.

If one knows the term gac, then he can generate the search token with respect

to any keyword kw′: Select s
R
← Z

∗
p (s is to preserve the secrecy of gac) and set

V1 = gacs, V2 = gcs, V3 = gasgbH2(kw
′)s.

If kw = kw′, then the respective keyword ciphertext and search token should
match:

e(W2, V2) = e(W1, V3)e(W3, V1).

This is because

e(W2, V2) = e(g, g)acs(r1+r2)e(g, g)bcsr1H2(kw),

e(W1, V3) = e(g, g)acsr1e(g, g)bcsr1H2(kw
′)

e(W3, V1) = e(g, g)acsr2,

On the other hand, we observe that the adversary can only acquire either
KGC’s master key (w.r.t Type 1 adversary) or the user’s secret values (w.r.t
Type 2 adversary with replaced public key), rather than both. This observation
motivates use to expand the private key setting, such that KGC has the private

key a, b, c and public key ga, gb, gc, and the user has the private key a′, c′ (a′, c′
R
←

Z
∗
p) and public key ga

′

, gc
′

. Therefore, the keyword ciphertext is constructed:

W1 = g(c+c′)r1 , W2 = g(a+a′)(r1+r2)gbH2(kw)r1 , W3 = gr2 , W4 = H1(id)
r2 ,

where H1 is a hash function converting id to an element of G. Noting that we
implicitly let the user id as part of the public key (cf. W4), so that the ciphertext
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is associated to the user id. To this end, only knowing either a, c or a′, c′ cannot
infer any information about the ciphertext.

In order to generate search token, the user id, holding a′, c′, needs to acquire
the term gac. We achieve it based on the idea how the secret key was distributed
in attribute-based encryption, where user id is treated as an attribute. That is,
KGC generates the partial private key for the user id as

sk1 = gt1 and sk2 = gacH1(id)
t1 where t1

R
← Z

∗
p.

Our construction We now show the CLKS construction as follows.

– Setup(1ℓ): The KGC runs (e, p, g,G,GT ) ← BMP(1ℓ) to generate the bi-

linear map e : G × G → GT . Let a, b, c
R
← Z

∗
p so that it has ga, gb, gc.

Let id be an n-bit number such that id = id1id2 . . . idn. It selects vectors

(u, u1, . . . , un)
R
← Gn+1 and defines the hash function H1(id) = u

∏n

j=1 u
idj

j .
Let H2 : {0, 1}∗ → Z

∗
p be a collision-resistant hash function and set the

system parameter param = (e,G,GT , p, g, g
a, gb, gc, u, u1, . . . , un, H1, H2).

– Gen-Partial-Private-Key(mk, id): Given the user id, KGC proceeds as follows:

• It selects t1
R
← Z

∗
p and sets sk1 = gt1 , sk2 = gacH1(id)

t1 .
• The partial private key is set to psk

id
= (sk1, sk2), which is sent to the

user id via a secure channel.
– Gen-Private-Key(psk

id
): Given psk

id
, the user selects a′, c′

R
← Z

∗
p and sets

skid = (a′, c′, sk1, sk2).
– Gen-Public-Key(skid): Given skid, the user sets its public key as pk = (pk1, pk2) =

(ga
′

, gc
′

).
– Enc(pk

id
, id, kw): The user encrypts the keyword kw and returns a ciphertext

cph by selecting r1, r2
R
← Z

∗
p and setting cph = (W1,W2,W3,W4) where

W1 = g(c+c′)r1 , W2 = g(a+a′)(r1+r2)gbH2(kw)r1 , W3 = gr2 , W4 = H1(id)
r2 .

– Gen-Token(skid, kw): The user id generates a search token token by selecting

s
R
← Z

∗
p and setting token = (V1, V2, V3, V4) where

V1 = sks1 = gt1s, V2 = (gac
′

ga
′cga

′c′)ssks2 = g(a+a′)(c+c′)sH1(id)
t1s,

V3 = g(c+c′)s, V4 = g(a+a′)sgbH2(kw)s.

– Match(token, cph): This algorithm returns 1 if e(W2, V3) =
e(W3,V2)
e(W4,V1)

e(W1, V4).

Otherwise, return 0.

Correctness. The correctness can be verified as follows:

Because
e(W3, V2)

e(W4, V1)
=

e(gr2 , g(a+a′)(c+c′)sH1(id)
t1s)

e(H1(id)r2 , gt1s)
= e(g, g)(a+a′)(c+c′)sr2 ,

and e(W1, V4) = e(g(c+c′)r1 , g(a+a′)sgbH2(kw)s) = e(g, g)(c+c′)r1s(a+a′+bH2(kw)),

then
e(W3, V2)

e(W4, V1)
e(W1, V4) = e(g, g)(a+a′)(c+c′)s(r1+r2)e(g, g)b

2H2(kw)r1s.

e(W2, V3) = e(g(a+a′)(r1+r2)gbH2(kw)r1 , g(c+c′)s) = e(g, g)(a+a′)(c+c′)(r1+r2)se(g, g)b
2H2(kw)r1s
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Remark. Given a search token, the attacker can launch the off-line keyword
guessing attack (aka. predicate privacy [25]) because he can utilize the public
information (e.g., public key) to test whether the given search token corresponds
to some keyword. Such attack is inherent for certificate-based keyword search,
identity-based (attribute-based) keyword search and our proposed CLKS. Some
research efforts has been made to prevent such attack. For example, [24, 19, 31]
considered the approaches where the search token can be transmitted over the
public channel (i.e., search token indistinguishability) but the user needs to share
some secret with the remote server, which cannot completely solve the off-line
keyword guessing attack because the remote server can still launch this attack.

The security of our proposed scheme can be assured by the following theo-
rems, which proofs are shown in the Appendix.

Theorem 1. Suppose A is the Type 1 adversary making at most ξeppk queries
to oracle Gen-Partial-Private-Key and ξprk queries to oracle Gen-Private-Key. Let
AdvH2 be the advantage of A breaking the collision-resistant hash function H2

(i.e., AdvH2 = Pr[(H2(kw1) = H2(kw2)) ∩ (kw1 6= kw2)|kw1, kw2 ∈ {0, 1}
∗]) and

AdvDL(ℓ) be the advantage of A breaking the DL assumption. Then the advantage
of Type 1 adversary breaking the ciphertext indistinguishability is

AdvType 1 ≤ AdvH2 + 2(ξprk + ξeppk)(n+ 1)AdvDL(ℓ)

Theorem 2. Suppose A is the Type 2 adversary making at most ξprk queries
to oracle Gen-Private-Key and ξtk queries to oracle Gen-Token. Let AdvH2 be the
advantage of A breaking the collision-resistant hash function H2 and AdvDL(ℓ)
be the advantage of A breaking the DL assumption. Then the advantage of Type
2 adversary breaking the ciphertext indistinguishability is

AdvType 2 ≤ AdvH2 + 2ξprkξtk(n+ 1)AdvDL(ℓ)

7 Performance Evaluation

We implemented the CLKS scheme in Java using the Java Pairing Based Cryp-
tography Library [15]. In our implementation, we instantiated the bilinear map
with Type A pairing (ℓ = 512) offering a level of security equivalent to 1024-bit
Discrete Logarithm security. To process the keywords and the identities (both
are strings), we used the SHA-1 to hash them into the 128-bit data, which are
then transformed to the elements in Z

∗
p and G respectively.

To evaluate the feasibility of the CLKS in practice, we conducted the experi-
ments with the real data, which is composed of 6,000 distinct keywords extracted
from the ACM Digital Library. We ran the experiments on two machines: The
user machine is a Windows 7 running laptop with Intel i5 2.60GHz CPU and
8GB RAM to simulate the user that runs the algorithm Enc; the server machine
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is a a Linux running desktop with Intel Core i7-2600 3.4GHz CPU and 4GB
RAM to simulate the cloud server that runs the algorithm Match.

We ran six experiments using different number of keywords varying from 1000
to 6000 with step 1000. We repeated each experiment 5 times to determine the
average execution time. Figure 2(a) compares the execution time for encrypt-
ing all keywords (on the user machine) and for finding the matched keyword
ciphertexts with a given search token (on the server machine).

From Figure 2(a) we see that encrypting entire keywords are more costly
than finding the matched keyword ciphertexts. Fortunately, encrypting entire
keywords will be executed only once, while finding matched ciphertext needs
to be executed once per search request. Figure 2(b) shows the size of keyword
ciphertexts that are serialized to the disk. We can see that the size of keyword
ciphertexts is linear to the number of keywords.
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Fig. 2. Performance of CLKS. Note that we set that it needs to run Match algorithm
on half of the entire keyword ciphertexts to find a matched keyword ciphertext.

8 Conclusion

We have proposed a novel variant of keyword search – certificateless keyword
search(CLKS), supporting keyword search on encrypted data while enjoying the
benefits from certificateless cryptography. We presented a concrete construction,
and proved its security under the DL assumption in the standard model.
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9 Appendix: Theorems and Their Security Proof

9.1 Proof of Theorem 1

Proof. We prove this theorem with the game hopping technique [16]: Let Si

denote the event of A winning the game i and Advi be the advantage of A.
Suppose game i+ 1 proceeds the same as game i except for the case that game
i + 1 will halt and output a random bit when a pre-defined event Ev happens.
If Ev is detectable (i.e., Pr[Ev] is non-negligible) and Ev is independent from Si,
then

Pr[Si+1] = Pr[Si+1|Ev] Pr[Ev] + Pr[Si+1|¬Ev] Pr[¬Ev]

=
1

2
Pr[Ev] + Pr[Si+1|¬Ev] Pr[¬Ev]

=
1

2
(1− Pr[¬Ev]) + Pr[Si] Pr[¬Ev]

Therefore, |Pr[Si+1]−
1

2
| = Pr[¬Ev]|Pr[Si]−

1

2
|

Advi+1 = Pr[¬Ev]Advi

Game 1: In this game, A proceeds with the steps as defined in Game A. That is,
the challenger B generates the master key, public parameter and users’ partial
private key. In addition, B can answer the queries oracle Gen-Token for search
tokens. Let (id∗, pkid∗) be the user identity and public key in the challenger phase
and let W ∗ = (W ∗

1 ,W
∗
2 ,W

∗
3 ,W

∗
4 ) be the ciphertext returned to A.

Game 2: In this game,A proceeds with the steps as defined in Game 1 except that
H2 is set to be a perfect collision-resistant hash function. Therefore, Pr[S2] =
Pr[S1]− AdvH2 and Adv2 = Adv1 − AdvH2 .

Game 3: In this game, B plays the game the same as Game 2 except for the
generation of the public parameter:

– B selects a, b, c
R
← Z

∗
p. It also selects κu ∈ {0, . . . , n} (note that id is n-bit

number) and τu ∈ {0, . . . , p} such that τu(n+ 1) < p.

– B selects x′
u

R
← Zτu and the vector (xu1, . . . , xun) where xuj ∈ Zτu , 1 ≤ j ≤ n.

– B selects y′u
R
← Zp and the vector (yu1, . . . , yun) where yuj

R
← Zp, 1 ≤ j ≤ n.

– The public parameters are set as

u = (ga)x
′

u−κuτugy
′

u

uj = (ga)xujgyuj for 1 ≤ j ≤ n

We can see that the generation process did not change the distribution of the
public parameter. Therefore, Pr[S3] = Pr[S2] and Adv3 = Adv2.

Game 4: In this game, B plays the game the same as Game 3 except for the
guess phase (Ev4):
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– B defines two functions for the input id = id1 . . . idn:

Ju(id) = x′
u − κuτu +

n∑

j=1

idjxuj

Ku(id) = y′u +

n∑

j=1

idjyuj

– At the guess phase, B then checks that whether Ju(id
∗) = 0. If Ju(id

∗) 6= 0,

then B halts and outputs λ′ R
← {0, 1} as A’s guess. Otherwise, B proceeds

the same as Game 3.

Since (x′
u, xu1, . . . , xun) are unknown to A, Pr[Ju(id

∗) = 0 mod p] = 1
τu(n+1) .

Therefore, Adv4 = Adv3

τu(n+1) .

Game 5: In this game, B plays the game the same as Game 4 except for the
guess phase (Ev5): B checks the oracle queries to see whether one of the following
happens,

– Ju(id) = 0 for some id that was queried to partial private key oracle Gen-

Partial-Private-Key.
– Ju(id) = 0 for some id that was queried to private key oracle Gen-Private-Key.

If Ev5 happens, then B halts and outputs λ′ R
← {0, 1} as A’s guess. Since Ev5

might be not independent of Game 4 (note that Ju(id
∗) = 0 in Game 4), we will

estimate the lower bound of Pr[¬Ev5].

Pr[¬Ev5] = Pr[(∩id∈ΩJu(id) 6= 0)
∧

(∩id∈Ω′Ju(id) 6= 0)]

= 1− Pr[(∪id∈ΩJu(id) 6= 0)
∨

(∪id∈Ω′Ju(id) 6= 0)]

≥ 1−
∑

id∈Ω

Pr[Ju(id) 6= 0]−
∑

id∈Ω′

Pr[Ju(id) 6= 0]

= 1−
ξeppk + ξprk

τu

where Ω is the set of id queried to the oracle Gen-Partial-Private-Key, Ω′ is the
set of id queried to the oracle Gen-Private-Key, ξeppk is the number of oracle
queries to Gen-Partial-Private-Key and ξprk is the number of oracle queries to
Gen-Private-Key.

Therefore, if we set τu = 2(ξprk + ξeppk), then Pr[¬Ev5] ≥
1
2 . Hence, Adv5 ≥

1
2Adv4.

Game 6: In this game, B plays the game the same as Game 5 except for taking
ga, gb, gc as public key, where a, b, c are unknown to B. B proceeds with the
oracles according to the algorithm specification except for the oracle Gen-Partial-
Private-Key[id].
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– Gen-Partial-Private-Key[id]: Given id, if Ju(id) = 0, then B aborts (simulated

by Game 5). Otherwise, it picks t′1
R
← Z

∗
p and sets

sk1 = (gb)
−1

Ju(id) gt
′

1 and sk2 = (gb)
−Ku(id)
Ju(id) H1(id)

t′1

Note that sk1, sk2 are valid components for the partial private key because:

H1(id) = gaJu(id)gKu(id)

sk1 = gt
′

1−
c

Ju(id)

sk2 = (gc)
−Ku(id)
Ju(id) H1(id)

t′1

= gac(gaJu(id)gKu(id))
−c

Ju(id) (gaJu(id)gKu(id))t
′

1

= gacH1(id)
t′1−

c
Ju(id)

by implicitly setting t1 = t′1 −
c

Ju(id)
.

We can see that the distributions of the master key, public keys and the
partial private key are identical to that of Game 5. Therefore, Adv6 = Adv5.

Game 7: In this game, B plays the game the same as Game 6 except for the
challenge phase.

Given (pkid∗ = (pk∗1, pk
∗
2), id

∗, kw0, kw1) from A, if Ju(id
∗) 6= 0, then B aborts

(simulated by Game 4). Otherwise, B picks λ
R
← {0, 1}, selects r1, r2

R
← Z

∗
p and

set cph = (W ∗
1 ,W

∗
2 ,W

∗
3 ,W

∗
4 ) where

W ∗
1 = (gcpk∗1)

r1 ,

W ∗
2 = (gapk∗2)

r1+r2gbH2(kwλ)r1 ,

W ∗
3 = gr2 ,

W ∗
4 = gKu(id

∗)r2because Ju(id
∗) = 0

We can see that Adv7 = Adv6 because the distribution of the challenge ciphertext
did not change.

Game 8: In this game, B plays the game the same as Game 7 except for the
challenge ciphertext generation. Given a DL instance (g, h, f, gr2, hr1 , Q), cph =
(W ∗

1 ,W
∗
2 ,W

∗
3 ,W

∗
4 ) is set, where

W ∗
1 = hr1 ,

W ∗
2 = QhH2(kwλ)r1 ,

W ∗
3 = gr2 ,

W ∗
4 = gKu(id

∗)r2 .

by implicitly setting gb = h, gc = h/pk∗2 and ga = f/pk∗1. In this game, B does
not use a, b, c, r1, r2 at all. The distinguishable probability between Game 7 and
Game 8 is related to the DL problem. Let AdvDL(ℓ) be the advantage of A
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distinguishing Decisional Linear problem. Then |Pr[S7] − Pr[S8]| ≤ AdvDL(ℓ).
Moreover, as in Game 8, kwλ is hidden perfectly, so Pr[S8] =

1
2 .

This completes the simulation and has the following inequalities

Adv1 = Adv2 + AdvH2

Adv2 = Adv3

Adv3 = τu(n+ 1)Adv4

Adv4 ≤ 2Adv5

Adv5 = Adv6 = Adv7 ≤ AdvDL(ℓ)

Therefore,

Adv1 ≤ AdvH2 + 2(ξprk + ξeppk)(n+ 1)AdvDL(ℓ)

9.2 Proof of Theorem 2

The proof for this theorem uses similar technologies as in Theorem 1, hence
we skip it here. Note that A will not query the oracle Gen-Partial-Private-Key

because it has the master key.


