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Abstract

The notion of extended nested dual system groups (ENDSG) was recently proposed by Hofheinz et al. [PKC
2015] for constructing almost-tight identity based encryptions (IBE) in the multi-instance, multi-ciphertext
(MIMC) setting. However only a composite-order instantiation was proposed and more efficient prime-order
instantiations are absent. The paper fills the blank by presenting two constructions.

We revise the definition of ENDSG and realize it using prime-order bilinear groups based on Chen and
Wee’s prime-order instantiation of nested dual system groups [CRYPTO 2013]. This yields the first almost-
tight IBE in the prime-order setting achieving weak adaptive security in MIMC scenario under the d-linear
(d-Lin) assumption. We further enhanced the revised ENDSG to capture stronger security notions for IBE,
including B-weak adaptive security and full adaptive security. We show that our prime-order instantiation is
readily B-weak adaptive secure and full adaptive secure without introducing extra assumption.

We then try to find better solution by fine-tuning ENDSG again and realizing it using the technique of
Chen, Gay, and Wee [EUROCRYPT 2015]. This leads to an almost-tight secure IBE in the same setting with
better performance than our first result, but the security relies on a non-standard assumption, d-linear as-
sumption with auxiliary input (d-LinAl) for an even positive integer d. However we note that, the 2-LinAlI
assumption is implied by the external decisional linear (XDLIN) assumption. This concrete instantiation could
also be realized using symmetric bilinear groups under standard decisional linear assumption.
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1 Introduction

1.1 Background and Problem

Recently we have witnessed a breakthrough of proof technique in the field of functional encryptions. In
2009, Waters [Wat09] proposed a new proof paradigm for identity based encryptions (IBE), called dual system
technique, and obtained the first adaptively secure IBE with short public key in the standard model whose
security relies on a static assumption and the security loss is O(q) where g is the number of key extraction
queries. From a high-level view, the dual system technique works with two copies of some target cryptographic
primitive such as IBE. The first copy is put into the so-called normal space and acts as the real system, while
the second copy is put into the so-called semi-functional space and only used in the proof. Furthermore, the
independence of the two spaces (say, orthogonality under pairing operations) allows us to make some changes
in the semi-functional space for proof but still maintain the correctness in the normal space. It is worth noting
that the new technique permits the simulator to reply all queries made by the adversary and avoids the security
loss caused by the classical partition technique [BFO1, BB04a, Wat05].

The revolution was then spreading across the field of functional encryptions. In particular, the dual system
technique has been applied for establishing adaptive security of various types of functional encryptions, rang-
ing from simple functionality, such as IBE [BKP14, CW14, JR13, CW13, Lew12, CLL*12, RCS12] to expressive
and complicated functionality, like ABE and IPE [LOS*10, LW12, OT12, Att14, CW14, Weel4, AY15, CGW15].
Some of them applied the dual system technique in a modular and abstract fashion such as Wee’s predicate
encoding [Weel4] and Attrapadung’s pairing encoding [Att14].

The dual system technique also helped us to go further. Chen and Wee [CW13] combined the dual system
technique with the proof idea underlying the Naor-Reingold pseudorandom function [NR0O4] and achieved
the first almost-tight IBE from standard assumption in the standard model. The security loss is O(n) where n
the length of identities, and unrelated to the number of key extraction queries anymore. They established the
real system in the normal space and a mirror one in the semi-functional space for proof as the original dual
system technique [Wat09]. However, instead of dealing with key extraction queries (in the semi-functional
space) separately as Waters [Wat09], they handled all (i.e., q) secret keys as a whole in the next step following
the proof strategy of Naor and Reingold [NR04]. In detail, we may imagine the master secret key as a truly
random function taking identities as input. Starting from the original master secret key whose domain is just
{€e}, the proof argues that we can double the domain size until it reaches the size of the identity space if
identities are encoded in a bit-by-bit fashion [Wat05]. For identity space {0,1}", only n steps are required.
Finally, the property of the random function allows us to information-theoretically hide the challenge message.

Recent work by Hofheinz et al. [HKS15] extended Chen and Wee’s result [CW13] and achieved almost
tightness in the multi-instance, multi-ciphertext (MIMC) setting where the adversary simultaneously attacks
multiple challenge identities in multiple IBE instances. In Chen and Wee’s paradigm [CW13], the ith step that
increases the domain size from 27! to 2! can only handle the situation where all challenge ciphertexts share
the same ith bit, which no longer holds in MIMC setting. The proposed solution [HKS15] is to further split
the semi-functional space into two independent (in some sense) subspaces, labelled by A and ~ respectively.
The ith step starts from ciphertexts with A-semi-functional component. We then move the semi-functional
components in all ciphertexts for identities whose ith bit is 1 to the ~-semi-functional space. At this moment,
(1) in the A-semi-functional space, all ciphertexts share the same ith bit 0; (2) in the ~-semi-functional
space, all ciphertexts share the same ith bit 1, which means that one can now applied Chen and Wee’s proof
strategy [CW13] in both subspaces separately.

Unfortunately, only an instantiation using composite-order bilinear groups was proposed in [HKS15]. Our
goal is to realize a fully and almost-tightly secure IBE in MIMC setting using prime-order bilinear groups. We
emphasize that it is not just a theoretical interest to pursue such a solution. Most schemes (including [HKS15])
using composite-order bilinear groups base their security on the Subgroup Decision Assumption [BWY11] which
implies the hardness of factoring the group order. This forces us to work with elliptic curve groups with
quite large, say 1024 bits, base field when implementing the scheme. In contrast, for constructions in the
prime-order setting, we could employ smaller base field, say 160 bits, without sacrificing the security level.
Although the construction now becomes complex in general, this still brings us a considerable advantage in
both computation and space efficiency.

1.2 Motivation and Observation

Hofheinz et al.’s work [HKS15] roughly follows the style of [CW13]. In particular, they first extended the
notion of Nested Dual System Groups (NDSG) proposed by Chen and Wee [CW13], then proposed a general
IBE construction from the extended NDSG (ENDSG) in MIMC setting, and finally presented an instantiation
of ENDSG using composite-order bilinear groups. Therefore it is sufficient for our purpose to realize ENDSG



using prime-order bilinear groups and apply the general transformation in [HKS15]. However we observe that
the definition of ENDSG in [HKS15] sets too strong requirements on algebraic structure of underlying groups,
which makes it hard to be instantiated using existing techniques for prime-order bilinear groups.

An ENDSG describes a set of abstract groups with a bunch of structural and computational requirements
supporting Hofheinz et al.’s proof strategy. We roughly recall' that an ENDSG defined in [HKS15] consists

of five algorithms: SampP, SampG, SampH, SampG, and SampG. Informally, the first algorithm generates
a set of groups G, H, G of order N (as well as other parameters) and the other four algorithms are used to
sample random elements from some subgroup of G or H (which are associated with ciphertexts and secret
keys, respectively, in the context of IBE). We emphasize that they required that

— Groups G and H are generated by some g € G and h € H, respectively. (From the specification of group
generator G.)

— The outputs of SampG, SampG, and SampG are distributed uniformly over the generators of different
nontrivial subgroups of G™*! of coprime order, respectively. (From the G-subgroups.)

However, nearly all techniques realizing dual system technique in the prime-order setting employs vector
spaces over IF, (for a prime p) to simulate group G and H [Lew12, IW12, OT12, CW13, CW14, CGW15].
Meanwhile subgroups of G and H are naturally simulated by its subspaces. Firstly, since a vector space is an
additive group but not cyclic in general, neither G nor H is cyclic. Secondly, any d-dimensional subspace has

p? vectors, thus the orders of the outputs of SampG, SampG, and SampG must share a common factor p. In
a word, techniques based on vector spaces by no means meets the requirements shown above.

Fortunately, we observe that both requirements are applied nowhere but to provide random self-reducibility
of computational requirements (including LS1, LS2, NH) when they proved “ENDSG implies IBE”. For example,
the Left-subgroup indistinguishability 1 (LS1) said that, for any (pp,sp) <« SampP(k,n), the following two
distributions are computationally indistinguishable.

{g:g < SampG(rr)} and {g-§ : g — SampG(pp), g «— W(PP, SP)}.

Given T which is either g or g- g, the simulator (in the proof) can sample s < Zj, and generate another inde-
pendent problem instance T* following the two requirements we have reviewed. We note that this property is
crucial for achieving almost-tight reduction in MIMC setting where the adversary is able to enquire more than
one challenge ciphertext. This suggests that, if we adapt the ENDSG to support such random self-reducibility
explicitly, it will still imply an IBE in MIMC setting and the limitations on underlying groups may be removed.
As this happens, many existing techniques in the prime-order setting can now be applied to realize ENDSG
and finally derives an almost-tight IBE in MIMC setting using prime-order bilinear groups.

1.3 Contributions and Techniques

In this paper, we revise the definition of ENDSG, and show that the revised ENDSG not only implies an IBE
in MIMC setting but also can be almost-tightly instantiated using prime-order bilinear groups. Putting them
together, we obtain an almost-tight IBE in the same setting from prime-order bilinear groups. In particular, we
proposed two instantiations: the first one is proven secure under the d-linear assumption (d-Lin), while the
second one is proven secure under a stronger assumption, d-linear assumption with auxiliary input, d-LinAl
for short, but achieves shorter keys and ciphertexts.

Revisiting Extended Nested Dual System Groups. Our ENDSG is defined mainly in the spirit of [HKS15]
but with the difference that we provide (in requirements like LS1) enough independently-sampled subgroup
elements directly instead of assuming some special algebraic structure. As an example, we define LS1 as: for
any (pp, sp) « SampP(k, n), the following two distributions are computationally indistinguishable.

{{gj}je[q] 1 gj SampG(Pp)} and {{gj -§j}je[q] : gj < SampG(pp), g; < gmp\G(PP, SP)}.

Here the parameter q depends on the number of challenge ciphertexts. This makes the definition more general
and allows us to realize the notion using diverse algebra frameworks, especially prime-order bilinear groups.
On the other hand, it still almost-tightly implies a fully secure IBE in MIMC setting. The construction and the
proof are nearly the same as [HKS15].

To be fair, Hofheinz et al.’s definition is more convenient in the sense that any instantiation of ENDSG
immediately results in an almost-tight IBE in MIMC setting. In contrast, an instantiation of our definition with

1The notation is slightly different from [HKS15].



loose security reduction (say, with security loss €(q)) clearly can not lead to tightly secure IBE. Hence, when
working with our definition, we should not jump to the conclusion before checking the tightness. We also
remark that we do not negate prime-order instantiations of Hofheinz et al.’s ENDSG.

Instantiation from d-Linear Assumption. We implement our revised ENDSG by extending the prime-order
instantiation of NDSG by Chen and Wee [CW13]. The security only relies on the d-Lin assumption and the
security loss is (d) and independent of the number of samples, say q, given to the adversary. By the generic
construction [HKS15] (also c.f. Appendix B), we obtain the first almost-tight IBE in MIMC setting in the
prime-order setting and fill the blank left by Hofheinz et al. [HKS15].

Technically, we extend the basis from 2d x 2d matrix used in [CW13] to 3d x 3d matrix in order to
accommodate the additional semi-functional space. In detail, the first d-dimension subspace is the normal
space, the next d-dimension subspace is the A-semi-functional space, and the last d-dimension subspace is the
~-semi-functional space.

The main challenge is to realize the Left Subgroup Indistinguishability 2 (LS2) property (c.f. Section 3).
Roughly, we must prove that g -g (sampled from the normal space and A-semi-functional space of G) and
g- g (sampled from the normal space and ~-semi-functional space of G) are computationally indistinguishable
even when the adversary can access to h*-h* € H where h* € H is orthogonal to the normal and ~-semi-
functional space of G and R € H to the normal and A-semi-functional space of G. To simulate h* R, we
further extend the subspace of h* and h* from 1-dimension to d-dimension which allows us to utilize the
technique for proving right subgroup indistinguishability property of Chen-Wee’s prime-order instantiation of
dual system groups [CW14]. So as to support this technical extension and conform to our revision, we model

—~ ~ —_—% *
the process of sampling h* and h* as two algorithms SampH and SampH respectively, and give adversary
adequate samples in related computational requirements.

Achieving Stronger Security Guarantee. Hofheinz et al. [HKS15] achieved weak security from their ENDS-
G where the adversary is allowed to make single challenge query for each identity in each instance. They
introduced a variant of the BDDH assumption (s-BDDH) and proved the full security of their original construc-
tion where the above restriction on the adversary is removed. This additional computational requirement is
realized under the dual system bilinear DDH assumption (DS-BDDH).

The revisions we have made do not involve the s-BDDH assumption, and the resulting ENDSG only leads to
weak security. Motivated by and based on our prime-order instantiation, we investigate two flavors of stronger
security: B-weak and full adaptive security. The former model allows adversary to make at most B challenge
queries for each identity in each instance where B is a prior bound, while the latter one sets no limitation on
the number of challenge queries on a single identity, i.e., polynomially many queries are allowed.

For each of them, we follow Hofheinz et al.’s method. Concretely, to achieve stronger security, we only
need to enhance the non-degeneracy property in our revised ENDSG (see Section 3) and updating the indis-
tinguishability between Game; and Game, (reviewed in Section 6, c.f. Appendix B) in Hotheinz et al.’s proof
to make it sound in stronger models, where the non-degeneracy property is applied. We then prove that our
instantiation of ENDSG under the d-Lin assumption (see Section 4) satisfies the enhanced non-degeneracy
property. The two results together imply an IBE with stronger security guarantee and almost-tight reduction
in MIMC setting. In particular,

1. We enhance the non-degenerate property to B-bounded version which states that the non-degeneracy
property holds even when a single h* works with B g,’s where B is a prior bound. It is easy to show that
our instantiation under the d-Lin assumption is d-bounded non-degenerated unconditionally.

2. We enhance the non-degeneracy property to computational version which is essentially similar to the
s-BDDH assumption [HKS15] and states that the non-degeneracy property holds even when a single
h* works with polynomially many g,’s. Luckily, we can prove that our instantiation is computationally
non-degenerated under the d-Lin assumption, and no additional assumption is required.

Towards More Efficient Instantiation. Having obtained the first construction, we continue to purse more
efficient solutions. One possible method is to reduce the dimension of two semi-functional spaces. Because we
hope to continue to base our construction on the standard d-Lin assumption, we found the attempt gives rise
to two technical problems due to the lack of space.

— We can not prove Left Subgroup Indistinguishability 2 (LS2) property using the technique provided by
Chen and Wee in [CW14]. In particular, the simulator will need some elements in another source group
to simulate h* - h* which is not given in the standard d-Lin assumption.



— We can not prove Computational Non-degeneracy (ND) property as before since neither g, nor h has
enough space to program the d-Lin problem during the simulation.

The second issue is easy to solve by the observation that there are two semi-functional spaces and we
only use one of them so far. We first define a variant of computational non-degeneracy property taking the
~ semi-functional space into account. Then if two semi-functional spaces together has at least d dimensions,
this computational non-degeneracy property should be proved as before. On the other hand, from the view of
IBE, we could use the pseudo-randomness of e(g - gy, h" - h*) to prove the security (from Game; to Game,,
c.f. Appendiex B) instead of just e(§0,71*). To make the intuition explicit and general, we define three Left-
subgroup indistinguishability (LS) requirements as: (1) LS1: g~ g-g-g; (2) LS2: g-g-g~g-§g; (3) LS3:
g -8 g~ g- g, where ~ stands for “computationally indistinguishable”.

In contrast, the first issue is seemingly hard to circumvent. Therefore, we decide to prove the LS2 property
under an enhanced d-Lin assumption where we give adversary more elements on another source group for
simulating h* - h*, which is called d-linear assumption with auxiliary input (d-LinAl, c.f. Section 8) for an
even positive integer d. Even though this assumption is non-standard in general, we point out that the concrete
assumption with d = 2 is implied by the external decision linear assumption (XDLIN) [ACD*12] (c.f. Section 9
and Appendix A.2), which has been formally introduced and used to build other cryptographic primitives.

We further fine-tune the ENDSG by hiding public parameters for SampH from the adversary when defining
computational requirements, including LS1, LS2, LS3, NH, and ND. We argue that the absence of this part of
public parameters will not arise difficulty in building IBE since they always correspond to the master secret
key which is not necessary to be public according to the security model. Instead, we give the adversary enough
samples from H""! which is sufficient for answering key extraction queries in the proof of “ENDSG implies
IBE”. We hope it will bring us a simple, clean and efficient solution.

In summary, we have fine-tuned the ENDSG in three aspects: (1) update non-degeneracy requirement; (2)
re-define LS requirements; (3) hide parameters for SampH. We describe the fine-tuned ENDSG in Section 7
and verify in Appendix C that these modifications won’t prevent ENDSG from almost-tightly deriving a fully
secure IBE in MIMC setting.

The start point of instantiating the fine-tuned ENDSG is the prime-order instantiation of dual system groups
recently proposed by Chen et al. [CGW15], which is quite simple due to a new basis randomizing technique.
We technically work with 2d x 2d matrix and generate the basis using the dual pairing vector space method
[OT08, OT09, LOS*10]. The first d-dimension subspace is normal space, the remaining two d/2-dimension
subspaces act as A semi-functional subspace and ~ semi-functional subspace, respectively. Note that the latter
two are now smaller but enough for our proof (the entire semi-functional space has d dimension). Finally, the
basis is then randomized following [CGW15]. Here we always assume positive integer d is even.

The security of this instantiation is almost tightly reduced to the d-LinAl assumption, which leads to an
almost-tightly secure IBE in MIMC setting with full security and higher efficiency than our first construction.
As we have mentioned, the concrete IBE with d = 2 is based on the XDLIN [ACD*12]. This also suggests
that this concrete construction can be further adapted to work with symmetric bilinear groups and the security
is now based on the decisional linear assumption in the symmetric setting, which is well-established and has
been extensively used in many sub-field of cryptography.

1.4 Comparison and Discussion

We make a comparison among existing almost-tightly secure IBE schemes in MIMC setting in terms of
time and space efficiency. The details are shown in Table 1. Our comparison involves the composite-order
construction by Hofheinz et al. [HKS15], the prime-order construction in Section 5 based on the decisional
linear (DLIN, 2-Lin) and symmetric external Diffie-Hellman (SXDH, 1-Lin) assumption, and the prime-order
construction from Section 9 based on the XDLIN (2-LinAlI) assumption. As a base line, we also consider the
efficiency of prime-order construction by Chen and Wee [CW13] and Blazy et al. [BKP14], which is not built
for MIMC setting.

Hofheinz et al.’s construction (see the third row) works with a symmetric bilinear group whose order is the
product of four distinct primes, the sizes of group elements are much larger, and exponentiation operations and
pairing operations are much more expensive. Therefore the overall efficiency is not acceptable even though
the numbers of group elements in Msk, sk and cT are smaller and Enc and Dec require less exponentiation
operations and pairing operations.

When instantiating our first instantiation (see the fourth row) under the DLIN assumption, each group
element in G and H is a 6-dimension vector over G; and G,, respectively. When instantiating under the SXDH
assumption, each group element in G and H is a 3-dimension vector over G; and G,, respectively. Compared
with Blazy et al.’s construction [BKP14], both size of Mpk, sk and ¢t and cost of Enc and Dec are (at least)
doubled in our construction. On the other hand, in our second instantiation based on the XDLIN assumption



|MPK]| sk |cT| Tenc Tpec
Scheme | |G| | Assum. GG G, [ G,/G G/G [ G EJE [ E; P MIMC

d-Lin 2d%(2n+1) d 4d 4d 1 4d? d 4d

[CW13] | P DLIN 16n+8 2 8 8 1 16 2 8 X
SXDH 4n+2 1 4 4 1 4 1 4

p d-lin | 2n+1)d*+d | d [ 2d+1 | 2d+1| 1 |[2d*+1 | d | 2d+1

[BKP14] DLIN 8n+6 2 5 5 1 9 2 5 X
SXDH 2n+2 1 3 1 3 1 3

[HKS15] | C | Static 2n+1 1 2 2 1 2 1 2 v
d-Lin 3d%(2n+1) d 6d 6d 1 6d? d 6d

Sec. 5 P | DLIN 24n+12 2 12 12 1 24 2 12 v
SXDH 6n+3 1 6 6 1 6 1 6
d-LinAl | 2d%(2n+1) d 4d 4d 1 44> d 4d

Sec.9 | P ypun 16n+8 2 8 8 1 16 2 8 4

Table 1: Comparing Efficiency among existing and proposed almost-tight IBE schemes. n is the length of identities.
Column |mpk|, |sk|, and |cT| show the size of master public keys, user’s secret keys and ciphertexts, respectively. Each sub-
column contains the number of elements in G, G, G,, and G;. Column T, and Tp,. show encryption and decryption cost,
respectively. Each sub-column E, E;, and E; shows the number of exponentiations on group G, G;, and G, respectively,
and sub-column P shows the number of pairings. Column “Assum.” shows the underlying assumption. “Static” means
static assumptions in the composite-order bilinear group. Column “|G|” indicates the group order, “P” for prime and “C”
for composite order, respectively.

(see the last row), each group element in G and H is a vector of 4-dimension over G. Although the resulting
IBE is still less efficient than Blazy et al.’s construction [BKP14] under the DLIN assumption, the stronger
computational assumption (i.e., XDLIN) helps us to narrow the gap. We may view this as a tradeoff between
strength of security and efficiency without changing the security model. We leave it as an open problem to
find more efficient fully secure IBE with tight reduction in MIMC setting, especially from standard d-linear
assumption.

1.5 Related Work

Dual System Groups and Its Variants. Chen and Wee proposed the notion of dual system group [CW14],
which captures key algebraic structure supporting the dual system technique. They used this abstract primitive
to obtain an HIBE scheme with constant-size ciphertext using prime-order bilinear groups. The nested dual
system group, an variant of dual system groups, was proposed by Chen and Wee [CW13] to reach almost-tight
adaptively secure IBE in the standard model. Chen, Gay, and Wee [CGW15] combined the dual system group
with predicate encodings and obtained a more general framework leading to a lot of constructions in the
prime-order setting. Very recent work by Gong et al. [GCTC15] extended the concept of dual system group to
build an unbounded HIBE [LW11, Lew12] with shorter ciphertexts in the prime-order setting.

Identity Based Encryption. The notion of identity based encryptions was introduced by Shamir [Sha84] in
1984. The first practical realization was proposed by Boneh and Franklin [BF01] using bilinear groups and
Cocks [Coc01] using quadratic residue. Both of them rely on the heuristic random oracle model. Since then
several practical solutions in the standard model were proposed, including Boneh-Boyen’s IBE [BB04b, BB04a],
Waters’ IBE [Wat05], and Gentry’s IBE [Gen06]. In 2009, Waters [Wat09] proposed a new proof methodology,
the dual system encryption, and presented an IBE scheme with short public key and proved its security under
several simple assumptions in the standard model. Recently, Chen and Wee [CW13] achieved almost-tight IBE
by utilizing the dual system technique in a novel way. Very recently, Blazy et al.[BKP14] built the connection
between IBEs and affine message authentication code which is a symmetric primitive. IBE can also be realized
using other algebra framework such as lattices [GPV08, ABB10a, ABB10b].

1.6 Independent Work

The independent work by Attrapadung, Hanaoka, and Yamada [AHY15] also involves several constructions
of almost-tight IBE in MIMC setting. They developed an elegant framework for building almost-tight IBE in
MIMC setting from the so-called broadcast encoding, which is a special form of Attrapadung’s pairing encod-
ing [Att14], and obtained a series of almost-tight IBE schemes with various properties (including sub-linear
size master public key and anonymous version) using both composite-order and prime-order bilinear groups.
Their results and ours partially overlap. Their scheme with constant-size ciphertext in prime-order group (i.e.,



@E;ime) is similar to our second construction based on the XDLIN assumption shown in Section 9. In fact, they
share the same performance in terms of the size of ciphertexts and secret keys and running time of Enc and
Dec. However we note that we also provide an generalization of this construction but proven secure under
the non-standard d-LinAl assumption. Furthermore, our first construction in Section 5 is full adaptively secure
under the d-Lin assumption, which is a more general and weaker assumption than the XDLIN used by both
Attrapadung et al.’s and our second constructions.

1.7 Outline

The paper is organized as follows: Section 2 presents necessary background. Section 3 gives our revised
definition of ENDSG. We realize our revised ENDSG in the prime-order setting in Section 4 and investigate how
to update our ENDSG and its prime-order instantiation to achieve higher security level in Section 6. A derived
concrete IBE is presented in Section 5. The next two sections are devoted to gain more efficient solutions. We
fine-tune the notion of ENDSG in Section 7 and present a prime-order realization in Section 8. The resulting
concrete IBE is shown in Section 9.

2 Preliminaries

2.1 Notations

For a finite set S, we use s < S to denote the process of picking s from S at random. For any n € Z*, we
take [n] as the brief representation of set {1,...,n}. For a probabilistic algorithm Alg, y < Alg(x;r) means
that we run the algorithm Alg on input x and randomness r, and then assign the result to variable y. We may
omit r for brevity when it is clear from the context. Alg/1 (x) means we run Alg for A times using independent
random coins. Fixed an input x, we may view Alg(x;r) as a random variable and use [Alg(x;r)] to indicate
its support, i.e., the set of all possible outputs of algorithm Alg on input x. “p.p.t.” stands for “probabilistic
polynomial time”.

We use ord(G) to denote the order of group G. Let e; denote the vector with 1 on the ith position and 0
elsewhere and h® with h € G be a vector over G with h on the ith position and 1 elsewhere. For two vectors
g:=(g1,...,8,) €G" and g’ := (g1,...,8,) € G", we define g- g’ = (g1 - g7,..-,8&, - &,) € G" where “” on
the right-hand side is the group operation of G. For any vector X = (x4,...,Xx,) and i € [n], we define x_; as
a vector (xq,...,%x;_1,L,Xi41,...,X,) whose ith position is unknown (we take L as a placeholder), and x|; as
its prefix of length i, i.e., X|; := (x,...,x;).

2.2 Identity Based Encryptions

Algorithms. An IBE scheme in the multi-instance setting consists of five p.p.t. algorithms defined as follows?.
(1) The parameter generation algorithm Param(1X, sys) takes as input a security parameter k € Z™ in its unary
form and a system-level parameter sys, and outputs a global parameter Gp. (2) The setup algorithm Setup(Gp)
takes as input a global parameter Gp, and outputs a master public/secret key pair (MPk, Msk). (3) The key
generation algorithm KeyGen(MPx, MsSK, y) takes as input a master public key MpK, a master secret key Msk and
an identity y, and outputs a secret key sk, for the identity. (4) The encryption algorithm Enc(mpk, x, m) takes as
input a master public key mMPk, an identity x and a message M, outputs a ciphertext cT, for the message under
the identity. (5) The decryption algorithm Dec(mpk, sk, cT) takes as input a master public key mpk, a secret key
sk and a ciphertext cT, outputs a message M or a failure symbol L.

The so-called “multi-instance setting” indicates that we are considering a collection of IBE instances estab-
lished under the same global parameter Gp. We leave the system-level parameter sys undefined for generality.
It may depend on concrete constructions or application scenarios.

Correctness. Roughly speaking, the correctness says that, for any IBE instance equipped with a legal master
public/secret key pair, any secret key honestly generated using the master secret key for some identity should
be able to recover the message from a ciphertext for the same identity under the master public key. Formally,
for any parameter k € Z*, any svs, any op € [Param(1¥,sys)], any (M, Msk) € [Setup(cp)], any identity x,
and any message M, it holds that

Pr [ Dec(mpk, KeyGen(MPK, Msk, X), Enc(MpK, x, M)) = M] = 1 — 270,

2The definition shown here is slightly different from that in [HKS15]. We combine the (system-level) public parameter pp and
secret parameter sp in [HKS15] as a global parameter Gp. This global parameter is only fed to algorithm Setup to create fresh master
public/secret key pairs. And all the other algorithms just take MPK, a local parameter, as input instead of pp, a global one. The adaptation
is purely conceptual and made for clarity. The security model (given below) is tuned accordingly.



The probability space is defined by the random coins consumed by algorithm KeyGen and Enc.

Adaptive Security in the Multi-instance, Multi-ciphertext Setting. Roughly, the adaptive security in the
multi-instance, multi-ciphertext setting extends the traditional adaptive security model for IBE [BF01] in the
sense that the adversary can access to multiple IBE instances (obtaining master public key and users’ keys)
and attack multiple ciphertexts (i.e., challenge ciphertexts), which is formalized by Hofheinz et al. [HKS15].
Ideally, the adversary is free to choose the challenge instance, the challenge identity and the challenge message
pair. Hofheinz et al. [HKS15] also identified a weaker variant in which only one challenge ciphertext is allowed
for each challenge identity in each challenge instance, and called the ideal one full security.

We review the experiment Exp'>F(k, A, qx, qc,qr) between a challenger 4 and an adversary .o/ [HKS15],
which captures both the weaker and full security notion.

Setup. € gets Gp < Param(1¥, sys) and creates (MpK,, Msk, ) < Setup(cp) for ¢ € [A]. All master public keys
{MPK, } ;) are sent to .«/. € also chooses a secret random bit # € {0,1} and initializes Qx and Q. as
empty sets.

Query. .« is allowed to make two types of queries: key extraction queries and challenge queries. ¢ answers
every queries as follows:

— For each key extraction query (t,y), € returns sk < KeyGen(mpk,,MsK,,y) and updates Qx :=
Qx Uit}
— For each challenge query (v*,x", M, M]), 4 returns cT" « EnC(MPKL*,X*,ME) and updates Q. :=

Qc U{(t",x")}
Guess. .o/ outputs its guess 3’ € {0, 1}.

We say an adversary ./ wins experiment Exp">"(k, A, qx, q¢, qz), denoted by Exp'®F(k, A, qx, ¢, qr) = 1, if and

only if (1) B =P, (2) Qx N Q. =0, (3) . made at most g, key extraction queries, (4) there are at most
qc challenge identities, and (5) for each of them, there exist at most gy challenge ciphertexts. We define the
advantage of ./ as

AdVEE(k, 4, 4x, 9c, 4r) = |PrIEXPS (K, A, 4k, qc, qr) = 11 — 1/2].

The probability space is defined by random coins consumed by both 4 and ./. An IBE is (A,qx,qc,qr)-
adaptively-secure if, for any p.p.t. adversary .« the advantage AdvI:;E(k, A, Qx> qc,qx) is bounded by 279K,
Clearly, the (A, qy,qc,qg)-adaptive security with unbounded gy is consistent with the full security, while the
(A, qx,qc, 1)-adaptive security is exactly the weak security. Furthermore, we define B-weak adaptive security,
an intermediate security notion between them, as (4, qx, g, B)-adaptive security for a priori bound B = 1.

3 Revisiting Extended Nested Dual System Groups

This section revises the ENDSG proposed by Hofheinz et al. [HKS15]. Our main goal is to reduce the de-
pendence on some special algebraic structure which hinders the development of more instantiations, especially
those using prime-order bilinear groups. (See Section 1.) We show our revised ENDSG followed by a series of
remarks clarifying motivations and reasons behind several technical decisions. As discussed in Section 1, key
points are: (1) removing special group requirements; (2) explicitly providing samples in each computational
assumption; (3) generalizing subgroup of h* and h*.

Syntax. Our revised ENDSG consists of eight p.p.t. algorithms defined as follows:

— SampP(1¥,n): Output: (1) pp containing (a) group description (G, H, G;) and an admissible bilinear
map e : G X H — Gy; (b) an efficient linear map u defined on H; (c) an efficient sampler for H and
Zora(m)» Tespectively; (d) public parameters for SampG and SampH. (2) sp containing secret parameters

for STmp\G, SampG, m* and SampH*.

— SampGT: Im(u) — Gy.
— SampG(pp): Output g = (go, &1,--->&n) € G
— SampH(pp): Output h = (hy,hy,...,h,) € AL

- STmp\G(PP, sp): Output § = (go, &1,---,8n) € G



— SampG(pp, sp): Output § = (go, &1,---,8n) € G,

— SampH (pp, sp): Outputﬁ* € H.

— SampH (pp, sp): Output h* € H.

The first four algorithms are used in the real system, while the remaining ones are defined for the proof. The
notation SampG, refers to the first element in the output of SampG, i.e., g,. The notational convention also
—_—

applies to SampH, SampG, and SampG.

Correctness. For all k,n € Z* and all (pp, sp) € [SampP(1¥,n)], it is required that:

(Projective.) For all h € H and all possible randomness s, SampGT (u(h);s) = e(SampGy(pp;s), h).

(Associative.) For all (gg,&1,...,8,) € [SampG(ppr)] and all (hy,hq,...,h,) € [SampH(rpr)], e(gy, h;) =
e(g;,hy) fori € [n].

Security. For all k,n € Z* and all (pp, sp) € [SampP(1¥,n)], it is required that:

(Orthogonality.) For all e [m*(PP, sp)] and all Rt e [SampH*(PP, sp)],
L op) = pm)=1;
2. e(§o,ﬂ*) =1forall g, e [STmp\GO(PP, sp)];
3. e(§0,/ﬁ*) =1 for all g, € [SampG,(rp, spP)];

The first requirement implies that e(go,Tl*) = e(go,/f\l*) =1 for all g5 € [SampG,(pr)] by the projective
property (c.f. Section 3.2 in [CW13]).

(Non-degeneracy.) Over the probability space defined by g, < SampG,(pp, sp), with overwhelming proba-
—~ —~ *
bility 1 — 270 ¢(g,, h*) is distributed uniformly over G, when sampling h* < SampH (pp, sp).

(H-subgroup.) The output of SampH(PP) is distributed uniformly over some subgroup of H""!, while those

of SampH (pp, sp) and SampH (pp, sp) are distributed uniformly over some subgroup of H.

(Left subgroup indistinguishability 1 (LS1).) For any p.p.t. adversary ./, the following advantage function
is negligible in k,
Adv'S(k,q) := [Pr[.#/(D, Ty) = 1] — Pr[./(D, Ty) = 1]],

D:=(pp), Ty:= {gi}je[ql’ hi= {gj .}je[q]

and g; < SampG(pp) and g; — m(PP, Sp).

where

(Left subgroup indistinguishability 2 (LS2).) For any p.p.t. adversary ./, the following advantage function
is negligible in k,
AdV'(k,q,q") := [Prlo/(D, To) = 1] = Prl./(D, ) = 1]},

D= (PP’ {le ﬁj}jé[q-ﬂz’] ,{g;- '/g\;}jE[q]) {gJ gj}le[q] T {g] }je[q]

and’ﬁﬁ — STmp\H*(PP, SP), ﬂj — SampH*(PP, SP), g; «— SampG(pp), §; — S/amp\G(PP, sp), g; < SampG(pp),

where

g — m(w, sp), and g; < SampG(pp, sp).

(Nested-hiding indistinguishability (NH).) For all n € [|n/2]] and any p.p.t. adversary .</, the following
advantage function is negligible in k,

AV (k,q,q') := |Pr[./(D, To) = 1] = Pr[.e/(D, Ty) =

10



where

D:= (PP, {/Ej }je[ﬁq/] , {713‘ }je[q+q,] ) {(gj)f(anl)}jE[q] > {(gj)fzn }je[q]) )

0= {hj }je[q’] , T = {hj . (ﬂj*)ezn_l . (le*)eM } |
Jjeld’]

*

and /ﬁj — W (pp, sP), E;‘ — SampH*(PP, SP), §j < STmp\G(PP, sp), §; < SampG(pp,sp), h; «

SampH(pp), /ﬁj* — m*(PP, SP), ?13‘* — SampH*(PP, sp). We further define

AdV(k,q,q") = AN (K q,q) 1.
v, (k,q,q") ner[rtg;czﬂ{ v, (,q,q)}

Remark 1 (notations) The ENDSG is mainly defined for building IBE. We remark that, in the description of LS1,
LS2, and NH, the parameter q and q’ roughly corresponds to the maximum number of challenge ciphertexts and
key extraction queries, respectively.

Remark 2 (sampling h* and B, and H-subgroup) We model the process of sampling over subgroup generated

by h* and h* (in [HKS15]) as algorithm SampH and SampH respectively. This allows us to employ more
complex algebraic structure (say, extending the subspaces from one dimension to higher one), which is crucial for
our prime-order instantiation in Section 4. Due to its generality, the H-subgroup property must be extended to

take both m and SampH into account.

Remark 3 (G-subgroup and H-subgroup) Since we provide adequate samples of G™! directly in the last three
computational security requirements and further re-randomization is not necessary in the proof, the G-subgroup
in the original definition could be safely removed. However this won't let the revised ENDSG free from H-subgroup
property. The simulator still need the property to re-randomize T, or T, in NH(n) using SampH(pp) to maintain
the consistency of truly random functions on two identities sharing the same m-bit prefix.

On one hand, our revised definition for ENDSG is essentially consistent with Hofheinz et al.’s defini-
tion [HKS15]. In particular, it is not hard to see that one may use Hofheinz et al.’s ENDSG [HKS15] to
realize this revised version. Therefore their instantiation using composite-order bilinear groups can also be
taken as an instantiation of the revised version above. On the other hand, although our revised definition
is more general, it still almost-tightly implies an IBE in MIMC setting. In fact, the construction, the security
result and its proof are nearly the same as those presented in [HKS15]. One may consider them as rewriting
Hofheinz et al.’s results [HKS15] in the language of our revised ENDSG. We present the construction and s-
ketch of the proof in Appendix B for completeness. It is worth noting that the construction only achieves weak
adaptive security. We will show how to enhance non-degeneracy to reach full adaptive security in Section 6.

4 Instantiating ENDSG from d-Linear Assumption

We give an instantiation of our revised ENDSG (defined in Section 3) using prime-order bilinear groups
based on the technique of Chen and Wee [CW13]. Following the generic construction proposed in [HKS15]
(c.f. Appendix B), this yields the first fully and almost-tight secure IBE in MIMC setting using prime-order
bilinear groups. (See Section 5.)

4.1 Prime-order Bilinear Groups and Computational Assumptions

A prime-order (asymmetric) bilinear group generator GrpGen(1*) takes security parameter 1% as input
and outputs ¥ := (p, Gy, G,, Gy, e), where G, G, and G; are finite cyclic groups of prime order p, and e :
G, X G, — G is a non-degenerated and efficiently computable bilinear map. We let g, g, and g :=e(g1, &2)
be a generator of G;, G, and G, respectively. We state the (standard) d-linear assumption (d-Lin for short) in
G, (see Assumption 1), the analogous assumption in G, can be defined by exchanging the role of G; and G,.

Assumption 1 (d-Linear Assumption in G;) For any p.p.t. adversary .«/, the following advantage function is
negligible in k, '
Advlin(k) := |Pr[./ (D, To) = 1] = Pr[./(D, T,) = 1],

where
Ai+1 151 454

D:= (981,88 & & g™ 81"™),
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Agqq(Sp++s +
T L ad+1(31+"'+5d) T L d+1( 1 d) d+1
0-— gl > 41— gl

and % := (p, Gy, G, Gr,e) «— GrpGen(1¥), s,...,5; — Zy, and ay, . ..,a4,a441,8441 < Z:.

“Matrix-in-the-exponent" Notation. For an m X n matrix X = (x; ;) over Z, and a group element g of G
(which may be G,, G, or Gy), we define gX := (g*i/) which is an m x n matrix over G. We naturally extend
the domain of pairing e: given two matrices A and B over Z, whose multiplication is well-defined, we define

e(g‘l", gg) = e(gq, gz)ATB, which is a matrix (of proper size) over Gr. As a special case, for vectors x and y

T . .
over Z, of the same length, we have e(g7, g5) = e(g1,82)* ¥ € Gp, the standard inner product (x,y) in the
exponent. We will use O to denote both vectors and matrices with only zero entries when it’s size is clear from
the context; if necessary, we may give out its dimension or size in the subscript.

An extended version of d-Lifted Linear Assumption. We describe an extension of the d-Lifted Linear (d-
LLin) assumption [JR14] (c.f. Appendix A.1) for improving the readability of our proofs, which is called
(d, £, q)-Lifted Linear Assumption, and (d,{,q)-LLin for short. As usual, we just show the assumption in G;
and the counterpart in G, is readily derived. The extension is made in two steps: we first consider £ correlated
challenges, and then consider q independent copies of it, i.e., its g-fold [EHK'13].

Assumption 2 ((d, ¢, q)-Lifted Linear Assumption in G;) For any p.p.t. adversary .<, the following advantage
function is negligible in k,

>

AdVIEEDER () = |Pr[ e/ (D, Ty) = 1] — Pr[./(D, Ty) = 1]

where

" a b, a5y agSq j
D:= ((g:gl;gz’gll""’gld’ {gl J}ie[i] jeld)’ &gy dl}je[q]) ’

T, = {gbl,lsl,j+"'+bi,dsd,j} T, := bl’lsl’j+...+bi’d5d’j+
0-— . A 1-—
ielel,jelq]’ ) )
i€[(].jelql

1 81

*

and 4 := (p, Gy, Gy, Gy, e) — GrpGen(1%), a;, ..., a,, b; ;< Z;, $1js-28dj < Lps Sqtij < Zp.

We show that the (d, ¢, ¢)-LLin assumption is tightly implied by the standard d-Lin assumption (see Lem-
ma 1). We remark that, since £ corresponds to a relatively small parameter, say 2, in our construction and
g corresponds to the number of adversary’s queries which may be 23°, we will prove Lemma 1 under the
assumption that ¢ < q for simplicity.

Lemma 1 (d-Lin = (d,{,q)-LLin) For any p.p.t. adversary ./, there exists an adversary 9 such that
AdVIECDER () <0 AdvEN (k) +1/(p — 1),
and Time( %) ~ Time(.&/) + £2d - poly(k) where poly(k) is independent of Time(.</).

Proof. We may prove the lemma in two steps. Following [JR14] and [CW13], one can prove that, for any
p.p.t. adversary ./, there exists an adversary % with Time(%) ~ Time(.&) + £d - poly(k) such that

Advgi,é,l)-LLin(k) S Advdg;_‘in(k).

Applying Lemma 1 in [EHK"13], we have that, for any p.p.t. adversary .«/, there exists an adversary 98 with
Time(8) ~ Time(.«/) + £2d - poly(k) such that

Adv SRy < g AdVEED T () 1/ (p - 1).

Putting them together, one may deduce the lemma immediately.
We now give the proof of the first claim. For simplicity, we discard the subscript j related to parameter g
when considering (d, £, 1)-LLin. Given a d-Lin problem instance

A1 A181 agsq ad+1(51+“'+5d)+54+1)

a aq
(gligZ’gl )~--’g1 1g1 :gl ’---)gl ’gl

as input where s;; are either O or uniformly chosen from ZZ, adversary 8 works as follows:
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Simulating a,,...,a4 and s4,...,s;. We implicitly define q; := a; and s; :=s; for all i € [d]. The a@; and s; on
the left-hand side refers to those in the (d, £, 1)-LLin problem instance we want to simulate, while those
on the right-hand side come from the d-Lin problem instance.

Simulating gf“ fori€[(], j€[d]. Sampley;,6;; « Z; foralli € [(] and j € [d] and implicitly set b; ; :=
YiQ441 + 0; ;a;. Therefore we can simulate

L]
bij . [ _dg1\Ti a; %,
&1 '—(gf) '(gl) :

Simulating the Challenge. For any i € [£], we observe that

biisi+- - +Dbigsq = (Yidger+06;1a1)s1+ -+ (1i@g41 +0:4a4)34
= yiQqq1(s1+ - +54) +(8; 1018, + -+ 8, 4a454).

We can simulate the challenge as

biisi++biaSatsari Agyq (514 +sg) 5401 ) Vi ays;\ %1 agsq ) Gid
1 =18 & 81 .

Analysis. Thanks to the entropy of 6, ;, the simulation of b; ; is perfect. If s;.; = 0, we can see thatsg,; =0
foralli € [£];if s44y < Z;, we implicitly set sy ; :=54417;. (The aqy, on the left-hand side and the right-hand
side is for the (d, £, 1)-LLin and d-Lin assumption, respectively.) Observe that, since all y; are hidden by 6, ;,
all s4,; are independently and uniformly distributed over Z,. Therefore we proved our first claim. O

4.2 Construction

Our construction is based on the prime-order instantiation of NDSG by Chen and Wee [CW13] and works
with 3d x 3d matrices under the d-Lin assumption. (For more motivation, see Section 1). We let 7t (-), Ty (+),
and 7g(+) be functions mapping from a 3d x 3d matrix to its left-most d columns, the middle d columns, and
the right-most d columns, respectively. Algorithms of our revised ENDSG are shown as follows.

- SampP(1%,n): Generate (p,G,,G,,Gr,e) «— GrpGen(1¥) and define (G, H, Gy, e) := (G4, G34, Gr, e).
Sample B,R — GL34(Z,) and A,,...,A, — Zid x3d get B* := (B™1)T. Define

D:=m (B), D;=mn(BA;); E:=my(B), E;=my(BA));
D*:=B'R, D;=B'A'R; F:=my(B), F;,=nz(BA);

where i € [n]. Define u(gX) :=e(g?, g¥) = e(g1, g,)° kforallk e Zid. Output

D D D, 9] E E,

—— gl: gllx ) g1 i g;TM ,gf‘, gll, ey gl
PP 1= D" D p: | and sp:= (B B b ol

85 &5 -5 & 85 81> &1, -5 &

We assume pp always contains G, H, G, e, u.

~ SampGT(gh): Sample s « Zg and output g;TP € Gy.

— SampG(pp): Sample s «— Z; and output (g'l)s,gll)ls, ) ..,gll)”s) € (G2,

— SampH(pp): Sample r « Z3? and output (g?*r, g?ir, e g?zr) e (G3Hm.

— SampG(pp, sp): Sample s «— Zs and output (gfg, gflg, e gf“g) € (G2,

— SampG(pp, sp): Sample § — Z}‘f and output (gfg, gflg, e gf”g) € (G2,

% e
— SampH (pp,sp): Sample T «— Zﬁ and output g;"® " e G,

— SampH (pp, sp): Sample T Zi and output g;[R(B*)F € ng.
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Correctness. We may check all correctness requirements as follows:

(Projective.) Forallk e Zid and all s € Zﬁ, we have that

SampGT(u(gX);s) = e(g1,82)° ©™9 = e(g™, g%) = e(SampGo(pr; 5), gX).
The second equality follows the fact that s"(D'k) = (Ds) k.

(Associative.) For all s € Zﬁ and allr e Z‘;d, we have, for all i € [n],

D} sTBT(B*AT sT AT (p* D; *
e(gr%, 8, ) =e(g1,82)° B BARIr =¢(g,,g,)¢ BA) (BRI — g(gP® DT,

where § := (§) € Z;d. The first and the last equality follow the definition of 7t;(-) while the second
equality uses the fact that B'(B*A/R) = (B"B*)A/R=A/R=A(B"B*)R = (BA;) ' (B'R).

Security. We may check the following security requirements:

(Orthogonality.) For allT,T,5,5 € Zz, we check that

Y T N ~
1 u(gl®) = e(gy, g,)"® ™EF = ¢(g, g,)0 = (1,...,1)T € G%;

B*)F T V= =
2. u(gg“( N = e(gy,8)™® BT = ¢(g,, g,)00T = (1,...,1)" € Gf;

B)s B*)r =T T T =T =
3. e(gi'fm( )S’g;TR( )r) =e(g,,8,)° mu(B)' mr(BYF — e(g1, 85 04xdT — 1GT;

B)S BY)F =T T PN <T =
4. e(gl®® gy = e(gy, go)F B MB = ¢ (g, g,)F Qi =1,

The second equality of them follows the fact that 7 (B) " my(B*) = 71, (B)" mz(B*) = my(B)' mx(B*) =
r(B) T (B) = O

(Non-degeneracy.) Forallse Zﬁ andre Zﬁ, we have that

BT T T oy T
e(g%, g7 ) = e(gy, g,)° B MEF = e(g,, g, .

With probability 1 — 1/p?, sampling § « ZS results in § # 0, in which case the inner product $'¥ is

distributed uniformly over Z, and therefore e(glEg, g;[ M(B*)?) is distributed over G; when picking ¥ « Zg.

*

(H-subgroup.) This follows from the fact that Zid (for algorithm SampH) and Zﬁ (for algorithm SampH

and SampH ) are additive groups.

We check the remaining security properties (LS1, LS2, and NH) in the following subsections.

4.3 Left Subgroup Indistinguishability 1

We may rewrite the LS1 advantage function Advljl(k, q) as follows:

>

AV (k@) = [PrL.a/ (D, Tg) = 1] — Pr[./(D, Ty) = 1]

where

D:=(prp), Ty:= {gj} T, := {gj -Ej}

jelql”? jelql’

and

( gIEL(B), g;IL(BAl), ) g?L(BAn) ) ‘

PP = B'R B*ATR B*ATR
&5 &5 5 e &9
Sj S; Sj
B| 0, BA, [ 0g BA, | 0g
0y 0y 04/ .
g) (gl ’g] :'“:gl );
S; S; S;
B(gj) BAl(gj) BA”(gj)
S, o= 04 04 04/ y.
g]g] - (gl » 81 s 81 );

~ d
fors;,s; < Zp.
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Lemma 2 ((d,d, q)-LLin = LS1) For any p.p.t. adversary .o/, there exists an adversary 9% such that
AdVIS! (k, q) < Adv M (),
and Time( %) ~ Time(.«/) + qd? - poly(k, n) where poly(k,n) is independent of Time(.</).

Proof. Given an instance of (d,d, q)-LLin problem (i.e., set { = d)

a a b; a1, aqSaj b 11+ +b; aSqj+Sa+ij
(gl»gng1l,'--’g1d’{g1 ]}ije[d]’{gl LRS! ]}jé[q]’{gl } ] J}ie[dhe[q])

as input where all s4; ; are either 0 or uniformly chosen from Z;’ adversary 8 works as follows:

Programming s; and §; for j € [q]. Adversary 98 implicitly sets
Sj = (sl,j’ e ,Sd)j)T and ,S\] = (sd+1,jJ cee ,szd,]‘)T-

Programming B,B*,A;,...,A ,R. Define We Zidxsd as

aq
b1, big| 1
W:.= :
by byq 1

\ '.1}

and set W* := (W™ !)". Sample B,R < GL34(Z,) and set B* := (B™!)". Also sample A,, ..., A
and implicitly set
(B,B*) := (BW,B*W*), R:=W'R, A, :=W AW,

for i € [n]. Observe that B, B*,R and all A; are distributed properly, and we have

BA, =BA,W, B*R=B'R, B*A/R=B*A'R.

Simulating pp. Algorithm 93 can simulate

7.(B) — 7. (BA;) — 7, (BA,W) — BA; 7 (W)

BW B, (W
gr® = gl — W and g] =g =g ;
* B*R B*'A, R B*A’'R
& =8&" and g, " =g, ',

for i € [n] using the knowledge of gfL(w) and B,B*,A;,...,A ,R.

Simulating the challenge. Algorithm 98 simulate the challenge as
5j 5 5 Sj
(i) (i), () oG
g 04/ _ g 04 and 3 0/ _ g 04
for i € [n] using the knowledge of B,A,,...,A, and

151,

AdSd,j
by syt tbiasa+sai

s :
j .

W(Ej ) bg181,j++bgaSq ;524 j
04
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Analysis. Observe that if all 54,; ; = 0, then all 5; = 0 and the output challenge is distributed as { gj}

jelql’
otherwise, if all s4.,;; < ZI*J, then all 5; « (Z;)d and the output challenge is distributed as {gj -§j}je[q].
Therefore we may conclude that Adv"S'(k,q) < Adv(;’d’q)'LLm(k). O

Corollary 1 (d-Lin = LS1) For any p.p.t. adversary .o, there exists an adversary 9% such that
AdV'S (k) < d - Advi (k) +1/(p — 1),
and Time( %) ~ Time(.«/) + qd? - poly(k,n) where poly(k,n) is independent of Time(.</).
4.4 Left Subgroup Indistinguishability 2
We may rewrite the LS2 advantage function Advlj,z(k, q,q’) as follows:

Adv'$*(k,q,q") := [Pr[.#/(D, To) = 1] - Pr[./(D, T;) = 1],

where
= A*'N* /'A/ = »'A- = .-~4
b= (PP’ {hf hj}je[q+q’]’{gj gi}je[q])’ To: {gf gf}je[q]’ L {g, gJ}jE[q]'
and
. g;TL(B)’ gfL(BAl)’ e gfL(BAn) ‘
PP 1= B'R B"AJR B"ATR ;
& > 8o s e s &9
B | Tj
Tl* 'fl* _ T .
ithyT & ’
s, s, s,
B(,S\lj) BAI(,S\‘%) BA"(/S\‘%)
—~ 0 0 0
g8 = (& & & )
S; S S
() m() m0)
g] §j - (gl ¢ :gl ¢ 5. ~;g1 ¢ ):
Sj Sj Sj
B(gd) BAl(gd) BA, (Qd)
LS. = Sj 5j 5j .
88 = (& » 81 yeees 81 )
for/fj,/i:j,s'/’»,/s\'/’», S],§],§] «— Zz

Lemma 3 ((d,d, q)-LLin = LS2) For any p.p.t. adversary ./, there exists an adversary 9% such that
AdVIE?(k,q,q") < 2- Advig TR k),

and Time( %) ~ Time(.«/) + (q + q’)d? - poly(k, n) where poly(k, n) is independent of Time(.<f).

Overview of the Proof. We will prove Lemma 3 using hybrid argument consisting of two steps with the help
of an auxiliary distribution T;,, = {gj ‘g -§j} where

j€lql
Sj Sj §;
B(Ej) BAI (LS\J) BAH (EJ)
o 3. s 5.
gj'gj'gj:z(gl ’ » 81 seees 8y ! )

In particular, we prove that, given D, distribution T, and T/, are computational indistinguishable under the
(d,d,q)-LLin assumption (see Lemma 4), and so do T;,, and T; (see Lemma 5). These immediately prove
Lemma 3.

Lemma 4 (from T to T,,) For any p.p.t. adversary .o/, there exists an adversary % such that

|Pr[./(D, Ty) = 1] — Pr[./(D, Ty 5) = 11| < Advg *P k),

and Time(#) ~ Time(.«/) + (q + q')d? - poly(k, n) where poly(k,n) is independent of Time(.«/).
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Proof. Given an instance of (d,d, q)-LLin problem (i.e., set { = d)

a a b ; a;5y agsq,j bi181,jt b gSq j TSd+ij
(gl’gz’gll"”’gld’{glJ}ije[d]’{gl b J}je[q]’{gl J J H}ie[d]J‘E[q])

as input where all s4; ; are either 0 or uniformly chosen from Z;, adversary 9 works as follows:

Programming s; and §; for j € [q]. Adversary 9 implicitly sets
g] == (sl,j’ cee ,Sd’j)T and §] == (sd+1,j’ - ,Szd)j)T.

Programming B’ B*: Al: e ;An, R- We deﬁne W S ZidXSd as

(1 )
1
a;
W:=
aq
b1,1 bl,d 1
\ bgr -+ bag 1)

and set W* := (W 1)T. Sample® B,R « GL34(Z,) and set B* := (B™!)T. Also sample A,, ...

Z;’dxgd, and implicitly set

(B,B) := (BW,B*W*), R:=W'R, A :=W AW,
for i € [n]. Observe that B, B*,R and all A; are distributed properly, and we have
BA, =BA,W, B*R=B'R, B*A/R=B*A'R.

Simulating pp. 93 can simulate

g;TL(B) — g;TL(BW) — g?TEL(W) and gfL(]iAi) — gjff:'BiAlw) — ngiTEL(W)’
* BEH B*Ai R B*Ai R
goR=gBR and g, =g, ',

for i € [n] using the knowledge of ; (W) and B,B*,A;,...,A ,R.

Simulating le ’Nlj for j € [q + ¢’]. Itis not hard to compute W* € Zf;d x3d 4

(1 \

1
-1 T T
aj —aj by, —aj by,
W=
-1 -1 -1
ad —ad bl,d —ad bd,d
1

\ 1)

For all j € [q +q'], we sample F; — Zﬁd and implicitly set

=0 () = (i)

‘_."_!1‘_."_1)&0

2>

3In our symbol system, a variable with a bar on the top, say B, is sampled by the simulator (i.e., 8) and is completely known to it.
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Since the right-bottom 2d x 2d sub-matrix of W* is full-rank with overwhelming probability, both ¥; and
T; are distributed properly and 98 can simulate

0 0y
B | T Bw| T [0,
g tj B (fj )

h;f-h37=g2 =8 =&

Pl

using the knowledge of B* and ;.
Simulating g;. §; for j € [q]. Algorithm 98 can simulate
i), )~
Bl % BW| 3 BA | § BAW| ¥
g 0 =g V) ang g N g 04
for i € [n] by sampling 57,8} Z§ and using the knowledge of g}" and B,A,,...,A,.
Simulating the challenge. Algorithm % can simulate

0)_) 6ol

&1 =8 and 81 =&

K

)

IS
%)
IS

using the knowledge of B,A,,...,A, and

Sj
151,

ade’j
by181, 4Dy asa i +Sar1,j

L@

W( ) :
_ bg,181,5++bg,a8a,i 24,5 d
& =g where s; < ZL,.

Analysis. Observe that if all s4,; ; = 0, then all s; = 0 and the output challenge is distributed as {gj ‘g }je[q] ;
in the other case, if all s4; ; < Z;, thenall's; < (Z;)d and the output challenge is distributed as { g8 g }je[ql'
Pr[./(D, To) = 1] — Pr[ (D, Ty 5) = 1]| < Adv M (k). O

Lemma 5 (from T/, to T;) For any p.p.t. adversary ./, there exists an adversary 2 such that

Therefore we may conclude that

|Pt[.e/ (D, Tyj5) = 1] = Pr[/(D, T) = 1]| < Adv'5 k),
and Time( ) ~ Time(.«/) + (q + q’)d? - poly(k, n) where poly(k, n) is independent of Time(.</).

Proof. The proof is similar to that for Lemma 4. Given an instance of (d,d, q)-LLin problem (i.e., set { = d)

a a b ; a;5y; agsq,j bi181,jt b gSq i TSd+ij
(gl’gz’gll"”’gld’{glJ}ije[d]’{gl b8 J}je[q]’{gl J J +J}ie[d]j€[q])

as input where all s4; ; are either O or uniformly chosen from Z;, adversary 9 behaves as in the proof of
Lemma 4 with the differences that:

Programming s; and §; for j € [q]. Adversary 9 implicitly sets

s — T < _ T
S; = (S2q,j>-++»Sd4+1,;) and §; =(sqj,.--,51;) -
Defining W. Adversary 88 defines W € Z37*¢ as

(1 )

1
1 by q ba1
W .= :
1 | big b1,
aq

18



Then algoirthm 9 can program B,B*,A,,...,A,,R and simulate all entries in pp, {ﬁ;‘ 71;}

/=
jelg+q {gj ng}J'E[q]
as well as the challenge following the strategies proving Lemma 4. Observe that, if all s;,; ; = 0, then all's; = 0

and the output challenge is distributed as {gj -§j} ; in the other case, if all 54, ; < ZZ, then all's; « (Z;)d

O

jelq)

and the output challenge is distributed as { 888 }je[q].

Corollary 2 (d-Lin = LS2) For any p.p.t. adversary .«f, there exists an adversary 9% such that
Adv'5?(k,q,q') < 2d - AdvL™ (k) +2/(p — 1),

and Time( ) ~ Time(.«/) + (q + q’)d? - poly(k, n) where poly(k, n) is independent of Time(.<7).

4.5 Generalized Many-Tuple Lemma

The proof of the nested-hiding indistinguishability property requires a generalized version of many-tuple
lemma shown in [CW13]. Instead of the d-Lin assumption, this subsection is going to establish a generalized
version from the (d, d, d)-LLin assumption.

Lemma 6 (Generalized Many-Tuple Lemma) There exists an efficient algorithm that on input q € Z™, a finite
cyclic group G generated by g € G and

by, ) ) bigryi+etbiara i,
(gagal;-.-,gad:{g J i,je[d]5{galrl'J;---,gadrdll}je[d]:{g Aret 'drd"]+rd+’}}i’j€[d])’

outputs (gVZ, gZ) for some matrix V € ZﬁXd along with

{(s%8"" )} e

where t; « 7%, Z is an invertible diagonal matrix, and all © j are either 04 or uniformly distributed over Zg
depending on whether all ry,; ; are O or uniformly distributed over Z,.

Proof. The algorithm works as follows:

Programming V and Z. We implicitly define V,Z € sz‘i and P e szz‘i as follows

i 0 Tt a;
V= : : and Z:= ,
T1d Ta.d aq
and
a; b1,1 b4
P:= : :
ag | big -+ bag

It is not hard to see that we can compute g¥Z, g%, g®, and

gt ... glrar gbl,l riatetbigraatrae, L. gbd,l riatetbaara i +raan

g ... glalad gbl,l ryatetbiataatrang ... gbd,l ryatetbaaraatrada
. . - zd
Generating q tuples. For each j € [q], sample t; < Z, and output
(gt]-’thj+7:]~) = (gPE,-’gcfj) .

Analysis. Observe that, if all ry,; ; = 0, we have known that g¢=¢"? and thus 7 ; = 04; otherwise, when all

. C_  VP+T
Tdtij < Zp, We may write g© =g where
0 -+ 0 |rgg1n - Tan
. . . . dx2d
T= : : : : ez
. . . . P >
0 - 0 |rgpa  Tog

and thus implicitly set 7; = Tt;. Clearly, we have

(2)=(z)

Since (}) is full-rank with overwhelming probability, t; and 7; are distributed independently. O
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4.6 Nested-hiding Indistinguishability

We may rewrite the NH advantage function Advli;l(n)(k, q,q") for all ) € [[n/2]] as follows:

AV D(k,q,q") == |Pr[./(D, To) = 1] = Pr[.#(D, Ty) = 1],

where
D:= (PP, {}Al*} ,{Tl*} ,{ 3. } ’{ 5. } ),
1) jela+q']” UV ) jelg+q] (gj)*(anl) jelql (gl)fzn jelql
0= {h] }je[q’] ? Tl ' {hJ }jE[q’]
and
(B) (BA,) (BA,)
o (g g,
PP = B*ATR B'AIR >
gz : g2 3 cee gZ
e nm(B ) . nR(B*)F-.
hj = ) h* g5 7
g = ( (B)sJ nM(BAI)s ’g;TM(BAn)E”}-) :
5 (B)S ﬁR(BAl)S nr(BALS; Y |
g = yeer &y ;
- 13*AT B*A; Rr; B*A] Rr; B*ATRr,
h] :: ( } 9"‘3g2 ZTIl ]’gz 2, ’-..,gz J);
h;, _ ( B*AT ,m’g];«A;, 1Rr‘+nM(B*)?j’g:*A}nRrjMR(B*)?j’m’gg*A"TRrj) :

N~ N~~~

3d
where ¥}, T},8;,8,,7,,7; < Zp and rj < Z°.

Lemma 7 ((d,d,d)-LLin = NH) For any n € [|n/2]] and for any p.p.t. adversary .</, there exists an adversary
A such that .
AdVS " (k,q,q') < Advig U (k)

and Time( %) ~ Time(.«/) + (q + q’)d? - poly(k, n) where poly(k, n) is independent of Time(.<f).

Proof. Given an instance of (d,d, d)-LLin problem (on G,)

a; aq { bi,j} ary; adrd,j} { bi,1r1,,'+"'+bi,drd,j+rd+i,j}
(gl:gz:gz )"';gz > g2 i,jE[d], g2 :"';gz jé[d]’ g2 i,jE[d] 5

where all ry; ; are either O or uniformly chosen from Z;, adversary 9 works as follows:

Generating 2q’ tuples. Algorithm 98 runs the algorithm described in Lemma 6 on the input 2q’, group G,,
and the (d, d,d)-LLin instance, and obtains

(g2 ’ g2) and { (gzj’ g;/t " ) }je[zq’] ’

Programming B,B*,R,A,,...,A,. Sample B — GL3,(Z,) and set B* := (B™!)". Sample A; — Zf;dxe'd for all
i€ [n]\{2n—1,2n}. Sample A,, _;,A,, — Z;d”d, R «— GL34(Z,) and implicitly set

0 0 0 0 0 0 I1 00
Ay 1:=Ay 1+| 0 VI 0 |, Ay:=Ay+| 0 0 0 |, and R:=| 0 Z 0 |R
0 0 O 0 0 V' 0 0 Z

where I is the d-by-d identity matrix and O is the d-by-d zero matrix.

7. (B) 7. (BA;)

Simulating pp. Algorithm 98 can simulate g, and g, = g_f“L(A") for i € [n] using the knowledge of
B, (A)),...,m.(A,). Note that we have rcL(Azn_l) = 71(Ag,_1) and 7y (Ay,) = 71(Ay,), which are

. AT
known to #. Algorithm % can also simulate g5 ® and gg AR for i e [n] \ {2n — 1,21} using the
knowledge of gZ and B*,R as well as A;. Finally, it can simulate

B*A] ((I)(z)g)liﬂa*(g\?z 8)1’1 B*A] (5%8)1’%3*(88 8)1’1
* AT s AT i

B'AyaR _ 2171\0 0z 000 and oo MR _ 1002 00VZ

2 =& 82 =&

using the knowledge of (g2 , gz) and B* AZn 1,Azn and R.

20



Simulating ﬁj and 71}* for j € [q +q']. Algorithm 9 can simulate

=g and =g

by sampling T, T; < Z;f and using the knowledge of B*.
Simulating {(g\j)—@n—l)}je[q] and {(gj)_%}je[q] for j € [q]. Algorithm 2 can simulate

my(BS;
1

and gnM(BAi)gj _ anM(Ai)gj

1 1 >

for i € [n]\ {2n — 1} and j € [q] by sampling §; « Z;f and using the knowledge of B and 7y, (A;) for
i € [n]\ {2 — 1}. We note that my(Ay,) = ﬂM(AZW) is know to 9, but my(Ay,_;) containing secret
matrix V is not. In a similar manner, algorithm 9 can also simulate

B)s; BA.)S; Ba(AS:
gIER( )5; and g;IR( :)S; =g g ;)S]’

for i € [n]\ {2n} and j € [q] by sampling §; Zg and using the knowledge of B and my(A;) for

i € [n]\ {2n}. We note that ©tg(A,, ;) = TCR(AZU—I) is know to 4, but 7z(A,,)) containing secret matrix
V is not.

. . . - d . o .
Simulating the challenge. For each j € [q’], % samples r —Z, and implicitly sets r; by

E
Rl'j = b |.
ty;
K
B*A] | t2j1
T )
A/Rr; ty;

_gz B

Adversary 98 can simulate

5
B*| ty1
B*Rr; ty;

B
8, T= &5 and 8,

fori e [n]\ {21 — 1,21} using the knowledge of g;”’l, g?, B* and A;, and simulate

_ ¥
. R B*A;,_l(tZJ—l +p(B*)(Vtgj_1+725-1)
B*AZn_erj-!—rrM(B*)}'j _ ty;
gz - g2

i‘]
B"A] | toj-1 | +mp(B*)(Viy+75))

B*AzTnRrj+7rR(B*)?j 2j

gz = g2
using the knowledge of (g;”'l,g;]tz"‘lﬂz"‘l) and (g;” ,thZjHZj ) as well as B*,A,,_;,A,,. Here we

implicitly set 7, = ©,;_; and 7; = 7y;.

Analysis. Observe that if all rq;; ; =0, then 7; =7; = 0 and the output challenge is distributed as {hj}j

elg)’

otherwise, ifall ry; j < Z, then 71« (Z;)d and the output challenge is distributed as {h;} - Therefore
> jelqd

we may conclude that Advi;l(")(k,q,q’) < Advg’d’d)'LLm(k). O

Corollary 3 (d-Lin = NH) For any p.p.t. adversary .o, there exists an adversary 9 such that
AdVy (k. q,q) < d- AdVEH (k) +1/(p - 1),

and Time( %) ~ Time(.«/) + (q + q’)d? - poly(k, n) where poly(k, n) is independent of Time(.<f).

5 Concrete IBE from d-Linear Assumption
This section describe the concrete IBE scheme derived from our prime-order instantiation in Section 4

following Hofheinz et al.’s framework (c.f. Appendix B). Let GrpGen be the bilinear group generator described
in Section 4.1 and 7y () be the function mapping from a 3d x 3d matrix to its left-most d columns.
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Param(1¥,n): Run (p, Gy, Gy, Gr,e) < GrpGen(1¥). Sample B,R «— GL34(Z,) and A, ..., A, — Z;;dxgd,
and set B* := (B™1) . Output

n.(B) 7. (BA;) 71, (BAsp)
— 3d (~3d & s & > 81
GP 1= p;Gl :Gz ’GTae’ B'R B*A-er B*A;R
R g, L, g,

Setup(cp): Sample k « Zid and output*

.

vk = (p,GIL G, G o1, ) g7, g M g )
. k _B'R _BA'R B*A] R

MSK := (gz,ng,g2 8y )

KeyGen(mpk, Msk,y): Lety = (¥1,...,¥,) € {0,1}". Sample r « Zid and output

+ k+B*(A,_,, +-+Ay,_, )'Rr
—— . ~B'Rr —— 2-y1 2n—yn
SKy 1= (KO =g, ,Kii=g .

Enc(mpx,x,M): Let x = (xq,...,X,) € {0,1}" and M € G;. Sample s «— Zz and output

B(Ag_y) oAz, T
CTy := (CO = gTL(B)S’ Cy:= g;IL( (Ao-xy 2 n))s’ C,:= e(gl’gz)sTTEL(B) k'M) )

Dec(mpk, sk, cT): Let sk = (K, K;) and ¢t = (Cy, C;, C,). Output M := C, - e(Cy,Ky)/e(Co, K7).

6 Achieving Stronger Security Guarantee

This section will investigate two flavors of stronger adaptive security: B-weak and full adaptive security (see
Section 2) by enhancing the non-degeneracy property and updating the indistinguishability between Game,
and Game, in Hofheinz et al.’s proof. Before we begin to work, we first recall Game; and Game, in Hofheinz
et al’s proof (c.f. Appendix B) where the non-degeneracy is utilized. In Games, challenger ¥ answers all
key extraction queries and all challenge queries using type-n semi-functional secret keys and type-(A, n) semi-
functional ciphertexts, respectively. More formally, the experiment between challenger ¥ and adversary .o/
proceeds as follows:

Setup. ¢ samples (pp, sp) «— SampP(1%,2n) and msk, < H (using pp) for all ¢ € [A], and returns

{mpx, := (pp, u(Msk, )}, cpp

to adversary /. Then pick § < {0, 1}. During the experiment, ¥ maintains two random functions

ﬁn :[A] x {0,1}" — [Sa\/mﬁ*(PP, sp)] and ﬁn :[A] x {0,1}" — [SampH*(PP,SP)].

Key extraction queries. On query (1,y), lety = (y1,...,¥,) € {0,1}". € samples h := (hg,hy,..., hy,) «—
SampH(rp) and outputs

n
SK = (hO: MSK, Rn("; Y) : Rn(l‘: Y) : l_[hZiyi)
i=1
and updates Qg := Qg U {(t,y)}.
Challenge queries. On query (*,x", My, M7), let X* = (x},...,x%) € {0,1}". 6 samples (go,&1,.--,8n) —

SampG(rp) and (8o, 1, --»8on) «— m(PP, sp) and outputs

T = (go 80> l_[ (gZi—xi* ‘§2i—xj) » | €(8o - 8o, MSK,+) - e(8o, Ry (17, x7)) - M% ) >

i=1

and updates Q. := Q. U {(¢t*,x*)}.
Guess. ./ outputs its guess 8’ € {0, 1}.

Note that the boxed term have been re-written following the orthogonality property of our revised NDSG.
Game, is identical to Game; except that the boxed term is independently and uniformly distributed over G
for each challenge ciphertext.

“We only put necessary entries for Enc into Mpx, while entries from Gp (or pp) for running KeyGen are put into Msk.
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6.1 Warmup: Achieving B-weak Adaptive Security

Recall that the original non-degeneracy property said that:

(Non-degeneracy (Recalled).) Over the probability space defined by g, < mo(m, sp), with overwhelm-
ing probability 1 -2, e(§0,/ﬁ*) is distributed uniformly over G; when sampling Rt — SampH (pp, sP).

We observe that h* in our prime-order instantiation (see Section 4) actually contains higher entropy than those
in Hofheinz et al.’s composite-order instantiation [HKS15]. In particular, h* is uniformly distributed over a d-
dimension subspace of Gg’d containing pd elements (vectors), while e(g,,h*) is an element in G; containing
just p elements. This suggests that, given e(’g\o,/ﬁ*), there may be leftover entropy in h*, and our prime-order
instantiation may achieve stronger non-degeneracy even relying on no computational assumption.

To formally investigate the above idea, we describe the notion of B-bounded non-degeneracy which roughly
ensures the non-degeneracy even when a single h* is paired with at most B g,’s.

_—— B

(B-bounded non-degeneracy.) Over the probability space defined by (g 1,-..,805) < SampG (pp, sp), with
overwhelming probabil*ity 1— 2790k (e(01,h"), ..., e(gop, 1)) is distributed uniformly over G2 when
sampling h* «— SampH (pp, sp).

It is obvious that the ENDSG with B-bounded non-degeneracy almost-tightly implies a B-weak adaptively

secure IBE in MIMC setting. We now prove that our prime-order instantiation in Section 4 indeed reaches this
stronger version of non-degeneracy.

Lemma 8 Our prime-order instantiation of ENDSG in Section 4 based on the d-Lin assumption is d-bounded
non-degenerated.

Proof. The proof is just a simple statistical argument extended from the proof for the original non-degeneracy.
Forsy,...,S; « Zf, and T — Zﬁ, we have that

5]
e(gr™ 85" (g1, g ) ™) PuB R e(81,82)" s
. _ . _ . _ s
: = : = : = e(g1,82) ™
e(er, 8" | \le(gr, o)™ ® M | \e(gy, g2)%"

With probability at least 1 —1/(p — 1), the matrix (s;,...,8,)" is full-rank over Z,, in which case (s, ... ,5)'T
is distributed uniformly over Zg when picking T < Zi. a

Therefore, when we build our instantiation with parameter d > 1, we obtain an IBE with strictly stronger
security guarantee which ensures the confidentiality of at most d ciphertexts for single identity. As a special
case, if we set d =1 (i.e., the SXDH assumption), the resulting IBE is still weak adaptive secure.

6.2 Computational Non-degeneracy and Full Adaptive Security

The attempt in the previous subsection more or less suggests that it is probably inevitable to introduce
additional computational argument in order to achieve fully adaptive security where a single h* can be paired
with polynomially many g,’s without violating the non-degeneracy property.

As a first step, we describe a computational version of non-degeneracy which is essentially similar to the
s-BDDH assumption [HKS15]. Following the style of our revised ENDSG (in Section 3), our definition is more
general than the s-BDDH assumption.

(Computational non-degeneracy (ND).) For any p.p.t. adversary ./, the following advantage function is
negligible in k,
AdVYP(k,q,q',q") := |Pr[.o/(D, Ty) = 1] — Pr[./(D, T;) = 1],

= n 'N* . .,
D:= (PP: {h] h] }jé[q’] > {g],] }jé[q],j/E[q”]) N
TO = {e(/g\o j '7/};**)} B T1 = {R ./}~ 2 7"
T jelalyela] 11 ] jelql.i’elq”]

and h;f «— SampH (pp, sp), hjf «— SampH (pp, sp), hj* < SampH (pp,sP), g; ; = (ng,j,j,,gl,j’jl, . ..,gn,j,j,) —

where

STmp\G(PP, sp) and R; j < Gy.
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Let AdvG;mes(k, A, Qx> qc>qr) and AdvG;me"(k, A, Qx> qc>qr) be the advantage function of adversary .« in
Game; and Game,, respectively, in the full adaptive security model. We prove Lemma 9 showing that the
computational non-degeneracy property implies that Game; and Game, are indistinguishable. It suffice to
conclude that an ENDSG with computational non-degeneracy property tightly implies a fully adaptively secure
IBE in MIMC setting.

Lemma 9 (from Game; to Game,) For any p.p.t. adversary .o, there exists an adversary 9 such that

Gam G
‘Advﬂ‘a es(k: A" dk>9c> qR) - Adv;mE4(k; A’ dx-9c> qR) < AdVI\gIQD(k’ dk>9c> qR)’

and Time(%B) ~ Time(.«) + (qx + qcqr) - poly(k, n) where poly(k, n) is independent of Time(.«/).
Proof. Given
(Pp’ {hf ' }je[qx] A8} etgarretan 10 }je[qc],jfe[qRJ)

where g; ;; = (/g\o,j,j/,fg\l’j’j/, . ..,§2n,j,j,) and each T; ; is either e(gy;;,h;") or uniformly distributed over Gr,
algorithm % does:

Setup. Sample Msk, < H (using pp) for all ¢ € [A], and output

{mp, := (pp, u(Msk, )}y -
Then algorithm 98 picks a secret random bit 8 — {0, 1}.

Key extraction queries. On the jth query (t,y), sample h := (hg,hy,...,hy,) < SampH(pp). If query (¢,y)
has been made before, say the j’th query (j’ < j) for the first time, set MSK = MsK, -hjf, -hj,; otherwise,
set MSK = MSK, -71? 71}‘ Output

SK 1= (ho, M_SK-l_[hzi_yi) .
i=1
Here we implicitly set ﬁn(b,y) = /ﬁ;‘ and F~Qn(b,y) = 71;‘ if the query has not been made yet.
Challenge queries. On input (1*,x*, M, M), we let the query be the j'th occurrence of pair (1*,x*), which

is the jth distinct pair we have met, and x* = (x],...,x;) € {0,1}". 9 samples (g¢,&1,---,8an) <
SampG(ppr) and outputs

n
* __ -~ ~ ~ *
CT = (go‘go,j,j” l_[(gzifxi* 'g2i7xi*,j,j’): e(gO'gO,j,j’fMSKL*)'Tj,j’ Mg ) .

i=1
Here we implicitly set /Fin(b*,x*) = ’ﬁj‘*
Guess. 2 outputs 1 if .f’s guess equals 8, and outputs O in the other case.
Analysis. Observe that, if T; ; = e(’g\oyj,j/,/ﬁﬁ*), then the boxed term equals (g gy j /> MSK,-)-e(o, j,j/,/ﬁj.*)-M* ,

the simulation is identical to Games; otherwise, if all T; y» are uniformly distributed over Gr, then the boxed
term is independently and uniformly distributed over G; and the simulation is identical to Game,. Therefore

we may conclude that ’AdV,G;meS(k, Qi 4es ar) — AdvEI (k, A, qK,qc,qR)‘ < Adv(k, qx. 9¢, 9R)- O

6.3 Computational Non-degeneracy from d-Linear Assumption

We now prove that the prime-order instantiation proposed in Section 4 has realized the computational non-
degeneracy. And this immediately implies that the concrete IBE scheme shown in Section 5 is fully adaptively
secure in MIMC setting with almost-tight reduction.

We rewrite the ND advantage function Adv", (k,q,q’,q") as follows:

AdVY)(k,q,q’,q") := |Pr[./ (D, Ty) = 1] — Pr[./(D, T;) = 1],
where

= T .N* . .
D — (PP, {h] h-’}]é[q’] 1) {g],] }je[q]’jle[q//]) >
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T = {e(@o,, 7} T, = {e(@o;o ;") Ry }

jelql.j’elg”l’ jelql.j’elg”]

and

( g;TL(B)’ gitL(BAl)’ e, gifL(BAn) ) .

PP = B'R B*A]R B"A'R
& 5 & s e s &9
0
B*| T
~ ~ 7
* * «— ) .
hj h]. = g, ;
Y L TCM(B)/S\j’j/ v (BA; ),S\j,j’ ﬁm(BAn)/S\j,j’ .
gj,j’ . & » 81 s 81 5
-~ Tk . 7'EM(B)gj,j’ 7y (BY)E; _ ST T .
e(gO,j,j’:hj ) = elg >89 )=e(g1,82)77"7;
Rjj = e(g1,8)";

~ ~ o~ d ~
where TLTLTS) Zp and v; j < 7Z,.

Lemma 10 ((d, 1,qq”)-LLin = ND) For any p.p.t. adversary .o/, there exists an adversary 9 such that
AV (k,0.q,q") < Adviy T R (),
and Time( %) ~ Time(.«/) + (qq” + q')d? - poly(k, n) where poly(k,n) is independent of Time(.e/).

Overview of the Proof. From the observation that all ﬂ;‘* = gg B are independently distributed and will

never be given to .« individually, we essentially prove a stronger result:

<T
s,
are computationally indistinguishable from g,”

J

o o
s. T rj+yj i

[T ol JsJ > ”

Given D, g, .

It is direct to based the pseudo-randomness of the challenge terms on the (d, q,¢”)-LLin assumption. However
the assumption is reduced to d-Lin assumption with reduction loss ¢(q). In order to obtain a tight reduction,
we further rewrite the challenge term as

T = =T yT= i
Syt SyVE EVey
& =& =&

where Vis a (d + 1) X d matrix over Z, of rank d and t; < Z;‘f“. Clearly, we implicitly define T; := VTi'j. Since
the matrix V is shared by all ¥;’s in challenge terms, we could now deal with polynomially many distinct T;’s
uniformly which results in a proof with constant security loss.

Proof. Given an instance of (d,1,qq”)-LLin problem (i.e., set { = 1 and q = qq")

@1S1,5,5 AdSa,ji’

o ag bi} { blsl,jﬁ,-/+~-+bdsd,,-,j/+sd+1,,-,j/} )
(81,82,& ;“'Jg] ’{gl ie[d]’{gl ;'“:gl }jE[q],j’E[q”]’ gl jelql.i'elq”]

as input where all 54, ; i are either 0 or uniformly chosen from Z;, adversary 9 works as follows:
Programming's; ; for j € [q],j’ € [¢']. Adversary % implicitly setsS; y = (sy;1,...,5a;) -

Programming B,B*,A;,...,A,,R. Define We Z;d x3d 5

1‘. \

a;

aq
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and set W* := (W™!)". Sample B,R < GL;4(Z,) and set B* := (B™")". Also sample A,,...,A, — Z;;dxgd,
and implicitly set
(B,B") := (BW,B*W*), R:=W'R, A, :=W AW,

for i € [n]. Observe that B,B*,R and all A; are distributed properly, and we have
BA, =BA,W, B*R=B'R, B*A/R=B*A'R.
Simulating pp. Algorithm 2 can simulate

m(B) _ 7, (BW) — B (W) 7. (BA) _ L (BA;W) — BA; 7 (W)

&1 &1 &1 and g, . g,l,T, 81 ’
. B'AJ/R _ BATR
g R=gBR and g, =g, ',

for i € [n] using the knowledge of r; (W) and B,B*,A,,...,A,R.
Simulating le INl;‘ for j € [¢']. Itis not hard to compute W* € Z3**3 as

1

\ 1)
For all j € [q +q'], we sample F; — 72 and implicitly set

04
T | =wW)! ((_)d) =W’ ((_)d) )
~ r; T
. j j

j
Since the right-bottom 2d x 2d sub-matrix of W* is full-rank with overwhelming probability, both ¥; and
T, are distributed properly and % can simulate

j
7))
B | T BwWe T . (04
~ o~ T. T. B 7.
hjhj:gz ! =g, / :gz(’)
using the knowledge of B* and ;.

Simulating g; ; for j € [q],j’ € [q']. Algorithm 2 can simulate

04 04 04 04
B| S BW| S, BA; | 5 BAW| 8y
04 04 04 04

&, =& and 8 =&
for i € [n] using the knowledge of B,A,,...,A, and

0y
151,54

04 .
WI s; aq8q,j,i
0 ) 04
4 g

1 =&
Simulating the challenge. Define an additional matrix V € Z;‘“’l)x‘i of rank d as

a;

aq



For all j € [q], algorithm 28 samples ¥; « Zﬁ“ and implicitly set ?]T = E;FV. Algorithm 9 simulates

@151,5,i"

@dsd,j,j’

?jngyj"F?jJ’ _ bysyj o tbasq a1
1 =&
ays, bysy et bgSy i i1 +Sgeq i 475y
using the knowledge of{ T S St 4 and outputs e(glf ST 6.

Analysis. Observe that, if s;,,; 7 = 0, then the output challenge is distributed as T, where ¥; ; = 0; if
Sdt1,jj < Z;, then the output challenge is distributed as

£ (VS) jr+eqy154i15 )

sT T, T =
e(gy ,82) = e(ghgz)s“'r] -| e(gq, go ) artii Cani

which is identical to T; where ¥, ;s := 54,1 ;, J/e 4+11; (in the box) is uniformly distributed over Z,. Therefore

we may conclude that Adv)(k,q,q’,q") < Advg L qq”)'u“i“(k). O

Corollary 4 (d-Lin = ND) For any p.p.t. adversary .o/, there exists an adversary 98 such that
AdVD(k,q,q,q") < AdvH (k) +1/(p — 1),

and Time( %) ~ Time(.«/) + (qq” + q')d? - poly(k, n) where poly(k,n) is independent of Time(.o/).

7 Fine-Tuning Extended Nested Dual System Groups from Section 3

In this section, we begin our work on exploring more efficient instantiation of ENDSG leading to more
efficient IBE. Our fine-tuning is based on the ENDSG shown in Section 3 equipped with computational non-
degeneracy defined in Section 6. We show in Appendix C that the ENDSG after fine-tuning tightly implies an
IBE in MIMC setting by showing the construction and the sketch of the proof.

Syntax. The fine-tuned ENDSG consists of eight p.p.t. algorithms defined as follows:

— SampP(1%,n): Output (1) pp containing (a) group description (G,H,G;) and an admissible bilinear
map e: G xH — Gyp; (b) an efficient linear map u defined on H; (c) an efficient sampler for H and
Zoraqmy» Tespectively; (d) public parameters for SampG; (2) np contalnmg parameters for SampH; (3) sp

containing secret parameters for m SampgG, m and SampH
- SampGT: Im(u) — Gy.
- SampG(pp): Output g = (g¢, &1,--->&n) € G"L.
— SampH(pp, 1p): Output h = (hg,hy,...,h,) € HL.

— SampG(ee, sp): Output § = (8o, &1y -, &) € G

— SampG(pp, sp): Output § = (go, &1,---,8n) € G,

— SampH (pp, sp): Output/ﬁ* € H.

— SampH (pp, sp): Output?z* € H.

Correctness and Security. For all k,n € Z* and all (pp, p, sp) € [SampP(1%,n)], the projective, associative,
orthogonality, and H-subgroup requirement are identical to those defined in Section 3.

(Left subgroup indistinguishability 1 (LS1).) For any p.p.t. adversary ./, the following advantage function
is negligible in k,
AV (k,q,¢) = [Pr[.#/ (D, Tp) = 1] = Pr[./(D, T;) = 11},

D:= (PP’ {hf}je[qq)’ To:= {8}y, T1i= {gj' 88 }
Jeldl

and g; < SampG(pp), g; < STmp\G(PP, sp), §; < SampG(pp, sp), and h; <~ SampH(pp, up).

where
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(Left subgroup indistinguishability 2 (LS2).) For any p.p.t. adversary ./, the following advantage function
is negligible in k,
Adv'52(k,q,q') == [Pr[./ (D, Ty) = 1] = Pr[./(D, T}) = 1]

D= (Pp’ {le 'ﬁ;}je[qw’] ’ {g;' 88 }J‘e[q] by }J‘e[q’l) ’

Ty = {gj '.gj}jdq] = {gf ’ gj}ie[‘ﬂ ’

and’ﬁjf — SampH*(Pp, SP), 713‘ — SampH*(PP, sp), g; < SampG(pp), §; — W(PP, Sp), E’J < SampG(pp, sp),

>

where

g; < SampG(pp), g; «— W(PP, sp), §; < SampG(pp, sp), and h; <~ SampH(pp, 1p).

(Left subgroup indistinguishability 3 (LS3).) For any p.p.t. adversary ./, the following advantage function
is negligible in k,
Adv'5(k,q,q") == [Pr[./ (D, Ty) = 1] = Pr[.e/(D, Ty) = 1]

D= (PP’ {le 'E;}je[qw'] ’ {g; 'E;}je[q] ’ {hj}je[q/]) ’
Ty := {gj ‘g '}je[qJ’ T = {g 'gf}fetql’

and’ﬁjf — W*(PP, SP), ﬂj‘ — SampH*(PP, SP), g; «— SampG(prp), §;. < SampG(pp, sp), g; < SampG(pp),

>

where

g — m(PP, sp), g; < SampG(pp, sp), and h; <~ SampH(pp, up).

(Nested-hiding indistinguishability (NH).) For all n € [|n/2]] and any p.p.t. adversary .</, the following
advantage function is negligible in k,

AdVY P (k,q,q") := |Pr[.e/(D, Ty) = 1] — Pr[ (D, T;) = 1]

>

where

b:= (PP’ {Hj }je[q+q’] ? {le }je[q+q’] ’ {(gj)_(zn_l)}je[q] g {(gj)_zn }J‘E[q] ’ {h;}je[q/]) ’

Ty := {hf }je[q/] o Tie= {hj ‘ (h§*)e2"’1 ‘(hj*)ez” }jEEq’]

and /ﬁj — SampH*(PP, SP), Tz}‘ — SampH*(PP, SP), §j < STmp\G(PP, sp), g; < SampG(pp,sp), h; «

SampH(pp, up), /flj* — STmp\H*(PP,SP), ?l}‘* — SampH*(PP, sp), and h;. «— SampH(pp, Hr). We further
define O
AdvM(k,q,q)) ;= max {Adv . "(k,q,q)}.
o (k,4,9°) né[ln/ZJ]{ @ ( qq)}

(Computational non-degeneracy (ND).) For any p.p.t. adversary .«/, the following advantage function is
negligible in k,
AdVY)(k,q,q’,q") == |Pr[.#/(D, T) = 1] — Pr[./(D, Ty) = 1]

>

where
p— A*,N* . A..,-N.q
D - (PP) {h] h]’ h]}Je[q/J bl {g],} g],] }Je[q],Jle[q//]) b

N N - R -={R. ., .
TO R {e(go,],] gO,],] ,h} h] )}je[q],j’E[q”] ) Tl {R],] }jE[q],j’G[q”]

and ﬁ}‘ «— SampH (pp, sp), ?13‘ < SampH (pp,sp), h; < SampH(pp, Hp), /ﬁj* «— SampH (pp, sp), ?13‘* —

* - = ~ ~ ~ ~
SampH (pp,sp), g/ = (go’j’j/,gl’j’j/,...,gn’j’j/) < SampG(pp, sp), g; = (go’j’j,,gl’j’j,,...,gn’j’j,) —

SampG(pp, sp), and R; ; < Gr.

8 Instantiating ENDSG from d-Linear Assumption with Auxiliary Input
The section present an instantiation of fine-tuned ENDSG in Section 7 using prime-order bilinear groups.

This yields an almost-tight IBE in MIMC setting using prime-order bilinear groups following the generic con-
struction shown in Appendix C. We describe this IBE and its variants in Section 9.
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8.1 d-Linear Assumption with Auxiliary Input

We assume a prime-order bilinear group generator GrpGen(1¥) as defined in Section 4, which takes security
parameter 1% as input and outputs group description ¢ := (p, Gy, G,, Gy,e). The d-linear assumption in G,
with auxiliary input in G, (d-LinAl) is defined as follows, the analogous assumption in G, can be defined by
exchanging the role of G; and G,. We prove the assumption holds in the generic model [Sho97] in Section A.4.
Note that we always let d be an even positive integer.

Assumption 3 (d-Linear Assumption in G; with Auxiliary Input in G,) For any p.p.t. adversary ./, the fol-
lowing advantage function is negligible in k,

>

Advii;inAI(k) = |Pr[d(D,AUX, To) = 1] = Pr[.«/(D,Aux, T;) = 1]

where
dg+1 0151 a4Sd

D := ((g,gljg25g;11,..-,g;ld,g1 ,gl ""’gl )
AUX = (g;aflad+1’.”’gzad_/lzadﬂ’gg)

a Syt tsg)H s
T = Agy1(s7++sq) T, = an(s @)
0-— gl > 41— gl

— k —
and 4 := (p, Gy, Gy, Gy, e) < GrpGen(1%), sy,...,84 < Zp, ay,...,0q,Aq41,54+1 < Z; and a :=a; -+ aq/s.
As we have done in Section 4, we also define an natural extension of the above assumption, i.e., (d, £, q)-

Lifted Linear Assumption in Gy with Auxiliary Input in G, ((d, £, q)-LLinAlI). The relation between them is shown
in Lemma 11. We point out that this assumption implies the (d, ¢, ¢)-LLin assumption.

Assumption 4 ((d, ¢, g)-Lifted Linear Assumption in G; with Auxiliary Input in G,) For any p.p.t. adver-
sary o, the following advantage function is negligible in k,

>

AdvIEDHN () = |Pr o7 (D, Aux, To) = 1] — Pr[.e/ (D, Aux, Ty) = 1]

where

L a a b assyj agsq,
D= (%’gl’gz’gll"”’gld’{gl/}ie[z]je[d]’ g1 8 j}je[q])’

AUX 1= ({ aa].’lbl-y}} a)
' 82 ieteljetasn’ o2

T, = {gbi,lsl,j+"'+bi,d5d,j} T, = gbi’lsl’j+‘..+bi’d5d’j+
0-— . . 1-—
ielt],jelq]’ ! S
r >JELq

1

and 9 := (p,G,, G, Gy, e) «— GrpGen(1%), a;, ..., a,, b;; < Z;, a:=ay g/ S1js--+>Sd; < Lps Sa+i,j < Z;.

Lemma 11 (d-LinAI = (d, {,q)-LLinAI) For any p.p.t. adversary ., there exists an adversary 9 such that
Adv SOy < g AdvEIAL () +1/(p - 1),

and Time( %) ~ Time(.«/) + £2d - poly(k) where poly(k) is independent of Time(.</).

Proof. The proof is similar to that for Lemma 1. We first prove that, for any p.p.t. adversary ./, there exists
an adversary % with Time(%) ~ Time(./) + £d - poly(k) such that

AdVEQd/é’l)-LLmAI(k) S Ath;LmAI(k)

We can deduce the lemma by applying the idea of Lemma 1 in [EHK'13].
We now give the proof of the claim. For simplicity, we discard the subscript j related to parameter ¢ when
considering (d, £, 1)-LLinAl Given a d-LinAl problem instance

1 -1
Qg1 a1 agsq Ay gy a544+1 ¢ ‘ld+1(51+"'+5d)+5d+1)

(glygz,vg‘lll)"'xgllldygl ;gl 1"':g1 1g2 )"'1g2 )g2)g1

as input where s, ; are either O or uniformly chosen from Z;, adversary 9 works as follows:

Simulating a,,...,a4 and s4,...,s;. Set q; := q; and implicitly define s; :=s; for all i € [d].
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Simulating gf‘”j fori €[], j€[d]. Sample y;,6;; < Z, foralli € [(] and j € [d] and simulate

st ) ()"

Simulating Aux. Algorithm 98 can simulate g directly. Observe that, for all i € [{],j € [d/2], we have

-1

-1 _ -1 —
aaj bi,j = aaj (Yiad-l-l + 6i)jaj) = '}’iaa] Agy1 + 5i,ja.

Therefore we can simulate ;
aalb; ; aaila i 5,
i bij i Ad+1 a) %ij
g = (gz ) (83)™.

Simulating the Challenge. Similar to Lemma 11, we can simulate the challenge as

biisitFbigsatsari . [ aqii(sptotsg)tsaen ) a5, %01 agsg\ Oid
1 =& “\81 & .

Note that Aux is simulated perfectly and also reveal no information on y;. Therefore we have prove the claim

following the analysis of Lemma 1.

8.2 Construction

The construction is based on Okamoto and Takashima’s DPVS [OTO08, OT09, LOST10] and Chen, Gay and
Wee’s new method for randomizing the basis [CGW15]. We let 7 (+), my(-), and 7g(-) be functions mapping
from a 2d x 2d matrix to its left-most d columns, the next d/2 columns, and the right-most d/2 columns,
respectively. Note that we always consider d as an even positive integer. Algorithms of the fine-tuned ENDSG are

shown as follows.

- SampP(1%,n): Generate (p,G,,G,,Gr,e) < GrpGen(1¥) and define (G, H, Gy, e) := (G, G, Gy, e).

Sample D « GL,4(Z,) and set D* := (D). Define

A=m (D), A=myD), A=mny(D);
B

B = 1, (D*), =ny(D*),  B=my(D");

Define ,u(gé‘) = e(gf, gé‘) =e(gy, gz)ATk forallk e Zid. Sample W;,..., W, « ZEdXZd and output

T T
L . A W/A w'a
PP T (p)G’H:GT:e)M:gl:gll :""gln
L B _W;B W,B
HP = (gz,gzl,...,gz")
~ ~ TA TA
8 A W/A W'A
sp = 8 &> & 5 - &1
T 8 i W/A W'A :
g2’ gl’ g1 L] gl

We assume pp always contains G, H, Gy, e, u.
- SampGT(gh): Sample s « Zg and output g;Tp € Gy.
T T
— SampG(pp): Sample s « Zg and output (gfs, g‘llv1 Ao g;N"AS) € (G2,
W, Br WnBl‘) e (GZd)n-H
2 .

— SampH(pp, HP): Sample r — Zg and output (g];r, & .8

= = ~ TAS TAS
— SampG(pp, sp): Sample s « Zﬁ/z and output (gi‘s, g‘llv1 ~o g;N“AS) € (G2,

~ TR< TRe
— SampG(pp, sp): Sample § «— Zg/z and output (g{‘s, g;Nl ~ o g;N”AS) € (G2,
- Sa/mm (pp, sP): Sample T «— Zg/z and output gf? €G¥.

— SampH (pp,sp): Sample T «— Z‘;/Z and output g;gF €GX.
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Correctness and Security. We may check several correctness and security properties as follows:

(Projective.) Forallk € Zid and all s € Zﬁ, we have that
SampGT(u(gX);s) = e(g1,82)° A = e(gy, £,) ™ ¥ = e(g, gX) = e(SampGy(P; ), gX).

(Associative.) For all s € Zﬁ and allr e Zﬁ, we have that

)sTATWlBr )(w As) Br _

e(gl :82 )=e(81,82 =e(g1,82 e(gl ,82 "), Viel[n].

~ o~ o~

(Orthogonality.) For all%,T,5,5 € Zz/ 2 we check that

1. (g8 = e(g1, 8. B = e(gy, g5) %" = (1,...,1)T € G&;
2. u(gf) = e(gy, &) =e(gy, g)% T = (1,...,1)T € GI;
3. e(g, g5 = e(gy, 0° A B = (g3, g)° Nl =1 ;
4. e(gl ,gzr) =e(g1,8,)° N B = e(gy, g,)° Qe = 1g,

(H-subgroup.) This follows from the fact that Zg (for algorithm SampH) and Zi/ 2 (for algorithm SampH*

and SampH ) are additive groups.

We check the remaining security properties (LS1, LS2, LS3, NH and ND) in the following subsections. We
prove LS2 and LS3 property under the (d,{,q)-LLinAl assumption, while others are still proven under the
(d, £, q)-LLin assumption which is further implied by the (d, £, q)-LLinAI assumption.

8.3 Left subgroup indistinguishability 1

We may rewrite the LS1 advantage function AdeSl(k q,q’) as follows:

AdVS!(k,q,q') := [Pr[.a/ (D, To) = 1] = Pr[./(D, ;) = 1]},

where
D= (PP, {h jelq ) Ty := {gj}]e[q], : {g] gj .§j }
jelq]
and
WA WA
PP = (gi\>g]1 > )gl );
Br; W, Br; W, Br;
h] = (g2]’g21 J;"': 2 J)J
As; W] As; W) As;
gj = gl ’gl "":gl 5
~ o~ As;+AS;+AS; W] (As;+AS;+AS; W/ (As;+AS;+AS;
g],g],g] = (glJ ] J’gll( J J J),.”’gl ( J ] J));

forr;,s; — Z$ ands;,5; Zg/z.

Lemma 12 ((d, d, q)-LLin = LS1) For any p.p.t. adversary ./, there exists an adversary 9 such that
AdvISL(k, q,q") < AdviS PR (),

and Time( %) ~ Time(.«/) + (q + q’)d? - poly(k, n) where poly(k, n) is independent of Time(.<f).

Proof. Given an instance of (d,d, q)-LLin problem (i.e., set £ = d)

a8y J aqSq L)

b ; bi181,jt b 4Sq i TSd+ij
(gl’gZ’g;lly-”’g;ld’{glJ}l.je[d {g1 3. :gl }jG[q]’{ T e d+}}

ie[d],je[q])

as input where all s4; ; are either 0 or uniformly chosen from Z;, adversary 98 works as follows:
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Programming s;, S; and §; for j € [q]. Adversary 98 implicitly sets
T T - T
§; = (51,1’---’%1,1) » 85 = (Sd+1,j’---’33d/z,j) » 85 = (5(3d/2+1),j’---’52d,j) :

Programming D, D", W, -, W,. Define V € 22 as

(@ 3
aq
by biq 1
V= : :
bajp1 - bajpd 1
bajar11 ** bajetid 1
ba1 by 1)

Sample D — GLy4(Z,) and let D* := (D™!)". Define
D :=DV and D*:=D*V*.
Sample Wy,...,W, « Zid“d. Observe that D,D* and all W; for i € [n] are distributed properly.

Simulating pp. Algorithm 98 can simulate

DV Dy (V) w/A W/ 7, (DV) W] D7y (V)
gliX — g;fL( )= g1 (V) and gl — 81 L — g1 L

for i € [n] using the knowledge of gfL(V) and D,W,...,W,.

Simulating h; for j € [¢']. It is not hard to compute V* € Z24*** as

-1 -1 -1 -1 -1
[al —a, b1,1 o T4y bd/z,l —a, bd/2+1,1 e T4y bd,l\

-1 -1 -1 -1 -1
a; —4a, bl,d a4 bd/z,d —ay bd/2+1,d T4y bd,d

1
V=
1
1

1)

For all j € [q'], we sample F; < Zg and implicitly set

T
Since the upper d x d sub-matrix of 7; (V") is full-rank with overwhelming probability, all r; are dis-

tributed properly and 98 can simulate

Br; , (D*V)r; D¥rr (V¥)r; W,Br; W, 7t (D*V*)r; W, D* 7 (VF)r;
J o L J o L J i J o i’"L J o i L j
&y =8y =& and &2 — &2 =&

using the knowledge of D*, W, ..., W, and ;.
Simulating the challenge. Algorithm 9 computes the challenge

S
bv wDbv| §
As;+AS;+AS; W/ (As;+As;+A5;) 5;

4 g and g, 4

w) N
i

nl
RN,
S

IS,
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for i € [n] using the knowledge of D,Wj,..., W, as well as

151,

agqSq,j
bys1,j4+b1,4Sq+Sa+41,f

») @

2N

V .
( ) bg181,j+ - +bgaSq j+S2d )

81 =&

Analysis. Observe that if s;,; ; = 0, then's; =5; = 04/, and the output challenge is distributed as { g }je[q];

otherwise, if s4;; < Z,, then 5,5 « (Zl*))d/ 2 and the output challenge is distributed as {gj ‘g -§j}j€[q].
Therefore we may conclude that Adv];;l(k, q,9) < Adv(;;’d’q)‘mn(k). O

Corollary 5 (d-Lin = LS1) For any p.p.t. adversary ./, there exists an adversary 9 such that
Adv'S(k,q,q") < d - Adv"" (k) +1/(p — 1),
and Time(8) ~ Time(.&/) + (q + q")d? - poly(k, n) where poly(k, n) is independent of Time(./).

8.4 Left subgroup indistinguishability 2
We may rewrite the LS2 advantage function AdeSZ(k q,q’) as follows:

dv'$?(k,q,q") := |Prl./(D, To) = 1] — Pr[./(D, T;) = 1],

where
— Tx T N )
D= (Pp’{hf hf}je[qw] {gf & gl}je[q]’{hf}ieiq’l)’
To:= {gj"gi}‘ » = {gj'gj}je[q]
jelal
and
L A WA \TAD
PP = g]’gl L ’gl 5
Tx Tk o BrJ+Br}
h}-hj =
o~ As; +As’ WT As/+AS/+AS] W] (As|+As +A%/
g 88 = (g1 ( ),...,g1 (s 1));

Br; WlBr W,Br;\ |
g2 > 2 > ng >

81 5o 8

As;+AS; w (ASJ+AS) W (As;+A3))
g 35 8] 5

>

. As;+AS; +As WT(As +AS;+453)) W (As;+AS;+45;) )
888 =

)
l
NN

Lemma 13 ((d,d/ 2,q)-LLinAI = LS2) For any p.p.t. adversary </, there exists an adversary 98 such that
dvi7(k,q.q") < Advig PP ),

and Time( %) ~ Time(.«/) + (q + q’)d? - poly(k, n) where poly(k, n) is independent of Time(.<f).

Proof. Given an instance of (d,d/2,q)-LLinAl problem (i.e., set £ =d/2)

a$y,j aqSq,j

a a bi,;‘} , ,
(gl,gz,gl,...,gl,{gl ie[d/2],jeld]’ 81 o0& }je[q]’

along with auxiliary input

aa;'b; aag},bigs
Aux = {gzl gy .85 |, wherea=a;---ay),
ield/2]

{ bi,lsl,j+'"+bi,d5d,j+5d+i,j} )
i€[d/2],j€lq]

as input where all s4; ; are either 0 or uniformly chosen from Z;, adversary 9 works as follows:
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Programming s;, S; and §; for j € [q]. Sample §; < Zg/ 2. Adversary % implicitly sets

T L T - T
siz(Sj’sl,j""’s(d/Z)J) 7Sj=(S<d+1),j’---:s<sd/z),j) ’Sj=(5(d/2+1),j7---’5d,1) :

Programming D, D", Wy, -, W,,. Define V€ 2 as

(o \
1
a;
V:= ad/2
biy o bygp |1 bigpsr 0 big
bajp1 t bassdas 1 | bgjpdase1 *** bajag
Agq/2+1
\ aq }

Sample D — GLy4(Z,) and let D* := (D™!)". Define
D :=DV and D*:=D*V*.
Sample Wy,...,W, « Zidxz‘i. Observe that D,D* and all W; for i € [n] are distributed properly.
Simulating pp. Algorithm 98 can simulate

A T, (dV) —

W/ m, (DV) W/ D7 (V)
gl = gl =

D (V) wiA _
11TL and &1 =& &, 5

8
for i € [n] using the knowledge of gfL(V) and D,W,...,W,.

Simulating ﬁ;‘ ?z;‘ for j € [q+q']. Itis not hard to compute V* € Z2*** as

(1 A
1
a;’ —ay by, e —a; by,
-1 1 1,
. Qg | —pbrae 0 —gbapa
: 1
1
-1 -1 =
—Qgn i brap Qg bajaae | Qg
\ —ag'byg —a;"'bajaa a;' )

Observe that distribution {nM(V*)?j + nRr (VT 1 T, T Zg/ 2} is identical to {V*fj B Zi} where
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Vi e Zﬁdx‘i is defined as

= =T
_aal bl,l M _aal bd/2,1
— _1 .. —_— _1
G adgobi/2 ady ,bajaa2
= a
a

\ 1)

Algorithm 9 can simulate

~ o~ BF, +BF, D* (7 (VOE + 75 (VHE; D*V*E;
h;k"h;:gzj J:gz(M JTER J):g2 J

by sampling T; < Zg and using the knowledge of D* and g;_’*, i.e., AUX.

Simulating h; for j € [q']. For all j € [q'], we sample F; < Zg and implicitly set

T (VOr; = (;; ) .

Since the upper d X d sub-matrix of 7; (V") is full-rank with overwhelming probability, all r; are dis-
tributed properly and 2 can simulate

Br;  m(D"VH)r; D* 7 (V)r;

W, Br; W, 7t (D*V)r; W, D"t (V)r;
g =g, =g and g Br; im( )r}_g D (VF)r;

2 =& =&
using the knowledge of D*, W, ..., W, and r;.

Simulating g;, §; §; for j € [q]. Algorithm 98 can simulate

/
‘v( j W/ DV| §]
As’+AS +AS/ W/ (As/+AS’+A5") g
J J ] — t J J 17—
1 =& and g, =& >

7]
AL
7]
<

@

A
wl @
L

<

for i € [n] by sampling sg. — 74, /s\g,"s'; — Zz/z for all j € [q] and using the knowledge of g} and
D,Wi,...,W,.

Simulating the challenge. Algorithm 9 computes

)

for i € [n] using the knowledge of D,Wj,...,W, and

AN

S;

wDV| §

. e e

W/ (As;+A3;+45;) g 5
X =

DV
Asj+AS;+AS;
g1 - gl 1

and g
8
a;$y,j

Aq/25d/2,j
by1syj++byaSa j+Sar,j

baya,151,;+ " +Day2,484,+53d/2,5
aq/2+15(d/2+1),j
Sj
Sj agsq,;
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Analysis. Observe that if s;,; ; = 0, then's; = 04/, and the output challenge is distributed as {gj ‘g; }je[q];

in the other case, if s4; j < Z:, then's; « (Z;*7 )%/2 and the output challenge is distributed as {g]- ‘8" g ielal”
Therefore we may conclude that Advlﬁz(k, q,9) < Adv(;;’d/ 2’q)'LLm’“(k). O

Corollary 6 (d-LLinAI = LS2) For any p.p.t. adversary ./, there exists an adversary 9 such that
AdVS2(k,q,q") < d/2 - AdVERNI() + 1/(p — 1),

and Time(8) ~ Time(.&/) + (q + q")d? - poly(k, n) where poly(k, n) is independent of Time(./).

8.5 Left subgroup indistinguishability 3

We may rewrite the LS3 advantage function Advlj,s(k, q,q’) as follows:

Adv'$3(k,q,q") := [Pr[.o/(D, To) = 1] - Pr[.&/(D, T;) = 1],

where
. Tk T ’ s ]
b= (Pp’{hf hf}je[q+q'1’{gf gf}je[q]’{hf}fe[q’l)’
0= gg} , T == g§ )
(o8 8]}  ne=lsalg
and
_ A WA WIA
PP —_ gl,gl P ;gl 7
Tk "“‘* . Br]+Br}
hJ hj =
;o As +As’ WT (as+As;) w (asj+45)) |
gjg] T ERRRER-Y| >
W, Br; W, Br;
by = (gz &™)
£ 88 = ( As;+AS;+AS; WT(ASJ+AS +A5;) gwj(AsJ+K§j+K§]))‘
J J J 3000587 5
—~ As;+A As;+AS W (As;+AS;
g8 = (glj Sj,g11( J), g (as; 1));

~ ~ N ~ ~

for ,,7;,5,,8,% <—Zd/2 and r;,s;, s <—Zd

Lemma 14 ((d,d/2,q)-LLinAl = LS3) For any p.p.t. adversary .o, there exists an adversary 98 such that
AdVER (K, g, q") < Advig /2O gy,

and Time( %) ~ Time(.«/) + (q + q’)d? - poly(k, n) where poly(k, n) is independent of Time(.<f).

Proof. The proof is similar to that for Lemma 13. Given an instance of (d, d/2,q)-LLinAlI problem

a;8y,j agqSq,j

a ag b,-,j}
(gl’gZ’gl :-~-’g1 ’{gl ie[d/z],je[d]’ g1 LR ’g1 }jE[q]’

along with auxiliary input

aa;lb; aay},bi a2
Aux = {gzl gy ,85 |, wherea=a;---ag,
ie[d/2]

{ b,vylslyj+---+b,-ydsd,j+sd+,-yj} )
i€[d/2].j€lq]

as input where all s4; ; are either O or uniformly chosen from Z;, adversary 9 behaves as in the proof of
Lemma 13 with the differences that:

Programming s;, s; and s; for j € [q]. Sample §; < Zﬁ/ 2, Adversary % implicitly sets

J’]

T T . T
§; = (Sj,Sl,j,---,Sd/z,j) > 85 = (Sd/2+1,j: . de) (Sd+1]: . ,S3d/2,j) .
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Programming V. Define matrix V € Z2** as

(1 \
1
a
V:= /2
Agq/2+1
aq

bii 0 bigp | brgpn 0 big |1

\ baja1 0 bajaas | bajzde+r 0 bajad 1}

Algorithm % may program D,D* and Wy,...,W,, then simulate pp, {’ﬁj le}, {g; §;} , {hj} as well as the
challenge by the strategies used in the proof of Lemma 13. O

Corollary 7 (d-LinAl = LS3) For any p.p.t. adversary .«f, there exists an adversary 9% such that
Adv'3(k,q,q)) <d/2- Adv ™ (k) +1/(p — 1),

and Time( %) ~ Time(.«/) + (q + q’)d? - poly(k, n) where poly(k, n) is independent of Time(.</).

8.6 Nested-hiding indistinguishability
We may rewrite the NH advantage function Advﬁi(n)(k, q,q") for all ) € [[n/2]] as follows:

>

AV P (k,q,q") := |Pr[.#/(D, Ty) = 1] — Pr[ (D, T;) = 1]

W,,_1Br;+Bf; Wy, Br;+BF W, Br;
&y > 8o 5000589 >89 500089 >

where
-—_ A* N* g g j
D= (PP’ {hj}je[th/] ’ {hf}je[q+q/] ’ {(gi)—(zn—l)}je[q] ’ {(gf)"m }je[q] -Ab }je[q/]) ’
= {h, = [h, - (fyee - (e
Ty : {hl}je[q/]: T, : {hl (hl )% (hJ ) Tl}jé[q’]
and
WTA WA

PP = (g‘f‘,gll ,..-,gln ):

R BF. ~ BY,

hj = gzl: hj '_gZJ;

R A WTAs WA,

8 = (gl L& a8 J)’

I A5 WA W, A5

& = |& & & ’

Br, W,Br, W, Br/
h; — (gzj, 21 }’ .8, ’),

for¥,7,S,,S;

2o ]’r'

Jj>

Lemma 15 ((d,d, d)-LLin = NH) Forany n € [|n/2]] and for any p.p.t. adversary .«/, there exists an adversary
A such that )
AV (k,q,q) < Advig D K),

and Time( %) ~ Time(.«/) + (q + q’)d? - poly(k, n) where poly(k, n) is independent of Time(.<f).
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Proof. Given an instance of (d,d, d)-LLin problem (on G,)

a, ag { bi,;} ayry adrd,j} { bi,1r1,j+"'+bi,4rd,j+rd+i,j}
(gl:gZ:gz 7---;82 > g2 i,jE[d]’ g2 :"';gz jE[d]’ gz i,jE[d] 5

where all ry,; ; are either O or uniformly chosen from Z;, adversary 9 works as follows:

Generating q’ tuples. Algorithm 93 runs the algorithm described in Lemma 6 on the input ¢, group G,, and
the (d, d, d)-LLin instance, and obtains

(3% ¢7) and {(gé’kgsz")}je[q,]-

Recall that V,Z € Z4*¢ and t;,7; € Z]. Then sample ¢’ additional tuples

t} Vt;.
{(&a")},
j€lq’]

where t’ is randomly distributed over Zﬁ using (g}'z, gzz)
Programming D,D* and Wy, ..., W,.. Algorithm 98 samples (D,D*) < GLy;(%Z,) such that D'D* =1I. Sample
Wi, Wog 19, Wy, Woy s Wog gy g -, W, Zﬁd“d and implicitly set
Wy =Wy, 1 + (ﬁ ‘Ozdx(d/z)) (V|0dxd) and Wy, =Wy, + (Ozdx(d/z)l E) (V)ded)
We note that the resulting W, ; and W, are uniformly distributed over Zﬁdxz‘i.
Programming pp. Algorithm %8 can simulate

(D) w/A W/ (D)
gr=g" and g =g "

fori € [n]\ {2n — 1,2n} using the knowledge of D and Wy, ..., Wy, 5, Wy, .1,...,W,. Observe that

w!l A = w! A+(VT) B A=W/ A
-1 -1 O4xd ) \ Ogd/2)x2d =177
. v’ 0 .
T _ T (d/2)x2d T
W,A = W, A+ (ded) ( £4 )A—WZHA,

following the fact that BTA=BTA = 0(4/2)xq- Hence % can also simulate

and ngTnA _ gv’v}nnL(D)

w;;—lA _ V_V;nilﬂL(D)
=8 1 1

1 1

just using the knowledge of W,, _;, W,, and D.

Simulating ﬁj‘ and ﬂj‘ for j € [q +q’]. Algorithm 9 can simulate

~ BY, D*)F, ~ B¥, D*)F,
=g =g adE=g =g
by sampling ’r\;,'f; — Zg/ 2 and using the knowledge of D*.
Simulating (g;)_(2,-1) for j € [q]. Algorithm 28 can simulate
s, 3 TAs. T 2 (D)5
gi\s} _ g;rM(D)s] and g\lNl As; _ g;Nl v (DJS;

for i € [n]\ {2n — 1,20} by sampling 5; < Zg/z and using the knowledge of D and Wy,...,W,,_,,
Wyt15- -+ Wy, Observe that

~ v’ 0 o~
TR _wT (d/2)x2d _ T
W, A=W, A+ (ded) ( £ ) A=W, A,
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from the fact that BTA = 0(4/2)x(d/2)- Therefore the algorithm 28 can simulate

T e ~T RS T <
W,,As; _ gWZnAsj _ WMTEM(D)SJ-

81 =& =&

~

using the knowledge of V_\l217 and D as well as's; we have picked. We note that algorithm % can not

" since

WT
20—
compute g,

W, A=W, &+ Vi ) ( B! )K:WT A+ ( Vi ) (s
-1 -1 O4xa /) \ Owa/2)x2d 2n-1 04xd ) \Oca/2)x(d/2)
which contains the upper d/2 rows of secret matrix V.
Simulating (g;)_,, for j € [q]. The simulation strategy is similar to the above. In particular, algorithm %
can simulate

As, mr(D)5; W]/ AS; W] 7z (D)3;
g =g  and g =g

for i € [n]\ {2n — 1,2n} by sampling §; « Zg/z and using the knowledge of D and Wy,...,W,, ,,
Wy 415+ -, W, Observe that

T i_wT X \'A B' X _wl %
W A=W! A+ A=W A
-1 -1 (ded) 0(4/2)x2d -1

from the fact that BTA = 0(4/2)x(d/2)- Therefore the algorithm 28 can simulate

T Ax ST A% T ~
WopaAAsj Wy A8 Wy R (D)S;
81 =& =8

using the knowledge of V_Vzn—1 and D as well as s; we have picked. We note that algorithm 98 can not
W;]KEJ. :
compute g, since

Wl A= WT A+ ( v’ ) Otajzxad | X — WT & + ( V' ) (O(d/z)xw/z))
29 21 0,4 B' 2n 0dxd ) \ Las2yx(a/2)

which contains the lower d /2 rows of secret matrix V.

Simulating h;. forall j€[q’']. Let T := §§71 where B and B are the upper and lower d x d sub-matrix of
B. Because B = m;(D") is sampled by the simulator, it can efficiently compute the matrix T. Since the
sub-matrix B is full-rank with overwhelming probability, we may implicitly sample

t,
2
Brj = (Tt’.) .
j
In such a case, algorithm 98 can simulate

J J
g wl b
Br’ Tt;. W,BY/, ! Tt;.

g2]=g2 and gzi jzgz

forie [n]\{2n—1,2n} using g;j and the knowledge of T, Wy, ..., Wy, 5, W5, ,...,W,,. Observe that
t. t, t,
Wb, = W (g0 ) (Bl0sncrn) (VIouee) () = Wares (g ) + (Bloseam) v
j j j

/ / /
Wanr; == Wzn (,It.i’:/) + (OZCI X(d/2)| ﬁ) (V |0d><d ) (,It,::/) = Wzn (,It.i’:/) + (OZCI X(d/2)| ﬁ) Vt;
J J J

Therefore algorithm 98 can simulate

A t; n ’ A t;' 51 /
W, 1BY, Wapa T, +(B|02dxa2 VY, W, B/ Wy TY, +( 020x(a/2) [B)VE]
8, =& and &5 =8

vVt - - ~
using (gzj, g;’t)) and the knowledge of Wy, _;,W,, and D* which is used to derive B,B and T.
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Simulating the challenge. The challenge is produced following the method for simulating h; but using tuples

. 4 A
{ (g;, g;/t’ﬂ’) } instead of { (g;, gzt’) } . In particular, we implicitly set
jelq’] jelq’]

t.
L= J
BrJ (th) .

Following the above observation, algorithm 9 can simulate

() ()
Brj _ th Br; t th

W;
=8 and 8- ’ =8

fori e [n]\ {2n — 1,21} using g;j and the knowledge of T, Wy, ..., Wy, 5, W, ,4,...,W,, and simulate

_ t; —~ _ t; ~
W,,_;Br;+BF; Wap-1 (Tij)+(3|02dx(dm )(vtj+7;) W, Br;+BF; Way (T@)*( Oaaxarn|B) (Vtj+7;)
2 =g, and g, =g,

using (g;j , thj M ) and the knowledge of Wy, ;, W5, and D* which is used to derive B, B and T.

5,

(?j "
when simulating the challenge. Therefore, if r4,; ; = 0, then 7; = 04 and the output challenge has the same
distribution as {hj }je[q,]; on the other hand, if rq;; < Z*, then 7; « (Z* )4 and the output challenge is

Analysis. Observe that, we implicitly set

distributed as {hj . (ﬂ;f*)eznfl . (71?*)% }j i . We may conclude that AvaH(n)(k,q,q’) < Adv(;’d’d)'LLin(k). O
Corollary 8 (d-Lin = NH) For any p.p.t. adversary .«/, there exists an adversary 9 such that
AdvNH(k,q,q") < d - AdvEHR (k) +1/(p - 1),
and Time( %) ~ Time(.«/) + (q + q’)d? - poly(k, n) where poly(k, n) is independent of Time(.<f).
8.7 Computational Non-degeneracy

We may rewrite the ND advantage function as:

AP (k,q,q',9") :=|Pr[./(D, T,) = 1] — Pr[./(D, T;) = 1],

where
= A* ‘N* . A. . -N. .
b= (Pp’{hf i, by }je[q'J’{gJ’J' gl’f’}je[q],j’e[q’q)’
0: 80,j,j' * 80,j, o
2 P12 ) jelqlielgl’
T, := {e(§ RS )R }
: 0,j.i' * 80,j, Gl .
] P12 J 1) jelql.j’elq”]
and
L A WA WA |
PP T g1:g1 ;-”’gl )
~, ~ BT, +BY,
* * .— J J.
hj hj = g ;
Br; W, Br; W, Br:
.— J 1D%j nBLj )
h; = (gz 285 rees 8o ),
~ ~ '_ AS; 485, W] (AS; /+AS; ;) W (BS; +A3; )
8 & = (& » 81 e 8 ;
(5
—~ ~ Tk Tk L /+As i Br +BT PSRN CHZC )( )
e(8o, " 8oy -H;) = e( & 8 )= e(gl:gz) E ;
Rjy = e(g1,8)";

/2 d =
for T, r),rj,s”/,r],s”/,rj <—Z ) T <—Z and vj jy < Z,.
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Lemma 16 ((d,1,qq”)-LLin = ND) For any p.p.t adversary .o/, there exists an adversary 98 such that
AdVY(k,q,q',q") < Advig MM ),
and Time( ) ~ Time(.«) + (qq” + q')d? - poly(k, n) where poly(k,n) is independent of Time(.«/).

Proof. The proof follows the main idea of that of Lemma 10. Given an instance of (d, 1,qq"”)-LLin problem

a ay bi} a8y ;5 adsd’jjj/} { blsl,],j'+'"+bdsd,j,j/+sd+1,j,j’}
(gl,gz,gl a8 ’{gl ie[d]’ 81 81 jelalielg’1’ 181 jelql,j’elqd’]

as input where all 54, ; i are either 0 or uniformly chosen from Z;, adversary 8 works as follows:

P ~ : y P N
Programming's; ; and s; ; for j € [q],j’ € [q"]. Adversary # implicitly sets
-~ T oand 50— T
Sj,j’ = (sl’j}j/,...,sd/z’j}j/) an sj,j’ = (Sd/2+1,j,j’1'"’sd,j,j’) .

Programming D,D*,W,,--- ,W,. We define U e ng x2d ¢

(0 \

a;

aq/2

Agq/2+1

k ag j

Sample D « GL,4(Z,) and let D* := (D™)". Define

D:=DU and D*:=D*U".
Sample Wy,...,W, « Zﬁdxz‘i. Observe that D,D* and all W; for i € [n] are distributed properly.
Simulating pp. Algorithm 98 can simulate

(DU) Dr, (U) w/A W/ m, (DU) W/ D, (U)
gr=g" =g v~ and g =g " =g "

for i € [n] using the knowledge of 7;(U) and D,W;,...,W,..

Simulating ﬁ;‘ 713‘ for j € [q’]. It is not hard to compute U* € Zﬁdxzd as

(1 )

U*:=

=
Ag/2+1

1
k a, }

For all j € [q'], we sample F; < Zﬁ and implicitly set

-1 [0
- ()
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Since the right-most d x d sub-matrix of U* is full-rank with overwhelming probability, both /17] and ?;
are distributed properly and 28 can simulate

(Od)

put| T _. (0,
B’V+Br b D7 &
h* h*_ =g, j =g, (r])

using the knowledge of D* and I

Simulating h; for all j € [¢']. Algorithm 2 may compute HP := (gz, wiB g;N ”B) where
D*U* D*r (U W;B W, (D*U* W, D*r; (U*
g2 g;CL( ) _ g2 m,(U) and g2 — gz . ( ) — g2 7., (U")

for i € [n] using the knowledge of D*, 7, (U*) and Wy, ..., W,,. This allows it to simulate h; by running
SampH(pp, Hp).

Simulating g; ; - g; » for j € [q],j’ € [q']. Algorithm 2 can simulate

04 04
DU| Sy w/DU| 87
AS. /+AS, S (AS /+AS /) s
1) 1 5] — JJ
81 =& and g, =&
using the knowledge of D,Wj, ..., W, and
04
0151)-‘4
Od I
U SU/
S. a8, : 4
J. _ d°d,j,j
&1 =8

Simulating the challenge. Define an additional matrix V of rank d as
a;
V= ". EZ(d+l)Xd.

ag L
bl bd

For all j € [q], algorithm 28 samples ¥; « Zd“ and implicitly set (rT r]T) = rTV Then 98 computes

@151,5,i

S J ags, i v
TEN| 2 47, d>d,j.j
( j f) 8, )T _ bysy e tbasy jrHast
81 =&
=T =T J5J
T .r ~ +Yi
. a+81 agSy ;i i bysy; +e+bgsy; is+s - (/ )(S/) B
using the knowledge of { g g g G and outputs e(g, ) ,82)-

Analysis. Observe that, if s, ; » = 0, then the output challenge is distributed as

() :
iVls GT,57)
e(g; ,82) =e(81,82) ( )

which is identical to T, where ¥; ; := 0; if 5447 j » < Z;, then the output challenge is distributed as

=T 5 7
CE ) )

e(g, ,82) =e(g1,82 ) i

—
S S e I
+| e(gy, go ) artii anti |

which is identical to T; where ¥ ;s 1= 54,1 ; ]/edT 4115; (in the box) is uniformly distributed over Z,. Therefore
we may conclude that Adv") (k,q,q’,q") < Adv(d Lag")Llin gy O

Corollary 9 (d-Lin = ND) For any p.p.t adversary <, there exists an adversary 98 such that
AdVYD(k,q,q',q") < Adv () +1/(p — 1),
and Time( %) ~ Time(./) + (qq” + q')d? - poly(k, n) where poly(k,n) is independent of Time(.o/).
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9 Concrete IBE from d-Linear Assumption with Auxiliary Input

This section present an concrete IBE scheme derived from our prime-order instantiation in Section 8 and
the generic construction in Appendix C which is an adaptation of Hofheinz et al.’s (c.f. Section B). Let GrpGen
be the bilinear group generator described in Section 4.1 and 7 (-) be the function mapping from a 2d x 2d
matrix to its left-most d columns.

— Param(1%,n): Run (p, G,, Gy, Gr,e) < GrpGen(1¥). Sample D — GL,4(Z,) and W,..., Wy, < Zﬁd”d,
and set D* := (D™1)T. Output

od 7,(D) \UEAW) ngTn“L(D)
@:=| PGLGLONE Trpd wme) | Wmo)
85 > &9 s e 8

— Setup(cr): Sample k < Zid and output

T T
MPK o= (p, G2, G2, Gy, esel(g1, 8" K, g™, g P, glNz“nL(D)) ;
MSK = (glz(’ g;EL(D*)’ g;NﬂfL(D*)’ o g;N2n7TL(D*)) .

- KeyGen(mpk, Msk,y): Lety = (¥1,-...,¥,) € {0,1}". Sample r «— Z§ and output

sty 1= (Ko = g, Ky o= gy et e RN
y P 0+ -— 2 5 1--— 2 .

— Enc(mrxk,x,M): Let x = (x1,...,x,) € {0,1}" and M € G;. Sample s « Zﬁ and output

T
CTy := (CO = g{[L(D)S’ C = gng—xpL +Wan_y,) ﬂL(D)S’ Cy = e(gl,gz)sTnL(D)Tk ) M) .

— Dec(mpk, sk, cT). Let sk = (K, K;) and cT = (Cy, C;, C,). Output M := C, - e(Cy1,K,)/e(Cy, Ky)-

One may argue that the d-LinAl assumption is not standard and quite complex. We show that, when setting
d = 2, we obtain the following concrete assumption.

Assumption 5 (2-LinAI) For any p.p.t. adversary ./, the following advantage function is negligible in k,

Adv ™ (k) := [Pr[./ (D, Aux, Tg) = 1] — Pr[.e/(D, Aux, T;) = 1]

>

where
—— a; 42 43 0151 oSy —— a 0
D:= ((g;gl)gZ:g] agl ’gl Jg] :g] ): Aux ;= (gz )gz )

TO = g(113(sl+52)’ T1 = g‘113(51+52)+53

and 9 := (p, Gy, Gy, Gy, e) < GrpGen(1¥) and s1,s, < Zy, a1,a5,03,53 < Z:.

It is easy to verify that this special instantiation is implied by the External Decision Linear Assumption [ACD"12]
(c.f. Appendix A.2). Motivated by this observation, we remark that we may build the above IBE system using
symmetric bilinear pairings and base the security on the well-known and standard Decisional Linear Assump-
tion (c.f. Appendix A.3), where G; = G, and auxiliary input Aux in G, is automatically revealed to the
adversary.
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A More about Bilinear Groups and Related Assumptions

A.1 d-Lifted Linear Assumption [JR14]

We assume a prime-order (asymmetric) bilinear group generator GrpGen(1%) taking security parameter 1
as input and outputting ¥ := (p, G1, G5, Gy, e). We state the d-Lifted Linear Assumption in G; as follows, the
analogous assumption in G, can be defined by exchanging the role of G; and G,.

Assumption 6 (d-Lifted Linear Assumption in G;) For any p.p.t. adversary ., the following advantage func-
tion is negligible in k,

>

Ad\/i‘{Lin(k) = |Pr[£f(D, TO) =1]-Pr[(D, Tl) =1]

where
- a a; by by _ais; agsq
D .= ((gygl:g2’g1 ,~-"g1 :gl 7“"g1 ’gl :-~-9g1 )7

bys;+-+bgs +
bysy+-+bgsq e dd H

Ty := 8, , T := &,

and 4 := (p,G,, G, Gy, e) «— GrpGen(1%), a;,...,a4,by, -, by < Z;, 1500384 < L, Sqq1 < Z;.

A.2 External Decision Linear Assumption [ACD"12]

We assume a prime-order (asymmetric) bilinear group generator GrpGen(1%) taking security parameter 1
as input and outputting ¥ := (p,G;, Gy, Gr,e). We state the external decisional linear assumption in G; as
follows, the analogous assumption in G, can be defined by exchanging the role of G; and G,.

Assumption 7 (External Decision Linear Assumption in G;) For any p.p.t. adversary .o, the following ad-
vantage function is negligible in k,

AdvPUN(k) == |Pr[./(D, To) = 1] - Pr[./(D, T;) = 1],

where
a;51 25

a ,8 a3 az(s1+s)4 s3
D= ((g;gbgz, 81:81-:81,81 & ), Ty = gils(slﬂz)’ T, =g .

a; _a a;$1 A2S2 1

as
89,89 :85:82 589
and % := (p, Gy, G, Gr,e) «— GrpGen(1¥), 51,5, «— Zy, and ay,ay,a3,53 — Z,,.

A.3 Symmetric Bilinear Groups and Decisional Linear Assumption

A prime-order symmetric bilinear group generator sGrpGen(1¥) takes security parameter 1 as input and
outputs ¥ := (p, G, Gy, e), where G and G; are finite cyclic groups of prime order p, ande: G X G — Gy is a
non-degenerated and efficiently computable bilinear map. We let g and g; := e(g, g) be a generator of G and
Gy, respectively. We state the decisional linear assumption as follows.

Assumption 8 (Decisional Linear Assumption) For any p.p.t. adversary ./, the following advantage function
is negligible in k,
Adv2N(k) == |Pr[./(D, To) = 1] = Pr[./(D, T;) = 1]

>

where
D= ((g’ g, gal’ gaz’ga3’galsljgazsz) , TO = ga3(51+52)’ Tl — ga3(sl+sz)+

and 9 :=(p,G,Gr,e) — sGrpGen(1*), 51,5, < Z, and a;,ay, 3,53 — 8

A.4 Generic Security for d-Linear Assumption with Auxiliary Input

This section shows that the d-linear assumption with auxiliary input defined in Section 8 holds in the
generic group model [Sho97]. In the model, each group element (in G;, G,, or Gy) is associated with an ar-
bitrary string with no structure, therefore equality of two elements can be detected by adversary .«f. However
group operations and pairing operations are done through respective oracles. We prove the following lemma
based on the proof for the DLIN assumption [BBS04].
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Lemma 17 (Generic Security for d-LinAl) Let .o/ be an algorithm that solves the d-linear problem with auxil-
iary input in the generic group model. Assume that &, &,, & are random encoding functions for Gy, Gy, Gr. If
o/ makes a total of at most q queries to the oracles computing the group action in G, G,, G and the bilinear
pairing e, then

p, &1(1), &1(ay),...,&1(aq), &1(agsq), 2
Pr|.o/ | &2(1), &x(a), éz(aal_lad+1),...,éz(aa(;/lzadﬂ), =b —% < (d/4+1)(q2—; 5d/2+6) )

&1(ass1),---,&1(agsq), &1(to), &1(t7)

where aq,...,04, 04415515 ---»Sd>Sd4+1 < Z;, a:=a;-+aq b {0,1}, t} 1= agq(s1 + - +54), and t1_ 1=

agpr(sy 4+ +54) +5441. (Note that aa; agy = a; -+ @;_1a;11 -+~ Ag2a44, for i € [d/2] actually contain no
inverse of element at all.)

Proof. We first describe an algorithm 98 answering .«/’s oracle queries. Algorithm 98 maintains three lists:
2= {(Fl,i’gl,i) e [71]}, L= {(FZ,th,i) e [Tz]}, Lr = {(FT,i’gT,i) e [TT]}:

where F, , € Z,[A;,...,A4,A441,515--->S4>S4+1> To, T1] and &, , € {0, 1}". Algorithm 28 proceeds as follows.

Initialize. Algorithm 93 sets

Fip:=1, F15:=Ay, ..., F1a41 = Ay, Frae = Ay,
Fy1=1, Fy5:=A1---Aqja, Fo3:=As - Agjohat15-- s Fad/aro = A1 Aqja—1hasis
Fia43 :=A1S1, -, F10a42 7= AqSas Fi2a43 = Tos Fi2a44 :=T1-

Set &, ; fori € [2d +4] and &, for i € [d/2+ 2] to be distinct strings from {0,1}". Send £, ; and &, to
adversary .. Welet 1, =2d +4, 7, =d/2+2,and 7 =0.

Group Operation. On input (§;;,&; j, Type) where i,j € [7,] and Type € {Mult,Div}, compute F; ; ,; :=
Fy; = F, ; according to parameter Type. If there exists k € [7,] such that F; ; ., = Fy, set & ; 4 :=
&1,x; otherwise, pick a new string (different from all existing &, ;) for &; ; ;. Return &, ; 1, to adver-
sary .o/, and update £ := £ U {(Fy ; 41,&1-,41)} and 7, := 7, + 1. We also answer query of form
(&2,i,&2,j, Type) for G, and (£, &1, Type) for Gy in the same way as above.

Pairing Operation. On input (&;;,&,;) where i € [1,] and j € [7,], compute Fr . ,; := Fy; - F,;. If there
exists k € [Tr] such that Fy . = Fry, set &7 11 := &1; otherwise, pick a new string (different from
all existing &) for £7 1. Return &, 4, to adversary ./, and update £y := £y U{(Fr; 41,8 7,,41)}
and 7p =71+ 1.

Finalize. When adversary ./ returns a bit b’, algorithm 98 samples a;,...,d4, Agi1, S1s--+>Sd> Sq41 —
Z;, b « {0,1} and assigns A; := a;,...,Aq = aq, Ags1 = Qgi1, S1 = S15---,Sq = Sq> Sgy1 =
Sav1s Ty i =aga(s1+---+5g), Trop :=ag1(sy+ - +54) +5q41-

We now argue that the last step of the simulation, i.e., assigning all arguments in polynomials, did not
violate the equality relation in our simulation. At first, we see that the assignments for T, and T; have
deviated from our simulation where both of them should be independent of other arguments. We may view,
from the polynomial-level, that Ty, :=A;,,(S;+ -+ Sg) and T;_p, :=Ag,1(S; + -+ Sq) + Sg41- Since Sy
appears nowhere else, the argument T,_, is still independent and won’t break the equality relation we have
established. It remains to investigate the other case.

We claim that T}, remains independent (from polynomial-level) even if it is now algebraically connected to
other arguments. By the (bi-)linearity, we just need to consider the initial elements in ¢, and all combination
(pairing) of initial elements in ¥, and .%,. Firstly, since A;,,S; never appears in ¢, adversary .o/ can not
derive T, from initial elements of £; (not including T itself) by group operations. In other word, it preserves
the equality relation in ;. Secondly, we observe that pairing T}, with initial elements in .%, results polynomials
with one of the following terms

Ag1Sd> A1 AqppAaSa, Av "'Ad/ZA?j.HSd/Ai’ iel[d/2].

To obtain these terms without T}, .o/ must ask pairing operation oracle with first parameter being & 54, (i.e.,
A;Sy) since this is the only terms with S;. However it will introduce an additional term A, into the result
because no element in %, can cancel it out through pairing. Therefore we can say the equality relation in %y
is also preserved.

Next, we see that our assignments for all polynomials may also violate the equality relation. In particular,
we consider the following events, denoted by Coll, there exist i, j such that
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- Fii(ay,...,a4,8441,51, - +>5a:8441) = F1j(aq, ..., a4,a441,51, - - -»84,Sq41) but Fy ; # Fy ;; or
- Fyi(ay,...,a4,8441,51, - +>5a:844+1) = F j(aq,...,a4,a441,515+ - -»84,Sq41) but Fo; # Fy ;; or
- Fri(ay,...,Q4,0441,51, - +>84584+1) = Frj(ay, ..., 04,441,815+ -,84,84+1) but Fr; # Fr ;.

It is not hard to see that if the event occurs two different polynomials should be recognized as identical after
assignment. Since total degree of polynomials in %, is at most 2, and this parameter is at most d /2 and d/2+2
in ¥, and %y, respectively, the probability of the event is bounded as

Pr[Coll] < (Tl) ; + (72) a2 . (TT) d/2+2 _(d/4+1)(q+5d/2+6)

2 2)p \2) p p ’

following the Schwartz-Zippel Lemma.
We observe that if Coll did not occur, the simulation is perfect and the adversary .o/ can guess b correctly
with probability 1/2, since b is picked after .o/ have guessed it. Therefore we have

|Prl.e =b]—1/2| < |Pr[.« = b|Coll]Pr[Coll] + Pr[.« = b|=Coll] (1 — Pr[Coll]) — 1/2]
< |Pr[.« = b|Coll] Pr[Coll] — 1/2Pr[Coll]|
< |1/2Pr[Coll]| € (d/4+1)(q +5d/2 + 6)*/2p.
This proved the lemma. d

B IBE from Revised ENDSG in Section 3

We have claimed that our revised ENDSG (in Section 3) implies an almost-tight IBE in the multi-instance,
multi-ciphertext setting. Both construction and its security proof are nearly the same as those described
in [HKS15]. For completeness and reference, we present both the construction and the organization of its
proof in this section.

B.1 Construction
We assume the identity space is {0,1}" for some n € Z* and let n be system-level parameter sys.

Param(1X, n). Sample (pp, sp) < SampP(1%,2n) and output

GP = PP.

We assume that Gp also contains k and n.

Setup(cp). Sample Msk < H and output

MPK := (PP, u(Msk)) and Msk.

KeyGen(mpk, MSK,y). Lety = (y1,...,¥,) € {0,1}". Sample
(ho,hl, . "h2n) «— SampH(PP)

and output
SKy 1= (Ko :=hy, Ky :=MsK-hy_, ---h2n_yn) .

— Enc(mpk, %, M). Let X = (xq,...,Xx,) € {0,1}" and M € G;. Sample random coin s and compute
(80>815--+>82) < SampG(pp;s) and g « SampGT(u(msk);s).

Output
CTy := (Co =80, C1 =82y, """ 82n—x,» C2:= gr- M) .

Dec(mPpK, sk, cT). Let sk = (Ko, K;) and ct = (Cy, C;,C,). Output

) e(Cy,Ky)
2 e(CO:Kl).

48



Correctness. For any x = (x,...,Xx,) € {0,1}", one may check that

e(Cl,KO) e(gz_x1 e Zon—x s ho) . o
- - = (e(gg,MsK)) " = )
e(Co,Ky)  e(go,MSK-hy_ +-hyy_ ) (e(go ) (gT)

where the second equality follows the associative property, and the last one follows the projective property.

B.2 Security Proof

We just present here the main theorem and the sequence of games with definitions for various auxil-
iary algorithms and distributions. One may easily derive the detailed proofs according to Hofheinz et al.’s
proof [HKS15].

Theorem 1 Assuming an extended nested dual system group defined as Section 3, the IBE scheme shown above
is weak adaptively secure in the multi-instance, multi-ciphertext setting. More concretely, for any adversary .o/
making at most qi key extraction queries and at most q. challenge queries for pairwise distinct challenge identity
against at most A instances, there exist adversaries 9B,, %B,, and $B such that

Ade{E(k; A" dx-9c> 1) < Advlgll(k’ (Ic) +2n- Advgj(k: qc qK) +n- AdVN%I:(k’ qc qK) + Z_Q(k):

where maX;c[3) Time(%;) ~ Time(./) + (A + qc¢ +qx) - poly(k, n) and poly(k, n) is independent of Time(.</).

Auxiliary Algorithms. We describe two auxiliary algorithms:
— KeyGen(pp, MSK, y; t). Let Mk € H, y = (1, ...,¥,) €{0,1}", and t = (T, T4, ..., Tp,) € H>"*!, output

SKy 1= (KO =Ty, Ky :=MSK-Tp_, --- TZH_M) .

— Enc(pp,x, M; MSK, t). Let MSK € H, x = (x1,...,X,) € {0,1}", M € Gy, and t = (T, Ty, ..., To,) € G,
output
CTX = (CO = To, Cl = TZ—Xl e TZYl—Xn’ CZ = e(To,m) . M) .

Auxiliary Distributions. We first define two families of random functions {ﬁi}ie[o,n] and {ﬁi}ie[o,n] where

R.: [A]x {0,1} — [SampH (pp,sp)] and R, : [A] x {0,1} — [SampH (»p, sp)]

for all i € [0, n]. For simplicity, we may feed a n-bit string into /Fii(b, -) and ﬁi(b, -). In such a case, we view the
i-bit prefix of the input as actual input and simply neglect the remaining bits.

Secondly, for all (pp, sp) € [SampP(1%,2n)], all msk € H, all « € [A], all x = (x,...,x,) € {0,1}", and all
M € Gy, we define four forms of ciphertext Enc(mpk, x, M) in the tth instance with mpk := (pp, u(MsK)):

(Normal ciphertext.) L
Enc(pp, x, M; MSK, g),

where g < SampG(pp); more explicitly, the distribution is
(gO: l_[ gZi—xiﬂ e(gO’ MSK) : M) 5
i=1

where (go, &1,---,82n) < SampG(pp). By the projective property, the distribution is indeed identical to
the output of real encryption algorithm Enc.

(Pseudo-normal ciphertext.) L
Enc(pp,x,M; MSK, g - 8),

where g < SampG(rp) and g — W(PP, sp); more explicitly, the distribution is

n
(go - 805 1_[ (gzi—xi ‘§2i—xi) , (8o " 8o, MSK) - M) B

i=1

where (g9, &1,---,&2,) < SampG(pp) and (g, &1, ---,&a2n) — SampG(pp, sp).
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(Semi-functional type-(A, i) ciphertexts for i € [0,n].)
m(PP,X, M; MSK * ﬁi(b,X) : ﬁi(b,x), g8
where g < SampG(pp) and g — m(PP, sp); more explicitly, the distribution is
n —~
(80 80> l_[ (gzj—)(j ) §2j—xj) , e(8o - 8o, Msk - Ry(1,x)) - M) >
j=1

where (g0, &1,--->82:) < SampG(rp) and (go,81,---»821) — STmp\G(PP, sp). We note that R;(t,x)
vanishes due to the orthogonality property.

(Semi-functional type-(~,i) ciphertexts for i € [0,n].)

Enc(ep, x, M3 M5k R;(1,%) - Ri(1,%), 8 8),

where g <— SampG(ppr) and g < SampG(pp, sp); more explicitly, the distribution is
(go “ 80> l_[ (ng—xj ) §2j—xj) » €(8o - 8o, Msk - Ry(1,%)) - M) >
j=1

where (go,&1,---,82,) < SampG(pp) and (8o, &1,-.-,82,) < SampG(pp,sp). We note that R.(1,x)
vanishes due to the orthogonality property.

Finally, for all (pp,sp) € [SampP(1*,2n)], all msk € H, all « € [A], and all y = (¥1s--->¥n) €{0,1}", we
define two forms of secret key KeyGen(Mmpx, Msk,y) in the tth instance with Mpk := (pp, u(MsK)):

(Normal secret key.)
KeyGen(pp, Msk, y; h),

where h — SampH(pp); more explicitly, the distribution is

(ho, MSK - l_[hziyi) >
i=1

where (hg,hy,...,hy,) < SampH(pp).

(Semi-functional type-i secret key for i € [0,n].)
KeyGen(pp, MSK - ﬁi(L,y) . FNQI-(L,Y),Y; h),

where h < SampH(rp); more explicitly, the distribution is

(ho, MSK - F\;i(b,}’) : ﬁi(b,}’) : l_[hZiyi) >
i=1
where (hg,hy,...,hy,) < SampH(pp).

Game Sequence. The proof requires a sequence of games defined as follows.

Game, is identical to the original experiment in Section 2.

Game; is identical to Game, except that all challenge ciphertexts are pseudo-normal.

Game,;, (i € [n+ 1]) is identical to Game; except that all secret keys are type-(i — 1) semi-functional
and all challenge ciphertexts are type-(A,i — 1) semi-functional.

Game,; ; (i € [n]) is identical to Game,; , except that

— all challenge ciphertexts for identities whose ith bit is 1 are type-(~,i — 1) semi-functional.

— Game,; , (i € [n]) is identical to Game,; ; except that
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— all secret keys are type-i semi-functional;
— all challenge ciphertexts for identities whose ith bit is O are type-(A, i) semi-functional;

— all challenge ciphertexts for identities whose ith bit is 1 are type-(~,1) semi-functional.
— Game; is identical to Game, ;41 0
— Game, is identical to Game; except that all challenge ciphertexts are for random messages.

We sketch the proof. We first move from Game, to Game, using the LS1 property. We note that Game, ; ,
is the same as Game, just with conceptual difference. For i € [n], we move from Game,; , to Game,; ; using
the LS2 property, and move from Game,; ; to Game,; , using the NH property, and move from Game,; 5 to
Game, (;41) again using the LS2 property. Then we stop the loop at Game, (,;.1) o Which is defined as Games.
We finally prove that Game; and Game, are statistically indistinguishable from the non-degeneracy property. It
is clear that all challenge ciphertexts in the last game are irrelevant to challenge messages and the adversary’s
advantage is exactly 0. The main theorem is now proved by combining all above results together.

C IBE from Fine-tuned ENDSG in Section 7

We fine-tuned our revised ENDSG in Section 7. This section is devoted to showing that it also implies an
almost-tight IBE in the multi-instance, multi-ciphertext setting. In particular, the construction is almost the
same as those shown in Appendix B and thus similar to that in [HKS15], but the proof is slightly different.

C.1 Construction

We assume the identity space is {0,1}" for some n € Z* and let n be system-level parameter sys.
— Param(1*,n). Sample (pp, HP, sP) «— SampP(1%,2n) and output
GP := (PP, HP).

We assume that Gp also contains k and n.

Setup(cp). Sample Msk, « H and output

MPK := (PP, u(MsK,y)) and Msk := (HP,MSK,) .

- KeyGen(mpk, MsK,y). Let y = (¥1,...,¥,) € {0,1}". Sample
(ho,hy, ..., hy,) < SampH(pp, HP)

and output
SKy = (Ko = ho, Kl = MSKO . h2_y1 . ‘hzn_yn) .

— Enc(wmpk, %, M). Let X = (x4,...,x,) € {0,1}" and M € G;. Sample random coin s and compute
(80-815--->82n) < SampG(pp;s) and g7 — SampGT(u(MsKy);s).

Output
CTx = (Co =80, C1 1= 82 x, """ 8an—x,» C2 =87 " M) .

Dec(mprk, sk, cT). Let sk = (K,,K;) and cT = (C,, Cy, C,). Output
M e(Cy,Ky)
’ 2 e(Co, K1) )
Correctness. For any x = (x4,...,Xx,) € {0,1}", one may check that

e(Cl,K()) _ e(gz—xl "'an—xn’hO)
e(Co,Kq)  e(go,MSKg -hy_y =+ -hyy_y )

= (e(go,MSKo)Yl = (g/T)_l )

where the second equality follows the associative property, and the last one follows the projective property.
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C.2 Security Proof

As before, we just present here the main theorem and the sequence of games. One may easily derive the
detailed proofs according to Hofheinz et al.’s proof [HKS15]. Due to the similarity, we will borrow a lot of
definitions from Appendix B.

Theorem 2 Assume an extended nested dual system group defined as Section 7, the IBE scheme shown above is
full-adaptively secure in the multi-instance, multi-ciphertext setting. More concretely, for any adversary .o/ making
at most qy key extraction queries and at most qg challenge queries for each of q. distinct challenge identity against
at most A instances, there exist adversaries 9B,, $By, $Bs, B, and Bs such that

AV, A, 00, 0r) < AV (6 ged, @) + 20+ (AdVE2(K, 4cdr 0i) + AdVSY (K, 4c 0 41
+n- AdVl;;j(k: dcqr>qx) + AdVIX(k, dc>qx>qr) + 2~ k),

where max;c[s) Time(%;) ~ Time(.¢/) + (A +qcqr +qx) - poly(k, n) and poly(k, n) is independent of Time(.</).

Auxiliary Algorithms and Distributions. The auxiliary algorithms KeyGen and Enc and the truly random
functions {F\;i}ie[o,n] and {ﬁi}ie[o,n] we needed here are identical to those defined in Appendix B.

For all (pp,up,sp) € [SampP(1%,2n)], all Msk, € H, all ¢« € [A], all x = (x;,...,%,) € {0,1}", and all
M € Gp, we define four forms of ciphertext Enc(mpk,x,Mm) in the tth instance with mpk := (pp, u(MsKy)).
The normal ciphertext, semi-functional type-(A,i) ciphertexts (for i € [0,n]) and semi-functional type-(~,1)
ciphertexts (for i € [0,n]) are defined as in Appendix B and the last form is defined as follows:

(Semi-functional type-i ciphertexts for i € [0,n].)

E_nC(PP’ X, M; MSK0 : /Féi(l" X) : ﬁi(l“: X)a g : g : g):

where g < SampG(rp), g — m(PP, sp) and g < SampG(pp, sp); more explicitly, the distribution is

(80 - &0 80> l_[ (gzj‘—xj '§2j—xj '§2j—xj) , e(80 - 8o " 80> MSKg - Ry(1,%) - Ry(1, %)) - M) 5
j=1
where (g0, &1, -->82n) < SampG(p), (o, &1s--->82n) < SampG(pp,sp) and (g, &1, - - -, 8on) < SampG(pp, sp).
For all (pp,Hp,sp) € [SampP(1%,2n)], all msk, € H, all ¢ € [A], and all y = (y3,...,¥,) € {0,1}", we
define two forms of secret key KeyGen(mpk, MsK,y) in the tth instance with mpk := (PP, u(MsK,)), the normal
secret key and the semi-functional type-i secret key for i € [0,n], in a similar fashion as Appendix B.
Game Sequence. The proof requires a sequence of games defined as follows.

— Game is identical to the original experiment in Section 2.

— Game; is identical to Game, except that all challenge ciphertexts and secret keys are type-O semi-
functional.

- Game,;, (i € [n+1]) is identical to Game; except that all challenge ciphertexts and secret keys are
type-(i — 1) semi-functional.

— Game,; ; (i € [n]) is identical to Game,; , except that

— all challenge ciphertexts for identities whose ith bit is 1 are type-(~,i — 1) semi-functional.
— Game,; , (i € [n]) is identical to Game,; ; except that

— all challenge ciphertexts for identities whose ith bit is 0 are type-(A,i — 1) semi-functional.
— Game,; 5 (i € [n]) is identical to Game,; , except that

— all secret keys are type-i semi-functional,;
— all challenge ciphertexts for identities whose ith bit is 0 are type-(A, i) semi-functional;

— all challenge ciphertexts for identities whose ith bit is 1 are type-(~, i) semi-functional.
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Game, ; 4 (i € [n]) is identical to Game,; 3 except that
— all challenge ciphertexts for identities whose ith bit is 0 are type-i semi-functional.
— Game,; 5 (i € [n]) is identical to Game,; , except that

— all challenge ciphertexts for identities whose ith bit is 1 are type-i semi-functional.

Game; is identical to Game, 1 o-
— Game, is identical to Game; except that all challenge ciphertexts are for random messages.

We sketch the proof. We first move from Game, to Game; using the LS1 property and an conceptual trans-
formation. We note that Game, ; o is the same as Game;. For i € [n], we move from Game,;, to Game,; ;
using the LS2 property, and move from Game,;; to Game,; , using the LS3 property, the indistinguishabil-
ity of Game,; , and Game, 5 relies on the NH propoerty, then we move from Game, ;3 to Game,; s again
using the LS3 and LS2 property. Note that Game,; 5 is the same as Game, ;. ;. Then we stop the loop at
Game, ;1 Which is defined as Game;. We finally prove that Game; and Game, are indistinguishable using
the ND property. It is clear that all challenge ciphertexts in the last game are irrelevant to challenge messages
and the adversary’s advantage is exactly 0. The main theorem is now proved by combining all above results
together.
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