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SUMMARY: Gentry’s bootstrapping technique is the most famous method
of obtaining fully homomorphic encryption. In previous work I proposed a
fully homomorphic encryption without bootstrapping which has the weak
point in the plaintext [1][18]. In this paper | propose the improved fully
homomorphic encryption scheme on non-associative octonion ring over
finite ring with composite number modulus where the plaintext p consists
of three numbers u,v,w. The proposed fully homomorphic encryption
scheme is immune from the “p and -p attack™. As the scheme is based on
computational difficulty to solve the multivariate algebraic equations of
high degree while the almost all multivariate cryptosystems
[2],[31,[4].[5],[6],[7] proposed until now are based on the quadratic
equations avoiding the explosion of the coefficients. Because proposed
fully homomorphic encryption scheme is based on multivariate algebraic
equations with high degree or too many variables, it is against the Grobner
basis [8] attack, the differential attack, rank attack and so on.

It is proved that if there exists the PPT algorithm that decrypts the plaintext
from the ciphertexts of the proposed scheme, there exists the PPT algorithm that
factors the given composite number modulus.
keywords: fully homomorphic encryption, multivariate algebraic equation,
Grobner basis, octonion, factoring

81. Introduction

A cryptosystem which supports both addition and multiplication (thereby preserving
the ring structure of the plaintexts) is known as fully homomorphic encryption (FHE)
and is very powerful. Using such a scheme, any circuit can be homomorphically
evaluated, effectively allowing the construction of programs which may be run on
encryptions of their inputs to produce an encryption of their output. Since such a
program never decrypts its input, it can be run by an untrusted party without revealing
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its inputs and internal state. The existence of an efficient and fully homomorphic
cryptosystem would have great practical implications in the outsourcing of private
computations, for instance, in the context of cloud computing.

With homomorphic encryption, a company could encrypt its entire database of e-
mails and upload it to a cloud. Then it could use the cloud-stored data as desired-for
example, to calculate the stochastic value of stored data. The results would be
downloaded and decrypted without ever exposing the details of a single e-mail.

In 2009 Gentry, an IBM researcher, has created a homomorphic encryption
scheme that makes it possible to encrypt the data in such a way that performing a
mathematical operation on the encrypted information and then decrypting the result
produces the same answer as performing an analogous operation on the unencrypted
data[9],[10].

But in Gentry’s scheme a task like finding a piece of text in an e-mail requires
chaining together thousands of basic operations. His solution was to use a second
layer of encryption, essentially to protect intermediate results when the system broke
down and needed to be reset.

Some fully homomorphic encryption schemes were proposed until now [11], [12],
[13],[14],[15].

In this paper | propose a fully homomorphic encryption scheme on non-associative
octonion ring over finite ring with composite number modulus which is based on
computational difficulty to solve the multivariate algebraic equations of high degree
while the almost all multivariate cryptosystems [4],[5],[6],[7] proposed until now are
based on the quadratic equations avoiding the explosion of the coefficients. Our scheme
Is against the Grobner basis [8] attack, the differential attack, rank attack and so on.

It is proved that if there exists the PPT algorithm that decrypts the plaintext from
the ciphertexts of the proposed scheme, there exists the PPT algorithm that factors the
given composite number modulus.

82. Preliminaries for octonion operation

In this section we describe the operations on octonion ring and properties of octonion
ring.

§2.1 Multiplication and addition on the octonion ring O

Let s and t be 1000-digit primes where s and t are secret.
Let g=st be a fixed modulus to be 2000-digit composite number.
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Let O be the octonion [16] ring over a ring Z/qZ.
O={(av,a1,....a7) |8 & Z/9Z (j=0,1,...,7)} (1)

We define the multiplication and addition of A,B €0 as follows.

A=(ap,a1,...,87), 8 € 2/9Z (j=0,1,...,7), (2)
B=(bo,bs,...,b7), bj & Z/qZ (j=0,1,...,7). (3)
AB mod q

= (agho - a1b1- azb,- ashs-asbs- ashs-ashs-a7b; mod q,
aph;+a;bp+ash,+ash7-asb,+ashs-aghs-azbs mod q,
aoh,-aibs+azbe+ashs+asbi-ashs+ashz-azbs mod q,
aobs-a;b7-azbs+ashy+asbs+ash,-ashs+azb; mod q,

aohs+asb; - asbs - ashet+agbot+ash,+ aghs - azbs mod g,
apbs-a;bs+ashs-ash,-asb;+ashe+agh; +azhs mod g,
aobstaibs - ab7+ash, - asbs - ash; +aghy +azb, mod q,
aob7+a;bs+asbs-ash; +asbs-ashs-ash,+azho mod q) 4)
A+B mod g
=(ap+bo mod g, a;+b; mod q, a;+b, mod q, as+bsmod g,
as+bsmod q, as+bsmod g, as+bgmod q, a;+b;mod q ). (5)
Let
|A= ap?+a,%+...+a;°mod q. (6)

If |A? has the inverse mod g , we can have A, the inverse of A by using the
algorithm Octinv(A) such that

Al= (ap/|AF mod g, -a;/ |A? mod q...., -a;/ JA* mod q) < Octinv(A). (7)

Here details of the algorithm Octinv(A) are omitted and can be looked up in the
Appendix A.
82.2. Property of multiplication over octonion ring O

A,B,C etc. = O satisfy the following formulae in general where A,B and C have the
inverse A* ,B*and C*mod g.

1) Non-commutative
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AB+BA mod q.

2) Non-associative
A(BC)#(AB)C mod q.
3) Alternative
(AAB=A(AB) modq,
A(BB)=(AB)B maod g,
(AB)A=A(BA) modq.
4) Moufang’s formulae [16],
C(A(CB))=((CA)C)B mod q,
A(C(BC))=((AC)B)C maod g,
(CA)(BC)=(C(AB))C mod q,
(CA)(BC)=C((AB)C) maod g.

5) For positive integers n,m, we have

(AB)B" =((AB)B™)B=A(B(B™'B))=AB™  mod g,
(AB")B =((AB)B™)B=A(B(B"'B))=AB™ mod q,

B" (BA) =B(B™(BA))= ((BB™})B)A=B™A mod q,
B(B" A)=B(B™(BA))= ((BB™1)B)A=B™A mod .
From (9) and (16), we have
[(ABMB]B =[AB™]B mod g,
(AB")(BB) =[(AB")B]B =[AB™]B= AB™? mod g,
(AB"B?= AB™2 mod g,

(ABMB™= AB™™ mod g.
In the same way we have
B™(B" A)=B™™A mod g.
6) Lemma 1

(8)
©)
(10)

(11)
(12)
(13)
(14)

(15)
(16)
(17)
(18)

(19)
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A(B((AB)")=(AB)™ mod g,
(((AB)MA)B =(AB)™* mod q.
where n is a positive integer and B has the inverse B2
(Proof)
From (12) we have
B(A(B((AB)")=((BA)B)(AB)"=(B(AB))(AB)"=B(AB)™* mod g.
Then
B*(B(A(B(AB)"))=B"(B (AB)™) moda,
A(B(AB)"= (AB)™! mod q.

In the same way we have

((AB)")A)B=(AB)™ mod g. ged.
7) Lemma 2
A*(AB)=B mod q,
(BA)A'=Bmod q.
(Proof?)

Here proof is omitted and can be looked up in the Appendix B.

8) Lemma 3
A(BA1)= (AB)A1mod g.
(Proof?)
From (14) we substitute A*to C, we have
(AA)(B A1)= At ((AB) A) mod q,
(B AY)=A((AB) A1) mod qg.
We multiply A from left side,
A(B AH=A(A ((AB) A1))= (AB) At mod g. g.e.d.

We can express A(BA?), (AB)A? such that



ABA?,

9) From (10) and Lemma 2 we have

A((A(BADL)A)= ALA(BADA))= (BAL)A=B mod g,
(A((AB)AL)A=((A((AB)A)A= AL(AB)=B mod q.

10) Lemma 4

(BA1)(AB)=B?mod q.

(Proof:)

From (14),
(BA1)(AB)=B((A*A)B)=B*> mod q. g.e.d.

11a) Lemma 5a

(ABA)( ABAT )= AB?A mod g.

(Proof?)

From (14),
(ABAY)( ABA? ) mod g
=[AT (A(BA)II(AB)A™]= A* {[(A(BAT))(AB)]A"} mod g
= A {[(AABA™))(AB)JA'} mod g
= A {[(A((AB)A))(AB)JA'} mod g
= A {[(AAB))AD))(AB)JA'} mod q.
We apply (12) to inside of [ . ],
= A {[(A((AB)(A(AB)))]A"} mod g
= A {[(A((AB)B))]A"} mod g
= AT {JA(A(BB))]A'} modq
={ A1 JA(A(BB))]}A* mod q
=(A(BB))A! mod q
=AB?Almod q. g.e.d.



11b) Lemma 5b
[As(...(ABAM™). A [A(...(ABA™). . )AL
= Ai(...(AB?AY)..)Art mod g.
where
A€ 0O has the inverse Ai'tmod g (i=1,...,r).

(Proof?)

As we use Lemma 5a repeatedly we have

LA TA(. ..(ABAY). DA AL HAL[A(. ..(ABAD). . )A ] A } mod g

=As( [Ax(...(ABA™).. DA [Ax(...(ABAM)...)A ] )Ar* mod g
=A1(A2([As(....(ABA™). . )AS[AS(...(ABA™). . ) A DA )A mod g

= Au(Ao(...(TABAM] [ABAD).. ) A )AL mod g
= As(A(.. .(ArBzAr_l). . .)Az-l)Al'l mod q

g.e.d.
11c) Lemma 5c
Art (AIBA) A
=B mod g.
where
A; €0 has the inverse A;*mod g.
(Proof?)

At (ABAY) A= A [((AB)ALY) A mod g,
From Lemma 2 we have
= Ar? (A1B) =B mod q. q.ed.
11d) Lemma 5d
At (A TAL . (ABAY. AT AY).LDA

=B mod g.



where
A€ 0 has the inverse Aitmod q (i=1,...,r).
(Proof:)
As we use Lemma 5c¢ repeatedly we have
At (A A . (ABAY) AT AY). LA
= AT CLLATA( . (ABAM). AT A). . )A-mod g

= AFABA]A mod g

=B mod q g.e.d.

12) Lemma 6
(AB"AY)( AB"AL )= AB™"AT mod g.
(Proof?)
From (13),
[A™ (A%(BTAT)]I(ABNA]= {A™ [(A(BTA™))(AB"]}A mod g
= A [(AA(B"A™))(AB")]A™} mod g
= A{ [(A(ABMAD))(ABTJA}  mod g
= AT { [(A(ABM)A)(ABM] A} mod g
= A { [(A’BMAT)(ABN] A"} mod q.
We apply (12) to inside of { . },
= A { (ABM)[A*((ABDAT)]} mod g
= AT { (A°BM[AYAB AT} mod g
=AT{(A2B"(B"AY)} mod q
=AT{(AYABM)(B"A1)} mod q.
We apply (12) to inside of { . },
= AT { [(AY(AB™)BTIAT)]} modq



9
= A {((A°BMBNAD]} mod g
= A1 {(A2B™MA} modq
={ A1 (A2B™")) }A? mod q
=(AB™MAT mod g
=AB™"A1mod g. q.ed

13) A= O satisfies the following theorem.

[Theorem 1]
A2=w1+vA mod q,
where
wyvezZ/gZ,
1=(1,0,0,0,0,0,0,0)=0,
A=(ap,ay,...,a7) 0.
(Proof?)
A2mod q

=( apap-a181- A,a,- A3A3-A494- AsAs-AsAs-a7a7 MOd (,
a1 +a180+a2a4+azar-audr+asAs-Asas5-a7as Mod (,
od2-2184+ax80+a385+aua-asa3+asa7-a78s MOd (,
Apaz-a1a7-aras+azae+auas+asar-asas+aza; mod g,
apayt+a1ay-a,a;-asas+audg+asar+asas-azas mod g,
A0A5-186+a283-A382-A4d7+aAsA0+asas +a784 MOd (,
oA +a185-ar87+a384-A483-8581 HasAo+a78, Mod (,
a7 +a183+a86-8381 +a4as-asas-asaz+a780 MOd Q)
=(2ap>- L mod g, 2a,a; mod g, 2a5a, mod ¢, 2a,az mod g,
2apa4 mod q, 2apas mod g,2a0as mod g, 2a,a; mod q)

where
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L= ap>+as>+a,>+as’+as’+as’+as>+a;” mod .
Now we try to obtain u, vE Fqthat satisfy A>=w1+vA mod q.
wl+vA=w(1,0,0,0,0,0,0,0)+v(ap,a,...,a7) mod q,

A= (2a0>- L mod g, 2aa; mod g, 2a,a; mod g, 2a,az mod g,

2apa4 mod q, 2 apas mod q,2a0as mod ¢, 2asa; mod Q).

Then we have
A?=w1+vA=-L1+2 agA mod q,
w=-L mod g,
v=2apmod q.
14) [Theorem 2]
A" =w,1+v,A mod q
where h is an integer and wi,vi, =Z/qZ.
(Proof?)
From Theorem 1
AZ=w,1+v,A=-L1+2a,A mod g.
If we can express A"such that

Ah:Whl'l'VhA mod g=0, WhVhE Z/C]Z,

Then
A™1=(wn1+vhA)A mod g
=WhA+Vh(-L1+2 aoA ) mod g
=-Lvp1+( Wht2aovh)A mod g.
We have

Wh= -L vy mod qE=2Z/gZ,

Vhe1= Wht2a9v, mod qEZ/gZ.

15) [Theorem 3]

D& O does not exist that satisfies the following equation.

(20)

g.e.d.

(21)

g.ed.
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B(AX)=DX mod g,
where B,ADEO0O, and X is a variable.
(Proof?)
When X=1, we have
BA=D mod q.
Then
B(AX)=(BA)X mod g.
We can select CE O that satisfies
B(AC)+ (BA)C mod g.
We substitute C<O to X to obtain
B(AC)=(BA)C mod g.

(23) is contradictory to (22). g.e.d.

16) [Theorem 4]
D <0 does not exist that satisfies the following equation.

C(B(AX))=DX mod q

where C,B,A,DEO0, C has inverse C*mod g and X is a variable.

B,A,C are non-associative, that is,

B(AC)# (BA)C mod g.
(Proof:)
If D exists, we have at X=1
C(BA)=D mod g.
Then

C(B(AX))=(C(BA))X mod q.
We substitute C to X to obtain
C(B(AC))=(C(BA))C mod q.

(22)

(23)

(24)

(25)
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From (10)
C(B(AC))=(C(BA))C=C((BA)C) mod q
Multiplying C* from left side
B(AC)=(BA)C mod q
(26) is contradictory to (25). g.e.d.

17) [Theorem 5]
D and E€ O do not exist that satisfy the following equation.
C(B(AX))=E (DX) mod g
where C,B,A,D and EE O have inverse and X is a variable.
A,B,C are non-associative, that is,
C(BA)#(CB)A mod a.
(Proof?)
If D and E exist, we have at X=1
C(BA)=ED mod q
We have at X=(ED)*=D"E* mod g.
C(B(A(D*E™))=E (D(D'E™)) mod g=1,
(C(B(A(D'E™)))™* mod g=1,
((ED)AY)BHC! mod g=1,
ED =(CB)A mod g.
From (28) and (29) we have
C(BA) =(CB)A mod g.
(30) is contradictory to (27). g.e.d.

18) [Theorem 6]

D <O does not exist that satisfies the following equation.

(26)

(27)

(28)

(29)

(30)
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A(B(A*X))=DX mod q
where B,ADE0O, A has inverse A*mod g and X is a variable.
(Proof:)
If D exists, we have at X=1

A(BAH=D mod g.
Then

A (B(A*X))=(A(BA1))X mod g.

We can select C< O such that

(BAL)(CA?) # (BAHC)A2mod g.

That is, (BA?), C and A? are non-associative.
Substituing X=CA in (31), we have
A (B(A(CA))=(A(BA1))(CA) mod g.
From Lemma 3
A (B((A'C)A)))=(A(BA™))(CA) mod q.
From (14)
A (B((A*C)A)))=A([(BA1)C]A) mod g.
Multiply A* from left side we have
B((A'C)A))= ((BA*)C)A mod g.
From Lemma 3
B(A(CA))=((BA)C)A mod g.
Transforming CA to ((CA?)A1), we have
B(A*((CA?)A™))=((BA)C)A mod g.
From (12) we have
((BA)(CA2)A=((BAL)C)A mad g.
Multiply A from right side we have
((BA1)(CA»=((BA*)C)A?moad q.

(31)

(32)

(33)
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(33) is contradictory to (32). g.e.d.

83. Concept of proposed fully homomorphic encryption scheme

Homomorphic encryption is a form of encryption which allows specific types of
computations to be carried out on ciphertext and obtain an encrypted result which
decrypted matches the result of operations performed on the plaintext. For instance, one
person could add two encrypted numbers and then another person could decrypt the
result, without either of them being able to find the value of the individual numbers.

83.1 Definition of homomorphic encryption

A homomorphic encryption scheme HE := (KeyGen; Enc; Dec; Eval) is a
quadruple of PPT (Probabilistic polynomial time) algorithms.

In this work, the medium text space M. of the encryption schemes will be
octonion ring, and the functions to be evaluated will be represented as arithmetic
circuits over this ring, composed of addition and multiplication gates. The syntax of
these algorithms is given as follows.

-Key-Generation. The algorithm KeyGen, on input the security parameter 17,
outputs (sk) < KeyGen(1*) , where sk is a secret encryption/decryption key.

-Encryption. The algorithm Enc, on input system parameter q, secret keys(sk) and
a plaintext p&ZqZ, outputs a ciphertext C <—Enc(sk; p).

-Decryption. The algorithm Dec, on input system parameter q, secret key(sk) and a
ciphertext C, outputs a plaintext u*<—Dec(sk;C).

-Homomorphic-Evaluation. The algorithm Eval, on input system parameter g, an
arithmetic circuit ckt, and a tuple of n ciphertexts (C.,..., Cy),
outputs a ciphertext C* «<—Eval(ckt; C,..., Cy).

The security notion needed in this scheme is security against chosen plaintext
attacks (IND-CPA security), defined as follows.

Definition 1 (IND-CPA security). A scheme HE is IND-CPA secure if for any PPT
adversary Ay it holds that:

AdveAue [A] :=[Pr[AJ(Enc(sk;0)) = 1] - Pr{AJ(Enc(sk;1)) = 1]|=negl(L)
where (sk) «—KeyGen(1").
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83.2 Definition of fully homomorphic encryption

A scheme HE is fully homomorphic if it is both compact and homomorphic with
respect to a class of circuits. More formally:

Definition 2 (Fully homomorphic encryption). A homomorphic encryption scheme
FHE :=(KeyGen; Enc; Dec; Eval) is fully homomorphic if it satisfies the following
properties:

1. Homomorphism: Let CR = {CR; },en be the set of all polynomial sized
arithmetic circuits. On input sk «<—KeyGen(1"), Vckt € CRy, YV (Py,..., Pn)E
(Z/gZ)" where n =n(X), V(Cy,...,.Cpn)

where Ci«— Enc(sk;u;), it holds that:
Pr[Dec(sk;Eval(ckt; C,...,Cy)) # ckt(pa,..., pn)] = negl(L).

2. Compactness: There exists a polynomial x = u(4) such that the output length of
Eval is at most x bits long regardless of the input circuit ckt and the number of its
inputs.

83.3 Proposed fully homomorphic enciphering/deciphering functions
We propose a fully homomorphic encryption (FHE) scheme based on the
enciphering/deciphering functions on octonion ring over Z/qZ.
First we define the secret parameters B and H as follows.
We select the element B=(hy, by,..., b7) and H=(by, -by,..., -b7) €O such that,
Lg:=|B[>= o>+ bs2+...+b72mod ¢=0,
be#0 mod s and by0 mod t,
b1#0 mod s and b0 mod t,
where
s and t are secret primes,
g=st is published as a system parameter.
Then we have
B+H=2b,1 mod g,
B2=2 boB mod g, (from theorem1)
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H2=2 hoH mod g, (from theorem1)
B2+BH=2b,B mod q,
BH=0 mod g.
B2+HB=2b,B mod q,
BH=0 mod g.
Let p=Z/gZ be a plaintext to belong to the set of the plaintext P={p | p=Z/qZ }.
Let u,v and weZ/qZ be the numbers such that
p:= (u+2bgv)ks+(u+2bew)ht mod g,
= u+ (2bgks)v+ (2bght)w mod g,

where k and h exist that satisfy the following equation from chinese remainder
theorem,

ks+ht =1 mod q,
kheEZ/gZ.
How to calculate u, v and w from p.
Given peZ/gZ.
After ueZ/gZ is selected randomly such that
GCD(p-u9)=1,
v and w are given such that
Vo:=( p-u)(2boks)*=( p-u)(2bo)* mod t,
Wo:=( p-u)(2boht)*=( p-u)(2bo)* mod s.
Next o &Fs and f< Ft are selected arbitrarily. We have
v=Vo+ar mod g, a = Fs,
w=Wg+fs mod q, fE Ft.
(Numerical example)

Given s=7,t=11,0=77,bo=17,k=8,h=2, (8*7+2*11=1 mod 77)

when p=43,u=59, ¢=5,/=8, we have,
Vo:= ( p-u)(2ho)* =(43-59)(2*17)*=6 mod 11,
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Wo:= ( p-u)(2bo) ™ =(43-59)(2*17)*=2 mod 7,
V=Votar=6+5*11=61 mod 77,
W=Wo+fs=2+8*7=58 mod 77.

We are able to recover p by using the value of u,v,w.
(u+2bov)ks+(u+2bow)ht mod q
=(59+2%17*61)*8*7+(59+2*17*58)*2*11
=2133*56+2031*22=43=p. [l

We define the medium text M by
M=(mo,...,m7):= Ry(...(R(Jul+ vB + wH])R/?)... )R 1E0,
where
Ri€ O such that R exists (i=1,...,r) and
RiB#BRi mod q(i=1,...,r),
RiH#HR; mod g(i=1,...,r).

Then we have

IM[?=(u+ bov+ bow)?+ (v- w)? (by?+...+b7?)
=(u+ bov+ bow)?+ (v- w)? (-be?) mod q,
= u?+ 2u(bov+ bow) +bo?(v+w)? - by? (V- w)? mod q,
= U+ 2u(bov+ bow) +4by?vw mod g,
=(u+ 2bov) (u+ 2bew)#0 mod q (in general).
Here we simplify the expression of medium text M such that
M:=R([ul+ vB + wH])R*E0.
We show relation between M and p.

(M’o,M’y,....M°7):= Rr_l(. . .(Rl_l(M R1)...)Rr = (ul+ vB + wH) €0,
(Mot m’1bo/ by)ks+(m - m’1 b/ by)ht mod g
= [(U+Vbo+Wbo+(Vb1—Wb1) bo/ bl) ks+ (U+Vbo+Wbo-(Vb1—Wb 1) bo/b 1) ht]
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= [(u+2bov)ks+(u+2bow)ht] mod g
=u +(2boks)v+ (2bght)w mod q
:p_
Let

M1:=R(u;1+v;B+w;H)R1EO0,
p1:=Us+(2boks)vi+(2boht)w; mod g,

M:=R(U,1+v,B+w,H)R1E0,
P2:=Uo+(2boks)v2+(2bght)w, mod g.

We have
MM, =[R (U11+VlB+W1H)R_1] [R(U21+VQB+W2H)R-1]
= R[(U1U2)l+(U1V2+V1U2+2b0V1V2)B+(U1W2+W1U2+2boW1W2)H]R'l (34)
=M,M; mod g.
We show the reason by using Lemma 5 as follows.
[R BRY[RBR?]= RB?R= 2 hyRBR* mod g,
[R HRY[RHRY]= RH?R1=2 hyRHR* mod g,
and
[R (B+H)R?] =[R B R+ RHR*] =2by1 mod .
We multiply [R BR™] from right side, we have
[R BR+ R HRY] [RBR?]=2hbol [R BR?*] mod g,
2 bo[R B R+ [R HR™] [R BR] = 2by [R BR™] mod g.

Then

[R HR?] [R BR?] =0 mod g.
In the same manner we have

[R BR?] [R HR?] =0 mod g.
Then we have (34).

Let (Mm*o,m*,...,m*7) = Rr'l(. . .(Rl'l( [MiM2]R;1)...)Rr mod q
:( U1U2)l+( U1V2+V1U2+2b0V1V2)B+( UiWo+ W1l>+ 2boW1W2)H mod g.
We can show that we obtain pip, the multiple of p; and p, from (m*o, m*y,..., m*;)
as follows.
P1 p2=( U1+(2bokS)V1+(2boht)W1 )(U2+(2bokS)V2+(2boht)W2)
=U U2+U2(2bokS)V1+U2(2boht)W1 +U1(2bokS)V2 +(2bokS)V1 (ZbokS)Vg
+ Uz (2boht)ws + (2bohtywa (2bshtiw, mod g,
=Up Up+ Uz V1 (2bok)s + Uz Wy (2bgh)t + ug Vo (2bok)s + V1 Vo (2bg)2ks ks
+ Uy Wy (2boh)t + (2b0)2hthtW1 w, mod q,
= U1 Ux+U2 V1 (2bok)S + U Vo (Zbok)S +Vi Vo (Zbo)sz
+ Uy Wq (Zboh)t +U; Wo (2boh)t + W1 Wo (Zbo)zht mod Q.
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=UyUy+2 bg (U1V2+U2V1+2b0V1V2)kS
+2 bo (U1W2 + W1l + 2boW1W2)ht mod qg. (35)

M*o+ M*100/b;
=U U2+( Ug VotV Ux+2 bovy V2)b0+( UiWo+ Wq U+ 2b0W1W2)bo
+( Ug VotV Us+2 b0V1 Vz)bo-( U1Wo+ W1 Ux+ 2boW1W2)bo mod q
= U1U2+2( U1V2+V1U2+2boV1V2)bo mod q, (36)
m*o- m*lbo/bl
=U U2+( Ug VoV Us+2 bovq V2)b0+( UiWo+ Wq U+ 2b0W1W2)bo
-( ‘U1 Vo+vy Up+2 bova Vo) bo+( Uswat Wy U+ 2bewiw,)be mod g
= Uz Up+2( UgWat Wy Ut 2bowiwo)be mod g. (37)

Then we have the plaintext p;, corresponding to [M; M, ] as follows.
P12 :=(M*o+ m*10/b;) ks+( m*o- m*1bo/b1) ht mod g
:( U1 U2+2( U VoV Us+2 b vy Vz)bo) ks
+(Up Up+2( ugWot Wy Upt 2bowiw,)bo) ht mod g
=uq U2+2( Uy Vo+Vy Ux+2 bovy Vz)kao
+2( UiWo+ W1 Us+ 2boW1W2)htbo mod q
= UUx+2 bg ( Ug Vo+Vy Up+2 boV1V2)kS+2 bo (U1W2+ W1 U2+2boW1W2)ht mod q
=ppzmodq. (38)

Here | define the some parameters for describing FHE.

Let s and t be secret 1000-digit primes.

Let g=st be a 2000-digit composite number to be published as a system parameter.

Let M=(mo,my,...,m;):= R(ul+ vB + wH)R € O be the medium plaintext.

Let p be a plaintext such that

p:= (mo+ mibo/ by) k s+ (Mo- my be/ by) ht = (U+2v bp) k s+ (u+2bow) h t mod q.

Let X=(Xo,...,X7) €O[X] be a variable.

Let E(p,X) and D(X) be a enciphering and a deciphering function of user A.

Let C(X)=E(p,X) =O[X] be the ciphertext.

Ai, Zi€O0 is selected randomly such that At and Z;?* exist (i=1,...,k) which are the
secret keys of user A.

Enciphering function E(p,X) = C(X) is defined as follows.
E(p,X) =C(X):=
A((- - (AMIACH(-- ((AX)Z0)). . NZDZH). ) Ze) mod g EO[X]
=( €ooXo+€orX1t ... +eorX7,

€1o0Xpt+e11 X1+ ... te17 X7,
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e7oXot+e X1+ ... tery X7), (39)

= {ej}(1,)=0....,7)

with e;<Z/qZ (i,j=0.,...,7) which is published in cloud centre,
where
(M’o,Mm’y,....m’7):= Rr'l(. . .(Rl_l(M R1)...)Rr = (ul+vB + wH) €0,
p=(m’o+ m’1bo/ b1)ks+ (m’o- m’1 b/ by) ht = (U+2v bp) k s+ (u+2bow) h t mod q.

Here we notice how to construct enciphering function.
We show a part of process for constructing enciphering function E(p,X) as follows.
A1'1X
(Al_lX)Zl
Az-l ((Al-lX)Zl)
(A2 (AX)Z4)) Z,

A (ArX)Z2).. ) Ze
MIAC((...(AT*X)Z0))....))Zd
(MIACH(-.-(ATX)Z0))... ) ZD Z*t
AMIAK((-.-(AX)Z2)).. )N ZDZt)

As((...(A((M [(Akl((((All)()Zl)) DNZAZcY). ) 2

Let D be the deciphering function defined as follows .
G1(X):=AH(...((ArIX)Z1))...))Zy),
G2(X):=Aa((...(AX ZH)..)) Z17Y,
D(X):= G1(C(G2(X)) mod g=MX. (40)
D(1)=M=(mg,my,...,m7) =Ry(...(R(ul+ vB + wH)R/?).. )R,?
=R[ul+ vB + WH]R™= R[ ul+v(bo,bs,. . .,b7)+w(bo,-by,.. .,-b7) JR™.

Then we can obtain the plaintext p as follows.
Let (mo’, my’,....m7°):=Ry(...(Ret (Mo,my,...,m7) R1)...)Rr mod g.
From (mo’, my’,...,m7’), we obtain the plaintext p.

My’ =u + Vby+whby mod g,
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m;’ =v b;-whb; mod g,
my’+ m;” bo/ b1=u + 2vbymod g,
mo’- My’ b/ b= u + 2why mod g,

(mo’+ my” by/ by) k s+ (mg’- my” bo/ by) ht mod q
= (u+ 2k vshp) k s+ (u + 2h wtho) h t mod g
= u + 2bgksv + 2bphtw mod g = p. (41)

83.4 Assumption

Here we describe the assumption on which the proposed scheme bases.

83.4.1 Factoring assumption Fact(q)

Let g be as a large composite number where g = st with g = (L), where X is a security
parameter, and s and t are prime numbers.

In the Fact(q) assumption, the PPT(Probabilistic polynomial time) algorithm AL is
given n and the goal is to find primes s,t.

For a parameter g = q(A) defined in terms of the security parameter A and for any PPT
algorithm AL , we have

Pr[g=st with q = q}) : (s, t) < AL(1*0)]= negl(}).

83.4.2 Elements on octonion ring assumption EOR(K,r,n;q)

Let g be a 2000-digit composite number. Let k ,r and n be integer parameters. Let
A=(Ay,..., A)EO0K Z:=(Zy,...,Z) €0 ¥ R=(Ry,...,R) E0 ".Let Ci(X) := E(pi ,X)=
(A((. . .((AM; [ACKHC...(ATX)Z0).. N ZA)ZCAH). . ) Zit mod g O[X] where
medium text Mi=(Mio,. .., Mi7):= Ry(... (Rr(uil+ksviB+htwiH)R?).. )R, T €0, plaintext
pi (I=1,...,n), X is a variable.

In the EOR(k,r,n;q) assumption, the PPT adversary Aq is given Ci(X) (i=1,...,n)
randomly and his goal is to find a set of elements A=(Ay,...,A)E0X, Z=(Zs,....Z) €
O, R=(Ry,...,R)E0", with the order of the elements A,,..., Ac, Z1,....Z« Ra,...,Rr
and plaintexts pi(i=1,...,n). For parameters k = k(), r = r(}) and n=n(}.) defined in
terms of the security parameter A and for any PPT adversary Aq we have

Pr [(A((. . .(CA(MI[(AC((...(AcX)Z0)). . )N ZD)ZH)). . .)) Zot mod ¢ = Ci(X)
(i=1,....n): A=(Ay,..., A), Mi(i=1,...,n)Aq (1*, Ci(X) (i=1,...,n))]= negl(A).

To solve directly EOR(Kk,r,n;q) assumption is known to be the problem for
solving the multivariate algebraic equations of high degree which is known to be NP-
hard.
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83.5 Syntax of proposed algorithms

The syntax of proposed scheme is given as follows.

-Key-Generation. The algorithm KeyGen, on input the security parameter 1* and
system parameter g, outputs sk=(A,Z,R,B,H,s,t)«—KeyGen(1"), where sk is a
secret encryption /dencryption key.

-Encryption. The algorithm Enc, on input system parameter ¢, and secret keys
sk=(A,Z,R,B,H,s,t) and a plaintext p & Z/gZ, outputs a ciphertext
C(X;sk,p)«—Enc(sk;p).

-Decryption. The algorithm Dec, on input system parameter g, secret keys sk and
a ciphertext C(X;sk,p), outputs plaintext Dec(sk; C(X;sk,p)) where C(X;sk,p)
—Enc(sk; p).

-Homomorphic-Evaluation. The algorithm Eval, on input system parameter g, an
arithmetic circuit ckt, and a tuple of n ciphertexts (Cs,..., Cy), outputs an evaluated
ciphertext C’«—Eval(ckt; Cy,..., Cy) where Ci=C(X;sk,pi) (i=1,...,n).

[Theorem 7]
Foranyp,p’<0,

if E(p, X)=E (p’, X) mod g, then p=p’ mod g.

That is, if p#p’mod g, then E(p, X)#E (p’, X) mod g.
(Proof)
If E(p, X)=E (p’, X) mod q, then
Ga(E(p, (G2(X))= Gu(E(p’, (G2(X)) mod q
MX=M X mod g

where
M=Ry(...(R{(ul+ vB + wH)R/Y)...)R: mod q,
M *=Ry(...(R{(u’1+ v’B + wH)RD)...)R: I mod g.
We substitute 1 to X in above expression, we obtain
M =M "mod q.
Ri(...(Re(ul+ vB + wH)R/Y).. )Rt
= Ry(...(R(u’1+ v’B + wH)RD)...)Ry mod g
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ul+vB+wH=u’l+Vv’B +w’H mod g.
Then we have
u+(v+ w)be= u’+( v’+ w’)bp mod q,
(v- w)b;=(v’-w’)b; mod q,
u+(v+ w)bo+(v- w)bg= u’+( v’+ w’)bo +(v- w)bgmod g,
u+2vhe= u’+2v’by mod q,
u+(v+ w)bo-(v- w)be= u’+( v’+ w’)bo-(v- w)bo mod g,
u+2 who= u’+2 w’bp mod g,
p=k(u+2v bg)s+h(u+2bow)t mod q,
=k(u’+2v’ bp)s+h(u’+2bew’)t =p’ mod q.
g.ed

Next it is shown that the encrypting function E(p,X) has the property of fully
homomorphism.

We simply express the encrypting function such that
Au((- - (ALMIAC(-- (AX)Z)). .. DZD)ZicY). ) Zo)mod g
=A((M[(A2X)Z])Z)mod g.

83.6 Addition/subtraction scheme on ciphertexts

Let My:=R[u;1+v;B+w;H]R™, My:= R[u1+v,B+w,H]R? € O be medium texts to be
encrypted
where

Let C1(X)= E(p1, X) and C,(X)= E (p2, X) be the ciphertexts,

P1= (U1 +2vy bg) k s+ (ur+2bow;) ht mod g,
P2= (Uz+2V; ) k s+ (uz+2bew,) h t mod q.

C1(X)£ Co(X) mod q =E(p1,X) = E (p2,X) mod q
= A(Mi[(A*X)Z])ZH)
+ A((M2[(A2X)Z])ZY) mod g
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= A(([M1 £M2] [(A*X)Z])Z ) mod g
= A(( [R(us1+viB+wiHE(u 1+v,B+w,H))R[(A1X)Z])Z1) mod q
= A(( [R((ustuz) 1+(viv2) B+(Witw,)H)) R [(AX)Z])ZH)mod q .
We have the plaintext p;.corresponding to E(p1,X) = E (p2,X) as follows.
P12:= ((U1EU)+2(va1£V2) bo) k s+ ((uizuz)+2bo(witw,)) h t mod g
= paxp2 mod g.

Then we have

E(p1,X) £ E (p2,X) mod g= E(p1£p2,X) mod q.

83.7 Multiplication scheme on ciphertexts

Here we consider the multiplicative operation on the ciphertexts.

Let Ci(X)= E(p1, X) and Cx(X)= E(p., X) be the ciphertexts corresponding to the
plaintexts p; and p..

C1(Cx(X)) mod q =E(p1,E(p2,X)) mod g

=Aa((- . (AL A (A AL (AM A ((AX)Z0)).-. N Z) ZH)....))
21%) PZ4)).. )Zd) Zc*)...)) Z1*) mod g

=A((- . . (ACMIMAAC(... (ATX)Z0))... ) ZAD) ZcH))...)) Z1™) mod g
=Ay((....(AMiM A ... (AX)Z0).. NZD)ZY)...)) Zi8) mod g.
=A((M1(M2[(A"X)Z]))Z™) mod g. (42)

We show the operation on B and H beforehand.
A(([RBRTI([R HR™] [(A*X)Z]))Z*) mod q
= A(([RBRT](IR (2bo1-B)R™] [(A*X)Z]))Z™) mod g
=A(([RBRYJ([R(2bo)RIIAX)Z])ZH)-A(([RBRI[RBR[(AX)Z]))Z™) mod g
=2bo A(( [RBR]( [(AX)Z])Z)-A(([RBRI(A*X)Z]))Z*) mod g
=20 A(( [RBR]( [(AX)Z]))Z)- 2bo A(([RBR][(A*X)Z]))Z*) mod q
=0 mod g.

In the same manner we have
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A(([RHR(R BR] [(AX)Z]))Z*%) mod =0 mod g

Substituting R (u;1+v:B+w;H) R, R (u21+v.B+w,H) R1to My,M,, we have
C1(C(X)) mod q =E(py,E(p2,X)) mod g=A((M(M[(A™X)Z]))Z*) mod q.
=A(( [R(usl+viB+wiH)R([R (u21+v,B+w,H) R™] [(A*X)Z]))Z*) mod q,
=A(([R (u11) RYY([R(uz1+v2B+w,H) RY[(AX)Z])Z ) mod g.
+ A(([R (v1B) RY] (JR(U21+v2B+w,H) R[(AX)Z]))Z 1) mod g
+ A(([R (WiH) R ([R(U21+v-B+w,HH) R [(AX)Z])Z ) mod.
=A(([R (ui1) R*J([R(u21) R JIA™X)Z]))Z) mod g.
+A(([R (i) R ([R (v2B) RHI(A*X)Z])Z™*) mod g
+A(([R (ui1) R (IR (weH) RY[(AX)Z]))Z™) mod g
+A(([R (viB) R*I([ R (u21) RHI(A*X)Z]))Z™*) mod g
+A(([R (viB) R* ([ R (v2B) RTI[(A"X)Z]))Z") mod g
+A(([R (viB) R I([ R (wzH) RHI(A*X)Z])z*) mod q
+A(([R (wiH) R I([R (u2) R* J[(AX)Z]))Z™) mod g
+A((([R (wWiH) R I([R (v2B) R* JI[(A*X)Z]))Z™) mod g
+A((IR (w:H) R I([ R (wzH) R JI(A*X)Z]))Z*) mod g
=A(([R (usuzl+ upvoB + usw,H+ viu,B + viv,BB + viw,BH+
willoH + wivoHB +wiw,HH) R [(A1X)Z]))Z ) mod g
=A(([R(U1u21+(U1Vo+V1Uz+206V1V2) B+(UsWot Wi Up+2bowiwo) H) R [(A1X) Z])) Z 1) mod g
= A(( [R(ui1+viB+w;H)R)(R(uz1+v,B+w,H)R)][(A*X)Z]))Z1) mod q
= A(((MiM2) [(A*X)Z]))Z*) mod q.
Then we have
C1(C2(X)) mod g =E(p,E (p2,X)) mod g
=A(([R(U1u21+(U1V2+V1Uz+200V1V2) B+(UsWaotWiUp+2bow w2 ) H)R A [(A1X) Z])) Z ) mod .
Let (mo*,m¢*,....m7*):= R 2(...(RiY( [MiM2] Ry)...)Rr mod q.
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:(U1U21+(U1V2+V1U2+2boV1V2)B+(U1W2+W1U2+2boW1W2)H) mod q.
We have the plaintext p1, of M;M, as follows.

P12:=k(mg*+ my* bo/ by)s+h(mo*- my*by/ ba)t mod q
= (UpUz+2 bo ((Ug Vot+vy Ux+2 bovaVo))ks+( UgUa+20g (Ugwat Wil +2bewsw,))ht mod g
= UUo+2 bo ( Ug VotV Us+2 boV1V2)kS+2bo (U1W2+ W1U2+2boW1W2)ht mod q
= (U1+2bokSV1+2bohtW1)( U2+2bokSV2+2bohtW2) mod q
=pp2modq.
Then we have

C1(C2(X)) mod q =E(p1,E (p2,X)) mod q=E(p1p2,X)) mod g.

It has been shown that this scheme has the multiplicative homomorphism.

83.8 Property of proposed fully homomorphic encryption

(IND-CPA security). Proposed fully homomaorphic encryption is IND-CPA secure.

As adversary A4 does not know sk, Aq is not able to calculate M from the value of
E(p.X).

For any PPT adversary Ay it holds that:
Adve [A] :=[PrIAG(E(po,X)) = 1] - PrIAG((E(p1,X))= 1]I= negl(1)
where sk «KeyGen(1").

(Fully homomorphic encryption). Proposed fully homomorphic encryption
=(KeyGen; Enc; Dec; Eval) is fully homomorphic because it satisfies the following
properties:

1. Homomorphism: Let CR = {CR; }»en be the set of all polynomial sized arithmetic
circuits. On input sk < KeyGen(1"), Vckt € CR;, V(py,....pn) € (Z/gZ)" where
n=n), V(Cy,...,Cn) where Ci —(E(p;,X)), (i =1,...,n),

we have D(sk;Eval(ckt; Cy,...,Cy)) = ckt(p,....pn).

Then it holds that:
Pr[D(sk; Eval(ckt; Cy,...,Cyn)) # ckt(ps,...,pn)] = negl(A).
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2. Compactness: As the output length of Eval is at most klog,q=kA where k is a
positive integer, there exists a polynomial x = «()) such that the output length of Eval
IS at most x bits long regardless of the input circuit ckt and the number of its inputs.

84. Analysis of proposed scheme

Here we analyze the proposed fully homomorphism encryption scheme.
84.1 Computing (p,u,v,w) from coefficients of ciphertext E(p,X) to be published
Ciphertext E(p, X) is published by cloud data centre as follows.
E(p, X)= A(M[(A*X)Z])Z*)mod g = O[X]
=( eooXoteorXat ... TeurXz,
€ioXote1uXat ... Te1r X7,

eroXo+enXat ... terzr X7) mod g,
={ej}(j,t=0,...,7)
with ey 2Z/9Z (j,t=0,...,7) which is stored in cloud data centre,
where
M= [R (ul+ vB + wH)R* mod q,
M>=(m’o,M’1,...,m7) = RA(...(RiY (M Ry)...)Ry = (ul+ vB + wH)mod g
= ul+v(bo,bs,...,b7)+w(bo,-by,...,-b7) mod g.
(M’o+ m’1bo/ by)ks+(m o- m’1 be/ by)ht mod g
=(u+vbg+whg+(vb1-wh;)bo/b1)ks+(u+vbe+whg-(vibi-wh; )be/b;)ht mod g
=(u+2bgv)ks+(u+2bow)ht mod q
=u+2bovks+2bewht mod g
=p<Z/qZ.
and
Ai, Zi, RyE O to be selected randomly such that A, Zitand R; 2 exist (i=1,...,k;j=1,...,r)
are the secret keys of user A.

[Theorem 8]
When det{e;} #0 mod q,
if there exists the PPT algorithm AL for obtaining any plaintext and parameters
(p,u,v,w) from coefficients of E(p, X), eg=2Z/9Z (j,t =0,...,7), there exists the PPT
algorithm that factors modulus g.
(Proof:)
At first we calculate the E(p ™ mod g, X)={e’;}(j,t=0,...,7) from the {e;}(j,t=0,...,7).
E(p,E(p, X mod g))=E(pp * mod g, X )=E(1 mod g, X))=X mod q
=(eoo(e ‘ooXot... +e ’07X7)+901(e 10Xot ... Terr X7)+ +€o7(e 7oXot ... te'77 X7),
elo(e ‘ooXot...+e ’07X7)+811(e 10Xot... terr X7)+ ...Te17 (e “oXot...te'r7 X7),
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e7o(€ ‘ooXot... +e ’07x7)+e71(e ‘10Xt ... terr X7)+ ...Temr (e “oXot+...+e 77 X7)) mod q,
=X mod g = (Xo,X1,...,X7) mod q.

We have the following simultaneous equations.
€o0€ ‘00+€01€ 10+ ... +eo7e 70=1 mod q
e10€ 00+€11€ 107+ ... +ei7e 70=0 mod q

e70€ ‘00+e718 10+ ... +e77e 70=0 mod q

€oo€ 01+€01€ 117+ ... +ep7e '717=0 mod q
e10€ 01+€11e 11+ ... +ei7e '717=1 mod q

es0e 01+€718 11+ ... +e77e 717=0 mod q

€oo€ 07+€o18 17+ ... +eg7e '77=0 mod q
e10e o7+€11€ 17+ ... +e17e '77=0 mod q

ezoe o7+ene 17+ ... +e7e 77=1 mod q

We obtain {e’j}(j,t=0,...,7) by solving above simultaneous equations as det{e;;}#0
mod g.
We can obtain (p,u,v,w) from {e;}(j,t=0,...,7) and (p L,u’,v’,w’) from {e’;j}(j t=0,...,7)
by using the PPT algorithm AL
where
p= (u+2bgev)ks+ (u+2bow)ht mod g
p 1= (u+2bov’)ks+ (U ’+2bow )ht mod g }
We transform above equations.
2bovks +2bgwht =p - umod g
2bov ks+2bow 'ht = p *-u’ mod q }
As we select v,w,v’ and w’ randomly when we generate the medium text M,M ’ from
plaintext p and p, we have in general
vw - v’ w0 mod g.
Then we obtain ks mod q and ht mod g by solving the above simultaneous equation.
We obtain the value of s and t with overwhelming probability by calculating
GCD(V(p *-u’)-v’(p - u) , g)=t
or
GCD(-w(p - w)+w’(p - u) , g))=s,
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as was required. g.e.d.

We have shown that proposed scheme is a fully homomorphic encryption with provable
security.

84.2 Computing plaintext p and Ai , Zi (i=1,...,k) from coefficients of ciphertext
E(p,X) to be published

Ciphertext E(pq,X) is published by cloud data centre as follows.
E(pa,X)= A(Ma[(A*X)Z])Z*)mod g
=A((R[ugl+vgB+wgH]RY)[(AX)Z]))Z1) mod q=O[X],
=( edooXoredoXat ... +edorXs,

€d10X0F€d1aX1t ... teqr X,

€d7oXo+€g71X1t ... Fegr7 X7)  mod g,
:{ed,-k}(j,r:O,...,7;d:1,2,3)

with egr=2Z/9Z (j,t=0,...,7;d=1,2,3) which is published,
where A, Z, Rj€ O to be selected randomly such that A, Z* and R; * exist
(i=1,...,k;j=1,...,r) are the secret keys of user A.

We try to find plaintext p from coefficients of E(p,X), eqt € Z/qZ ().t
=0,...,7;d=1,2,3).

In case that k=8, r=8 and d =3 the number of unknown variables (ug,va,Wa, Ai, Zi, R;
(i)=1.,...,8;d=1,2,3)) is 201(=3*3+3*8*8), the number of equations is 192(=64*3) such
that

Fi00(M,A1,Az,...,A7)=€100 Mod q, —
F101(M,A1,Az,...,A7)=e101 mod q,

F107(M,A1,A2,. ..,A7)=e107 mod q, — (43)

Fsr7(M,A1,Az,...,A7)=es7;z mod q, —
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where Fio,...,Fs77 are the 49(=8*2*3+1)" algebraic multivariate equations.
Then the complexity G required for solving above simultaneous equations by
using Grobner basis is given [8] such as
G>G "=(191+dregCreq) '=(4799C101)" >> 2%,

where G’ is the complexity required for solving 192 simultaneous algebraic equations
with 191 variables by using Grobner basis,
where w=2.39, and

Oreg = 4608 (=192*(49-1)/2 - 04 (192*(49"2-1)/6)).

The complexity G required for solving above simultaneous equations by using
Grobner basis is enough large for secure.
84.3 Computing plaintext p; and dij (i,j,k=0,...,7)

We try to computing plaintext p;and dij (i,J,k=0,...,7) from coefficients of ciphertext
E(pi,X) to be published.
At first let Enc(Y,X) €O[X,Y] be the enciphering function such as

Enc(Y.X):= A(Y[(AX)Z])Z*Y) mod g€ O[X,Y],
=(doooXoYo+doorXoy1t ... +dorrXy7,

diooXoYotdioaXoya t ... +dirrX7y,

drooXoYotdzoiXoy1t ... +d7rrX7y7) mod q, (44)
={di,-k}(i,j,k=0,. .. ,7)
with dix=2Z/9Z (i,j,k =0,...,7) .

Next we substitute M;to Y, where
Mi=(mio,Mig,. ..,Mi7) = uil+ viB + wiH mod g =O. (45)
We have
E(pi.X)= A(MI[(A"X)Z])Z™") mod g EO[X] ,
=(doooXoMio+doorXoMis + ... +do77X7Miz,

d100XoMio+dioaXoMis + ... +di77XMiz,
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dzooXoMio+dzo1XoMir + ... +d777%7Miz) mod q, (46)
={dijk}(i,j,k=O,. .. ,7)
with dig=2/9Z (i,j,k =0,...,7) .

Then we obtain 64 equations from (39) and (46) as follows.
CoooMio+dootMiz+ ... +doorMiz=€00 7

dozoMio+donsMis+ ... +dor7Miz=en1 (47a)

dozomio+dozaMis t ... +dorzMiz=€07

diooMio+dioamin+ ... +diorMiz=€10 A

diroMig+diiMin+ ... +du7Miz=en (47b)

dizomip+diamin + ... +dizzMiz=€17

dzooMio+d7oamin + ... +dzorMiz=€70 )

d70Mip+d7uumis+ ... +drsMiz=en (47c)

dzzoMio+d7amin+ ... +drrrMiz=€r7 a

For My,..., M7 we obtain the same equations, the number of which is 512,
We also obtain the 8 equations such as

| E(pi,1) = [MiP= mig?+mi>+. . .+miz> mod q,(i=0,....,7). (48)

The number of unknown variables M;and dij (i,J,k=0,...,7) is 576(=512+64).

The number of equations is 520(=512+8).

Then the complexity G required for solving above simultaneous quadratic algebraic
equations by using Grobner basis is given such as

G~G’=(520+dregCareg)" =(763C243)"'=21034>> 280,
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where G’ is the complexity required for solving 520 simultaneous quadratic algebraic
equations with 520 variables by using Grobner basis,

where w=2.39,
and

Oreg = 243(=520%(2-1)/2 - 14 (520*(4-1)/6)

It is thought to be difficult computationally to solve the above simultaneous
algebraic equations by using Grébner basis.

84.4 Attack by using the ciphertexts of p and -p

I show that we can not easily distinguish the ciphertexts of p and -p.
We try to attack by using “p and -p attack”.
Let M:=R(ul+vB+wH)R1E€O0.

Let a plaintext p&Z/gZ and numbers u,v,w< Z/gZ, such that
p=k(u+2v bg)s+h(u+2bow)t = u+2v by ks+2bow ht mod q.
Let E(p, X) be the ciphertext of p.
By using simple style expression of E(p, X) we have
C(X):=E(p, X)= A(M[(A**X)Z])Z}) mod = O[X].
Let E(-p, X) be the ciphertext of -p.
C.(X):=E(-p, X)= A((M-[(A"X)Z])Z**) mod g EO[X],
where
M..=R(u’1+v’B+w’H)R1E0,
-p=k(u’+2v’ bo)s+h(u’+2bow’)t,
u’,v’,weZ/gZ.

Then we have

p - p=k(u+2v bg)s+h(u+2bew)t+ k(u’+2v’ bg)s+h(u’+2bgw’)t
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=(ut U’)+ 2 boks (v + v?)+ 2bh t(w + w*)= 0 mod g E Z/gZ.
(U+ U")=-2 ks (v + v")-2h t(w +w’) mod g (49)
We have
C(X) + C.(X) =A(([M + M][(A*X)Z])Z"*) mod q
= A([R(UL+VB+wH + U+ vB+w’ )R] [(AX)Z])Z"%) mod g
= A([R((U+U")1+(v+v)B+w+w’)H)R] [(AX)Z])Z%) mod g
=A( [R(-2boks(v+v’)1-2boht(w+w’) 1+ (vHv")B+ (w+ w)H)RT] [(AX)Z])Z")
=A( [R((B-2bo ks 1)(v+v") + (H-20o hit L)(w+w))R] [(AX)Z])Z)

#0 mod q (in general).

[Theorem 9]
Even if IM[?=|R(u1+vB+wH)R?=0 mod ¢, p exists such that p 0 mod q,
where

p=k(u+2v bg)s+h(u+2bow)t = u+2 bevks+2bew ht mod g,
uv,weZ/gZ.

(Proof?)
IMP>=|R(u1+vB+wH)R™> mod g
=|ul+vB+wH|* mod g
=(u+bov+ bow)?+(v-w)?(b?+.. .+ b7?)
=(u+bov+ bow)?+(v-w)?(-bp?)
=((u+bov+ bow)+(v-w)hbg) ((u+bgv+ bew)-(v-w)bg) mod g
=(u+2bgv) (u+ 2bow) =0 mod q

We solve the above equation to obtain 4 solutions.
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1) u+2bgv =0 mod s, and u+2bev =0 mod t,
2) u+2bow=0 mod s, and u+2bw=0 mod t,
3) u+2bgv =0 mod s and u+2bow =0 mod t,
4) u+2bev =0 mod t and u+2bow =0 mod s.

In case that u+2bov =0 mod s, and u+2bgv =0 mod t,
p=k(u+2v bp)s+h(u+2bew)t = h(u+2bew)t 0 mod q (in general).
In case that u+2bow=0 mod s, and u+2byw=0 mod t,
p=k(u+2v bg)s+h(u+2bow)t = k(u+2bev)s #0 mod g (in general).
In case that u+2bov =0 mod s and u+2byw =0 mod t,
p=k(u+2v bg)s+h(u+2bow)t = a’sks+5’ tht #0 mod g
= aks+pht 20 mod q (in general),
where a, o’, f, f’<ZIqZ.
In case that u+2bov =0 mod t and u+2bow =0 mod s,
p=k(u+2v bg)s+h(u+2bow)t = ke’ ts+hp’st =0 mod g.

g.ed.

(Numerical example in case that u+2bov =0 mod s and u+2byw =0 mod t)
Given s=7,t=11,0=77,b,=17 k=8,h=2, (8*7+2*11=1 mod 77).

When u=38, then

v=(-u)(2bg) *mod 7=4*6=3 mod 7,

w=(-u)(2bg)*mod 11=6*1=6 mod 11,

p=k(u+2 bov)s+h(U+2bgw)t=8(38+2*17*3)*7+2*(38+2*17*6)*11 mod 77=74,

IM|*=|R(u1+vB+wH)R?? mod g,
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=|u1l+vB+wH[* mod q,

=(u+2bgv) (U+ 2bgw) =(38+2*17*3)(38+2*17*6)=63*11=0 mod 77.

We can calculate | C(1)+ C.(1) |? as follows.
Let
p=k(u+2v bg)s+h(u+2bow)t = u+2v by ks+2bgw ht mod q,
p’=-p=k(u’+2v’ bo)s+h(u’+2bow’)t = u’+2 bev’ ks+2bow’ht mod g,
we have
C@)+CD)F
= E(p, 1)+ E(p*, 1) = E(p, 1)+ E(-p, 1) = E(p - p 1) = E(O, 1) [
=]A(( [R(ul+vB+wH + u’1+ v’B+w’ H)R1 ] [(A11)Z]))Z1 )| mod q
=| (B-2bo ks 1)(v+v") + (H-2bo ht 1)(w+w?) | 2mod q  (from (49))
=[(bo-2 bo ks) (V+V?) + (bo-2bo ht YW+ ) P+(D(V+V?) by (W+w))%+ ..
+(b7(v+v’) —b7(w+w’))> mod g
=[(bo(ht-ks) (v-Hv’) + bo(Sk-ht)(W-+Hw)]2+(ba(VHV?) -y (w-+Hw?))2+. .
+(b7(v+v’) —b7(w+w’))> mod g
= [bo(ht-ks) (v+v’ -w-w)P+(bs(v+v’ -w-w))?+. . .+(b7(v+v -w-w’))?mod g
= (v+v" -w-w’)? [hoX(ht-ks)>+bi?+. . .+b,7 mod g
= (v+v’ -w-w’)? [bo?+bs2+...+b7%] mod g
=0 mod q.
But from Theorem 9 there exist many tuples of plaintexts (p, p’) such that
p+p’#0mod gand | E(p, 1)+ E(p’, 1) [>= | E(p +p’, 1) [*=0 mod g.

Then it is said that the attack by using “p and -p attack™ is not efficient in general.
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We can not easily distinguish the ciphertexts of p and -p.

85. The size of the modulus g and the complexity for enciphering/
deciphering

We consider the size of the system parameter g. We select the size of g such that O(q),
the side of the composite number is as large as 22°®, Then we need to select modulus
O(q)=22000.

1) In case of k=8, O(q)=2%"%, the size of e; € Z/qZ(i,j=0....,7) which are the
coefficients of elements in E(p,X)=A((M[(A*X)Z])Z")mod q € O[X] is
(64)(log.q)bits =128kbits, and the size of system parameters g is 2000bits.

2) In case of k=8, r=8, O(q)=2%%, the complexity to obtain E(p,X) is

(32*512+8)(log.q)*+ Kaz = 2% bit-operations,

where

Kaz=16*16*(log,q)*+16*(log.q)*=2%" bit-operations is the complexiy required for

inverse of Atand Z1.

3) The complexity required for deciphering is given as follows.

Let C:=As((...((A((M[(ACH(... (A1) Z9)).. ) Z]) Zh))...)) Z:71) mod g.

We have

(A ((...(AT1 C)Z0) Z2))... ) Zk =M[(ACH((...((A111)Z1)). . .)) Z] mod g,
M=[(Ac ((....(A2 C)Z4)) Z2))...)) ZAIAK(.... (A1) Z4))....))ZJ mod .

=Ry(...(Ry(ul+ vB + WH)R/?).. )R, ?
(ul+vB +wH)=R/ (...(Ri*™M Ry)...) Rr =(Mmo’,my’,...,m7")
k(mo’+ my’ by/ by)s+h(mg’- my” b/ by)t mod g=p .
Then the complexity G required for deciphering is

(16*64+15*64+1+16*64)(log20)’+Kaz+(1+8)* (logzq)3+ 8*(logzq)?
= 2% bit-operations.

4) The complexity required for addition/subtraction operation on ciphertexts ,
E(p1, X)£E(p2, X) has no multiplication.

5) The complexity Gy required for multiplication operation on ciphertexts,
E(py, E (p2,X)) is  (8*8*8)(log.n)*= 2%,

On the other hand the complexity required for enciphering and deciphering in RSA
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scheme is O(2(log n)®)= 23 bit-operations and the complexity required for
multiplication operation a™™mod n in RSA scheme is O(2(log n)%)=23 bit-operations
where the modulus n is 2048-digit composite number.

Though our scheme requires memory space larger than RAS scheme and the
complexity required to encipher and decipher is as large as RSA scheme, the
complexity Gy required for multiplication operation on ciphertexts is less than RSA.

86. Conclusion

We proposed the new fully homomorphism encryption scheme based on the octonion
ring over finite ring. It was shown that our scheme is immune from the Grobner basis
attacks by calculating the complexity to obtain the Grébner basis for the multivariate
algebraic equations.

The proposed scheme does not require a “bootstrapping” process. We proved that
if there exists the PPT algorithm that decrypts the plaintext from the ciphertexts of the
proposed scheme, there exists the PPT algorithm that factors the given composite
number modulus.
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Appendix A:

Octinv(A)

S « ag?+a®+...+a*mod q.
% ST mod q
q[1] « q div S ;% integer part of /S
r[1] <= gmod S ;% residue
k «1
q[0] <@
0] «— S
while r[k] # 0
begin
ke—k+1
q[k] < r[k—2] div r[k—1]
1[k] «— r[k—2] mod [rk—1]
end
Q [k—1] « (-1)-q[k—1]
L[k-1]«1
1+— k-1
while i>1
begin
Q[ i—1]« (-1)-Q[i]~q[i—1]+ L[ 1]
Lli-1]<Q[1]
1—1-1

end

invS «— Q[1] mod q
INVA[0] < ag+«invS mod q
Fori=l,...,7,
invA[i] < (-1)-aixinvS mod q
Return A'= (invA[0], invA[1],..., invA[7])
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Appendix B:
Lemma 2
A1(AB)=B
(BAA=B
(Proof:)

A= (ap/ |A]? mod g, -a;/ |A]? mod ..., -a;/ |JA]? mod q).

AB mod g

= ((aobo-a1b1- azb2- aghs-asbs- asbs-aghs-asb7 mod g,
agb;+aibg+azbs+ashr-asb,+ashe-ashs-azbs mod g,
aoh2-a1ha+asho+ashs+ashi-ashs+ash7-azbe mod g,
aghs-a10b7-a2bs+azbo+ashs+ashz-ashs+azh; mod g,
aobs+aihy-a,b1-ashs+asbg+ashr+ashs-azbs mod g,
aobs-a1Ds+a,b3-ash,-asb;+ashe+ash: +azh, mod g,
aghs+a1bs-a2b7+ashs-asbs-ash: +agho+azb, mod g,
aob;+aibs+asbs-ash; +asbs-ashs-ash,+azbo mod q).

[A*(AB)]o

={ ao(agho-a1bi- axb,- ashs-asbs- ashs-ashe-asby)
+ay(aobs+aibot+azbs+ashr-asb+ashe-aghs-azhs)
+ az(aob2-a1bs+azbo+asbs+asb;-ashs+ashy-asbe)
+as(aobz-aib7-abs+aghe+asbe+ash,-ashs+azbi)
+ay(aohs+arbz-a,01-asbe+asbo+ashs+ashs-azbs)
+ as(aobs-a10s+azbz-asbz-asbr+ashe+agh: +azs)
+ag(aobe+aibs-a.b7+ashs-asbs-ash; +agho+ashy)
+a(agh7+asbs+aybs-ash; +asbs-ashs-agh,+azho) } /JAP mod g

={(a+a>+...+a7?) bo} /JAR =bo mod g

where [M ]idenotes the i-th element of MEO.

[A*(AB)],

={ ag(aghs+asho+azbs+ashr-asb,+ashe-ashs-azbs)
-a1(Aobo-a1b1- azb- ashs-asbs- asbs-agbe-azby)
-82(aohs+asbz-abi-asbs+asbo+ashr+aghs-asbs)
-a3(aob7+aibs+asbs-ashi+asbs-ashs-ash+asho)
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+au(aob2-a1ba+ashe+azbs+asb;-ashs+aghz-azbe)
- a5(Aobs a1 bs-asb7+ashs-asbs-ash: +agho+arzh,)
+a(aobs-a1be+ashs-aghs-asb7+ashe+ashi +azbhs )
+a(aghs-a1h7-abs+azbo+asbe+ash,-ashs+azb1) } /JAF mod g

={(ag®+a’+...+a7%) b;} /|AP=b; mod q.

Similarly we have

[A1(AB)]=bimod q (i=2,3,...,7).
Then

AYAB)=Bmodg. qed.



