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Abstract. Cao-Cao’s recently proposed an identity-based proxy signature scheme
and claim that the scheme is provably secure in random oracle model. In this paper
we have reviewed the scheme and proven that the scheme is vulnerable to chosen
message attack under the defined security model. To prevent this attack, we propose
an improved version of the scheme. A Proxy multi-signature scheme allows an autho-
rized proxy signer to sign on a message on behalf of a group of original signers.
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1 Introduction

The concept of proxy signature scheme was first initiated by Mambo et al [2] in 1996. The
Proxy signature scheme allows an original signer to delegate his signing capability to an
authorized signer called the proxy signer to sign on a message on behalf of him. There
are many versions of proxy signature like proxy multi-signature, which allows two or more
original signers delegate their signing capability to a single proxy signer. This concept was
introduced by Yi et al. in 2000 [3]. Another variant is multi-proxy signature where the
original signer delegates his signing capability to two or more proxy signers. Also many new
type of proxy signature, such as threshold proxy signature [12], proxy ring signature [16],
proxy blind signature [14], one-time proxy signature [13], proxy blind multi-signature [15]
have been constructed by joining proxy signature with the other special signature .

The concept of multi-proxy signature scheme was first introduced by Hwang and shi [§]
in 2000. In 2004 Hwang et al. proposed multi proxy multi-signature scheme by combining
both proxy multi-signature and multi proxy signature scheme [10]. It is a group-based proxy
signature scheme. In this scheme, a group of original signers delegates the signing capability
to a group of users named as a proxy signer group can sign messages on behalf of the group
of original signer. However, in this type of scheme, both the original and proxy signers have
a proper synchronization to create a certificate called proxy certificate.

The proxy signature scheme is very useful in many applications. For example, an organi-
zation has many departments such as production, HR, finance, accounts, etc. A document
has to sign jointly by the department manager or the managers have to authorize to one
trusted signer on behalf of them to sign. This is a very useful application of proxy multi-
signature scheme to reduce the computational overhead of the company. Also proxy signature
is applied in distributed shared systems [9], mobile agent environment [7], grid comput-
ing, global distribution networks, etc. Proxy multi-signature resolve the difficulty of signing
multiple documents individually.

1.1 Security goals
A secure proxy signature scheme should have the following security goals [11]:

— Distinguishability: Anyone can distinguish proxy signature from a typical signature.



— Verifiability: There should be proper synchronization between the original signer and
verifier. The verifier should accept the agreement of the original signer on the signed
message.

Strong unforgeability: No one except the proxy signer can generate a valid proxy
signature on behalf of the original signer.

Identifiability: Everyone can find out identity information such as proxy signer’s
identity, period of delegation etc from the proxy signature.

Non-deniability: After the generation of proxy signature on behalf of the original
signer, proxy signer should not deny that, he has not signed with the message.
Prevention of misuse: The proxy secret key cannot be used by the proxy signer to
generate a valid signature for other purpose. That is, he cannot sign the message, that
have not been delegated by the original signer.

2 Organization of the paper

Section-3 describes some preliminaries on mathematical assumptions, Section-4 and 5 out-
lines the framework of proxy multi-signature scheme and security model respectively. In
section-6 and 7, we present the review of Cao et al’s scheme and its analysis. Section-8
provides about the preventing of the attack. Finally, we briefs the conclusion in section-9.

3 Mathematical Assumptions

3.1 Bilinear Pairings

Let Gy and G5 are two cyclic groups of prime order g with respect to operation addition and
multiplication respectively. The bilinear map € is known as non-degenerated and computable
if and only if it satisfies the following properties:

é: Gl X Gl — GQ
holds following

— Bilinearity: Let a,b € Z; and P,Q € G,
1. é(aP,bQ) = é(P,Q) for all a,b € Z;
2. é(P+Q,R)= é(P,R)é(Q,R), for P,Q,R € G.
— Non-degenerate: There exists P € Gy such that é(P, P) # 1g,
— Computability: There exist an efficient algorithm to compute é(P, Q) or all P,Q € G;.

This type of bilinear map is called as admissible.

3.2 Complexity assumption

Definition 1. Computational Diffie-Hellman(CDH) Problem is defined for a given group
G1 of prime order q with generator P and element aP,bP € Gy, where a,b € Z; are chosen
randomly, the problem is to compute abP in G1.

Definition 2. The assumption (t,€)-CDH holds in Gy, if there does not exist any algorithm
that can solve the CDH problem at most in time t with probability at least €.

4 Framework of Proxy multi-Signature Scheme

There are three type of entities involve on a proxy multi-signature scheme, namely a group of
original signer O = {O4,... O, } with identities ID; ...ID,, a proxy signer P with identity
ID,, designated by all original signers and a verifier like a Clark or administrative assistant
of an organization. A proxy multi-signature scheme comprises following seven algorithms:

— Setup: PKG runs this algorithm on the security parameters 1#(u € N) as input and
returns the public parameters params and master secret key s. PKG makes params
public and keeps secret s.



— Extract: This algorithm takes the user’s identity I D, master secret key s and system
parameter params and returns the user’s private key dyp. PKG runs this algorithm,
generates the private keys of all users participating in this protocol and sends to the
respective users through a secure channel.

— Sign: The algorithm takes the system parameters params, signer’s identity /D, message
m and signer’s private key d;yp and generates signature o on message m. The algorithm
runs in a probabilistic polynomial time.

— Veri: This is a deterministic algorithm that verifies the validity of the signature. It takes
the system public parameter params, signer’s identity 1D, signature ¢ and message m
as input and returns 1 if the verification equation holds. Then accept the signature.
Otherwise, it returns 0 if the equation does not hold and reject the signature.

— PMGen: This algorithm is run by both the proxy signer P and all original signers
O, ... 0, participate in the protocol. It takes the input of identities I D, ID; ...ID,, of
all members, original signer’s private keys d . . .d, and warrant of delegation w contains
a period of warrant, type of information delegated etc. Also it takes the proxy signer’s
private key d,, as input and returns the proxy signer’s signing key sk, which is used to
generate proxy-multi signature on behalf of original signers.

— PMSign: This is a randomized algorithm, takes the proxy signing key sk, the message
m to be signed and the warrant w as input and generate proxy multi-signature o on
behalf of all original signers Oy, ...0O,,.

— PMVeri: This is a deterministic algorithm, takes all the member’s identities I.D,, ID; ...ID,,
proxy multi-signature o, message m and warrant w as input. Returns 1 if it passes
through the verification equation and accept the signature, otherwise if the output is 0,
reject it mean the equation does not holds.

5 Security Model

The security model is the game played between the adversary and the challenger. Assume
that the challenger is a single honest user says 1. The adversary interact with the challenger
provides his identity 1 and obtains all user’s private keys participate in the protocols. It is to
be assumed that the channel between the proxy signer and the original signer is not secure.
The model allows the adversary to access the following three oracles as:

1. Signing
2. Delegation
3. Proxy multi-signature

The adversary A appeals to the user 1 to act as the role of proxy signer or one of the original
signer. A’s aim is to obtain one of the following forgeries:

— User 1 generates a typical signature for a message m with restriction, it was not queried
earlier to the signing oracle.

— User 1 generates Proxy multi-signature for a message m on behalf of the original signers
with the condition, neither 1 is designated by the original signers nor m was queried to
the proxy multi-signature oracle.

— Proxy multi-signature for a message m by any user except the user 1 on behalf of the
original signers Os ... 0,11, such that any users have not been delegated by the original
signers before and one of Oy ... 0,1 is the user 1.

Let the adversary is denoted by A and a challenger by C. It is carried out in the following
queries:

— Setup: C runs the setup algorithm on input the security parameters and outputs the
public system parameter params and master secret key s. C keeps secret s and sends
params to the adversary A.

— Extract query: A can submit the query for the private key of the user’s identity i # 1.
C answers the query by running the Extract query and sends the private keys d; to A.

— Queries for Signing: A can ask a polynomial number of bounded Signing query in an
adaptive manner on message m of his choice with the private key dy to the corresponding
user 1. Returns the standard signature ¢ by 1. Then the message m is included to the
list L.



— Queries for delegation: Consider the following two cases:

e In this oracle, the user 1 plays as the role of proxy signer and other members
Os,...0Opy1 plays as originally signers. C runs the algorithm PMGen for the mes-
sage m on warrant w as the input of the user 1 chosen by A and returns the proxy
signing key sk, eventually. Then include (sk,, w) to the list Lyqrro. We assume that
A cannot access the list Lg, ... -

e User 1 plays as one of Os, ... O, 1’s role and A plays the role of P. Let without loss
of generality, assume O, 11 is the proxy signer and O; ... O, are the original signers.
C answers by executing the algorithm PMGen on warrant w as the input which is
chosen by A and returns the proxy signing key sk, eventually. Then include (skj,, w)
to the list L

qwarro*

— Queries for Proxy multi-signature: The adversary A can ask a polynomial number

of bounded signing queries on (m,w) in an adaptive manner where there exists sk, such
that (skp,w) € Lg,.,., and m satisfies w. Returns a proxy multi-signature ¢ on message

m eventually and include to the list Ly, ..

If one of the following event take place, then A wins the game.

1.

2.

FEy: A forges a valid signature o on the message m for user 1 where the verification
equation hold and the query for m was not submitted to the signing oracle i.e m ¢ Ly, .
FE5: A generate a valid forge signature o on the message m which satisfies the warrant
w i.e (m,w) ¢ Lgp,... Here the user 1 plays the role of proxy signer and other members
Os,...0p 41 are act as original signers.

Es5: A forges a valid proxy multi-signature o on the message m with warrant w ¢ L
Where O, 41 is the proxy signer and O; ... O, are the original signers.

qwarro*

The probability of success is defined by the advantage of the adversary A. Formally it can
be written as:

Adv¥E oy s(A) = Pr[Succ]

Let the advantage for the adversary is €. The success probability of A wins the above game

1S
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SuccY (p) < 5 +e¢

Review of Cao-Cao’s Scheme

Setup: Let G; is a cyclic additive group of prime order ¢ and P be the generator. G
be a cyclic multiplicative group with same prime order q. é : G; X G; — Gy is a bilinear
map. PKG picks s € Z; randomly as master secret key and computes Ppup = sP.
H;,i = 1,2,3,4 are cryptographic hash functions, H; : {0,1}* — Gy,i = 1,2,3 and
Hy :{0,1}* — Zj.
Extract: Given the identity of the user ID, computes Qrp = Hi(ID) € G; and the
corresponding user’s private key d;jp = sQrp € Gy.
Sign: To generate a signature on message m € {0,1}*, the signer use his own private
key d;p and perform the following steps:
1. Picks r € Z; randomly and computes U = rP and H = Hy(m||U) € G;.
2. Computes V = d;jp+r-H € Gy
Signature on message m is o = (U, V).
Veri: For verification of the signature o for the user’s identity I D, the verifier performs
the following steps:
1. Computes Q;p = Hi(ID) and H = Hy(m||U).
2. If the equation é(P,V) = é(Ppus, @p)é(U, H2(m||U) holds, the he accepts the sig-
nature, otherwise rejects.
PMGen: To generate proxy multi-signature, the original signer performs the following:
1. Generation of delegation: In order to delegate the power of signing to the proxy
signer P, the original signers O {O; ... O,, do the following to construct the signed
warrant w which contains all the details of proxy includes identity information of the
original and proxy signer, period of delegation and the type of information delegate.
To sign on this delegation, original signers does the following to generate signed
warrant w.



e O, picks r; € ZZ randomly and compute U; = r;P, for all i = 1...n and
broadcast to other n — 1 signers.
e O; computes U = >\ U;, H= Hy(w|U),V;= d;+r;Hforalli= 1...n
e O, sends (w,U;, V;) to the proxy signer P.
2. Verification of delegation: The proxy signer P verifies the validity of delegation
after he received all (wz, U;, V;) for all i = ...n. He performed the following steps:
e Computes U = S0 U; and H = Hg(w||U ).
e Checks é(P,V;) = &(Ppup, Q:)é(Us, H'), where Q; = H(ID;), foralli= 1...n
3. Generation of Proxy secret key: If all the delegations (w,U;,V;) for all i =
1...n are correct, P accepts the delegation and computes the proxy key as sk, =
S0, Vit Ha(ID, w|lU)d;o,.

— PMSign: P signs on message m on behalf of all the original signers 01,05 ... O, using

the secret proxy key sk,. He performs the following steps:
e Picks r, € Z7 randomly and computes U, = rp,P, H, = H3(ID,||wl||||m||Up)
e Computes V, = sk, +r,H,,.

Proxy signature is 0, = (w,Up,V,,U) for message m.

— PMVeri: In order to verify the proxy signature o, under warrant w for the message, the

verifier does the following computations:
e Examines whether m complies to w or not. If it does comply, abort the simulation,

else continue.

e Verifies whether the original signers O;,0s...0, have authorized to the proxy
signer P on the validated warrant w for the message m or not. If not abort the
simulation, otherwise continue.

e Finally, computes Q;p, = Hi(ID,) and verifies the following equation

&(P,Vy) = &(Ppuy, Y Qi+ Ha(ID,|[w||U|Q1p,)e(U, Ha(w||U))é(Uy, Ha(ID||w]|Uy))

i=1
(1)

If holds, then accepts the proxy signature, otherwise rejects.
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Vulnerability of Cao-Cao’s Scheme

Under the defined security model, here we have proven that Cao-Cao’s identity-based proxy
multi-signature scheme is vulnerable to chosen message attack where A can forge a valid
proxy multi-signature scheme.

Let A chooses a warrant w where w' ¢ Warro for the proxy signer or challenger with

identity ID; and can forge a valid proxy multi-signature (wl,m/, O’l) on behalf of original
signers Os ... Op41. Hence the event Fs occurs and the adversary A wins the game.

To forge a valid proxy multi-signature .4 has to perform the following steps.

. A constructs a warrant w that the proxy signer P have identity ID; is designated by

the original signer O = {Os...O, 1} have identities IDy...ID, 1. He adds the type
of information delegated, perlod of delegations etc.

. A submits signature queries on (ID;,w') for i = {2...n + 1}. Then A returns the

answers (U;,V; ) satisfies é(P,V}) = &(Pyup, Qp,)é(U;, Ha(w'|U;)), for i = {2...n
1}. Includes w’ in the list L.

. A submits extraction query for the proxy signer with identity I D; and returns proxy
key as
skp, = it 3 Vi + Hy(IDy||w'|U")dy, where di = sHi(ID1),U = 7270,
. A can constructs a valid proxy multi-signature ¢ = (w',U;,V],U ). Where U; =

APU = rfPU = SIULHD = Hy(ID | U, H = Ha(w U,V =
skpl—i—rlH

Proof of Correctness

eP,VY) = &(Ppuy Y17 Qi+ Ha(1D) [ |U), Qrp, )e(U', H (U, H))
eP.V) = &P skp,e(P.raHa(ID ' |m'[U})

E0:S S ) (P, Ha(1Dy o' [|U")e )e(Uy, Hs (1D, w'[|m/||U7))
( pubvz ) (U H) (PpubaH4(ID ||w ||U/ )QI?I) I(UlaHl)
é( pub,sz + Hy(IDy|w'U")Qrp,)e(U', H)é(Uy, Hy)



8 Countermeasure of the Attack

In this section, we proposed the improved version of the scheme that eliminate the vulner-
ability by preventing the attack.

We follows the similar procedure [ to prevent the attack. Let we append 11 to the
message in the form of binary string that shows an ordinary message, 00 to represent a
proxy designated message and 01 to represent proxy multi-signature message in the proposed
improved version of the scheme. The scheme is as follows

— Setup: Consider an additive group G; which is a cyclic group. The Order of the group
is ¢ a prime and P be the generator. G5 be a cyclic multiplicative group with the same
order. Let € : G X G1 — G2 be a bilinear map. PKG picks s € Z; randomly as master
secret key and computes P, = sP. H;,i =1,2,3,4 are cryptographic hash functions,
H;:{0,1}* = Gy,i= 1,2,3 and Hy: {0,1}* — Z;.

— Extract: Given the identity of the user ID, computes Q;p = H;(ID) € Gy and the
corresponding user’s private key djp = sQip € G.

— Sign: To generate a signature on message m € {0,1}*, the signer use his own private
key d;p and perform the following steps:

L. Picks r € Z; randomly and computes U = rP and H = Hy(m||U||11) € G;.
2. Computes V = djp+r-H € Gy
Signature on message m is o = (U, V).

— Veri: For verification of the signature o for the user’s identity ID, the verifier performs

the following steps:
1. Computes Q;p = Hi(ID) and H = Hy(m||U|[11).
2. If the equation é(P, V) = é(Ppup, @p)é(U, H2(m||U||11) holds, then he accepts the

signature, otherwise rejects.
— PMGen: To generate proxy multi-signature, the original signer performs the following:
1. Generation of delegation: In order to delegate the capability of signing to the
proxy signer P, the original signers O {O; ... O,, do the following to construct the
signed warrant w which contains all the details of proxy includes information about
original and proxy signer’s identity,timing of delegation and the type of information
delegate. To sign on this delegation, original signers does the following to generate
signed warrant w.
e O; picks r; € Z; randomly and compute U; = r;P, for all i = 1...n and
broadcast to other n — 1 signers.
e O; computes U = Y I, U;, H= Hy(w||U||00),V; = di+r;H foralli= 1...n
e O; sends (w,U;,V;) to the proxy signer P.
2. Verification of delegation: The proxy signer P verifies the validity if delegation
after he received all (wl7 U;, Vi) for all i = ...n. He performed the following steps:
e Computes U' = . U; and H = HQ(U}HU |00).
o Checks é(P,V;) = é(Ppup, Qi)é(U, H'), where Q; = H(ID;), foralli= 1...n
3. Generation of Proxy secret key: If all the delegations (w,U;,V;) for all i =
1...n are correct, P accepts the delegation and computes the proxy key as sk, =
Zz 1 Vi + Hy(IDy|w||U)d;p,-
— PMSign: P signs on message m on behalf of all the original signers 01,05 ... O, using
the secret proxy key sk,. He performed the following steps:
e Picks r, € Z; randomly and computes U, = r,P, H, = H3(ID,||w||||m|U,|01)
e Computes V), = sk, +r,H,.
Proxy signature is o, = (w, Up, V,, U) for message m.
— PMVeri: In order to verify the proxy signature o, under warrant w for the message, the

verifier does the following computations:
e Examines the message m complies to warrant w or not. If it does comply, abort,

otherwise continue.

e Verifies whether the original signers 01,0 ...0, have authorized to the proxy
signer P on the validated warrant w for the message m or not. If not abort the
simulation, otherwise continue.

e Finally, computes Q;p, = Hi(ID,) and verifies the following equation

e(P,Vy) = (Pyuv, y_ Qit-Ha(IDy|wl|U||Q1p, (U, Ha(w]|U100)é(Up, H(1Dy|[w]|Up 101))

i=1
(2)

If holds, then accepts the proxy signature, otherwise rejects.



9 Conclusions

In this paper, we have reviewed the Cao-Cao’s proxy multi-signature scheme and point out
that the scheme is not secure against chosen message attack under their defined security
model i.e event Es occurs where the attacker can forge a valid proxy multi-signature. Further,
we proposed an improved version of the scheme which can prevent this attack. For future
work, the proposed scheme can be extended to multi-proxy multi-signature scheme in the
random oracle model.
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