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Abstract

A Probabilistically Checkable Proof (PCP) allows a randomized verifier, with oracle access to
a purported proof, to probabilistically verify an input statement of the form “z € L” by querying
only few bits of the proof. A zero-knowledge PCP (ZKPCP) is a PCP with the additional
guarantee that the view of any verifier querying a bounded number of proof bits can be efficiently
simulated given the input x alone, where the simulated and actual views are statistically close.

Originating from the first ZKPCP construction of Kilian et al. (STOC ’97), all previous
constructions relied on locking schemes, an unconditionally secure oracle-based commitment
primitive. The use of locking schemes makes the verifier inherently adaptive, namely, it needs
to make at least two rounds of queries to the proof.

Motivated by the goal of constructing non-adaptively verifiable ZKPCPs, we suggest a new
technique for compiling standard PCPs into ZKPCPs. Our approach is based on leakage-resilient
circuits, which are circuits that withstand certain “side-channel” attacks, in the sense that these
attacks reveal nothing about the (properly encoded) input, other than the output. We observe
that the verifier’s oracle queries constitute a side-channel attack on the wire-values of the circuit
verifying membership in L, so a PCP constructed from a circuit resilient against such attacks
would be ZK. However, a leakage-resilient circuit evaluates the desired function only if its input
is properly encoded, i.e., has a specific structure, whereas by generating a “proof” from the wire-
values of the circuit on an ill-formed “encoded” input, one can cause the verification to accept
inputs « ¢ L with probability 1. We overcome this obstacle by constructing leakage-resilient
circuits with the additional guarantee that ill-formed encoded inputs are detected. Using this
approach, we obtain the following results:

e We construct the first witness-indistinguishable PCPs (WIPCP) for NP with non-adaptive
verification. WIPCPs relax ZKPCPs by only requiring that different witnesses be indis-
tinguishable. Our construction combines strong leakage-resilient circuits as above with the
PCP of Arora and Safra (FOCS ’92), in which queries correspond to side-channel attacks
by shallow circuits, and with correlation bounds for shallow circuits due to Lovett and
Srivinasan (RANDOM ’11).

e Building on these WIPCPs, we construct non-adaptively verifiable computational ZKPCPs
for NP in the common random string model, assuming that one-way functions exist.

e As an application of the above results, we construct 3-round WI and ZK proofs for NP in
a distributed setting in which the prover and the verifier interact with multiple servers of
which ¢ can be corrupted, and the total communication involving the verifier consists of
poly log (t) bits.
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1 Introduction

In this work we study probabilistically checkable proofs with zero-knowledge properties, and establish
a connection between such proofs and leakage-resilient circuits. Before describing our main results,
we first give a short overview of these objects.

Probabilistically Checkable Proof (PCP) systems |1, 2] are proof systems that allow an efficient
randomized verifier, with oracle access to a purported proof generated by an efficient prover (that is
also given the witness), to probabilistically verify claims of the form “x € L” (for an NP-language L)
by probing only few bits of the proof. The verifier accepts the proof of a true claim with probability
1 (the completeness property), and rejects false claims with high probability (the probability that
the verifier accepts a false claim is called the soundness error). The celebrated PCP theorem |1, 2, 8]
asserts that any NP language admits a PCP system with soundness error 1/2 in which the verifier
reads only a constant number of proof bits (soundness can be amplified using repetition). Moreover,
the verifier is non-adaptive, namely its queries are determined solely by his randomness (a verifier
is adaptive if each of his queries may also depend on the oracle answers to previous queries).

A very different kind of proofs are zero-knowledge (ZK) proofs [15], namely proofs that carry no
extra knowledge other than being convincing. Combining the advantages of ZK proofs and PCPs,
a zero-knowledge PCP (ZKPCP) is defined similarly to a traditional PCP, except that the proof
is also randomized and there is the additional guarantee that the view of any (possibly malicious)
verifier who makes a bounded number of queries can be efficiently simulated up to a small statistical
distance.

Previous ZKPCP constructions [24, 19, 21| are obtained from standard (i.e., non-ZK) PCPs
in two steps. First, the standard PCP is transformed into a PCP with a weaker “honest-verifier”
ZK guarantee (which is much easier to achieve than full-fledged ZK). Then, this “honest-verifier”
ZKPCP is combined with an unconditionally secure oracle-based commitment primitive called a
“locking scheme” [24, 19|. This transformation yields ZKPCPs for NP with statistical ZK against
query-bounded malicious verifiers, namely ones who are only limited to asking at most p (|z|) queries,
for some fized polynomial p that is much smaller than the proof length, but can be much bigger than
the (polylogarithmic) number of queries asked by the honest verifier.

A common limitation of all previous ZKPCP constructions is that they require adaptive verifi-
cation, even if the underlying non-ZK PCP can be non-adaptively verified. This raises the natural
question of constructing PCPs that can be non-adaptively verified, and guarantee ZK against mali-
cious verifiers. We note that the adaptivity of the verifier is inherent to any locking-scheme-based
ZKPCP, since the unconditional security of locking schemes makes their opening inherently adap-
tive. Therefore, constructing ZKPCPs that can be verified non-adaptively requires a new approach
towards ZKPCP construction. An additional advantage of eliminating the use of locking schemes is
the possibility of constructing ZKPCPs preserving the proof length (which is important when these
are used for cryptographic applications as described below), since locking schemes inherently incur
a polynomial blow-up in the PCP length.

Motivated by these goals, we suggest a new approach for the construction of ZKPCPs. We apply
leakage-resilient circuit compilers (LRCCs) to construct witness-indistinguishable PCPs (WIPCPs)
for NP, a weaker variant of ZKPCPs in which the simulation is not required to be efficient. We
then apply the so-called “FLS technique” [12] to convert these WIPCPs into computational ZKPCPs
(CZKPCPs) in the common random string (CRS) model, based on the existence of one-way functions
(OWFs). In such a CZKPCP, the view of any query-bounded probabilistic polynomial-time (PPT)
verifier can be efficiently simulated, in a way which is computationally indistinguishable from the
actual view.

Informally, an LRCC compiles any circuit into a new circuit that operates on encoded inputs, and



withstands side-channel attacks in the sense that these reveal nothing about the (properly encoded)
input, other than what follows from the output. Works on LRCCs obtained information-theoretic
security for different classes of leakage functions |20, 11, 30, 10, 17, 28].

Works on LRCC compilers considered different restrictions on the class of leakage functions being
tolerated. One line of work, initiated by Ishai et al. [20], restricts the complexity class from which
leakage functions are chosen. In these constructions [20, 11, 28] the compiled circuit operates on
secret-shares, and its leakage-resilience is reduced to leakage functions being unable to distinguish
secret shares of different values. A different approach, initiated by Micali and Reyzin [27], considers
leakage that is “local” in the sense that the leakage functions operate on disjoint sets of wires of the
circuit (see, e.g., |27, 16, 22, 10, 17]).

Other than the theoretical interest in this question, our study of PCPs with ZK properties
is motivated by their usefulness for cryptographic applications. For instance, ZKPCPs are the
underlying combinatorial building blocks of succinct zero-knowledge arguments, which have been
the subject of a large body of recent work (see, e.g., [3, 4, 5| and references therein).

A more direct application of WIPCPs and ZKPCPs is for implementing efficiently verifiable
zero-knowledge proofs in a distributed setting involving a prover, verifier, and multiple (potentially
corrupted) servers. In this setting a prover can distribute a ZKPCP between the servers, allowing
the verifier to efficiently verify the claim by polling a small random subset of the servers.! In
this and similar situations, ZKPCPs that only offer security against an honest verifier are not
sufficient for protecting against colluding servers. We use our non-adaptively verifiable WIPCPs
and CZKPCPs for NP to construct 3-round WI and CZK proofs for NP in this distributed setting,
in which the total communication with the verifier is sublinear in the input length. The WI proofs
are unconditional, whereas the CZK proofs are based on the existence of OWFs. This should be
contrasted with standard sublinear ZK arguments, that require at least 4 rounds of interaction,
and require the existence of collision resistant hash functions. We refer the reader to, e.g., [19] for
additional discussion of ZKPCPs and their applications.

1.1 Our Results and Techniques

We now give a more detailed account of our results, and the underlying techniques.
FroM LRCCs AND PCPs 7o WIPCPS. Let L be an NP-language with a corresponding NP-
relation R, and a boolean circuit C' verifying Ry. Recall that the prover P in a PCP system for
Ry is given the input x and a witness y for the membership of x in L, and outputs a proof « that
is obtained by applying some function fp to x,y. For our purposes, it would be more convenient to
think of fp as a function of the entire wire values w of C'; when evaluated on z,y. In a ZKPCP,
few bits in the output of fp should reveal essentially nothing about the wire values w, i.e., C' should
withstand “leakage” from fp. In general, we cannot assume that C' has this guarantee, but using an
LRCC, C can be compiled into a circuit C' with this property. Informally, an LRCC is associated with
a function class £ (the leakage class) and a (randomized) input encoding scheme E, and compiles a
deterministic circuit C' into a deterministic circuit C , that emulates C, but operates on an encoded
input. It is leakage-resilient in the following sense: for any input z for C, and any ¢ € L, the output
of £ on the wire values of C', when evaluated on E (z), reveals nothing other than C'(z). This is
formalized in the simulation-based paradigm (i.e., the wire-values of C can be efficiently simulated
given only C'(2)).

We establish a connection between ZKPCPs and LRCCs. Assume the existence of an LRCC
associated with a leakage class £, such that any restriction flg of fp to a “small” subset Z of its

'Unlike the ZKPCP model, the answers of malicious servers may depend on the identity of the verifier’s queries,
but this can be overcome using techniques of [21].



outputs satisfies f% € L. Then the oracle answers to the queries of a query-bounded verifier V'
correspond to functions in L, since for every possible set Z of oracle queries, the answers are f% (w).
Therefore, if w is the wire values of a leakage-resilient circuit then the system is ZK. This gives a
general method of transforming standard PCPs into ZKPCPs: P,V replace C, = C (z,-) (ie., C
with x hard-wired into it) with Cy; and P proves that C, is satisfiable by generating the PCP =«
from the wire values of Cj.

This transformation crucially relies on the fact that C, emulates C, (e.g., if C, always outputs
1 then the resultant PCP system is not sound). However, in current constructions of LRCCs (e.g.,
[20, 11, 28]), this holds only if the encoded input of C, was honestly generated. Moreover, there
always exists a choice of an ill-formed “encoding” that satisfies C, (i.e., causes it to output 1). In
our case the prover generates the encoded input of C, (the verifier does not know this input), so
that a malicious prover is able to pick an ill-formed “encoding” that satisfies Co, causing the verifier
to accept with probability 1. Therefore, soundness requires that if C, is not satisfiable, then there
exists no satisfying input for C, (either well- or ill-formed), a property which we call SAT-respecting.
The main tool we use are SAT-respecting LRCCs, which we construct based on the LRCC of Faust
et al. [11]. To describe our construction, we first need to delve deeper into their construction.

The LRCC of [11] transforms a circuit C into a circuit C' that operates on encodings generated by
a linear encoding scheme, and emulates the operations of C' on these encodings. Leakage-resilience
against functions in a restricted function class £ is obtained by “refreshing” the encoded intermediate
values of the computation after every operation, using encodings of 0. (The LRCCs of |20, 28] operate
essentially in the same way.) The input of C includes sufficiently many encodings of 0 to be used for
the entire computation.? However, by providing C also with 1-encodings (i.e., encodings of 1), one
can change the functionality emulated by C. (In particular, if the encoding “refreshing” the output
gate is a l-encoding, the output is flipped.) This is not just an artifact of the construction, but
rather is essential for their leakage-resilience argument. Concretely, to simulate the wire values of
C without knowing its input, the simulator sometimes uses 1-encodings, which rules out the natural
solution of verifying that the encodings used for “refreshing” are 0-encodings. We observe that if
C were emulated twice, it would suffice to know that at least one copy used only 0-encodings, since
then C is satisfiable only if the honestly-evaluated copy is satisfiable (i.e., C' is satisfiable). At first,
this may seem as no help at all, but it turns out that by emulating C' twice, we can construct what
we call a relared LRCC, which is similar to an LRCC, except that the simulator is not required to
be efficient. Specifically, assume that before compiling C' into C , we would replace it with a circuit
C’ that computes C' twice, and outputs the AND of both evaluations. Then ol (complied from C”)
would be relaxed leakage-resilient, since an unbounded simulator could simulate the wire values of
ol by finding a satisfying input zg for C, and honestly evaluating C’ on a pair of encodings of zg.
Using a hybrid argument, we prove that functions in £ cannot distinguish the simulated wire values
Wy from the actual wire values Wg of C! when evaluated on a satisfying input zr. Indeed, we can
first replace the input in the first copy from zr to zg (using the leakage-resilience of the LRCC of
[11] to claim that functions in £ cannot distinguish this hybrid distribution from Wg), then do the
same in the second copy. By replacing the inputs one at a time, we only need to use 1-encodings in
a single copy.® However, holding two copies of the original circuit still does not guarantee that the

2 Actually, [11] consider a model of continuous leakage, in which the circuit is invoked multiple times on different
inputs, and maintains a secret state. Their construction uses tamper-proof hardware (called opaque gates) to generate
the encodings of 0 used for refreshing. We consider the simpler model of one-time leakage on circuits that operated
on encoded inputs [20, 28], and as a result we can incorporate the necessary encodings (used for refreshing) into the
encoded input.

3This technique is reminiscent of the “2-key trick” of [29], used to convert a CPA-secure encryption scheme into a
CCA-secure one.



evaluation in at least one of them uses only 0-encodings.

The natural solution would again be to add a sub-circuit verifying that the encodings used are
0-encodings, but this sub-circuit should hide the identity of the “correctly evaluated” copy. This
is because the hybrid argument described above first uses l-encodings in the first copy (and 0-
encodings in the second), and then uses 1-encodings in the second copy (and only 0-encodings in the
first). Therefore, if functions in £ could determine which copy uses only 0-encodings, they could also
distinguish between the hybrids. Instead, we describe an “oblivious” checker Ty, which at a high-level
operates as follows. To check that either the first or the second copy use only 0-encodings, it checks
that for every pair of encodings, one from the first copy, and one from the second, the product of
the encoded values is 0. To guarantee that leakage on 7Ty reveals no information regarding which
copy uses only 0-encodings, we use the LRCC of [11] to compile 7p into a leakage-resilient circuit
75. This introduces the additional complication that now we must also verify the encodings used
to “refresh” the computation in 7o (otherwise 1l-encodings may be used, potentially changing the
functionality of 75 and rendering it useless). However, since 75 does not operate directly on the
iputs to ol (it operates only on the encodings used for “refreshing”), we show that the “refreshing”
encodings used in 75 can be checked directly (by decoding the encoded values and verifying that
they are 0). Additional technicalities arise since introducing these additional components prevents
us from using the LRCC of [11] as a black box (see Section 3 for additional details on the analysis).
Finally, we note that our circuit-compiler is relazed-leakage-resilient because in all hybrids, we need
the honestly-evaluated copy to be satisfied, so the simulator needs to find a satisfying input for
C. This is also the reason that we get WIPCPs instead of ZKPCPs. If we had a SAT-respecting
LRCC, the transformation described above would give a ZKPCP. However, we show in Section 6 that
known LRCCs withstanding global leakage [20, 11, 28] cannot be transformed into SAT-respecting
non-relazed LRCCs (i.e., LRCCs with an efficient simulator), unless NP C BPP. Intuitively, this is
because these constructions admit a simulator which is universal in the sense that it simulates the
wire values of the compiled circuit without knowing the leakage function, and the simulated values
“fool” all functions in £. Combining such a SAT-respecting LRCC with PCPs for NP (through the
transformation described above) would give a BPP algorithm of deciding any NP-language.
CONSTRUCTING WIPCPs FOr NP. Recall that our general transformation described above relied
on fp being in the function class £ that is associated with the SAT-respecting relaxed-LRCC. We
observe that the PCP system of Arora and Safra [2]| has the property that every “small” subset
of proof bits can be generated using a low-depth circuit of polynomial size over the operations
AV, -, @, with “few” @ gates. We use recent correlation bounds of Lovett and Srivinasan [26],
which roughly state that such circuits have negligible correlation with the boolean function that
counts the number of 1’s modulo 3 in its input, to construct a SAT-respecting circuit compiler that
is relaxed leakage-resilient with respect to this function class. Combining this relaxed LRCC with
our general transformation, we prove the following, where NA-WIPCP denotes the class of all NP-
languages that have a PCP system with a negligible soundness error, polynomial-length proofs, a
non-adaptive honest verifier that queries poly-logarithmically many proof bits, and guarantee WI
against (adaptive) malicious verifiers querying a fixed polynomial number of proof bits.

Theorem 1.1 (NA-WIPCPs for NP). NP = NA — WIPCP.

CONSTRUCTING CZKPCPs rFor NP. Using a general technique of Feige et al. [12], and assuming
the existence of OWFs, we transform our WIPCP into a CZKPCP in the CRS model, in which the
PCP prover and verifier both have access to a common random string. Concretely, we prove the
following result, where NA-CZKPCP corresponds exactly to the class NA-WIPCP, except that the
WI property is replaced with CZK in the CRS model.

Corollary 1.2 (NA-CZKPCPs for NP). Assume that OWF's exist. Then NP = NA — CZKPCP.



At the end of Section 4 we describe a simple alternative approach for constructing CZKPCPs,
which applies a PCP on top of a standard non-interactive zero-knowledge (NIZK) proof. However,
this alternative relies on stronger assumptions (e.g. existence of trapdoor functions [12]) than our
main construction which only relies on a OWF.

2 Preliminaries

Let F be a finite field, and ¥ be a finite alphabet (i.e., a set of symbols). In the following, function
composition is denoted as f o g, where (f o g)(x) := f(g(z)). If F,G are families of functions then
FoG:={fog: fe€F,ge G}. Vectors will be denoted by boldface letters (e.g., a). If D is a
distribution then X < D, or X € D, denotes sampling X according to the distribution D. Given
two distributions X,Y", SD (X,Y’) denotes the statistical distance between X and Y. For a natural
n, negl (n) denotes a function that is negligible in n. For a function family £, we sometimes use the
term “leakage family £”, or “leakage class £”. In the following, n usually denotes the input length,
m usually denotes the output length, d, s denote depth and size, respectively (e.g., of circuits, as
defined below), t is used to count @ gates, and o is a security parameter. We assume that standard
cryptographic primitives (e.g., OWFs) are secure against non-uniform adversaries.

Definition 2.1 (Leakage-indistinguishability of distributions). Let D, D’ be finite sets, £L = {¢ :
D — D'} be a family of leakage functions, and € > 0. We say that two distributions X,Y over D
are (L, €)-leakage-indistinguishable, if for any function ¢ € £, SD (¢ (X),£(Y)) <e.

Remark 2.2. In case £ consists of functions over a union of domains, we say that X,Y over D are
(L, €)-leakage-indistinguishable if SD (¢ (X),£(Y)) < ¢ for every function £ € L with domain D.

ENCODING SCHEMES. An encoding scheme E over alphabet ¥ is a pair (Enc, Dec) of algorithms,
where the encoding algorithm Enc is a probabilistic polynomial-time (PPT) algorithm that given a
message © € X" outputs an encoding # € X" for some 7 = 7 (n); and the decoding algorithm Dec
is a deterministic algorithm, that given an & of length 7 in the image of Enc, outputs an z € X".
Moreover, Pr[Dec (Enc (z)) = z] = 1 for every z € ¥". We say that E is onto, if Dec is defined for
every x € »n),

An encoding scheme E = (Enc, Dec) over F is linear if for every n, n divides 71 (n), and there exists
a decoding vector r™) e F*(")/" guch that the following holds for every z € F. First, every encoding
y in the support of Enc(z) can be partitioned into n equal-length parts y = (yl, ...,y”). Second,
Dec(y) = ((rﬁ("),y1>,..., (rﬁ(”),y”» (where “(-,-)” denotes inner product). Given an encoding
scheme E = (Enc,Dec) over F, and n € N, we say that a vector v € F(") is well-formed if v €
Enc (0™).
PARAMETERIZED ENCODING SCHEMES. We consider encoding schemes in which the encoding and
decoding algorithms are given an additional input 17, which is used as a security parameter. Con-
cretely, the encoding length depends also on o (and not only on n), i.e., n = 1 (n, o), and for every
o the resultant scheme is an encoding scheme (in particular, for every = € X" and every o € N,
Pr[Dec (Enc (z,17),19) = z] = 1). We call such schemes parameterized. A parameterized encoding
scheme is onto if it is onto for every o. It is linear if it is linear for every o (in particular, there exist
decoding vectors {r™™?)}). For n,o € N, a vector v € F""9) is well-formed if v € Enc (0",17). We
will only consider parameterized encoding schemes, and therefore when we say “encoding scheme”
we mean a parameterized encoding scheme.

Definition 2.3 (Leakage-indistinguishability of functions and encodings). Let £ be a family of
leakage functions, and € > 0. A randomized function f : ¥ — X is (L, €)-leakage-indistinguishable
if for every x,y € X", the distributions f (z), f (y) are (£, €)-leakage-indistinguishable.



We say that an encoding scheme E is (L, €)-leakage-indistinguishable if for every large enough
o €N, Enc(-,19) is (L, €)-leakage indistinguishable.

CirculTs. We consider arithmetic circuits C over the field F and the set X = {1, ..., 2} of vari-
ables. C' is a directed acyclic graph whose vertices are called gates and whose edges are called wires.
The wires of C are labled with functions over X. Every gate in C' of in-degree 0 has out-degree 1 and
is either labeled by a variable from X and referred to as an input gate; or is labeled by a constant
a € F and referred to as a const, gate. Following [11], all other gates are labeled by one of the fol-
lowing functions +, —, X, copy or id, where +, —, X are the addition, subtraction, and multiplication
operations of the field (i.e., the outcoming wire is labeled with the addition, subtraction, or product
(respectively) of the labels of the incoming wires), and these vertices have fan-in 2 and fan-out 1; copy
vertices have fan-in 1 and fan-out 2, where the labels of the outcoming edges carry the same function
as the incoming edge; and id vertices that have fan-in and fan-out 1, and the label of the outcoming
edge is the same as the incoming edge. We write C' : F* — F™ to indicate that C is an arithmetic
circuit over F with n inputs and m outputs. The size of a circuit C, denoted |C|, is the number
of wires in C, together with input and output gates. Shallow (d, s) denotes the class of all depth-d,
size-s, arithmetic circuits over F. Similarly, ShallowB (d, s) denotes the class of all depth-d, size-s,
boolean circuits with A,V gates (replacing the +, —, x gates of arithmetic circuits), id, copy, consty,
and const; gates (with fan-in and fan-out as specified above), and — gates with fan-in and fan-out 1.
We will sometimes be interested in the input and output lengths of these circuit families. Therefore,
we denote circuits in Shallow (d, s) with input length n and output length m by Shallow (n, m,d, s).
Similarly, we use ShallowB (n,m,d,s) to denotes circuits in ShallowB (d, s) with input length n
and output length m. We also use the notations Shallow (n,d, s) = UyenShallow (n,m,d, s), and
ShallowB (n, d, s) = Up,enShallowB (n,m,d, s). Somewhat abusing notation, we use the same nota-
tions to denote the families of functions computable by circuits in the respective class of circuits.
ACY denotes all constant-depth and polynomial-sized boolean circuits over unbounded fan-in and fan
out A,V,,consty and const; gates.

Definition 2.4. For F = Fs, a circuit C : F" — F over Fs is satisfiable if there exists an z € F"
such that C (z) = 1. For F # [y, C is satisfiable if there exists an x € F™ such that C' (z) = 0.

2.1 Circuit Compilers

We define the notion of a circuit compiler. Informally, it consists of an encoding scheme and a
compiler algorithm, that compiles a given circuit into a circuit operating on encodings, and emulating
the original circuit. Formally,

Definition 2.5 (Circuit compiler over F). A circuit compiler over F is a pair (Comp, E) of algorithms
with the following syntax.

e E = (Enc,Dec) is an encoding scheme, where Enc is a PPT encoding algorithm that given a
vector x € F", and 19, outputs a vector . We assume that & € F” for some 7 = 7 (n, o).

e Comp is a polynomial-time algorithm that given an arithmetic circuit C' over F outputs an
arithmetic circuit C.

We require that (Comp, E) satisfy the following correctness requirement. For any arithmetic cir-

A~

cuit C, and any input z for C, we have Pr |C (2) = C (z)| = 1, where  is the output of Enc (z, 1|C‘).

A boolean circuit compiler is a circuit compiler over Fs.



We consider circuit compilers that are also “sound”, meaning that satisfying (possibly ill formed)
inputs for the compiled circuit exist only if the original circuit is satisfiable.

Definition 2.6 (SAT-respecting circuit compiler). A circuit compiler (Comp, E) is SAT-respecting
if it satisfies the following soundness requirement for every circuit C' : F* — F. If C' = Comp(C) is
satisfiable then C is satisfiable, i.e., if C (z*) = 0 for some z* € F”, then there exists an z € F” such
that C (z) = 0. (For F = Fa, we require that if C' outputs 1 on some input, then so does C.)

2.2 Leakage-Resilient Circuit Compilers (LRCCs)

We consider circuit compilers whose outputs are leakage resilient for a class £ of functions, in the
following sense. For every “not too large” circuit C, and every input x for C, the wire values of the
compiled circuit €, when evaluated on a random encoding & of z, can be simulated given only the
output of C'; and functions in £ cannot distinguish between the actual and simulated wire values.

Notation 2.7. For a Circuit C, a leakage function ¢ : FI®l — F™ for some natural m, and an input
z for C, [C, z] denotes the wire values of C' when evaluated on z, and /¢ [C, x] denotes the output of
¢on [C,z].

Definition 2.8 (Relaxed LRCC). Let F be a finite field. For a function class £, € (n) : N — R*,
and a size function S (n) : N — N, we say that (Comp,E) is (£,e(n),S (n))-relaxed leakage-resilient
if there exists an algorithm Sim such that the following holds. For all sufficiently large n’s, every

arithmetic circuit C over IF of input length n and size at most S (n), every ¢ € L of input length ’C’ ‘,
and every x € F", we have SD (6 [Sim (C,C (x))], £ [C’,:&D < €(|z]), where & + Enc (z, 1|C|).

Definition 2.8 is relaxed in the sense that (unlike [20, 11, 28]) Sim is not required to be efficient.

The error in Definitions 2.6 and 2.8 is defined with relation to the input length n. Both definitions
can be naturally extended such that the compiler is also given a security parameter x, and the error
depends on k (and possibly also n).

3 SAT-Respecting Relaxed LRCC

In this section we construct a SAT-respecting relaxed LRCC. We first describe a relaxed LRCC
over any finite field F # Fy, then use its instantiation over F3 to construct a boolean relaxed LRCC
(which we later use to construct WIPCPs and CZKPCPs). Our starting point is the circuit-compiler
of Faust et al. [11], which we denote by (CompFRRTV7 EFRRTV). They present a general circuit-
compiler that guarantees correctness, and a stronger notion of leakage-resilience (informally, that the
wire values of the compiled circuit can be efficiently simulated). However, the correctness of their
construction relies on the assumption that the inputs to the compiled circuit are honestly encoded.
Therefore, their construction is not SAT-respecting, since by using ill-formed encoded inputs one
can cause the compiled circuit to output arbitrary values, even if other than that the compiler was
honestly applied to the original circuit. We describe a method of generalizing their construction such
that the circuit-compiler is also SAT-respecting. We first give a high-level overview of the compiler
of [11]. (See Appendix A for a more detailed description of this LRCC.)

GADGETS. On input a circuit C, our compiler, and that of Comp™ ™V replace every wire of C
with a bundle of wires, and every gate in C' with a gadget. More specifically, a bundle is a string
of field elements, encoding a field element according to some encoding scheme E; and a gadget is
a circuit which operates on bundles and emulates the operation of the corresponding gate in C'. A
gadget has both standard inputs, that represent the wires in the original circuit, and masking inputs,



that are used to achieve privacy. More formally, a gadget emulates a specific boolean or arithmetic
operation on the standard inputs, and outputs a bundle encoding the correct output. Every gadget
G is associated with a set Mg of “well-formed” masking input bundles (e.g., in the circuit compiler of
[11], M¢ consists of sets of 0-encodings). For every standard input z, on input a bundle x encoding
x, and any masking input bundles m € Mg, the output of the gadget G should be consistent with
the operation on x. For example, if G computes the operation x, then for every standard input
x = (x1,x32), for every bundle encoding x = (x1,x2) of x according to E, and for every masking
input bundles m € Mg, G (x, m) is a bundle encoding x1 X x5 according to E. Since all the encoding
schemes that we consider are onto, we may think of the masking input bundles m as encoding some
set mask of values, in which case we say that G takes |mask| masking inputs. The privacy of the
internal computations in the gadget will be achieved when the masking input bundles of the gadget
are uniformly distributed over M¢, regardless of the actual values encoded by the masking input
bundles.

GADGET-BASED CIRCUIT-COMPILERS. C = Comp"™RTV (C) is a circuit in which every gate is
replaced with the corresponding gadget, and output gates are followed by decoding sub-circuits
(computing the decoding function of E). Recall that the gadgets also have masking inputs. These
are provided as part of the encoded input of C , in the following way. EFRRTV yses an “inner” encoding
scheme E™ = (Encin, Decin), where Enc®RTV uses Enc™ to encode the inputs of C, concatenated
with 0% for a “sufficiently large” x (these 0-encodings will be the masking inputs of the gadgets, that
are used to achieve privacy); and DecRRTV yses Dec™ to decode its input, and discards the last x
symbols.

3.1 The Construction

Let C' : F* — F be the circuit to be compiled. In the following, let r = r (o) denote the number
of masking inputs used in a circuit compiled according to CompFRRTV. Recall that our compiler,
given a circuit C, generates two copies C1,Cy of C (that operate on two copies of the inputs);
compiles Cy,Cy into circuits Cy, Co using Comp™ BTV generates the circuit C’ that outputs the
AND of C’l,C’Q; generates a circuit Tg verifying that at least one of the copies él,ég uses well-
formed masking inputs (i.e., its masking inputs are well-formed vectors); compiles 7y into 7o using
Comp™ BRIV and finally verifies “in the clear” that 7o uses well-formed masking inputs. We now
describe these ingredients in more detail.

Our first ingredient checks the validity of the masking inputs used in the compiled circuit Cr.If
m!, m? are masking inputs used in the first and second copies C’l, Cy in C' , respectively (i.e., these
copies are given encodings of m!,m?), then we compute Vij = m} X mj2- for every i,7 € [r], and
check that all the v;;’s are zero. To make this check easier, we will use the following “binarization”
sub-circuit, which outputs 1 if its input is 0, and outputs 0 on all other input values.

Construction 3.1 (“Binarization” sub-circuit 7). 7 : F — F is defined as 7 (z) =
— [Toaer (2 — @), computed using O (|F|) many x and constant gates arranged in O (log [F|) layers.

Observation 3.2. 7 (0) = 1, and for every 0 # z € F, T (z) = 0.

The sub-circuit 7y described next checks the masking inputs m', m? used in the copies of C , and
outputs 1 if and only if at least one of m!, m? is the all-zero string. It computes all products of the

form m} X m?, then applies T to every product, and computes the products of all these outputs.

Construction 3.3 (Oblivious mask-checking sub-circuit 7p). 7o : F* x F" — F is defined as follows.
To(y,2) =11, jelg T (yi % 2;), computed using a multiplication tree of size O (r) and depth O (logr)
(on top of the multiplication trees used to compute 7).
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Observation 3.4. Since the outputs of T are in {0,1}, To (y, z) = 1 if and only if for every i,j € [r],
T (yi,2j) = 1 (which by Observation 3.2 happens if and only if y; X z; = 0), otherwise it outputs 0.

Our final ingredient is a sub-circuit 7y checking the masking inputs used in the compiled sub-

circuit ’7%. At a high level, Ty, decodes every masking input; uses 7 to map the decoded values into
{0,1} such that only 0 is mapped to 1; and multiplies all these values, to verify that all the masking
inputs are well-formed. In the following, rg = ro (o) denotes the number of masking inputs used in
7.
Construction 3.5 (Non-oblivious mask-checking sub-circuit 7y/). Let n,o, k € N, a=n(n+ k,0),
and {d”} be the decoding vectors of E™. We define the decoding sub-circuit Dy : F* — F corre-
sponding to d” as follows: Dy (v) = (d?,v), where (-,-) denotes inner-product. Dy is computed
using any correct decoding circuit with O (7) gates arranged in O (logn) layers.

We define Ty : (Fﬁ)ro — [ as follows: for R = (ry,...,ry,) where r; € F" for every 1 < i < rp,
Tv (R) = [Ligr) T (Dv (ri)). Tv is computed using O (ro) many x gates, arranged in a tree of depth
O (logrp) (on top of the sub-circuits 7 o Dy).

Observation 3.6. Let R = (ry,...,1y,) € (Fﬁ)ro, then for every i € [ro], Dy (1;) = v;, where v; is
the value that r; encodes. Since the outputs of T are in {0,1}, T (Dy (1)) = 1 if and only if v; = 0,
so Ty =1 if and only if all 7;’s are well-formed, otherwise it outputs 0.

Our circuit-compiler (Constructlon 3. 7) uses the ingredients described above. Comp first compiles
2 copies of C, i.e. C1, Cs, and 76, into Cy, Ca, T (respectively), using Comp"™RETV Then, it generates
a flag bit indicating whether C’l, C5 have the same output, and the masking inputs used in Cy1,Co, To
are well-formed. If so, the output is that of C;, otherwise it is 1. (Recall that an arithmetic circuit is
satisfied iff its output is 0.) The encodings scheme generates encoded inputs for both copies Cy,Co,
as well as sufficient masking inputs to be used in Cy, C’g, 7.

Construction 3.7 ((£,e(n),S (n))-LRCC over ). The circuit compiler (Comp, E = (Enc, Dec)) is
defined as follows. Let r =r (o) ,rg =rg (o) : N — N be parameters whose value will be set later.

Let E™ = (Encin7 Decm) be a linear encoding scheme over F, with encodings of length
fin = 7in (n,0), and decoding vectors {d™"}. Then Enc(z,1°) = (&1,#3), where Z; <
Enc™ ((2,0™),17); and Dec ((#1,22),1%) computes Dec™ (#1,17), and discards the last r + rq
symbols. We use n = n(n,o) to denote the length of encodings output by Enc, and n; =
n1 (o) := n(l,0). (Notice that n(n,0) = 2ay, (n+r+rp,0).) For (&1,%2) < Enc(z,19), we
denote z; = (:E;n, R;, R?), where a?%n is the encoding of =, and R;, R? are encodings of 0", 0™ respec-
tively. (RY is not used in the construction, but it is part of 5 because the same internal encoding
scheme Enc™ is used to generate i1, Z9.)

Let (CompFRRTV, EFRRTV) denote the circuit compiler of [11]. Comp on input a circuit C' : F* —

F, outputs the circuit C : FMICD 5 F defined as follows.
e Let O, Cy be two copies of C, C; = Comp" RRTV (C;) for i = 1,2, and To = CompFRETV (o).
o Let f (& Ry, RY), (8§, Ra, RY)) i= T (C1 (&, Ra) = o (#8, R2) ) x To ((Ra, Ra) , RE) x

Tv (RO) (f=1if C’l, 02 have the same output, and in addition the masking inputs used in
76, and at least one of Cy, Cg, are well-formed. Otherwise, f = 0.) Then:

C ((#" R, RY), (25, Ry, RY)) = (1 —f ((¢1", Ry, RY) , (5", R2, RY)))
+f (21", R1,RY), (#5,Ro,RY)) - ¢4 (i1, Ry, RY)
(Notice that the output is C; (21, R, RY) if f = 1, otherwise it is 1.)
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Let (FRRTV. — (FRRIV (5) denote the maximal number of masking inputs used in a gadget of

Comp™ BTV “and S (r) denote the size of Tg. Then r(c) = o - FFRETV and ry (o) = rFRETV .
So (FFRRTV).

We will show that if the underlying “inner” encoding scheme E™ is leakage-indistinguishable
against a leakage family Lg, then Construction 3.7 is a SAT-respecting relaxed LRCC against a
slightly weaker leakage family £. Formally,

Proposition 3.8 (SAT-respecting relaxed LRCC over F). Let £, Lg be families of functions, S (n) :
N — N be a size function, and € (n) : N — RT. Let E™ = (Encin7 Decin) be a linear, onto, (Lg,€(n))-
leakage-indistinguishable encoding scheme with parameters n =1, o and n = n (o), such that Lg =
L o Shallow (7,0 (a* (S (n)) - S(n))). Then there exists a SAT-respecting, (L,8¢(n)-S(n),S (n))-

relazed-LRCC over F. Moreover, For every C : F* — F, the compiled circuit C has size ’C" =

O (IF| -7 (S (n)) - |CP?).

3.1.1 Roadmap Towards Proving Proposition 3.8

We will show that Construction 3.7 satisfies the requirements of Proposition 3.8. We first analyze
the SAT-respecting property, showing that if C is satisfiable, then so is C. At a high level, if C is not
satisfiable, then one could potentially satisfy C' by providing ill- formed masking inputs to one of the
copies C’l, Cy, or to the oblivious masking-checking circuit 7. However, if the masking inputs of 76
are ill-formed, then 7y resets the flag, so the output is 1 (i.e., C is not satisfied). Conditioned on T
having well-formed masking inputs, the correctness of Comp" RRTV (applied to 76) guarantees that
if the masking inputs of both Ci, C, are ill-formed then the flag is reset. Finally, if at least one of
C1, Cy has well-formed masking inputs, and C is satisfied (in particular, the flag is not reset), then
there exists an = € F™ that satisfies the correctly evaluated copy, and therefore also satisfies C'. We
note that the encoding scheme should be onto, otherwise computations in compiled circuits may not
correspond to computations in the original circuits (since the “encoded” input may not correspond
to a wvalid input for the original circuit). This intuition is formalized in the following lemma.

Lemma 3.9. IfE is linear and onto, then Construction 3.7 is SAT-respecting. That is, ifé ()=0
for some & € F*, then C (z) = 0 for some x € F™.

Proof. Assume that C (&) = 0 for some # € F”", and denote & = ((27, Rl,Rl) (25, R2,RY)). Then
f(z) = 1 and o) (xl ,Rl) = 0 by the definition of C. Therefore, Cl,Cg have the same output,
and Ty, 7o output 1. Consequently, according to Observation 3.6, RY is well-formed, so by the
correctness of Comp" RRTV. 7o emulates 7p. (Here, we also use the fact that 7y is independent of all
other components of, and inputs to, C’) Moreover, since the encoding scheme is onto then Rq, Ra
define inputs to 7p, on which 7y outputs 1 (because 7o outputs 1). By observation 3.4, at least
one of Ry, Ry is well-formed. Assuming (without loss of generality) that Ry is well-formed, then
the correctness of Comp RRTV guarantees that Cy emulates C, so 0 = Cy (2%;Ry) = C (), where
z = (21, ...,2,) € F" is £ = Dec™ (2%) (x is well-defined because E™ is onto). O

Next, we analyse the relaxed leakage-resilience property of Construction 3.7, describing a simu-
lator Sim that, given a circuit C, and its output on some input x, generates simulated wire values for
C, such that leakage functions cannot distinguish the simulated wires from the actual wire values of
C'. At a high level, the simulator operates as follows. On input C' : F* — F, and C (z) for z € F",
Sim finds a y € F” such that C (y) = C (z) (this is the reason that Sim is unbounded); generates
C = Comp (C) and g < Enc (y, 1|C‘) honestly evaluates C on y; and outputs the wire values of
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C. We show that if E™ is leakage-indistinguishable for a leakage class which is “somewhat stronger”
than £, then for every ¢ € £, SD (K [C’, 9%] A [C’,@]) < €(n), where Z + Enc (x, 1|C|). Informally,

this follows from a hybrid argument, where we first replace the input of Cy from % to 7, and then do
the same for Cs. (This is also the reason that we do not explicitly verify that Cy, Cy are evaluated
on encodings of the same input.)

To show that each adjacent pair of hybrids is leakage-indistinguishable, we first use an argument
similar to that of [11], where we first replace the bundles of Cyor Cy (depending on the pair of hybrids
in question) that are external to the gadgets (i.e., bundles that correspond to wires of the original
circuit C') with random encoding of the “correct” values; and then replace the bundles internal to the
gadgets of o) (or 6’2) with simulated values. However, our compiled circuit C consists also of ’7%, Tv,
so the analysis in our case is more complex, and in particular we cannot use the leakage-resilience
analysis of [11] as a black box. To explain the difficulty in generating these wires values, we need to
take a closer look at their leakage-resilience analysis.

Recall that the leakage-indistinguishability proof for every pair of adjacent hybrids contains in
itself two series of hybrid arguments, one replacing external bundles, and the other replacing internal
bundles. In the first case, leakage-indistinguishability is reduced to that of the underlying encoding
scheme E™, whereas in the second it is reduced to the leakage-indistinguishability of the actual and
simulated wire values of a single gadget. Specifically, the leakage function ™ in the reduction is
given either an encoding of a single field element, or the wire values of a single gadget; uses its input
to generate all the wire values of the compiled circuit; and then evaluates ¢ on these wire values.
Thus, if originally we could withstand leakage from some function class £, and the additional wires
can be generated by a function class L, then after the reduction we can withstand leakage from
any function class £ such that LoLgr C £™. In particular, if £ consists of functions computable by
low-depth circuits, and computing the internal wires of ’f[), Ty require deep circuits (consequently, Lg
necessarily contains functions whose computation requires deep circuits), then we have no leakage-
resilience. To overcome this, we show how to simulate these additional wires using shallow circuits.
This is possible because (due to the way in which the hybrids are defined) the masking inputs in at
least one copy are well-formed. Specifically, the structure of 7g, Ty guarantees that conditioned on
the masking inputs of Cy being well-formed, these wire values can be computed by shallow circuits.
When the masking inputs of C, are ill-formed, we are guaranteed that the masking inputs of Cy are
well-formed. Conditioned on this event, we show an alternative method of computing the internal
wires of 75, Ty, which can be done by shallow circuits.

3.1.2 The Relaxed Leakage-Resilience Property of Construction 3.7

In this section we show that Construction 3.7 is relaxed leakage-resilient. Let S(n) : N — N
be a size function. Assume that E is (Lg, eg (n))-leakage-indistinguishable for some family Lg
of leakage functions, and some eg (n) : N — Rt and let £ be a family of functions such that
Lg = Lo Shallow (7,0 (71 (S(n)) - S(n))). We will show that for an appropriate choice of € > 0,
Construction 3.7 is (L.€/,S (n))-relaxed leakage-resilient. Towards that end, let C' : F" — F be a

circuit of size |C| < S (n), £ € £ be of input length |C|, and 2 € F”. Recall that the simulator Sim is

given C and C (), finds a y € F” such that C (z) = C (y), generates C = Comp (C), evaluates C on
an honestly-generated encoding of y, and outputs the wire values of C. Let & < Enc (x, 1|C‘),
7y <+ Enc (y,1|c|) such that C'(z) = C(y) = 0, where & = ((il,RI,RQ),(@,Rg,Rg)) and
7 = ((51,R1,RY) , (j2, Ra, RY)), then we need to bound SD (z [Cx} Y [é, yD We do so by a

sequence of hybrids, in which we first replace the input of the first copy C; from an encoding of x
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to an encoding of y, then do the same in the second copy Cy. Thus, we use the following hybrids:
Hm = ([Ol, (jlle):| ) |:627 (anRZ):| ) |:7A67 ((RlaRQ) 7R(1]):| ’ [TV (R(l])])
HY® = ([él; (@1,R1)} ; {6'2, (332;R2)} : [76, (R1,Ra) ;R?)} T (R?)D

17 = ([Cus (30, R)| [ o (s o) | [T (R Ra)s R 70 (RD)])

Next, we show that both ¢ (H?),¢(HY) are close to the intermediate distribution ¢ (HY*). As

noted above, to do so we use additional hybrids, in which we first replace the values of bundles
external to gadgets from their distribution according to either ¢ (H?) or ¢ (HY), to random encodings
of the “correct” values, and then replace the bundles internal to the gadgets with simulated bundles
values.
BOUNDING SD (¢ (H*),¢(HY")). We use the intermediate distributions HZ, HZ,; in which the
external and internal bundles (respectively) are replaced with simulated bundles. More specifically,
HZ, is the hybrid distribution obtained by evaluating C honestly on & < Enc (a;, 1|C|); picking local
reconstructors for all gadgets of Cy (see Lemma A.4), and re-computing their internal wires using
the reconstructors; and re-evaluating 75 on the new masking inputs generated for the gadgets of
Cy .4 H ., represents the following mental experiment. Unlike the actual simulation, = is given as
input to Sim, but Sim uses it only in the second copy 02, i.e., it generates the wire values of C as
follows.

e Generating the wires of Cy: Sim generates an encoding & = ((ﬁ:l,Rl,R?) , (ig,Rg,Rg)) —
Enc (:U, 1|C|) of x, and honestly evaluates Cy on &, with masking inputs Ra.

e Generating the wires of Cy: Sim picks a random encoding O < Enc™™ (1, 1|C|) for the output
of Cy, and honestly computes the wires of the output decoder. Then, Sim picks z €r F"
and generates 2, + Enc® (z, 1|C|), and picks random encodings (according to Encin) for the
outputs of all gadgets (except the gadgets whose outputs “touch” the output decoder, since
the outputs of these gadgets have already been determined), which effectively determines the
standard inputs, and outputs, of all gadgets in Ch. Next, Sim picks a local reconstructor for
every gadget of C1, and uses the reconstructors to compute the internal wires of the gadgets
in Cy. The reconstructors determine the (possibly ill-formed) masking inputs of the gadgets,
which (together with Ry) form the standard inputs of 7g.

e Generating the wires of To: Sim honestly evaluates 75 on Ry, Ry, with masking inputs R(l).
e Generating the wires of 7y/: Sim honestly evaluates 7y on R(l).
e Finally, Sim uses the outputs of C’l, C’g, 7%, Ty to generate the flag f, and the output of C.

We need the following result |11, Lemma 8| regarding preservation of leakage-resilience under
computation.

Lemma 3.10 ([11]). Let n € N, Wy, W] be distributions over F", L,Lqy be families of func-
tions, and ¢ > 0. Let F be a distribution over n-input functions in L. For f < F, let
Wi o= f(Wo) Wi = fFOWV). If Wo, Wy are (Lo, €)-leakage-indistinguishable, then Wi, W, are
(L1, €)-leakage-indistinguishable for any family L1 of leakage functions such that L1 0 L C L.

4Since re-evaluating To does not influence its masking inputs, this does not influence the computation in 7y .
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The following notation is used to identify gadgets of 75 (resp. Ty) that are correlated to gadgets
of C1,Cy (resp. To).

Notation 3.11. We say that a gadget G; in C; (for i =1,2) and an x gadget Gg in the first layer
of 7o (i.e., gadgets corresponding to x gates that are evaluated before T is called) are connected,
if a masking input (i.e., a vector encoding that masking input) of G; is one of the inputs to Gj.
Similarly, we say that a decoding sub-circuit Dy (in Ty) and a gadget Gy of 7o are connected, if the
input to Dy is a masking input of Gj.

In Lemma 3.12 below, we bound the statistical distance between ¢ (H?®) and ¢ (HZ;). In
Lemma 3.14, we bound the statistical distance between ¢ (HZ,;) and £ (HZ,;). (The proofs of both of
these lemmas uses an additional sequence of hybrids.) Then, in Remark 3.15, we show that ¢ (HZ. )
and ¢ (HY") are statistically close, so ¢ (H?) is statistically close to ¢ (HY*). The proofs of these

lemmas rely on the fact that the inputs used in the second copy C, are well formed.

Lemma 3.12. Let Lg,L be families of funcAtions, S(n) : N — N be a size function, and
e(n) : N — R*. If every gadget G of Cy is (Lg,e€(n))-reconstructible, and Lo = L o
Shallow (|G| ,2,0 (7f (S (n)) - S (n))), then SD (¢ (H®) £ (HZy)) < €(n)-S(n) for every € € L.

ext

Proof. Let M < S(n) denote the number of gadgets in C4, then we define a fixed ordering on these
gadgets, and a sequence Hy, ..., Hys of hybrids, where in H;, C'is honestly evaluated with input x, and
then the internal wires of the first i gadgets of C} are recomputed using the gadget reconstructors, and
the wires of Cp influenced by these computations are also recomputed. Then Hy = H*, Hy = HZ ..
If SD(¢(H*),l(HZ:)) > €(n)-S(n) for some ¢ € L then SD (¢ (H,y,) ,¢ (Hpn-1)) > €(n) for some
m € [M]. Denote the m’th gadget by GG, then G is necessarily a x gadget. (Indeed, conditioned on
their inputs and output, Lemma A.4 guarantees that the internal wires of the reconstructors of all
other gadgets are distributed identically to the internal wires in an honest evaluation of the gadget.)
Using an averaging argument, Lemma 3.13 (which we can use because C’g, 75 are honestly evaluated),
and the fact that the masking inputs of G are used (as standard inputs) only in G gadgets (in 7o)
connected to G, we can fix all the wires in H,,, Hy,—1 except for the masking inputs, and internal
wires, of G; and the wires of By, Uy, and the internal wires in the computation of By, Uy, q, in every
gadget Go (in 7g) connected to G (the subscript “0” here is used to denote wires internal to Go).
(Notice that the inputs to 7y are the columns of the masking inputs of such Gy. As these masking
inputs are fixed, then the entire computation in 7y can also be fixed.)

Let W (W5) denote the real-world (reconstructed) wire assignment to the internals of G.
We construct a pair of distributions W{, Wy, computable from Wé%, W@g by a function f €
Shallow (|G|,2,0 (7f (S(n)) -S(n))). Given the (either real or reconstructed) internals of G (with
the inputs a, b, and the output c, that were hard-wired into H,,, H,—1), f “fills in the holes” in
the wire assignment of C’, i.e., uses its input to honestly evaluate the missing wires in Cy. Then
f € Shallow (|G, 2,0 (21 (S (n)) - S (n))) because by Lemma 3.13, every gadget Gy in Cy connected
to G can be evaluated in Shallow (2,0 (7} (S (n)))) (recall that f need only compute the missing
wires By, Up, and the internal values in the computation of By, Uy and the (fixed) qg); there are at
most O (73 (S(n)) - S (n)) such gadgets Go; and we can evaluate them in parallel.

By the lemma’s assumptions, the x gadget is (Lg,e (n))-reconstructible, so WE Wy are
(L, € (n))-leakage-indistinguishable. Using Lemma 3.10 (here, F' is the distribution that always
returns the function f), Wi, Wi are (L, € (n))-leakage-indistinguishable for every family £ of leak-
age functions such that £ o Shallow (|G|,2,0 (71 (S (n))-S(n))) C L. In particular,

SD (¢ (Hp) £ (Hm-1)) =SD (¢ (W;) .6 W) <e(n).
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The proof of Lemma 3.12 used the following fact: the internal wires of every x gadget Gp in
7o that is connected to gadgets of C1,Cs, are computable (from the inputs and output of Gy) by a
shallow circuit, provided that its second input is well-formed. Formally,

Lemma 3.13. Let Gg be a gadget of’fg connected to gadgets of Cy and Cy, with inputs ag, by, and
let By, So, Uo, qy, 10, co denote the internal wires of Go. If by and the masking inputs of Go are well-
formed, then qy, co are well-formed, and independent of ag, bg. Moreover, if by, Sy are fized, then
given qq, €o, @, 1o, the internal and output wires of Go are computable in Shallow (2, @) (ﬁ% (S (n))))

Proof. Let ¢y denote the output of Go, and let By, Uy, So, qg,ro := r"1*1 denote its internal wires.
Since by encodes 0, then q is independent of ag, bg.® Since every column of Sy is well-formed and
independent of ag, bg then qg is also well-formed. Finally, since rg is well-formed and independent
of ag, by, then so is cg.

Next, we show that for fixed by, Sy, and given ag, qq, cop, the (remaining) internals of Gy are
computable in Shallow (2,0 (7% (S (n)))). Notice that we only need to reconstruct By, U and the
internal wires in the computation of By, Uy, qq. By is computable in a single layer using 71 (S (n))
constant gates (for the coordinates of bg), 71 (S (n)) input gates (for the coordinates of ag), and
7% (S (n)) x gates (computing the products ag ;bo ;). Once By is known, Uy is computable in a single
layer with 7 (S (n)) constant gates (for the coordinates of Sp) and 73 (S (n)) + gates (computing
Bo,i + S0,i). The internal values in the computation of every qo; are a; Y 5. bo i + > 7._1 S0.i,kdk;
where 7 = 1,...,71(S(n)), and d is the decoding vector of E™, so for fixed by, Sp,d, these in-
ternal wires can be computed with O (27 (S(n))) gates organized in two layers: the first with
11 (S(n)) constant gates (for the values Zf;:l bokdr,j = 1,...,n1(S(n))) and 71 (S(n)) x gates
(computing a; Z{c:l bokdr,j = 1,...,71 (S(n))), and the second with 71 (S (n)) constant gates (for
the values Ei:l sikdy,j =1,...,71) and 71 + gates (computing a; Zi:l bo kd i + Zi:l Si kdy, j =
1,...,71(S(n))). Since the internal wires of qq can be computed in parallel to By, Uy, the entire
computation is in Shallow (2,0 (7% (S (n)))). O

Lemma 3.14. Let Lg,L be families of functions, S(n) : N — N be a size function,
and e(n) : N — Rt If E® is (Lg, e(n))-leakage-indistinguishable, and Lg = L o
Shallow (721 (S (n)), 4,0 (21 (S (n))-S(n))), then SD (¢ (HZ,y) ¢ (HZy)) < €(n) - S(n) for every
teLl.

Proof. Define a fixed ordering on the set of inputs bundles of C1, and bundles at the output of
gadgets in C; that do not touch the decoder, and let M < S (n) denote the number of such bundles.
We define hybrids Hy, ..., Hys, where H; is generated by drawing an assignment to the outputs of
all gadgets in C’l, according to the values of the corresponding wires in C (z); replacing the first
7 bundles with random encodings of random values; computing the internal wires of the gadgets
of Cy using the gadget reconstructors (see Lemma A.4); and evaluating Co, 7o, Tv honestly (in
particular, the input to Cy is a random encoding of z). Notice that Hy = HZ, and Hy; = HY. . If
SD(C(HE:y) L (HZy:)) > €(n)-S(n) for some ¢ € L, then SD (¢ (H,,) , ¢ (Hpm-1)) > €(n) for some
m € [M]. Let G, (G;) denote the gadget whose output (input) is the m’th bundle. (If the m’th
bundle is an input bundle, then we consider only the gadget G;.) Using an averaging argument, we
can fix all wires in H,,, H,,—1 (while preserving the statistical distance) except for the following: the
m’th bundle; the masking inputs, outputs, and internal wires of G,; the masking inputs, and internal
wires, of G;; the input wire of G; that corresponds to the m’th bundle; and the wires correspond to

ASIndeed, For every 1 < i < n1, qo,i = Up,i - d = ao,i Z;’;l bo,;d; + Z;;O So,s,5d; =@ aoi -0+ Z?;O So,i,5d; =
Z;‘;O So,i,;d;, where Up,; denotes the i’th row of Uy, and d denotes the decoding vector of E (the equality denoted
(1) holds because by encodes 0).
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By, Up and to the computation of By, Uy, qq, inside every gadget Go (in C’o) connected to G, or G;
(see Lemma 3.13).

Let b denote the value that the m’th bundle encodes in HZ;. Let Wt = Enci® (b, 15(”)), and
Wy = Enc™ (r, 15(n )) for r €g {0,1} (i.e., WE is the distribution of the m’th bundle in H,, 1, and
Wy is its distribution in H,,), then by the lemma’s assumption, WE, Wy are (Lg, e (n))-leakage-
indistinguishable. Let Wt := f (Wé%) ,W§ = f (Wig ) where f is chosen according to the following
distribution F over Shallow (241 (S (n)),4,0 (2} (S(n))-S(n))). F chooses functions rec,, rec; ac-
cording to the distribution over reconstructors for G,, G;, respectively, and the obtained function f,
on input e € F™: evaluates rec, on the inputs a,, b, (that were hard-wired into H,,, H,,_1), and
output e (thus reconstructing the masking inputs, and internal wires, of G,); evaluates rec; on e as
one of the inputs, and the other input, and output, according to the hard-wired values (thus gen-
erating the masking inputs, and internal wires, of G;); and for every Gy gadget in Cy connected to
G, or G;, honestly re-evaluates Gy. Notice that V\/f“2 = H,,_1, and Wf = H,,, because the bundles
are re-randomizing (re-randomization guarantees that these equivalences hold although some of the
values were fixed in advance). Moreover, f € Shallow (71 (S (n)),4,0 (7 (S(n)) - S(n))). Indeed,
by Lemma A.4, rec,,rec; are in Shallow (2,0 (75 (S(n)))) (and given e they can be evaluated in
parallel), and given the internals of G,, G;, the missing wires of every Gy connected to G, or G;
are computable in Shallow (2,0 (7% (S (n)))) (see the proof of Lemma 3.12 for a more detailed anal-
ysis). As there are at most O (75 (S (n))) - S (n) such gadgets, which can be evaluated in parallel,
f € Shallow (21 (S (n)),4,0 (1 (S (n))-S(n))). By Lemma 3.10, WY, W are (L, € (n))-leakage-
indistinguishable, and in particular, SD (¢ (Hy,—1) , £ (Hp)) = SD (¢ (WF) ;¢ (WF)) < e(n). O
Remark 3.15. Let HYP denote the hybrid distribution obtained by evaluating C, when
C’l, C, are honestly evaluated on y,z, respectively (i.e., picking random encodings of
(y 0'0(|C|)+r(‘c|)) (a: 0'0(|C|)+r(|0‘)) according to Enc™ etc. ); re-computing the internal wires of
all gadgets in Ci using their reconstructors; and re-evaluating 76. Then under the conditions of
Lemma 3.14, SD (¢ (HZ.,) , ¢ (H%Y)) < €(n) - S (n). Indeed, as long as in both hybrids the input to

ext
Cs encodes the same value, the proof was independent of the actual values whose encodings were
the inputs of Cl, C’g (because in C’g the same value is used, and in Cl the value is compared to a
random value). The proof of Lemma 3.12 also relied only on the inputs to C’l, Cy encoding the same
values in both distributions, and was independent of the actual encoded values, so the same proof
can be used to show that under the conditions of Lemma 3.12, SD (¢ (HZY) , £ (HY*)) < €e(n)-S (n)

ext

for every leakage function ¢ € L. Consequently, SD (¢ (H®) , ¢ (HY™")) < 4e(n) - S (n).

BOUNDING SD (¢ (HY*),¢(HY)). The argument in this case is somewhat more complex, because
here Cy may not have been honestly evaluated, whereas Lemmas 3.12 and 3.14 crucially relied on
the fact that the second input by of every x gadget Gy in 75 (connected to gadgets of C’l,ég) is
well-formed. In particular, when only the masking inputs of C, are guaranteed to be well-formed
then we cannot fix the internal wires of G, and consequently generating the internal wires of 76, Ty
may require deep circuits. Therefore, we present an alternative method of generating these wires
using shallow circuits. We call these alternative methods right-reconstructors, to emphasize that
they are used only when the simulator in the mental experiment simulates the internal wires of the
right copy Cy. More specifically, we describe (Construction 3.16) a right-reconstructor for every x
gadget in first layer of 75 (recall that these are the gadgets connected to gadgets of C’l, ég), and a
right-reconstructor for every decoding sub-circuit Dy of Ty (Lemma 3.18). We note that unlike the
reconstructors of Lemma A.4, the right-reconstructors are only used when one of the inputs, and
the output, are well formed (in the case of ’ff)); or if the inputs are well formed, and the output is
zero (in the case of Ty).
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Construction 3.16 (Right reconstructor, Cp). We define a set of functions {recgl’“"rﬁ} for

~ ~ 1 n
rt, ..., r™ € F™ (recall that fi; =7y (S(n))). Given standard inputs rj,r3, and output ¢, recy "
operates as follows.

T S
1. Computes By + r{ (r3)” = <r(1)’i X T87j)ijeﬁ1 (using 72 many x gates).

2. Sets the columns of Uy to r!, ..., r™.
3. Computes Sy < Uy — By (using 7} many + gates and 73 many constant gates).

4. Computes a vector g, where ¢ ; is the decoding of the i’th row of Up. (Notice that q, depends
only on Uy, which is independent of rj,r3.)

5. Computes r"1 ! < cg — qq.

1 7 ~
6. recy " outputs 1,13, co, vl ..., "L By, So, Up, qp-

1

1 n N
The distribution REC is defined by picking a function recy " where r', ..., r™ are chosen uniformly

at random from Enc™ ((), 15(”)).

Lemma 3.17. Let REC denote the distribution defined in Construction 3.16, then supp (REC) C
Shallow (374 (S (n)),2,0 (23 (S(n)))). Moreover, for every plausible pair ((13,713) , co) (according
to Definition A.3) for an X gadget in the first layer of To such that r € Enc® (O, 1‘C|), if rec <~ REC
then rec (7’(1), T‘(Z), co) 1s indistinguishable from the wire distribution in o real-world evaluation of the

X gadget in the first layer of 76, conditioned on the input-output pair ((7’(1), T%) , co).

Proof. First, supp (REC) € Shallow (371 (S (n)),2,0 (7 (S (n)))), since every function rect " €
supp (REC) uses O (ﬁf) gates which can be arranged in two layers: the first layer contains the O (ﬁ%)
x gates of step 1, the 72 constant gates of step 2 (since r',...,r" are fixed), O (ﬁ%) constant gates
(for the internal wires in the computation of qg,, which is also fixed), and O (n;) — gates (for the
computation of r"1); and the second contains the 7% many — gates of step 3.

Second, we claim that when rj is well formed, and rec < REC, then the wire distribution gener-
ated by rec is indistinguishable from the real-world wire assignment, conditioned on ((r(l], r%) ,co).
The only difference between the x gadget and the output of rec is that in the real world, the columns
of Sy are uniform well-formed vectors, whereas in the output of rec this holds for Uy. However, since
the columns of By are well-formed (because r} is well-formed), E™ is linear, and Sy = Uy — By,
then even in the reconstructed wire assignment, the columns of Sy are uniform well-formed vectors,
and Uy = By + So, (i-e., So, Uy are equally distributed in the real-world and the simulated wire
assignment). As all other computations in rec (conditioned on Sp) imitate the computation in the
x gadget, we conclude that the distributions are identical. O

Next, we describe a right-reconstructor for 7y .

Lemma 3.18. Let r(l),co,ﬂ,...,rﬁl € Enc™ (O,l'C‘), Gy be a x gadget in the first layer of 7o,
and ((7'(1),7‘(2)) , co) be a plausible pair for Go (according to Definition A.3). Then there exists a
function recy € Shallow (721 (S (n)), 2,0 (71 (S (n)))), such that recy (recgl"””m ((rf, 1), cO)) is the

wire assignment to the decoding sub-circuits Dy of Ty that are given as input 7, ..., 711 (where
1 s as defined by rec™ ™" (1§, 12) , e0) ).
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Proof. The function recy decodes Sy = Uy — By, and r*t! = ¢y — dg, where By = r(l) . (rg)T for a
fixed well-formed r(l); ¢ is a fixed well-formed vector; Uy = (rl, vy rﬁl) is fixed; and consequently qp,
obtained by decoding the rows of Uy, is also fixed. Let d denote the decoding vector of Enc'™ (~, 15(")),
then the values of the wires of Dy (r"71) are Z§:1 dj x (co; — qOJ), k=1,2,....,n1 (S(n)). These
values are all fixed, so they are computable by a circuit containing n; (S (n)) constant gates, arranged
in a single layer. The values of the wires of Dy (Sp;) (where Sp; denotes the i’th column of Sp) are

k k

> dj x (Uogi— Boja) = Y dj x (Uoji — 155 X15,;) =
st =1

k k
— . L2 ) 1
— Zd] X UO,],Z 7’0’1- X Zd] X 7“0’]-
j=1 j=1

for k = 1,2,..,71(S(n)). U; = r', r, and ry are fixed, so for every 1 < k < 7y (S(n)),
Z§:1 d; x Ui, Z?Zl d; x T(lm- are fixed, and so the internal wires of Dy (Sp;) are computable by
a depth-2 circuit whose first layer contains n; (S (n)) constant gates (for the values Z?:l d; x r(1)7 o
kE=1,..,n1(S(n))) and n1 (S(n)) x gates (for the values 7"(2),1' X Z?:l d; x réJ); and the second
layer contains 71 (S (n)) constant gates (for the values Z?zl dj x Upji, kK =1,...,71(S(n))) and
11 (S(n)) — gates (for the values Z?:l d; x <U07j,z‘ - Té’j X 7"(2)71.>, kE=1,..,171(S(n))). Since recy
performs the same computation as Dy, its output is the wire assignment of Dy, conditioned on the
values ré,co,ro, .., 1t and r%. O
Using the right-reconstructors, we can now bound the statistical distance between ¢ (HY) and
¢(HZY). To that effect, we first define the distributions H”. . HY .. that are similar to H®. K HZE

ext mid’ *Text mid’ “Text
except that y is the input used for the computation, and the wires of C) remain unchanged.
More formally, let HY., be the intermediate distribution defined by a mental experiment in which
Sim is given the input y, but uses it only in the first copy Cy. Specifically, Sim generates
y = ((gl,Rl,Rg) , (QQ,RQ,Rg)) + Enc (y,l'c‘), honestly evaluates C’l on ¢; with masking in-
puts Ry, simulates the computation in Cs (by picking a random input, random values for the
outputs of the gadgets, and reconstructors for all gadgets, and generating the internal wires of the
gadgets using the reconstructors), and then uses the right-reconstructor of 7, and the function
recy of Lemma 3.18, to generate an assignment to the internal wires of these components. HY is
obtained by evaluating C honestly on ¢ < Enc (y, 1|C‘), then picking reconstructors for all gadgets
of Cy, and re-computing their internal wires using the reconstructors; re-evaluating all wires of N
using its right-reconstructor; and re-computing the internal wires of 7y, using the function recy of
Lemma 3.18. In Lemma 3.19 below, we show that ¢ (HY),¢(HZ,) are statistically close. Then, in
Lemma 3.20, we show that ¢ (HY%,),¢ (HY,,) are statistically close. In Remark 3.21 we show that
C(HY,) L (HY") are statistically close, so ¢ (HY),¢(HY*). We conclude that ¢(HY),¢(H") are
statistically close.
Lemma 3.19. Let Lg, L be families of functions, S(n) : N — N be a size function, and
e(n) : N — RT. If every gadget G of Cy is (Lq,e(n))-reconstructible, and Lg = L o
Shallow (|G| ,4,0 (71 (S(n)) - S (n))), then SD (¢ (HY), £ (HZy)) < €(n)S(n) for every € L.

Proof. The proof is similar to that of Lemma 3.12, with the additional complication that we need to
reconstruct the internal wires of 7g, Ty (using their right-reconstructors). Assume towards negation
that the claim does not hold, and we define a fixed ordering on the M < S (n) gadgets of Cy, and
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the hybrids H;,7 = 0,..., M are obtained by evaluating C honestly with input y; recomputing the
internal wires of the first ¢ gadgets of Co, using their reconstructors; using the right-reconstructor,
re-computing the internals of 7o that are influenced by the internals of the first ¢ gadgets of Cy; and
(using the function recy of Lemma 3.18) recomputing the internal wires of Ty that were influenced
by re-evaluating 7. Then Hy = HY, Hy = HY ., so let Hy,,, Hy,—1,m € [M] be the neighboring
hybrids such that SD (¢ (H.,) ,¢ (Hyp—1)) > €(n) for some ¢ € L, and denote the m’th gadget by G.
Notice that we can fix all wire values in H,,, H,,_1, except for the following: the internal wires of
G, for every gadget Gy in 75 that is connected to G, the wires of By, Sy, and the wire corresponding
to the computation of By, Sy; and for every decoding sub-circuit Dy in Ty that is connected to
some Gy, the internal wires corresponding to the computation of qy,. Indeed, the computation in
Cy is the same in both hybrids, so we can fix the wire assignment of C;. Consequently, the right
input r? of every Gy gadget of 7o that is connected to G is well-formed and fixed, so its output
co is well-formed. Since Gy is evaluated using the right-reconstructor then the columns of Uy can
also be fixed to well-formed vectors, so we can also fix the internal wires in the computation of q
(since these depend only on Up), and ¢ is therefore independent of the inputs ré,rg and can also
be fixed. Consequently, r ! can also be fixed. Therefore, the only non-fixed internals in Gy are
By, Sy, and the wires corresponding to their computation. Recall that r*'*1, and the columns So,i
of Sp, constitute the inputs to a decoding sub-circuit Dy of Ty (that is connected to Gy), and Dy
outputs the decoding of r™*1, So,i (respectively), which is zero (for r’flﬂ this is because q, ¢y are
well-formed, and for Sp; this is because r(l), and all columns of Uy, are well-formed). Therefore, the
outputs of these sub-circuits Dy, and all values computed from them, can be fixed.

Let W (W5) denote the real-world (reconstructed) wire assignment to the internals of G' after
we have fixed the values described above, and let Wit = f (Wé{) WP = f (W@g ), where f is chosen
according to the following distribution F over Shallow (4,0 (7} (S (r)) - S(n))). For every gadget Gy
of 7g that is connected to G , F' chooses a function recg, chosen according to the distribution REC (see
Construction 3.16). The obtained function f, on input F € FIG evaluates reca, (for evert Gy con-
nected to ) on the corresponding masking inputs of G, and the hard-wired values, thus generating
the masking inputs, and internal wires, of Gg; and uses the function recy of Lemma 3.18 (with the
values that are hard-wired into the recg,’s) to reconstruct the internals of every decoding sub-circuit
Dy connected to one such Gg. Notice that f is well-defined, because once the masking inputs of ev-
ery Go have been fixed, then we can apply the function recy. f € Shallow (4, 0] (ﬁ‘ll (S(n))-S (n)))
because by Lemma 3.17 the right-reconstructor of every Gy in 7o that is connected to G is in
Shallow (2,0 (7% (S (n)))) (there are at most O (73 (S(n))-S(n)) such gadgets Go, and their re-
constructors can be applied in parallel); and the function recy used to reconstruct the internals of
every decoding sub-circuit Dy of Ty that is connected to Gy, is in Shallow (2,0 (71 (S (n)))) (there
are at most O (7} (S (n))-S(n)) such Dy’s, since every Gy is connected to 71 (S (n)) + 1 decoding
sub-circuits Dy, and for all of them, recy: can be applied in parallel). By the lemma’s assump-
tion, WE, W5 are (Lg, € (n))-leakage-indistinguishable, so Lemma 3.10 guarantees that W, Wy are
(L, € (n))-leakage-indistinguishable for any £ such that LoShallow (4,0 (2f (S (n)) -S(n))) € Lg. In
particular, SD (¢ (Hy,) , € (Hp—1)) = SD (€ (W) € (W) < e(n). (In the left equality we also use
Lemmas 3.17 and 3.18 which guarantees that the wire values generated by the right-reconstructors
are leakage-indistinguishable from the actual wire values.) O

Lemma 3.20. Let Lg,L be families of functions, S(n) : N — N be a size function,
and e(n) : N — RF. If E®™ is (Lg, e(n))-leakage-indistinguishable, and Lg = L o
Shallow (71 (S (n)), 6,0 (21 (S(n))-S(n))), then SD (¢ (HYy) . L(HY)) < €(n)S(n) for every
telL.

Proof. The proof is similar to that of Lemma 3.14, with the additional complication that we need to
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reconstruct the internal wires of 7g, 71/ (using their right-reconstructors). Assume towards negation
that the claim does not hold, and define a fixed ordering on the the M < S(n) bundles that are
either input bundles of C,, or output bundles of gadgets in Cy (that do not touch the decoder).

We define the hybrids Hy, ..., Hys, where H; is generated from HY, by replacing the first ¢ bundles
with random encodings of random values; recomputing the internal wires of the first ¢ gadgets of
Cy using the gadget reconstructors (see Lemma A.4); reconstructing the internal wires of the x
gadgets Gy in the first layer of 7o (that touch the first i gadgets of Cg) using the right reconstructor
of Lemma 3.17, and re-evaluating the decoding sub-circuits Dy of Ty that touch these gadgets G
using the function recy of Lemma 3.18. Thus, Hy = Hext?HM = Hmld, and let H,,, H,,_1 be the
neighboring hybrids such that SD (¢ (Hy,) , ¢ (Hm—1)) > €(n) for some ¢ € L. We can fix all wire
values in Hy,, H,,—1 (while preserving the statistical distance), except for the following: the m’th
bundle; the masking inputs, the output, and internal wires of the gadget G, whose output is the
m’th bundle; the masking inputs, and internal wires, of the gadget G; such that one of its inputs
is the m’th bundle, and its input bundle that corresponds to the m’th bundle; for every gadget Gg
in 7p that is connected to G, or G;, the internal wires of Gy that correspond to By, Sp, and the
computation of these values; and for every decoding sub-circuit Dy, in Ty that is connected to such
a Gy, the internal wires of Dy that correspond to the computation of qy,. (This holds due to the
same arguments used in the proof of lemma 3.19.)

Let b denote the value encoded by the m’th bundle in HY,. Let W{ = Enc™ (b, 15)) Wy =
Enc™ (r, 15(n )) for r €g {0,1}, then by the lemma’s assumption, W W§ are (L, € (n))-leakage-
indistinguishable. Let Wi := f (Wé%) ,Wf)g =f (Wls ), where f is chosen according to the following
distribution F over Shallow (6,0 (21 (S(n))-S(n))). F chooses a function rec, according to the
distribution over reconstructors for (z,; chooses a function rec; from the set of reconstructors for G;;
and for every gadget Gy of 76 that is connected to G, or G, a function recg, chosen according to the
distribution REC (see Construction 3.16). The obtained function f, on input e € F* () evaluates
rec, on the inputs a,, b, (that were hard-wired into H,,, H,,—1), and output e (thus reconstructing
the masking inputs, and internal wires, of G,); evaluates rec; on e as one of the inputs, and the
other input, and output, according to the hard-wired values (thus generating the masking inputs,
and internal wires, of G;); for every Gy gadget in 7% connected to G, or G;, evaluates recg, on the
corresponding masking inputs (as determined by rec,, rec;, respectively, and the hard-wired values),
thus generating the masking inputs, and internal wires, of Go; and uses recy (with the values that are
hard-wired into the recg,’s) to reconstruct the internals of every decoding sub-circuit Dy connected
to one such Gy. Then sz = H,,_1 and Wf = H,, (because the bundles are re-randomizing), and
f € Shallow (6,0 (77 (S (n)) - S)) because rec,,rec; € Shallow (2,0 (7% (S (n)))) (see Lemma A.4),
the O (7} (S(n))-S(n)) right-reconstructors recg, are in Shallow (2,0 (75 (S(n)))) (and can be
evaluated in parallel), and the 73 (S (n)) - S (n) functions recy are in Shallow (2,0 (71 (S (n)))) and
can be evaluated in parallel (see the proof of Lemma 3.19 for a more detailed analysis). Therefore,
by Lemma 3.10, H,,—1, H,, are (L, € (n))-leakage-indistinguishable for every family £ of leakage
functions such that £ o Shallow (6,0 (7] (S (n)) - S (n))) C Le. O
Remark 3.21. Let HYY, denote the hybrid distribution obtained by evaluating C, when
Cl, Cy are honestly evaluated on y,z, respectively (i.e., picking random encodings of
( Or0(|0|)+'(‘0|)) ( 0r0(|C|)+r(|C\)) according to Enc™ etc. ); re-computing the internal wires of all
gadgets in Cs using their reconstructors; re-evaluating all x gadgets Gy (in the first layer of 76)
that touch gadgets of Cy using their right-reconstructors; and then re-computing 7i,. Then under
the conditions of Lemma 3.20, SD( (HY.,) ¢ (ny )) < e(n)-S(n), since as long as the value

ext,r

whose encoding was the input of C} is the same in both hybrids, the proof was independent of the
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actual values whose encodings were the inputs of é’l, Cy. Moreover, the proof of Lemma 3.19 relied
only on the inputs to Cy,Cy encoding the same values in both distributions, and was independent
of the actual encoded values, so the same proof can be used to show that under the conditions of
Lemma 3.19, SD (€ (Hy’$ ) A (Hym)) < €(n)-S(n) for every leakage function ¢ € L. Consequently,

ext,r

SD (¢ (HY),¢(HY™")) < 4e(n)-S(n).
We are finally ready to prove Proposition 3.8.

Proof. Soundness follows from Lemma 3.9, because E™ is linear and onto. As for relaxed leakage-
resilience, by Lemma A.4, if E™ is (Lg,e(n))-reconstructible, then all the gadgets of C are
(L, 7 (S (n)) - € (n))-reconstructible, for every family L of leakage functions such that Lg = L o
Shallow (3,0 (72 (S (n)))). Since Shallow (4,0 (7 (S (n)) - S (n))) o Shallow (3,0 (72 (S (n)) - S (n))) €
Shallow (7,0 (a* (S (n)) - S(n))), then using the union bound, Lemmas 3.12 and 3.14, and Re-
mark 3.15, we know that for every £ such that Lg = £ o Shallow (7,0 (a* (S (n))-S(n))), and
for every ¢ € L, SD (¢ (H*) ,£(HY")) < 4e(n) - S(n). Similarly, by Lemmas 3.19 and 3.20, and
Remark 3.21, SD (HY*, HY) < 4e(n) - S (n). Therefore, SD (¢ (H?*),£(HY)) <8¢ (n)-S(n).
Regarding the size of the compiled circuit, C contains two copies of C', where in each copy
each gate (out of at most |C|) is replaced with a gadget whose size is at most O (7% (S (n))),

So ‘C’l C'Q‘ < O (a*(S(n))|C)). 7o contains O (ﬁ4 (S(n)) |C\2) “binarization” sub-circuits T,
each of size at most O (|F|), so ‘76‘ < 0 (|IF\ -4 (S (n)) |C’|2). As for Ty, it contains a de-
coding sub-circuit for each of the (at most O (n(S(n)))) masking inputs used in the (at most
) (\F[ﬁ‘l (S(n)) ]C’\z)) gadgets of Ty. The decoding of each masking input requires 7 (S (n)) x

)

gates followed by 7 (S (n)) + gates. In addition, we have O <ﬁ4 (S(n))|C \2) constant-sized binariza-
tion circuits, followed by O (ﬁ4 (S(n)) ]C|2> x gates, so [Ty | < O (]IF\ -7 (S (n)) ]C]2>. Therefore,
]é’ <0 (um 75 (S (n)) \012). O

3.2 A SAT-Respecting Relaxed LRCC Over T,

In this section we describe a relaxed LRCC over Fy. Our starting point is the circuit-compiler of
Construction 3.7 over the field F, which we apply to an “arithmetic version” of the boolean circuit.
At a high-level, we construct our circuit compiler over Fo as follows: we represent field elements
of F using bit-strings; and operations +, —, X, id, copy, const,, « € F as functions over [log |F||-bit
strings. (For now, we assume that there exist gates operating on [log |F|]-bit strings and computing
these operations.) We “translate” boolean circuits into arithmetic circuits with such operations, and
apply the circuit-compiler of Construction 3.7 (where the field operations are implemented using
the boolean operations described in Section 2) to the “translated” circuit. (We note that leakage-
resilience deteriorates when an arithmetic compiler is transformed to a boolean one, but only by a
constant factor in the depth and size of circuits computing the leakage functions.) Concretely, we
set F =TF3.

FROM BOOLEAN CIRCUITS TO ARITHMETIC CIRCUITS. Our boolean circuit-compiler operates on
boolean circuits, but employs an arithmetic circuit-compiler operating on arithmetic circuits over F.
Therefore, we first transform the boolean circuit into an equivalent arithmetic circuit in the natural
manner (i.e., representing every bit operation as a polynomial over the arithmetic field):

Definition 3.22 (Boolean-to-arithmetic “translator” T”). Given a boolean circuit C' : {0,1}" —
{0,1}™, the algorithm 7" transforms it into a functionally equivalent arithmetic circuit C” : F* — F™
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(where by “functionally-equivalent” we mean that for every x € {0,1}", C' (z) = C(x)). This is
done by replacing the gates of C' as follows.

e The negation operation —x is replaced with 1 — 2 (replacing a single boolean gate with 2
arithmetic gates, i.e. a const; gate and a — gate).

e The operation zAy is replaced with x-y (replacing a single boolean gate with a single arithmetic
gate).

e Using De-Morgan’s laws, the operation x V y is replaced with 1 — ((1 — x) - (1 — y)) (replacing
a single boolean gate with 7 arithmetic gates).

e id, copy, constg, const; remain unchanged.
Observation 3.23. For every x € {0,1}", C' (z) = C (z).

REPRESENTING FIELD ELEMENTS AS BIT STRINGS. We can use any transformation Fj : Fg —
{0,1}? such that every bit string is associated with a field element. This is required for the SAT-
respecting property, to guarantee that whatever values are carried on the wires of the boolean circuit,
they can be “translated” into wires of the arithmetic circuit over Fs, and is achieved by defining a
“‘reverse” mapping E,” L Concretely, we use the following mapping.

Definition 3.24 (mod-3 mapping Fjp). The mod-3 mapping E, : F3 — {0,1}? is defined as fol-
lows: E,(0) = 00,E} (1) = 01, and Ej(2) = 11. The “reverse” mapping E;, ' : {0,1}? — F3 is
defined as follows: E, ' (00) = 0,E, ' (01) = E,* (10) = 1, and E; ' (11) = 2. E, E, ' naturally
extend to longer strings, where for v = (vy,...,vm) € FY", Ep(v) = (Ey (v1) ..., Eb (v)), and for
(b1,1,01,2, oes b1, bin2) € {0,132 By (bits ey bin2) = (Ey ' (b11,b12) 5 ooy By (i1, b 2)).-

Note that the string “10” is never used as long as the compiler is honestly applied to the arithmetic

circuit then.
IMPLEMENTING FIELD OPERATIONS. The compiled arithmetic circuit uses the field operations
4+, —, X, and also copy, id and const,,, a € 3. These operations are represented using bit operations
over bit strings generated by Ej. Specifically, we think of every field operation as a boolean function
with 4 inputs (a pair of 2-bit strings representing the pair of input field elements) and 2 outputs (a
2-bit string representing the output field element). We stress that though an honest construction
over bits uses only 3 of the 4 possible 2-bit strings encoding field elements (i.e., only the strings in the
image of Ej, as defined, for example, in Definition 3.24), the function representing a field operation in
F3 should be defined to output the correct values on all 2-bit strings. The truth table of each output
bit has constant size, and can be represented by a constant-size, depth-3 boolean circuit. copy,id
and const,, gates are handled similarly. Therefore, the size (depth) of each gadget (and consequently,
of the entire compiled circuit) increases by a constant multiplicative factor (specifically, by a factor
of 3).

Notice that representing boolean circuits using arithmetic circuits introduces the following ob-
stacle. For a satisfiable circuit C, we are only guaranteed the existence of an x € F" satisfying the
original arithmetic circuit, whereas for boolean circuits we require that « € {0,1}". Therefore, we
need an additional “input checker” sub-circuit to guarantee that the inputs to the compiled circuit
encode binary strings.

Definition 3.25 (Input-checker 7). 7™ : F — F is defined as follows: 7™ (2) = T (2% — z).

Observation 3.26. For every z € F3, T (2) € {0,1}, and T™ (2) = 1 if and only if z € {0,1}.
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We now use an arithmetic SAT-respecting relaxed LRCC (Construction 3.7) to construct a
boolean circuit compiler with similar properties.

Construction 3.27 (SAT-respecting relaxed LRCC). Let Ej, E, ! be the mappings of Defini-
tion 3.24. Let T” be the algorithm of Definition 3.22 over F3, and (Comp, E = (Enc, Dec)) be the cir-
cuit compiler over F3 of Construction 3.7. The circuit compiler over Fs is (Comp,, E; = (Ency, Decy)),
where:

e Ency = E, o Enc and Dec, = Deco Eb_l.
e Compy, on input C': {0,1}" — {0,1}:

— Uses T to transform C' into an equivalent arithmetic circuit C” : F§ — Fs.

— Constructs the circuit C” : F¥ — TF3 such that C"(zy,...,2,) = 1 —
(C" (21, ..y zn) X (X2 T™ (2;))). (Notice that C” (21, ...,z,) outputs 0 if and only if
C' (z1,...;xn) =1 and x1,...,x, € {0,1}.)

— Computes C” = Comp (C").

— Replaces every gate in C" with a constant-size, depth-3 boolean circuit computing the
truth table of the gate operation. Comp, can use any correct circuit, as long as these
circuits are used consistently (i.e., for every gate the same circuit is used to replace all
appearances of such gate in cr ).

— Denote the output of c by e € 3, represented by the string (e1,e2) € {0,1}2. Then
Comp, outputs the circuit C}, obtained from C” by applying an V gate, followed by a —
gate, to the output of c. (This reduces the output string of C" to a single bit, and flips
the output of ol , which is required due to the negation added in C”.)

We use CA'LI,,CA'Q’Z,,%,b,TV’b to denote the components of C’b corresponding to él,éz,%,Tv,
respectively.

Observation 3.28. (4, (2) € {0,1} for every &. Moreover, Cy (&) = 1 if and only if C" (2) = 0. If
Comp is SAT-respecting, then this guarantees that C” () = 0 for some x € Fs. The definition of
C", and the correctness of T', guarantees that x € {0,1}", and that C' (z) = C (z) = 1.

Next, we show that Construction 3.27 “inherits” the properties of the underlying arithmetic
circuit compiler. We first show that Construction 3.27 is SAT-respecting.

Lemma 3.29. If Construction 3.7 is SAT-respecting then Construction 3.27 is also SAT-respecting,
i.e. if Cy is satisfiable then so is C.

Proof. Assume that Cy, () = 1 for some @, € {0,1}2", where C, = Comp, (C). Then because
Cy, computes the negation of the OR of the (2-bit) output of C’, then the output of C” was 0.
Therefore, by the definition of Comp,, the correctness of the implementation of field operations
using bit operations, and since E, ' is on F3, cr (E; ! (2b)) = 0 (where C" = Comp (C")). Since
Comp is SAT-respecting, there exists an « € F§ such that C” (z) = 0 which, by the definition of C”,
is possible if and only if € {0,1}" and C’(xz) = 1. By the correctness of the transformation 7"
(Definition 3.22), C' (z) = C' (z) = 1. O

Next, we show that Construction 3.27 is relaxed-leakage-resilient.
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Lemma 3.30. Let L,Ly be families of functions, S(n) : N — N be a size function, and
e(n) : N = R*. If £ = £, o ShallowB (12,0 <<ﬁ5(1,5(n)) : smﬁ))), and (Comp,E) of Con-
struction 3.7 is an (L, e (n),49S (n))-relazed-LRCC over F3, then (Compy, Ey) of Construction 3.27
is an (Ly, € (n),S (n))-relazed-LRCC over Fy. Moreover, |C ’ = (“5 (1,S(n)) |C| )

Proof. Notice that the existence of a non-efficient simulator in Definition 2.8 is equivalent to re-
quiring that leakage functions cannot distinguish evaluations of Cy, on encodings of two inputs on
which C' has the same output. We will use this alternative definition to prove the lemma. As-
sume towards negation that (Compy, Ey) is not (L, € (n))-leakage-resilient. Then there exist a pair
of inputs yp, 2, € {0,1}" for C such that C (yp) = C (2p), and a leakage function ¢, € Ly, such

that SD (Eb (C’b (gjb)) Oy (C’b (éb))> > €(n), where g, 2, are random encodings of s, 2p, respec-
tively, according to Ej (-, 1|C|). We show that SD (ﬁ (C’ (g))) N4 (é (2))) > €(n) for some leakage
function ¢ € L, where g, Z are random encodings of ¥, 2p, respectively, according to E (-, 1|C‘), and
C' = Comp (C” ) (recall that we assume that field elements are encoded using bit strings; and that we
have “gate sub-circuits”, operating on bit strings, that emulate the field operations). This contradicts
the witness-indistinguishability of (Comp, E), because C” (y) = C” (z) (because in both cases the
input-checker outputs 1), and |C”| < 49|C| < 49S (n). (Indeed, the transformation from C' to C’
blows up the circuit by a factor of at most 7, and the transformation from C’ to C” adds at most 7
gates for every input gate, so it blows up the circuit by a factor of at most 7.)

We distinguish between two “kinds” of wires in C’b: external wires, that appear also in C (these
are the wires between the gates of é), and internal wires (these are the wires in the sub-circuits of
C, that emulate the gates of C’) The function /¢ is given as input a wire assignment for C , which is a
sequence of field elements, encoded into 2-bit strings using some correct encoding. ¢ first “translates”
every 2-bit string into the 2-bit string encoding the same field element under the mapping FEj of
Definition 3.24. This is computable by a constant-size, depth-3 circuit, and since these computations

C‘D) This defines the

wire values of all the external wires of Cp, encoded into bit-string using the same mapping that
Comp, uses. Next, ¢ computes the internal wires of Cy. Recall that the internal wires are organized
in constant-sized, depth-3 “groups”, where every such “group” corresponds to the computation of a
single gate of C. Therefore, the wires in every “group” are computable in ShallowB (9,0 (1)) (since
these wires can be computed sequentially given the input to the gate, where every wire is computable
from the previous by a depth-3, constant-size circuit). As all “groups” can be evaluated in parallel, the

can be done in parallel, this “translation” is computable in ShallowB (3, 0 (

internal wires are computable from the external wires in ShallowB (9, 0 (’C’D) Then, ¢ evaluates

0y on the wire values that it generated. As ’C" <O (fz (1,S(n)) ]C”\2> <O (ﬁE’ (1,S(n))-S (n)2>,

then ¢ € L o ShallowB <12,0 ((“5 (1,S(n )) = L. Moreover, £, (C’b (gjb)) =/ <C’ (gj))

and £ (éb <2b>) — (é (z)), s0 SD (e (c< ) , ( (2 ))) > e(n). O
Combining Lemmas 3.29 and 3.30 with Proposition 3.8, we have the following.

Proposition 3.31 (SAT-respecting relaxed LRCC over Fy). Let L, Lg be families of functions,
S(n) : N — N be a size function, and € (n) : N — R*. Let E™ be a linear, onto encoding scheme
over F3 with parameters n = 1, o and n = n (o), that is (Lg, € (n))-leakage-indistinguishable, and
Lg = L o ShallowB (33,0 (ﬁS (S(n)) - S(n)2>> Then there exists a constant ¢ > 0, and a SAT-

respecting, (L£,c-e(n)-S(n),S (n))-relazed-LRCC over Fa. Moreover, |C ‘ =0 <ﬁ5 (S(n)) |C’|2>.
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Proof. We show that Construction 3.27 has the required properties, when E is the encoding scheme
of Construction 3.7 (using the inner encoding scheme E™), and 49S (n) is its size parameter. Lem-
mas 3.29 and 3.9 guarantees that the compiled circuit is SAT-respecting. As noted in the proof
of Lemma 3.30, if the wires of the compiled arithmetic circuit are already encoded into bit-strings
using the same mapping that Comp, uses, then every arithmetic gate can be implemented with
a depth-3 boolean circuit of constant size. Therefore, functions computable in Shallow (d, s) are
also computable in ShallowB (3d, O (s)) (since all sub-circuits corresponding to gates in a sin-
gle layer can be evaluated in parallel). (Recall that all field operations are implemented using
boolean operations over bit strings. Therefore, in essence this means that leakage functions over
F3 can be simulated using somewhat deeper boolean circuits.) In particular, if E is (Lg, €)-leakage-
indistinguishable and Lg = £’ o ShallowB (21,0 (2* (S (n)) - S (n))), then by Proposition 3.8, Con-
struction 3.7 is an arithmetic SAT-respecting (L', 8¢ - 49S (n), 49S (n))-relaxed LRCC. Therefore,
Lemma 3.30 guarantees that (Compy, Ep) is (£,392¢ (n) - S (n),S (n))-leakage-resilient as long as

Le = L o ShallowB (21,0 (2* (S (n))-S(n))) o ShallowB (12,0 (ﬁ5 (S(n))-S (n)2)> Moreover,

’C’b‘ = (A‘r’( (n))|C] ) because ‘C’ <n5 (S (n)) |C’”|2), and since the blowup in the trans-
formations from C to C”, and from C to C’b, is constant. ]

Taking E™ to be the parity encoding in the previous proposition, and using a result of Hastad
[18], we obtain an LRCC secure against leakage from AC® circuits (namely, constant-depth and
polynomial-sized boolean circuits with unbounded fan-in A,V and — gates).

Corollary 3.32. There ezists a SAT-respecting (AC, negl (n) , poly (n))-relazed-LRCC over Fs.

More specifically, we instatiate E™ with the parity encoding scheme:

Definition 3.33 (Parity encoding scheme Ep). The parity encoding scheme E, = (Enc,, Dec,) is
defined as follows: for b € {0,1} and o € N, Enc, (b,17) outputs e € {0,1}° which is uniform over
the set {v e {0,1}7:>"7 ; v; =b mod 2}; and Dec, (e, 17) outputs > 7 ; e; mod 2.

We use the following result of Hastad [18] (as cited in [25, Corollary 1]) that ACY circuits cannot
distinguish parity encodings of 0 and 1:

Theorem 3.34 ([18]). Let d € N be a constant, and o € N. The parity encoding scheme E, of
1 1
Definition 3.33 is <Sha|lowB <U, 1,d, 2"d> ,2_0‘1“) -leakage-indistinguishable.

Corollary 3.32 now follows from combining Proposition 3.31 with Theorem 3.34.

Proof of Corollary 3.32. We use the circuit compiler of Proposition 3.31, instantiating E™ with
the parity encoding E,. Given a circuit ]C’\ {0,1}" — {0,1} of size s (notice that s > n),
E, is applied with securlty parameter ¢ = s, to obtain the compiled circuit C. Fix some AC°
circuit C'°2K (recall that this is actually a family of AC? circuits, defined for every input length
n of the family C of circuits). Then C'K has constant depth d and polynomial size p(s)
for some constant d and polynomial p. Taking d’ = d + 33, Theorem 3.34, guarantees that

7 7+
Enc, (-, 1) is <Sha||OWB (s, 1,d,2%° > ,278¢ >—leakage—indistinguishable. For a large enough n,
25 > p (s) + s7, which means that the composition of C'*** with any boolean circuit of size s7 and
L +1
depth 33, obtains at most an advantage of 27°%  in distinguishing parity encodings of 0 and 1. By
1

A L
proposition 3.31, the simulated and actual wire values of C' are c-27°% . s = negl(s) = negl (n)
statistically close. O
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Remark 3.35 (Withstanding leakage functions with long outputs). Using a result of Dubrov et
al. (|9, Theorem 3.3|, cited as Theorem 3.36 below), the parity encoding of Definition 3.33 is
leakage-indistinguishable against a broader family of leakage-functions, that can output many bits
(as long as the output is asymptotically shorter than the encoding length). Repeating the proof
of Corollary 3.32, and replacing Theorem 3.34 with Theorem 3.36, we can prove the existence of a

boolean SAT-respecting (AC?/z, negl (n) , poly (n))—relaxed LRCC, where AC(l)/2 denotes AC? circuits

with n2 output bits (n denotes the input length). We can replace 1/2 with any constant § € (0,1),
as long as ¢ is fixed in advance (in particular, before the depth d is determined).

Theorem 3.36 ([9]). For a natural d > 1, and 6 € (0,1), the parity encoding E, of Def-
O((r%) —Q(a%)
inition 3.33 with security parameter o is | ShallowB | o,0°,d, 2 ,2 -leakage-

indistinguishable.

3.3 Withstanding Leakage from AC’ Circuits with @ Gates

In this section we extend the results of Section 3.2, and present a boolean SAT-respecting circuit
compiler that is relaxed leakage-resilient against ACY circuits (namely, constant-depth, polynomial-
sized boolean circuits over unbounded fan-in and fan-out A, V, — gates), augmented with a sublinear
number of @ gates of unbounded fan-in and fan-out. This circuit compiler will be used in Section 4
to construct WIPCPs and CZKPCPs.

The high level idea is to use Construction 3.27, where the underlying arithmetic LRCC over Fj is
instantiated with the encoding scheme E™ that maps an element v € F3 into a vector v € {0, 1}* (for
some natural k), which is random subject to the constraint that the number of 1’s in v is congruent
to 4 modulo 3. We show, by reduction to correlation bounds of [26], that AC? circuits, augmented
with a sublinear number of @ gates, have a negligible advantage in distinguishing between random
encodings of 0 and 1 according to E™. Using the leakage-indistinguishability of E™, we construct
a SAT-respecting circuit compiler withstanding leakage from AC® circuits that have several output
bits and are augmented with a sublinear number of & gates:

Theorem 3.37 (SAT-respecting relaxed LRCC for AC? with @ gates). For input length parameter
n, leakage length bound n = n (n), size bound s = s (n), output length bound m = m (n), parity gate

_ _ m(n)
bound t =t (n), and depth bound d, let L3 eat = Unen ﬁﬁ(n)d,s(n),@t(n); where E?;}do’sw%to denotes
the class of boolean circuits of input length ng over — gates and unbounded fan-in A, V,® gates, whose
depth, size, output length, and number of parity gates are bounded by dy, so, mo, to, respectively. Then

for every positive constants d, ¢, polynomials m,t, and polynomial size bound s' = s' (n), there exists
a polynomial [ (n), such that there exists a SAT-respecting (Elmd et 27 o (n)) -relaxed LRCC over

Fa, which on input a circuit C : {0,1}" — {0,1} of size |C| < §' (n) outputs a circuit C of size
[Cl <1(n).

The remainder of the section is organized as follows. In Section 3.3.1 we exhibit an encoding
scheme that is leakage-indistinguishable against AC? circuits augmented with a sublinear number of
@ gates. Then, in Section 3.3.2 we prove Theorem 3.37.

3.3.1 A Leakage-Indistinguishable Encoding Scheme

In this section we use correlation bounds of [26] to show that a certain encoding scheme is leakage-
indistinguishable against leakage computable by ACY circuits, augmented with few @ gates. This
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encoding scheme will be used in Section 3.3.2 to construct a SAT-respecting relaxed-LRCC with-
standing leakage computed by AC? circuits with few @ gates. We first define the encoding scheme
which we use.

Notation 3.38. For v € {0,1,2} and n € N, UJ denotes the uniform distribution over
{v € {0,1}3": #; (v) =+ mod 3}; #1 (v) denotes the number of 1's in v; and U, denotes the
uniform distribution over {v € {0,1}*" : #; (v) #0 mod 3}.

Definition 3.39. We define an encoding scheme Ez = (Encs, Decsg) over Fs3 such that for every
e € F3, Encg (e, 1") is distributed according to U™,% and Decg (v) returns (#; (v) mod 3). Notice
that Eg is linear, with decoding vectors {13”}, and consequently also onto.

We will be interested in withstanding leakage computed by AC circuits, augmented with few @
gates”. This leakage class is formalized in the next Definition.

Definition 3.40 ( md.s.or leakage family). Let n € N be a length parameter, d € N be a depth
parameter, s € N be a size parameter, and t € N be a parity gate bound. The family £, 44 ot
consists of all functions computable by a boolean circuit C' : {0,1}" — {0, 1} of size at most s and
depth d, with unbounded fan-in and fan-out A,V,—, ® gates, out of which at most ¢ are @ gates.
The family L4 ¢ ¢ of functions is defined as L4 s .gt = UnenLn d, s ot

For a length parameter m € N, and a function f : {0,1}" — {0,1}™, let f;(x1,...,2y),7 €
[m] denote the 4’th output bit of f. We use the following notation: L7, o,

40,17 = {0,1}™ VI < < m, f; € Lot and £, o = Unen (£ 00).

We use a correlation bound of Lovett and Srinivasan [26, Theorem 6| which, informally, states
that ACY circuits, augmented with “few” @ gates, have negligible correlation with the boolean func-
tion MOD3 where MOD3 (v) = 0 if and only if #; (v) = 1 mod 3. (Their result is more general,
but we state a weaker and simpler version that suffices for our needs.) We first define the notion of
correlation.

Definition 3.41 (Correlation). Let n € N, g, f : {0,1}" — {0,1}, and let D be a distribution over
{0,1}™. The correlation of g and f in relation to D is Corrp (g, f) = 2 ‘% —Prycplg(z)=f (x)]‘ .
For a class G of functions, Corrp (G, f) = maxgeg Corrp (g, f) .

We are interested in correlations with the following function:

Notation 3.42 (MOD; function). Let s € N. The function MOD? : {0,1}3" — {0,1} is defined as
MOD? (z) = 0 if and only if 2?21 z; =0 mod s. We use MOD; to denote the family of functions
UneNMOD?

Theorem 3.43 (|26, Theorem 6 (rephrased)). For every constant depth parameter d € N there exist
constants c,e € (0,1), such that for every constant | € N there exists a minimal length parameter
no € N such that for every n > ng, Corrpy (£3n,d,nz,@ng,MOD’§) <27 where DY is the distribution
induced by the following process: first pick a random bit b €g {0,1}; if b = 0 pick € {0,1}3"
according to the distribution Uj, otherwise pick x € {0, 1}3" according to Ufs.

Next, we use Theorem 3.43 to show that AC? circuits, augmented with “few” & gates, have a
negligible advantage in distinguishing between random encodings of 0,1, and 2 according to the
encoding scheme of Definition 3.39. Formally:

®Encs can be computed efficiently by repeating the following procedure n? times. Pick v € {0,1}*" uniformly at
random, compute ¢ := #1 (v), and if ¢ = e then return v. If all iterations fail, return a fixed ve € {0,1}" such that
#1 (v) = e. Then the output of Encs is statistically close to UZ'.
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Corollary 3.44. For every constant depth parameter d € N there exist constants c,e € (0,1),
such that for every constant | € N there exists a minimal length parameter ng € N such that for
every n > ng the encoding scheme Encs (-,1™) of Definition 3.59 is (an’d’nz,@ne,2_”6)—leakage—
indistinguishable.

We proceed to prove Corollary 3.44 in two steps. First, we show that Theorem 3.43 implies
that AC circuits, augmented with “few” @ gates, cannot distinguish between random encodings of
0, and random encodings of either 1 or 2. Second, we show that this implies indistinguishability of
encodings of every pair of values in {0, 1,2}. The first step follows from the next lemma.

Lemma 3.45. Let € € (0,1), n € N, and G be a class of functions from {0,1}3" to {0,1}. If
Corrpr (G, MODY) < € then Uf, UT'y are (G, €)-leakage-indistinguishable, where Dy is the distribution
defined in Theorem 3.43.

Proof. Let g € G. We first establish the connection between the probability p, =
Pry. pr [g (z) = MODZ ()] that g computes MOD} correctly, and the distinguishing advantage
of g:

py= Pr_lg(x) = MODS () IMOD§ (z) = 0] - Pr_ [MODS (x) = 0] +

z<D3 z<D3

+ Pr [¢g(z) =MODg (z) MOD% (z) =1]- Pr [MODj (z) = 1]
z<Dp z<Dy

observing that for « < D%, MOD3 (z) is 0 (or 1) with probability half, and that

Pr lg(z) = MODj (z) [MOD3 (z) = 0] = Pr [g(z) = 0]

Pr [g(x) = MOD} (z) [MOD} () = 1] = Pr [g(x) = 1]

<Dy z<UT'y
we get:
s P @ Pr [g(x) =1
=+ r z)=1]— Pr xT) =
Pg 2 2 a;(—UL2 g Uy g
By the assumption of the lemma,
1 n
2 5 " Dbg| = Corrpr (9, MOD%) <.
Therefore, we get:
Pr [g(z)=1]—- Pr [g(z)=1]| <e
:veUl"’2 Uy
O O

Next, we establish a connection between the distinguishing advantage of circuits between the
following pairs of distributions: UZ", Ulzg (over 6n-bit vectors); Ug',Ul'y; and Ug, U7 (over 3n-bit
vectors).

Lemma 3.46. Let d,s,t € N, and ¢ € (0,1) be a constant. If there exists an ny € N such that
Jor every n > ng, Uy, Uty are (L3n,d st €)-leakage-indistinguishable for e = 27" and U[%”,Ui”2
are (Len,d+1,25+1,02t €) -leakage-indistinguishable, then there exists an ng such that for every n > nj,
Uy, Ut are (Egmd’&@t, v 76) -leakage-indistinguishable.
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We will need the following notation and observation regarding the connection between U7, U3

n
and Uf'y.

Notation 3.47. Let n € N. For v € {0,1,2}, we use S} to denote supp (U;L), S’y to denote
supp (Uln’z), and k7 to denote ‘Sfﬂ

Observation 3.48. For every n € N, and every function g : {0,1}3" — {0,1}, by the law of total

probability, and since Prouyp, [x € 87| = Procup, [z € S3] = z,

P lo(o) = 1= ([P, lo () =1+ Pr o) =1).

UL, 2 \a< U7 - UP

Proof of Lemma 3.46. If the lemma does not hold, then there exist infinitely many n’s, for each
of which Ug,U7" are not (£3n7d7s,®ta \/%)—leakage—indistinguishable. Let € = € (n) > \/Te denote

the maximal distinguishing advantage between Uy, U, let D= {Dn} be a family of distinguishers

obtaining this advantage, and let N be the infinite set of n’s for which D obtains this advantage.
For v € {0,1,2}, let pJ := Pryepn [f?n (x) = 1] Assume first that pj > p? for infinitely many
n’s in N. There are two possible cases: either for infinitely many n’s in N, p{ > p; or p§ < pb

for infinitely many n’s in N. In the first case, D has advantage at least 2l > f f >esl

in distinguishing between U, U7'y, for every n such that pg > p3 and py > pf + 6 Indeed using
Observation 3.48,

€

1
o — 5 (P + %)

Pr []jn (x) = 1} — Pr {Dn (x) = 1} 5

n n
U} QEHUL2

using the case assumption that py > p7, py, this advantage is equal to:

1, .1 1 ¢
§(po—-p1)+-§(p —py) > 2( —pf) > 3

Therefore, only the second case py < ph remains, and Lemma 3.49 below shows that there exists
an ng € N such that for every such n which is greater than ng, Uo Ui 5 are distinguishable by

Len d+1,25+1,@2¢ circuits, with advantage at least €1 ) +E(n) > (\/g) +E(n)=€+ €+E( ) , where
E(n)=0 (2 31). Recall that e = 27", so E (n) = o (e), and let n’ € N such that for every n>n',
|E (n)| < € (notice that E (n) may be negative). Then for every n > max{n’,np} in A such that
py > py > pi+€ (there are infinitely many such n’s by the case assumption), e+ €+E( )
that U2™, Ulzg can be distinguished in Lgy, 411,2s+1,82¢ With advantage more than €, a contradiction
to the assumption of the lemma. Therefore, it cannot be the case that pf > p{ + € for infinitely
many n’s in N.

Assume now that pj > p! only for finitely many n’s in NV, i.e., p} > p§ for infinitely many n’s in
N If for infinitely many n’s in N, p§ > pg and p} > pg, then the advantage of D,, in distinguishing
between Uy, U'y is at least

> €, meaning

_ PP PEPG L PL PG

w_ﬁ+ﬁ
2 2 2

0 2

>

po | M

The second case, where p§ < py < p} for infinitely many n’s, follows from Lemma 3.49 in the same
manner as before. O
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We now prove the lemma used in the proof of Lemma 3.46, for the case p§ > py > pl (or
pt > pit > pi) for infinitely many n’s. Notice that Lemma 3.49 uses the distributions U3", U2 5 over
6n-bit vectors, and distinguishers over 3n-bit vectors.

Lemma 3.49. Let n,d,s,t € N, € > 0, and {Dy, € L3naset},ey- For v € {0,1,2}, denote p) =
Prycun [Dn (x) = 1]. Then there exist error terms E* (n), E~ (n) = O (2_3”), and an ng € N, such
that the following holds for every ng < n € N. If py > py > pt and pj — p} > €, then v, u 5 are

(ﬁﬁn,d+1,2s+1,@2t, % + ET (n)) -distinguishable; and if p§ < p§ < p} and p} — pi > ¢, then UZ", U1’2
are (ﬁ(m,d+1,25+1,@2f;7 % + E~ (n)) -distinguishable.
Proof. Let D!, be the distinguisher that interprets its input as a pair (z,y) of 3n-bit vectors,

and outputs D, (z) A D, (y). Notice that if D, € Lsnaset, then D), € Lepdri2s+1,@2t-
We now analyze the advantage of D] in distinguishing between UQ",UfB. Using Lemma 3.51,

2
Prgpyevzn [Py (2,y) = 1] M + Eop(n) + Ej(n) - p§, where Ey(n),E{(n) are er-
ror terms, and |Ey (n)|,|E)(n)] = O (273"). Using Lemma 3.52, Pri vz Dy (2,y) = 1] =

pivi +(oi) torioi+8) E1 : (n) + ELQ (n) - + FY 5 (n) - (3%, where Ey (n), B 5 (n) , {5 (n)
are error terms, and |Ey 2 (n)|,|E] 5 (n)|,|E{ 4 (n)| = O (27°"). Therefore,

Epr = Pr [D; (x,y) = 1] - Pr [D;l (z,y) = 1] =

2n 2n
a;<—U172 Uy

_ 2050t + (1) + 20505 + (95)” — 2 (p)” — 4y
6

+E (n) + E'(n) - p5 + E" (n) - (p3)*

where E (n), E' (n), E” (n) are error terms, and |E (n)|, |E’ (n)|,|E” (n)| = O (273"). Thinking of
Epy, as a function of p§, there exists an ng such that for every n > ng, the minimal value of Ep; (ph)

is obtained when p§ = %—;’5)(") ~ 2p} — pi. Let n > ng, and assume first py > py > p! and

2pt—pl—3FE -~ . . 2p" —pRh—3E'(n .
po — Py = €. Then W,()() ~ 2p} — py < po, and in the domain z > W,(n)(), Epr is

+

monotonically increasing, so the minimal value of £p/ in this section is obtained when py = p{ (since
n__.n 2
by the caSQe assumption, p§ > py), in which case Epy [pn—pn = % +E(n)+E' (n)-pj+E" (n)-
(#§)° > G+ E(n) + E'(n) - p + B (n) - (p§)° =MOD G + E¥ (n), where E¥ (n) = 0 (27"),
so D! obtaining advantage 6% := % + ET (n) in dlstlngmshlng between UZ", U2} "5, where E+ (n) =
O (273m).
Second, assume that py < p{ < p} and p} —pg > €. Then % ~ 2p" — py > po. Since

by the case assumption pj < pg then in the domain z < % the function is monotonically

decreasing, so the minimal advantage is obtained when pj = p4, and the rest of the analysis follows
as in the previous case. ]

We now state and prove the lemmas that were used in the proof of Lemma 3.49. We will need
the following result about the values of &, k7', k5.

Lemma 3.50. Let n € N. Then ki = kit = Z2XCU" g g oo = 220"
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Proof. First notice that kf = |S7'| = |S3| = k&, because the transformation that flips all the
bits in the vector is a bijection between S} and S§. Second, notice that k% = 237 — 2k, and
w =23 _2. M, so it suffices to prove the claim for ki, which we do by induction
on n. The base case, for n = 1, holds because k; = 3 (since S} = {(0,0,1),(0,1,0),(1,0,0)}). For
the step, assume that the claim holds for ¢ < n and we prove the claim for ¢ = n+ 1. Notice that the
vectors in S can be divided into 3 subsets: vectors of the form “a vector in S§, concatenated with
a vector in S§” (there are k{! - 3 such vectors); vectors of the form “a vector in S, concatenated
with a vector in S§” (there are k7! - 2 such vectors, because S§ = {(0,0,0),(1,1,1)}); and vectors
of the form “a vector in Sy, concatenated with a vector in S” (there are k5! - 3 such vectors).
Using the observations that k7 = k' and k% = 23" — 2kT, we get:

KT = 3Ky + 2kT + 3kY =3+ (2% — 2k]) + Bk} = 3. 23" — k.

Using the induction hypothesis, k7" = %, S0:
k{L‘i’l :3‘2371_]{:71’1:3‘237’1_ +(3 ) _ g (823n_(_1)n—1) — +(3 ) .

O

Lemma 3.51. Let D), pi,py,ph be as defined in the proof of Lemma 3.49. Then

4 2 yrees
Pr yyuzn D! (z,y) =1] = M +Eo (n)+ Ej (n)-py, where Ey (n), E{ (n) are error terms,
and | By ()], B (n)] = O (27).

Proof. Since
502" = {(x,y) DT,y € {0,1}3”/\(x,y eSyvreSt,yeSyvee Sy ye S?)}

then by the law of total probability, Pre,.,

yevzn [Dr, (z,y) = 1] is equal to:

Pr [D;1 (x,y) =1|z,y € S{f] - Pr [xyeSyl+

(z,y) U (z,y)UE"

+ Pr [Dp(z,y)=1lzeSl,yeSy|- Pr [zeS,yeSy+

(z,y)«UE" (z,y)«UE"
+ Pr (D), (z,y) =1z € S§,y € S}] - Pr L [T €Sy yes=
(xvy)(iUOn (xzy)%UOn
2 2
_ _ |56 _ _ 7. ISP 1SY]
= <x£(rf€ D (z) = 1}) 52 + 2:“5’{[{1 [D (z) = 1] z<—P(1}2" [D (z) =1] 57

If n is even, then by Lemma 3.50: kf = [Sp| = 252, k27 = | 82| = 242, and K} = |Sp| = 2571
Therefore,

B 20 +2

2 2422 6 342 342
57 30) 1 2oy g (1+2"+ +2> 1
3

I —3n
26m 42 _?)JFO(2 )

2
S . |Sn SnZ (23n_1)
R I S A N
= = 6
sl fsel 2R

26n _ 23n+1 1 1
+ _ - _ O (2—371)
26m 49 3

1
3
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Otherwise, n is odd, and by Lemma 3.50: ky = [S§| = 237;_2; k3 = ‘Sg”| = 26?'2; and

kY = |87 = 273“ Similar calculations give:

SEP 1 gy ISELISEL 1 .
=--002™"), —mr =51t02™™"
s~ O i T ot
Consequently,
: (pg)* + 2073 / n
Pr [Dn (:U,y)zl] ==+ Eo(n)+ E(n) - p;
(z,y) U™ 3
where Ey, E{) are error terms, and |Ey (n)], |Ej (n)| = O (2737). O

Lemma 3.52. Let D), pj,py,py be as defined in the proof of Lemma 3.49. Then
2 2
Pr(y vz D) (2,y) =1] = =2 Ly o a) | Elz( ) + Biy(n) - + E{y(n) - (95)%,

where E1 2, B 5, B 5 are error terms, and |Ey 2 (n)], BTy (n)| = (2*3”).

12

Proof. The proof is similar to the proof of Lemma 3.51: Slg is the disjoint union of the sets
S = {(m,y) c{0,1}": 2,y c {0, 1" A (z €SP,y eSPVr €S yecSyVrye 82")}
and
S ={(z,9) €{0,1}°": 2,y € {0,1}*" N (2 €S},yeSFVr €Sy, ye Sy Va,yeSH)},

and a random element in S?% belongs to each of these sets with probablhty . Therefore, by the
law of total probability, Pr(x,y) U [D!, (z,y) = 1] is equal to:

n mn 2 n
1(2 Pr [D(w):u Pr [D(Qj‘):l]w+< Pr [D(J,‘)Zl]) .82’2>+

2\ “aeup o U |53 o Up B
2
1 |So'| - 1S5 ? ]Sy
(2 Pr [D(x)=1]- Pr [D(z)=1]- 05> Pr [D(z)=1]) -
= ( B D@ =10 pr D) =1 Pl %5{1[ @=1) - 5n
If n is even, 6then by Lemma 3.50: kj = |S§| = 23?'2; 1= 18P = 257 and Kt = | S| =
k3n = ’822”’ = 27=1 Therefore,
23n42  23n—j
EARCINNERC R Sl SR UE LS s B DY OO et W B
‘512”‘ ‘512”‘ 2 3—1 3 26n _ 1 3 26n _ 1 3
and
231>
|S£L| |Sn| ( 3 ) B 1 26n_23n+1+1 _ 1 ) 23n+1 -9 B 1 0(2_3n)
’52271‘ ’82”’ 267;)—1 3 26n _ 1 3 926n _ 1 3
Otherwise, n is odd, and by Lemma 3.50: ki = |Sf| = 23”73_2; kp = |Sp| = 25 and k3 =
|S2n| = k3" = |S3"| = 26n . Therefore,
R R T s vl el S S Y SR S o8 R W SN (2750
| S| |53 P 3 26m — 1 3 26m — 1 3
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and

2
23n41
spp s (FF) 1 ge gy

1
‘522n‘ - ‘82277,‘ - 26’;—1 3 26n _ 1 g

23n+1 + 2 1 Can
(1% T) =5 0™

Consequently,

Iy n\2 2l n\2
Pr D! (z,y)=1] = popt + (p1)” + 2pppy + (P)

+E12(n)+ El 5 (n) - py+ E{5 (n) - (p3)?
(:c,y)(—Ui’; 6 ’ ’

where E9(n), E]5(n), E{y(n) are error terms, and |Ej 2 (n)], ‘ELQ (n), ‘Eilﬂ (n)| = O (273).
O

According to Lemma 3.46, indistinguishability of Uy, Uy and uan, U12’21 implies indistinguisha-
bility of UJ',Uf". We now show that this implies that E3 is leakage indistinguishable (against a
slightly weaker family of leakage functions).

Lemma 3.53. Let n,d,s,t € N, and ¢ = e€(n) > 0. If there exists an ny € N such that for
every n > ng, UY, UT* are (Lap 5.0, €)-leakage-indistinguishable, then for every n > ng, Eg (-,1") is
(L3n,d—1,5—3n,@t, 2€)-leakage-indistinguishable.

Proof. We show first that Encz (0,1") ,Encg (2,1") are (L3pn,d—1,5—3n,0t, €)-leakage-indistinguishable
for every n > ny. Otherwise, there exists an n > mng, and a distinguisher D, €
L3nd—1s—3net that achieves advantage € > € in distinguishing between the distributions
Encs (0,1"), Encs(2,1™). We define D), to apply negation gates on its inputs, and run D,,.
Then D!, € L3n.ds@t, and notice that since the encoding length is divisible by 3, and the
transformation v — v is 1:1 and onto (where v denotes the vector obtained by coordinate-
wise negating v) then: if v <« Encg(0,1") then & <« Enc3(0,1"); and if v <« Encs(1,1")
then o <« Enc3(2,1").  Therefore, |Pr[D) (Enc(0,1")) =1] —Pr[D) (Enc(1,1"))=1]] =
|Pr[Dy, (Enc(0,1™)) = 1] — Pr[D,, (Enc(2,1")) = 1]| = ¢ > e, contradicting the assumption of
the lemma. Second, since for every n > ng, Enc3(0,1"), Enc3(2,1") are (L3nd—1,5—3n,@t €)-
leakage-indistinguishable, and Encs (0,1™) ,Encs (1,1") are (Lsp 45 a1, €)-leakage-indistinguishable,
then using the triangle inequality Encs(1,1™) ,Enc3(2,1") are (Lsnd—1,5—3n,at, 2€)-leakage-
indistinguishable. O

We are finally ready to prove Corollary 3.44.

Proof of Corollary 3.44. Let d = d + 2, let €,¢ be the constants for which Theorem 3.43 holds
for depth parameter d’, and we set ¢ = §, and € = §. Given [, let I’ = [ + 1, and let ng be
the minimal length parameter for which Theorem 3.43 holds with parameters d’,I’. Let n{ be
such that for every n > ng, 2 (nl +3n) +1 < n, 2n¢ < n¢, and 2V7 - 27% < 2_”6/. Let
ng be the minimal length parameter whose existence is guaranteed in Lemma 3.46 for the length
parameter max{ng,nj}, constant ¢, depth parameter d + 2, size parameter s = n! + 3n, and parity
gate bound t = n¢. Let 7y = max{ng,nj,ni}. We show that the corollary holds for minimal

length parameter ng and constants ¢/, €. Indeed, for every n > fny Theorem 3.43 guarantees that

/ MOD?) < 27" (since n > ng and n > ny). By Lemma 3.45,

Corrpy (‘C3n,d+2,2(nl+3n)+l,@2n€ v

-leakage-indistinguishable,

this implies that for every n > ng, Uy, Uy are (E?m dt1nl 430 @ne’ 2_nc)

and Ug”,Uf"Q are (E -leakage-indistinguishable. By Lemma 3.46, for

_nC
6n,d+2,2(n!+3n)+1,&2n¢ 2 )
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every n > ng, Ug', UT" are (£3n A1l +3n.@ne' VT - 2_%)—leakage—indistinguishable (because n > ng).
By Lemma 3.53, E3 (-,1") is <£3n,d,nl,@n6”2\ﬁ' 2_%)—leakage—indistinguishable. Since 1y > ny,

Es(-,17) is <£3n donl @ng,2_"6/)—leakage—indistinguishable O

3.3.2 A Proof of Theorem 3.37

In this section we prove Theorem 3.37. The proof combines Proposition 3.31 and Corollary 3.44.
More specifically, we instantiate the encoding scheme E of Proposition 3.31 with an “appropriate”
encoding scheme. Recall that Proposition 3.31 uses the compiler of Construction 3.27, which is
based on the arithmetic circuit compiler of Construction 3.7, and is obtained by mapping an encoding
according to a linear encoding scheme over F3 to an encoding over {0, 1} in which every field element
is represented by a 2-bit string (e.g., using the mapping Ej of Definition 3.24). The next lemma
states that the leakage-indistinguishability of an encoding is preserved under this mapping (up to
a constant additive loss in the depth, and a constant multiplicative loss in the size, of the circuits
computing the leakage functions).

Lemma 3.54. Let n,m,d,s € N, ¢ > 0, and E = (Enc,Dec) be an (Enmd+1 shdn @t,e) -leakage-
indistinguishable encoding scheme. Then the encoding scheme E, = (EboEnc, DecoEgl) 18

(5%7d7s7@t, e) -leakage-indistinguishable.”

Proof. Denote Enc, = FEp o Enc. If E, = (Eb o Enc, Deco Eb_l) is not (ﬁg;bl,d,s,@ﬂ e)—leakage—
indistinguishable, then there exists a pair wy,we € F3, and a leakage function ¢, € Cgﬁh 5ot such
that SD (¢, (w1), 4y (W2)) > €, where w; < Ency, (w;, 1) for i = 1,2 (notice that the output length of
Ency (+,1") is 2n). We show a leakage function £ € L7, | (4, o, that achieves advantage more that
e in distinguishing between vi <— Enc (wy,1") and v < Enc(wg,1"). On input z = (z1,...,2,) €
{0,1}™ C IF, ¢ first computes the string z’ = (0, 21,0, 22, ..., 0, 2,,) (this can be done in Ly, 1 45,0 by
adding n constant gates and 2n output gates), and outputs ¢, (z'). Then £ € E?Zd 1 s+ An, ot and no-
tice that if z is distributed according to Enc (v, 1™) for some v € F3, then 2z’ is distributed according

to Ency (7,1™). Therefore, SD (¢ (v1),£(v2)) = SD (y (V) ,€s (V5)) = SD (& (W1) , 4y (W2)) > €. O

The proof of Theorem 3.37 now follows from Corollary 3.44, Proposition 3.31, and Lemma 3.55
by an appropriate choice of the parameters.

Proof of Theorem 3.37. Let C,|C| < ' be the circuit to be compiled. Let d' = d+ 33, and denote by
¢, € the constants whose existence is guaranteed by Corollary 3.44 for the depth parameter d’+1. Let
Ency (+,17) = EpoEncs (+,179) , Decy, = Dec;:,oE,;1 (here, Ey, Eljl are the mapping and reverse mapping
of Definition 3.24, and Encg, Decg are the encoding and decoding algorithms of the encoding scheme
of Definition 3.39). Since Es = (Encg, Decs) is linear and onto, then Proposition 3.31 guarantees
that there exist constants z,¢ € N such that when Construction 3.27 is instantiated with E; :=
(Ency, Decy) as the underlying encoding scheme, o is the security parameter used in Ency, and s’ is
the size parameter, then the following holds for every e (n) > 0, and every families L3, £ of leakage

"Ey is used to encode field elements in F3 through bit strings. Formally, an encoding scheme is based on a single
alphabet over which both the messages, and the encodings, are defined. For E; to be consistent with the syntactic
definition, and with our applications (for boolean SAT-respecting relaxed LRCCs), the input to its encoding algorithm
Ency is a 2-bit string representing a field element.
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functions such that £ o ShallowB <33, z0® - (s’)2> C L£3.8 If E3 is (L3, € (n))-leakage-indistinguishable
then (Compy, Ep) is (£, - € (n) - ¢, s')-relaxed leakage-resilient. Moreover, there exists a constant 2’

such that for every circuit C' of size at most s’, the compiled circuit C' has size at most 2’ |C \2 09
Let p := 2c+ 2% 4+ 2 and p’ = p + 5¢ + 10, then Corollary 3.44 guarantees that there exists

€c

a minimal length parameter gy such that for every o > gy, Encs (-,17) is (ﬁgg D107 G0t 2*‘76)—
leakage-indistinguishable. Let of) be such that for every o > o{), z + (2/)° < o, and o] be such that
for every o > o), 0279 < 1.
10

We take I (n) = I'(n,m,s',t) := 2 - (max{Go,0p,o4})” (4n‘ms't)*" = = poly (n,m, s’ t) =
poly (n) (the last equality holds because s,t,m = poly (n)), and o = (4n°ms't)@ - max{a, 0y, o( }.
and instantiate the SAT-respecting circuit-compiler (Compy, E;, = (Ency, Decy)) of Construction 3.27,
with size parameter s, and leakage class £ = ‘nglc(n),@t (e will be set later), where the security pa-
rameter of the encoding scheme Ey is taken to be o (instead of |C|). Then for every C such that

~ ~ 10
|C] < ¢, the compiled circuit C satisfies ‘C‘ < 2|C*-0® < 2/ ()2 (max{Go, oy, o0 })° (4n‘ms't) e <
10

2 - (max{do, oy, o0 })° (4n°ms't)*T % = I (n,m, s',t) = I (n). Moreover, since the length of encod-
ings generated by th~e encoding scheme was taken to be o > max{d¢,0(,0(,} > o, Encg(-,17) is
<£3U d 4107 @t 2_Uc)—leakage—indistinguishable. Notice that

I°(n) + 2 (s’)2 = ()" - (max{5o, o}, 06’})5C (4n°ms't) 20 4, (s’)2

which is upper bounded by

((Z/)C —+ Z) . (max{a-o’ 0-6’ 0.6/ )50 (4ncm8/t)2c+1?0;+2

which (by the choice of o) is at most o - g7¢gPeH2 <&E<L 5345t g

/

m - (lc (n)+z (s')2 05> +1 <mse (lc (n)+ =z (s’)2) Lol < gPTHetI0 — P

< 1 and s > 2). Using Lemma 3.55, this implies that

Moreover, mt + 1 < o¢ (because ¢
2%_(’6)—leakage—indistinguishable. Therefore, the compiled cir-

L 10 m
EnC3( 1 ) 15 (ESU,d/,lC(n)+z(s/)20'5,@t’

@t’c/ 237 . o -relaxed-leakage-resilient (here, we also use the fact that s’ < o,

which holds because n,m,¢ > 1 and €,¢ < 1). We conclude the proof by noticing that since €,¢ < 1

cuit is (EZ?IC (n)

then ¢ - 2277 . g < 227 20ms't L J59=%  Since §/,¢t > 1, and o > o(j, we can upper bound this
expression by 277, O

The next lemma was used in the proof of Theorem 3.37.
Lemma 3.55. Let n,n’,m,d,s,t € N, let ¢ > 0, and let f : {0,1}”/ — {0,1}"™ be a random-

ized function. If f is (Lpnds1,ms+1,ame+1,€)-leakage-indistinguishable, then f is (ﬁg’bds@t,e . 2%)—

leakage-indistinguishable.

8We note that Proposition 3.31 requires that £ o ShallowB (337 2i® () - (s')2) C L3, where s’ bounds the size of
the circuit that is being compiled, but the dependency on 7 (s) is because in the proof of the proposition, the second
input to the encoding scheme was taken to be 1/°!, where |C| < s. Here, the second input to E, is o, not |C|. In
addition, in Ep, 71 (m) = O (m) for every m, so we can replace 7 (o) with O (o).

9We note that according to Proposition 3.31, ‘C" < 2" |C]* -7 (s")° for some constant 2, but as the second input
to the encoding scheme in our construction is 17, not 1/°!, and since 7 (m) = O (m) for every m, then we can use the
bound ‘C" <2 |C)*-o°.
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The proof uses the following lemma, which generalized Vazirani’s XOR Lemma [31, 14| and can
be proved similarly. Intuitively, the lemma states that statistical distance is “somewhat preserved”
under linear transformations.

Lemma 3.56 (XOR Lemma). Let X, Y be distributions over {0,1}™ such that SD (X,Y) =e€. Then
there exists an o € {0,1}™ such that SD (o’ X, oY) > 2%.

Proof of Lemma 3.55. 1If f is not (E?d st € 2%)—leakage—indistinguishable, then there exist y, z €

{0,1}", and a function £ € LT, . ;. such that SD (¢(f (y)),¢(f ())) > €~ 27 . Since { € L s ot
then there exist m circuits Cy,...,Cp, : {0,1}" — {0,1} of depth at most d and size at most s,
with unbounded fan-in and fan-out A, V, -, ® gates, out of which at most t are & gates, where C;
computes ¢;, the i’th output bit of £. Let X,, X, be random variables over {0,1}" distributed
according to £ (f (y)),£(f (2)), then SD (X, X,) > €-2%. Therefore, by Lemma 3.56 there exists
an o € {0,1}™ such that SD (a”X,,a” X,) > €. Let 7:{0,1}" = {0,1} be the function computed
by the following circuit C. The first (at most) d layers contain the circuits C, ..., C,, in parallel.
Layer d 4+ 1 contains a single & gate, whose inputs are the outputs of the circuits {C; : o = 1}.

Then ¢ € Ly d+1ms+1,emt+1, and notice that 2( f(y)) is distributed according to ozTXy7 while
{(f (2)) is distributed according to o’ X.. Therefore, SD (@ (f (), (f (z))) > ¢, contradicting the
(L, d+1,ms+1,mmt+1, €)-leakage-indistinguishability of f. O

4 WIPCPs and CZKPCPs

In this section, we use SAT-respecting relaxed LRCCs to transform standard PCPs into WIPCPs
and CZKPCPs in the CRS model, with a non-adaptive honest verifier. We first give an overview of
probabilistic proof systems, and then discuss WIPCPs (Section 4.1) and CZKPCPs (Section 4.2).

Given a relation R = R (z,w), we let Lg := {z: Jw, (zr,w) € R}. A probabilistic proof system
(P, V) for an NP-relation R = R (x,w) consists of a PPT prover P that on input (z,w) outputs
a proof 7 (in standard probabilistically checkable proofs the prover is deterministic, but our con-
structions will crucially rely on the prover being probabilistic), and a probabilistic verifier V' that
given input x and oracle access to a proof m outputs either accept or reject. We say that V is
q-query-bounded if V' makes at most g queries to .

4.1 WIPCPs

In this section we define WIPCPs, describe a general transformation from SAT-respecting relaxed
LRCCs to WIPCPs, and then use the compiler of Theorem 3.37, together with the PCP of [1], to
construct a WIPCP system.

Intuitively, a probabilistic proof system is a WIPCP for an NP-relation R = R (z, w) if it satisfies
the following. First, given oracle access to an honestly generated proof for x € Ly, the verifier always
accepts. Second, given = ¢ Ly, the verifier rejects except with some probability €g, regardless of its
“proof” oracle. Thirdly, for every (possibly malicious, possibly adaptive) ¢*-query bounded verifier
V*, every x € Lg, and every pair wi, wo of witnesses for z, the view of V* when verifying an honestly
generated proof for (x,w;) is ezk-statistically close to its view when verifying an honestly generated
proof for (z,ws). Formally,

Definition 4.1 (WIPCP). We say that a probabilistic proof system (P,V) is a witness-
indistinguishable probabilistically checkable proof (WIPCP) system for an NP-relation R = R (z, w),
if the following holds.
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e Syntaz. The prover P has input eg,ezk, 19, x,w, and outputs a proof 7 for (z,w) (ie.,
P (es,eZK, lq*,x,w) defines a distribution over proofs for (z,w)). The verifier V' has input
€s,€7K,q", x, and oracle access to 7, and outputs either acc or rej.

We associate with P,V as above the following efficiency measures. The alphabet 3 =
Y (es, €7k, ¢%, |x|) over which 7 is defined; The length ¢ = ¢ (es, ezk, ¢, |x|) of the proof ;
the query complexity q = q (es, ezk, q*, |z|) of V' (i.e., the number of queries V' makes to his
oracle); and the randomness complexity r = r (es, €zx,q", |x|) of V' (namely, the number of
random bits it uses).

e Semantics. (P, V') should have the following properties.

— Completeness. For every (zr,w) € R and every proof m € P(eS,GZK,lq*,x,w),
Pr[V7 (es, ezk, q*, ) = acc] = 1, where the probability is over the randomness of V.

— Soundness. For every x ¢ Lg and every 7*, Pr [V”* (es,€zK,q", x) = acc] < eg.

— (ezk, q*)-witness-indistinguishability (WI). For every (possibly adaptive) g¢*-query-
bounded verifier V*, every x € Lg, and every pair wi,ws of witnesses for x
(ie,, (z,w1),(z,w2) € R), SD(Realy«p(z,wi),Realy« p(r,w2)) < ezk, where
Realy« p (z,w) denote the view of V* on input eg, ezk,¢*, =, and given oracle access
tom+ P (65, €7K, 1q*,:c,w).

We say that a WIPCP is a non-adaptive WIPCP (NA-WIPCP) system for a relation R =
R (z,w), if the honest verifier is non-adaptive. That is,

Definition 4.2 (Non-adaptive WIPCP). We say that a probabilistic proof system (P, V) is a non-
adaptive WIPCP (NA-WIPCP) system for an NP-relation R = R (z,w), if it is a WIPCP system
in which the honest verifier is non adaptive, i.e., his queries are determined by his inputs and
randomness.

Notation 4.3. We use NA — WIPCP [r, q, ¢, €5, €zK, £] to denote the class of NP-languages that
admit an NP-relation R with a non-adaptive (ezk,q*)-WIPCP, in which the prover outputs
proofs of length ¢, the honest verifier tosses O (r) coins, queries O (q) proof bits, and rejects
false claims except with probability at most eg. We use PCP[r,q,¢€,f] to denote the class of
NP-languages admitting a standard (i.e., non-WI) PCP system with the same properties, and
write R € PCP][r,q,¢,f] to denote that Lg € PCP[r,q,¢,¢]. We denote NA—WIPCP :=
NA — WIPCP[poly log n, poly log n, poly (n) , negl (n) , negl (n) , poly (n)].

We describe a transformation from PCPs for 3SAT to NA-WIPCPs for arbitrary NP-relations
R = R (x,w), which can be applied to any PCP system for 3SAT in which the proof is obtained
from the witness through an “easy” function fsgar (we formalize this notion below). If (z,w) € R
then w satisfies Cr (x,-) (i.e., Cgr with z hard-wired into it). If every “small” subset of bits in
the output of f3gar is constitutes a function in a function class £, then the system can be made
WI as follows. The prover and verifier both compile Cr (z,-) into a SAT-respecting circuit Cr
that is relaxed leakage-resilient against £, and then generate a 3CNF ¢ that represents Cr (see
Definition 4.5 below). Notice that by the SAT-respecting property, Cr (and consequently, also )
is satisfiable if and only if z € L. The prover then samples a random encoding w of w (notice that

[C’R, 121] is a satisfying assignment for ¢), and generates the PCP 7 = fsgar [C’R, w} The verifier
probabilistically verifies that ¢ is satisfiable by reading few symbols of 7, which (if the verifier is
non-adaptive) correspond to applying a leakage function from £ to the wire values of [C’R, u}} . This

gives the following result.
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Proposition 4.4. Let n be a length parameter, es,ezx € [0,1], S = S(n) be a size function,
q* = q* (n) be a query function, and g(-) be a polynomial. Let L be a family of leakage functions,
such that:

e there is a SAT-respecting (L, ezx,S)-relared LRCC (Comp, E) satisfying |Comp(C)| < ¢ (|C|)
for every circuit C;

e there is a PCP[r(n),q(n),es,l(n)] system for 3SAT, such that for every (o, W) € 3SAT,
every subset Q of q* bits of an honestly-generated proof m = 7 (¢, W) is computable from W
by a function f, o € L.

Then for every NP-relation R = R (z,w) with verification circuit C™ of size at most S, we have
that R € NA —WIPCP [r (t),q (), q* es, 2ezx, £ (t)], where t = O (g (}C’RD), and WI holds against
non-adaptive verifiers.

Before proving Proposition 4.4, we first explicitly define the WIPCP system, starting with the
3CNF-representation of circuits.
REPRESENTING COMPUTATIONS AS 3CNFs. We will use boolean formulas to represent computa-
tions of boolean circuits.

Definition 4.5 (Canonical 3CNFs representing boolean circuits). A 3CNF is a conjunction of
clauses, where each clause contains exactly 3 literals (a literal is a variable or its negation). Given
a circuit C, we define the canonical SCNF representing C, denoted @¢, as follows.

e For every input gate g; of C we introduce a variable x;.
e For every gate g of C, with input wires a,b and output wire c:
— We introduce a variable x.. (Notice that if the gates are traversed from the input gates to
the output gate, then the variables z,, x; corresponding to a, b have already been defined.)
— We define a 3CNF ¢, as follows:

x g is an A gate, ¢ = a Ab: @ (Tq,Tp,xc) = (e Vg Vxp) A (22 V g V 2e) A
(~xe V ay V —ze). 10

x g is an V gate, ¢ = a Vb @(zq,Tp, %) = (mxcVxgVay) A (zeVze V) A
(e V —zp Voe).

x gis a - gate, ¢ = —a: ¢ (g, Te) = (mxe Vg V ome) A (e V g V 2e).

e For the output gate g, of C, with output wire o, we concatenate the clause (z, V , V x,) to
Pg,, 1.€., we obtain a new 3CNF ¢4 A (2, V 2, V o).

® oo = Ngpg, where the conjunction is over all gates except input gates.

Example 4.6. Let C: {0,1}? — {0,1}, C (y,2) = (y A 2) V (—y). Let g, gv, g- denote the A, V,
gates of C'; and notice that gy is also the output gate. Then:

e The variables of p¢ are z,,x, (corresponding to the input gates of C), and xp, zv, z- (corre-
sponding to the output wires of gx, gv, g-, respectively).

10Notice that some variables appear twice in the same clause. This is not needed for the functionality of the
formula, but is required for ¢ to be a SCNF. Instead, we could have introduced new variables, where a clause of
the form a V b would have been replaced with the 3CNF (a VbV z) A (a VbV —z), where z is a new variable. The
alternative transformation has the advantage that each variable appears at most once in every clause, but increases
the number of variables. As we will not require that every variable appears at most once in each clause, we have
chosen the first transformation, which has the advantage that a wire assignment to C' is also an assignment to ¢c.
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o Yo (Ty, Tz, xp) = (XA V Ty V) A (0T V Ty V) A (T VT, V).
o 0, (zy,2-) = (mx-Vxy Vo) A(z- Vay, V).

o ¢, (xh, 2, 2y) = (may Vaa Vo)A (zy Vxa Vay)A(zy V -z Vay)A(ey Vay Vay) (the
last clause of ¢4, was inserted because gy is also the output gate).

® ©C (Ty, Tz, TA, T, Tv) = Pgu N 0g. NPy, -

Notice that the variables of ¢ correspond to the wires of C'. ¢ represents C' in the sense that
a wire assignment to C' (which is also an assignment to the variables of ¢¢) satisfies ¢ only if it
corresponds to the evaluation of C on a satisfying input, as stated in the next fact.

Fact 4.7. Let C be a boolean circuit, and let oo be the canonical SCNF representing C' (as in
Definition 4.5). Then a wire assignment W to C, which is also an assignment to the variables of
v, satisfies pco if and only if W is the assignment to the wires of C' when evaluated on a satisfying
input x. Moreover, pc can be constructed from C in linear time, so |pc| = O (|C]), where |¢|
denotes the number of clauses in .

Using the canonical 3CNF representation of boolean circuits, we can now formally describe the

NA-WIPCP system.

Construction 4.8 (NA-WIPCP). Let (Psgar, Vasat) be a PCP system for 3SAT, and let
(Comp, E = (Enc,Dec)) be a SAT-respecting (£,€(n),S (n))-relaxed LRCC. Let R = R (z,w) be
an NP-relation with verification circuit C™. (More precisely, C* is a family {CZ}} of circuits, where
C’Zf is applied to inputs x of length n. To simplify notations, we denote all circuits in the family by
C™®.) The NA-WIPCP system consists of the prover P and the verifier V.

PROVER ALGORITHM. On input (z,w) € R:

e Let C® (z,-) denote the circuit O™ with z hard-wired into it, then P computes C, (-) =
Comp (C® (z,)).

e Samples a random encoding w < Enc (w, 1’072‘), and computes the internal wires of C, (w).
Let W denote this wire assignment.

e Construct the canonical 3CNF ¢, representing Cj.
e Outputs a proof m €g Pssar (¢, W) for the claim “p, € 3SAT”.

VERIFIER ALGORITHM. On input z, and given oracle access to m, V computes C}() =
Comp (C’R (z, )), and constructs the 3CNF formula ¢,. Then, V runs Vi, (¢z) (and accepts
or rejects according to the output of Vagar).

Remark 4.9. The prover and verifier of the PCP system for 3SAT may expect additional parameters
as part of their input. In such cases, these parameters would also be given as input to the prover and
verifier of the NA-WIPCP, who will provide them as part of the input to Psgat, V3saT. However, to
make the construction clearer, we have chosen not to explicitly include these additional parameters
in Construction 4.8.

Next, we prove Proposition 4.4, that determines the relation between the queries of the verifier,
and the family of leakage functions, for which Construction 4.8 would be witness-indistinguishable.
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Proof of Proposition 4.4. We show that the system of Construction 4.8, when using (PssaT, V3sAT)
and (Comp, E) as the underlying components, has the required properties.

PARAMETERS. The wire assignment W to C, has size |W| = ‘(jm <g(|CR(z,))|) <g(|CF|). V

emulates the verification procedure of the inner verifier Vigar, on input ¢, of size |p,| = O ()Ox D <

O (g (‘C’RD) Therefore, the query complexity of V' is O (q (O (g (|CR|)))), and the randomness
complexity is O (7" (O (g (!C’RD)))H The proof is generated from the witness W, that has size at
most O (g (|C’RD), so the proof has size ¢ (O (g (‘C’R‘)))

PERFECT COMPLETENESS follows directly from the perfect completeness of the underlying systems.
SOUNDNESS. Let x ¢ Ly, then for every “witness” w, C (z,w) = 0, i.e., C; is not satisfiable. Since
(Comp, E) is SAT-respecting, C, is not satisfiable, i.e., oy ¢ 3SAT. (Notice that here perfect SAT-
respecting is crucial, otherwise there may exist a satisfying input @w* for C,, even though C' (z, -) is not
satisfiable, and a malicious prover would use w* to convince the verifier.) Therefore, the soundness
of (PssaT, VasaT) guarantees that for every 7*, Pr [V"* (z) = acc} =Pr [V{rSXT (pz) = acc} < eg.
WITNESS-INDISTINGUISHABILITY. Let x € Ly, ¢, be the canonical 3CNF representing Ox, and
w1, wo be two witnesses for x. Let V* be a non-adaptive ¢*-query-bounded verifier, and let w1, 7o be
proofs that were randomly generated by the honest prover P for wy, ws, respectively. The entire view
of V* can be reconstructed from the oracle answers to his queries, and since applying a function
to a pair of random variables does not increase the statistical distance between them, it suffices
to show that for every set Q of ¢* symbols of 71,9, SD (m1]g,m2|0) < 2€zK, where m;|g denotes
the restriction of m; to the coordinates indexed by Q. Since P evaluates C, on random encodings
w; < Enc (wi, 1|C(x")‘) of w;, i =1,2, and ’CR’ < S, then the relaxed leakage-resilience of (Comp, E)
guarantees that for every f € £, SD (f [C‘a,, wl} f {C’m, wQD < 2ezk. (Using the union bound, this
holds because both m|g,m2|o are ezx-statistically close to the output of the leakage function on
the simulated wire values generated by the simulator of the relaxed LRCC.) Moreover, f, o € L,
and m;lo = fy,,0 {C’x, fuﬁl] (recall that f [C,z] denotes the output of f, when given as input the wire

assignment of the circuit C' when evaluated on input z), so by the (ezk, £)-relaxed leakage-resilience
of Comp, SD (71'1|Q,7r2\Q) < 2e7x. ]

Proposition 4.4 shows that Construction 4.8 is WI against non-adaptive (possibly malicious)
query-bounded verifiers. Using techniques of [7] (see Theorem 4.11 below), we can generalize the
WI property of Proposition 4.4 to adaptive verifiers, while increasing the statistical distance of the
WI property by a multiplicative factor of roughly ¢¢° (all other parameters remain unchanged).
Formally,

Corollary 4.10. Let n be a length parameter, €s,ezx € [0,1], S = S(n) be a size function, ¢* =
q* (n) be a query function, and g(-) be a polynomial. Let L be a family of leakage functions, such
that:

o there is a SAT-respecting (L, ezx,S)-relared LRCC (Comp, E) satisfying |Comp(C)| < ¢ (|C|)
for every circuit C;

e there is a PCP[r(n),q(n),es,l(n)] system for 3SAT, such that for every (o, W) € 3SAT,
every subset Q of q* bits of an honestly-generated proof m = 7 (¢, W) is computable from W
by a function f, o € L.

HSince g (|CR|) is an upper-bound on the size of the formula, we assume here that ¢, r, ¢ are non-decreasing, which
is without loss of generality.
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Then for every NP-relation R = R (x,w) with verification circuit C™ of size at most S, we

have that R € NA — WIPCP [r (t),q(t),q* es,0 (EZK gt (0 (t))Qq*) + 67Q<q*'(é(t))q )76 (t)|, where
t=0(g(|C%)).

Proof. The proof follows by applying Theorem 4.11 to the NA-WIPCP system of Proposition 4.4,
and by noting that the proofs in the NA-WIPCP system of Proposition 4.4 have length £ (). O

The proof of Corollary 4.10 used the following result of |7].

Theorem 4.11 (Implicit in [7]). Let (P,V) be a PCP system which is (€,q¢*)-WI against non-
adaptive wverifiers, and in which the prover generates proofs of length €. Then (P,V) is also

(O (6 -q* -52‘1*) + e_Q(q*'Zq >,q*> -WI against adaptive verifiers.

Using the circuit compiler of Theorem 3.37, we can now state a specific restriction on the function
transforming a satisfying assignment for a 3CND into a corresponding PCP, such that a relation R
whose verification circuit is “not too large” would have an NA-WIPCP system.

Corollary 4.12. Let n be a length parameter, €g, ez € [0, 1], and ¢* = ¢* (n) = poly (n) be a query
function. Assume that 3SAT € PCP[r(n),q(n),es,l(n)] with the system (PsgaT, VasaT), where
¢ (n) = poly (n), and for every (o, W) € 3SAT, every bit of an honestly-generated proof m = 7 (¢, W)
is computable by Loy poly(n),@1 (i-€., by a constant-depth, poly-sized, boolean circuit with unbounded
fan-in and fan-out A\,V,—, @ gates, out of which only one is an ® gate, see Definition 3.40). Then
NP C NA — WIPCP [r (poly (n)) , ¢ (poly (1)) , g%, €s, negl (r) , £ (poly (n))].

Proof. The corollary follows from applying Corollary 4.10 to the circuit compiler of Theorem 3.37.
More specifically, let d, ¢ € N be constants such that every proof bit generated by the honest Psga is
computable from the NP-witness in L ¢ g1, where n denotes the witness length. Moreover, proofs
generated by the prover have length at most n¢", for some constant ¢’

Let R be an NP-relation with verification circuit C' = Cg, then |C| = n¢ for some constant
¢ (because R is polynomially bounded and efficiently computable). We use Theorem 3.37 with
parameters dcomp = d, S/Comp = |C|,ncomp = N, tcomp = 1, Mcomp = n¢*, and take ccomp > ¢ to

be a large enough constant whose value will be set later (the subscript Comp is used to denote
the parameters in the statement of Theorem 3.37, and to differentiate them from the constants
mentioned in the proof). Notice that s’comp,tcomp,mcomp are all polynomial in n. We apply the
circuit compiler (Comp, E) obtained from Theorem 3.37 with these parameters, to C, and obtain a

circuit C' of size )C" < I(n) which, because |C| < s¢qnp, 18 (ﬁg*lC(n) .
resilient (where [ (n) is the polynomial whose existence is guaranteed by Theorem 3.37). Let k € N

be the constant such that [ (n) = n*.
Let ¢ denote the canonical 3CNF representing C' (see Definition 4.5). Then a wire assign-

g—n“com ) -relaxed leakage-

ment W for €, which is also an assignment to the variables of ¢, has size |W| = ‘C’ ‘ < I(n).

Moreover, every proof bit of a proof generated by Psgar for ¢ can be generated from W in

Lgjc(n),@1- Therefore, every ¢* proof bits are computable from W in [’gjlc (n),@17 and Corollary 4.10

guarantees that the system (P,V) of Construction 4.8 is an NA-WIPCP system for R, with
<q*, 0] (q* 020 2*”CC°mp) + eiQ(qwq )>—WI (where ¢ denotes the proof length), perfect complete-

ness, and soundness error eg. Since g (|C|) =1 (n) = n¥, then the proof length is ¢ = ¢ (n*) = nke”.
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We set ccomp to be large enough, such that the statistical error in the relaxed leakage-resilience

property is
i\ 2¢" CCom _ *.pq*
O<q*- (nkc > e p) +e Q(q “ ) = negl (n) .

(Such a choice of ccomp exists since
i\ 2 * CCom — * . pa* * 101 CCom — *.pq*
1) (q* . (nkc ) q .9n C p> +e Q(q 04 ) < O ((q*n)2q ke 9—"n C p) e Q(q 04 )

. . 70k L] %\ __ 2 CC _ w2 g ke!!
where the left had side is equal to 2¢24"k¢" log(ng™)—n"cmP | 9—c'q™n for some constant ¢/, because

q* = poly (n), and k, ¢”, ccomp are constants.) Finally, we note that the honest verifier is non adaptive,
tosses O (r (poly (ng*))) = O (r (poly (n))) coins and reads O (q (poly (ng*))) = O (¢ (poly (n))) bits
of the proof.

O

In Appendix B we show that the PCP system of Arora and Safra [2] for 3SAT has the property
that every proof bit is computable from the witness by an AC’ circuit, augmented with a single
@ gate of unbounded fan-in and fan-out. Combining this PCP system with Corollary 4.12 yields
Theorem 1.1.

Proof of Theorem 1.1. We show that NP C NA — WIPCP. Let (PAS, VAS) denote the PCP system of
Arora and Safra |2, Theorem 1] (used to prove that 3SAT € PCP [log n,log?n, %, poly (n)] ). In their
system, there exists a constant ¢ > 0 such that every proof bit is computable given the witness by a
depth-3 boolean circuit, where the first layer contains n¢ constant gates, the second layer contains n¢
unbounded fan-in A gates, and the third layer consists of a single unbounded fan-in @ gate. (See Ap-
pendix B for a more detailed description of (PAS, VAS) .) In particular, every proof bit is computable,
given the witness, by an ACY circuit, augmented with a single & gate of unbounded fan-in and fan-out.
Applying Corollary 4.12 to (PAS, VAS) with ¢* = poly (n), and amplifying soundness via repetition,
we get that NP C WIPCP [poly log (n) , poly log (n) , poly (n) , negl (n) , negl (n) , poly (n)]. O

4.2 CZKPCPs in the CRS Model

In this section we construct NA-CZKPCPs in the CRS model from NA-WIPCPs. Roughly speaking,
a probabilistic proof system is a CZKPCP in the CRS model for an NP-relation R = R (x, w) if the
prover and verifier have access to a common random string s; correctness holds for any s; soundness
holds for a uniformly random s; and there exists a PPT simulator Sim such that for every ¢*-query
bounded verifier V*, and every x € Ly, Sim (z) is computationally indistinguishable from the joint
distribution of a uniformly random s, and the view of V* given s and oracle access to an honestly
generated proof for x. Formally,

Definition 4.13 (Computational ZKPCP in the CRS model). We say that a probabilistic proof
system (P, V) is a computational zero-knowledge probabilistically checkable proof (CZKPCP) system
for an NP-relation R = R (z,w) in the CRS model, if the following holds.

e Syntaz. The prover P has input eg, 19", 17, 2, w, and access to a common random string (CRS)
s € {0,1}?, and outputs a proof 7 for (z,w) (i.e., P (65, 197,19, 2, w, s) defines a distribution
over proofs for (z,w)). The verifier V has input eg, ¢*, 17, z, access to s, and oracle access to
m, and outputs either acc or rej.

We associate with P,V as above the following efficiency measures. The alphabet ¥ =
Y (es,q*, |z|,0) over which 7 is defined; The length ¢ = ¢ (eg,q*,|z|,0) of the proof 7; the
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query complexity ¢ = q (es, ¢*, |z|,0) of V (i.e., the number of queries that V' makes to his ora-
cle); and the randomness complexity r = r (es, q*,|z|,0) of V' (namely, the number of random
bits that he uses).

e Semantics. (P, V') should have the following properties.

— Completeness. For every (z,w) € R, every CRS s € {0,1}7, and every proof m €
P (es, 17, 1”,x,w,s), Pr[V™ (es,q*,19,x,8) = acc] = 1, where the probability is over
the randomness of V.

— Soundness. For every =z ¢ Lg and every 7% if s €r {0,1}° then
Pr [V”* (es,q*, 17, x,8) = acc} < €g, where the probability is over the choice of s, and
the random coins used by V.

— ¢*-computational zero-knowledge (CZK). There exists a PPT simulator Sim such that
the following holds for every g¢*-query-bounded (possibly malicious) PPT verifier V*,
and every (z,w) € R. The simulator Sim on input z,19 generates a simulated CRS
Ssim, and gives ssim to V*. Then, V* (adaptively) queries the proof, and Sim generates
simulated answers to these queries. At the end of this interaction, Sim outputs a simulated
view of V*. Then (z, s, Realy« p (z,w, s)) ~ Sim (z,17), where Realy+ p (z,w, s) denotes
the view of V* on input eg, ¢*, z, 17, given access to s €r {0,1}° and oracle access to
T er P (65, 17, 1‘7,:1:,w,5); Sim (x,17) denotes the output of Sim on input x,17; and ~
denotes computational indistinguishability.

Remark 4.14. It would sometimes be useful to bound the computational distance between
(x,s,Realy« p (z,w,s)) and Sim (z,17) precisely. Therefore, we say that a CZKPCP system has
(ezk,q*)-CZK if the computational distance between (z, s, Realy« p (z,w,s)) and Sim (z,17) is at
most ezx. In this case, ezx is given to both P and V, and the parameters of the system (i.e.,
Y, 4, q,r) may depend on ezxk.

Similar to WIPCPs, we consider non-adaptive CZKPCPs:

Definition 4.15 (Non-adaptive CZKPCP). We say that a probabilistic proof system (P,V) is a
non-adaptive CZKPCP (NA-CZKPCP) system for an NP-relation R = R (z, w), if it has the syntax,
completeness, soundness, and CZK of a CZKPCP system (Definition 4.13); and the honest verifier
is non-adaptive, i.e., his queries are determined by his inputs and randomness.

We use a technique of Fiege et al. [12] to construct CZKPCPs in the CRS model from WIPCPs.
Though [12] use this technique to construct non-interactive zero-knowledge proofs (NIZKs) from
non-interactive WI proofs, the same transformation can also be applied to WIPCPs. The high-
level idea is as follows. To construct a CZKPCP for an NP-relation Ry, we use a WIPCP system
for a “related” NP-relation, which admits a trapdoor used by the simulator in the simulation (this
trapdoor is the reason that a CRS is needed). Formally,

Construction 4.16 (From WIPCP to CZKPCP in the CRS model). Let G : {0,1}% — {0,1}7(?)
be a PRG, with some stretch function p : N — N. Let L be an NP-language with the cor-
responding NP-relation R = R (z,w), then we define an NP-language Lg as follows: Lg =
{(z,y): z € LVy €Im(G)}. Let R denote the corresponding NP-relation, and let (P™, V")
be a WIPCP system for Lg.'?

121t suffices for (Pi“, Vin) to be a WIPCP system for any NP-complete language L™, since the prover and verifier
of Construction 4.16 can reduce instances in Lg to instances in L™ using a witness-preserving transformation. We
choose to use a WIPCP system for Lg because it makes the presentation clearer.
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PROVER ALGORITHM. The prover P, on input (z,w) € R, and given access to a CRS s € {0,1}7(7),
runs P on (z,s),w and outputs the proof 7 that P™ outputs.

VERIFIER ALGORITHM. The verifier V', on input z, given access to the CRS s, and oracle access to
a proof 7, runs V" on input (x, s), with oracle 7, and outputs whatever V'™ outputs.

The next proposition summarizes the properties of Construction 4.16. We say that a PRG G has
€ (n)-pseudorandom output against non-uniform distinguishers, if for every n, and every (possibly

o [D () = 1] = Procy;, [D (G (5) = 1]| < e(n).

where Uy, denotes the uniform distribution over {0, 1}".

non-uniform) polynomial distinguisher D, ‘PYW—UP

Proposition 4.17. Let G : {0,1}7 — {0,1}P(%) be a PRG, whose output is eg (o)-pseudorandom
against non-uniform distinguishers, where p : N — N is a stretch function. Let Lg be as defined
in Construction 4.16. If Lg € NA —WIPCP [r(n),q(n),q" (n),es(n), ez (n), ¢ (n)] with the sys-
tem (P™, V™), then R € NA — CZKPCP[r (n+p(0)),q(n+p(0)),¢* (n+p(0)), es(n+p (o)) +
20P) ez (n+p(0)) + ec (0),£(n +p(0))] with the system of Construction 4.16.

Proof. We analyze the properties of Construction 4.16.

PARAMETERS. Follows from the fact that the underlying WIPCP is run on instances of length
n+p (o).

PERFECT COMPLETENESS. Follows from the perfect completeness of the underlying WIPCP system,
and the definition of L.

SOUNDNESS. Let o ¢ L, * be the “proof” provided for V, and s € {0,1}7). If 5 ¢ Tm (G) then
(z,s) ¢ La (because z ¢ L), so the soundness of (P™, V™) guarantees that V™ (and consequently,
V) accepts with probability at most g (n 4 p(c)). Since s €g {0,1}7() and |Im (G)| < 27 then
s ¢ IM (G) except with probability at most 27~P(%), Therefore, V accepts with probability at most
es (n+ p (o)) + 2777,

CZK. Let V* be a g"-query bounded PPT verifier, and we describe the simulator Sim. On input
x, Sim picks z € {0,1}? and computes s = G (z). Then, it runs P™ to generate a proof 7 for
(z,s), providing z as the witness to P™. Sim then emulates V* with input =, CRS s, and proof
oracle m, and outputs the view of V* in this interaction (which includes the CRS s). We prove that
(2,8, Realy p (x,w, s)) ~zx(FP(@)+€c(9) Sim (2,17), where ~¢ denotes computational distance of
€. We define a hybrid distribution H, describing a mental experiment in which the simulator is given
the witness w, and uses it to generate the proof 7, but generates the CRS as the PRG image of
a random value. Concretely, the hybrid # is defined as follows. Sim generates z € {0,1}? and
s = G (z), runs P™ with input ((x,s),w) to obtain a proof m, and emulates V* on input x, CRS
s and proof m. Then (z,s,Realy« p (z,w,s)) ~¢(9) H. Indeed, if a PPT distinguisher D could
distinguish between the two with advantage more than eg (o), then we would obtain a non-uniform
PPT distinguisher D¢g between a random string and the PRG output, achieving distinguishing
advantage at least eg (0): Dg on input s € {0, 1}7(?) would run P™ on input ((z,s),w) to generate
a proof 7, then run V* on x, s, 7, and feed D with x,w, and the view of V*. (We note that D¢ is
non-uniform since z, w are hard-wired into it.) Second, the (ezk, ¢*)-WI of the underlying WIPCP
guarantees that Sim (z,17) ~czx("+P(7) 3{ since in both cases the verifier is run on an honestly-
generated proof for the same instance, only using different witnesses. (We note that the instance is
(z,s) and therefore it is not fixed, but if the hybrids are not ezk (n + p (0))-computationally close
then using an averaging argument we can fix s.) O

The proof of Corollary 1.2 now follows from Proposition 4.17 by instantiating Construction 4.16
with the NA-WIPCP system of Theorem 1.1. Recall that by OWF we mean a function which is
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one-way against non-uniform adversaries. The existence of such functions implies (by standard
reductions) the existence of PRGs that are pseudorandom against non-uniform distinguishers.

Proof of Corollary 1.2. Assuming OWFs exist, there exists a PRG G : {0,1}° — {0,1}%*
whose output is negl(o)-pseudorandom against non-uniform distinguishers (G can be

constructed using standard reductions). We take ¢ = n, and L = 3SAT, then by
Theorem 1.1 Lg €  NA—WIPCP[polylogn,polylogn,poly (n), negl (n),negl (n), poly (n)]
(because  Lg S NP). Therefore, by  Proposition  4.17, SAT €
NA — CZKPCP|poly log n, poly log n, poly (n) , negl (n) , negl (n) , poly (n)]. O

ALTERNATIVE CZKPCP CcONSTRUCTIONS IN THE CRS MODEL. We note that a simple alternative
construction of CZKPCP for NP can be obtained by applying a standard PCP on top of a standard
NIZK proof |6, 13]|. Concretely, the CZKPCP prover generates a PCP for the NP-claim “there exists
a NIZK for the claim = € Ly, relative to the CRS s, that would cause the NIZK-verifier to accept”,
where the witness is the NIZK proof string. Since the NIZK itself is CZK, the resultant PCP is
also CZK. However, NIZK proofs for NP are not known to follow from the existence of one-way
functions, and can currently be based only on much stronger assumptions such as the existence of
trapdoor permutations [12].

5 Distributed Zero-Knowledge and Witness-Indistinguishable
Proofs

We use our WIPCPs and CZKPCPs to construct 3-round distributed WI and CZK proofs (respec-
tively) for NP in a distributed setting, in which the PPT prover P and verifier V' are aided by m
polynomial-time servers Si, ..., Sp,. We call such systems m-distributed proof systems. Our construc-
tions crucially rely on the non-adaptivity of the honest WIPCP (respectively, CZKPCP) verifier,
and on the fact that WI (respectively, CZK) holds against malicious verifiers.

Our motivation for studying proofs in a distributed setting is to minimize the round complexity,

and underlying assumptions, of sublinear ZK proofs. Concretely, it is known that assuming the
existence of collision resistant hash functions, there exist 2-party 4-round sublinear ZK arguments
for NP [23, 19]. (Arguments guarantee soundness only against bounded malicious provers.) We show
that in the distributed setting, there exist 3-round sublinear CZK (respectively, WI) proofs for NP,
assuming the existence of OWF's (respectively, unconditional). Thus, the distributed setting allows
us to improve previous results in terms of round complexity, underlying assumptions, and soundness
type.
THE SETTING. At a high level, an m-distributed proof system allows a prover to convince a verifier
of the validity of an NP statement, where the parties are aided by several servers. The proof system
should have the standard completeness property (guaranteeing that when all parties are honest, the
verifier accepts true claims); and a strong soundness property, guaranteeing that a corrupted prover
cooperating with a small subset of servers cannot convince the verifier of false claims (except with
small probability). We are interested in systems with an additional ZK or WI property, which should
hold against a corrupted receiver that cooperates with a small subset of the servers.

Definition 5.1 (m-distributed proof system). An m-distributed proof system (P, Si,...,Sm, V) for
an NP-relation R = R (z,w) is a protocol executed between a PPT prover P that has input (z,w),
m polynomial-time servers S, ..., S,, that have no input, and a PPT verifier V' that has input = and
outputs either accept or reject. The protocol is executed in rounds, where in each round every party
may send a message to every other party (over a secure, authenticated, point-to-point channel), and
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may also send a message over a broadcast channel. We denote an execution of the protocol, in which
P has input (z,w) and V has input z, by (P (z,w), S1, ..., Sm, V (x)). We say that an m-distributed
proof system is sublinear if the total communication involving V' is poly log (n).

For t € N, a t-adversary A non-adaptively corrupts 0 < ¢ < t servers, and possibly also P
or V. The execution of a protocol in the presence of a t adversary A is carried out as follows.
The honest parties follow the protocol, but the corrupted parties may arbitrarily deviate from the
protocol (by sending arbitrary messages). The corrupted parties are also rushing (namely, in each
round they first receive the messages sent to them, before sending their own messages). We consider
both unbounded adversaries (in which case the corrupted parties are computationally unbounded),
and bounded adversaries (in which case even corrupted parties run in polynomial time). We denote
an execution of the protocol in the presence of a t-adversary A, by (P (y), S1, ..., Sm, V (x)) 4, where
y is either (x,w) € R (if P is honest) or x ¢ Ly (if P is corrupted).

In Sections 5.1 and 5.2, we use WIPCPs (respectively, CZKPCPs) to construct a $-round
distributed-WI proof system (respectively, CZK proof system in the CRS model) which, at a
high level, operates as follows. In the first round the prover distributes a WIPCP (respectively,
a CZKPCP) between the servers, and in the second and third rounds the verifier and servers emu-
late the WIPCP (respectively, CZKPCP) verification procedure (the verifier sends the proof queries
of the WIPCP or CZKPCP verifier, and the servers provide the corresponding proof bits). This
overview is an over-simplification of the construction: the verification procedure of the WIPCP (re-
spectively, CZKPCP) cannot be used as-is since it only guarantees soundness when the verification
is performed with a proof oracle, whereas corrupted servers can determine their answers after seeing
the queries of the verifier. We overcome this by using techniques of [21].

Our distributed proof systems use the following WIPCP system.

Remark 5.2. For n € N, and a polynomial ¢ = ¢ (n), let (Ppcp, Vpcp) be the proof system of
Corollary 4.12, applied to the PCP for 3SAT of |2, Theorem 1| (more specifically, applied to the
proof system used to prove that 3SAT € PCP [log n,log?n, %, poly (n)] ), with length parameter n and
zero-knowledge parameter ¢* (see the proof of Theorem 1.1 for details). We amplify the soundness
error of the PCP from % to % by repeating the verification procedure twice. Then by Corollary 4.12,
there exist constants c¢,, ¢, such that the honest verifier Vpcp makes log® (ng*) queries, and the
proof has length (ng*)“. Moreover, this system is WI against adaptive verifiers.

5.1 Distributed Witness-Indistinguishable Proof Systems

In this section we construct a witness-indistinguishable distributed proof system for NP. We first
formally define such systems.

Definition 5.3 ((t, m)-distributed WI proof system). Let ¢t = ¢ (n),m = m (n). An m-distributed
proof system as in Definition 5.1 is a (¢, m)-distributed WI proof system for R if it has the following
properties.

e Completeness. For every (x,w) € R, V (x) outputs accept (with probability 1) in the execution
(P (z,w),S1,... Sm, V (2)).

e Soundness. For every x ¢ Ly, and every (possibly malicious, possibly unbounded) t-adversary
A corrupting the prover P, and a subset of 0 < ¢ < t servers, V (z), in an execution
(P (x),S1,...., m, V (x)) 4 outputs reject except with negl (n) probability.

o Witness indistinguishability (WI). Let A be a (possibly unbounded) t-adversary corrupting V'
and a subset Z C [m] of ' < t servers. Then for every € Ly, and every pair wi,wy of
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witnesses for z, SD (VieWA7P7{Si:i€[m]\I} (z,w1), View 4 p (5,:ic(m\7} (T, U}Q)) = negl (n), where
View 4 p(s;:icm)\z} (¥, w) denotes the view of A (consisting of the views of the verifier and the
servers {S; : i € Z}), in the execution (P (z,w), S1, ..., m, V (z)) 4.

Using WIPCPs with a non-adaptive honest verifier, we obtain the following result.

Theorem 5.4 (Sublinear distributed WI proofs). For every NP-relation R, and polynomial t (n),
there exists a polynomial m (n) > t(n) such that R has a 3-round sublinear (t, m)-distributed WI
proof system, where n is the input length.

We first give a high-level idea of the construction used to prove Theorem 5.4. On input (z,w),
the prover generates a WIPCP for (z,w), and distributes the proof bits between the servers. Then,
the verifier emulates the PCP verifier Vpcp (), broadcasting the proof bits queried by Vpcp.!® The
servers holding these bits send them to the verifier, who verifies that Vpcp accepts. Notice that the
verification procedure of the WIPCP cannot be used as-is since in the context of a distributed proof
system, the adversary can determine the answers of corrupted servers after seeing the queries of the
verifier, while the soundness of the WIPCP is only guaranteed when the verification is performed
with oracles (in particular, the oracle answers are independent of the queries). Therefore, we need
to restrict the influence that the adversary has on the verification procedure. To that effect, we have
the prover distribute several copies of the proof, where the value of a proof bit queried by Vpcp is
determined using the majority vote over the corresponding bits in several randomly selected copies.
Thus, symbols held by corrupted servers are queried with low probability. This procedure can be
thought of as applying a sort of “error correction” to the proof bits, where the “errors” we need to
correct occur due to the answers of corrupted servers. We note that the witness-indistinguishability
requirement prevents us from using any arbitrary error correction method, since every “encoded”
proof bit should have low locality (namely, depend on few bits of the original proof).

Protocol 5.5 (Distributed-WI for NP-relation R). The distributed WI system consists of the prover
P, m servers St, ..., Sm, and the verifier V| and uses a WIPCP system (Ppcp, Vpcp) parameterized
by the ZK parameter ¢*, and where the honest verifier Vpcp is non-adaptive and makes ¢ (n, ¢*)
queries to its proof oracle (where n denotes the input length). The system is parameterized by I,
which determines the number of proof copies that P generates; and z, which determines how many
copies V' will use to answer a single query of Vpcp. The protocol is executed as follows.

e Round 1. P, on input x,w, generates a proof m < Ppcp (IQ*,x,w) for ¢* = O (t + |z|) (see
the proof of Lemma 5.7 for the exact constants). P duplicates the proof [ times: =!,..., 7!,
and distributes 7', ..., 7 between the servers (each server is given a single bit, so every bit of

7 is now held by I servers).!

e Round 2. V on input x emulates Vpcp (¢*, ), and obtains the queries i1, ...,i4,¢ < ¢ (|z],¢")

that Vpcp makes to its oracle. Then, for every 1 < j < ¢, V picks z random indices s7, ..., s €
[l]. V broadcasts i1, ...,7, and the sets {si,...,s1},...{s?,...,s}. If ¢ > ¢ (|z|,q"), or one of

ey S5ty
the sets {s%, . si},...,{s‘f, ..., 82} has size larger than z, all servers abort the execution.

e Round 3. For every 1 < j < qand 1 < s < z, the server holding the bit ij sends it to V.
V' then reconstructs the bits m;,, ..., m;, as follows. For every 1 < j < g, if there exists a bit

3Broadcast is used to ensure that the verifier does not contact more servers than allowed by the WI guarantee.
Other alternatives are to extract the verification queries from an unpredictable source of public randomness; or have
each server which is contacted by the verifier poll a small number of other servers in order to get an estimate of the
number of servers that have been contacted by the verifier.

14 As each server receives a single bit, m = £ - I, where ¢ denotes the length of the WIPCP .
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1; are equal to b, then V' sets m;; = b. Otherwise,
V rejects. At the end of this process, if V' has not rejected then the bits m;,, ..., 7;, have been
determined, and they are given to Vpcp as the oracle answers. V' then either accepts or rejects
x, according to the output of Vpcp.

j
b such that at least % of the bits 7r:j1, ey T

Next, we analyze the properties of Protocol 5.5. For an odd I, and every set s, ..., s of strings
(of equal length m), we define the length-m string s* that is consistent with s',..,s!, to be the
string such that every bit s} is the majority vote over 511, .
an appropriate choice of parameters) an execution of Protocol 5.5 with (possibly corrupted) proofs

7l ... 7w is essentially the same as an execution of the verification procedure of the underlying

WIPCP system, with (possibly corrupted) proof 7*.

. si-. The following lemma states that (for

Lemma 5.6. Let [,t,z € N such that [ > 25 -t and z > 16, and let s = s' o ... o s over {0,1} be
a string such that |st| = ... = |s!| = m. Define the string s* as follows. |s*| = m, and every bit s}
1s equal to the majority vote over 32-1, e sﬁ. Let A be an adversary who chooses in advance a subset
B of at most t bits of s which he can adaptively control. Then for every bit 1 < j < m, A wins the
following game with probability at most 21-3.

e z indices i1,...,1, are picked at random, and 5;1,...,5;2 are queried. For every bit b €

{Sél,...,sé.z} such that b € B, A determines the answer to the query (for every bit b ¢ B,
the answer to the query is the corresponding bit in s).

o [f there exists a bit b such that at least LSZ of the answers are equal to b, then the output of the
game is b. Otherwise, the output is L.

e The adversary wins if the output of the game is b € {0,1} such that b # Chy

The lemma guarantees that if P is honest, then (except with probability at most 2175) every
single bit that V reconstructs in Protocol 5.5 is consistent with the corresponding bit of 7. This
holds even if ¢’ < t servers are corrupted. Moreover, even if a corrupted P colludes with a subset of
t’ < t corrupted servers, then except with probability at most 21-% the bit that V reconstructs is
consistent with 7*, where 7* is the (possibly corrupted) “majority vote” proof defined by the proof
copies that P distributed between the servers.

Proof. Let s; be the bit that should be reconstructed in the game (determined according to the

majority vote over s). The bit b = s? is reconstructed when z random and independent indices

i1,...,1, are picked, only if at least % of the bits in {s;-l, -~ sj-z} were equal to b. Let E,,; denote

the event that at most 3}{ of the bits in {sél, - sé-s} were equal to b. Conditioned on E,j, A wins

only if he was able to flip (by flipping bits in B) at least % — ?jf = g of the bits in {52.1, e s}z}.

Let Z := {z el: 53» € B}, then |Z] < |B| < t. Consequently, conditioned on Ep,,j, A wins with
probability at most 2_5, since

z z t 5 zZ-€e t 3 8et 5 2
P i NI > 2| < (=) < ) = (=) <27%.
il,..-,ierR[l] [{Zl, ! } B 8} B (g) <l> N < % ) <l> ( ! > N )

By the definition of s*, less than half the bits {s}, e sé} are equal to b. As i1,...,7, are random

ool

and independent, then (using Hoeffding’s bound) Pr [Emaj] < 275. Consequently, A wins the game
with probability at most 2275 = 2175, O
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Lemma 5.7. Let R = R (z,w) be an NP-relation, and t (n) be a polynomial. Then there exists a
polynomial m (n) > t(n) such that Protocol 5.5 is a (t,m)-distributed WI proof system for R with
soundness error % + negl (n), where n is the input length.

Proof. Let t = t(n) by a polynomial, and let (Ppcp, Vpcp) be the proof system described in Re-
mark 5.2. We set the parameters of Protocol 5.5 as follows: z = log®n, | = 20 (¢t + 2)+1 (we choose
to be odd so that the majority vote over the [ copies would be uniquely defined), and ¢* = 2¢ (t + n),
where ¢y € N is a constant such that for every natural ¢ > ¢g, log®t? (02) < %.15 (Notice that for

2
number of proof bits seen by the verifier V', and at most ¢ servers, is at most ¢*.) Notice that in this
case the combined lengths of all copies is - poly (ng*) = (poly logn + O (t)) - poly (nt) = poly (n), and
we take the number of servers, m, to be the corresponding polynomial. We analyze the properties
of the protocol.
CoMPLEXITY. The communication during the first round is m = poly (n), and during the second
and third rounds the communication is poly log (n).
CoOMPLETENESS. Follows directly from the protocol definition, and the completeness of the under-
lying WIPCP.
SOUNDNESS. Let 7!, ..., 7! be the proofs that P distributed between the servers, and let 7* be the
(possibly ill-formed) proof that is consistent with 7!, ..., 7!, Lemma 5.6 guarantees that the recon-
structed answer to any single proof query is consistent with 7*, except with at most 21-3 probability.
Using the unionc bound, the emulation of CVpcp is executed with 7*, except with probability at most
q(n,q*) - R log® (ng*) - gl _ negl (n). Conditioned on the event that all recon-
structed bits are consistent with 7*, the soundness of the underlying WIPCP system guarantees that
Vpcp (and consequently also V') accepts with probability at most %, so the total soundness error is
1+ negl (n).
WITNESS-INDISTINGUISHABILITY. Let A be a t-adversary corrupting V' and a subset Z of ¢/ < ¢
servers. Let z € Lg with witnesses wy,wz. Then View 4 p (g;.icim)\7} (¥, w;) consists of the proof
bits held by the servers {S;:i € Z}, and the proof bits sent to V in the third round. In to-
tal, the view of A consists of at most ¢ 4+ log® (ng*) < ¢* bits (this is because if V sends
more queries, then the honest servers would not answer in the third round). Therefore, the WI
of the underlying WIPCP system against adaptive, possibly malicious verifiers guarantees that
SD (View 4 p (s,:icimp\z} (%, w1) , View 4 p rs,.icimz} (T, w2)) is negl (ng*) = negl (n). (We note that
WI against adaptive verifiers is required because A receives the proof bits held by the corrupted
servers before determining the queries of V. WI against malicious verifiers is required because the
adversary sees the proof bits held by corrupted servers, and these correspond to (possibly malicious)
proof queries. Notice that due to this reason, WI against malicious verifiers is needed even if the
protocol enforces that the queries made by V' correspond to the queries of an execution of Vpcp,
e.g., by having V broadcast the randomness used to emulated Vpcp.) O

this choice of ¢*, ¢* > ¢p so log® (ng*) +t < log® ((q*)2> + € < ¢*. Therefore, the combined

The proof system of Protocol 5.5 satisfies all the properties required in Theorem 5.4, except for
the soundness error, which can be amplified in a standard way, as we now show.

Proof of Theorem 5.4. We amplify the soundness error of Protocol 5.5, and prove that the amplified
system satisfies the requirements of Theorem 5.4. The amplification is performed as follows: the sec-
ond round is repeated k = log? n independent times in parallel, and so is the third round. V accepts
if and only if Vpcp accepted in all the iterations. The amplification increases the communication

15For the proof of this lemma, it would suffice that the power of the log would be ¢,, but we will need the power to
be ¢4 + 2 when we amplify the system to have the properties guaranteed in Theorem 5.4.

50



complexity in the second and third rounds by a multiplicative factor of polylog (n), so the protocol
is still sublinear. Completeness holds just as in the proof of Lemma 5.7. As for soundness, z ¢ Ly is
accepted if and only if Vpep accepted x in log? n random and independent executions (and for each
execution this happens with probability i + negl (n)), which happens only with negl (n) probability.
Finally, notice that the view of a t adversary A now consists of at most log?n - log® (ng*) + t proof
bits, which (by the choice of parameters in Lemma 5.7) is at most ¢*, so the same argument used in
the proof of Lemma 5.7 shows that the system is WI. 0

Remark 5.8. The distributed WI proof system crucially rely on the non-adaptivity of the honest
WIPCP verifier. Indeed, if the honest verifier were adaptive then the protocol would have at least 4
rounds, since rounds cannot be compressed. Moreover, since the verifier may collude with a subset
of servers, we needed a PCP system with WI against malicious verifiers.

5.2 Distributed Computational Zero-Knowledge Proof Systems

The Techniques of Section 5.1 can be used to construct a distributed proof system for NP that guar-
antees zero-knowledge against computationally bounded t-adversaries, when all parties have access
to a shared random string. We first formally define the model.

Definition 5.9 (m-distributed proof system with a CRS). An m-distributed proof system with a
common random string (CRS) is an m-distributed proof system as in Definition 5.9, where all parties
have access to a shared random string s.

Definition 5.10 ((t,m)-distributed CZK proof system in the CRS model). Let R = R (z,w) be
an NP-relation, and t = ¢ (n) ,m = m (n). An m-distributed proof system as in Definition 5.9 is a
(t, m)-distributed CZK proof system for R in the CRS model if all parties have access to a shared
random string s € {0, 1} for some o = poly (|z|), and the following holds:

e Completeness. For every (z,w) € R, and every CRS s € {0,1}?, V (x) outputs accept (with
probability 1) in the execution (P (x,w,s),S1(S),...,Sm (s),V (z,s)) with the CRS s.

e Soundness. For every x ¢ Ly, a uniformly random s € {0, 1}?, and every (possibly malicious,
possibly unbounded) t-adversary A corrupting the prover P, and a subset of ¢’ < t servers,
V (z), in an execution (P (x,s),S1(s),...,m (s),V (x,5)) 4 with the CRS s outputs reject
except with negl (n) probability.

e Computational zero-knowledge (CZK). Let A be a PPT t-adversary corrupting V and a
subset Z C [m] of ¢ < t servers. Then there exists a PPT simulator Sim such that for
every (r,w) € R, Sim(z) = (s,VieWA,p,{si;ie[m]\z} (x,w,s)), where ~ denotes computa-
tional indistinguishability; s €g {0,1}7; and View 4 p (s, .icm)\7} (T, w,s) denotes the view
of A (consisting of the views of the verifier and the servers {S; :i € Z}), in the execution
(P (z,w,s),51(8),...; m (5),V(x,5)) 4.

We construct distributed CZK proof systems with similar properties to our distributed WI proof
systems:

Theorem 5.11 (Sublinear distributed CZK proofs in the CRS model). Assume that OWFs exist.
Then for every NP-relation R, and polynomial t (n), there exists a polynomial m (n) > t(n) such
that R has a 3-round sublinear (t, m)-distributed CZK proof system in the CRS model, where n is
the input length.
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The construction is similar to Protocol 5.5, except that it uses a CZKPCP system (instead of a
WIPCP system). (Also, we include the soundness amplification in the protocol description, whereas
Protocol 5.5 did not amplify soundness.)

Protocol 5.12 (Distributed-CZK for relation R). The distributed CZK system consists of the prover
P, m servers Sy, ..., Sy, and the verifier V| and uses a CZKPCP system (Ppcp, Vpcp) parameterized
by the ZK parameter ¢*; and the length o of the common reference string s; where the honest verifier
Vpcp is non-adaptive and makes ¢ (n, ¢*) queries to its proof oracle (n denotes the input length).
The system is parameterized by [, which determines the number of proof copies that P generates;
and z, which determines how many copies V' will use to answer a single query of Vpcp. The protocol
is executed as follows.

e Round 1. P, on input x,w, and given the CRS s, generates a proof m < Ppcp (1‘1*,3:, w, s) for
¢* = O (t+|z|) (see the proof of Theorem 5.11 below for the exact constant). P duplicates
the proof [ times: 7', ..., 7!, and distributes 7', ..., 7! between the servers (each server is given
a single bit).

e Rounds 2 and 3. V on input z, and the CRS s, emulates Vpcp (¢*,z,s) k = polylog (n)
independent times (see the proof of Theorem 5.11 below for the exact constant). In each
emulation, the answers to the oracle queries of V are determined according to the majority
vote as described in Protocol 5.5.

We now use Protocol 5.12 to prove Theorem 5.11 (the proof is similar to the proof of Theorem 5.4,
which uses Lemma 5.6).

Proof of Theorem 5.11. Let t =t (n) by a polynomial, and let (Pwrpcp, Vivipcp) be the WIPCP sys-
tem described in Remark 5.2. Let (Ppcp, Vpcp) be the CZKPCP of Proposition 4.17, obtained from
(Pwipcp, Vavipcp) using a PRG G : {0,1}° — {0,1}2°, whose outputs are eg (o)-pseudorandom
against non-uniform distinguishers, where e (0) = negl (o) (assuming OWFs exist, such a PRG
exists by a standard reduction). We take o = n, then Proposition 4.17 guarantees that there exist
constants dg,dy such that the honest verifier Vpcp makes log?t (ng*) queries, and the proof has
length (ng*)®.

We set the parameters of Protocol 5.12 as follows: k = log?n, z = log% n, [ = 26 (t+2)+1
(we choose [ to be odd so that the majority vote over the [ copies would be uniquely defined), and
q* = 2co (t + 2n), where ¢y € N is a constant such that for every natural ¢ > ¢y, log®at2 (02) <3
(Notice that for this choice of ¢*, ¢* > ¢o so log? (n) - log% (ng*) + t < logda™? ((q*)2> + % < q*.
Therefore, the combined number of proof bits seen by the verifier V', and at most ¢ servers, is at most
q*.) Notice that in this case the combined lengths of all copies is [ - poly (2ng*) = O (poly log (n) + ) -
poly (nt) = poly (n), and we take the number of servers, m, to be the corresponding polynomial.
COMPLEXITY. In the first round, P sends a single bit to each of the m = poly (n) servers. In the
second and third rounds, Vpcp is emulated log? (n) times, each emulation requires V' to broadcast,
and receive, polylog (n) bits (there are polylog (n) queries, each reconstructed using z = poly logn
bits).

COMPLETENESS. Follows directly from the protocol definition, and the completeness of the under-
lying WIPCP.

SOUNDNESS. Let 7!, ..., 7! be the proofs that P distributed between the servers, and let 7* be the
(possibly ill-formed) proof that is consistent with 7!, ..., 7!. Lemma 5.6 guarantees that the recon-
structed answer to any single proof query is consistent with 7%, except with at most 21~ probability.
Using the union bound, the emulation of Vpcp is executed with 7%, except with probability at most
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q(n,q*) -2~ = log (ng*) - 21~ = negl (n). Conditioned on the event that all recon-
structed bits are consistent with 7*, the soundness of the underlying CZKPCP system guarantees
that Vpcp accepts in a single iteration with probability at most i + negl (n). Since V accepts only
if Vpcp accepted in all log? (n) emulations, V accepts 2 only with negl (n) probability.
CZK. By Proposition 4.17, there exists a simulator Simpcp for (Ppcp, Vpcop), that can adaptively
answer the queries of any (possibly malicious) ¢*-bounded PPT verifier. Let A be a PPT t-adversary
corrupting V and a subset Z of t < ¢ servers. We construct a simulator Sim that simulates the view
of A. Let x € Ly with witness w, then Sim on input z runs Simpgp to obtain the simulated CRS
Ssim, emulates A (with input z, ssim) to obtain the set Z of ¢ < ¢ servers that A corrupts, and
uses Simpcp to simulate the proof bits held by these servers. Sim provides A4 with these bits, and
receives from A the queries that V' makes in the second phase. Sim then uses Simpcp to generate
these proof bits as well. (Notice that the set Z of bits held by the corrupted servers, and the set Q
of bits queried by the corrupted verifier, are bits in a proof 7! o ... o ! which consists of I copies
of an honestly-generated proof « for z. For every bit in Z U Q, Sim determines the corresponding
bit of w, and uses Simpcp to simulate that bit. Bits in Z U Q that correspond to the same bit of w
are answered consistently, and incur only a single query to Simpcp.) When the emulation ends, Sim
outputs ssim, concatenated with the simulated proof bits seen by A.

Let V* denote the PPT verifier (in the underlying CZKPCP system) that first queries the proof
oracle about the bits corresponding to those held by the servers in Z, and then queries its oracle

1og (n)
8

about the proof bits in Q. Then (s, View s p (s,:iem\7} (2, w)) = (s, @'\p*JDPCP (x,w,s)), where

F?églv*vppcp (x,w,s) is obtained from Realy+ p,.. (z,w,s) by duplicating the bits of 7 that appear
several times in Z U Q. Notice that |ZU Q| < t +log%n - ¢ (n,q) < t + log%? (ng*) which by our
choice of parameters is at most ¢*. Therefore, the computational distance between

Simpcp () and (z, s, Realy« ppp (2, w, s)) is at most negl (n) + e¢ (n) = negl (n). Since the output
of Sim is obtained from the output of Simpcp by (possibly) duplicating the bits that appear several
times in ZU Q, we conclude that Sim (z) =~ (z, s, View 4 p(s;:icfm)\z} (T, w)). O

6 LRCC-Based ZKPCPs Imply NP C BPP

In this section we give evidence that the techniques we use to construct WIPCPs cannot be used to
construct ZKPCPs, unless NP C BPP. At a high level, this is because the leakage-resilience guar-
antee of (non-relaxed) LRCCs withstanding global leakage is (in some sense) universal. Concretely,
the LRCC simulator generates, in polynomial time, wire values for the entire computation of the
circuit; and these wire values simultaneously fool every leakage function in the family of leakage
functions. When the LRCC is used to construct PCPs with ZK guarantees, this gives a ZKPCP
simulator that generates a “fake witness” that can be used to construct a “fake PCP”. This “fake
PCP” is simultaneously “good” for every set of verifier queries, in the sense that with high probability,
the verifier is convinced. In effect, the simulator “commits” to a fake proof in advance, and this can
be used to probabilistically decide the language, thus proving that the language is in BPP. We em-
phasize that the simulator constructed here is stronger than the simulator required by ZK, since in
the definition of ZK, the simulator is first given the queries, and is then required to generate a partial
fake proof, which should convince the verifier conditioned on the event that it queries the particular
pre-determined set of queries. (This is the case when the verifier is non-adaptive. For adaptive
verifiers, for every set of queries of the verifier, the simulator adaptively constructs the simulated
proof symbols queried by this set.) We first formally define this stronger simulation notion, which
we call oblivious zero-knowledge.
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Definition 6.1 (Oblivious zero-knowledge). We say that a probabilistic proof system (P, V) is
an oblivious ZKPCP system for a relation R = R (x,w), if it has the syntax, completeness and
soundness properties of a WIPCP system (as defined in Definition 4.1), and the following (e, ¢*)-
oblivious zero-knowledge property: for every ¢*-query-bounded verifier V* there exists a PPT sim-
ulator Sim such that the following holds for every (z,w) € R. Sim is given input z, 17, and out-
puts a (possibly ill-formed) proof 7*, such that SD (Realy« p (2, w) , Simulatedy« « (z)) < €, where
Realy~ p (x,w) (Simulatedy .« (x)) denotes the view of V* on input eg, ¢*, 2, 11!, and given oracle
access to T €g P (es, 17 x, w) (to 7).

Definition 6.2. We say that a circuit compiler is a (non-relaxed) LRCC if Definition 2.8 holds with
a PPT simulator Sim.

The next remark states that our transformation from relaxed-LRCC to WIPCP used a (non-
relaxed) LRCC, then the resultant probabilistic proof system would be oblivious ZK.

Remark 6.3. We note that if the relaxed-LRCC of Proposition 4.4 (and Corollary 4.10) was replaced
with a (non-relared) LRCC, then the resultant PCP system would be oblivious-ZK. Indeed, the
PPT simulator of the LRCC would give a PPT simulator for the PCP system. Moreover, the LRCC
simulator generates simulated wire values for the entire circuit, and these wire values constitute a
complete “fake” witness, so the PCP simulator could generate an entire “fake” proof 7* (the simulator
would first run the LRCC-simulator to obtain the fake witness, then run the honest PCP prover to
obtain a fake proof from this fake witness). Moreover, every possible set of verifier queries to the
proof correspond to applying a leakage function (from the family of leakage functions against which
the LRCC is leakage-resilient) on the wire values of the compiled circuit, so 7* is simultaneously
convincing (with high probability) for every possible set of verifier queries.

Definition 6.4 (BPP). The complexity class BPP (bounded-error probabilistic polynomial time)
consists of all languages L for which there exists a PPT algorithm Ay, with the following properties
(the probability is over the randomness of Ar):

e z € L= Pr[AL (x) = accept] >

e v ¢ L= Pr[AL (v) = accept] <

[SSIL | )

The next theorem states that oblivious ZKPCP systems exist only for languages in BPP. As
we show below (Corollary 6.7), the PCP systems obtained from Construction 4.8, when it uses an
LRCC with a PPT simulator, are oblivious-ZKPCPs. Therefore, it seems implausible that we could
use this transformation to obtain the stronger notion of a ZKPCP for NP.

Theorem 6.5. Let R = R(z,w) be a polynomially-bounded relation. If Lr has an
[r,q,q%, €s, €z, {|-ZKPCP system with oblivious ZK, constants €g, ezx < %, and r,q,¢ = poly (n)
such that ¢ < q*, then L € BPP.

Remark 6.6. We have defined probabilistic proofs systems as having perfect completeness. For
Theorem 6.5 to hold, the probabilistic proof system should only have a noticeable gap between the
probability of accepting € L and x ¢ L. Specifically, is suffices that every x € L is accepted with
probability at least % (when the verifier is given an honestly-generated proof), and that every = ¢ L
is accepted with probability at most % (for any “proof” given to the verifier). Moreover, we only
need honest-verifier ZK, i.e., that an efficient simulator exists for the honest verifier, and it suffices
to have a computational distance of at most 3 between Realy+ p (z,w), Simulatedy« .« (z).
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Proof. Let (P,V) be the oblivious ZKPCP system for L = Lg, and let Sim denote the corre-
sponding simulator. We assume that every x € L is accepted with probability at least % (when
the verifier is given an honestly-generated proof), that every x ¢ L is accepted with probability
at most % (for any “proof” given to the verifier), and that the computational distance between
Realy,p (z,w), Simulatedy - (z) is at most ¢. (Notice that we only assume that the system has
honest-verifier ZK, which follows from the ZK guarantee of the system because ¢ < ¢*.) Then the
following probabilistic algorithm decides L:

e On input x, run Sim on z to obtain a simulated proof 7*.
e Run V on input z, with oracle access to 7*.
e If V accepts x in this run, output x € L, otherwise output x ¢ L.

We first show that if x € L then the algorithm outputs x € L with probability at least % Other-
wise, we consider the case that the output of V' in the simulated view Simulatedy« .« (z) is accept
with probability less than % Note that, his output in Realy« p (x,w) (i.e., his output on z given
oracle access to an honestly-generated proof) is accept with probability at least % by the complete-
ness property. Therefore, the computational (and consequently, also statistical) distance between
Simulatedy« -« (z) , Realy« p (z,w) is more than % (the corresponding distinguisher outputs 1 if V'
accepts), thus contradicting the (%, q*)—oblivious ZK.

Next, we show that if x ¢ L then the algorithm outputs “z € L” with probability at most %
Otherwise, using an averaging argument there exists a “proof” 7* for x, on which V accepts = with

probability more than % But this contradicts the soundness of the system. O

The combination of Theorem 6.5 with Remark 6.3 shows that if there exists a SAT-respecting
LRCC withstanding leakage from a leakage class £, and in addition, there exists a PCP system
(P, V) for 3SAT such that the queries of V' to the PCP 7 constitute a leakage function ¢ € £ of the
NP-witness, then NP C BPP. This is formalized in the next corollary.

Corollary 6.7. Let n be a length parameter, and Lo(1) poly(n),e1 be the class of functions com-
putable by constant depth, poly-sized boolean circuits with unbounded fan-in A,V,— gates, and a
single ® gate of unbounded fan-in and fan-out. If for every constant c there exists a SAT-respecting

(Lo poly(n),@1, negl (n) ,en)-LRCC, then NP C BPP.

Proof. Notice that a 3CNF of size n can be verified by a boolean circuit CSAT of size en, for
some constant c. We take the constant in the theorem statement to be this ¢. Let (Comp,E)
denote the SAT-respecting (£O(1),po|y(n),@1a €, cn) -LRCC whose existence is guaranteed by the the-
orem statement, where € = negl(n). Then for every circuit C' : {0,1}" — {0,1} of size at most
en, and every z1,z9 € {0,1}" that satisfy C, the wire values [Comp (C), 21], [Comp (C), 25| are
(Eo(l)’pdy(n)ﬁhe)—leakage—indistinguishable, where Z; is a random encoding of z; according to E.

Using Lemma 3.55, [Comp (C), 21], [Comp (C), 22] are also (ﬁ?)o(li')lii:;(n) o1 € 2P°'y10g")-leakage_
indistinguishable, so (Comp, E) is also an (ﬁgczli/)lc;gos(n) o1 € 2P°'y10g”,cn)—LRCC.

Let (Pssar, Vasar) denote the PCP system of [2, Theorem 1| (used to prove that 3SAT €
PCP [log n,log®n, %, poly (n)] ), amplified to have soundness error eg < %. We apply Construction 4.8
to (Comp, E) and (PssaT, Vasar), and show that the resultant PCP system for 3SAT has oblivious
honest-verifier ZK, and the view of the verifier, given oracle access to a simulated proof, is e- 2P0 log™
statistically-close to his view when given oracle access to an honestly-generated proof. To that effect,

we repeat the proof of Proposition 4.4, using the fact that |C’3SAT’ = cn. The only difference from
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the proof of Proposition 4.4, is that we now need to prove ZK. We define a simulator Sim as follows:
on input z, Sim runs the LRCC simulator Sim™ (whose existence is guaranteed by the leakage-
resilience of the LRCC) to generate an assignment W* to o, (which is also a wire assignment to the
circuit Cy, which is the output of Comp on the circuit “C5AT with z hard-wired into it”); runs Psgar
on ¢, W? to generate a PCP 7% for the claim “p, € 3SAT”; and outputs 7°. Notice that every

subset Z of at most polylog (n) proof symbols constitutes a leakage function ¢z on the proof oracle.

LPoly log(m)
O(1),poly(n),®1’

queries, then the leakage-resilience of the LRCC guarantees that Simulatedy, ;s (z) and Realy,p (z,w)

are statistically close (where P,V are the prover and verifier of Construction 4.8). For our choice
of the underlying PCP system (PssaT, V3sar), this condition on the subsets Z of proof symbols is
satisfied (due to the prover algorithm, and since the honest verifier makes only poly log (n) oracle
queries, tosses only r = polylog (n) coins, and the proof has size poly (n)), and so the resultant
system is an oblivious-ZKPCP system for 3SAT with soundness error %. Since € = negl (n) then for
a large enough n, e - 2Polylos(n) < %, so Theorem 6.5 implies that 3SAT € BPP, so NP C BPP. O

If for every such set Z, {7 € and the honest verifier makes at most poly log (n) oracle
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A The Circuit Compiler of Faust Et Al. [11]

In this section we present the circuit compiler of Faust et al. [11|. Their construction uses the
gadgets described in Construction A.2.'6

FRRTV EFRRTV )
Y

Construction A.1 (Circuit compiler, [11]). The circuit compiler (Comp is de-

fined as follows. Let E" = (Encin7 Decin) be a linear encoding scheme which outputs encodings of
length 7 (n, o), with decoding vectors d™™?). We denote #; = 7 (1,0), and n/ (n,0) = o (A +1).
Then EFRRTV — (EncFRETV DecFRRTV) where EncPRETV (319) = Enci® ((x 0"’) ,1U>, and

Dec!™ BRIV ((x, m), 1) = Dec™ (x, 1), where x € F(™9),

Comp"™ BRIV on input a circuit C : F* — F* containing +, —, X, id, copy and const,, gates, outputs
a circuit CFRRTV in which every gate is replaced with the corresponding gadget, as described in
Construction A.2. The input (x,m) € EncFRRTV (x, 1|C‘) of CFRRTV ig interpreted as an encoding
x of some input = for C, and a collection m of masking inputs for the gadgets of CFRRTV  The
masking inputs used in the gadgets are taken from m (every masking input in m is used at most
once).

In the compiled circuit all gates (including the output gate) are replaced with gadgets that
operate on encodings. To allow compiled circuits to have decoded outputs, [11] add a decoding
sub-circuit following its output gate. For notational convenience, they assume that the original
(i.e., un-compiled) circuit contains a special “decoder” gate following its output gate, which appears
nowhere else in the circuit, and computes the identity function. We will make the same assumption.

Construction A.2. Let E™ = (Encm7 Decin) be a linear encoding scheme which outputs encodings
of length 7 (n, o), with decoding vectors d™™?). We denote 7y = 7 (1, 0).

x gadget: inputs a € Enc"(a,1°),b € Enc™® (b,19) for a,b € F, and masking inputs
r!, ..., v+l € Encd™(0,19); output ¢ € Enc™ (a x b, 17).

1. Computes an 7y x fi; matrix B = ab’ = (a; x b;) using 72 x gates).

ijem) (

2. Computes an 7, X 71 matrix S as the matrix whose columns are r',...,r™.

16WWe note that in [11], the field operations were denoted &, ©, ®, while we use the notation +, —, X. Moreover, they
consider circuits that contain also fan-out 1 random gates (denoted by $) that take no input and output a random
field element. We do not explicitly use such gates in our constructions, because our applications use deterministic
circuits (with no random gates), but our constructions naturally generalize to circuits containing random gates.

99



3. Computes an 7; x 7 matrix U = B + S (using 12 + gates).

4. Computes a vector q = Ud™, i.e., ¢; is the value that the i’th row of U encodes. This is

computed using 71 X, const,, and + gates
5. Computes ¢ = q + r1t1,

+,— gadgets: inputs a € Enc™ (a,17),b € En'cirl (b,19) for a,b € F, and masking input r €
Enc™ (0,17); output ¢ € Enc™ (a + b,17) (or ¢ € Enc™ (a — b, 17) for the — gadget).

1. Computes q = a+ b (using 71 + gates). (The — gadget computes q =a — b.)
2. Computes ¢ = q + r (using n; + gates).

const; gadget for f € F: masking input r € Enc™ (0,17); output ¢ € Enc™ (£, 17).
1. Computes some fixed encoding f € Enc™ (f) (using 7, const, gates).
2. Computes ¢ = f+r (using 11 + gates).

copy gadget: input a € Enc™ (a,1%) for a € F, masking inputs r',r?> € Enc® (0,17); outputs
b,c € Enc" (a, 19).

1. Computes b = a+r! (using 71 + gates).
2. Computes ¢ = a + r? (using 7 + gates).

id gadget: input a € Enc® (a,17) for a € F, masking input r € Enc'™ (0,17); outputs ¢ €
Enc™ (a,17).

1. Computes ¢ = a +r (using 77 + gates).

The leakage resilience proof of [11] used two gadget properties. First, their gadgets are locally
reconstructible, meaning that for every encoding of a “legal” input-output pair, the internal wires
of the gadget (as determined by the encoding of the inputs and outputs, and the masking inputs)
could be simulated in a low complexity class. Formally,

Definition A.3 (Local reconstructibility). Let G be a gadget. A pair (x,y) of encodings is plausible
for G if for some well-formed masking input m, G on input (x, m) outputs y. Given a gadget G,
e > 0, and families £, L of functions, G is (L, €)-reconstructible by Lq if the following holds. There
exists a distribution REC over functions rec that take as input the standard inputs of G, and its
output, and output simulated values for the masking inputs, and internal wires of GG, such that for
every plausible pair (x,y): supp (REC) C L¢; and if rec is chosen according to REC then rec (x,y)
is (L, €)-leakage-indistinguishable from the actual distribution of the wires of G' (as determined by
the distribution of the masking inputs), conditioned on x,y.

Faust et al. [11] prove that their gadgets (Construction A.2) are locally reconstructible in a low
complexity class. Specifically:

Lemma A.4 (Gadgets are locally reconstructible, [11]). Let n € N, L, Lg be families of functions,
and € (n) : N — R*. Then the following holds for the gadgets described in Construction A.2.

e + and — gadgets are (L,0)-reconstructible by Shallow (3n1,2, 0 (711)).

e copy gadgets are (L,0)-reconstructible by Shallow (3n1,1,0 (71)).

60



e id gadgets are (L, 0)-reconstructible by Shallow (2721,1,0 (71)).
e const, gadgets are (L,0)-reconstructible by Shallow (11, 1,0 (71)).

e IfE™ is (Lg, e (n))-leakage-indistinguishable, and Lg = L o Shallow (371, 3,0 (1)), then the x
gadget is (L, ie (n))-reconstructible by Shallow (37,2, 0 (23)).

The second property is that gadgets are re-randomizing in the sense that the encodings at the
output of each gadget are uniform subject to encoding the “correct” value. Formally,

Definition A.5 (Re-randomization). A gadget G is re-randomizing if for every standard input
x = E (x), and every masking input m chosen according to the distribution of masking inputs to G,
G (x,m) is random subject to encoding the correct output (as determined by x, and the operation
which G emulates).

Faust et al. [11] also prove that the gadgets are re-randomizing, which follows directly from the
fact that the outputs of the gadgets are masked with random and independent well-formed vectors.
Thus, they obtain the following result.

Proposition A.6 (LRCC, [11]). Let 0 € N be a security parameter, €(n) : N — Rt S(n)
be a size function, L,Lg be families of functions, and E™ be an encoding scheme with en-
codings of length n(n,o). If EM is linear and (Lg,e (n))-leakage-indistinguishable, and Lg =
L o Shallow (3,0 (1. (1,S (n)))), then Construction A.1 is (L,e(n)-n(1,S(n))-S(n),S(n))-strong-

leakage-resilient.

B The Complexity of the Arora-Safra PCP [2]

The NA-WIPCP system of Section 4 used the PCP system of Arora and Safra [2, Theo-
rem 1] as a building block (more specifically, on the system used to prove that 3SAT €
PCP [log n,log®n, %, poly (n)] ), and relied on the property that every proof bit in that system is com-
putable by a low-depth, polynomial-sized circuit with “few” @ gates (specifically, in Lo(1) poly(n),@0(1)
see Definition 3.40). In this section we analyze the construction of [2] and show that it has the re-
quired property. The PCP system of [2] is constructed for the NP-complete language 3SAT, where
the prover, on input a 3CNF ¢ with n clauses and n variables,!” and a satisfying assignment A for
©, transforms A into a PCP x for the claim “p € 3SAT”. Arora and Safra show a construction over
large fields, which we described in Section B.1, and we show (Section B.2) that it can be extended to
extension fields of GF (2). The analysis in this section is very succinct, and is focused on the proper-
ties needed for the proof of Theorem 1.1. We refer the reader to [2| for a more detailed description
of the PCP generation and verification.

B.1 The Construction over Large Fields

At a high level, the PCP system of [2] operates as follows. The prover P, given a 3CNF ¢, and a
satisfying assignment A for ¢, generates a low-degree polynomial A:Fm = F, where m € N, and
F is a large finite field, such that A “represents” A (specifically, A is the Reed-Muller encoding of
A). P then uses 121, and the structure of ¢, to construct another low-degree polynomial g4 over F.
This representation is useful because [2| show that there exist an H C T, and a (not too large) set
P of low-degree polynomials Pj, P, .., such that if P; is chosen uniformly at random from P, then:

"The assumption that there are n clauses and variables is without loss of generality, since the number of clauses
and variables can be made equal by introducing new clauses or variables, if necessary.
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if A satisfies ¢ then P; - g4 sums to 0 on H™ with probability 1; and otherwise this happens with
probability at most %. Moreover, the set P is independent of A and can be efficiently constructed in
polynomial time. Consequently, to verify that ¢ € 3SAT, the verifier V' can pick a random P; € P
and check that g4 - P; vanishes on H™. Arora and Safra show that if g4 is guaranteed to be a
low-degree polynomial, then given access to the truth-table of g4, and to an auxiliary proof, one
can verify that g4 - P; sums to 0 on H™ (this is called the sum-check test). (Notice that V can
compute P; on its own, so V' does not need access to the truth-table of P;, or g4 - P;.) Moreover,
they show that the value of g4 at any random point can be computed given only ¢ and the value
of A at 3 (related) random points, so it suffices to give V' the truth-table of A. Moreover, they
show how to efficiently verify, given the truth-table of any function f, and an auxiliary proof, that
f is a low-degree polynomial (this is called the low-degree test). Thus, the PCP prover P outputs a
proof consisting of the truth-table of 121, a proof for the low-degree test for A, and for every P; € P,
a proof for the sum-check test of ga - P;. The verifier V first verifies that A has low degree, then
picks a random P; € P and performs the sum-check test on g4 - P; (using the truth table of A to
generate values of g4, when needed). We now describe the ingredients of the proof, and how they
are constructed, in more detail.

Let ¢ be a 3CNF, and assume without loss of generality that ¢ has n variables and n clauses.

Let h = O (logn) and m = O (lolgol%) such that n = (h+1)™. Denote H = {0,1,...,h}, and let

F = GF (2) for t = O (logh) (the constant in the definition of O (-) is taken to be large enough,
such that H C F). Identify every variable z; and every clause ¢; of ¢ with a vector v € H™ (e.g.,
the representation of ¢ in basis h). Interpret the assignment A to ¢ as a function A : H"™ — F where
A (x;) € {0,1} is the value that A assigns to ;.

CONSTRUCTING AN EXTENSION-POLYNOMIAL FOR THE ASSIGNMENT A. Let F, [z, ..., 2] denote
the class of m-variate polynomials of individual degree at most h over variables z1,...,x,;, with
coefficients in F. (A polynomial p has individual degree at most h if for every z;, and every monomial
M of p, the degree of x; in M is at most h.) Let A e F, [€1, ..., Zm] be a polynomial such that
A(y) = A(y) for every y € H™. A is called the polynomial extension of A over F (because the
degree is h, it is also unique), and can be constructed using the Lagrange polynomials L, as follows:

A1,y 0m) = Sym g gm)enm A () - T2 Ly, (2)

where for every y; € H, Ly, (x;) := m

on H, and is independent of both A and .

REPRESENTING THE FORMULA ¢ AS A POLYNOMIAL. Arora and Safra show that there exists a
family P of | := O (mh) polynomials Py, ..., P, € Fzj, [x1, ..., Z4m] (that depend both on A and on ¢),
constructible in polynomial time, possessing the following 3 properties.

. Notice that for every y; € H, L,, depends only

o If A satisfies ¢ then X, . cnP;(21,...,24m) = 0 for every 1 <i <.
e If A does not satisfy o then Prpc (p, . p) [Zar,..zamen P (21, ., Tam) = 0] < %.

e For every 1 < i <[ and every point a € F4™, the value of P; at a is determined by the value
of A at 3 points a1, as,az € F™. Moreover, if o is uniformly distributed in F4™ then each of
a1, a9, as is uniformly distributed in F™.

Concretely, Py, Ps, ... are obtained through the following procedure:
e (Arithmetization of p.) For j = 1,2,3, define x; : H*™ — {0,1} such that x; (c,v) = 1 if
and only if v is the j'th variable in clause ¢, and define s; : H™ — {0, 1} such that s; (c) =1
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if and only if the j'th variable in clause ¢ is not negated (both polynomials can be defined
using the Lagrange polynomials as explained above). Let x;, §; be the polynomial extensions
of x;,s;j over IF, respectively. Notice that x;5; can be computed locally given ¢, i.e., they are
independent of A.

o (Arithmetzation of A.) Define g4 : F*™ — TF as follows: gu(z,wi,wo,w3) =
H?-:lf(j (z,wy) (éj (z)— A (wj)). Then g4 has individual degree at most 6h, and its evaluation

at any point in F4™ can be locally computed given ¢ and the value of A at 3 corresponding
points in F™. Notice that A satisfies ¢ if and only if g4 vanishes on H4™.

o Let Ry,..., R € Fy, [x1, ..., Tamm] be such that for every f: H*™ — F that is not identically 0,

[E$1:~--7$4mEHR (xlv ceey 1’4m) : f ('Tla "'7x4m) = 0] <

col

Pr
Reg{R1,. R}

Such a family exists and can be constructed in polynomial time (see [2, Lemma 10| for details).
As will become evident later, the manner in which this family is constructed is of no interest
to us, because every R; has poly (n) monomials, and is independent of ¢, A (and can therefore
be locally constructed by the verifier).

For every 1 < i <, set P; (21, ..., %T4m) := Ri (1, ..., Tam) ga (T1, ..., Tam,). Notice that given
the evaluations of A on F™, the verifier can locally compute the values of P; (ay, ..., G4pm), for
every (a1, ..., a4m) € F4™, which requires the value of A at 3 points.

THE PROOF. The proof consists of a low-degree proof for the low-degree test, and a sum-check proof
for the sum-check test, and is generated as follows:

e For both tests, the proof contains the evaluation of A on all points in F™.

e For the low-degree test, for every j € [m] and every a—;j := (a1, ..., @j—1,aj41, ..., ) € F™7L,
let

Aj,a,j (l’) =A (al, cevy aj_l,x,aj+1, veey am) y

then the proof contains the evaluation of flj,a_j on every point in F (i.e., the proof contains
the evaluations of restrictions of A to all lines in F~1).

e For the sum-check test, for every polynomial P;, every j € [4m] and every a,...,aj—1 € F, let

Piay,.a;y (T) i= Yiitrzame HE: (@15 ey Qj—1, T, Zj 1y oovy Z4m)
then the proof contains evaluations of Pi,al,...,aj_l on all points in F.
VERIFICATION. To verify that ¢ € 3SAT, the verifier performs the following checks.
e Checks that A has individual degree at most h, by running the low degree test on A.

e Picks a random i € [I], and checks that P; sums to 0 on H™ by running the sum-check test.
Whenever the sum-check test requires the value of P; at some (random) point, the verifier
reads the value of A at (the) 3 (corresponding) points, and locally computes the value of P; at
that point.
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B.2 The Construction over GF (2)

In this section we show how to transform the PCP of [2] (which consists of field elements) into a
proof over bits. (We are interested in representing the PCP over bits, because our NA-WIPCP
construction needs the function generating the PCP from the NP witness to be in the leakage class
that the SAT-respecting relaxed LRCC withstands. In our case, this class consists of functions
computable by low-depth boolean circuits.)

We note first that since [F : GF (2)] = ¢, then it is isomorphic to the field GF (2) [X] /P; (X)), where
P, (X) is an irreducible polynomial of degree ¢, so we can assume that F is the field GF (2) [X] /P; (X).
Therefore, there exists a bijection B between F and (GF (2))", which maps a polynomial Zf;(l) a; X'
to the vector (ag, ...,a;_1) of its coefficients. (B,B~! are computable in time O (t).) We will need
the following fact connecting polynomials over extension fields to polynomials over the base field.

Fact B.1. Let F = GF (2t), and d,m € N. Then every polynomial p € Fy[x1,...,xm| corre-
sponds to a collection of t multi-linear polynomials po,...,pt—1 € GF(2)[y1, ..., Ym-t] of total de-
gree at most min{md, mt}, each with at most 2™ monomials, such that for every ai,...,q, € F,
B(p(ai,...,am)) = (po (B(a1),...;B(am)),....pi—1 (B (1) ,...,B(am))). Moreover, given the truth-
table of p, the value of every p; at any point in § € GF(2)mt is computable in time O (tm), and
requires the value of p at a single point o € F™; and given the truth-tables of pg,...,pi—1, the value
of p at any point in o € F™ is computable in time O (tm), and requires the values of poy, ...,pi—1 at
a single point B € GF (2)™.

The PCP described in the previous section consists of the evaluations of a collection of polyno-
mials over F. The general idea of the bit-PCP is to replace the evaluations of these polynomials
with the evaluations of the corresponding ¢ polynomials over GF (2) whose existence is guaranteed
by Fact B.1.

THE PROOF. Let fl, {Aj,a—j}. 7{P7;:a17~~~7aj—1}7;a1 . be the polynomials whose evaluations

Jra—; i1

appear in the PCP of Section B.1. Let {pA,07""pA,t—1}v {ij,a7~»O".‘7ij,a7jyt71}j’a7j’ and
{ppm1 """" aj_y:00 s PPiay aj,l,tfl}i,ah.--,ajq be the corresponding collections of ¢ multivariate poly-
nomials over GF (2), whose existence is guaranteed by Fact B.1. Then the proof consists of the
evaluations of all these polynomials.

THE VERIFICATION PROCEDURE. The verification procedure is carried out essentially in the same
way, except that the values of every polynomial A and fljﬁa_j,Pi’al’.__’aj_l at points (@i, ...,qpy) €
F™ and o € F, respectively, are reconstructed using the values of the corresponding multilinear
polynomials over GF (2) at (B (a1),...,B (o)) and B (), respectively.

B.3 Setting the Parameters

We set the parameters of the construction to be h = O (logn), m = }ggz =0 (102)5)271) and
log |F| =t := ¢ log h = cloglogn (for large enough constants ¢, ¢;). For this choice of parameters,
the construction (used in [2, Theorem 1] to prove that 3SAT € PCP [logn, log®n, 3, poly (n)]) yields

a PCP system with the following properties:

o Query complexity. The verifier makes O (m) queries to symbols of size hlog h, reading a total

ofg:=m-h-logh=0 (1023&271 logn - loglog n) =0 (log2 n) bits of the proof.

e Soundness. The system has constant soundness error %
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e Proof length. The proof has length poly (n). Indeed, it consists of the evaluations of the
following polynomials.

— A € Fy[21, ..., ), which requires the evaluations on F™ (the evaluation at every

logn
point is a field element). This requires |F|™ field elements, i.e., (2¢log n)o<loglog") =
. _logn
20(log10gn Fglogn) = poly (n) bits.

— flmﬂ. € Fp[z], for j € [m] and a_; € F™. There are m - [F]™ ! such polynomials, and
the evaluation of each requires the value (in F) at F points. Therefore, these evaluations
require m [F|™ 1 - [F| = m [F|™ field elements, i.e., |F|"™ log |F| = poly (n) bits.

— Pijay,a;_, € Fplz], for every i € [I],j € [m], and (a1, ...,a;_1) € FI~1. There are at
most [-m- |F]m71 such polynomials, where their value at each point of IF is a field element
in F. Therefore, these evaluations require I - m - [F|™' - [F| = O (hm) - m - [F|™ field

3 .
log)flogn - poly (n) = poly (n) bits.

elements, and

e Proof structure. Every proof symbol (in the construction over large fields, Section B.1) is
computable by a multivariate polynomial over F with at most 4m variables, of individual degree
at most O (h) = O (logn), with at most poly (n) monomials. Therefore, by Fact B.1 every proof
bit in the bit-implementation of the PCP of |2] is computable by a multilinear polynomial over

GF (2) with at most 4mt = O (logﬁ)gn -log log n) = O (logn) variables, of total degree at most

lo.

min{4m - O (k) ,4m - cloglogn} = O( log” n ), with at most 24™! = 20<1°gﬁ>gn>‘doglogn =

loglogn
20(ogn) — poly (n) monomials. In particular, every proof bit can be computed by an AC®
circuit of depth 2 with a single @ gate of unbounded fan-in. (The first layer will compute all
the monomials, using (for every monomial) a single AND gate of unbounded fan-in; and the
second would sum all monomials, using a single @ gate of unbounded fan-in.)

o Computation time. The proof over F can be constructed and verified in poly-
nomial time. Generating the proof over GF(2) requires the prover to generate
the truth tables of the polynomials {pA,O""’pA,tfl}7 {ij a,wO’""ija,jytfl}j’“—J" and

{pPi,al ..... aj 100 PPiay,.
truth-tables of 121, Aj,afj and P; 4, ... q,_; requires time O (4mt) = O (logn), and so the proof
generation time increases by a multiplicative O (logn) factor. The verification of the proof re-
quires the verifier to generate, given the queries to the proof over I, the corresponding queries
over GF (2) (for every query, this requires at most O (mt) = O (logn) time), and then map the
query answers in GF (2)" back to field elements in F, which takes time O (mt) for every query.

Therefore, the verification time also increases by a multiplicative factor of O (logn).

a]-_l,t—l}iﬂl,-..,ajfl' The generation of every such point from the
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