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Abstract

Recently, Farasha et al. proposed an efficient @ehentication and key
agreement scheme for heterogeneous wireless seetsaork tailored for the Internet
of Things environment. By using BAN-logic and AVISRools, they confirm the
security properties of the proposed scheme. Howafwr analyzing, we determine
that the scheme could not resist the smart casddassword guessing attack, which is
one of the ten basic requirements in a secureitgenithentication using smart card,
assisted by Liao et al. Therefore, we modify theéhme to include the desired security
functionality, which is significantly important ia user authentication system using
smart card.
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change

1. Introduction
There have been many cryptographic scientists wgrkwithin the field of

authentication using smart card system design [1-A3heterogeneous wireless
sensor networks typically contain three roles: usemsor node, and the gateway node
(GWN); and three protocols: registration, login asgthentication, and password
change. In the protocol design principle, the ss&téntity should not be revealed to
ensure his login privacy. In 201Barasha et al. [11] pointed out that have found tha
Turkanovic et al.’s scheme [6] has some securitytsbmings and is susceptible to
some cryptographic attacks. They overcome the ggaueaknesses of Turkanovic et



al.'s scheme, by proposing a new and improved uméhentication and key
agreement scheme (UAKAS). The proposed scheme em#i same functionality,
but improves the security level and enables thesrbgeneous wireless sensor
networks (HWSN) to dynamically grow without influgng any party involved in the
UAKAS. They claimed that the results of the segquanhalysis by BAN-logic and
AVISPA tools confirm the security properties of fposed scheme. However, upon
closer examination, we discovered that it doessnpport the security requirement of
smart card loss password guessing attack. To eahtmneecurity, we modified their
scheme to include this feature. We will demonsttlageenhancement in this article.

2. Review of Farasha et al."'scheme

Farasha et al.’s heterogeneous wireless sensoorkeisvbased on Turkanovic et al.’s
scheme [6]. It consists of three roles: user, sengde, and the gateway node (GWN);
and some phases: pre-deployment, registration,nloguthentication, password
change and dynamic node addition phase. They daiima their scheme not only
tackles and eliminates all security shortcomingd amnerabilities of Turkanovic et
al.’s scheme, but also introduces some enhancemdrith enables the WSN
dynamical limitless growth, and makes the functibtyand efficiency at the same
level as the scheme of Turkanovic et al.s’. In thiticle, we only review the
registration phase, and login and authenticaticasgho illustrate its weaknesses. As
for the definitions of the used notations, pleaderrto the original article.

2.1 Registration Phase

This phase is divided into two parts, the user stegion phase and sensor node
registration phase. We describe both of them below.

(a). The user registration phase

The user Ychooses its username;lpassword P\ and selects a random nonge r
He then computes MP h(i; || PW) and sends {MP ID;} to the GWN over a secure
channel. After receiving the registration messagenfu, GWN computes the value
e = h(MR || ID;). Using U's secret data combined with its secret masterXegyn,
the GWN then computes=dh(ID; || Xewn) and g= h(Xewn)© h(MP, || di). After this,
GWN then computesfd@® h(MPR, || e). Finally, it stores {g fi, g} to the smart card
SC and presents it to the. After receiving the SC, jUnserts the previously selected
ri into it, and terminates the registration phase.

(b). The sensor node registration phase



A specific sensor node Sj has to register with asages {SID, MP,, MN;, T1} to the
GWN over the insecure channel. This is done byr§j fandomly selecting a nonce rj
and computing the values MB h(Xgwn-sj|| Ij || SID; || T1) and MN=r; & Xgwn-sj-
After receiving the registration message from theS8VN checks whether {F T¢| <
AT holds, if the verification holds, the GWN then qartes random noncg=rMN;®
Xewn-si Then, GWN can compute MR h(Xewn-sjl| 1j || SID; || T1) and check if it
is equal to the received NP If it holds, GWN computes the values=ix(SID ||
Xown), §= X & Xewn-si G=h(Xewn || D)Bh(Xewn-sjl| T2) and f=h(x [| d || Xewn-s;
| T2). The GWN then sends; $he following message fefj, d, Tz}. Sj checks
whether B - T <AT. If the verification holds, GWN computes value=xg®
Xewn-sjand f=h(x; || d; || Xewn-sjl| T2). He then compares the values of bgtarfd
the received;f If they are equal, GWN computes k{# | 1)= d® h(Xewn-sjl| T2)
and stores both the h@#n || 1) and xto its memory. Finally, Sleletes %wn-sj and
sends a confirmation message to the GWN, wheredigatdeletes ¥wn-sj and SID
from its memory.

2.2 Login and authentication phase

This phase is to enable a user to negotiate acseksly with a specific sensor node
without contacting the GWN. The session key willused for secure communication
between the user and the sensor node.

(a). Login phase

U; inserts his SC into a card reader and inputssesname IPand password PW
The SC then verifies the owner of the SC with therat data stored in it. First, the SC
computes MP= h(r; || PW,) using PW and the stored.rSC then computes the value
e'= h(MP; || ID; ) and compares it with the stored one to segéfj@als ¢ If it holds,
SC acknowledges the legitimacy of the U

(b). Authentication phase

SC first computesd fi® h(MP, || &) using the stored values dnd ¢ and MP.
Second, the SC computes k(%) = g® h(MP, || d) using the stored;gnd the
computed dand MR. The SC then computes the value MID;®h(h(Xewny || T),
where T is the current timestamp. Second, the SC randaeimbpses a secret nonce
Ki to compute M= K; & h(d || T). Finally, the SC computes 3 h(My || M ||

Ki || T1) and sends the authentication message b, M3, T1} to the sensor node
S via an insecure channel. After receiving the mgsdeom the | § first checks to
see whether (|T1 - Tcl/<T) holds. If it holds, Scomputes ESI SID. ®&h(h(Xewn



| 1) || T2) and then randomly chooses a nongéokcompute the value M= h(x || T1

| T2)@K;, where xis the stored value,;Ts U’s initial timestamp and IS’s current
timestamp. Sthen uses value Mits identity SID, K|, and the timestamps to compute
Ms=h(SIQ || Ma]| T1| T2 || K)). S then sends message {MV,, M3, Ty, To, ESID,
My, Ms} to the GWN.

After receiving the message fromy &WN first checks for a replay attack. If it does
not happen, the GWN first compute® ®lentity SIQ = ESID & h(h(Xewn || 1) ||

T,) using ESID and T both received in the message, alongside withwts secret
master key %wn. After that, GWN computes the values=xh(SID || Xewn) and
Ki= Ms @ h(x || T1 || T2) using the received values,MI; and &, and verifies the
legitimacy of the Sby computing M = h(SID || M4 || T1 || T2 || Kj). He then
compares whether the equation equals the recevedvb =? M. If S; is authentic,
GWN computes I M; & h(h(Xewn) || T2) and ¢= h(ID; || Xewn). After this,
GWN computes k M, @ h(d || T1) and checks whether the received isequal to
h(M¢ || M2 || K; || T1). The GWN then compares the computed version ovith Vg =?
Ms. If the equation holds, GWN acknowledges the legity of U. The GWN then
prepares four auxiliary valuesgvM7, Mg and My by computing M = Ki® h(d || Ts),
M7 = Ki® h(x || Ta), Mg = h(Ms || d || T3), and My= h(M7 || x; || T3), respectively.
And finally sends it to the;SIf S receives the confirmation message from GWN, it
confirms that Yis legitimate. Sthen checks for any replay attack. If it does not
happen, Sthen checks the legitimacy of the received messggealculating M =
h(M7 || x; || Ts) and then compares it with the received one. df thrification holds,
the $ computes k& M7 @ h(x || Ts) and constructs the session key SK =H(K
K;). Finally, the $computes My = h(SK|| Mg || Mg || T3 || T4) and sends {M Ms,
Mo, T3, T4} to Ui. U; also checks for any replay attacks and verifieslélgitimacy of
the received message to avoid any GWN pingpersonation attacks. If a replay
attack is ruled out, the;ldomputes the value ¢ h(Ms || d; || T3) and compares it to
the received one. If they are equal, it repres#drds U successfully verifies GWN.
After successfully authenticating GWN; ¢alculates k= Mg @© h(d || T3) and SK =
h(Ki® K;). And finally verifies the legitimacy of the SK momparing whether the
received Mo is equal to h(SK| Mg || Mg || T3 || Ts). If the verification holds, the ;U
authenticated the.S

3. Weakness of this scheme
Due to the parameters &, g ,ri stored in the smart card and the user himself can
compute the value MPan insider attacker can compute his oywi; & h(MPi||e)
and h(cwn)= g@®h(MP||d). That is, each user can know the value .
Under this situation, we can see that their scheuiters from (1). The smart



card loss password guessing attack, and (2). Anapyreach.

(1). The smart card loss password guessing attack

If a user loses his smart card obtained by an énsattacker, the insider can
launch a smart card loss password guessing atsafchlaws.

The insider first calculates=g’®h(Xswn) and guesses the lost card owner’s
passworcw;’. He then computes MP/=h(ri’ || PW/), di'= fi" @h(MPi’||ei’), and
h(MP/|| di’), whereri’, g/, fi’, ei’ are the parameters stored in the lost gma

card That is, if the attacker guesses the right password pw;’, he will obtain the
user’s di’, then the computed value(MP;|| di’) will definitely equals to A.
Therefore, the attack succeeds.

(2). Anonymity breach

Due to the two equations, M; = ID; @©h(h(Xewn) || T1) and ESID; = SID; &
h(h(Xewn || 1) || T2), and both of the transmitted messages transferred in the
login and authentication phase, {M1, M, M3, T1} from U; to Sj and {M1, M, M3,
T1, T2, ESIDj, M4, Ms} from S; to GWN, where Ty, T, are the current timestamps,
an insider user can compute IDi= M;@®h(h(Xewn) || T1) from the calculated
h(Xewn) and an insider sensor node can compute SID; = ESID; ©h(h(Xewn || 1)
| T,) from the stored h(Xewn || 1), respectively. Thus, their scheme does not

possess the anonymous property.

4. Modification

From the weaknesses found in Section 3, we notelibaey point is the insider can
obtain the GWN's secret h@gn). To further disguise it, we modify the messages i
the registration phase and the login and authermdicahase as follows.

(). For useri

Modify user i's stored value;g= h( h(Xewn) @h(@®IDiBd) ) & h(MP || d).
Hence, h(h(éwn ) ©h(@ ®IDi®d)) = g & h(MP || d) in the login and
authentication phase of the user side. Let i@ d;). Then, the user computes
M1=1D; & h((g ® h(MR[[d))[|T1)=IDi & h(h(h(owy) & M12)[[T1)
and transfers the authentication message (Wb, Ms, M1, T4} to the sensor node.S
(2). For the sensor node Sj

In the registration phase; Stores }=h(SID®Xewn®Y;), Yi=h(Xewn®rg), and .
After receiving the message from user i, he conpi®ID = SID ©h(h(Xewn || 1)

| T2) @ i and sends message {M,, M3, M1y, Ty, T, ESID, Ma, Ms, 1} to the
GWN for the authentication.

After the above modification we can see that ev@m iinsider obtains a lost card and



knows the parameter, dne cannot compute the values of ggx) and h(gD ID; D dy)
due to the one-way hash and the unknown value®0énd ¢ And also, he may
corrupt $ however, without the knowledge of gateway nodewsret Xwn, he cannot
calculate SIR

5. Conclusion

In this paper, we showed that Farasha et al.'smsehis flawed, because it suffers
from (1). The smart card loss password guessiraglatand (2). Anonymity breach.
We, therefore, modify the scheme to avoid thesekmesses. From the analysis
shown in Section 4, we see that we have correbeddcurity issues.
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