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ABSTRACT. The operation of modular addition modulo a power of
two is one of the most applied operations in symmetric cryptogra-
phy. For example, modular addition is used in RC6, MARS and
Twofish block ciphers and RC4, Bluetooth and Rabbit stream ci-
phers. In this paper, we study statistical and algebraic properties of
modular addition modulo a power of two. We obtain the probability
distribution of modular addition carry bits along with conditional
probability distribution of these carry bits. Using these probabil-
ity distributions and Markovity of modular addition carry bits, we
compute the joint probability distribution of arbitrary number of
modular addition carry bits. Then, we examine algebraic properties
of modular addition with a constant and obtain the number of terms
as well as the algebraic degrees of the component Boolean functions
of the output of modular addition with a constant. Finally, we
present another formula for the ANF of component Boolean func-
tions of modular addition modulo a power of two. This formula
contains more information than representations which are presented
in cryptographic literature, up to now.
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1. Introduction

The operation of modular addition modulo a power of two is one of
the most applied operations in symmetric cryptography. For instance,
modular addition is used in RC6[%], MARS[] and Twofish[9] block ci-
phers and RC4[7], Bluetooth[l] and Rabbit[2] stream ciphers. In this
paper, we investigate statistical and algebraic properties of modular
addition modulo a power of two. Firstly, we obtain the probability
distribution of modular addition carry bits and conditional probability
distribution of these carry bits. Then, using these probability distri-
butions and Markovity of modular addition carry bits, we compute the
joint probability distribution of arbitrary number of modular addition

carry bits.
Algebraic properties of modular addition modulo a power of two is
studied in [3]. We examine algebraic properties of modular addition

with a constant and obtain the number of terms and algebraic degrees
of the component Boolean functions of the output of modular addition
with a constant.

Finally, we present another formula for the ANF of component Boolean
functions of modular addition modulo a power of two. This formula con-
tains more information than previous representations which have been
presented in cryptographic literature, up to now.

Section 2 presents preliminary notations and definitions. In Section
3 we investigate the probability distribution of modular addition carry
bits. Section 4 studies algebraic properties of modular addition with a
constant and Section 5 is the conclusion.

2. Preliminaries

In this paper, the number of elements (cardinal) of a finite set A is
denoted by |A|. Hamming weight of a natural number or a binary vector
x is denoted by w(z). For two numbers or binary vectors z,y, d(z,y)
denotes their Hamming distance. The ¢-th bit of a natural number or
a binary vector z is denoted by x;. The notation A is used for AND
operation, > is used for cyclic right shift or rotation operation and @
is used for XOR operation.

Let Zon be the ring of integers modulo 2". For each a € Zon, the
unique integer a € Zon with a + a = 2" — 1 is called the complement of
a.
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Let 5 be the field with two elements. There is a one-to-one correspon-
dence between Zsn, the ring of integers modulo 2" and [}, Cartesian
product of n copies of Fo:

(p!Fg-)ZQn,

n—1
x = (Tp_1,...,20) = p(x) = Zxﬂz.
=0

Now let < be the partial order on 5 defined as

r<asr;<a, 0<i1<n.

Up — .
For z,u € Fy, we define z* = x,"7'...2(° where x; and u;, 0 < i < n,

are the i-th components or bits of x and u, respectively.

Every function f : F} — Fq is called a Boolean function. Any Boolean
function has a unique algebraic representation called its Algebraic Nor-
mal Form or ANF[5]. In fact,

f(z) = @ hyzt,  hy € Fa.

uEZon

where,

hy = P f(x).

r<u

Algebraic degree of a Boolean function f is denoted by d(f) and is
equal to the number of variables in the longest term in the ANF of f,
or equivalently, it is equal to the greatest value of w(u) among all terms
with h, # 0. The number of terms in the ANF of the Boolean function
f is denoted by n(f).

Every function f : Fy* — Fy with n > 1 is called a vectorial Boolean
function or a Boolean map. Such a function can be represented as a
vector of Boolean functions (f,—1,..., fo), where each f;, 0 < i < n,
is a Boolean function f; : ' — Fy and is called the i-th component
Boolean function. Moreover, similar to the case of Boolean functions,
any vectorial Boolean function f : F5* — F3 has a unique representation
called its vectorial ANF. In fact,

f@)= P huwa", h,€F3.

UEZQm
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The inner product of two vectors a,b € F5* in F" is defined by

m—1
a.b= @ aibi,
=0

and the inner product of these vectors in the set of real numbers is
defined by

m—1
aob= E a;b;.
=0

For any nonzero element a € Zon, the greatest power of 2 that divides
a is denoted by p(a). We define p(0) := n. For two functions f, g : F§* —
3, we define Py 4 as,

pyy = o SFIUE) = )]

and Ey , as,

Y zery A(f(2),9(2)) SNz € FRfi(2) = gi(x)}]
2m B 2m '

where f;’s and g¢;’s, 0 < ¢ < n, are the i-th component Boolean functions

of f and g.

Efg=mn—

3. Probability Distribution of Carry Bits

There is a well-known recursive formula for the carry bits of modular
addition modulo a power of two: Define

o F = F,
z=f(z,y) =x+y (mod2").
Then we have,

Zi =Py Pc, 0<1i<n,
(3.1) co =0,
¢ = Ti—1Yi-1 D ci—1(zi—1 D yi—1), 1<i<n.

We use this formula in the proof of the following theorems.
Theorem 3.1. Let x,y € Zon. We have
r+y=(r@y)+2(xAy) (mod2").
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Proof. Suppose that z = x +y (mod 2"), a = x®y, b = 2(x Ay) and
c=a+b (mod 2"). From (3.1), we have
zi=z @y ddi, 0<i<mn,
do =0,
di =2 1Yi1©di1(vi1 @ yi-1), 1<i<n.

Also,
by =0,
b =xi1y;i—1, 1<i<n,
a; =2;By;, 0<i<n
and,

cG=a;db;de;, 0<i<n,
€y — 0,
ei =a;i—1bi—1 ®ei—1(ai—1 @ bi—1), 1<i<n.

At first we prove:
(3.2) e =d; ®ri—1yi—1, 1<i<n.
We use induction on ¢. For ¢ = 1, we have

di = xoyo @ do(zo @ Yo) = Toyo,

e1 = agby @ eg(ag ® by) = agbg = 0.

So, e1 = dy @ xoyo. Now assume that (3.2) is valid for ¢ — 1. Then,

€ D Ti—1Yi—1 = ai—1bi—1 B ej—1(ai—1 S bi—1) B Ti—1yi—1

= (Zi—1 B Yi—1)Ti—2Yi—2 B (di—1 & xi—2Yi—2)(Ti—1 B Yi—1 D Ti—2Yi—2)
Ti—1Yi—1

= (2i—10Yi—1)Ti—2i—2Bd;—1 (- 1DYi—1) Ddi—1Ti—2Yi—2DTi—2Yi—2(xi—1®
Yi—1) ® Ti2yi—2 ® Ti—1Yi—1

= (i—1¥i—1 D di—1(Ti—1 D Yi—1)) ® di—1Ti—2Yi—2 B Ti—2Yi—2

=d; Ddi17i—2Yi—2 D xi_2y; 2 = d;.

The last equation is obtained by multiplying two sides of the equation
di—1 = xi—2yi—2 O di—2(xi—2 ® yi—2)
by x;_2y;—o. In fact, we have
di—1%i—2Yi—2 = Ti—2Yi—2 © di—2%i—2yi—2 B di—2Ti—2Yi—2 = Ti—2Yi—2.
This proves validity of (3.2). Now we are ready to prove ¢ = z:

co=ag Dby Dey=ag®by=x0DYo=x0D Yo Ddy = 20,
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and for ¢ > 0,
i =0;Pbide; = (2;PY) Pri—1Yi—1Ddi D Ti1yi-1 = BYi Dd; = 2.
O

As a result of Theorem 3.1, we can find Py g4, where f is the map of
modular addition modulo 2" and g is the bitwise XOR map: for f and
g to be equal, it suffices to have 2(x Ay) = 0. By a simple combinatorial
enumeration, we get

(33) Py, = (i)nl .

In other words, (3.3) gives an approximation of modular addition with
bitwise XOR. There is a well-known fact about the distribution of carry
bits of modular addition:

Theorem 3.2. If x,y € Zon and z =z +y (mod 2"), then,
1 1
~3
Here, according to (3.1), ¢;, 0 < i < n, is the i-th carry bit of modular

addition.

0<7<n.

Regarding the maps f and g in (3.3) and using Theorem 3.2, we have

n—1
1 1 n 2"-1
Ef1922(2+2¢+1>:2+ on
i=0

Theorem 3.3. Regarding the notations of Theorem 3.2, if (ap—1, ..., ap) €
F3 is given, then,

()" 570 o =0,

P(Cn,1 :an,l,...,cozao): {0 a 7&0
0 .

Here, ¢;’s, 0 < i < n, are modular addition carry bits and the vector b
18

b= (bp-1,-..,00) = (an—1 ® an—2,...,a1 ® ao, 0).

Proof. In the case ap = 1, there is nothing to prove, because cg = 0. If
ag # 1, it is not hard to see that
3

P(ei = 0lei-1 = 0) = P(e; = 1ei-1 =1) =
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and,

1
P(Ci = O|Cifl = 1) = P(Ci = 1|Cz’71 = ()) = Z

Relation (3.1) and a simple calculation show that the sequence or sto-
chastic process {¢;}i>0 is a Markov chain. More precisely, we have

P(Ci = ai|ci_1 = a;—1,...yC0 = ao) = P(CZ = CL7;|CZ'_1 = ai_l).

Therefore,

P(ep—1 = an—1,...,¢o :dO): 5(00 = 0)P(c1 = ai]|eo =0)--- P(cp—1 =
d

an-1len—2 = an-2)= ()" (3)” = 7z,

where,

di = {jl0 <j<n—1a; =aj1}l,

dy = |{jl0 <j <n—1,a5#aj1}l
It is clear that dy = n — w(b) — 1 and d; + da = n — 1. This ends the
proof. O

We note that (3.3) can also be derived from Theorem 3.3.

Theorem 3.4. According to the notations of Theorem 3.3, for every
1>2and 1l <j<i, and any two bits a,b, we have

1 (_1)a+b
Proof. The case i = 2 for every 1 < j < 4 or j = 1 has been proved
in Theorem 3.3. By induction, suppose that (3.4) is valid for ¢ and ev-
ery 1 < j < i. We will prove the validity of (3.4) for ¢ + 1 and every
1<i<i+1:

P(cit1=a,ciy1-;=b)

Pleipr = aleiy1—j =b) = P(ci+1-5=b)
_ Pleip1=a,ci=0,ciy1_;=b) + P(cit1=a,ci=1,cit1-;=b)
P(ciy1-;=b) P(cit1-5=b)
— P(Ci+17jZb)P(CizolC¢+17]‘:b)P(CZ‘+1:CL‘CiZO,Ci+1,j=b)
P(cit1-;=b)
+ P(eiy1-=b)P(ci=1|ci41-;=b) P(ciy1=alc;=1,ci41-;=b)
P(cit1-;=b)
= P(Cl = 0|Ci+l—j = b)P(CH_l = a|ci = 0) + P(Cl = 1|ci+l—j =
b)P(ciy1 = ale; = 1)

(+55) (4+55) (3 57) b+ ) -1+ 5
O
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Theorem 3.5. For every 2 <r <mn and a € F} with a = (ay_1, ..., ap),
and every (jr—1,...,Jo) satisfying 0 < jo < ... < jr—1 < n, we have

r—1
1 (_1)%-&-%71
P (chl =Qr_1,...,Cjy = ao) = H (2 + it )
k=0
Here a_1 =j_1:=0.

Proof. The proof is the same as Theorem 3.4. Using equations (3.1)
directly or equivalently using Markovity of {c;}i>0, we have

P (er71 = Ar—1,.-+yCjg = ao)

r—1
=P (cj, = ao) [[ P (cj = arlcj_, = ar1, ..., cjp = a)
k=1
r—1 r—1
1 (_1)ak+ak—1
= P(cjy = ao) [[ P (cjp = arlejy , =anr) =[] <2 R e ) :
k=1 k=0

0

4. Algebraic Properties of Modular Addition with a Constant

In this section, we study algebraic properties of modular addition with
a constant. We obtain the algebraic degree and the number of terms in
the ANF of the component Boolean functions of modular addition with
a constant. The proof of the following theorem can be found in [3].

Theorem 4.1. Let
f:F3" — Fy,
flz,y)=a+y (mod2").
Then for each i, 0 <1 < n, we have
d(fi) =1i+1,
n(f;) =2"+1.
Theorem 4.2. Let a € Zan be given and,
f:Fy =B,
z=f(x)=x+a (mod2").
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Then for each i, 0 < i <mn,
1 i < pla),
n(fi) =42 i =p(a),
2v(@d) 4a; i > p(a).
Here, we define w(a,i) :==w(0,...,0,a;_1,...,a0).

Proof. Suppose that p(a) = k. If i < k, then according to (3.1), we have
a; = ¢; =0. So z; = z; and n(f;) = 1. If i = k, then by (3.1), we have
a;=1and ¢; =0; 80 z; = x; ® 1 and n(f;) = 2.

Now if ¢ > k, then according to (3.1), we have z; = x; ® a; ® ¢; and
n(fi) =14 a; + n(¢;). By induction on i, we prove that for any i > k,
n(c;) = 2% —1: for i = k 4 1 we have

Ck+1 =2k, w(a,k+1)=w(0,...,0,1,0,...,0) = 1.

So, n(cpr1) = 1 = 2@@k+) _ 1. Suppose that for i > k + 1, n(c;) =
2w(a:) _ 1. According to (3.1), for i + 1 we have

Cit1 = Tia; ® ¢i(z; D ai).
Now if a; = 0, then w(a,i+ 1) = w(a, i) and n(c;iy+1) = n(e). So,

n(cip1) = 2D 1,
and if a; = 1, then w(a,i 4+ 1) = w(a,i) + 1 and n(c;+1) = 2n(¢) + 1.
Thus,

) = w(ai) _ — guw(aitl) _
n(ci1) = 2 (2 1) +1=2 1.

Threfore, for all i > k, n(c¢;) = 29 — 1 and n(f;) = 2¥®9) +q;. O

Theorem 4.2 shows that, if a constant a has more ones in its binary
representation, then z,_1 would have more terms in its ANF.

Theorem 4.3. With the notations of Theorem 4.2 we have

{1 i < pla) +1,

d(fi) = i—p(a) i>pla)+ 1

Proof. Using equation (3.1), we have
1 d C; < 1,
d(f) o
d(CZ) d(Cl) > 1.
Now, suppose that p(a) = k. Then,

apg = ... =Qakp—1 :0, ap = 1,
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and, if we replace the above values in equation (3.1), then we have
Cco = ...ZCkZO, Ck+1 = Tk-

So we have d(¢;) <1 and d(f;) =1, for any i < k+1=p(a)+ 1.
Now we prove by induction that for any i > p(a) + 1, d(z;) = i — p(a):
according to (3.1), for i = p(a) + 2 = k + 2, we have

Ci = Cht2 = Th+10kt+1 D Cht1(Tht1 D Apt1),
and,
d(Ck+2) = 2.

Thus d(fx+2) = 2 = i—p(a). Suppose that for i > k+2, d(z;) = i—p(a).
Then, for i + 1 we have

d(CH_l) :d(6¢)+1:i—k+1 > 2.
Therefore, d(f;+1) =i+ 1 — p(a) and this ends the proof. O

Ezample. Suppose that z = z + 13 (mod 28). We have p(13) = 0. So
by Theorems 4.2 and 4.3, we have

and,

d(z) =i, 1<i<T.

In the following theorems, we shall study other forms of the ANF of
modular addition. The proof of following theorem can be found in [3].

Theorem 4.4. Let
foE = F,

2= fle,y)=c+y (mod2".

For any i, 0 <i<n-—1, we have

2'L
i
Zi = @:EtyQ t.
t=0
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Theorem 4.5. Let
f:F3" — F3,
f(z,y) =z+y (mod 2").

Then any monomial appears exactly once in vectorial ANF of f.

Proof. According to Theorem 4.4, for all 0 < ¢ < n, we have

21
i
Zi = @.%tyz t.
t=0

Forall 0 <7 < j <n—1, the monomial x”yZi*" with 0 < u < 2% and the

monomial x”ij ~v with 0 < v < 2/ can not be equal, because for u # v,

they are different, obviously, and for © = v we have 2! —u # 2/ —v. [
The following results are derived from Theorem 4.5.

Corollary 4.6. Suppose that
f:F3" — F3,
f(z,y) =z+y (mod 2").
Then the number of all terms in vectorial ANF of f equals to

n—1

D@ +1)=2"+n—1.

i=0
Corollary 4.7. Suppose that z = x +y (mod 2") and a € Zan. Then
the number of terms in Boolean function a.z equals to
ao (2" +1,..,3,2).

Corollary 4.7. shows that, if we have a linear combination of the
output of modular addition, how we can obtain the number of terms in
the component Boolean functions of this linear combination.

Corollary 4.8. Suppose that
f:F3" = F3,
f(z,y) =z +y (mod 2").

Then this function is sparse in relation to a random vectorial Boolean
function g : F3" — F3, i.e.

2m —1
2 4n—1_

lim
n—oo n22n—1
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Here, n22"~1 is the expected number of monomials in the ANF of a
Boolean function with domain F3".

Example. Suppose that z,y € Zos and w = = +y (mod 28). If
z=w®d® (w>>3)D (w>>5),
then we have
n(z) = (204 1)+ (23 +1) + (2° + 1) = 44,
n(zr) = (2T +1)+ (2* + 1) + (22 + 1) = 151.
Theorem 4.9. Suppose that
fF" — T,
z=f(z,y) =x+y (mod2").
Then for all i, 0 <1 <n, we have

2i -1
2= @ (D)
=0 k=0
Here, we define (0, ...,0)(%9 := 1 and H;:lo ty = 1.

Proof. According to Theorem 4.4, for all ¢, 0 <4 < n, we have

20 20
. _
% = @xtyQ t_ @xtyt—i-l_
t=0 t=0

Now, if we denote the j-th bit of ¢ + 1 by [t + 1];, then we have
—1
t+1o=1to D1 :EOGBH{W
r=0
and according to (3.1), for all j, 1 <j <i—1, we get

[E—F 1]]' :fj@Cj, Cj :Ejflljfl@cj',l (fjfl@ljfl).

Thus,
i—1
c1 =to, ¢j=cj_1tj_1 :Ht_ra 3<j<i—1.
r=0
So for all j, 0 <j <i—1, we have

7j—1
t+1;=t@ ]t
r=0
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Therefore,
i—1
r I k=17
41 tL®l =g tr
y = Tw
k=0

0

In the proof of the following theorem, we present a formula for the
ANF of component Boolean functions of modular addition. This formula
is somehow presented in [6], but we use another method to prove this
formula.

Theorem 4.10. Suppose that n > 3 and,
£iER By,
z= f(z,y) =x+y (mod2").
Then we have

Zn—1=Tp—1D Yn—1 D @ (Exzyl) s
0<i<n—2
TieAi
where A; = {tp—o..tiv1|t; € {zj,y;},i+1<j<n-—2}

Proof. According to Theorem 4.9, we have

anl 27L71_1
t, t+1 t, t+1
anlz@wlfr =Tp1DPYn-1D @ $y+-
t=0 t=1

We notice that for 1 <t <271 — 1 we have 0 < p(t) < n — 2. So,
Zpn—1 = Tp-1DPYn—1D @ xtyt_*'l.
1<p(t)<n—2
By Theorem 4.9, if p(t) = k, then,
t = (tn_, s tir1, 1,0, ...,0),
F+1=(Fn2stpr1,1,0,...,0).

This shows that p(t) = p(t + 1) and their remaining bits in binary
representation are complement of each other. This ends the proof. [

As a result of the Theorem 4.10, we have:



14 S. M. Dehnavi et al.

Corollary 4.11. Suppose that z = © +y (mod 2"). Then the number
of terms of degree d, 1 < d < n in the ANF of z,_1 equals to 2472 and
there are two monomials of degree one.

Theorem 4.10 presents the ANF of the output of the component
Boolean functions of modular addition modulo a power of two. This
relation contains more information than the representation which was
presented in [3].

5. Conclusion

The operation of modular addition modulo a power of two is one of
the most applied operations in symmetric cryptography. For example,
modular addition is used in RC6, MARS and Twofish block ciphers and
RC4, Bluetooth and Rabbit stream ciphers. In this paper, we examined
statistical and algebraic properties of modular addition modulo a power
of two. At first, we obtained the probability distribution of modular ad-
dition carry bits and conditional probability distribution of these carry
bits. Then, using these probability distributions and Markovity of mod-
ular addition carry bits, we computed the joint probability distribution
of arbitrary number of modular addition carry bits.

We investigated algebraic properties of modular addition with a con-
stant and we obtained the number of terms along with the algebraic
degrees of the component Boolean functions of the output of modular
addition with a constant.

Lastly, we presented another formula for the ANF of component
Boolean functions of modular addition modulo a power of two. This
new formula contains more information than representations which have
been presented in cryptographic literature, up to now.

REFERENCES

[1] Bluetooth SIG, Specification of the Bluetooth System, Version 1.1, 1 Febraury 22,
2001, available at http://www.bluetooth.com.

[2] M. Boesgaard, M. Vesterager, T. Pedersen, J. Christiansen and O. Scavenius:
Rabbit: A New High- Performance Stream Cipher, Proceedings of Fast Software
Encryption 2003, Springer, Berlin, (2003).

[3] A. Braeken, I. Semaef, The ANF of Composition of Addition and Multiplication
mod with a Boolean function , FSE’05, LNCS 2887, pp. 290-306, Springer Verlage,
2005.

[4] C. Burwick, D. Coppersmith, E. DAvingnon, R. Gennaro, Sh. Halevi, Ch. Julta,
S. M. Matyas. Jr, L. OConnor, M. Peyravian, D. Safford, N. Zunnic, MARS



Cryptographic Properties of Addition 15

a Candidate Cipher for AES, Proceeding of 1st Advanced Encryption Standard
Candidate Conference, Venture, California, Aug. 20-22 1998.

Carlet, C., ”Vectorial Boolean Functions for Cryptography”, in Boolean Mod-
els and Methods in Mathematics, Computer Science, and Engineering.: Cam-
bridge University Press, 2010, pp. 398-469, available at http://www.math.univ-
paris13.fr/ carlet/chap-vectorial-fcts-corr.pdf

Xu, K., Dai, Z., and Dai, Z., "The formulas of coefficients of sum and
product of p-adic integers with applications to Witt vectors”, available via
http://arxiv.org/pdf/1007.0878v1.pdf

R. L. Rivest, The RC4 encryption algorithm, RSA Data Security, Inc., Mar., 1992.
Proceeding of 1st Advanced Encryption Standard Candidate Conference, Venture,
California, Aug. 20-22 1998.

R. L. Rivest, M. J. B. Robshaw, R. Sidney, Y. L. Yin, The RC6 Block Cipher,
Proceeding of 1st Advanced Encryption Standard Candidate Conference, Venture,
California, Aug. 20-22 1998.

B. Schneier, J. Kelsey, D. Whiting, D. Wagner, C.Hall, N. Fer-
guson, Twofish: A 128-Bit Block cipher, 1998, Available via
http://www.counterpane.com/twofish.html.



	1. Introduction
	2. Preliminaries
	3. Probability Distribution of Carry Bits
	4. Algebraic Properties of Modular Addition with a Constant
	5. Conclusion
	References

