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ABSTRACT

RFID technology is a system which uses radio frequency to transmit data. Data
transmission between Tags and Readers is wireless which can be easily eavesdropped
by adversary. Due to security and privacy reasons, various authentication protocols
proposed. In this paper, we cryptanalyze two different RFID authentication protocols
and it is shown that either of them have some weaknesses. In 2014, Chang et al.
proposed a mutual authentication protocol for RFID technology based on EPC Class
1 Generation 2 standard. We show that their protocol is not safe regard to privacy and
cannot repulse neither Traceability attack nor Forward Traceability attack. Also, in
2015, Pourpouneh et al. proposed a server-less authentication protocol. We discover
that their protocol is not able to thwart security and privacy attacks such as Secret
Parameter Reveal, Traceability and Forward Traceability. In addition, we robust the
two schemes to defend those attacks which can protect RFID users against different

threats. Then, analyzing of the protocols are compared with some state-of-art ones.

1 Introduction

FID which stands for Radio Frequency

identification is a technology, which can capture
data and process transaction in wireless. Using RFID
technology have been changed dramatically over the past
few years. These days, RFID technology is using in
many domains such as Government Library, People
Tracking, Manufacturing & Aerospace, Healthcare and
etc. [1]. Most of the time in libraries, stuffs is registering
data of books which are borrowed or currently bought.
Using RFID in libraries can automatize the tasks is doing
by stuff members and safes their time [2]. RFID is also
used to track persons, in public transportation systems
we can automatically track every passenger in real time
[3]. RFID systems consists of
three major sections. A backend server, readers and tags.
The reader gets the data form an RFID tag which
describe carrier of tag. Then the reader transmit data to
the backend server and check whether the tag is
legitimate. Tags are authenticated in this way. By cause
of RFID usage in sensitive domains, it is very serious to
provide secure authentication. In general, RFID
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authentication protocols are analyzing base on formal
and informal methods. Many privacy model have been
proposed which are based on formal methods [4-11] and
informal methods which also known as ad-hoc methods
are [12-16]. In order to provide security and privacy,
various authentication protocols have been proposed for
RFID systems [17-19].

In 2014, Chang et al.’s cryptanalyzed Cho et al.’s
protocol [20] and proposed an improved version of it,
which is claim to be secure in terms of security. In [14],
Aref et al. show that [21] is not secure and it suffers to
omit some practical security attacks. In this study, we
show that Chang et al.’s protocol (referred as SRMAP)
cannot resists privacy attacks such as Traceability and
Forward Traceability attacks. Even though, we modify
the protocol to eliminate all of the privacy weaknesses.

In 2014, Deng et al. proposed a server-less
authentication protocol which is an improved version of
Hoque et al. protocol [22]. Subsequently in 2015,
Abdolmaleky et al. elucidate that Deng et al.’s protocol
is not secure against Secret parameter reveal, Tag
impersonation and Reader impersonation attacks [23].
Also, in 2015, Pourpouneh et al. show that Deng et al.’s
protocol is not safe and suffer from data
desynchronization attack [24]. In addition, they proposed
an improved version of Deng et al.’s protocol which is



claim to be secure. Also, they claim that the protocol can
resists against privacy attacks. In this study, the
Pourpouneh et al.’s protocol (referred as ISLAP) is
cryptanalyzed and it is shown that their protocol suffer
from security and privacy deficiency and has another
drawbacks which cannot resists Secret parameter reveal,
Traceability and Forward traceability attacks. The cost of
Secret parameter reveal attack is maximum 2t
computations. In order to overcome the attacks as
highlighted previously, we propose an enhanced version
of the ISLAP protocol which is able to thwart all the
mentioned attacks.

The structure of paper is organized as follows: In
section 2, Ouafi and Phan model is described. SRMAP
protocol is analyzed and also we show weaknesses in
their protocol in section 3. In section 4, we describe and
investigate vulnerabilities of the ISLAP protocol. Then,
in section 5, we propose an improved version over both
SRMAP and ISLAP. Finally, in section 5, the paper is
concluded.

2 Formal privacy model of Ouafi and Phan

Ouafi and Phan introduced a privacy model to evaluate
privacy of RFID protocols [8]. We use Ouafi-Phan
privacy model to analyze the protocols, so the model is
summarized as follows.
The attacker A is able to listen on whole channels
between tags and readers and also she can attack them in
active and passive mode. Besides, the following queries
is grant to the attacker A to execute:
= Execute query (R, T, i): The attacker can eavesdrop
and obtain all transmitted messages between the
tag,T, and the reader,R, in ith session. This query
cause passive attacks.

= Send query (U,V, m,i): The attacker A has
permission to impersonate a reader U within the ith
session, and forwards a message m to a tag V. Also,
the attacker A has permission to alert or block the
exchanged message m between the tag and the reader.
Note that U and V are members of readers and tags
sets, respectively. This query cause active attacks.

= Corrupt query (T,K'): The attacker A has
permission to access secret parameters of the tag, T.
Indeed, the attacker A has physical access to the tag
database and can set the secret parameter K'.

= Testquery (T, T4, ©): When this query is executed in
the particular session i, after finishing the ith session,
a random number bit, b e {0,1} is generated by
challenger and delivered T, € {T,, T, } to the attacker.
Now, the attacker succeeds if she can guess the bit b
correctly.

Untraceable privacy (UPriv): Untraceable privacy is

defined by the game G that is played between an attacker

A and a set of the tags and the reader. It means, an

attacker A plays game G using collected information of

the reader and the tag. The game G can be played using
mentioned queries as follows.

e Learning phase: The attacker A is able to send any
of the queries such as Execute, Send and Corrupt.
Also, she can transmit data with the reader R and T,
T, which selected randomly.

e Challenge phase: The attacker A selects two
tags, Toand T;, and forwards a Test query(T,, Ty, 1)
to the challenger. Then, the challenger selects a bit
b € {0,1} randomly and the attacker A determines the
tag T, € {T,, T, } using Execute and Send queries.

e Guess phase: Eventually, the attacker A finishes the
game G and returns a bit b’ € {0,1}as a guess of b.

The success of attacker A in game G and consequently
breaking the notion of UPriv is measured by A’s
advantage in recognizing whether the attacker A
received T, or Ty, and denoted by Adv% ™ (k) where k
is the security parameter.

AdvY’™ (k) = |pr(b’ = b) — pr(random coin flip)|
= |or0' = b) -4

where OSAdvf}lP””(k)S%. Note  that, if

AdvYP™™ (k) « e(k), the protocol is traceable with
negligible probability.

In the rest of paper, we use Ouafi-Phan privacy model
for our privacy analysis of ISLAP and SRMAP
protocols.

3 Analysis of SRMAP Protocol

This section aims to show the privacy of SRMAP
protocol have some problems and suffer it from attacks
such as traceability attack and forward traceability
attacks. To this aim, SRMAP protocol is described firstly
[21].

A. SRMAP Protocol

The notations, which are used in the protocol,
illustrated in Table I.

TABLE I. THE NOTATIONS OF SRMAP PROTOCOL
Notation Description
EPC, Electronic Product Code
1 The database index stored in the tag to find the
corresponding record of the tag in the reader.
Ridy The identification code of kth reader.
Auk; The authentication key stored in the tag to be used by the

back-end server to authenticate the tag at the (i + 1)th
authentication phase.

Ack; The access key stored in the tag to be used by back-end
server to authenticate the tag at the (i + 1)th authentication
phase.

DATA The corresponding data for the tag kept in the back-end
server.

H(.) Hash function.

PRNG(.) Pseudo random number generator
ADB Message A is XORed with message B



The structure of SRMAP protocol that is shown in Fig. 1
is summarized as follows,

a) Initial phase

In this phase, authentication key Auk,, access key Ack;
and index value I, for each tag are generated by server.
The server keeps a set of data for each tag,
{ACkoldrAukoldv Ioldu ACknewu Auknewv Inewv Ridkv EPC,
data} where Auk,;4 used in previous session and Auky,,, 1S
used in currently shared with the tag.

b) Authentication phase
This phase includes six steps as follows,

Step 1. Reader — Tag: The reader generates R, as a
random number and sends it to the tag.

Step 2. Tag — Reader: Once receiving R,., the tag
generates a random number R,. It computes the following
messages then sends R, M; and /; to the reader.

M, = Auk; @ I; ® PRNG(EPC, @ Ack; ® R, D R,)
Step 3. Reader — Server: The reader calculates
A =H(Rid, ®R,) and forwards the messages
(My, Ry, I, A, R,) to the server.

Step 4. Server — Reader: Based on the received
messages from the reader, the server performs the
following operations,

a) The server verifies H(Rid, @ R,) 2 A with R, and
follows the rest of authentication procedure.

b) The server uses the received I; to search the tag. If
the tag does not exists, the server terminates
authentication operation, otherwise it goes to next
steps.
¢) Now by using the obtained data of the tag, the

server verify Auk,., @ L. @ PRNG(EPC, @
Ackypy, @R, DR, 2 M;. If the verification

succeed, the tag is authenticated; otherwise the
server aborts the protocol. Then the server uses the
identity of the reader to hide the data; of the tag as
B = data; @ Rid,,. Then the server computes the
following messages and updates all keys of the tag
and responds to the reader by messages B, C and
M,.

M, = PRNG(Aukyey, @ R,) @ Ackppy

C = H(data; @ R,)

Ack gy < Ackpey, < PRNG (Ack,ey,)
Auk g < Aukye, < PRNG(Auk,ey)
[old < [new « PRNG(ACknew @ Inew)

Step 5. Reader — Tag: Now using the received message
from the server, the reader verifies H(data; @ R,)” C.
If the verification passed then sends M, to the tag.

Step 6. Utilizing the received message M,, the tag uses
its keys to verifies M,Z PRNG(Auk; @ R,) @ Ack;. If
the verification passed, the tag computes Ack;,, <
PRNGEAckj), Auk;,, < PRNG(Auk;) and [, <
PRNG(Ack; © 1]-). Eventually, the tag replaces Auk;,
Ack; and I; with Auk;,, Ack;,, and I;,, respectively,
for another session.

B. Traceability Attack

One of the main weaknesses of SRMAP protocol is
the fact that the tag updates its parameter I;, after a
successful authentication. Thus the attacker can use this
weakness and trace a tag. This attack can be summarized
as follows,

Learning phase: In round (i), the attacker 4 sends an
Execute query(R, T, i) to the tag, and obtains I].T0 after

that the attacker A sends an Send query(R, Ty, i), and

Database Reader Tag
(Ackpig, Aukoig, Ioig, Acknew, Auknew, Inew: Ridg, EPC, data) (Ridy) (Ack;, Auk;, I;, EPCy)
For each Ridyin Database verify H(Rid, @ R,) L A R, -

If Lpew =1; 1 X = new
Else I,y =1; : X = old

Generates R,
M, = Auk; @ I; ® PRNG(EPC, &® Ack;
DOR DR

End

Verify Aukpe, @ Lyew @ PRNG(EPC; @ Ackpe, ® R, ® R, 1 M,

Then computes:
M, = PRNG(Auk; ® R,) ® Ack;
B = data; @ Rid,
C = H(data; ® R,)
If X =new
Ackyyy — Ackye,, < PRNG(Ack;)
Aukyyy — Auky,, — PRNG(Auk;)
Ioia < Inew < PRNG(Ack; @ 1)
Else Do nothing
End If
(My,B,C) >

A=H(Rid, ®R,)
< (MR, 1; R, A)

data; = B @ Rid,

M, -

Verify H(data; ®R,) . C

< (Ml,Rth)

Verify M,. PRNG(Auk; @ R,) @ Ack;

Ackjyq < PRNG(Ackj)

Aukjyq < PRNG(Aukj)
Iiz, < PRNG(Ack; @ I;)

Fig. 1. SRMAP protocol [21].




blocks protocol. As a result the tag does not updating
secret values.

Challenge phase: The attacker A selects two fresh
tags T, and T, for the test, and sends a
Test query(T,, Ty, i + 1). According to the randomly
chosen bit be{0,1}, the attacker is given a tag
T, € {Ty, T,}. After that, the attacker A sends an
Execute query(R,T,,i + 1) by sending N; message,

. T

and obtains I;/;.
Guess phase: Eventually, the attacker A stops the
game G, and outputs a bit b’ € {0, 1} as a guess of bit b

as follows.

. T T,
b = {0 if b=
1 otherwise
As a result, it can be written:

AdvP™ (K) = |pr(b’ = b) —
pr(random coin flip)|

_ pr(b'=b)—§|=|1—§|=§ > ¢

Proof: After an unsuccessful challenge between the
attacker and the tag, the tag does not update I].T". As a
result, the tag uses the same value in the next session.

C. Forward Traceability Attack
In this section, it is shown that SRMAP et al.’s
protocol also does not assure the forward traceability.
According to the configuration of SRMAP et al.’s
protocol, we observe that the secret values ID, and k are
fixed in all rounds. Using this issue, an attacker can trace
the target tag as follows.
Learning phase: In the ith round, the attacker A sends
a Corrupt query(Ty, K") and obtains
(EPCS, Auk;®, Ack;, I}°) from tag T,. Now the

T T :
attacker can compute Auk;?, and Ack;?, at the session

j + 2 by two times repeating PRNG of Auk;°and Ack;".

Consequently, ~[/°, can computes as [2, =
T T T
PRNG (PRNG(Ack]®)®PRNG (I°®Ack]?)).
Challenge phase: The attacker A selects two fresh
tags T, and T, for the test, and sends a
Test query( Ty, Ty,j). According to the randomly
chosen bit be{0,1}, the attacker is given a tag
T, € {Ty, T, }. After that, in round (j + 2)th, the attacker
A sends an Execute query(R, Ty, j + 2) by sending R, ;
(i.e., the same value as for session i) and obtains
(M52 RE% )
Guess phase: The attacker A stops the game G, and
outputs a bit b" € {0, 1} as a guess of bit b. In order to

H T
guess b', firstly the attacker A computes a = [;}, =

PRNG (PRNG(Ack )®PRNG (I ®Ack®)),  f =

T T T
Ack]?, = PRNG (PRNG(Ack]?)), v = Auk]?, =
T T
PRNG (PRNG(Auk*)) and x = PRNG(EPC]’ @
B DR, D RZ§+2).Then, outputs a bit b’ €{0,1} as a
guess of bit b using the following rule.

. T,
b,z{o if M{%,,®y®a=x
1 otherwise
As a result, it can be written that,
Adv;fpriv(l() = |pr(b’ = b) — pr(random coin flip)|

e =3 == -2 >
It is clear that base on the mentioned attack, the attacker
can obtain Auk;?,and Ack;?, for n = 1 using obtain
Auij0 and Acij".
Proof: Since the value of EPC; is fixed in all rounds, thus
EPCST,‘]’. = EPCP® Using this fact, the following

s, j+2°
equations can be written.

If Ty =T,
Mj, ®y ®a=Aukl, ® L), @
PRNG(EPC.?,, ® Ackj®, ® R,; ® R;",,) @
PRNG (PRNG (Auk]*)) @
PRNG (PRNG(Acij")@PRNG(IjT" @Ack}.T"))
It can be seen that 1,°, =
PRNG (PRNG (Ack*)®PRNG (I @®Ack;?) ) and

Auk]?, = PRNG (PRNG (Auk]°)), Eq. (1) can be
rewritten as follows,

= Auk]?, @ I[?, ® PRNG(EPC]?,, ®

T, T
Aijfz OR,,; D Rt,?+2) & Auijng & IJT+02
Then, with the suppose of T, = T, , Eq. (2) can be
rewritten as follows,
T T T
= PRNG(EPC]S,, ® Ack%, ® R,; ® R;",, )

T
Ack;y, =
PRNG (PRNG (Acij")) = 3, Eq. (2) can be rewritten as
follows,

= PRNG(EPC%,, ® f ® R, ; ® R;",, )

finally, As we know EPC[,, = EPC.®, it can be written
as:

By using the value of

= PRNG(EPCSTS.H OLOR,; D RtT.?+2)



4 Analysis of ISLAP Protocol

This section aims to show that the security and the
privacy of ISLAP protocol have some weaknesses and
suffer from several attacks such as Secret parameter
reveal, traceability attack and backward traceability
attack. To this aim, we start with describing the process
of ISLAP protocol firstly.

A. ISLAP Protocol

Recently, ISLAP proposed a server-less RFID
authentication protocol for RFID systems [24] and is a
lightweight which makes it suitable for low-cost RFID
systems. The structure of ISLAP protocol is shown in Fig.
2. Also, notations that are used in the protocol are
illustrated in Table II.

TABLE II. THE NOTATIONS OF ISLAP PROTOCOL
Notation Description

Rand;  Random number generated by reader R;
Rand;  Random number generated by tag T

T; Identifier of reader R;

t Secret value of tag T;

n; Message generated by reader R;
n; Message generated by tag T;

Seedr;  The secret value shared between R; and T;
Seedpy;  The previous secret value stored in reader R;
M(.) Hash function

ADB Message A is XORed with message B
Il Concatenation operation

The structure of ISLAP protocol that is shown in Fig. 2 is
summarized as follows,

a) Authentication phase
Step 1. Reader — Tag: The reader generates Rand; as a
random number and sends it to the tag.

Step 2. Tag — Reader: the tag generates random number
Rand; and computes n; = P(Seedr @ (rand; Il rand;)) then
sends Rand; and n; to the reader.

Step 3. Reader — Tag: The reader calculates the
following messages:
For each Seedp’r], and Seedein DB
Verifyn; 2 P(Seedy @ (rand; |l rand;))
If P(Seedy, @ (rand; |l rand;)) = n,
X=T
Else:
P(Seede]. @ (rand; Il rand;)) = n;
X =PT,
Then computes s= M(Seedy), n; = P(S) and updates
Seedp;, = Seed;, and Seed; = M(Seed;) . Afterwards, the
reader forwards the message n; to the tag.
Step 4. Tag: Once receiving the message n;, the tag uses
its keys to verifies n;ZP (M(Seede)). If the
verification passed, the tag updates Seedr; =

M (M(Seede)) for another session, otherwise, the tag
terminates the protocol.

A. Secret Parameter Reveal

In this subsection, we show which an attacker how can
reveal secret parameterSeedy. This attack consists of
two phases as follows.

Learning phase: In this phase, the attacker is as an
eavesdropper. After one successful run, he/she saves the
exchanged data between the target tag and the reader
including n; that the reader it sent to the tag.

Attack phase: Then, the attacker uses n; =
P(M($)) = P (M(Seedr,;)) which it is the obtained
data in the learning phase and performs the following
steps,

a) Since M(Seedr;) is a L-bit string, thus

M(Seedr;)eU where U ={U,U,,.., Uy}
Now,
For1<t<?2!
Chooseu; €U
if n;=P(u,) then
return u, as M(Seedr;)
End

Now, it can be seen that the value M (Seed. ;) will be
used to compute the secret value of the tag in the next
session. As result, the attacker can obtain the secret value
Seedr j.4 =P (M(Seed”)).

In order to perform this attack, the attacker needs to
eavesdrop the transmitted data between the reader and the
tag in a round and also needs 2! PRNG computations.
Noticed that, by betting secret values of the tag, the
attacker can perform almost any possible attack including
tag impersonation, reader impersonation, traceability
attacks and even de-synchronization attack with the
success probability of “17.

B. Traceability Attack

One of the main drawback of ISLAP protocol is the
structure of n; which lead the protocol to traceability
attack in the tag. This attack is summarized as follows.

Learning phase: In round (j), the attacker A sends an
Execute query(R,T,, j) by sending randiT"and obtains
n;°and rand;®. As a result the tag does not updating
secret values. Since the length of Seed; is L-bit,
thus Seedy € Z where Z = {z,,2,, ...,z,1}. it calculates
Seed®, as follows,

For1<q<?2!

Choose z; € Z
if n].TO = PRNG(z; ® (T‘andiT0 [ randjTO)) then



To
return z, as Seed”
End

Note that, via Seed";, the attacker can calculates the
secret value of the target tag T, in every round such as
round n, by n times apply P function and M function
on the secret value Seed";.

Challenge phase: The attacker A selects two fresh tags
T, and T, for the test, and sends a Test query( Ty, Ty, j).
According to the randomly chosen bit b € {0,1}, the
attacker is given a tag T}, € {T,, T, }. After that, in round
(j + Dth, the attacker A sends an
Execute query(R,T,,j + 1) by sending randl.T" and

obtains n;?, and rand, ;. Now the attacker can compute

(= PRNG(Seed;“’j @ (rand}° || randijl)) at the
session i + 1.

Guess phase: The attacker A stops the game G, and
outputs a bit b" € {0, 1} as a guess of bit b. In order to
guess b’, Then, the attacker A outputs a bit b’ € {0, 1} as
a guess of bit b using the following rule.

b'={0 if n% =¢
1 otherwise
As a result, it can be written that,
Adv,P""(K) = |pr(b' = b) —
pr(random coin flip)| =
|pr(b’ =b) —%| = |1—%| =% > €.

Proof: Since the value of Seed is fixed in all rounds,

thus Seed;’; = Seed",, . Using this fact, if the tag T,

be equal to target tag T,, the message n].Tfl is equal ¢.

Reader
(Seede, SeedPTj)

For each Seedej and Seedein DB
Verifyn; L P(Seedy @ (rand, || rand;))
If P(SeedT]. @ (rand; |l rand;)) = n;
X=1,
Else:
P(Seedpr, @ (rand; || rand;)) = n,
X = PT,
End
Computes:
S = M(Seedy)

n; = P(S)
If X=T,

Seedej « Seede « M(Seedj)
Else if X = PT;

Do nothing
End If

C. Forward Traceability Attack
In this section, it is shown that SRMAP protocol also
does not resists against the forward traceability. Due to
computing Seed, in structure of SRMAP protocol, if
attacker can find Seed,, she is able to calculate Seed; in
next sessions on her own. This attack is summarized as
follows.
Learning phase: In the jth round, the attacker A sends

a Corrupt query(T,, K") and obtains Seed;f’j from tag

To
42 at the

session j + 2 by two times repeating PRNG of and
operator M.

Challenge phase: The attacker A selects two fresh
tags T, and T, for the test, and sends a
Test query(T,, Ty, j + 2). According to the randomly
chosen bit be{0,1}, the attacker is given a tag
T, € {T,, T, }. After that, in round (j + 2)th, the attacker
A sends an Execute query(R,T,,j + 2) by sending
Rand,; (i.e., the same value as for session i and obtains

T, T,
(n].+2,rand]-+2).

T,. Now the attacker can compute Seed

Guess phase: The attacker A stops the game G, and
outputs a bit b" € {0, 1} as a guess of bit b. In order to
guess b', firstly the attacker A computes a =

Seed?, = <M (P (M(Seed?_’j)») and =
PRNG (a @ (rand;® || rand;®,)). Then, outputs a bit
b €{0,1} as a guess of bit b using the following rule.
b z{ 0 iff=n2,
1 otherwise

Tag

(Seede)

rand. — Generates random numbers rand;
' n; = P(Seedr, ® (rand; |l rand;))
« (n,-, rand}-)
Let k=M (Seede)
Let a =P(k)
ifn=a
n; -
SeedT} « M(Seed]-)

Else

The reader is not authorized

End

Fig. 2. ISLAP protocol [24].




As a result, it can be written:

AdviP"™ (k) = |pr(b’ = b)
— pr(random coin flip)]|

= [prr=p)—3|=|1-3| =5 »

Proof: Since the value of Seed; is fixed in all rounds,
thus Seed;’; = Seed,"; . Using this fact, the following

equations can be written.
If T, =To
B = PRNG(a @ (rand,° | randijZ))
with substituting the value a=
P (M (P (M(Seed;‘fj ))) Eqg. (1) can be rewritten as

follows,

= PRNG(P (M (P (M(Seed?jj)))) @ (rand™ |

T
rand;

42))

As we know Seed’?, = P (M (P (M(Seed?fﬂ))), it
can be written as:
= PRNG(Seed,?, ® (rand;® |l rand?,,))

j+2
Finally, with substituting the values of T;, = T,,as result,

= PRNG (SeedjT” &) (randiTO I randijz))

+2

— Tb
- nj+2

5 Improvement over the Two Protocols

It is shown which both the protocols of SRMAP and
ISLAP. have some drawbacks and cannot provide a
secure protocol for RFID systems. In order to remove all
the reported weaknesses on SRMAP protocol and ISLAP
protocol, we propose some improvements on their
structures and propose two modified version of them.

A. Improved version of SRMAP Protocol

It is observed that in the protocol of SRMAP protocol
there are two major problems in updating secret keys and
structure of I; that make the protocol vulnerable to
traceability attack. In order to solve these problems, we
change structure of protocol and the procedure of
updating /; as follows,

Iiy; < PRNG(Ack; ® R,) @ PRNG(I;)
IjT = I} @ Rl’
Then, in order to prevent of forward traceability attack

we apply some changes in the tag’s response and we
define a new message N; as follows,

M, = PRNG(EPC; @ Ack; ® R,)

N, = PRNG(Auk; ) @ PRNG(R,)
Then we change updating procedure,

Ack;y, < PRNG(Ack; ® R,)

Auk;,, < PRNG(Auk; ® R,)

And in order to prevent of forward secrecy attack which
proposed in [14], we change the structure of message
A =H(Rid, ®R, ® N,)toA = H(Rid, ® R, ® N,).

Note that, in the improved version, inorder to increasing
the security and privacy of the protocol the tag does not
send the random number R, to the reader which it is
described with more detail in the rest of paper. The
improved version of SRMAP protocol described as
follows, also it can be summarized in Fig. 3

a) Initial phase
This phase is the same of SRMAP protocol.

b) Authentication phase
This phase includes six steps as follows,

Step 1. Reader — Tag: The reader generates R, as a
random number and sends it to the tag.

Step 2. Tag — Reader: Once receiving R,, the tag
generates a random number R.. It computes the following
messages then sends M,, N, and I;; to the reader.

M; = PRNG(EPC; @ Ack; ® R,)
N, = PRNG (Auk; ) @ PRNG(R,)
Ly = 1 DR,
Step 3. Reader — Server: The reader calculates

A = H(Rid, ® R, @© M,) and forwards the messages
(My, Iir, N1, A, R,.) to the server.

Step 4. Server — Reader: Based on the received
messages from the reader, the server performs the
following operations,

a) The server verifies H(Rid, ® R, ® N;) 2A
with R, and follows the rest of authentication
procedure.

b) The back-end server first computes R,y =
Ly @Iy for X € {old,new}. Then i7t checks
whether PRNG(EPC,; @ Ack, D R,)_ M, and
determines that X = old ornew and it
authenticates the tag if PRNG(EPC;&®
Ack, ® R,) _ M, for one of the values of X
Then it verifies N,;2PRNG(Auk,) ®
PRNG (R, ) to authenticate the tag. The server
responds to the reader by the following
messages,

M, = PRNG(EPC; @ R,) @ Ack;



B = data; @ Rid,
C = H(data; ® R,)
otherwise, the back-end server aborts the protocol.
c) Finally, the server updates its secret values as
follows,
If X =new
Ackyyy < Ackpe, < PRNG(Ack; ® R, x)
Auk g < Aukpe, « PRNG(Auk; @ R.x)
Ipig < Inew < PRNG(Ack; @ R, x)
@ PRNG(I))
Else
Do nothing
End

Step 5. Reader — Tag: Now using the received message
B, the reader computes data; = B @ Rid,,, and verifies
H(data; @ R,)1 C. If the verification is successful, the
reader sends M, to the tag.

Step 6. Utilizing the received message M,, the tag uses
its keys to verifies M,~ PRNG (Auk; ® R,) @ Ack;. If
the verification passed, the tag computes Ack;,; <

PRNG(Ack; @ R,), Auk;,, < PRNG(Auk; ® R,) and
Iis; < PRNG(Ack; @ R,) @ PRNG(I;). Eventually,
the tag replaces Auk;, Ack; and I; with Auk;,q, Ack;,q
and I, respectively, for another session, otherwise, the

tag aborts the protocol.

B. Improved version of ISLAP Protocol

In Section 4, we have seen that ISLAP protocol has
some problems that make it vulnerable against both
security and privacy attacks. In the proposed protocol, in
order to enhance the security and the privacy and remove
all mentioned attacks, we apply some changes in the
updating procedures and tag response. More precisely, in
order to prevent secret reveal attack, we have changed
tag response as follows,

n; = M(Seede @ (randi Il rand]-))

Where M (.) is a one way hash function.

Also it is observed that in the protocol of ISLAP
protocol is vulnerable to traceability and forward
traceability attacks. In order to remove these weaknesses,
we change the procedure of updating in the improved
version as follows,

Seede « M(Seedj D randj)

Verify N1 PRNG( Auk,) @ PRNG(R,,)

Computes:

M, = PRNG(EPC, ® R,) &® Ack;

B =data; @ Rid,

C = H(data; ® R,)

If X =new
Ackyyg — Ackye,, — PRNG(Ack; @ R.x)
Auk,yq — Aukpe,, < PRNG(Auk; @ R, x)

Inig < Inew — PRNG(Ack; @ R, x) @ PRNG(I;)
Else
Do nothing
End If

(MZI B ’ C) g
datai =B @ Rldk
Verify H(data;, ®R,) 1 C

Database Reader Tag
(ACkold,Aukold, Ioldl Acknew, Auknew, Inew, Ridk, EPC, data) Rldk (ACki,Auki,Ii,EPCS)
.For eac'h Rid,in DB , R, - Generates R,
Verify H(Ridy © R, © M,) 24 M, = Auk; @ PRNG(EPC, @ Ack;
Computes Rt,new = lyew @ IjT and Rt,old =loq © IjT DR,
Verify PRNG(EPC, ® Ack, ®R,) 1 M, @ PRNG(R,)
If PRNG(EPC; @ Acky,,, © R,)ZM; « (Ml,IjT,Nl,) N, = PRNG(Auk; ) @ PRNG(R,)
X = new
Else: A =H(Rid, ®R, ® N,) lir =1 ® R,
PRNG(EP A R)IM
G( Csj?zfj;zildea r)— 1 <_(M1»IjT»Rr:A;N1)
End

Verify M,L PRNG(EPC; @ R,) @ Ack;

Ack;,, < PRNG(Ack; @ R,)

M, -

Auk;,, < PRNG(Auk; ® R,)

Iiy; < PRNG(Ack; ® R,) ®
PRNG(I;)

Fig. 3.The Improved Version of SRMAP protocol.




And also we have change reader response as follows,
n; = M(S @ rand;)
The improved version of ISLAP protocol shown in Fig. 4
and it described with more detail as follows,
c) Initial phase
This phase is the same of SRMAP protocol.

d) Authentication phase
This phase includes four steps as follows,

Step 1. Reader — Tag: The reader generates rand; as a
random number and sends it to the tag.
Step 2. Tag — Reader: Once receiving rand;, the tag
generates a random number rand;. It computes the
following message then sends n; and rand; to the reader.
n; = M(SeedTl. (&) (randi Il randj))
Step 3. Reader — Tag: The server performs the following
operations,
a) The reader first select Seedy for X € {PT;, T;}.
Then it checks whether
n; L H(Seedy @ (rand; || rand;)) and
determines that X = PT;, T; and it authenticates
the tag if n; _ H(Seedy @ (randi I randj))
for one of the values of X .Then it responds to
the tag by the following messages,
S = M(Seedy)
n; = M(S @ rand;)
b) At the end, the reader updates its secret values

as follows,
If X=T,
Reader

(Seede,SeedPTj)

For each Seedej and Seedein DB
Verifyn; 2 H(Seedy @ (rand; || rand;))
If M(Seede @ (rand; |l rand;)) = n;

X=T
Else: < (n, rand;)
M(Seedpr, ® (rand; Il rand;)) = n;

X = PT;

End B
Computes: Let k=M (Seede)
§= M(Seedy) Let a = M(k @ rand,)
n; = M(S @ rand;) ifny = a
If X=T,

Seed, « M(Seed; @ rand;
Seedprj « Seede « M(Seedj D rand]-) T ( ;@ J)
Elseif X = PT; Else
Do nothing The reader not authorized
End If -
n

SeedPT]. « SeedT]. « M(Seedj (&) randj)

If X =PT;
Do nothing
End

Step 5. The tag uses its keys to compute k =
M (Seed;.) and a = M(k @ rand;) then it verifies
nj?: a. Ifthe verification passed, the tag authenticates the
reader and updates its secret key as follows,

a =Mk @ rand;)
otherwise, the tag aborts the protocol.

In Table Il, the comparison of the security and the
privacy of the improved protocols with some other
protocols that are in the same class are summarized. As
it can be seen, the two proposed protocols are secure
against various attacks and can protect RFID users
against different threats.

TABLE Ill.  ANALYSES OF THE PROPOSED PROTOCOLS
Secret Traceab  Forward
Properties =~ Impersonation  Parameter ility Traceabil
Reveal ity
SRMAP [21] X X X X
Improved O] © © ©
SRMAP
Deng [22] X X X 0]
ISLAP [24] o) X x X
Improved O] © © ©
ISLAP

(©: Secure X Insecure

Tag

(SeedT].)

Generates rand;
n = M(SeedT]. @ (rand; |l rand;))

Fig. 4.The proposed improved version of ISLAP protocol.



6 Conclusion

We have analyzed two RFID authentication protocols
in terms of security and privacy which are proposed by
SRMAP and ISLAP. It is shown both protocols have some
drawbacks and are not secure against various attacks. We
have shown that SRMAP protocol cannot resists
traceability attacks such as traceability and forward
traceability attacks. Moreover, we have shown that
ISLAP protocol suffer from security and privacy attacks
and cannot safeguard RFID users and is vulnerable
against Secret parameter reveal, traceability and forward
traceability attacks. Furthermore, an improved version of
each motioned protocol is proposed. Our analyses show
that The improved protocols can resist all of the
mentioned weaknesses and are able to prevent those
attacks as we have shown in the analyses table.
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