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Abstract. Secure multiparty computation platforms are often provided with a programming language that allows
to write privacy-preserving applications without thinking of the underlying cryptography. The control flow of these
programs is expensive to hide, hence they typically disallow branching on private values. The application program-
mers have to specify their programs in terms of allowed constructions, either using ad-hoc methods to avoid such
branchings, or the general methodology of executing all branches and obliviously selecting the effects of one at the
end. There may be compiler support for the latter.

The execution of all branches introduces significant computational overhead. If the branches perform similar private
operations, then it may make sense to compute repeating patterns only once, even though the necessary bookkeeping
also has overheads. In this paper, we propose a program optimization doing exactly that, allowing the overhead
of private conditionals to be reduced. The optimization is quite general, and can be applied to various privacy-
preserving platforms.

1 Introduction

There exist a number of sufficiently practical methods for privacy-preserving computations [35, 14, 8] and secure
multiparty computation (SMC) platforms implementing them [24, 5,7, 11]. To facilitate the use of such platforms, and
to hide the cryptographic details from the application programmer, the platforms allow the compilation of protocols
from higher-level descriptions, where the latter are specified in some domain-specific language [4, 24,26, 31, 25] or in
a subset of some general language, e.g. C, possibly with extra privacy annotations [12,37]. Operations with private
values are compiled to protocols transforming the representations of inputs of these operations to the representation of
the output. If there is no protocol for some operation, then it either has to be forbidden or transformed out.

In SMC protocol sets based on secret sharing [14, 8, 6, 10], the involved parties are usually partitioned into input,
computation, and output parties [28], with the computation parties holding the private values in secret-shared form
between them, and performing the bulk of computation and communication. In this case, if- and switch-statements
with private conditions are among unsupported operations, because the taken branch should not be revealed to anyone,
but it is difficult to hide the control flow of the program. Instead, a program transformation can be applied, where all
branches are executed and the final values of all program variables are chosen obliviously from the outcomes of all
branches [37,27]. This introduces a significant overhead. An obvious optimization idea, but which has not received
much attention so far except for [19] in a different setting, is to locate similar operations in different branches and
try to fuse them into one. The operation is not trivial, because the gathering of inputs to fused operations introduces
additional oblivious choices. This paper is devoted to the study of fusing the operations in different branches and
evaluating them on top of the Sharemind SMC platform [6].

In this work, we consider a simple imperative language with variables typed “public” and “private”, invoking
SMC protocols to process private data. It allows to use private types in the conditions of if and switch statements.
We translate a program written in this language into a computational circuit. We optimize the circuit, trying to fuse
together the sets of operations, where the outcome of at most one of them is used in any concrete execution.

2 Preliminaries

Secure multiparty computation In secure multiparty computation (SMC), several parties are communicating over a
network. They want to compute some function on secret inputs, where each party is allowed to see only its own



inputs and outputs, but not the inputs of the other parties. In secret-sharing based SMC, the actual values of the inputs
are provided by input parties and are not known to any of the computing parties, and the values are shared amongst
the computing parties according to some secret sharing scheme. The final output of the function that the parties
compute can be either revealed to certain output parties, or it may stay shared, being used as an input in subsequent
computations.

Languages for secure multiparty computation A programmer who writes a particular application for secure multiparty
computation would not like to write out the protocol for each party separately. It is easier to write a program that
describes the computed functionality on a higher level, without taking into account how exactly the inputs are shared,
and hiding all the underlying cryptography. Existing privacy-preserving application platforms are usually provided
with such a language [37, 6,24,9]. A program looks very similar to an ordinary imperative language (such as Java,
Python, or C), but it does much more, as it is being compiled to a sequence of cryptographic protocols.

Oblivious choice Suppose that there are n secret values xj,...,x, and a secret index i € {1,...,n}. The goal is to
compute x;. In the case of branchings with private conditions, we are given the bits by,...,b,, at most one of which
is 1, where b; = 1 means that the i-th branch should be taken. In particular, if x; is the value that the variable x gains
after executing the i-th branch, then the value of x can be computed as x = b1x; + ...+ b, x,, (after executing all the n
branches).

Computation Circuits A computation circuit is a directed acyclic graph where each node is assigned a value that can be
computed from its immediate predecessors, except the input nodes which have no predecessors and obtain their values
externally. We use circuits to represent the computation that takes place inside the branches of private conditionals.

Mixed integer linear programming [30] A linear programming task is an optimization task stated as

minimize ¢" - X, subjectto Ax < b, x>0 , (D
where x € R” is a vector of variables that are optimized, and the quantities A € R™*" b € R", ¢ € R" are the parameters
that define the task itself.

Adding constraints x; € N for i € Z for some Z C {1,...,n} gives us a mixed integer linear programming task.
Adding constraints x; € {0, 1} for i € Z gives us a mixed binary integer linear programming task:

minimize ¢! -x, s.t Ax <b,x>0,x; € {0,1} fori €T . 2)

We will reduce the optimization of a computational circuit to a mixed binary integer linear programming task.

Notation We denote the subset of integers {1,...,n} by [n]. We write e[x < v] to express the substitution of the variable
x in the expression e with some variable or value v. We denote vectors by x = [x], ..., X,).

3 Related Work

There are a number of languages for specifying privacy-preserving applications to be run on top of SMC platforms,
these may be either domain-specific languages [4, 24,31] or variants of general-purpose languages [12]. Often these
languages do not offer support for private conditionals.

The support of private conditionals is present in SMCL [26], as well as in newer languages and frameworks, such
as PICCO [37], Obliv-C [36], Wysteria [29], SCVM [21], or the DSL embedded in Haskell by Mitchell et al. [25]. A
necessary precondition of making private conditions possible is forbidding any public side effects inside the private
branches (such as assignments to public variables or termination), since that may leak information about which branch
has been executed. All the branches are executed simultaneously, and the value of each variable that could have been
modified in at least one of these branches is updated by selecting its value obliviously. Planul and Mitchell [27] have
more thoroughly investigated the leakage through conditionals. They have formally defined the transformation for
executing all branches and investigated the limits of its applicability to programs that have potentially non-terminating
sub-programs.



prog ::= stmt
f := arithmetic blackbox function
exp = xXPU° | PV | ¢ | fCexp® ) | declassify(exp)
stmt = X 1= exp
| skip
| stmt ; stmt

| if exp then stmt else stint

Fig. 1: Syntax of the imperative language

The existing compilers that support private conditionals by executing both branches do not attempt to reduce the
computational overhead of such execution. We are aware of only a single optimization attempt targeted towards this
sort of inefficiencies [19], but the details of their setting are quite different from ours. They are targeting privacy-
preserving applications running on top of garbled circuits (GC), building a circuit into which all circuits representing
the branches can be embedded. Their technique significantly depends on what can be hidden by the GC protocols
about the details of the circuits. Our approach is more generic and applies at the language level.

More generally, the hiding of conditionals can be seen as an instance of oblivious computation. There exist methods
for executing Random Access Machines (RAM) in a fully oblivious manner, without taking all branches [16,22,
32], these techniques make heavy use of Oblivious RAM [15,33]. Currently, these techniques are not competitive
performance-wise with non-oblivious methods of execution, even if the latter support private conditionals only through
the execution of all branches. However, oblivious computation can be highly efficient if ad-hoc methods for decoupling
the control flow from private data are available, which is the case for e.g. sorting [17] or for certain graph algorithms [2].
Still, these techniques are not closely related to the optimizations we propose in this paper.

4 Our Contribution

In this work, we reduce the computational overhead of private conditionals by fusing mutually exclusive operations
of different branches into a single operation, introducing additional oblivious choice gates that allow to select the
appropriate inputs for it. Our optimization is based on mixed integer linear programming, but some greedy heuristics
are proposed as well for better performance. The main difference from related work is that our optimization is very
generic and can be applied on the program level, without the need of decomposing high-level operations to arithmetic
or boolean circuits. We do the optimization for some simple programs with private conditionals, and benchmark their
running time on a particular SMC platform, showing that the optimization is indeed useful in practice.

We describe the settings in Sec. 5, describe the optimization in Sec. 6, and report the benchmark results in Sec. 7.

5 Programs and Circuits

5.1 The imperative language with Private Conditions

We start from a simple imperative language, given in Fig. 1, which is just a list of assignments and conditional state-
ments. The variables x in the language are typed either as public or private, these types also flow to expressions.
Namely, the expression f(eq,...,e,) is private iff at least one of e; is private. The declassification operation turns a
private expression to a public one. An assignment of a private expression to a public variable is not allowed. Only pri-
vate variables may be assigned inside the branches of private conditions [37,27]. The syntax ¢ denotes compile-time
constants.

During the execution of a program on top of a secret-sharing based SMC platform, public values are known by
all computation parties, while private values are secret-shared among them [4]. An arithmetic blackbox function is



an arithmetic, or relational, or boolean, etc. operation, for which we have implementations for all partitionings of its
arguments into public and private values. E.g. for integer multiplication, we have the multiplication of public values,
as well as protocols to multiply two private values, as well as a public and a private value [6].

The programs in the language of Fig. 1 cannot all be executed due to the existence of private conditionals. They
can be executed after translating them into computational circuits. These circuits are not convenient for expressing
looping constructs. Also, our optimizations so far do not handle loops. For this reason, we have left them out of the
language. We note that loops with public conditions could in principle be handled inside private conditionals [37].

The semantics of the initial imperative language are formally defined in App. A.

5.2 Computational Circuits

Given a set Var a program variables, we define a circuit that modifies the values of (some of) these variables. It consists
of the set of gates G doing the computation, the mapping X that maps the input wires of G to the program variables
Var, so that we can feed their valuations to the circuit, and the mapping Y that maps the variables of Var to the output
wires of G, so that we may assign to the program variables the new valuations obtained from the circuit execution.

Definition 1. Ler V be the global set set of wire names. Let Val be the set of program variables. A computational
circuit is a triple G = (G, X,Y) where:

1. G={g1,...,8m} for some m €N, where each g € G is of the form g = (v,op,[v1,...,v,]) where:
— v €V is a unique gate identifier;
— op is the operation that the gate computes (an arithmetic blackbox function of the SMC platform);
— [Vi,...,vu] for vi €V is the list of the arguments to which the operation op is applied when the gate is
evaluated.
2. X is a mapping whose domain defines the input wires I(G) C V of the circuit G. Formally X : I(G) — Var assigns
to each wire v € 1(G) the variable X (v).
3. Y is a mapping whose range defines the set of output wires O(G) C V whose values are finally output.
Formally, Y : Var — O(G) assigns toy € Var a wire Y (y).

We define the set of all wires of G as the set of all gate identifiers and their arguments (which do not necessarily
have to be in turn some gate identifiers):

V(G):={v|3Jop,v: (vop,v) € G}U{v | Ju,op,v: (u,op,v) € G,v €V} .

In order to easily switch between the sets of G and V(G), we define a function gate : V(G) — G s.t gate(v) = (v,0p, V)
if Jop,v: (v,0p,v) € G, and gate(v) = L otherwise. Since the gate names are unique, the function inverse gate™! is
well-defined.

We use G to denote the set of all circuits.

The circuits that we work on are going to contain gates whose operation is the oblivious choice; such gates are
introduced while transforming out private conditionals. Such gate is defined as (v,oc, [by,v1,...,by,v,]), and it returns
the output of gate(v;) iff the output of gate(b;) is 1. If there is no such b;, then it outputs 0. It works on the assumption
that at most one gate(b;) outputs 1. This assumption needs to be ensured by the transformation that constructs a circuit
from a program.

The formal definition of evaluating the set of gates G on the input X, and the definition of the oblivious choice gate
in particular, are given in App. B.1. The composition of circuits as syntactic objects and the semantics preservation
proof of this operation are given in App. B.2.

Example 1. A circuit that chooses z obliviously from xj % yj, x * y2, x3 * y3 according to the choice bits by, by, b3
would be defined as:

- G:{(M[,*,[V],W]]),(uz,*,[VQ,WQ]),(M:;,*,[V3,W3]),(V,0C, [Viljyulvvgvu27vgvu3])};
= X ={v1 < x1,v2 < X2, V3 < X3, W] < Y1, W2 < V2, W3 <—y3,vll’ — bl,vg — bz,vé’ — b3}
-Y={z+v}L

This circuit is depicted in Fig.2.



Fig.2: Example 1

5.3 Transforming a Program to a Circuit

We need to transform the private conditional statements of the initial imperative language to a circuit. Intuitively,
each assignment y := f(x1,...,x,) of the initial program can be viewed as as single circuit computing a set of gates
G defined by the description of f on inputs xi,...,x,, where X maps the input wires of the circuit to the variables
X1,...,%n, and ¥ maps y to the output wire of the circuit. A sequence of assignments is put together into a single circuit
using circuit composition.

If the program statement is not an assignment, but a private conditional statement, all its branches are first trans-
formed to independent circuits (G;,X;,Y;). The value of each variable y is then selected obliviously amongst ¥;(y) as
y:=Y,;b;Y;(y), where b; is the condition of executing the i-th branch. So far, the transformation is similar to the related
work [37,27], and the only formal difference is that we construct a computational circuit at this point.

The formal definition of transforming a program to a circuit is given in App. C.

Example 2. Suppose we are given the following conditional statement with a private condition b:

if b:
X 1=x +y;
else:
y = bx¥x;
X 1= 2

This would be transformed to the following circuit:

-G= {(uadda +, [anVyDa (Vba ) [Vb]), (umula *, [Vconsf57VyD,
(WX,OC, [Vba Madda‘jbavconsﬂ]% (Wy,OC7 [Vbavya‘jbvumul])};

-X= {Vx (-)C,Vy YV bvvconst5 — S;VconstZ — 2};

=Y ={xwy,yw}

This circuit is depicted by Fig.3.

6 Optimizing the Circuit

The circuit G obtained from the transformation of Sec. 5.3 may be non-optimal. Namely, it contains executions of all
the branches of private conditional statements, although only one of the branches will be eventually needed. In this
section, we present an optimization that eliminates excessive computations caused by the unused branches.



Fig. 3: Example 2

Fig.4: Example 3

6.1 Informal Description of the Optimization

Let G = (G,X,Y) be a computational circuit. The weakest precondition ¢C of evaluating a gate g = gate(v) € G is a

boolean expression over the conditional variables, such that (])VG = 1 if the result of evaluating gate g is needed for the

given valuations of conditional variables. A more formal definition of the weakest precondition is given in App. D.
The main idea of our optimization is the following. Let g1 = (vi,0p, [x},...,x1]),..., gk = (v, op, [xk,...,xk]) € G.

Let q)le yeens ¢va be mutually exclusive. This happens for example if each g; belongs to a distinct branch of a set of
nested conditional statements. In this case, we can fuse the gates g1, ..., g into a single gate g that computes the same
operation op, choosing each of its inputs x; obliviously amongst x}-7 ... ,x’j‘- . This introduces n new oblivious choice

gates, but leaves just one gate g computing op.

Example 3. Let a comparison operation (==) be located in both the if-branch, and the corresponding else-branch.
Let the gates be (vi,==, [x1,y1]), (v2,==, [x2,)2]) € G. Let b € V(G) be the wire whose value is the condition of the
if-branch, and b € V(G) the wire whose value is b’s negation (which is the condition of the else-branch). Since the
branches can never be executed simultaneously, we may replace these gates with (x,oc, [b,x1,b,x3]), (y,0¢, [b,y1,b,y2]),
and (v,==,[x,y]). All the references to v; and v; in the rest of the circuit are now substituted with the reference to v.
The transformation is shown in Fig. 4.

We now describe this optimization in more details.

Preprocessing Let n = [V(G)|, and m = |G|. First, we find the set U of all pairs of gates that can never be evaluated
simultaneously. For each gate g;, find the weakest precondition ¢ that be must true for g; to be evaluated. Define U =
{(i,8)) | 8i,8) € G, 0° A ¢]G is unsatisfiable}. Although there is no efficient algorithm for solving the unsatisfiability




Fig. 5: Fusing gates into cliques

problem, in practice, it suffices to find only a subset U’ C U. It makes the optimization less efficient (we do not fuse
as many gates as we could), but nevertheless correct.

For each formula ¢.°, we need to construct the circuit that computes the value of ¢iG. Depending on how exactly d)iG
is computed, evaluating this circuit may in turn have some cost. Each ¢° is represented by a boolean formula over the
conditions of the if-statements of the initial program, which can be read out from G by observing its oblivious choice
gates. The additional V and A gates are need in the cases where a gate is located inside several nested if-statements
(need M), or it is used in several different branches (need V).

Plan We partition the gates into sets Cy, planning to leave only one gate of Cy after the optimization. The following
conditions should hold:

- Vgi,8; €Cr: & #8j = (gi,gj) € U: we put together only mutually exclusive gates, so that indeed at most one
gate of Cy, will actually be executed.

- Vgi,g; € Cr: op; = op;: only the gates that compute the same operation are put together.

- Let E :={(C;,Cj) | 3k, L gi € Ci, g¢ € Cj, gk is an immediate predecessor of g¢ in G}. In this way, if (C;,C;) € E,
then C; should be evaluated strictly before C;. We require that the graph ({Ci }rejm), E) is acyclic. Otherwise, we
might get the situation where some gates of C; have to be computed necessarily before C;, and at the same time
some gates of C; should be computed necessarily before C;, so evaluating all the gates of C; at once would be
impossible.

If we consider U as edges, we get that C; form a set of disjoint cliques on the graph. A possible fusing of gates into a
clique is shown in Fig. 5, where the gray lines connect the pairs (g;,£;) € U, and the dark gates are treated as a single
clique.

Transformation The plan gives us a collection of sets of gates C;, each having gates of certain operation op ;. Consider
any Cj = {g1,...,8m,}- Let the inputs of the gate g; be x/,...,x,. Let b; be the wire that outputs the value of ¢°.
Introduce n new oblivious choice gates (vy,oc, [by,x}, ... ,bmj,x';j}) for £ € [n]. Add a new gate (g,0pj,[v1,...,Vs]).
Discard all the gates g;. If any gate in the rest of the circuit has used any g; as an input, substitute it with g instead. We
may additionally omit any oblivious choice in the graph if there is just one option to select from.

For each oc gate that has been already present in the circuit, check how many distinct inputs it has. It is possible
that some inputs have been fused into one due to belonging to the same clique. In this case, it may happen that the oc
gate is left with a single choice, and since (v¢,oc, [b;,x}]) just returns x}, its cost is 0. An example of leaving just one
clique representative that allows to eliminate the further oblivious choice can be seen in Fig. 6.

The Cost Our goal is to partition the cliques in such a way that the cost of the resulting circuit is minimal. Each
gate operation corresponds to some SMC protocol that requires some amount of bits to be communicated between the
parties. We choose the total number of communicated bits as the cost. Since this metric is additive, we may easily
estimate the total cost of the circuit by summing up the communicated bits of the gates. The particular costs of the
gates depend on the chosen SMC platform.

We note that introducing intermediate oblivious choices may increase the number of of rounds. We need to be
careful, since increasing the number of rounds may make executing the circuit with a lower communication cost
actually take more time.



Fig. 6: Leaving just one clique representative

6.2 Notation for describing the optimization

We do some formalization on the circuit that allows to make further optimization easier.

Shorthand Notation Let G = (G,X,Y), (g,0p,[v1,...,v]) € G. We introduce the following shorthand notation:

- OPngg) = op;
— args®(g) =[Vi,---,vals
- arity®(g) = n;

For g € V(G), we write g € G for gate(g) € G.

Gate and Clique Enumeration Without loss of generality, let V(G) = {1,...,n}. This ordering allows to define the
constraints for linear program variables more easily.

The number of cliques varies between 1 (if all the gates are fused together into one) and |G| (if each gate is a
singleton clique). For simplicity, we assume that we always have exactly |G| cliques, and some of them may just be
left empty. We denote the clique {ii,...,ix} by C;, where j = min(iy,...,i) is the representative of the clique C;.
Without loss of generality, let the representative be the only gate that is left of C; after the fusing.

The Weakest Precondition We write ¢ (i) to refer to the weakest precondition of the gate i € V(G), as it is defined by
the structure of G. The particular algorithm for computing the mapping ¢ for the circuit G is given in App. D.2.

Direct and Conditional Predecessors In order to ensure that the optimized circuit contains no cycles, we need to
remember which gates have been predecessors of each other. We define the following auxiliary predicates that can be
easily computed from the initial circuit.

- pred®(i,k) = 1 iff k € args®(i);

— cpred®(i,k) = 1iff k € $©(i);
The predicate pred®(i,k) is true just if k is an immediate predecessor of i in G. The predicate cpred®(i, k) is true if k
is used to compute the weakest precondition of i. This means that £ does not have to be computed strictly before i in
general. However, if i is fused with some other gate, we will need the value of k for computing the oblivious choice
of the arguments of i, and in this case k has to be computed strictly before i. In this way, k is a predecessor of i on the
condition that i is fused with at least one other gate.

Which gates can be fused We define an auxiliary predicate that denotes which gates are allowed to be fused:
fusable®(i, j) = 1iff (i = j) V (¢ (i) A (/) is unsatisfiable) .

Although there exists no efficient algorithm for computing unsatisfiablity in general, we may allow some algorithm
that provides false negatives. This results in having fusable® (i,J) = 0 for gates that could have actually been fused,
and hence the final solution may be non-optimal, but nevertheless correct.

Since fusing forces all the gate arguments to become chosen obliviously, all the inputs of a fused gate in general
become private (unless there was just one choice for some public input). Depending on the SMC platform and the
particular operation, this may formally change the gate operation. Some operations still retain the same cost, while
some gates may increase their cost significantly if some of their public inputs become private. Moreover, it may happen
that the new operation is not supported by the SMC platform at all. We define fusable® (i, j) = 0 for the gates that have
any public inputs, and whose cost depends on their privacy.



6.3 Uniting Gates Into Subcircuits

Let G = (G,X,Y) € G. In some cases, there are obvious repeating patterns of gates in G which could be treated as a
single gate. Uniting them into one gate would reduce the total number of gates involved in the optimization, increasing
its efficiency.

We propose a particular algorithm for partitioning G into a set of disjoint subcircuits. We define the sets of subcir-
cuits Ay, inductively as follows.

Ao:={{g} [g€G}
A= {SUlJ{Sicargs™(S)| AT €A, :S;CT,AS #S€A,: Sicargs™(§)} |S€A} ;
App1 = {S | Count(SaA:H-l) 2 2}
U {S'|S€A,,,count(S,A, ) =18 CS};

Where S’ C S denotes that S’ € A, is a subcircuit that has been united into S € A, 1, and count(S,A:HI) is the
number of elements in A/, | that are isomorphic to S. The isomorphisms, which require the sameness of structure and
operations, are simple to find out due to the inputs of all gates being ordered.

The arguments of the subcircuits are also defined inductively as

args™ ({g}) == {{a} | a € args“(g)} ;
args+1(S) := {S;| ' C S, S; € args™ (§'),S; Z S} .

We start from the initial set of gates G, treating each gate as a singleton subcircuit. On each iteration, we extend
each subcircuit with its argument gates that it does not share with any other subcircuits. We want the subcircuits to
be disjoint, and hence if some S; € A, has already been extended on this iteration, then we are not trying to use S; to
extend some other S € A, — that is how the condition S; C T ¢ A:l .1 should be interpreted.

If any subcircuit S occurs only once in A, 1, then it does not make sense to include S into the optimization, since
it cannot be merged with any other gate anyway. In this case, after each iteration we may leave only those subcircuits
of A,11 that occur at least twice. Each S € A;l 41 that occurs only once is decomposed back to its subcircuits S'CS,
S €A,

Let Subcircuit(G,n) be a function computing the set of subcircuits A, for the given G and n. After composing the
subcircuits in this way, we are only allowed to use the final outputs of the subcircuits. The outputs of the gates that are
swallowed by a subcircuit can only be used inside that subcircuit. Hence we need to prove that the set of new gates A,
still does exactly the same computation as G. This is stated and proved in Thm. 3, which can be found in App. E. In
this way, the optimizations proposed in further subsections can be applied to single gates as well as to the partitions
formed by the function Subcircuit.

6.4 Simple Greedy Optimizations

We have investigated simple, heuristic optimizations, described in this subsection. We have also considered more
complex optimizations based on integer linear programming; these are described in the next subsection. The outline
of a simple optimization is the following.

Grouping Gates by Operations First of all, the gates G are grouped as subsets Gss = {{g € G| op®(g) =F} | Fisa
gate operation} by their operation. These subsets are sorted according to the cost of their operation, so that more
expensive gates come first.

Forming Cliques The subsets are turned into cliques one by one, starting from the most expensive operation. A clique
Cy is formed only if it is valid and is not in contradiction with already formed cliques, i.e:

— any two gates g;, g; € C; satisfy fusabIeG(gi,gj) =1,
— no g; € G has already been included into some other clique;
— Cy, does not introduce cycles.



We use three different strategies for forming a set of cliques for a particular subset of gates Gs € Gss:

1. Largest Cliques First. In this approach, we are trying to extract from Gs as large clique as possible before
proceeding with the other cliques. The task of finding one maximum clique is NP-hard, and so we approximate
the task by generating some bounded amount of cliques and taking the largest of them.

2. Pairwise Merging. The gates are first merged pairwise. We are not trying to maximize the number of pairs, and
just take the first valid pair that we find. After no more pairs can be formed, we proceed merging the obtained
pairs in turn pairwise. We continue until the number of cliques formed by Gs cannot be decreased anymore.

3. Pairwise Merging with Maximum Matching. This approach is similar to the previous one, and the only differ-
ence is that, instead of fixing the first valid pair, it finds the maximum matching on each step.

The more formal descriptions of the algorithms are given in App. F. We also prove in App. F that these strategies
do not lead to a dead end, i.e after a clique has been fixed, it is always possible to assign the remaining gates to cliques
without backtracking.

6.5 Reduction to an integer programming task

As an alternative to greedy algorithms, we may reduce the gate fusing task to an integer program and solve it using an
external integer linear program solver (such as [13]).

We consider mixed integer programs of the form (2). Let ZLP be the set of all mixed binary integer pro-
grams defined as tuples (A,b,c,Z). For our particular task, we define a transformation 7}, : G — ZLP, such that
T, p(G,X,Y)=(A,b,c,T). We now describe in details how these quantities are constructed.

In order to make integer programming solutions better comparable to greedy algorithms, we consider two levels
of optimization:

— Basic: try to optimize only the total cost of the gates, without taking into account the oc gates.
— Extended: take into account the new oc gates, the weakest preconditions, and also the number of inputs of the old
oc gates.

Throughout this section, we use G to refer to the initial circuit, and G’ to refer to the circuit obtained after the
transformation.

Variables For a clique C}, let us denote set of all possible choices for the ¢-th input of the clique C; as args®(C;)[(] :=
{k|i€ Cjk=args®(i)[(]}. We will now describe the meaning of different variables in our ILP task.
The core of our optimization are the variables that affect the cost of the transformed circuit.

j_{ufiecj

g fori,jeG.
8i 0, otherwise J

The gate j will be the representative of C;. Namely, gj = 1 iff C; is non-empty. Fixing the representative reduces
the number of symmetric solutions significantly. This also allows us to compute the cost of all the cliques.

- ucl =|args% (j)| — 1 for j € G, op®(j) = oc is number of decisions left for the oc gate j, after some of its choices
have potentially been fused together.

- ul = {1,if|args.G/(j)| > 1 for j € G, op%(j) = oc.
0, otherwise
If u/ = 0, then the oc gate j can be removed since there is only one choice left. The variables uc/ and u/ allow to
count for the updated cost of the old oc gates.
- sc) = |argsS' (j)[€]| — 1 for j € G, € € arity® () is the number of decisions to make for choosing the ¢-th argument
of Cj.
j ) L,if the £-th input of j should be a new oc gate
T T 0, otherwise
for j € G, ¢ € arity®(j).
The variables scé and sé allow to count for the total cost of the new oc gates introduced by the optimization.
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0, otherwise
forieG.
Fusing the gates requires their inputs to be chosen obliviously. For that, we may need to compute the weakest
preconditions of the participating gates.

{ 1,if the weakest precondition of 7 is needed
- P =

We also need some variables that help to avoid cycles after fusing the gates.

- £; € Rfor j € G is the circuit topological level on which the j-th gate is evaluated, where all the gates with the
same level are evaluated simultaneously. Each gate must have a strictly larger level than all its predecessors.

1,if the gate g; is fused with some other gate
-c¢j= gale gy 15 sed W g for j € G.
0, otherwise
Each gate should have a strictly larger level than all its conditional predecessors iff it participates in a clique of
size at least 2. After the gates are fused into a clique, their inputs are going to be chosen obliviously, and hence

the condition will have to be known strictly before the fused gates are evaluated.

The vector x of variables will actually contain some more auxiliary variables that help to establish relations between
the main variables, but do not have special meaning otherwise. We will see these variables when we define constraints.

Cost function The total cost of the circuit is defined by the following quantities.

- Cp= leG‘l onG(j)oc cost(op®(j)) - gj: is the total cost of the cliques after fusing (except the oc gates).
— Cpel = Z‘JGll o0 j)—oc €Ot (0Cpase) -t + cost (0cyep) - uc’ is the total cost of all the old oc gates, where cost(0Chgse )

is the base cost of using an oc gate, and cost(ocy.p) is the cost of a single choice of the oc gate.
ZIG\,arityG<j)

Cocr = cost(0Cpase) - 8} + cost(0Csep) - sc) is the total cost of all the new oc gates.

- Cy= Z - cost(q) (/)) - bj is the cost of all the boolean conditions needed for the new oc gates.

We may now take one of the following quantities as the cost:

— Basic cost: C, which is just the total cost of the obtained cliques (in this case, the costs of the old oc gates are
included into C,).
— Extended cost: Cg + Ccq + Coe2 + Cp, which takes into account also the cost of the new oc gates.

This describes the full cost of the gates involved in the sum, since the bit communication metric of the gates is
additive. This sum would not work if we had chosen the number of rounds as the cost.

Inequality constraints The constraints Ax < b state the relations between the variables defined in Sec. 6.5. Since
Ax > b can be expressed as —Ax < —b, we may as well use <, >, and = relations in the constraints.

Building blocks for constraints There are some logical statements that are used several times in the constraints. We
will now describe how such statements are encoded as sets of constraints (possibly with some auxiliary variables). We
also define special notations for these sets of constraints.

— Multiplication by a bit: z =x-y for x € {0,1}, y,z € R, where C is a known upper bound on y. This can be
expressed by
e C-x+y—z<C;
e C-x—y+z<(C;
e C-x—z>0.
We denote this set of constraints by P(C,x,y,z).
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— Threshold:
) lif Yperx>A
] 0 otherwise
forVx € X :x€{0,1}, y € R, some constant A. This can be expressed by
e P(1,y,x,zy) for all x € X, where z, are fresh variable names;
b A'y_ZxEXZx <0
® YeexX—Yiext(A—1y>(A-1).
We denote this set of constraints by F (A, X,y).
- Implying inequality: (z=1) = (x—y > A) forz € {0, 1}, x,y € R, some constant A, where C is a known upper
bound on x,y. This can be expressed by
o (CH+A)-z+y—x2>C.
We denote this constraint by G(C,A, x,y,z).

The correctness of these sets of constraints is proven in Appendix G.1.

Basic constraints The particular constraints of the integer program are the following.

1. g/ +g <lforikeG, —fusable®(i,k).
If the gates are not mutually exclusive, then they cannot belong to the same clique.

2. Y9 gl = 1forallieG.
Each gate belongs to exactly one clique.

3. gl =0if op“(i) # 0p“(j).
The clique and gate operations should match. In order to avoid putting gates of different operations into one clique,
we assign operations to the cliques, such that the operation of the j-th clique equals the operation of the j-th gate.
The gates are allowed to belong only to the cliques C; of the same operation as the gate i is.

4. gj—gl >0foralli€ G, j€G.
If the clique C; is non-empty, then it contains the gate no. j. This makes gate j the representative of C;.

5. gj=1forall j such that cost(op?(;j)) = 0.
We are more interested in fusing the gates with positive cost. Actually, in some cases, even fusing gates of cost 0
can be useful, since it may in turn eliminate some oc gates. This constraint makes the optimization faster, although
we may lose some valuable solution in this way.

6. (a) £;i— 0 > 1forall i,k € G,pred®(i,k);
() G(|G|,0,¢;,¢;,8]) foralli, j € G;
(©) g(|G|,O,€j,€,~,g{) forall i, € G;
(d) £ >0,4: <|G].
After the gates are fused into cliques, their dependencies on each other are not allowed to form cycles. We assign
a level ¢; to each gate i. If i is a predecessor of k, then ¢; < {;, but to avoid degenerate solutions to the ILP, we
introduce some difference between the levels. If a gate i belongs to the clique C;, then ¢; = £;. We may split the
implication g/ =1 = ¢; =/ intotwo parts g/ =1 = ({;—(;) >0,g/ =1 = (¢;—¢;) > 0, reducing them
to the constraint G. We take the maximal value for ¢; as |G|, since we need at most |G| distinct levels even if all
the gates are on different levels.
We would also like to take into account the conditional predecessors.
(e) dj=(1—gj)forall j € G;
) F(1,{d;}U{g! | i€ G,i# j},c;) forall j€G;
The constrains fix the variable c; so, that ¢; = 1 iff the gate j is fused with some other gate. That is, either d; = 1
(implying g§ =0, or that j belongs to some other clique), or Y icq 4, g] > 1, implying that there is some other
gate belonging to gJ.
(@ G(|G|,1,4;,4x,c;) for all i,k € G, cpred®(i,k);
The last constraint states that, if ¢; = 1 (the gate i is fused with some other gate), then I —; > 1 (the gate i should
be computed strictly before its conditional predecessor k).
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Extended constraints The basic constraints are sufficient to optimize the total cost of the gates, at the same time
avoiding cycles (as the greedy optimizations do). Since computing the boolean conditions may also produce some
additional costs, we define some more variables with associated constraints that take them into account.
7. We want to define sc) = |args® (j)[¢]| — 1, and s, = 1 iff args® (j)[¢] is an oc gate. The ¢-th argument of C; requires
anew oc gate iff the number of distinct ¢-th inputs used by the gates i € C; is at least 2.
(@) F(1{g]|i € G.k=args"()[]}. fx("):
Define fx’ = 1iff k € args“(C;)[¢];
(b) P(1, fxé .8 :E) forall k € V(G):
Define e]k 1iff k € args®(C;)[{], and k € C;;
(c) F(1, {e | ke V(G )},fgé ) forall i € G:
Define fg" =1iff Ik € C;: k€ args®(C))[(];
(d) fgz —fxé for k € I(G); '
Together with (7¢), it defines fgék = 1 iff Gy € args®(C;)[{] for k € V(G), where for k € I(G) we denote
Cy =k.
" :
(© F2,{fgl ke V(G)}.s)):
Deﬁne s; = 1 iff the total number of ¢-th inputs after fusing the gates of C; is at least 2.
v
(f) sc] =Yrev(c )8 — g
This defines sc) = |args®(C;)[¢]| — 1 for a non-empty clique. If gj. =0, then also Y ey () fgék =0, so it is not
counted for empty cliques (we discuss it in more details when we prove the feasibility of the task in App. G.2).
8. Similarly, for the old oc gates, we are going to define uc/ = |args® ()| — g}, and u/ = 1 iff |argsY (j)| > 1.
(@ F(1, {fgg | ¢ € [arityS (j)] N 2N}, fg/¥) for all j € G, k € V(G), op®(j) = oc;
Define f g/k = 1 iff Cy is a choice of the oc gate .
() F(2,{fe’* | ke V(G)},u/) forall j € G, op®(j) = oc;
Define uj = 1 iff there are at least 2 choices left for the oc gate j.
(©) uc; = Yrev(c fgf — g
This defines uc) = |args® ()] fg] for op®(j) = oc.
9. We would like to check whether the weakest precondition ¢©(j) of the gate g; ; must be computed. We want to
define b; = 1 iff ¢©(j) is needed.
(a) F(l,{se | € € [arityC (j)]},¢/) for j € G.
This checks if there will be an oblivious choice of at least one input of the clique C;. If it is so, then we will
need to compute ¢ (i) fori € C;.
(b) P(1,g!,t/,t]) for j#i€G.

() t/=0for j€G.

The variable tij now denotes if the weakest precondition of g; is needed for the clique C;. Since we may set
one of the choices to negation of all the other choices, we may eliminate one of the weakest preconditions
participating in the choice. We choose it to be the choice of gate j, and hence we set tjj. =0.

(@) bj =Y cqt! forieG.
Since we know that each gate belongs to exactly one clique, we know that, for a fixed i, we have tl.’ =1 for
exactly one j, and so it suffices to sum them up.

Binary constraints Since we are dealing with a mixed integer program, we need to state explicitly that some variables
are binary: _
gl €{0,1} foralli,j€G .

The statement scé , ucé € Z, and the binariness of all the other variables (except £; € R) follow from the binariness
of g/. We prove it in Appendix G.1. We will need this property in our further proofs of transformation correctness.
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Feasibility We want to be sure that the obtained integer linear program indeed has at least one solution.

Theorem 1. Forany (G,X,Y) € G, if (A,b,¢,T) = T;;p(G,X,Y), then the integer linear programming task
minimize ¢’ x, s.t AX<b,x>0,x; € {0,1} fori €T

has at least one feasible solution.

The proof on this theorem can be found in Appendix G.2. It just shows that it is always possible to take the solution
where no gates are fused at all.

6.6 Applying the solution of ILP to G

Let (G,X,Y) € G be the initial circuit. Let So/(G, X ,Y ) be the set of all feasible solutions to (A,b,¢,Z) = T;; (G, X,Y).
Now we define a backwards transformation 7}7, : Sol(G) x G — G, which takes any feasible solution to (4,b,¢,7)
and applies it to (G,X,Y), forming a new circuit G' = (G',X’,Y’). Let cost : G — Z be function computing the total
communication cost of a circuit. '

The work of T};p is pretty straightforward. If just fuses the gates according to the variables g/ of the ILP solution
that denote which gate belongs to which clique. It introduces all the necessary oblivious choices, and also removes the
old oblivious choices that are left with just one choice. An algorithm implementing 7}, and the proof of its correctness
are given in App. H.1.

We may use the same algorithm to construct a circuit from a set of cliques obtained from a greedy algorithm of
Sec. 6.4, as it can be easily reduced to a linear programming solution of 7,;»(G,X,Y). This is stated and proved in
Thm. 6 of App. H.3.

We also want to estimate the communication cost of (G',X’,Y"). We show that it is indeed the value estimated by
the ILP, so it makes sense minimizing it. The corresponding theorem is stated and proved in Appendix H.2.

If we use the greedy algorithms of Sec. 6.4, or use only the basic constrains of the integer program for better
convergence, then it may happen that the found solution is worse than the initial one. Indeed, although the total cost
of the gates may only decrease, the additional oblivious choices provide computational overhead that is not taken into
account by these algorithms and may provide even larger overhead that the eliminated gates’ cost was. In Sec. 7, we
see that these approaches nevertheless give reasonable execution times, and their optimization times are significantly
better in practice.

7 Implementation and evaluation

We have implemented the transformation of the program to a circuit, the optimizations, and the transformation of
the circuit according to the obtained set of cliques in SWI-Prolog [34]. The ILP is solved externally by the GLPK
solver [13]. The optimized circuit is translated to a Sharemind program for evaluation.

The optimizations have been tested on small programs. Since we are dealing with a relatively new problem, there
are no good test sets, and we had to invent some sample programs ourselves. In general, the programs with private
conditionals are related to evaluation of decision diagrams with private decisions. We provide five different programs,
each with its own specificity. Their pseudocodes are given in App. 1.

— loan (31 gates): A simple binary decision tree, which decides whether a person should be given a loan, based on
its background data. Such simple applications are often used as an introduction to the decision tree topic. Only the
leaves contain assignments, and the optimization is only trying to fuse the comparison operations that make the
decisions. Uses only integer operations.

— sqrt (123 gates): Uses binary search to compute the square root of an integer. Since the input is private, it makes a
fixed number of iterations. The division by 2 is on purpose inserted into both branches, modified in such a way that
it cannot be trivially outlined without arithmetic theory. The optimizer does this outlining by fusing the divisions.
Uses only integer operations.
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Table 1. Optimization times in seconds for loan

Table 4. Optimization times in seconds for stats

greed; |greedy|greeds|Ippasic| [Pext
0| 0.046] 0.047| 0.053] 0.097[0.121
1| 0.049| 0.041| 0.042| 0.095[0.109 greed; |greeds|greeds|Ippac] Pext
2| 0.042| 0.043] 0.05] 0.0830.115 0.185] 0.181| 0.185] 0.292[16.291

0.115| 0.123| 0.12f 0.17| 0.262
0.103| 0.103| 0.107| 0.154| 0.226
0.104| 0.106| 0.104| 0.144| 0.22
0.103| 0.11| 0.106| 0.142| 0.214
0.107| 0.103| 0.107| 0.156| 0.222

Table 2. Optimization times in seconds for sqrt

N W= O

greed; |greedy|greeds|Ippasic| [Pext

0| 0.523| 0.549| 0.538| 0.78| 1.3
11/0.549] 0.531) 0.5441 0.644/0.762 Table 5. Optimization times in seconds for erf
2| 0.556| 0.526| 0.518] 0.612|0.654
3] 0.536| 0.495| 0.571| 0.584|0.596
4/ 0.55| 0.51] 0.511|0.623|0.593 greed, |greeds|greeds|Ippasic]  IPext
0]43.405|43.111 —| 47.03|47.601
1] 5.532| 5.523 - - -
Table 3. Optimization times in seconds for driver 2| 3.581) 3.649) 8.468) 8.136 -
3| 3.243| 3.267| 6.082| 6.275 -
4| 2.719| 2.754| 2.702| 3.496 -
greed; |greeds|greeds|Ippasic| IPext 5| 2.613| 2.626| 2.608| 3.088|525.34
0.119] 0.11] 0.125] 0.181]0.381 6| 2.559| 2.583| 2.578| 2.983|15.248
0.084| 0.082| 0.081| 0.159(0.164 7] 2.604] 2.64| 2.838| 3.008] 15.27

0.075| 0.083| 0.076| 0.138|0.157
0.082| 0.077| 0.078| 0.118|0.171

W N = O

— driver (53 gates): We took the decision tree that is applied to certain parameters of a piece of music in order to
check how well it wakes up a sleepy car driver [23], assuming a privacy-preserving setting of this task. In this tree,
some decisions require more complex operations, such as logarithms and inverses (computing Shannon entropy),
so it was interesting to try to fuse them. Works with floating point arithmetic [18].

— stats (68 gates): The motivation for the problem is that choosing a particular statistical test for the analysis may
depend on the type of data (ordinal, binary). Here we assume that the decision bits (which analysis to choose)
are already given, but are private. The complex computation starts in leaves, where a particular statistical test is
chosen. It chooses amongst the Student -test, the Wilcoxon test, the Welch test, and the x test, whose privacy-
preserving implementations are taken from [3]. Works with floating point arithmetic.

— erf (335 gates): The program evaluates the error function of a floating point number, which is represented as a
triple (sign, significand, exponent) of integers [18]. The implementation is taken from [20]. In this program, the
method chosen to compute the answer depends on the range in which the initial input is located, and since the
input is private, this choice cannot be leaked.

All our programs are vectorized. We treat vector operations as single gates, so that optimizing 10° operations
per gate would be feasible. For simplicity, we assumed that all vectors in the program have the same length. Fusing
together vector operations of different length can be treated as a future work.

We ran the optimizer on a Lenovo X201i laptop with a 4-core Intel Core i3 2.4GHz processor and 4GB of RAM
running Ubuntu 12.04. The execution times are given in the Tables 1- 5. The rows correspond to different subcircuit
depths, which are constructed as described in Sec. 6.3. We tried all possible depths, until it was not possible to in-
crease the depth anymore since all the subgraphs would have become unique. The columns correspond to the different
optimization techniques. The columns greed;, greed,, and greeds are the three different greedy strategies that are de-
scribed in Sec. 6.4. The columns Ipp,sic and Ipex: correspond to the mixed integer programming approach of Sec. 6.5,
using the basic and the extended constraints respectively.

15



n=10 n=103 n=10°
none none none
greed2 0 mm— greed2 0 mm— greed2 0
11— greed2 2 greedi 2
greed3 1 p1_2 m— P22 — 2
greed3 2 - p2 2 m— greed2 1 - n=10 n=10
greedz 2 p1_1 m— greeds 1
b2 2 greed3 1 p2 1 none greed3 3 I —
gresdi_1 Ip2_1 - greedt 1 greed3 1 E— 1p1_4
1p2_1 — greed 2 p1_1 — greed1_0 greed3 0 S
1p1_2 — greedz | greed3 2 it e e e e et ——
greedt 2 mmm— greedt_1 greedz 2 T ——— ooz 0 ———
greed2 1 m— greed1 2 Ip1 2 — graeaz_a EE—— none
greed1 0 W P10 m greedi 0 M greedd 0 E—— greed1 S ——
greed3 0 M greed1 0 W greed3 0 W greed1_3 mE—— Ip1_3 —
p2 0 W p20 m greed3 4 —— greed3 1 —
P20 m greed3 0 B P oW greed? | IE— greed2_) I—
reed3 5 I—— Ip1_0 —
0;Z 0015 0.018 0.03 0.4 0.05 0.06 10 14 18 2 3@(13:2 —— 9,9352:5 —
i i i greed1_1 IE— greed? 4 m—
Running times in seconds for loan oz 5 —— P> —
greed2 2 I— greed? | I—
greed3 3 — P24 EE—
Ip1_1 — greed? 2 m—
Ip1 2 — Ip1_1 —
P13 — P20 —
1p2 2 — p2 2 —
n=10 n=103 n=10° greesz’q — gfeezﬁ —
N none 1p2_1 — greed3 2 E—
oy greed 4 — greed? 0 —— greed3 5 |—
P14 — 1p2 4 —— p2_1 —
1p2 3 — P25 — greed_1 m—
= 115 — greed 2 I—
P13 — Ip1 4 — 25—
greed2 2 WE— 120 I— P12 —
greed2 3 EESG— 1p1_0 — greed? 4 IE—
gfzg_i -— 1p2 3 m— greed3 4 NN
—
g:ﬁ,ﬂ] [re— 18 17 172 17 17 1 190 W @ 18
recd1 2 — . . .
greeqaja rem— Running times in seconds for stats
greed ) n—
p2_a —
P12 —
P2 2 —
gresd2_1
Ip1_1 —
grect n=10 n=103 n=10%
greed_1 - P12 m— 12— 2 E——
p2_1 greeds > Im— greed3 2 nm— —
2o m Ip1_3 — greed3 3 n— —
greec 0 m greed3 3 mmm— greed 2 mm— —
greed3 0 M greedi_2 — none —
piom greed 3 mm— greed_3 mm— —
greed2 0 m Ip1_a m— 1p1_3 — —
greed? 4 1p1 4 m—
007 0075 0.08 024 0.2 08 03 95 105 115 125 greei 1 greed_0 —
) . . greed3 4 . greed1_4 — —
Running times in seconds for sqrt P10 . P10 —
greed1 7 W p2 0 . —
greed1 0 HEN greed? 0 =
greed2 0 greed? 4 —
1p2_0 . greed1_1 . -
none greed2 2
Ip1_7 mm reed_7 —
n=10 n= 103 n= ]06 greed1_6 W greem:s - -
greed! (0 NN | greed1 0 NS greed 0 ——— :pf—; : 9;2’3—65 :
greed3 1 I— greed3 2 — gresd3_0 — 695376 = greed?{ -
greedd 3 — greed3 1 mE— nane greedy ! et 7 - —-—
greed3 7 — greed3 3 mm— greed? 2 pm—— greedi. mm P16 mm -
greed3 0 — greed3 0 — greed3_3 pm— P16 - 'p25 . -
Qgreed? 3 m—— greed2 0 p— greed2 0 — 9’“"‘%2 - greedd 5 R
greed? ? mmm— greed? 1 — greedd_1 — \p2_5 = 9"*?"%2 - -
greed? 1 m— greed? 2 — greed3 2 — eeé]a’s p2 6 mm
greed2 0 m—— greed2 3 E— greed2_1 jmm— greeds 5 greedd 4 mm -
Ip1_1 —— none greed2 3 pm— greed2 2 mm lp2 7 . -
1p1_2 — 1p2_3 = gresdi_1 mm greed2 3 greed3 &
P20 p— Ip1_0 piz m greed2 7 greed2 3 H
1p1_0 —— P12 = P22 m greedZ 4 m greed2 7
1p2_2 p— 1p2_0 mm greed1 2 m greed2 6 @ greed2 5 m
1p2_3 — p13 mm p1_1 greed2 5 W greed2 & M
I3 m— Ipi A1 P23 m geed2 1 B greed2 1 W
Ip127: — p2_2 mm P20 m 008 0.4 0.12 0.14 027 03 033 0.3 95 100 106 110 115
reed — lp2_1 mm p21 m . . .
Sreect 2 green 3 m g o n Running times in seconds for erf
greed1_3 - greed1_1 WA lp1 3 |
none greed1 2 mm Iplom
0.14 016 0.18 D2 051 0.64 0.74 0.84 200 250 300 350

Running times in seconds for driver

Fig. 7: Running times in seconds
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We compiled the optimized graphs into programs, executed them on Sharemind (three servers on a local 1Gbps
network; the speed of the network is the bottleneck in these tests) and measured their running time. The runtime
benchmarks can be found in the Figure 7. The X-axis corresponds to different optimizations, including all the combi-
nations of the 5 strategies with all used subcircuit depths, sorted by runtime. The Y-axis represents the running times.
The parameter 7 is the vector length — the number of executions run in parallel. We see that, since the computation
time depends not only on the communication, but also on the number of rounds, our optimization was rather harmful
on inputs of small size. However, as the total amount of communication and computation increases, our optimized
programs are becoming more advantageous.

For driver, sqrt, and loan, we see that the optimized programs are clearly grouped by their running times. The
differences inside a single group are insignificant, so we may treat the entire group as having the same cost. For stats
and erf, we do not see such a partitioning. The results are too varying, and hence we cannot claim if the optimizations
were harmful or useful. Running stats on 10 inputs shows advantage of Ippasicand |peyt, but it gets lost on 100 inputs.
This most probably indicates that the advantage has come from fusing together non-vector operations which are less
significant for larger inputs.

In general, it is preferable not to merge the initial gates into subcircuits (take depth 0). The greedy strategies work
quite well for the given programs, but their results are too unpredictable and can be very good as well as very bad. The
results of ILP are in general better. In practice, it would be good to estimate the approximate runtime of the program
before it is actually executed, so that we could take the best variant. Our optimizations seem to be most useful for
library functions, where several different optimized versions can be compiled and benchmarked before choosing the
final one.

8 Conclusion

We have presented an optimization for programs written in an imperative language with private conditions. The re-
duction and the optimization are not restricted to any specific privacy-preserving platforms. We have optimized and
benchmarked some programs on Sharemind.

Currently, we are using arithmetic blackbox operations as the gates of the circuit. We have chosen arithmetic black
boxes as subcircuits, since then it should be relatively easy to transform programs without knowing how exactly the
blackbox operations are constructed (inside, they may actually be some asymmetric protocols that are not decompos-
able further). As a future work, we could try to decompose the operations as much as possible, getting an arithmetic (or
a boolean) circuit, possibly allowing to fuse together some parts of different blackbox functions. Taking into account
vectors of different lengths would be another useful improvement.
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