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Abstract

Yao’s garbling scheme is one of the basic building blocks of crytographic protocol design. Origi-
nally designed to enable two-message, two-party secure computation, the scheme has been extended
in many ways and has innumerable applications. Still, a basic question has remained open through-
out the years: Can the scheme be extended to guarantee security in the face of an adversary that
corrupts both parties, adaptively, as the computation proceeds?

We answer this question in the affirmative. We define a new type of encryption, called functionally
equivocal encryption (FEE), and show that when Yao’s scheme is implemented with an FEE as the
underlying encryption mechanism, it becomes secure against such adaptive adversaries. We then
show how to implement FEE from any one way function.

Combining our scheme with non-committing encryption, we obtain the first two-message, two-
party computation protocol, and the first constant-round multiparty computation protocol, in the
plain model, that are secure against semi-honest adversaries who can adaptively corrupt all parties.
A number of extensions and applications are described within.
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1 Introduction

Secure multi-party computation (MPC) protocols allow a set of mutually distrustful parties to engage
in a joint computation for evaluating an agreed-upon function of their local inputs, while preserving
the privacy of their inputs up to what is revealed by the function. First envisioned by Yao [Yao82], and
realized in a sequence of breakthrough protocols starting with [Yao86, GMW87, BGW88, CCD88, GLgo],
the concept evolved into a vibrant discipline that is one of the standard bearers of cryptography.
Indeed, today we have a mature theory of secure distributed computation, with highly optimized and
innovative protocols in a variety of models and settings. We also have a number of real-world systems,
both academic and commercial, that use this rich theory to better society.

Still, even today, we are unable to provide satisfactory answers to some very basic challenges in se-
cure computation. One of these challenges is providing adequate security and efficiency guarantees in
the natural setting where protocol participants become corrupted during the course of the computation,
and furthermore the identities of the corrupted parties are determined adversarially and adaptively as
the computation unfolds. In particular, while security in this setting (traditionally called adaptive secu-
rity) has been extensively studied, the following very basic question has remained unanswered:

How many rounds are required for adaptively secure multiparty computation?

We first focus on the very basic case of two parties with honest-but-curious corruptions. Even here
there is a large gap between the best-known protocols and what is potentially possible: In the static
case (where parties are either compromised from the start or remain compromised throughout), the
Yao garbled circuit protocol [Yao86, Rogg1] provides a classic two-message solution with no trusted
setup other than authenticated communication. The protocol can be easily extended to withstand
adaptive corruptions in settings where parties can effectively erase sensitive local information. It can
also be easily extended to withstand adaptive corruption of one of the parties even without having to
trust effective erasure of data, e.g. by encrypting the communication using non-committing encryption
[CFGNg6]. However, in the pertinent case where local data cannot be erased in a trustworthy way,
and where both parties can be eventually compromised, the best known solution so far that does not
use additional trusted setup takes O(d) rounds, where d is the depth of the evaluated circuit [GMW387,
CLOSoz2a]. The case where both parties are eventually compromised is of interest in settings where the
analyzed protocol is a component in a larger system and one wants to provide security guarantees for
the system even when both participants are compromised. It is also instrumental in providing leakage
resilience guarantees, as discussed in more detail later on.

The situation is similar in the multi-party setting: With static corruptions, as well as adaptive
corruptions with erasures, and all-but-one adaptive corruptions without erasures, we have constant
rounds solutions [BMRgo, IPSo8, GS12]. However, when all parties can eventually be corrupted and
trustworthy erasure is not available, the O(d)-rounds protocol of [GMW8y, CLOSo0z2a] is essentially the
best known.

The same dichotomy translates also to the case of Byzantine corruptions in the plain model with
respect to non-concurrent security [Canoo, Golog].

We note that in the common reference string model (namely, when the parties are given access to
a common string that was sampled by a trusted party from a predetermined special distribution) we
do have constant rounds adaptively secure two-party and multi-party computation protocols that do
not need trustworthy data erasure and withstand eventual corruption of all parties and Byzantine fault
[GP14, DKR14, CGP15, CP16]. In fact these protocols are even UC-secure. On the down side, all of
these protocols are based the heavy machinery of indistinguishability obfuscation.



1.1 Our results

We show constant-rounds, adaptively secure protocols in all the above cases. Our protocols use min-
imal hardness assumptions - analogous assumptions to those needed for obtaining static security.
Specifically:

Theorem (informal): Assume existence of non-committing encryption schemes. Then there exist:

e A minimum interaction (i.e., two-message) two-party general function evaluation protocol that with-
stands adaptive honest-but-curious corruption of both parties. The protocol is in the plain model and does
not use data erasures.

e A constant-round multiparty general function evaluation protocol in the plain model that withstands
adaptive honest-but-curious corruption of all parties.

Assuming in addition collision resistant hashing and dense cryptosystems, there exist:

o A constant-round multiparty general function evaluation protocol in the plain model that withstands adap-
tive Byzantine corruption of all parties, in the non-concurrent security model [Canoo].

o A constant-round UC-secure multiparty general function evaluation protocol in the common random string
model, in face of adaptive Byzantine corruption of all parties.

Application to leakage tolerant computation. [G]JS11, BCH12]. A more nuanced (and considerably
stronger) level of security for multi-party computation protocols considers adversaries who, in addition
to corrupting parties, can obtain (presumably via side channel attacks) some partial information on the
internal states of all parties. Still, this information is obtained from each party individually. Security
against such attacks requires that, for any /, any adversary that learns vector of values of some function
with [-bit output, applied, individually, to the state of each party, can be simulated “in the ideal model”
given only [ bits of information on the input and output of each party individually. Thus, the notion of
leakage tolerance provides “graceful degradation” guarantees, bounding the rate of degradation of
security with the increase in leakage®.

It is currently known how to realize only weaker variants of this strong requirement. One signif-
icantly weaker variant only requires that the leakage from the state of each individual party can be
simulated given the inputs and outputs of all parties, pooled together [BGJ] " 13]. Another variant allows
corruption of only some of the parties [BDL14].

We show that a variant of our multi-party protocol provides the first leakage-tolerant protocol that
tolerates any level of leakage from any number of parties, and where the information learned in each
leakage operation is simulatable given only the inputs and outputs of the victim party alone. As in
[BDL14], our protocol requires an input-independent leak-free preprocessing stage. However, while in
[BDL14] the preprocessing stage suffices for evaluating the function on multiple inputs, our prepro-
cessing stage suffices only for a single evaluation. In contrast, while [BDL14] work in the common
reference string model, our protocol works in the plain model. This also gives the first compiler of gen-
eral circuits to two-component leakage resilient circuits in the Only Computation Leaks (OCL) model
[MRog, GR10] — albeit with the caveat that the offline preprocessing stage suffices only for a bounded
number of evaluations. The currently best solution requires a polynomial number of components
[GR1o0]:

'Leakage tolerance should not be confused with a related but different notion of a leakage resilience, which states that the
adversary shouldn’t learn anything about the secret - say, about the message in case of encryption - even if several bits of the
secret key are leaked.



Theorem (informal): If there exist non-committing encryption schemes then there exists a multi-party leakage
tolerant general function evaluation protocol in the plain model. The protocol consists of an off-line leak-free stage,
followed by an on-line stage where leakage can be obtained from all parties. Both stages take a constant number
of rounds.

1.2 Our Techniques

Yao’s two-party protocol. ~ We first recall Yao’s protocol for two-party circuit evaluation. Yao’s proto-
col consists of two main components: a garbling scheme and oblivious transfer (OT). Recall that a garbling
scheme allows to transform a circuit C and an input x into their garbled versions C, #. Given C and %, it
should be possible to compute y = C(x). On the other hand, security guarantees that C, ¥ do not reveal
anything about x (except for what is revealed by the output y). This is formalized by requiring that the
simulator produces good-looking garbled values C and £, given only C and y (but not x). To be useful
in Yao two-party protocol, the garbling scheme needs an additional property called bit-decomposability,
which states that it should be possible to garble each input bit separately, i.e. without knowing other
input bits nor the circuit.

The Yao protocol for evaluating C(x3,x2) for a public circuit C then proceeds as follows. One of
the parties (the garbler G) generates the garbled circuit C and its own garbled input %; and sends C, &
to the other party (the evaluator E). To enable evaluation C (%1,%), E should also get %p; however,
G doesn’t know x; and cannot garble it directly. Instead, G sends %, to E via OT: For each position
i=1,...,]x2|, G garbles both input value 0 and and input value 1. Next, G lets E learn exactly one
of the two garbled bits for each input location i. E chooses to take the bit which corresponds to its
input value for that location. After E receives %, it can evaluate the garbled circuit C(fl, %) and learn
the output y. Since OT can be implemented in two messages (one message from E to G, and then one
message from G to E), the resulting protocol requires only two messages.

Static security of this protocol (i.e. security against either an a-priori corrutped G or an a-priori
corrupted E) follows from security of the garbling scheme and the OT.

Specifically, if the garbler is corrupted, the simulator learns the garbler’s input x; and generates the
garbled circuit and garbled input honestly. If the evaluator is corrupted, or if nobody is corrupted, the
simulator shows the simulated garbled circuit and simulated garbled input.

The challenge of adaptive security. Recall that in the setting of adaptive security, the adversary can
corrupt parties as the protocol proceeds; upon each corruption, the adversary learns the whole internal
state (e.g. inputs and random coins) of that party. In the ideal world the simulator obtains only the
input and output of the corrupted party and has to produce consistent random coins of that party.
Furthermore, inputs and outputs are learnt only at the time of corruption.

The above static-corruptions simulation of the Yao protocol fails in in the adaptive setting, even if
ideally secure communication is provided. To illustrate the problem, consider the adversary that waits
until the protocol is finished, then corrupts the evaluator E, and then the garbler G. Upon corruption of
E, the simulator § is given E’s input x; and output y and is required to present the garbled circuit and
both garbled inputs; however, S doesn’t know G’s input x; at this point, and therefore can only present
the simulated garbled circuit and inputs. Upon corruption of G, however, the adversary expects to see
G’s internal state - and in particular randomness which was used to garble the circuit and inputs. Now
S is in trouble: not only does it have to convince that the (simulated) garbled circuit was generated
honestly - which is already hard for S to do - it also needs to make sure that the simulated garbled
input %, looks like a garbling of the value x1, which S just learned.

Equivocal garbling schemes. We get around this difficulty by constructing a scheme that allows the
simulator to generate “fake garbled circuits” and “fake garbled inputs” that can be later consistently



“opened” (by presenting consistent randomness of the garbling) to a given input x. We call such
garbling schemes equivocal. In a bit more detail, an equivocal garbling scheme allows the simulator to
first generate a garbled circuit C together with garbled input £, given only C and y = C(x). Later, given
x, the simulator generates a fake randomness of the garbling that makes C, £ look like a real garbling
of C,x. 2

Our equivocal garbling scheme can then be used in a straightforward way, together with adaptively
secure OT and non-committing encryption, to obtain our first main result, namely adaptively secure,
two-message, two-party computation.

Our equivocal garbling scheme is a modification of the traditional Yao garbling scheme; thus, we
first recall how the latter works. Given a public circuit C and an input x, for each wire w in C, the

garbler chooses two random labels, k), and k!, where each label is a A-bit string, A being the security
00 -01 .10 by by

parameter. Then for each gate g in C, the garbler prepares four ciphertexts CorCosCos cél, where cg
is an encryption of kzg under a combination of the keys kf,}1 and kf&z, where wq, wy are the input wires
to g, ws is the output wire of g, and b3 = g(by, by) is the value of the output bit of gate g on input bits
b1, by (there are several standard ways to implement the underlying encryption mechanism using any
one way function). Output gates encrypt output bits instead of labels.

Each garbled gate consists of the four ciphertexts listed in random order, and the garbled circuit C
consists of all garbled gates. The garbled input & consists of labels for input wires corresponding to
bits of x, i.e. k;' for every i = 1,...,|x|. Given garbled circuit and garbled input, the circuit can be
evaluated gate by gate, by decrypting an appropriate ciphertext and learning the label for its output
wire.

This scheme satisfies the standard (i.e. non-equivocal) definition of the garbling scheme. Indeed,
to simulate the garbled circuit given C and y, the simulator, instead of encrypting k3, k}, for each gate,
will encrypt the same random label k;, four times (output gates should instead encrypt y). The input
is garbled by giving k; for i = 1,..., |x|. Intuitively, this simulation is good, since evaluation results in
y, and since the adversary can only decrypt one ciphertext per gate, which decrypts to a random label,
just like in the real case. However, this scheme is not equivocal: if the simulator has to explain how
ciphertexts were generated, then it has to show randomness of encryption and all keys, but in this case
the adversary would see that all four ciphertexts encrypt the same label.

This problem would be solved if the simulator was able to pretend that a ciphertext ¢, encrypting
kw, actually encrypts a different value k;,. And indeed, the first attempt to solve this problem may
be to use non-committing encryption (NCE) for generating the four ciphertexts that comprise each
garbled gate. (Recall that NCE allows the simulator to generate “dummy ciphertexts” c that can be
later opened to any message m in some domain. In the case of symmetric encryption, which suffices
here, this means demonstrating a dummy ciphertext c and then, given a message m, demonstrating a
key k;, and random input ry, for the encryptor such that Enc(m, ky,, ry) = ¢ and Dec(ky,, ¢) = m. )

If the garbling scheme is instantiated with NCE, it indeed becomes equivocal: roughly, the simu-
lator can generate dummy ciphertexts first, but “open” them appropriately later, so that they appear
encrypting ky, ku, kp, and k,,. However, we know that for NCE the key size must be at least the message
size [Nieoz]. Since each label for an input wire to a gate is used to encrypt two out of four ciphertexts,
we have that with NCE the labels for the input wire to a gate must be at least twice as long as the labels
for the output wire. This means that circuits of at most logarithmic depth can be garbled in polynomial
time. (In fact, for such circuits the one-time-pad provides a perfect NCE with statistical security.)

A number of attempts to save on the length of NCE keys, at the price of limiting the equivocation
capabilities, have been proposed, although in a different context [HJO " 16], [GWZo9]. We note that nei-
ther of these methods seem to suffice in our setting. We give more details at the end of the introduction
in section 1.3.

2We do not use the term adaptive garbling since this term has already been used in the literature to denote a very different
form of adaptivity for garbling schemes [GKRo8, BHR12]. See section 1.3 for details.



Functionally equivocal encryption (FEE). We avoid this exponential blowup in label size by using a
new type of symmetric encryption scheme, which we call functionally equivocal encryption (FEE). FEE
behaves much like symmetric NCE, except that the keys are significantly shorter — at the price of
somewhat restricted equivocation capabilities. That is, consider the case where the plaintext space is
large ({0,1}!), but we want to “open” dummy ciphertexts to messages only from a much smaller, but
still exponential, subset R C {0,1}/, where |[R| = 2", and n << I. (Say, R may be the set of English
sentences, or the range of a pseudorandom generator from A bits to 2A bits.) If NCE is used, keys still
have to be as long as [; in FEE length of keys instead depends on n which is much shorter than /. It
turns out that such a scheme can be constructed for any set R which has a short description - that is,
for which there exists an efficient circuit f : {0,1}" — R which enumerates its elements.

At a high level, the syntax of FEE is the following: an encryption algorithm can encrypt any message
m € {0, 1}l (for technical reasons, encryption also needs to know parameters of f, i.e. its description
size, input size, and output size). The simulator can fix a set R, which it wants to equivocate to,
by choosing its description function F, and simulate a dummy ciphertext ¢ < Sim(f). Later the
simulator can open c to any m’ € R, as long as it knows preimage x such that f(x) = m’, by running
(renc, k) < Sim(c, x, f). However, for our garbling scheme we need a slightly different syntax, as we
describe below.

More formally, an instance of an FEE scheme is parameterized by the length parameters s, 1,1,
where {0,1}/ is the message space, 1 is equivocality parameter (i.e. the size of set R we want to
equivocate to is 2"), and s is the size of description of the function f : {0,1}" — R, which defines the
set. In addition to standard key generation, encryption and decryption algorithms, there is a simulator
that operates in three steps, where each step involves a different algirithm as follows.

First, the simulator uses algorithm SimEnc to generate dummy ciphertexts. Let f be a function from
n bits to [ bits with description size s. Algorithm SimEnc takes as input a description of this function
and generates a dummy ciphertext c¢ together with a trapdoor.

Then, the simulator uses algorithm Equiv to generate a dummy (symmetric) key. Algorithm Equiv
takes the trapdoor and a value x € {0,1}" and generates a dummy key k, such that Dec(ky, c f) =m,
where m = f(x).

Finally, the simulator uses algorithm Adapt to generate dummy randomness for the encryption
process. Algorithm Adapt takes the trapdoor, x, and k, and outputs dummy randomness r, such that
Enc(ky,m,ry) = cf, where m = f(x).

The values ky, 7y, cf should be distributed indistinguishably from a real key, real randomness and
real ciphertext in the process of encryption and decryption of m. In particular, the function f and the
value x should remain hidden even given m, ky, 7, c f- We also stress that the function f is used only
in the generation of dummy values. Real encryption and decryption works for arbitrary messages in
{0,1}!, and does not need to know f.

Importantly, besides security we also require efficiency; that is, FEE keys should have size # - poly(A)
- potentially much shorter than NCE keys for [-bit messages, which size has to be at least /. This
efficiency requirement will make sure that the size of labels (i.e. FEE keys) in the garbled circuit
doesn’t grow with the depth of the circuit, thus allowing to garble any polynomial-sized circuit C. At
the same time, we will be able to prove security of the garbling, given this limited equivocation, as we
describe below.

From FEE to equivocal garbling. Our equivocal garbling scheme uses FEE as the underlying encryp-
tion mechanism. The garbling process is the standard one: the garbler chooses FEE keys and generates
garbled gates as double-encryptions of the next level keys (the difference is that FEE encryption needs
to know parameters of the function f to be used in equivocation; these parameters are some fixed
polynomials in |C|, A, and |x|). The simulation however is done differently: the idea is to have the
adaptive simulator S for the garbling scheme choose the functions for the different dummy ciphertexts



so that it can later equivocate the keys, plaintexts and randomness to complete the simulation.

This is done as follows. At the first stage of the simulation (i.e. when the simulator has to produce
C, % given C and y), the simulator chooses at random one label k;, for each wire in the circuit C; these
labels will be the active labels, namely the wire labels that are exposed to the adversary at this stage.
Next, the simulator computes the simulated garbled gates, in sequence, gate by gate from the output
wire of the circuit to the input wires, in topological order (we remark that this sequentiality is imposed
for exposition purposes only not crucial, we later show how to garble all gates in parallel.)

Let g be a gate with input wires w1, w> and output wire ws. The four ciphertexts cgo, ey cg,l are com-
puted, using an FEE scheme, as follows. The simulator chooses a random index among 00,01, 10,11,

say, 00. Then cgo is set to be a real FEE encryption of k;,, with keys k;, and ky, (the output gate instead

01 .10 .11

encrypts y). The other three ciphertexts cg', c;’, c,” are dummy ciphertexts, created using the SimEnc

8 8
procedure of the FEE scheme with respect to special functions f°!, f1°, f11, which will be explained

later and which will help the simulator in equivocation.

The simulator presents these FEE ciphertexts as the garbled circuit, and gives ki, ..., k|, as the
garbled input.

At the second stage of the simulation, i.e. when the simulator has to present randomness used
to garble, the simulator first will set each inactive key to be kw = Equiv(x,tdy), and give it to the
adversary. Thus the adversary now possesses all keys, both active and inactive, and therefore can
decrypt all ciphertexts and check whether the gates were garbled correctly. We construct functions f
such that the gates will indeed appear correct to the adversary: namely, each gate will encrypt one
key 3 times and the other key once (assuming a NAND gate), and furthermore, one of these keys will
exactly be ky,, and the other key will be l_cw3 (where wj3 is an output wire of the gate). Finally, it will be
consistent with the computation, in particular, if w3 gets assigned 1 in the computation C(x), then ki,
appears in 3 ciphertexts of a NAND gate; it w3 is 0, then only once. To achieve this, we define functions
f bib2 a5 follows (with hardwired values by, by, C, wire indices w1, wy, w3, the active labels ky, ku,kw,, and
a trapdoor value td,, that comes from the FEEs associated with the gate ¢’ that takes wire w3 as input.):

Given input x, do:

e Evaluate C(x) and find the bit assignments 01, 02, 03 to wires wy, wy, w3, respectively.

e Associate the label ky, (hardwired) with bit 05. Compute ky,, = Equiv(x, tdy,) and
associate it with the bit 1 — o3 (We call I_cw3 the inactive label for wire ws.)

e Return a label according to the logical value of the gate. That is, if the gate is a NAND
gate and (b; @ 01) NAND (b, & 02) = 03 then output the active label ky,. Else, output
the inactive label ky,.

To illustrate why the gate looks like a normal Yao garbled gate under keys ki, , ku,, ku,, kz,, consider
the example where w; was assigned 0, w, was assigned 1, and w3 was assigned 0NAND 1 = 1 by the
computation C(x). Thus, the job of the simulator is to open four ciphertexts so that they encrypt ki,
three times and k,, only once, since active key ky, should look like a label for 1. To simplify things, let
us ignore the fact that ciphertexts are double encryptions; let us pretend that all four ciphertexts are
only encrypted once - under k;,, and Ewl. Since our goal is to demonstrate how inactive key I_cwl will
decrypt things correctly, we focus on ciphertexts which are encrypted under this key, namely, ¢! and
cM . (Recall that c® will be decrypted correctly to kg, under ky,, ky,, since it was an honest encryption.
The other ciphertext, ¢!, is a dummy ciphertext under keys ky, and ky,. The inactive key kq, will
make sure it decrypts appropriately, using a mechanism similar to described above.)

First let’s see how these two ciphertexts should be decrypted: since ¢? is the active ciphertext cor-
responding to wire assignments 0, 1, c19 should correspond to 1,1, (indeed, % and !0 are ciphertexts
for the opposite bits of w;, but the same bit of w;) and thus it should pretend to encrypt the key for



INAND1 =0, i.e. Ew3. Similarly, ¢! should correspond to 1,0, and thus it should pretend to encrypt
the key for 1NAND 0 = 1, i.e. active key ky,.

Now let’s compare to how these ciphertexts will be decrypted. Since ¢'” was generated under the
function f1°, decrypting it with ky, = Equiv(x) will result in £1°(x); ¢! will decrypt to f1!(x). A closer
look at these functions reveals that f19(x) and f!!(x) are exactly k,, and ky,, as it should be. Indeed,
each f takes hardcoded active k;,, computes inactive key l_cw3, and decides which to output, using, in
fact, exactly the same reasoning as the one we used above to decide which key should be the output!

While in the actual proof we have to deal with slightly more complicated functions due to the fact
that each c'?2 is a double encryption, the idea is exactly the same: let functions f evaluate C(x) and
themselves decide, what to output.

It remains for the simulator to explain randomness of encryption; this is done by running the Adapt
algorithm of the FEE on input x, along with the appropriate keys and trapdoors.

Finally, we comment on the sizes of the keys, since this was the reason why we couldn’t simply use
NCE. Since each function f takes x as input, the size of equivocable set is 2/*/, and by the property of
NCE, the key size only depends on |x|, but not on the plaintext size (in fact, with our implementation
of FEE the key size will be just A|x|). Thus, even though each key has to equivocate two plaintexts of
size |k| each and would otherwise have to grow, with FEE the key size can be set to A|x| throughout
the circuit.

10

Constructing FEE. We construct FEE using the Yao garbled circuits again — whereas this time it is
the standard, statically secure version. In a nutshell, a real FEE key k is a simulated garbled input in
the Yao garbled circuit, i.e. a set of n random labels for the input wires of a garbled circuit with n-bit
input. A real FEE ciphertext encrypting message m with respect to the key k is a simulated garbled
circuit (consistent with labels from k) with output m. Decryption works by evaluating the ciphertext
(i.e. the simulated garbled circuit with output m) using the key (i.e. simulated input), which results in
m.

A simulated FEE ciphertext for function f is a real garbling of f. A simulated FEE key, equivocating
¢ for message m (such that f(x) = m for some x), is a real garbled input x. Indeed, note that the real
ciphertext and the key are indistinguishable from simulated by security of the garbling scheme; in
particular, decrypting the simulated ciphertext (i.e. a real garbled f) with the simulated key (i.e. a real
garbled x) results in computing f(x) = m.

In a bit more detail, recall that an FEE scheme is parameterized by s, 1, where 2/ is the size of the
plaintext space, 2" is the size of the set R of messages that a dummy ciphertext can open to, and s is
the size of the description of the function f : {0,1}" — R. The scheme proceeds as follows. Let U, | be
the universal circuit that takes an s-bit description of a function f from n to [ bits, and an n-bit value x,
and outputs the [-bit value f(x). The key k consists of n labels ki, ..., k,,, where as usual each label is a
random A-bit string. To encrypt an I-bit message m, let I, describe the constant function that outputs
m on all inputs, and construct a simulated (using the static simulator) garbled evaluation of U(I,,0"),
where the 7 labels that correspond to the input of I, are the key ki, ..., k,. Specifically, the ciphertext
consists of one label for each wire of U, ;, except for the labels that correspond to the 0" input. The
FEE ciphertext also contains four ciphertexts per gate of U,,;. One of these four ciphertexts is an
encryption of the output label using the two input labels as the key, and the other three ciphertexts
are just random strings. The ciphertexts are computed using a standard symmetric encryption scheme
that is compatible with Yao static garbling.

Decryption amounts to evaluating the garbled circuit in the ciphertext using the labels kq, ..., k, in
the key for the input wires.

To generate a dummy ciphertext c; for function f, prepare a real Yao static garbling of the circuit
U(f,-), along with one label for each function wire and two labels for each input wire. c; consists of
the garbled gates and the labels for the function wire for U(f,-), and the trapdoor consists of the two



labels for each input input wire for U(f, -).

To demonstrate a key k such that Dec(ky,cs) = f(x), give the label for each input wire for U(f,-)
that corresponds to input value x. To show randomness r, such that Enc(ky, f(x),7x) = cy, give the
randomness used to encrypt the active ciphertext in each garbled gate in cy. The other three ciphertexts
in each garbled gate are presented as randomly chosen strings.

It can be seen that all the FEE properties are met. In particular, the tuple m = f(x),ky, 1y, cr
is indistinguishable from m, k,r,c where k,r are random and ¢ = Enc(k,m,r). (We note that above
account is a bit of of an oversimplification of the definition and construction of FEE. See more details
within.)

Two-party secure computation. Constructing two-party secure computation from equivocal garbling
in secure channel setting (which can be implemented using any NCE), given adaptively secure OT (e.g.
OT based on augmented NCE [CLOSo2a]) is straightforward: First P, (the evaluator) sends the first
message in n 1-out-of-2 OTs to P; (the garbler). Then P; generates the garbled circuit and sends it to
P,. P; then sends the second OT messages, where P’s input to the ith OT is his ith input bit, and P;’s
inputs to the ith OT are the two labels for the ith input wire for P,. Finally P, evaluates the garbled
circuit and announces the results.

Here we will describe the simulation for the harder case (where the adversary waits until the
protocol ends, then corrupts the evaluator, and then the garbler). Since we assumed secure channels,
the simulator doesn’t need to do anything until the first corruption. When the evaluator is corrupted,
the simulator learns x, and y, simulates the garbled input X1, x, (without even using x5), and simulates
the garbled circuit for output y. It also simulates OT messages (for OT output ¥;). When the garbler
is corrupted, the simulator learns x; (and therefore now it knows the whole input x1x,), and uses the
simulator of equivocal garbling to come up with randomness used to garble the circuit (in particular,
both sets of keys). Next it uses OT simulator to simulate random coins of OT for inputs kY, k, for each
input wire of P,.

The multiparty case. Our muliparty protocol is a variant of the BMR protocol [BMRgo]. Recall that
the idea of the BMR protocol is to have the parties jointly generate a single garbled circuit in such a
way that all parties obtain all the garbled gates, and in addition each party P; obtains one label for each
input wire that’s associated with itself. The label will correspond to P;’s input value for this wire. Then
the parties broadcast their labels to each other (without the association between labels and values, of
course). Finally each party locally evaluates the garbled circuit and obtains the output value. Since
all gates can be garbled in parallel, the number of rounds of the protocol corresponds to the number
of rounds needed to evaluate a single garbled gate. If generic MPC is used (e.g. [GMW87]) then the
number of rounds is proportional to the security parameter. To get around that, BMR use the structure
of Yao garbling to come up with a constant rounds protocol. Essentially, each party chooses labels and
encrypts them locally, and the only computation that’s joint is the xoring of the plaintexts, the additive
sharing of the labels, and the choice of the random ordering of the four ciphertexts in each garbled
gate. This simple computation can indeed be done in a constant number of rounds.

We keep this structure; however now we are faced with a number of additional challenges. First,
since each of the four ciphertexts associated with a garbled gate now consists of multiple “individual
ciphertexts”, where each individual ciphertext is generated by a single party, it is not a priori clear how
to make sure that the functions embedded in the dummy ciphertexts can be evaluated on the entire
input to the computation. Indeed, it does not suffice that each of the ciphertexts has access to the input
of only one party. Furthermore, since now all parties generate ciphertexts, the simulator now has to
generate simulated encryption randomness whenever any party is corrupted — even before the entire
input is known.

We get around these problems by designing different functions to be embedded in the dummy



ciphertexts. In a nutshell, each party contributes one FEE ciphertext to each of the four ciphertexts
for each gate. The function embedded in each dummy ciphertext has two modes: in the “random”
mode, the function outputs a predetermined random value. In the “compute” mode, the function
expects to get the full input to the circuit, and returns the appropriate output label xored with the all
the predetermined random values. Later on, the simulator will make sure that the keys exhibited for
all but the last party to be corrupted activate the random mode in their functions. The keys presented
by the last party to be corrupted activate the “compute” mode of the embedded function. This way,
overall, the labels of the simulated garbled circuits play the same role as in the two-party case.

The Byzantine case. We compile our BMR-style honest-but-curious multiparty protocol to a protocol
that withstands Byzantine faults. This is done in two steps: First we obtain a constant-rounds protocol
in the CRS model. This is done generically using the [CLOSo2a] compiler. Note that this compiler pre-
serves adaptive security while increasing the number of rounds by a factor of at most 3. Any hardness
assumption that implies augmented NCE suffices. (In contrast, all existing constant-rounds adaptively
secure multiparty computation protocols in the CRS model use indistinguishability obfuscation in an
essential way.)

The second step replaces the CRS modeling with the constant-rounds adaptively secure coin tossing
protocol of [GS12]. (Recall that while the overall protocol of [GS12] only obtains adaptive security for
all-but-one corruptions, their underlying coin tossing protocol is indeed secure even if all parties are
eventually corrupted.) We note that in order to be able to use the [G512] protocol the CRS must be
“public coins” - i.e. it should essentially be uniformly distributed. We can still use [CLOSo2a] to do
that, at the price of assuming dense cryptosystems. In addition, the [GS12] protocol uses collision
resistant hash functions.

Obtaining leakage resilience. As discussed earlier in the introduction, we also construct a variant of
the above multiparty protocol that’s leakage tolerant as in [BCH12, BDL14]. It was shown in [BCH12]
that any adaptively secure protocol where the simulation is oblivious is also leakage tolerant. Here
oblivious simulation means that the simulated state of each corrupted party must be computed “lo-
cally”, based only on the input and output of that party, plus perhaps some joint randomness that
was sampled ahead of time and is available upon corruption of any party. In particular, the simulated
state of a party cannot depend on the input or output of another party, even if that party is already
corrupted.

Following [BDL14], we assume that the parties can first interact in a leak-free environment to
sample some joint random state before the inputs are known. A first thought might be to simply run
the above BMR-style protocol, where the initial sampling of the garbled circuit is done in the leak-free
stage, and furthermore all randomness other than the output of that computation is erased. However
note that the simulation in that protocol is inherently non-oblivious, since the simulator of the last
party to be corrupted need to know the inputs of all parties.

We thus construct a new protocol that implements the BMR paradigm in a very different way. We
start by extending the notion of FEE to the setting where each key and each ciphertext is generated
jointly by a several participants. We call this new notion “Functional Equivocal Group Encryption
(FEGE)”. Now, rather than having each of the four ciphertexts in a garbled gate consist of multiple
individual FEE ciphertexts, we let each one of these four ciphertexts be a single FEGE ciphertext that
was generated by all the parties. This allows creating dummy ciphertexts that embed functions f
that depend on values encoded in different pieces of the joint “group key”. Now, when each party is
corrupted, the simulator for that party will make sure that the simulated labels associated with that
party will encode the input of that party. This way, as soon as all parties are corrupted, the overall
input to f will encode the entire input to the circuit and the same functional equivocation mechanism
will operate when the simulated garbled circuit is evaluated.



We can only make this idea work in the setting where the joint sampling of the labels takes place in
a leak-free environment where all randomness except for the output of the preprocessing stage can be
erased. Still, we obtain the first multiparty computation protocols in the plain model where all parties
can be eventually corrupted, and the simulation is oblivious (modulo the initial offline sampling stage).

Public-key FEE. We extend FEE to the public-key setting. Similarly to symmetric FEE, a public-key
FEE, or PK-FEE scheme is parameterized by the set F;,; of functions from n bits to I bits, whose
description size is at most s bits. (Again, we consider the case where n << [.) Key generation,
encryption and description are standard, where the size of the public and private keys is O, (1) and
the size of ciphertexts is O, (s).

The algorithms for generating dummy ciphertexts and dummy encryption randomness have sim-
ilar functionality as in the symmetric case. The algorithm for generating dummy secret keys is now
naturally extended to generate not only a dummy decryption key; rather it should generate dummy
randomness for the key generation algorithm, that will be consistent with the existing public encryp-
tion key and the dummy decryption key.

PK-FEE can be used to shorten the size of keys beyond what is possible in the case of standard
non-committing encryption (NCE), while preserving the ability to generate dummy ciphertexts that
can be opened to messages of choice. The ability to choose f and x separately provides additional
flexibility. For instance, if f is a pseudorandom generator from 7 to [ bits, then the scheme can be
used to encrypt arbitrary [-bit messages, and then to generate dummy ciphertexts that later open to
random-looking /-bit messages, and get away with keys of size O, (n).

We construct PK-FEE from symmetric FEE and NCE, as follows. Key generation generates a keypair
(ke, ky) for an NCE scheme for encrypting a key for the symmetric FEE scheme, namely O, (n) bits. To
encrypt a message m € {0, 1}!, choose an FEE key k, compute ¢; = FEE.Enc(k,m), c; = NCE.Enc(k,, k),
and let ¢ = ¢y, c2. Decryption is done accordingly.

To generate a dummy ciphertext for function f run FEE.SimEnc(f) to obtain ¢y and NCE.Sim to
obtain a dummy ciphertext ¢, and output cf, ¢, along with the state information from both simulators
as trapdoor.

To generate a dummy key ky for value x € {0,1}", first obtain k, = FEE.Equiv(x, td), where td is the
trapdoor generated by FEE.SimEnc. Next use NCE.Sim again to obtain the key generation randomness
that leads to decryption of ¢ to k,.

Finally, to generate encryption randomness, run FEE.Adapt(x, ky,td) and NCE.Sim again. The
definition of security and the analysis follow naturally.

1.3 Related notions

Some definitions, mentioned in the introduction and related to our work, have very subtle differences
between them, and similar names. In this section we comment on the differences.

Definitions related to FEE. Recall that the reason for introducing FEE was to shorten the NCE secret
key, by limiting equivocation. We remark that somewhere equivocal encryption [HJO" 16] and somewhat
non-committing encryption [GWZog] were introduced to achieve very similar goals (although not in the
context of equivocal garbling). Despite the fact that our definition of FEE is similar in spirit, it is in fact
a stronger primitive. We underline that previous definitions do not seem to suffice for our construction
of equivocal garbling.

Roughly, somewhere equivocal encryption allows to encrypt [ bits such that later bits in n predeter-
mined positions, but not other bits, can be equivocated; the secret key has to be proportional to 1, but
not [ (where n is significantly smaller than /). This is a special case of FEE for 2"-sized set R with fixed
I — n bits. However, our construction of equivocal garbling requires equivocating to more complicated
sets.
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Somewhat non-committing encryption is closer to our FEE, since it allows to explain a dummy cipher-
text for [-bit messages as any message from a predetermined set of size 2"; however, the construction
of [GWZo9] works only for polynomial-sized sets, since their communication is proportional to 2".
In contrast, for our construction we need to be able to equivocate to sets of size 2*l, which could be
exponential. In addition, their construction is an interactive protocol, rather than a non-interactive
encryption required in Yao garbled circuits.

Definitions of adaptive garbling. Note that our equivocal garbling is essentially an adaptively secure
garbling, where “adaptive security” means security against adaptive corruptions. That is, the garbling
should remain secure even if the adversary prefers to see the communication first (i.e. the garbled
circuit and garbled input), and later corrupt the garbler and see its internal state (i.e. randomness used
to garble the circuit).

However, we prefer to use a different name - equivocal garbling - since the term “adaptive garbling”
was used to denote a different security definition. Adaptive garbling, or garbling with adaptive choice of
inputs [GKRo8, BHR12], requires that the garbled circuit and input can be simulated even though the
input is chosen after the adversary sees the garbled circuit. That is, they allow the adversary to first
determine C and see garbled C, and only then determine x and see #. C should be simulatable given
only C, and & should be then simulated given in addition y = C(x), but not x.

This definition is incomparable to our definition of equivocal garbling: indeed, in adaptively-
chosen-inputs garbling the simulator doesn’t have to simulate random coins of the party. On the
other hand, here x can be chosen adaptively by the adversary after seeing C, whereas in equivocal gar-
bling x has to be fixed in advance. (Such selective choice of inputs suffices for two party computation,
since in the Yao protocol both inputs of the parties are already fixed by the time the garbled circuit has
to be generated, i.e. after the first message is sent).

2 Definitions

A garbling scheme. Intuitively, a garbling scheme takes a circuit C and an input x and generates their
garbled versions C, X such that:

e Given C, %, it is possible to compute y = C(x);
e C,X don’t reveal anything about x except y = C(x).

The latter requirement is formalized by requiring that the simulator, who only knows C and y, can
simulate the garbled circuit C and the garbled input ¥ without knowing x.

In this paper we consider definitions of garbling with additional property called bit decomposability,
which states that each bit of input x can be garbled without knowing other bits. This property will
be required both for constructing FEE from statically secure garbling and for constructing two-party
computation from adaptively secure garbling.

Definition 1 (Statically Secure Garbling Scheme). We say that (Gen, Garblep,og, Garblejnp, Eval) is a stati-
cally secure garbling scheme, if the following properties hold.:

e Correctness:

Prlr < {0,1}‘” ;K < Gen(1"); C « Garblep,og (K, C;7); {X;}1_, < Garblep (K, x;,1) :
Eval(C, %) = C(x)] > 1 — negl(A);

e Static security: There exists a PPT algorithm Sim, such that any PPT adversary A wins the following
game with at most negligible advantage:
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1. A(1") gives a circuit C and an input x to the challenger;

2. The challenger flips a bit b.

Ifb=0:
— It chooses random key K < Gen (1) and randomness of garbling r;
— It sets (C + Garblep,og(K, C;7), {X;}1_, < Garblei (K, x;,1);
— It sends C, X to the adversary.

Ifb=1:
- It sets y = C(x);
— It runs the simulator (C, %) < Sim(1%,C,y)
— It sends C, X to the adversary.

3. The adversary outputs a bit b'.
The adversary wins if b =1’

We will require one additional property of the statically-secure garbling scheme which is oblivious-
ness. Roughly speaking, this property requires that there be a mechanism to reveal an honestly com-
puted garbling as one that was computed by the simulation. A standard garbling mechanism using
the Yao’s garbling scheme computed using an encryption scheme which has pseudorandom ciphertexts
can be shown to have this obliviousness property. On a high level it will suffice for the simulator to
generate the inactive garbled rows as random strings and have the real ciphertexts in the inactive rows
of an honestly computed garbling revealed as random strings. We define this obliviousness property
next.

Oblivious sampling. There exists a PPT algorithm oSamp such that for any polynomial-time circuit
C and for all input output pairs (x,y) such that C(x) = y it holds that the following two distributions
are indistinguishable.

{r + {0,1}"| ; K < Gen(11); C + Garblep,og(K, C; 7); X < Garblejp (K, x) : (0Samp(r, K, x),C, %)}

{R + {0,1}%;(C,%) « Sim(1") : (R,C, %)}

2.1 Equivocal Garbling Scheme

Definition 2 (Equivocal garbling scheme). We say that (Garblepyog, Garblein, Eval) is an equivocal (adap-
tively secure) garbling scheme, if the following properties hold:

e Correctness:
Prir « {0,1}“‘ ; K« Gen(l)‘);é < Garblepyog (K, C;7); {Xi}i_; < Garbley,, (K, x;,1) :
Eval(C,%) = C(x)] > 1 — negl(A);
e Security: There exists a pair of PPT algorithm (Simq,Simy), such that any PPT adversary A wins the
following game with at most negligible advantage:

1. A gives a circuit C and an input x to the challenger;

2. The challenger flips a bit b.
Ifb=0:

— It chooses random garbling key K and randomness r;
— It sets (C < Garblep,og (K, C;7), {X;}1_, < Garbleny (K, x;,1);
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— It sends C, %, K, r to the adversary.
Ifb=1:
- Itsets y = C(x);
— It runs the simulator (C, X, state) < Sim1(C,y)
— It runs the simulator (K,r) < Simy(state, x)
— It sends C, %, K, r to the adversary.

3. The adversary outputs a bit b'.

The adversary wins if b =1’

As explained before (see section 1.3), we reiterate here that our notion of equivocal garbling is
different from the notion of adaptive garbling that requires security against an adaptive choice of
inputs [GKRo8, BHR12].

2.2

Convention for Garbling Schemes

We rely heavily on the Yao garbling scheme. We will follow some conventions when we describe
garbling schemes.

A denotes the security parameter.
We will use C to denote a circuit with description size |C]|.

Suppose C has an n-bit input and 1-bit output. The wires are numbered from 1 through m where
we assume that wires are from 1 to n are input wires, and wire m is an output wire. We use « to

denote the size of keys k,, k!, for each wire w.

We denote by bit,, the bit assigned to wire w by the computation C(x).

Typically, when we discuss a particular gate g, we use the notation «, § to denote the wire num-
bers of the input wires of the gate and < the wire number for the output wire of the same gate.

Induction. We will carry out induction by demonstrating as base case that the property holds
for the input wires of the circuit. Then in an induction step we show that if for any gate the
property holds for the input wires of a gate then it holds for the output wire of that gate. Then by
considering a standard topological ordering of the gates the property will hold for output wires
by the principle of mathematical induction.

A common property (invariant) that we will repeatedly use in this work is the following: for
every wire there will be three bits associated, bit,, that will represent the “actual” value flowing
through that wire, A, a HIDDEN MAsks and A, the visiBLE MAsks. We will maintain the invariant
that bit,, = Ay @ Ayw. These masks have been so labelled to reflect what is visible and hidden
from the evaluator of the garbled circuit.

A garbled circuit comprises of garbled gates and each garbled gate comprises of 4 garbled rows.
The garbled rows will be permuted according to the visible masks.

We call keys ko™ (participating in the computation C(x)) active keys, and the other key for wire
w, namely, kL*"™ as inactive keys. Analogously, the garbled row that corresponds to two active
keys will be called the active rows and the remaining three rows as inactive rows.
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Left Column | Right Column
b, FeAp
. Key kbb, k 5},/
ClpherteXt g left g right
bb’ bb
Share g left g right

Table 1: Quick reference for convention for contents of Row (b, V') in Gate g.

e Point-and-permute. For a gate with input wires «, f and output wire 7, in row (b,b’) for
b,b' € {0,1}, we will use keys corresponding b & A, and b’ & Ap and we will encrypt the key
corresponding to v = g(b® Ay, b’ © Ag) and mask v @ A,. According to this convention, it is easy
to see that the active row determined by bit, and bitg is (A, = bit, © Ay, Ag = bitg @ Ag) and the
value encrypted will be g(bit,, bitg).

A note on how the garbled rows are computed. Typically in a Yao garbling scheme the key (or
message) to be encrypted in a row will be “double encrypted”, i.e. first encrypted with the key for
wire B and next with key for wire a. We use a different double encryption: we will apply XOR-based
secret sharing to the key: k, = sjeft @ Sright, and encrypt one share with the one key and the other share
with the other key, thus obtaining a pair of ciphertexts cief, Cright- Table 1 describes how the shares and
ciphertexts will be denoted for a gate ¢ with input wires &, f and output wire v in Row (b, b’). Without
loss of generality a will be the left wire and B will be the right wire.

Gate g looks like:
(e )
Jleft” r|ght ’
N
G, — g left” (%nght 4
) el )
g/left” gr|ght 4
(C;f,lleft’ g rlght)

3 Functionally Equivocal Encryption

In this section we define and construct the symmetric-key encryption called functionally equivocal en-
cryption (FEE). This encryption is adaptively secure, meaning that the simulator can generate a dummy
ciphertext (without knowing the plaintext m € M) and later equivocate it to some plaintext m’: that is,
it can show encryption randomness rg,c and the key k which are consistent with plaintext m’ and the
simulated ciphertext.

What makes FEE different from a non-committing encryption is that the equivocation is limited:
the simulator cannot equivocate to any m’ € M, it can only equivocate to messages in the range of some
function f (f has to be determined at the moment when the simulated ciphertext is generated). That
is, the simulated ciphertexts (generated with respect to a function f) can be equivocated to a message
m’ only if m" = f(x) for some x; x can be thought of as a “a short description” of m’ with respect to
a function f. Another important difference is that FEE keys are succinct: that is, the size of the key
only depends on the size of description x (which we call equivocation parameter) , and not the size of the
plaintext, which could be much larger.

3.1 Definitions

We present two definitions of FEE. In the first, basic, definition we present FEE as a natural general-
ization of non-committing encryption. Our second definition is a “garbling-friendly” definition, where
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we do several syntactic changes and consider security with respect to several functions. We will be
using the second definition in our main construction of equivocal garbling.

Basic definition. ~ We first describe the syntax:

e Key generation. Gen(1%,1";7g,) takes as input security parameter A, equivocation parameter 7,
and randomness of size poly(A, n). It sets the key k = rge, and outputs it.

Note that the key size only depends on equivocation parameter and security parameter, but not
on the plaintext size.
e Encryption. Ency(f, m; rgnc) outputs an encryption of m using randomness rgnc and key k.

e Decryption. Decy(c) decrypts ciphertext ¢ using key k and outputs plaintext .

e Ciphertext simulation. Simi(f,7sim) uses its random coins to generate a simulated ciphertext
Ceq together with a trapdoor td which can later be used for equivocation of ceq to any f(x).

e Equivocation. Simy(td, f, x,ceq) uses the equivocation trapdoor td and a short description x
of plaintext f(x) to generate a key keq and randomness req consistent with ciphertext ceq and
plaintext f(x); that is, Ency,, (params(f), f(x);7eq) = Ceq and Decy, (ceq) = f(x).

Definition 3. (Functionally equivocal encryption: basic definition.)
A tuple of algorithms (Gen, Enc, Dec, Simq, Simy) is a functionally equivocal encryption for a message space

M = {0, 1}l with equivocation parameter n, if the following properties hold:

e Correctness. For any m € M Pr[Decy(Enci(f,m;r)) = m : r < {0,1}",k «+ Gen(1*,17)] >
1 — negl(A).

e Security. For every PPT adversary A on input 1%, there exists a negligible function v(-) such that the
probability that it wins the following game with challenger C(1*) is at most  + v(A).

1. The adversary A sends a circuit f : {0,1}" — M and an input x € {0,1}" to C;

2. C computes the plaintext m <— f(x) and chooses a bit b at random.

3. If b =0, C generates the real distribution:
— C samples random FEE key k using Gen(1*,1") and picks encryption randomness rgpc.
— C sets ¢; < Ency(f, m; renc), where params(f) = (|f|,n,1).
— C sends (k, rgnc, ) to the adversary A.

4. If b =1, C generates the simulated distribution:

— C simulates the ciphertext (Ceq,td) <= Sim1(f, rsim) using random rsjm;
— C equivocates (keq,Teq) <— Sima(td, f, X, ceq);
— C sends (Keq, Teq, Ceq) to the adversary A.

5. A outputs a bit V' and wins if b =1’

e Succinctness: The size of the key is polynomial in A, n and independent of I.
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Garbling-friendly definition. ~Our construction of equivocal garbling will require a slightly modified
definition of FEE, which we present here. The main differences are:

1.

2.

3.

We split Sim; into two separate algorithms SimTrap (which generates the trapdoor) and SimEnc
(which simulates a ciphertext). We also split Sim; into two separate algorithms Equiv (which
equivocates the key) and Adapt (which equivocates randomness of encryption).

We consider security with respect to multiple ciphertexts (possibly corresponding to different
functions fi,..., f;); that is, the simulator should present a single equivocated key k., which
decrypts multiple ciphertexts ci,...,¢; to fi(x),..., fu(x) for a single description x.

We require that the encryption algorithm doesn’t need to know the function f, and only needs
to know its parameters params(f), which consist of description size |f|, its input length and its
output length.

We describe the syntax:

Key generation. Gen(1*,1";7¢.,) takes as input security parameter A, equivocation parameter 1,
and randomness of size poly(A, n). It sets the key k = rgen and outputs it.

Note that the key size only depends on equivocation parameter and security parameter, but not
on the plaintext size.

Encryption. Ency(params, m; rgac) interprets params as function description size | f|, input length
n and output length [. It outputs an encryption of m with respect to parameters params using
randomness g, and key k.

Decryption. Deci(c) decrypts ciphertext ¢ using key k and outputs plaintext m.

Ciphertext simulation. Simulating a ciphertext comprises of two algorithms (SimTrap, SimEnc)
where SimTrap on input (1*,1";ry) outputs the trapdoor td and SimEnc on input (f,td; sim)
outputs a ciphertext ¢ with respect to a function f.

Equivocation. Equiv(x,td) uses the equivocation trapdoor td to generate a single fake key keq
so that each simulated ciphertext cq;, which was generated with respect to some function f; and
trapdoor td, decrypts to fi(x;) under keq.

Randomness sampling. Adapt(f,td, rsim, X) generates randomness q, such that
Enckeq(params(f),f(x);req) = ¢, where ¢ = SimEnc(f, td; 7sim)-

Definition 4. (Garbling-friendly FEE). A tuple of algorithms (Gen, Enc, Dec, SimTrap, SimEnc, Equiv, Adapt)
is a garbling-friendly functionally equivocal encryption, if the following properties hold:

Correctness. For any m € M Pr[Deck(Ency(f,m;7)) = m : r < {O,l}|r|,k — Gen(14,1")] >
1 — negl(A).

t-functional security. For every PPT adversary A on input 1%, there exists a negligible function v such
that the probability that it wins the following game with challenger C(1%) is at most 1 +v(A).

1. The adversary A sends t functions fi,..., f; (where each f; maps n bits to I; bits) and an input
x€{0,1}" to C;

-----

3. Next it generates keys and ciphertexts in two different ways:
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— C samples random FEE key k using Gen(14,1") and random Strings Tenci, - - -, "Encu. FOY
1 <1 <'t, it computes
ci < Ency(params;, m;; rgnci)

where params; < (|fi|, n,1;).
— C computes ciphertexts using SimEnc as follows:

td < SimTrap(1*,1%; rq),
Ci < SimEnc(fi,td;rSim,i) V1<i <t

Next it computes keq <— Equiv(x, td) and
Teqi < Adapt(fi,td,rS;m,i,x) V1<i <t

4. C tosses a coin b.

- Ifb=0,C sends (k, (c1,7enc,1), - -, (Ct, TEnct)) to A.

- Ifb =1, C sends (keq, (Ceq,1,Teq1), - - -+ (Ceqyts Teqt)) t0 A.
5. A outputs a bit b'.

Awinsifb=10"

3.2 Overview of FEE construction

We now construct a FEE scheme using oblivious version of Yao garbled circuits; oblivious means that a
real garbled circuit can be claimed simulated by presenting convincing random coins of the simulation.

An overview. First we describe how to achieve the basic definition. On a high-level the construction
works as follows:

The key k of the scheme with equivocation parameter n will be a simulated garbled input ¥, where
|x| = n (recall that simulated ¥ can be generated without knowing x). The encryption of m with respect
to f under key % will be a simulated garbled circuit f (consistent with simulated garbled ), for output
set to m. To decrypt a ciphertext (f) using the key (%), evaluate Eval(f, ). Note that this evaluation
results in m.

To simulate the ciphertext, the simulator generates the real garbled circuit f and sets the trapdoor
to be the garbling key. To equivocate FEE key k to plaintext f(x), generate a real garbled input ¥ using
the garbling key. Note that the simulated ciphertext decrypts to f(x) under key £, since decryption
runs evaluation of real garbled circuit f on real garbled input .

Finally, to simulate randomness of encryption, we use obliviousness of the Yao scheme and generate
random coins of the simulation which are consistent with the real garbled circuit f.

Garbling-friendly FEE. Now we explain how to achieve garbling-friendly FEE. First note that the
scheme can support multiple functions, since it is possible to generate a single garbled input x and
many garbled circuits consistent with it.

To make encryption independent of description of f, we apply a universal transformation: namely,
the key is still the simulated garbled input, but the ciphertext will be the garbled universal circuit
together with the simulated garbled function f. The simulator can instead generate the ciphertext by
creating real garbled circuit and garbling f honestly.

Finally, a closer look at the structure of Yao garbled circuits reveals that we can indeed achieve
syntactic changes of garbling-friendly definition.
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3.3 Construction of FEE

We now provide a formal description of the algorithms. Let (Gen“F*, Enc“"*, Dec ™) be a private-
key encryption scheme with pseudorandom ciphertexts. Furthermore, we need the property that
decrypting a random string with the key results in pseudorandom plaintext. We note that the PRF-
based scheme (r, F(r) & m) satisfies this property.

Key Generation: Gen on input (1)‘,1”;1’Gen) outputs n independent keys ki, ..., k, sampled using
GenCPA(l)‘) along with n random bits Ay, ..., A,.

Encryption: Enc with key k = (ky,...,k,) on input (params = (|f|,n,1), m;rgnc), where |m| = I, gener-
ates ciphertext c as follows:

1. Let U be universal circuit which takes input of size n and function of size |f| as input, and
outputs an output of size |m|.

2. Consider an arbitrary topological order of the gates in U and label them in order 1,...,s.

3. Let W be the number of wires in the circuit that are given labels 1, ..., W so that all input
wires are listed first and output wires are listed last. Sample a random bit A, and a random
key ke, using Gen“"*(1%) for every wire n +1 < w < W that is not an output wire.

4. For g =1tos:

Garble gate g: Let a, B be the input wire numbers and -y be the output of gate g. Let d be the
length of ciphertexts when encrypting messages of length |k;,| twice. Compute garbled
gate Gg = (RY", RY', Ry, Rg!) as follows: Let ¢ = Enc,S“PA(Enc,SﬁPA(kW\ |Ac)) if the output of

the gate is not an output wire. If it is an output wire, let ¢ = Enc,faPA(Enc,fBPA(mj)) where

the output wire corresponds to the j* output bit of the function and m = mj - - - m,. For
0<bb <1, set
rit _J ¢ if Ay =band Ag =10
8 r<{0,1}% ow.

5. Set simulated f to be (k;, 1, .. - kny|f)) together with (Ayi1,..., Ayyy))-
6. Finally, setc = (Gq, ..., Gs,f).

Simulating ciphertexts. SimTrap(1%,1%r,4) samples 2n keys using k? and k]l for 1 < j < n using
Gen“PA(11) and 21 random bits A4, ..., A, and outputs td = (K9, K, ... KO, kL), (A1, ..., An)).
SimEnc on input (f,td; rsim), where f : {0,1}" — {0, 1}‘"", computes ceq as follows:

1. Let U be universal circuit which takes input of size n and function of size |f| as input, and
outputs an output of size |m|.

2. Consider an arbitrary topological order of the gates in the U and label them in order 1,...,s
where s is the number of gates in U.

3. Let W be the number of wires in the circuit that are given labels 1, ..., W so that all input
wires are listed first. Sample a random mask A, and a pairs of random keys k9, kl, using
GenCPA(l)‘) for every wire n +1 < w < W that is not an output wire.

4. For g =1tos:
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Garble gate g: Let a, B be the input wire numbers and -y be the output of gate g. Compute
garbled gate Gg = (RY’, RY', R?, Ry!) as follows:

X1 =k||(v® A,) where v = g(Aq, Ap) Ry = Encpi? (Bnco (1))
ks’

X2 = k?yH(U ®A,) where v = g(1@ )‘“’)‘ﬁ> Rgl = Encé@ﬁa (EnCCPA(Xz))
k"

X3 =ko||(v® Ay) where v = g(Ay, 1@ Ap) R;,O = Enclng(Encclzaﬁ (x3))

kg
Xa =k||(0® A,) where v = g(1 B Ay, 1@ Ag) Rg,l = Encéﬁ‘}a (Enccl'?ﬁﬁ (x4))
kg

Let rhb, be the randomness used to compute the encryptions in Rgb/ for b,b’ € {0,1}.

5. Set f to be k{?ﬂ, . kﬁﬁlf\ ) together with (A1 @ f1,..., Ay @ fip))-

6. Finally, set ceq = (Gq, .. ., Gs, f).

Equivocation. Equiv on input (x,td) uses the trapdoor td = ((k},k},..., k%, kL), (A1,..., Au)) to com-
pute the key keq = ((k1', A1 @ x1), ..., (kp", Aw ® x,)) where x = x7 - - - x,,.

Randomness sampling. Adapt on input (f,td, rsim, X) needs to generate a random string req so that
Enckeq(params = params(f), f(X); Teq) = Ceq- TO generate req, it proceeds as follows:

1. Let ceq = (Gy, ..., Gs, f) where each Gy = (RY, RY', R1, R1).

2. Reconstruct kY, kL, Ay, and the randomness used to generate each gate g from rs;,,. Compute
the real value in each wire when the input is x. Let bit,, be the value in wire w. Set

Ay = Ay @ bity,.

3. For each gate ¢, the randomness used for G, is the concatenation of the randomness used
for each row Rgb’ (b, € {0,1}) which is computed as follows: Let a, B be the input wires
and 7 be the output wire. Let rgb, be the randomness used to compute Rgb, by SimEnc.

e For b,V € {0,1}, randomness for sz/: If A, = band Ag = I/, then set ?gb/ = rgb/.
Otherwise set 7 A%’b = RW

fi kf £l

4. set randomness r/ used to compute f to be k/ w1 K

and the masks Ay11,..., Ay yjp)-

5. Output req = {(”20,?1,~§0, i Dy g€ls]s together with /.
Theorem 1. (Gen, Enc, SimTrap, SimEnc, Equiv, Adapt) described above is a garbling-friendly functionally equiv-

ocal encryption scheme.

Proof. On a high-level, the proof of correctness and indistinguishability will follows from the stan-
dard properties of Yao garbling and the pseudorandomness of the ciphertexts computed using the
underlying CPA secure encryption scheme. We provide a formal proof below.

Correctness. Correctness of the scheme follows from the fact that with overwhelming probability the
simulated garbled circuit (for output m) on the simulated garbled input outputs m.
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Security. Recall that the definition of a FEE requires to show that honestly generated encryptions and
simulated encryptions along with the messages, random coins, and the key, are indistinguishable for ¢
messages f1(x),..., fi(x) where x € {0,1}" and f; is a function from {0,1}" — {0,1}% for 1 <i < t.
More formally, we need to show that for any PPT adversary A the following two distributions are
indistinguishable:

DE = {(fi,..., fr,x) + A1 1");
k + Gen(l’\,ln);
ci < Ency(params;, m;; rgqc,i) where params; < (|fi|,n,1;) V1 <i<t:
(k, (c1,7Enc1), - -+, (€t TEnct)) }
DY = {(f1,..., fr,x) < A(1M,1");
td « SimTrap(1%,1");
Ceq,i < SIMEnc(fi, td, rsimi) V1 <i<t;
keq < Equiv(td, x)
Teqi < Adapt(fi, td, rsimi, x) V1 <i <t

(keq/ (Ceq,lr req,l)/ ey (Ceq,tr req,t))}
We will consider a sequence of hybrids starting from the simulation to the real encryption.
Hybrid HY. The output of this experiment is identical to Dy.

Hybrid H}[j](1 <j <n+|fi|+...+|f:|). For all possible input wire of any universal circuit U; (where
U; is a universal circuit for params;), we consider the hybrid H} [f]; it is identical to H} [j — 1] except
for that for every ciphertext c.q; and every gate g that has j as one of its input wires, we make
the following modification:

Let Gg = (Rgo, Rgl, Réo, Rél). Let (bity, Aw, Aw) be the real value, hidden mask and visible mask
computed for each wire 1 < w < W; of U; . Let « = j, B be the input wires and < the output wire

of gate g. Let (1%, 791,710, 711) be the randomness reported as in hybrid H (i.e. real simulation).

g Tg Tgls
Let x; be the j bit of the input x. Then A; = A; & x;.

In Hj[j], for every ciphertext ¢; and every gate ¢ that has j as its input wire, we replace G as
follows:

Cy = Ench(Enc:,fQAﬁ (kﬁ;*HAy)) with randomness rgn;
] B

st sve'y _ [ (CoTEnc) D =AjBx;
(Rg™7g") = { r+ {0,1}% ow.

for each bit I'. By our definition H}[0] = H}. In Hybrid H}[j] for 1 <j <n+|fi|+...+ |fi| we
replace all ciphertexts, that use inactive key for wire j as one of the encryption keys, to a random
string. After this modification there will be no ciphertext encrypted under this key in any gate.
Now, we can rely on the pseudorandomness property of encryptions under this key to argue
indistinguishability of H[j] and H}[j + 1] for 0 < j < n+ |fi| +... + |ft|. Therefore we have that

HY = Hy[n+ [l + ...+ |fil]

Hybrid H}[i,g]. We consider a sequence of hybrids in the following order for every 1 < i < t and a
gate ¢ in U;, which does not contain an input wire of the circuit (as they have been taken care
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of in the previous hybrid). Hybrid H}[i,g] is identical to H}[i,g — 1] (if g > 1 and identical to
HYli —1,s;_4] if g = 0) with the only exception that in ceq,;, the part corresponding to gate g is
modified as follows: Let ceqi = (G1,...,Gs) and Gg = (RY, RY, RI, RY!). Let (bit],, Al, Al) be
the real value, hidden mask and visible mask computed for each wire 1 < w < W; in U;. Let

0 401,710 711} be the randomness

a, B be the input wires and v the output wire of gate g. Let (ry", 7y, 75, 75
reported as in hybrid H}'. In H}[i, g] we replace the randomness and Gy in c.q,; as follows:

bit’, bit! .
c= Enclfbi’lS(Enccb'i’g(ki( fubith) ||Ay)) with randomness rgnc
’ B
o by f (€ TEnc) ifb=A,and V' = Ag
(Re",75") = { r« {0,1}* ow.

We will inductively show the following;:

Claim 2. For every i, we will show that H}[i,g] ~ H}[i,g + 1] for 0 < g < s;.

Proof. Just as in the previous hybrid, indistinguishability follows from the pseudorandom ci-
phertext property of the underlying encryption scheme. Consider a gate g that contains no input
wire from the Circuit that has input wires a, f and output . We will prove that for any such

gate, in Hybrid HY li,g—1], ki@A“ and k;eAﬁ have been removed from all ciphertexts. We will

prove by induction that if the statement holds in Hybrid H}[7, g, the keys ke PPt and k;ebltﬁ have
been removed from the ciphertexts, then for any gate ¢’ that contains <y as in input wire it holds
that in Hybrid H% (i, g’) the key k;@b'w would have been removed. We will show that we remove
this key in the current hybrid and then the induction hypothesis follows as g’ will always come
after ¢ in the topological order. On a high-level, only the “active keys” will survive and the rows
encrypted using inactive keys will be set to random. This inductive step can be easily see from
the modification we do in Hybrid H}[i,g]. Namely, we replace three rows with a random string
and one row remains the same. The one row that remains the same is encrypted using the keys

kgiti‘ and k;itjg . The remaining rows must be encrypted with at least one of the two keys ki@bita

and k;@bit; . This completes the proof of the inductive step.

Given our induction hypothesis, arguing that H}[i, g| ~ H}[i, g + 1] are indistinguishable follows

directly from the pseudorandomness property under the keys ki@bitfx and k;@bitk (which have been

removed). O
This concludes the proof of Theorem 1. O

4 From Functionally Equivocal Encryption to Eqivocal Garbling

In this section we describe our construction of equivocal garbling according to Definition 2, based on a
functionally equivocal encryption (FEE), defined and built in Section 3. We start with an overview of
the construction, and then proceed with the formal description and the proof.

4.1 An Overview

Conventions. Let C be a circuit with description size |C| which takes as inputs n-bit strings. For
simplicity, we present our construction for circuits that output a single bit; however, our construction
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can be naturally extended to multiple-bit output circuits. We denote by m = n + gates(C) the total
number of “different” wires in C, i.e. if a gate has a fan-out more than 1, only one wire is counted. The
wires are numbered from 1 through m where we assume that wires are from 1 to n are input wires, and
wire m is an output wire. We use « to denote the size of keys k9, k}, for each wire w. We also denote by
bit,, the bit assigned to wire w by the computation C(x). Typically, when we discuss a particular gate
g, we use the notation «, 8 to denote the wire numbers of the input wires of the gate and < the wire
number for the output wire of the same gate.

Garbling. The garbling procedure will follow closely the standard Yao garbling scheme [Yao86] that
includes the so called point-and-permute feature [MNPSo4a], except that we use an FEE scheme instead
of a CPA-secure encryption. Namely, the garbler first chooses a pair of FEE keys (k) k.,) for each wire
w of the circuit C. (We assume that output wires of the same gate are labeled with the same index w
and therefore are assigned the same pair of keys.)

Next the garbler garbles each gate using double encryption. Our double encryption of message m
will consist of an encryption of shares of the message 1, sjet and syight such that sjeft @ Sright = m where
siefe Will be encrypted under the key of the left wire entering the gate and s,igh: using the right key. This
guarantees that with both left and right keys it is possible to reconstruct m, but having only one key
doesn’t reveal any information about .

More precisely, the garbler generates the following 4 pairs of ciphertexts for each gate g:

= FEE.Encyo (3 eft), = FEE. E“Ck°< gright):

g Ieft g rlght

Coteft = FEE.ENCyo (Sgiett), Cqright = FEE. Enckl( ovight)
gleft = FEE. E”Ckl( ;E)Ieft)/ C;)right = FEE-E”Ckg(Sg,right)/
Collet = FEE-EnCy (Sghett)s Coright = FEE.Enck1 (Sgright)s

where «, § are mput wires and vy are output wires of the gate and s Ieft and s’ are random XOR

g, rlght
sharings of k§ . Ciphertexts for output gates encrypt output bits (padded to the size of the key)
instead of the key. Note that FEE is a randomized encryption; the garbler encrypts each of 8 ciphertexts
under freshly chosen randomness, which we omitted here for brevity.

As we said, the difference from the Yao garbled circuits is that Enc is an FEE scheme, which means
that encryption algorithm should also take as input parameters params of a function which image can
later be equivocated to. The garbler sets params to be (|F|, 1, «), where |F| is the size of functions F
described on figure 1. This guarantees that the simulator will be able to generate dummy ciphertexts
for plaintext size x and later open them only to messages of the form f(x), where |f| = |F|, |f(x)| =«
and |x| = n. Such limited equivocation is, on one hand, enough to show adaptive security, and on the
other hand, it guarantees that keys are not growing with the depth of the circuit. In particular the keys
are proportional to |x|.

Each garbled gate G, consists of all 4 pairs of ciphertexts as described above, shuffled in random
order.

The garbled circuit consists of garbled gates {Gg} The garbled input consists of keys

g€(gates(C)]"
corresponding to input bits, i.e. (ky',..., ky").

Evaluation of the garbled circuit. The evaluator evaluates the circuit gate by gate, starting from

input gates. Assume the evaluator already learned keys kzit“,k;it/j , assigned to input wires «, 8 of
gate ¢ by C(x). The evaluator tries to decrypt each double encryption of this gate, using this pair
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of keys and only one double encryption will decrypt successfully3 It gets sierr <~ FEE.Decpin (Cleft)

and Syight < FEE.DeCkbitﬁ(Cright) and learns two shares sief;, Sright Of the next key. It reconstructs the
B

bit,,bi . U

key as ki( bits) _ Sieft D Sright- The evaluator continues the process, until it learns the output of the

computation after decrypting the last gate.

Simulation. The simulation can be described in two parts: simulating the Garbled Circuit and simu-
lating the internal randomness.

Simulating the Garbled Circuit. The simulator starts with preparing active keys, i.e keys correspond-
ing to the execution C(x): for this it chooses a random key k;, for each wire w of C. Also for each
wire it generates an FEE trapdoor td;, <— SimTrap, which later will be used to equivocate inactive
keys of all wires. For each gate the simulator randomly chooses which one of 4 rows will be
an active row (i.e. for which pair of ciphertexts the evaluator will know both keys), by choosing
random bits Ay for each wire w: for each gate, the active row will be row number (A{X,Aﬁ),
where «, § are input wires of that gate.

The simulator encrypts active pair of ciphertexts like in the real world, i.e. it secret shares k; and

sets
Aa,Aﬁ

g left

Aw g Aulp

Ao, Np
g left )’ g right — 0 )

— FEE.Enc, (s et

FEE.Ency, (s

Aed®Ap Ay 10Ag
gleft 7 Coright

the key k, selected for the active row, but under a different second key Eﬁ. Furthermore, each
encrypt shares that will add up to the intended key on wire y. However, note that at the time of
creating the ciphertexts, the simulator does not know what key to encrypt in this row. Since the

Another row contains the double encryption c that should be encrypted under

A1
key is secret shared it can of course encrypt a random share s # under the known key k, to

g left
tx @ B

gleft
later opened in such a way that two shares xor to the correct key).

generate the left ciphertext c . The right ciphertext is simulated using FEE simulator (to be

w1BAg
g rlght

particular function that will later allow us to define both the key Eﬁ and the right message this

second ciphertext needs to be revealed as. In fact, the right ciphertext should encrypt masked key
Aad®Ag o AalBA
Sg,rlght Ds g left

be active k., or inactive /k\«Y as it will depend on the real bit assignment bit,, bits on wires «,  when
evaluated on the real input x. Therefore, to generate the ciphertexts in the row Ay, 1@ Ay, the
simulator does the following:

More precisely, we will generate the right ciphertext - using SimEnc with respect to a

, but at this moment the simulator doesn’t know whether the key should

Aa,1€BA Ay 1OA Ay 1OA A 1BAg - Ay, 1DA
Coleft ¥ = FEE.Ency, (s S¢left P) e Cq right ¥ = FEE. SimEnc(F, s S¢ left 1, tdg),
Ny, 1BAg . . . . . . .
where s o left # is a random string and FAu18M §g g specially crafted function that we describe in

Figure 1. The third row of ciphertexts is generated similar to the second, except that in this row
the key for wire § is the active key ks which is known and the key for the other wire a and the
message is unknown. Therefore, this row will be:

3For the purpose of this overview, we assume that decrypting double ciphertext with the wrong pair of keys results in a
detectable failure. This can be achieved by appending 0" string to the plaintext during encryption, and by verifying that the
last A bits of the decrypted plaintext is 0" during decryption. In our full construction however we don’t need this assumption
on the encryption scheme. We instead use a “point-and-permute” technique which tells the evaluator which one of 4 double
encryptions it needs to decrypt.
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10AAp ) 1A Ap; 18A A 10ALAp 1A A
Coleft = = FEE.SimEnc(F, [sg,right |, tdy), Coright — FEE.Ency, (sg,right ).
1@/\“,/\}3 . . 1AL A) - . . .
where s_ . is a random string and F %%« is described in Figure 1.
g right g g

Simulating the last pair is slightly different, since it is encrypted under the inactive keys Ex,/lgﬁ,
neither of which are determined yet by the simulator. Thus, the simulator generates both cipher-
texts using FEE simulator. It simulates the first ciphertext with respect to a constant function that

1D, 18A . . . 1&AL16A
always outputs a share s, ¢ ?, and the second with respect to a third function F, F as
follows:
1®A[\71@Aﬁ - 1@/\“,1@/\ 1@/\&/1@/\‘3
Co left = FEE.SimEnc(Const P[5 tefe |, tda),
1A DA : 1AADAL ; 1OALTDAg
Co right = FEE.SimEnc(F, [S¢ 1efe ], tdg).

. 1A 1®A 10AL1BA . .
where the function Const!®A«1%As s gleft fl=s gleft # and function F1®A«1%As[mask] is the
third specially crafted function.

Finally, the gate looks like as follows:
Row number Left ciphertext FEE. Right ciphertext FEE.
A A A
(Aﬂé/ Aﬁ) Encku (Sg,leftﬁ) Enckﬁ (Sg,righﬂt)
Ao TOR . Ao TORG | Ay TBA
(A, 160 Ap) Enc, (Sg et ) SimEnc(Fy ﬁ{sglleft )
. 7, W9, e Ky o A, A
(1® Aa, Ap) SimEnc(F, ﬂ[sg,right ) Ency, (Sg,right )
. o oA, 1A , TR, 1oRs,_T0A, 1A
(1 A, 1 Ap) SimEnc(Const! @19 [Sg,left N SimEnc(Fy d [Sg,left 4!

Table 2: Garbled gate g generated by the simulator.

The ciphertexts for an output gate are generated in a similar way, with the difference that the
active double encryption encrypts the output y = C(x) instead of the key. In essence, these
functions will be the same as F, except that they output masked output bits instead of masked
keys for the next gate (See Figure 1).

The simulator reorders 4 ciphertexts in each gate according to (Ag, Aﬂ) and outputs them. Next
it outputs the active keys for the input wires (ky,...,k,) as a garbled input.

Simulation of the internal state of the garbler. When the simulator is given input x, it needs to present

inactive key ky for each wire w. It generates these keys by running ki + FEE.Equiv(tdy; x) for
each gate w.

Intuitively, this is indistinguishable from real garbling, since each simulated garbled gate looks
like it was a real garbled gate generated using keys ky, ko, kg, kg, where k,, kg are active for the

computation C(x): Recall that the definition of FEE guarantees that the key kw generated as

FEE.Equiv(tdy; x) decrypts the ciphertext c = FEE.SimEnc(F) to F(x). This means that decrypting,
Ax 1N WAL Mg 1B

say, Cg,right [ right
Aed®Ns 2

k')’ ® Sright€B ! or k'Y Ds

encryption will decrypt to the correct key (k, or /157) under ka,Eﬁ.

S . A
with k[; results in F,
Au1®Ap
right

](x), which is equal to the share that is either

, depending on the assignment bit,, bits. Thus the second double

This in particular means that each garbled gate looks like a real garbled gate with active keys
k.; for instance, if the gate was an AND gate and C(x) assigned, say, 1,0 to wires a, 8, then the
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Program Fé\“'l@/\ﬁ [mask] (x)
Constants: C,g,k,,td,.
1. Evaluate C(x) and learn bit assignments bit,, bitg of input wires a, B of gate g.

2. Generate Ev « FEE.Equiv(td,, x).
3. If g(bity, bitg) = g(bity, 1 @ bitg) then output k, @ mask;

4. else output %7 @ mask.

Program Fgl@A“'Aﬁ [mask](x)
Constants: C, g, k,,td,.
1. Evaluate C(x) and learn bit assignments bit,, bitg of input wires a, B of gate g.

2. Generate E < FEE.Equiv(td, x).
3. If g(bity, bitg) = g(1 @ bity, bitg) then output k, & mask;

4. else output E ® mask.

10AL 1A

Program F, [mask](x)

Constants: C, gk, td,.
1. Evaluate C(x) and learn bit assignments bit,, bitg of input wires «, B of gate g.

2. Generate Ey < FEE.Equiv(td, x).
3. If g(bity, bitﬁ) = ¢(1® bity, 1® bit/g) then output k,, & mask;
4. else output Ey @ mask.

Program Const! @A+ 1%88 [mask](x).

Pad the program to the size of programs F with dummy gates. Output mask.

Output gates: If g is an output gate, we will the same four functions described above with the
exception that we will use the actual value instead of the key in the output. For example, for the
function Fg\a'l(DAﬁ [mask](x), we will output g(bit,, bitg) & mask if g(bit,, bitg) = g(bity, 1 ® bitg) and
1 @ g(bity, bitg) © mask otherwise.

A note on multiple fan-out.

Figure 1: Programs F.

garbled gate would decrypt to k,, k,, k, and %7 (in some order) under keys ka,E,x, kﬁ,Eﬁ. If bit

assignment was instead 1,1, then the garbled gate would decrypt to kn,,ﬂyjc\ﬁ,jc\y instead.

Finally, the simulator uses FEE.Inv to simulate random coins of all 8 ciphertexts per gate.

The simulator presents all randomness of encryption, 8 secret shares s per gate, and a pair of

keys per gate as internal state of the garbler.
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In our construction if a wire w is used as an input to multiple gates,
we will reuse the keys (i.e. keys kw,7<\w, trapdoors tdy) across all of them. This is possible, as our FEE
scheme accomodates reusing a single key to simulate multiple ciphertexts (each instantiated with a
different function). Furthermore, a key for a wire can be safely used as the left key in one gate and as



an right key in another. This will not result in any increase in key sizes since we encrypt shares of the
key using the left and right key separately and the sizes of both the keys and the plaintexts remains the
same in every gate.*

A sketch of the security proof. Starting from the real execution, we will switch the key k. of each
wire from being honestly generated using Gen to a simulated key, starting from m — 1-th key®> and
traversing the circuit according to its topological sorting all the way to input keys. Namely, suppose
that we want to switch a key ko = kii?b't“’* to a simulated key. We perform the reduction to security
of the FEE scheme as follows. First we generate keys and encryption randomness for each wire w =
w*+1,...,m—1according to the simulation (i.e generate k,, honestly, but equivocate kw using trapdoor
td,; randomness is equivocated via FEE.Adapt), and generate keys and encryption randomness for
wires w = 1,...,w* — 1 according to the real world (i.e. both keys are generated honestly, randomness
of encryption is truly random). Also we generate k- and its ciphertexts honestly. Recall that the key
corresponding to wire w will be used in generating 2 - fanout ciphertexts where fanout is the number
gates that have one of its input wires as w*. The functions that the adversary needs to provide in
the security game of FEE for all challenge encryptions (i.e. encryptions which should be generated
under the key k), namely f1,..., f2fanout, are set appropriately according to Figure 1. We play FEE
security game with an input x and functions f1, ..., f2.fanout; NOte that the description of each function
F, contains the trapdoor td, for an output wire of the gate g, but since we replace keys with simulated
keys in reverse topological order, we would have already switched the (other) key corresponding
to the output wire <y to simulated, and therefore trapdoors td, are well defined. The challenger in
the FEE game on input x and the functions, responds with 2 - fanout challenge ciphertexts, 2 - fanout
random coins of the encryption and a single key ?w»« ; these values are either real or simulated. The
experiment can be reconstructed by placing these ciphertexts in the garbled gates. Now, depending
on how the challenge ciphertexts were generated, the resulting experiments yield the corresponding
hybrid experiments.

Point-and-permute. In our construction we use a technique from [MNPSo4b], which tells the eval-
uator which row out of 4 rows should be decrypted, in the same way as described in Section 3.
Namely, the garbler should additionally choose a bit A, per wire, and encrypt not only the key, but
“half of a pointer” to the correct row in the next gate. That is, each encryption is c/1®Awb2®4s —

Enc(k$ (bub2) 1g(b1,b2) ® Ay), and keys for input bits now also contain pointers x, & A,. This way the
evaluator always knows a pointer A, = bit, ® A, and Ag = bitg & Ag, and therefore knows that it
should decrypt ciphertext ¢+ in the next gate. We refer to A, as the hidden mask and A, as the
visible mask.

4.2 Full Description of the scheme

Notation. Let A be security parameter. Let C be a circuit with description size |C| which takes as
inputs n-bit strings. We assume that the circuit outputs a single bit; our construction can be adapted
for multiple-bit outputs in a straightforward manner. We denote by m = n + gates(C) the total number
of “different” wires in C, i.e. if a gate has a fan-out more than 1, only one wire is counted. We assume
that wires from 1 to n are input wires, and wire m is an output wire. Let |F| be the description size of
circuits presented in Figure 1.

4If we had relied on encrypting the first message with one key followed by the other key, it could possibly result in
growing key sizes.
5Recall that m-th key doesn’t exist, since m-th wire is an output wire.
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Assumptions. We assume there is only one output gate. Our construction can be generalized to
multi-bit output circuits in a straightforward manner. We also assume without loss of generality that
all gates are fan-in two gates: we do this by changing NOT gates to XOR 1 gates and therefore replacing
the complete system (AND, OR, NOT) with another complete system (AND, OR, XOR 1), where 1 is
a constant gate. In the garbling scheme we can always implement a constant gate 1 by setting an
additional input wire which the garbler should always set to 1. That is, to garble input x in the circuit
with constant gate 1, the garbler should instead garble input x||1 in the circuit without constant gates.

Parameters of the FEE scheme. In Section 3 we showed that there exists an FEE scheme for inputs
of size n with key size x = An + 1.

Key generation: Gen( 14, C, TGen) takes as input security parameter, the circuit, and randomness 7en

of size 2(m — 1)x + m — 1. It interprets this randomness as 2(m — 1) random FEE keys (k, ..., k% , ki,...

7 m— 1/
of size « (a pair of keys per wire, except the output wire of C) and m — 1 random bits A,,. Output wires

of the same output gate are assigned the same pair of keys and the same values A,,. Finally the program
outputs the garbling key K = (k%,..., k%, ki,... kL |, A1, Auma).

m—17/ m—17/
Circuit garbling: Garbleprog(K C TGarble) takes as input the garbling key K (which it interprets

as K = (k(l),.. k% 1,k S, km My, Am—1)), the circuit C to be garbled, and randomness rGarble

which it interprets as random strings rg, used to encrypt each gate g. Each rg, consists of randomness
AHO1 410 0 01 (10

gleft’ gleft’ g,left’ gleft’ grlght’ grlght’ grlght’ grlght’ g right” grlght’ g,rlght’ g,rlght

The program sets params = (|F|,n,x + 1). Next for every gate ¢ with input wires &, § and output

wires 7 it prepares the following 4 plaintexts:

as well as 4 random values s

MY =K )|5(0,0) &4, N =ML&s0,
MY =K g0, 1) @A, Uy =MP @O
MO =KMg(1,0) 4, sl =MPO@s
M =K [g(1L,1) @Ay, sl =My @sl

Then the program encrypts each plaintext under a pair of keys as follows:

Mg 00 .00 AuAp
gleft = FEE.Encio (params, sy ief; g left ) gright = T EE. Encko(params sg left) gnght),
)La,l@/\ﬂ . 01 ..01 )\a,l@/\ﬁ
Colefe = = FEE.Encyo (params, Sq lefts rglleft), Caright FEE.Enckk(params sg eft) g”ght),
l‘EB/\a,/\ﬁ . 10 .10 19/\0(,/\ﬁ .
Co left = FEE.Encyy (params, sg e g left )/ Ca right FEE.Enckg(params sg lefts g”ght),
1699\0,,1@/\/3 . 11 11 1@)\A/1@/\ﬁ .
gleft FEE.Ean}k(paramS Sgleft’ gleft) g,rlght FEE.Ean}B(paramS Sgleft’ grlght)

The program sets each garbled gate G, to be

g nght)/

ety
a ﬁ

%Ieft’ %7 r|ght)’

(9

,r|ght)’

(‘)

g,rlght)

in this order. It outputs the garbled circuit C = {Gg}g € [gates(C)]"

Bit-decomposable input garbling:  Garble,, (K, x;, i) takes as input the garbling key K (which
it interprets as K = (k9,...,k% , k,... ,k}n UM, -, Am—1)), and i-th input bit x; together with its
position i. The program outputs a garbled i-th bit %; = (k}', A; & x;).

Evaluation: Eval(C,¥) works by evaluating keys k2@ (where bit(w) is a bit assigned to wire w by
the computation C(x)), going from input gates to an output gate. Assume the evaluator already knows
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Program Fé\“'l@/\ﬁ [mask] (x)

Constants: C, g, ky,td,, A,.
1. Evaluate C(x) and learn bit assignments bit,, bitg of input wires a, B of gate g.

2. Generate Ev « FEE.Equiv(td,, x).

3. If g(bity, bitg) = g(bity, 1 ® bitg) then set Mg,\“'l@[\ﬁ = ky||Ay;
4. else set Mg,\“'l@Aﬁ =k, 1@ A,
5. Output M;\“'I@Aﬁ @ mask.

Program Fgl@A“'Aﬁ [mask](x)

Constants: C, g, k,,td,, A,.
1. Evaluate C(x) and learn bit assignments bit,, bitg of input wires «, B of gate g.

2. Generate E « FEE.Equiv(td,, x).

3. If g(bity, bitg) = g(1 @ bity, bitg) then set M;@A“'Aﬁ = ky||Ay;
4. else set Mél,eA“’AB =k, 1@ A,
5. Output M; Balip @ mask.

Program F;eAml@Aﬁ [mask] (x)

Constants: C, g, k,,td,, A,.
1. Evaluate C(x) and learn bit assignments bit,, bitg of input wires «, B of gate g.

2. Generate %7 < FEE.Equiv(td, x).
3. Tf g(bitg, bits) = g(1 @ bity, 1 @ bitg) then set My "

10ABA;  ~
4. else setMge N P =k |[1® A,

10AL1BA
5. Output M, # @ mask.

= kal[Ay;

Program Const[const](x).

The program is padded to the size of programs F and is the function that outputs the constant const.

Figure 2: Functions used in FEE simulation

keys and external indices k., Ay and kg, Ag for input wires of a gate. Then it sets the key and external

Ap

index k., A, of the output wire to be (k,, A,) < FEE.Dec, (C;\,Téft ) @ FEE.Deckﬁ(cgf@i) and proceeds

to the next gate. After decrypting the output gate, the evaluator learns the output bit of the circuit.

Simulation:

Simulating garbled circuit and garbled input. Sim;(1*,C) uses its knowledge of C to determine

the size of input n and the number of “different” wires m. It sets k = An 4 1 to be the size of the key.

Then for each wire w of C except for the output wire the simulator chooses:

e random «-bit FEE key ky;
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e random bit A;

e an FEE trapdoor td,, + FEE.SimTrap(1*,n).

Next the simulator garbles each gate g as follows: it sets params = (|F|, 1, + 1) Then it computes

A

Aw g

Awp

row (Ag, Ag) : Co left = FEE.Ency, (params, S left e left ),
;\,L;I';\}ﬁ = FEE.Ency, (params, ;\:;\hﬁt ; ;\{;;\hﬁt)

row (Mg, 1® Ag) : ;\,f‘;t@/\ﬁ = FEE.Enc,,  (params, ;,\,Té:t@/\ﬁ ; ;\]Z:S)Aﬁ),
g:l’;ﬁi’\ﬁ — FEE.SimEnc (Fg"fl'gﬁ’\ﬁ[ gfe’}t@’\ﬁ} ;7 Q,,,}j?,?ght)

row (1@ Ag, Ag) : gi/f\tm/\ﬁ = FEE.SimEnc (Fgl@AmAﬁ[ gi/g\;ﬁg\ﬁ} ;T ;meAgﬁﬁ)
;SIQQ;A‘S = FEE.Ency, (params, ;fl{;ﬁ?’j ; ;Ellg\ﬁ;/\ﬁ )

row (1@ Ag, 10 Ag) : %)i/;twl@/\ﬁ = FEE.SimEnc (Const|s ;iﬁml@lxﬁ] ;T ;TBmA;’LiAﬁ),
8?':::;1691\/5 = FEE.SimEnc (Fl@AaJ@Aﬁ[ ;ijf\tml@[\ﬁ] T é?am/\;rl,fﬁﬂ)

where s?leﬁﬁ = (ky||A,) ® ;\‘:I';\hi, and s, n;}ﬁ are chosen at random.

The simulator sets each garbled gate G, to be

Gg:

in this order. It outputs the garbled circuit C = {Gg}

= ((klel)r' . .,(kn/An))'

g€gates(C)]"

00 00 01 01 10 10 11
(Cg,left/ Co rights Cg lefts C rights Cg lefts Cg rights Cg left/ Cg,right)/

It sets simulated garbled input

Mg Aalg

The simulator sets its state tobe ki, ..., ky—1,A1,..., Ap_1,tdy, ..., tdy 1, as well as G, Toeft + g rights
PAABA AlShy 1EAGAs 1BMAG  1EAIEA; 1SALEA, | Auly Aa,lQA/g SJOAAg TOAIOAs
g,Ieft ’ Slm,g,rlght' Slm,g,left’ g,nght Slm,g,left ’ Slm,g,rlght ’ grlght' g,left ’ g,rlght 4 g,left ’
ery gate g of C.

Simulating internal state of the garbler.

w=1,...,m

Simy (x, state) first sets ky, < FEE.Equiv(tdy, x) for wires
— 1. Next for every gate g it sets randomness of encryption to be

As1BAg Mad@Agr Aal®Npy  Aa1®Ap
rg,right « FEE.Ada t(Fg [g,left ] Slm,g rlght’x ’
AOAA Lo Agr 188 Ay 160 Ag
gleft < FEE.Ada t(Fg [g,right ] Slm,g,left’ )
[JEAIDA 10AL1BAs,  1BAL10Ag
T'e left ¢ FEE.Adapt(Const[s, . I Tsimgrefe %)
10,10 10AL 1A 10A1DAg,  1DAL1DAg
¢ right < FEE.Adapt(Fg [ g left ]’rSim,g,right ) X)

The simulator sets kg,'tw — kw,kifeb'tw — ky for wires w = 1,...,m — 1 (where bity, is the bit
assigned to wire w by the computation C(x)). In addition, for every input wire w = 1,...,m — 1 it sets
Aw = Ay @ bity.

Next it sets

Acd®Ap Ay 1@Ag A lBAg
Seright  — Lgright [s S¢ left J(x),
1EBA0¢,1EBA/3 _ plBALIBAg 1@Aﬂrl@Aﬁ
g,rlght g right [g,left ]( )
. . 1
The simulator outputs (KS,, kL, Aw) for each wire w = 1,...,m —1, and rg left’ g,left, gf)left, o lefts

00 701 710 01 10 1

L4 Jright” * g right” © ¢,right” rlght’ together with S rlght’ ,rlght’ ,rlght’ right” for each gate g as internal state
8} b g bl g 8 8 8 8 8

of the garbler.
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4.3 Proof

Correctness.  Correctness follows from correctness of underlying encryption similar to the correct-
ness of Yao garbled circuit. Namely, it can be shown by induction that at each step the evaluator gets

the correct key kgm and the correct pointer A, for the next gate’ row.

Security. We consider a sequence of hybrid experiments starting from real world experiment where
C, %, r are generated honestly to the simulated experiment where C, ¥ are simulated given only C and
output y = C(x), and r is equivocated to x. We consider m — 1 intermediate hybrids, where in hybrid
H; we switch the key k:;i"‘;i from real to simulated. Here we assume that wires are sorted according to
the topological order of the circuit, i.e. that output wires of each gate have larger index than both input
wires of that gate (note that our notation 1, ..., n for input wires and m for an output wire is consistent
with topological order).

Hybrid Hp. In this hybrid we change how the permutation of ciphertexts is generated, without
changing the distribution of the hybrid. Roughly speaking, instead of choosing A, at random and
setting Ay = Ay @ bity, we choose Ay, at random and set Ay, = Ay @ bity, which clearly results in the
same distributions. More precisely, recall that in the real execution we choose random A, for each wire

w and set each ciphertext c’1®4«2 to be an encryption of kg(bl’bZ) [|Ay @ g(b1,b2), for all bits by, by. In
this hybrid we instead choose a random bit A, for each wire and set each ciphertext c”1®*«228As to be

an encryption of kgv(b't”‘EBb]'b't’3 Bt ||Ay @ g(bity @ by, bitg @ by). When internal state of the garbler needs
to be presented, we set each Ay, to be Ay @ bity,.

Hybrid 0 is identical to the real experiment.

Hybrid H;,i = 1,...,m — 1. Denote the wire number m — i by w*. We refer to kzﬁb't“’* as the challenge
key, and to all (single-encryption) ciphertexts encrypted under this key as challenge ciphertexts. The
randomness and plaintexts of challenge ciphertexts are denoted as challenge randomness, and challenge
plaintexts. In this hybrid we switch k}ﬁbit“’* from real to simulated.

We choose m — 1 random bits A,. For all wires w = 1,...,w* the we choose FEE keys kg,, k}u at
random. For all wires w = w* +1,...,m — 1 we choose the key kzjt’”, which we denote as ky,, at random
and choose the trapdoor for the other key as td <— FEE.SimTrap (4, simTrap) With random coins 4, simTrap-
For each w = w* +1,...,m — 1 we set the other key fh®bita o FEE.Equiv(tdy, x); we denote it as Kap-

Next we generate the garbled circuit as follows: for each gate ¢ we set

Mga,Aﬁ _ kg(bita,bitﬁ)HA’y,
Mt — B A g by, bitg) @ g(bita, 1 @ bity),
M;@Aa,ms _ kify(l@bita,bitﬂ)HAW & g(bit,, bitg) @ g(1 @ bit,, bity),
My~ BUEPRAER) | A\ o (bit,, bitg) @ g(1 @ bit,, 1@ bitg).

We choose random values sg,’o, sg’l, sé’o, sé’l and set

00 _ 00 0,0
S ¢ =5 O M,
01 _ 01 01
S g =5 ® M,
10 _ 10 1,0
S g =5g @ M,
11 _ 11 11
Sy =sg GM.
Next we send an input and functions to the challenger of the FEE security game. For this, we set the

input to be x and functions fi, ..., f; to be functions corresponding to ciphertexts encrypted under key
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ku+ (since each gate with input wire w* contains two such ciphertexts, there are I = 2 - fanout functions
in total, where fanout is fanout of the gate with output wires w*). More specifically, we prepare the
following functions:

> . . . 10A0,App 1AL
e For each gate ¢ where k- is used to encrypt left ciphertexts, prepare functions 1—"g69 f [sg69 7]

and Const [S;@A“'KBA‘S -

Au1®Ap

Ay, 1OA
’[Sg I

e For each gate g where k- is used to encrypt right ciphertexts, prepare functions Fg,
10A1BA 1@Aa,1@Aﬁ]

Pg [Sg
Note that each function F; has C, g, k,, td,, A, (where 7 is an output wire of g) in its description.

Since we switch keys to simulated according to the topological order of the circuit, output keys E of
gates where w* is an input wire are already switched to simulated, which means that their trapdoor
td,, and therefore the desecription if each required function F, is well defined.

The challenger of FEE security game responds with a key ka1 ciphertexts and [ randomness of
encryption, which are either real (encrypting F(x)) or simulated. More specifically, we get the following
values from the challenger:

e For each gate ¢ where ko is used to encrypt left ciphertexts:

— In the real case, we get

i T 1A+ Ap. 1 PDwr g
gleft = FEE.Encp _(params, §™@ R B | 00,
Cg,left = FEE.EncA _(params, S, iTg et ),

18 1BA,

Ay A
We also get both randomness of encryption r o #and r o left

g left
- In the simulated case, we get

1BA L+ A 1BA A

10 Ay Mg 1OALx,Ag
eft = FEE.SimEnc(F, [s¢ |, tdys; 7 "Sim,g left )
DAy 1A 10A,+ 10 10 A, 1B
Co left = FEE.SimEnc(Const[S, I tdws i Tgim grere -

We also get both randomness of encryption

10 AL+, Ag 10A Mg 10 Agy 1AL Ap
T'o left < FEE.Adapt(F, [s I Tsimglefe )rX)s
O 180, 10ANBA, 1BA 1BA

o lefe < FEE.Adapt(Const[S, | r TSim g left ,X).

e For each gate ¢ where Ky is used to encrypt right ciphertexts:

— In the real case, we get

ANp ID N _ . A 1BA s N 1B A

right = FEE.Enc; _(params, s 0wt rotop ™),
ToA1BA B 1O AADA e T A 1B AL

o right = FEE.Enc . (params, s i g right ),

A, 1BA = d rl@Azx,l@Aw*

We also get both randomness of encryption r aright  and 7o opd
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- In the simulated case, we get

Ay, 1A, . Ay, 1BA Ny 1BA Ay, 1BA

giig}?i w* —_ FEESlmEnC(Fg a LD N x [Sga @D w*]ltdw*;rsﬁ ;Bringt),
TDABA: . 1EAIBA s [ 1BALIDA 1B A IB AL
o right = FEE.SlmEnc(Fg [Sg ],tdw*,rSim’g’right )

We also get both randomness of encryption

Ag DA A IDA s 1 oA ABA 7 A, ADA
Toraht < FEE.Adapt(F, v [Sg ] T simgright )7 )7
1AL IDA 1OAADA Y+ [ CIBAADA 7 ADALIDA
rg,rlght w <_ FEE-Adapt(Fg w [Sg @ ]/ rS|m,g,r|ghtw 7 )

e Finally, we get the key Ew*, which is either randomly chosen or simulated as 7c\w* <+ FEE.Equiv(tdy, x).

We then generate the garbled gate as follows:

1. The first pair of left encryptions (under active key k,) is generated as follows:

Ay, A A A Ay, A

g,‘l"eﬁﬁ = FEE.Ency, (params, S ﬁ;rglleftﬁ),
Adeny Acd®Ag A dBAg
glefe = FEE.Ency (params, Sg Tolefe )

2. Then we generate the second pair of left encryptions (under inactive key ke) as follows:

o If x > w* (i.e. the key Ky is already simulated), then we set:

10 A0, Ap

10 Ap 1AL A _
[s¢ | tde; rSim,g,Ieft)’

10AAs _ FEE.SimEnc(F,

Cg,left
10A 10N . 10AL1BA, 1®ALIBA
Co left = FEE.SimEnc(Const(S, ]/tda/”Sim,g,left ),

and set equivocated randomness of encryption to be

10A0As 10A0Ag | 10AAp 10ALAL

Tolefe | = FEE.Adapt(F, [s¢ ],rSim/glleft,x),
10BN _ 18BN, 18AIGA
Toleft = FEE.Adapt(Constg[Sg ]’rSim,g,left ,X),

o If & < w* (ie. the key ky is still honestly generated), then we instead generate these two
ciphertexts as

10ALNg 1AL, Ag. PN Np

Coleft = = FEE.EncE(params,S « ﬁ,rglleft ),
1BAIBA; _ 10AIGA; . 16A DA
Co left = FEE.Enca(params, Sq iTg et )

10A,Ag 18, 1OA
— ¥ ; w* B w*s P
e If & = w", then we use challenge ciphertexts c, ¢ " "/ Cg jefe

3. Similarly, we generate a pair of right ciphertexts under active key kg as follows:

Aalp An g, Dol

g right = FEE.Enckﬁ(params,s " ﬁ,rglright),
Aul®ng Acd®Ap Ay 1DAg
gright | — FEE.Ency, (params, s iToright )
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4. Then we generate the second pair of right encryptions (under inactive key Eg) as follows:

o If B> w* (i.e. the key Eﬁ is already simulated), then we set:

AIX 1@/\/3 Ap( 1@/\/3 Aml@/\ﬁ . Aazl@/\ﬁ

Coright =~ — FEE. SimEnc(F, [S¢ ], tdg; rSimgright),
;@Elzg\ﬁtl@Aﬁ _ FEE. S|mEnc(F1@A“ JdeAg [S;@Aa,l@Aﬁ,] tdg; 7 S:,m/\(; rlljzt\ﬁ%
and set equivocated randomness of encryption to be
rose = FEEAdapt(Ey ™" s M, it ot ),
;izg\ﬁtl@AB — FEE.Adapt(F, pleAI®A [S;@Aa 1@1\;;],1’;?711/\;,;31/;5,3{).

o If B < w* (i.e. the key Eﬁ is still honestly generated), then we instead generate these two
ciphertexts as

Ay 1OA A 1DAg Ay 1BA
B B. B

gright | — FEE.Encg (params Sg T right ),
1eA 18N 10AABAs | 1AL 1BA
o right = FEE.Enc; (params S¢ i right )-

. . Aa1®Ayx  1BAL DA,
e If f = w", then we use challenge ciphertexts ¢, rop ™", Co ight  *
by,by b1 by

g left” g right

We set the garbled input to be kj, ..., k,. We set the

We set each garbled gate G, to be 8 ciphertexts ¢

we set the garbled circuit C to be {G¢}
internal state of the garbler to be:

generated above (for all bits by, bp), and

8€(gates(C)]"

o Keys kl, - .,kmfl,i(\h .. .,/]Emfl;

b1,by b1 by

e Encryption randomness 7., 7o lighes

for each gate g and each pair of bits by, by.

e Masks s?’bz for every gate ¢ and each pair of bits by, b,.
e Random bits Ay, = Ay @ bity,.

It follows directly from our construction that if the challenge ciphertexts were honestly generated
according to FEE.Gen and FEE.Enc, the resulting experiment would be Hy,-_1 and if they are simulated
the experiment would be Hy+. Therefore indistinguishability of H,+_1 and Hy+ directly reduces to the
security game of the underlying FEE scheme.

Hybrid H;,. In this hybrid we change how masks are generated, without changing the distribution
of the hybrid m — 1. Since all keys k. are now simulated, each double encryption depends on only one
value s (S, respectively), but not on all three values S = s © M. Thus, each encryption can be generated
by the simulator who doesn’t know x (and therefore M), but first picks random s (S, respectively) and
later opens s = S @& M. Therefore the generation of a garbled circuit is now independent of x (and only
depends on y = C(x), and therefore can be simulated before x is known.
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5 Application 1: Two-Message Adaptive 2PC

In this section, we provide our main result for adaptive honest-but-curious (semi-honest) corruptions
in the two-party setting. We show that the Yao two-message two-party protocol for static honest-but-
curious corruptions [Yao86] gives adaptively secure two party computation in the plain model, if we
replace the underlying primitives, i.e. garbling and oblivious transfer, with Equivocal Garbling and
adaptively secure honest-but-curious oblivious-transfer, and encrypt the communication under non-
committing encryption.

Assume one party (the garbler G) has input x and the other party (the evaluator E) has input y; both
inputs have length n. We describe the protocol which allows E to learn output z = f(x,y), where f is
a deterministic function. To allow G also learn the output, parties can run in parallel another instance
of the protocol with reversed roles.

Adaptively secure version of Yao’86 protocol. Let (Garblep,,g, Garblej,y, Eval) be a bit-decomposable
equivocal garbling scheme, (R, S, E) be 2-message adaptively secure oblivious transfer, and (Gen, Enc, Dec)
be a non-committing encryption (NCE). The protocol proceeds as follows:

1. Esends G OTy1 = R(y1;51),--.,0T1n = R(yn, sn) for random coins sy, ...,s,, and public key pk
of NCE, sampled as (pk, sk) <— Gen(rgen) for random 7gen;

2. G chooses a random garbling key K and garbles the circuit f + Garblepyog (K, f; 1) using random
coins r. Next it garbles its input bit by bit by running &; <— Garblejn, (K, x;,1), i € [n], and garbles
each possible bit of E’s input by running ]7? < Garblej,, (K, 0,1 + i),g} < Garblej, (K, 1,n+1). G
sets the plaintext M of NCE to be:

e the garbled circuit f ;

e G’s garbled input %y, ..., X;

e OTyy = S(OT11, 90, 7%;71), .., OTou = S(OTy,, 99, 7L;7s) (generated using random coins
Ty eee,tn)

G then encrypts M by setting ¢ = NCE.Encyk(M; rgnc) and sends ¢ to E;

Then E decrypts c using sk of NCE, recovers its garbled input by running /" + E(OT,;,s;), and
evaluates z = Eval(C, %, . .. ,fn,ﬂl, ... ,g%”).

Theorem 3. Assume that (Garblep,og, Garblejny, Eval) is a bit-decomposable equivocal garbling scheme, (R, S, E)
is an adaptively secure semi-honest oblivious transfer, and (Gen, Enc, Dec) is a non-committing encryption; all
primitives are in the plain model. Then the protocol presented above is a two-party two-message protocol in the
plain model, adaptively secure against semi-honest adversaries.

Proof. Correctness of this protocol follows from correctness of the garbling scheme , oblivious transfer,
and NCE. To show security, we show that the simulator can simulate the execution for an arbitrary
order of corruptions of possibly both parties. We describe the simulator for each case separately,
keeping in mind that the simulator’s actions should be independent of the future corruptions.

We assume that the simulator knows the output z in the beginning of the protocol: this can be
achieved by instructing E to pick random mask, set it as part of E’s input, and run the protocol for
the function z = f’(x, (y,mask)) = f(x,y) @ mask. This still allows E to recover f(x,y) as f(x,y) =
z ® mask, but now the output z is uniformly distributed and can be chosen by the simulator in advance;
once E is corrupted, the simulator learns f(x,y) and can set the mask accordingly as mask = z & f(x,y).

Without loss of generality, we can assume that both parties eventually become corrupted (if they
don’t, the adversary sees strictly less information than in case when they both become corrupted, and
therefore security also holds).
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e Case 1: E is corrupted before round 1, G is corrupted any time before round 2. In this case the
simulator learns both inputs x, y and can generate the execution honestly.

e Case 2: E is corrupted any time after round 1, G is corrupted any time before round 2. In
this case the simulator simulates the first message using OT simulator and NCE simulator, but
generates the second message honestly.

Upon corruption of E, the simulator uses OT simulator to show E’s internal state consistent with
its input y, and NCE simulator to show that simulated pk was generated honestly.

Security. We start from a real execution of the protocol.

In hybrid 1 we change NCE keys and generation randomness (pk, sk, 7gen) from real to simulated
(the NCE ciphertext is still encrypted honestly, i.e. by executing NCE.Encpy (M; rgnc) with sim-
ulated pk); indistinguishability follows from indistinguishability of real and simulated keys of
NCE (which is implied by security of NCE).

In hybrid 2 we change first OT messages to from real to simulated, relying on adaptive security
of OT for the case when the receiver is corrupted after it sends the message and the sender is
corrupted before the sender sends the message.

e Case 3: E is corrupted before round 1, G is corrupted after round 2. In this case the simu-
lator generates the first message honestly, but simulates NCE plaintext M: for this, it runs the
simulator for the garbled circuit (where an output of the circuit is set to be an output of the com-
putation, which we assumed to be known to the simulator in advance) and gets simulated f, %, ¥;
it simulates second OT messages, setting them to contain a single value 7;. It then encrypts this
M honestly under NCE.

Upon corruption of G, the simulator learns x and runs the simulator of garbled circuits to produce
a simulated key K and random coins 7 consistent with input x,y. It uses K to garbled all possible
bits 77, 7!. It also runs the OT simulator to show randomness of G consistent with simulated
second OT messages and G’s input to the OT (9, 7).

Security. We start from a real execution of the protocol.

In hybrid 1 we change second OT messages OT,, (and G’s randomness r; used to generate them)
from real to simulated, where each OT message contains a single value §/', i.e. the garbled bit
of E’s input. Indistinguishability follows from security of OT for the case when the receiver is
corrupted before the receiver sends its message, and the sender is corrupted after the sender
sends its message.

In hybrid 2 we change how the garbled circuit is generated: we simulate the garbled circuit f
(setting it with the output of the computation, known to the simulator) and the garbled input %, 7.
We also set K, r to be simulated key and randomness for input (x, y). Indistinguishability follows
from security of equivocal garbled circuits. We note that it is enough to use security with respect
to selectively chosen inputs®, since by the moment the garbled circuit needs to be generated (i.e.
round 2), both inputs x,y of the computation are already determined by the environment.

e Case 4: E is corrupted any time after round 1, G is corrupted after round 2. In this case
the simulator generates both messages as simulated. That is, it generates the first message by
simulating first OT messages, and by setting pk to be simulated NCE key. It generates the second
message by simulating NCE ciphertext c.

®T.e. the adversary has to choose inputs x, y before it sees garbled f.
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— Case 1: G is corrupted first. Upon corruption of G, the simulator picks the garbling key K at
random and garbles £, , and each #?, 7! honestly. It generates second OT messages honestly
(i.e. containing 79, 7). It sets M to be %, f, and all second OT messages. It equivocates renc
such that simulated c looks like a real encryption of M.

Upon corruption of E, the simulator equivocates sk to M and uses OT simulator to present
E’s internal state consistent with simulated first OT messages and its input y.

Security. We start from a real execution of the protocol.

In hybrid 1 we change how the NCE values are generated: namely, pk, c become simulated,
and 7Gen, sk, 7Enc are equivocated to honestly generated plaintext M. Indistinguishability
follows from adaptive security of NCE.

In hybrid 2 we change first OT messages OT;; and E’s randomness s; to simulated. Indistin-
guishability follows from adaptive security of OT for the case when the receiver is corrupted
after it sends its message and the sender is corrupted before the sender sends its message.

- Case 2: E is corrupted first. Upon corruption of E, the simulator first runs the simulator for
garbled circuits and gets simulated %,7, f. It simulates the second OT messages, such that
they contain a single value ;. It sets M = f, %, and second OT messages, and equivocates sk
to M. It also uses the simulator for adaptive OT to generate E’s randomness consistent with

its input y and first OT messages.

Upon corruption of G, the simulator uses the simulator for garbled circuits to simulate the
garbling key K and randomness r, consistent with f, %7, f,x,y. It uses K to compute G’s
input to adaptive OT, i.e. 77,7}, and uses OT simulator to produce random coins consistent
with this input and simulated second OT messages. Next it equivocates randomness 7gnc to
M.

Security. We start from a real execution of the protocol.

In hybrid 1 we change how OT messages are generated: we simulate both first and second
OT messages, setting each OT output to 7' (i.e. garbled bit of E’s input). We use adaptive
simulator for OT to simulate both parties randomness of OT, such that this randomness is
consistent with simulated OT messages and each party’s input to OT: namely, with E’s input
y and G’s input (7%, 7}).

In hybrid 2 we change how garbled values are generated: we simulate the garbled circuit
f (setting it with the output of the computation, known to the simulator) and the garbled
input %, 7. We also set K, r to be simulated key and randomness for input (x,y). Indistin-
guishability follows from security of equivocal garbled circuits. Again, we note that it is
enough to use security with respect to selectively chosen inputs, since by the moment the
garbled circuit needs to be generated (i.e. round 2), both inputs x, y of the computation are
already determined by the environment.

Finally, we change NCE values from real to simulated, using adaptive security of NCE.

O

A note on not requiring the Garbling scheme to be secure against adaptive choice of inputs. As
mentioned in the introduction, an adaptive garbling scheme [BHR12] is a garbling scheme that is secure
against an adversary that adaptively chooses its input after seeing the garbled circuit. This notion is
not directly related to our notion of equivocal garbling. However, it might seem that our construction
requires this stronger property. Consider the corruption scenario where E is corrupted at the end and
the G is corrupted before, say at the beginning. Here, the simulator first needs to construct a garbled
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circuit that is sent from G to E and then later after it receives E’s input need to generate keys according
to this input and here it might seem that we require our scheme to be secure against an adaptive choice
of inputs. This will not be an issue for our construction described above as we are proving security
of a two-party protocol for adaptive honest-but-curious corruptions and the inputs for the parties are
indeed chosen at the beginning of the computation.” This means that when we argue the security via a
standard hybrid argument from the real experiment to the simulated experiment, we can assume that
in the intermediate hybrids, the simulator has access to the real inputs x, y and thus we will not require
the adaptive choice of inputs property to hold for our garbling scheme.

6 Application 2: Constant-round Adaptive Multiparty Computation

In this section, we describe how to adapt our garbling scheme to the multiparty setting.

Theorem 4. Let f be a deterministic function with n inputs. Assuming the existence of simulatable public-key
encryption, there exists a O(1)-round multiparty protocol to securely realize f against adaptive honest-but-
curious corruption of all parties.

Proof. On a high-level, our idea is to port the Equivocal Garbling to the multiparty setting in a way
similar that standard Garbling is adopted in the approach of Beaver, Micali and Rogaway [BMRgo].

Protocol. Let f be a deterministic function that takes inputs x1, ..., x, and outputs f(x1,...,x,). Let
C be the circuit that realizes the function f. Let s be the number of gates and W be the total number
of wires. As in our previous descriptions, the gates are numbered so that they are in topological order
and the wires are numbered so that the first |x1| + - - - + |x,| wires are assigned to their respective
inputs and the last wire, i.e. W is the wire for the output bit. Furthermore, we denote by the indexes
i1,...,in the wires that carry the input of party P;. The protocol Ilgpr involves parties Py, ..., P, and
proceeds in two phases: the first phase is called preprocessing phase and can be executed 1ndependent
of the parties inputs; the second phase is called online phase.

Preprocessing Phase: The parties in this phase will execute an generic MPC protocol (say, the GMW
protocol) for an ideal multiparty functionality that will result in an equivocal garbling of the
function f distributed among the parties. As generating a garbled circuit does not involve the
inputs of the parties, this phase will be input independent. In fact, we will describe an ideal
functionality for every gate ¢ in the circuit that parties will compute in parallel. We describe this
ideal functionality next.

Each party P; (i € [n]) samples random keys sz,kl ; and mask Ay, for every wire 1 <i < W
except for wires that carry inputs of party P; for any j # i. Let ¢ be a gate in the circuit with «,
as input wires and 7y as output wire. Then all parties will engage in a multiparty protocol for
gate g that will compute the following functionality:

P; provides as input the masks A, ;, Agi, A, the keys chosen for the wire 7, ie. k% y and k1

If either wire a or B carries the input of party Pj, then only P; provides the mask bit for th1s
wire. For simplicity, we will describe the functionahty as a randomlzed algorithm. The actual
functionality that the parties will compute is the deterministic variant of the functionality that
additionally takes as input from the parties auxiliary randomness r,,, ; which will be XORed and

used by functionality as its random tape.

1. The functionality receives the inputs from all parties and computes the HIDDEN MASKS as
Ao = @i Awi Ag = Dii Agi,and Ay = By A,

7This can be formalized in the UC-framework where the environment selects the inputs of the parties. Here, necessarily
the inputs have to be determined before the environment gets to see any communication (via the adversary) in the protocol.
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2. The combined key for the wire <y is the concatenation of the keys contributed by all the
parties, computed as

= (K1, K )
= (k'yl/" Ik}yn>

Then it computes the key that needs to be encrypted in each row corresponding to the
garbling of gate g as follows: For b,b’ € {0,1} row (b, V") contains Rgb’ computed as:

Rgb/ — (K”@)L7 v@®A,) where v = g(b® Ay, b ® Ap)

3. Then the functionality secret shares (using XOR) each of the four values (RY’, RY', Rg?, Rg')
as {ROO p {RO1 iy {Rlo ? ,and {R11 ", and party P; receives as output from the func-

tlonahty (Rgol, Rgll, R;OZ, R11 -

The functionality is formalized in Figure 3. All parties after receiving their share for each gate g,
they output it locally as their local state for the preprocessing phase.

Online Phase In this phase, each party first broadcasts the visIBLE MASKs corresponding to its input
wires. Then the shares received in the preprocessing phase are encrypted with the keys it con-
tributed along with keys on all input wires corresponding to the vISIBLE MASKs revealed by the
respective party. This will allow all parties to recombine the shares and then evaluate the garbled
circuit and obtain the vISIBLE MAsks of the output wires. The parties then reveal their contribu-
tion to the HIDDEN Masks for the output wires which can be combined with VISIBLE MAsKs to
obtain the actual output.

1. In Round 1, each party P; with input x; = (x;, ---x;,) computes the VISIBLE MASKS cor-
responding to the wires carrying their input, which are wires iy,...,i, according to our
convention. It can compute this locally, as the HIDDEN MAsks for these wires were deter-
mined only by P; and the vISIBLE MAsKs is the XOR of the actual value on the wire and the
HIDDEN MASKS. More precisely,

Round 1: P; broadcasts ( “Input Wire i;” , A;;) where A; = A;, @ x;; for j € [m]
After all parties receive VISIBLE MASKS for every input wire, they broadcast encryptions of the

shares received in the preprocessing phase and their contributions to the keys corresponding
to the VISIBLE MASKs for every input wire, namely:

2. In Round 2, for every input wire w,
Round 2: P; broadcasts ( “P;’s key for Input wire w ” ,kiu\”g),
All parties receive the keys corresponding to input wires w and locally compute the com-
bined key K, as follows
Kw = (kZU,ll e /kw,n>
For every gate ¢ with input wires &, B and output wire 7,

Round 2: P; broadcasts :

(“Row (0,0)", ¢ glleft = FEE.Encyo. (params, sg”eft), cg?l-,right FEE.Enco l(params, sgf)i,right))
(“Row (0,1)”, cg“eft = FEE.Encko (params, sg”eft), Cg,lz‘,right FEE.Encp l(params, Sg,li,right))
(“Row (1,0)", ¢ glleft = FEE. Eanl (params,sglleft), célzoi ight = FEE.Encyo Z(params, Si??i,right))
(“Row (1,1)", ¢ gzleft = FEE. Enckl (params, ngleft)/ ;11 ight = FEE.Ency l(params,sé}ilright))
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where s% is a random XOR sharing of Rgf’i’.

g, Ieft’ g i rlght
Evaluation: After receiving the messages from all parties, P; evaluates the Garbled Circuit.
Recall that for each input wire w of the circuit, the parties possess A, provided by the party
whose input the wire is carrying. Define b, = A, for every input wire.

Now they carry out the evaluation on the topological order of the gates g as follows: The
babs  baby

Coileft gmght) for every i € [n], and

parties pick the ciphertexts for Row (b,, bg), namely (c
decrypts them using kb""i and kf;ﬁ . that can be obtained from Kb and K ﬁﬂ . The decryption will

yield s 2 Ieft and s i ght They XOR all the shares to obtain Rz,“bﬁ which by our construction
is

R = (KM, v A,)
where v = ¢(Ba © Ay, bg © Ag) where Ay = Dj; Ay;. Define b, = v ® A, and continue the
evaluation.

3. Finally, in Round 3, all parties obtain a key and mask for the output wire, namely, (KIbAV,V ,bw).
Then,

Round 3: P; broadcasts ( “Output Wire W” , Ay ;)
The final output is then computed by all parties as (P}, Aw i) S bw.

Correctness: Let bit,, is the actual value in the wire w when the circuit C is fed as input xq,...,x, We
will show inductively that for every wire w, the parties will obtain

Key K4* and mask A,

where Ay, = Ay @ bity,. This will prove correctness because corresponding to the output wire W, the
parties obtain {Ay ; };c[,) with which they compute

n
(@ )\W,i) D AW = bltw
i=1

Hence, it suffices to demonstrate our induction hypothesis to prove correctness.

Base case: Input wires of circuit. For gate ¢ with input wires «, B that correspond to the input of the

o . . . . A A
circuit (i.e. carries the input of some party), by our construction the parties have K,* and K"
This follows from the fact that for an input wire w carrying an input bit of P;, P; broadcasts
Aw @ bity, in Round 1.

Induction step: Let ¢ be an arbitrary gate such that the parties possess (K2, A,) and (Ké\ﬁ ,Ag). We

will show that it can obtain Kf,\ ,\, where A7 = A, @ bit,. Recall that for this gate g, the
Aalrp Ap

parties will use Row (Aq, Ag) and decrypt (¢, ;e Co rlght) for every i € [n] using kAj.‘ and kg

respectively and these keys are contained in K&+ and Kﬁ‘s The decryption will yield s and
G
g i rlght

from the preprocessing phase is R e . By our construction

9., Ieft
The parties add the shares computed for i € [n] which according to our functionality

Aw g

, @A
Ry = (K

0@ Ay) where v = g(Ay Ay, Ap © Ag).

By our induction hypothesis, we have that A, & A, = bit, and Ag ©® Ag = bitg. which implies that
v = g(bit,, bitg) = bit, and that the parties obtain

bit, ®A

(K57, bity ® Ay) = (K1, Ay).

This concludes the induction step and the proof of correctness.
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MPC Functionality F<

share

Let 1 < &, B < W be the identities of the input wires of gate ¢ and 1 < v < W be the identity of the
output wire of g.

e Party P; provides as input to the functionality A, ;, Agi, Ay i; K0

i k}m, and 7,y ;-
e Let A, = @?:1 )\,X,l', /\ﬂ = @?:1 /\ﬁ,i/ and /\7 = @?:1)\%,‘ and

X1= Ay ®g(Aa, Ap) Y& (x1 A (K, K))

X3 =My ©g(1® A, Ap)

R0 (

X2 =2y ® (A, 18 Ap) R = K)o (1A (K 9 K)
R10 (
RI = KO @ (X4 A (KL @ K9)

)

)

=Ko (1A (K oK)

=y 518014 )

where KO (kO K9 ) and K1 = (k!

s Koy kL ). We use the

sk
@ operator above to denote the XOR operation applied bitwise and x; A (K}Y & Kg) for j €
{1,2,3,4} is interpreted as computing logical and operation of x; with every bit of (K} & K?).

e The functionality computes random XOR shares for (ROO RO1 Rlo R“) as

00 n 01n 10 n 11 n
{R iTie1s {R itie 1,{R itiz and {R iti—q (secret shares are generated using randomness

Faux = D4 rauxz) It sends (ROO Rgll,R;,Ol,RH) to party P; for every i € [n].

Figure 3: The secret sharing functionality F% __ for gate g.

share

Simulation. Without loss of generality we can assume that the simulator learns the output of the com-
putation in the very beginning, even if nobody is corrupted. This can be achieved by the standard trans-
formation f’((x1, masky),..., (x2, masky)) = (f1(x1,...,x,) ®masky, ..., fu(x1,...,x,) ® mask,). Thatis,
we instruct parties to pick their random masks, run MPC protocol to compute the function f’, xor i-th
chunk of output with mask; and learn the output f;(xy,...,x,). The simulator can generate a random
output in the beginning and later, upon corruption of party i, open its mask appropriately.

The simulation on a high-level will generate the encryptions under active keys using FEE.Enc and
the rest of the rows using FEE.SimEnc. Just as in the two-party setting, we need to define the function
that will be used to equivocate the difference ciphertexts. On a high-level, our simulation will proceed
as follows: The function embedded in the ciphertexts will have two modes that can be activated by
one of its inputs. In one mode, say mode = 0, the function will be a constant function, outputting a
hardwired constant const. In the second mode, mode = 1, the function on input x will compute C(x),
figure the actual values bit,, bitg and bit, just as in the two-party setting and then output something so
that the the shares from all decryptions under keys from all parties will add up to reveal the correct
key. Upto n — 1 corruptions, the ciphertexts will be revealed under mode = 0, and when n" party is
corrupted and all inputs of parties become known, the ciphertext will be revealed under mode = 1.

We will now describe the simulation’s procedure in the Preprocessing Phase and Online Phase.

Preprocessing Phase: In this phase, the simulation will have to simulate the communication in the sub-
protocol used to compute the functionality 75 . and any adaptive corruptions that occur in the
middle of the execution of this sub-protocol. The simulation will rely on the standard adaptive
simulation of the underlying GMW protocol used to realize this functionality. In order to carry
out the simulation according the GMW protocol when a party is corrupted, the simulation needs

to provide its input and output functionality F3 _ .. We describe next how to determine this.
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e Upto n — 1 corruptions, the simulator generates randomly chosen keys k° w,i and k%uz nd
mask Ay, ; for every wire w and sets P;’s input as it would be in an honest execution and the
output received to be random. Namely, it sets (Rgol, Rglz, R;Ol, RH) to be all random strings
of the appropriate length.

o If the n'" party P; is corrupted, before or at the end of the preprocessing phase, then the

simulator firsts generates random keys k0 . and k »; and mask A ; just as for the other

n — 1 corruptions. Then, to compute the outputs (RgOl,Rgll,Réol,Ru) it will first run an
honest computation of F3 __ using the inputs of all parties and compute the actual rows

(Rgo, Rgl, Réo R”) and then sets the share for P; so that it adds up the actual row. Namely,
it sets RZ’{ = (& Z#JRW) @ sz/ for every g and b, 0" € {0,1} which will be the output of P;.

Online Phase: If all parties were corrupted in the Preprocessing Phase, the simulator learns all inputs
x1,...,%; and runs Online Phase honestly. From now on we assume that at least one party re-
mained uncorrupted, and therefore the simulation has to produce communication for the parties
and address adaptive corruptions in this Phase. Recall that the parties in this phase first broad-
cast VISIBLE MASKS corresponding to the input wires. This is followed by the parties broadcasting
encryptions and their contribution to the keys corresponding to the visiBLE masks for the input
wires of the circuit. Then they evaluate the Garbled Circuit and then broadcast their contribution
to the HIDDEN MAsks masks for the output wire.

More formally, for all parties that have already been corrupted, the Simulation simple carries out
the honest code with the inputs and outputs determined for these parties in the preprocessing
phase. For the remaining parties. For the remaining uncorrupted parties, the Simulation proceeds
as follows:

1. In Round 1, it samples a random key using the FEE.Gen function for every wire w and every
party P; that has not yet been corrupted, denoted by k;,;. Next, it will determine an active
path by sampling random bits for A, for each wire w. This it will sample only for all inter-
mediate wires and input wires of the circuit carrying inputs of uncorrupted parties. Then
the active row in each gate ¢ with input wires a and B is given by (A4, Ag). Corresponding
to each input wire w of the circuit that carries an input bit from an uncorrupted P;, the
simulator places in the transcript the following broadcast message from party Pi:

Round 1: P; broadcasts ( “Input Wire i;”, Ai],)

2. In Round 2, the parties broadcast their contribution to the keys for the input wires of the
circuit and the ciphertexts for each row of each gate.

For each input wire of the circuit, the simulator places on the transcript the following mes-
sage for uncorrupted P;’s.

Round 2: P; broadcasts ( “P;’s key for Input wire w ” , ky,;),

For each gate g with input wires a, B and output wire 7, the simulator samples random

strings sgbl e and Sglrlght for b,b' € {0,1}. It also runs SimTrap to generate trapdoors
Ax(1BAp) (1@1\@/\;3 (10A) (10 A) (1&Aq) (18Ap) . .,
tdoivignt /tgiler  tdgiieq and tdg; ;op . Next, it places on the transcript:

Round 2: P; broadcasts :
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(Row(Ay, A/g),

AgA A\
Cg,i,le?t = FEE.Encka’i(params, Sg,i,le?t)’
A\ AaA
Cg,i,right = FEE.Enckﬁli(paramS, sg,i’right))
(Row(Ay, 1D Ap),
Aa(18Ap) Aa(18Ap)
Ca i eft P = FEE.Ency, , (params, Sg i left M,
A (10Ag) . Ay (10Ag)
Co i right o= FEE.SimEnc(F; )
(Row(1 @ Ay, Ap),
(eA)As , (18A)Ag
Co i eft = FEE.SlmEnc(Fg,i ),
(1@AL)A (1oA)A
2 right b= FEE.Ency,, (params, Sg i right "))
(Row(1 @ Ay, 1@ Ag),
(1&Aq) (18Ap) . (18AL) (1BAg)
Co ileft P = FEE.SimEnc(F,; o Py,
(1AL (1BAg) . (1eAL) (1®Ag)
2iright P = FEE.SlmEnc(Fg,i,right P )
. . Aa(10Ag) L(1BA)Ag L(1BA)(1DAR) L(1OAL) (1BAR)
Now, we define the functions Fg,i , Fg/i , Fg,i,I oft ,F 2i right

In fact, all these functions for party P; will have a similar program. On a high-level all
functions take as input (xy,...,x,, mode). If the mode = 0, these functions output a fixed
hardcoded string and if the mode = 1, it outputs the “correct small key” by first computing
the right bit assignment for the wire and then computing the other key K, for the output
wire as follows: recall that this key is concatenation of small keys for each party. The
program F; will compute i-th chunk of this key by running Equiv on (x3,...,x,, mode = 1),
and all other chunks by running Equiv on (0”,...,0", mode = 0)8. Then in order to output
this key Ka, that is a concatenation of the small keys, the simulator will mask with shares
that will be the fixed value decrypted from the remaining ciphertexts when the mode = 0
(and the fixed values that were encrypted by the keys that were not equivocated).

The basic idea is that upto n — 1 corruptions, the keys are equivocated with input set as
(0",...,0", mode = 0). If P; is the last party to be corrupted, the simulator knows the input
of all parties and equivocates P;’s keys using the input (xy,...,x,, mode = 1). We present
formal descriptions of our functions in Figures 4-6.

3. After broadcasting the encryptions, in Round 3, the simulator needs to reveal the Ay ; cor-
responding to the output wire. If not all parties have been corrupted, then it simply reveals
Aw,; at random so that (B! Aw;i) & Aw = C(xy,...,x,), which is the required answer.
Now we formally deal with corruptions in the online phase.

e Upto n — 1 corruptions: The simulator needs to produce the view of party P; both in
the Preprocessing and Online Phase. The active keys have already been sampled. The
inactive keys /lgw,i are computed by equivocating them with input (0”,...,0", mode = 0)
with trapdoor td,,;. Then, the view in the Preprocessing Phase is computed by setting
P;’s input with the two keys (kw,iz/’gw,i) for every input wire w carrying an input bit of P;
and output as random shares for each row of each gate.

The random coins of encryption is generated by running the FEE.Adapt algorithm.

" corruption. When the n'* party is corrupted, the simulator again needs to generate

the view of P; in the Preprocessing and Online Phase. First, it generates the inactive

.]’lt

8The choice of inputs 0" is arbitrary: recall that if mode = 0, the program ignores the other part of input.
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A
Program Fg,i X1,..., Xy, mode)
Ae(18Ag)  Au(10Ap)
Sg,j,left ’ Sg,j,right
Ax(1DAp)
gi,right

Wy A

Constants: C, g, K,, {td%j};?:l, {(
if mode = 0 then output s

else if mode =1
1. Evaluate C(x,...,x,) and learn bit assignments bit,, bitg of input wires «, § of gate g.

2. For j # i, generate
k,,; « FEE.Equiv(td, ;, (0",...,0", mode = 0)).

Generate R
k,; < FEE.Equiv(td, ;, (x1,..., Xy, mode = 1)).
An(10A) Au(1BAg)) — ~ ~
3. Compute mask = (B 5y ; jefr o (Dji Sg,j,right/s ) and Key K, = (ky1,...,kyn).
4. if g(bity, bitg) = g(bity, 1 @ bitg) then set M;\“'leAﬁ = Ky||A,;
else set M;\“'Ha/\ﬂ =K, ||1®A,).
5. Output Mﬁ“'leBAﬁ & mask.
end if

Figure 4: Program in Row (A,, 1@ Ag) for SimEnc.

keys Ew,i by equivocating on input (x1,...,x,, mode = 1) and trapdooor td,, ;. Then, to
compute the outputs (Rg‘?i, Rg}i, R;,)i' R;}i), it will first run an honest computation using
the inputs of all parties and compute the actual rows (Rgp, Rg,l,R;.O, Rél) and then sets

the share for P; so that it adds up the actual row. Namely, it sets Rg{’{ = (@i#]-Rg’]f) @ R?’I
for every g and b, b’ € {0,1}.
The random coins of encryption are again computed by running the FEE.Adapt.

Proof of security: We provide a brief proof sketch showing that our simulation is correct. Upto n — 1
corruptions, it is easy to show that the joint view of all parties are indistinguishable. This follows
from the fact that the inputs and outputs that set in the Preprocessing phase are identically distributed
and indistinguishability of the view in this phase follows from the adaptive security of the underling
GMW protocol. For the the online phase, as long as at most n — 1 parties are corrupted, one share of
each inactive key (and therefore the whole inactive key) is unknown. For the active row, the messages
and randomness are identically distributed in the real and ideal world. To argue this formally, we
can consider a sequence of hybrids where all encryptions are changed from being generated according
to (FEE.SimTrap, FEE.SimEnc, FEE.Adapt) to (FEE.Gen, FEE.Enc). We can use the standard security as
we know the messages that are encrypted in each of these ciphertexts (they are simply random fixed
strings).

When the n'* party is corrupted, we will consider a sequence of hybrids from the simulation to the
real world as follows: We will follow a topological order on the gates and replace the encryptions from
being encrypted using the FEE simulation to the honest encryption. Again, we crucially rely on the fact
that we know all the messages to be encrypted and the fact that in this hybrid the reduction knows the
inputs of all parties (xy,...,x,) even if all the parties are not corrupted (as we are proving security in
the semi-honest setting where the inputs are determined at the beginning of the computation (by the
environment) and independent of the views of the parties). Then we essentially follow the same set of
hybrids as in the proof of Equivocal Garbling (with the difference that we secret share each key among
2n values instead of just 2). We remark that in this sequence we will continue to simulate the views
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Program F(l@ s

, (x1,...,%n, mode)

(1eA)Ag  (10AL)Ag

Sg,j,left 4 Sg,j,right
(1oA)Ag

gileft

A,

Constants: C, g, K,, {td%j};?:l, {( 1

if mode = 0 then output s
else if mode =1
1. Evaluate C(xy,...,x,) and learn bit assignments bit,, bitg of input wires «, § of gate g.

2. For j # i, generate
k,,; « FEE.Equiv(td, ;, (0",...,0", mode = 0)).

Generate R
k,i < FEE.Equiv(td, ;, (x1,..., Xy, mode = 1)).

(1oAL)Ag

10AL)A
g7 left )@( i ( ) ’

j=1"g,j right
@AarAﬁ _

3. Compute mask = (D;; s ) and Key K, = (?%1, : ..,Eml).
4. if g(bity, bitg) = g(bity, 1 © bitg) then set M;,
1@AuAg  —
else set M, F =K, |[(1aA,).

18ALA
Output M, # @ mask.

Ky[|Ay;

end if

Figure 5: Program in Row (1 & Ay, Ag) for SimEnc.

18A) (1BA
Program Fg(,i,lefta)( 2 (x1,...,xn, mode)

(10A)(10A)  (1BAL)Ag
o n

Constants: C, g, K, {tdw }j=1/ {<Sg,j,|eft +Sg i right
(18A) (1A)
gileft

WAy

if mode = 0 then output s

else if mode =1
1. Evaluate C(xy,...,x,) and learn bit assignments bit,, bitﬁ of input wires «, B of gate g.

2. For j # i, generate
k,,; « FEE.Equiv(td, ;, (0",...,0", mode = 0)).

Generate R
k. i < FEE.Equiv(td, ;, (x1,..., Xy, mode = 1)).

(1eAx)(1BAg) (1®Ax) (1AR) — ~ ~
3. Compute mask = (D, Sg jeft e ( ;’:1 Sgjright #) and Key Ky = (ky1, ..., ko).
AOA
4. if g(bity, bitg) = g(bit,, 1@ bitg) then set My """ = K, [|Ay;
else set M;EBA“J@A‘?' =K,||(1®Ay).

5. Output M;eaA“'l@Aﬁ & mask.

end if
16AL) (1BA
Program F;,i,right)( $) (x1,..., %y, mode)
(1eAy)(1dAg)

Output s oi right

Figure 6: Programs in Row (1 & Ay, 1@ Ag) for SimEnc.

in the Preprocessing Phase and finally after all the encryptions have been changed, we will invoke the
simulation property of the underlying GMW protocol for the Preprocessing phase.
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Remark 1. We remark that this construction requires merely the existence of an adaptive honest-but-curious
Oblivious Transfer protocol . Such protocols can be constructed based on any simulatable public-key encryption
[DNoo] (or even the weaker trapdoor simulatable public-key encryption [CDMWo9]).

6.1 Corollaries

In this section, we describe our results for designing adaptively secure protocol against byzantine (i.e.
malicious) adversaries.

Corollary 5. Let f be a function with n inputs. Assuming the existence of collision resistant hash-functions
and dense cryptosystems, there exists a O(1)-round multiparty protocol to securely realize f against adaptive
malicious corruption of all parties.

Proof. We will obtain this corollary by applying two known results with Theorem 4. The first result
allows to compile honest-but-curious protocols to byzantine protocols in the Uniform Reference String
model, i.e. the model where all parties have access to a uniformly distributed random string sampled
by a trusted party:

Theorem 6 ([CLOSo2b]). Suppose 11¢ is a r-round n-party protocol to securely realize a n-party function f
against adaptive honest-but-curious corruptions. Assuming the existence of simulatable public-key encryption
and dense cryptosystems, there exists an O(r)-round protocol that realizes f against adaptive byzantine (mali-
cious) corruptions in the Uniform Reference String model.

In essence, the idea behind this compilation is to perform a GMW-style compilation by adding a
coin-tossing protocol at the beginning of the protocol and following each message in the protocol with a
zero-knowledge proof. Coin-tossing protocol can in turn be realized in the ideal-commitment hybrid.
Canetti et al. [CLOSo2b] show how to realize an ideal-commitment can be realized in the Uniform
Reference String model based on dense-cryptosystems [SP92] and simulatable public-key encryption
scheme and Canetti and Fischlin show to how to realize an adaptive zero-knowledge proof using the
same assumptions [CFo1].

The second result by Garg and Sahai [GS12] shows how the Uniform Reference String in the plain
model (i.e. with non-concurrent security):

Theorem 7 (Theorem 2.[GS12]). Assuming collision-resistant hash functions and dense cryptosystems, there
exists a constant-round protocol that securely realizes the Uniform String Functionality against byzantine (ma-
licious) corruptions.

Combining Theorems 6 and 7 with Theorem 4, and noting that simulatable public-key encryptions
can be based on dense cryptosystems, we obtain this corollary. O

For the stronger concurrent security, we show how to construct O(1)-round multiparty protocols
in the Common Reference String model (i.e. the model where the reference string is sampled from
an arbitrary but fixed distribution) and Uniform Reference String model (i.e. in the Universal Com-
posability framework [Cano1]). Namely, we obtain the following Corollary using Theorem 4 from our
work and Theorem 9.8 from [CLOSo2b].

Corollary 8. Let f be a deterministic function with n inputs. Assuming the existence of simulatable public-key
encryption schemes, there exists a O(1)-round multiparty protocol to realize f with UC-security against adaptive
byzantine (malicious) corruption of all parties in the Common Reference String model. Additionally assuming
the existence of dense cryptosystems, there exists a O(1)-round protocol achieving UC-security against adaptive
(malicious) byzantine corruptions in the Uniform Reference String model.
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Finally, we mention that we can combine our Theorem 4 with the result of Dachman-Soled et
al. [DMRV13] and Venkitasubramaniam [Ven14] to achieve the stronger UC-security in various setup
models such as common reference string, (stateful) tamper proof hardware model, timing model and
non-uniform simulation model and we leave it as future work to identify the precise constant in the
round complexity and minimal assumptions.

7 Leakage-Resilient Two-party and Multiparty Protocols

In this section we slightly modify our protocol from the previous section to obtain one that provides
some leakage resilience.

We will be working in the regime, where the parties participate in a leakage-free input-independent
preprocessing phase and then in an online phase, the parties engage in a protocol with their inputs
where the adversary can issue arbitrary leakage queries (with bounded leakage).

We will rely on the work of Bitansky, et al. [BCH12] that show that if a protocol admits oblivious
simulation then the protocol is leakage resilient. Oblivious simuation, roughly speaking, requires there
be n + 1 simulators Simy, ..., Sim, ;1 that are initiated with some common randomness and then Sim;
for 1 < i < n is tasked to simulate an adaptive corruption of party P; only using P;’s input and the
shared randomness while Simg is tasked with simulating the transcript of their interaction.

First, we briefly discuss the reason that our MPC protocol from the previous section will not admit
an oblivious simulation. Recall that, the high-level idea was that simulating upto n — 1 corruption,
simply required providing random shares for “inactive” rows and all keys in the “active” rows. When
the n'" party is corrupted, the inputs of all parties is used to equivocate the view of this n'" party. By
definition, this simulation is not oblivious as the simulation of a party is contingent on whether it is
the last party to be corrupted or not.

Now, we propose our modification that will allow for oblivious simulation after a leakage-free
input-independent preprocessing phase. We will provide a multiparty protocol for any number of par-
ties. To obtain a two party leakage-resilient secure computation we simply instantiate our multiparty
protocol for two parties.

We will first extend our definition of Functionally Equivocal Encryption to have a “group” property.
Namely, we will require that a group of parties jointly compute encryption and decryption and the
simulation provides individual trapdoors to the member of the group that can equivocate a partial key
locally.

First, we describe the syntax for Functionally Equivocal Group Encryption:

e Key generation. Gen(1*,1";7¢e,) and outputs n keys, namely K = (ky, ..., ky).

e Encryption. Encg(params, m;rg,c) interprets params as function description size |f|, input length
n and output length [. It outputs an encryption of m with respect to parameters params using
randomness rgnc and key k.

e Decryption. Deck(c) decrypts ciphertext c using key k and outputs plaintext m.

e Ciphertext simulation. Simulating a ciphertext comprises of two algorithms (SimTrap, SimEnc)
where SimTrap on input (14,17 1q) outputs the trapdoors (tdy,...,td,) and SimEnc on input
(f, (tdq,...,tdy); rsim) outputs a ciphertext ¢ with respect to a function f.

e Equivocation. For each 1 < i < n,Equiv(x;, td;) uses the equivocation trapdoor td; to generate
a single fake key k.q; so that each simulated ciphertext c.q, which was generated with respect to
some function f will decrypt to f(xy,...,x,) under (keq1,- ., keqn)-

Definition 5. Functionally Equivocal Group Encryption) A tuple of algorithms (Gen, Enc, Dec, SimTrap, SimEnc, Equiv
is a functionally equivocal group encryption, if the following properties hold:
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e Correctness. For any m € M Pr[Decy(Enci(f,m;r)) = m : r «+ {O,l}'”,k — Gen(14,1")] >
1 — negl(A).

e t-functional security. For every PPT adversary A on input 1", there exists a negligible function v(-)
such that the probability that it wins the following game with challenger C (1) is at most 3 + v(A).

1. The adversary A sends t functions fi,..., fr (where each f; maps n bits to I; bits) and inputs
X1, % €{0,1}" to C;
2. C computes the messages {m; < fi(x1,...,Xu)};_1
3. Next it generates keys and ciphertexts in two different ways:
— C samples random FEE key K = (ky, ..., k,) using Gen(1*,1"). For 1 <i < t, it computes

¢; < Encg(params;, m;)

where params; < (|fi|, n,1;).
— C computes ciphertexts using SimEnc as follows:

td = (tdy,...,td,) < SimTrap(1*,1"),
Ci < SimEnc(fZ-,td) V1<i <t

Next it computes keq; < Equiv(x;, td;).
4. C tosses a coin b.
- Ifb=0,C sends (K,cy,...,ct) to A.
- Ifb=1,Csends ((keq,---,keqn), Ceq,---sCeqt) to A.
5. Aoutputsa bit b'.

Awinsifb=10"
The main differences in the definition of FEGE from FEE is that:
1. There are n keys that are generated. Looking ahead, there is one key for each party.

2. The Simulation produces n different trapdoors that each can be equivocated to a partial key
“obliviously” (i.e. locally) just using the respective input x;. Decrypting the simulated ciphertext
under the key that is a concatenation of the partial keys results in the message f(x1,...,xn).

3. We no longer require the randomness to be equivocated. We deliberately removed this require-
ment because we need a scheme that admits “oblivious” simulation of the keys and it is unclear
how to achieve this that includes the randomness. Looking ahead, we will erase this randomness
at the time of encryption, i.e. a preprocessing phase and will therefore yield a leakage-resilient
online phase.

We will first describe how we can use an FEGE to design a leakage resilient MPC and then show

how to construct an FEGE from one-way functions.

7.1 Leakage-resilient MPC from FEGE

The leakage-resilent MPC will proceed in two phases: An input-independent and leak-free preprocess-
ing phase and an online phase where the adversary can issue leak queries. On a high-level, in the
preprocessing phase, the parties will jointly compute the Garbled Circuit using the group encryption.
Recall that in the two-party setting, the Garbler G alone created the circuit using the FEE. Here we will
essentially run the same procedure, with the exception that we will jointly compute all encryptions
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use group encryption. The parties then erase all the randomness used in this phase and only keep
the keys generated for the input wires of the Garbled Circuit. In the online phase, depending on their
input x;, they simply broadcast, for each input wire, their key corresponding to the particular bit in
x;. Simulation on the other hand would generate the Garbled Circuit following the simulation of the
equivocal garbling and then simply provide all the randomness used to build the simulated garbling
and the individual trapdoors to each of the simulators. Then to obliviously simulate the corruption of
a party, the simulator uses that party’s input x; and trapdoor td; designated for that party and outputs
Equiv(x;j, td;). Such a simulation in the online phase is oblivious by definition.
Slightly more formally, the leakage-resilient MPC protocol proceeds as follows:

Preprocessing Phase: We will describe the preprocessing phase as an MPC functionality that will
provide the parties with outputs. This can easily be realized as an MPC protocol of a deterministic
functionality (say GMW) where all parties contribute randomness that will produce the required
output. The parties upon receiving the output will erase all randomness used in the computation.
The key generation function of the FEGE is run twice for each wire to generate K’ = (klz’u PN <A

for b € {0,1} and each wire w. Furthermore, a hidden mask A, is generated for each wire.

Then the garbling is done according to the equivocal garbling procedure described in Section 4.

More precisely, for gate ¢ with «, 8 as input wires and v as output wire, the following cipher-

a7 = FEGE.Enciy (%) and ¢y s’ " = FEGE. Ency (s

texts are created: Co left 2 right

g Ieft g, rlght) where

g nght @ Sgbl/eft K3 (bF) . Finally, one share of an XOR sharing of all the garbled rows is provided
to each party. Correspondmg to an input wire w carrying an input of party P; the functionality
will provide only P; with the hidden mask A. All parties will also be provided with an output

translation table that maps the keys for the final output wire to the actual value.

Online Phase: In the online phase, each party P; on input x; will first broadcast Ay, = Ay @ bity, for
every input wire that will carry the input x; where bit,, is that bit from x; flowing in wire w.
Next, all parties upon receiving A,, for all input wires will broadcast &’ wj and also broadcasts
their shares of the garbled rows. All parties reconstruct the entire garbled circuit by XORing the
shares of the garbled rows and then using the input keys obtained for every input wire, will
evaluate the circuit to obtain A for the final output key and using the output translational table
obtain the final answer.

The simulation proceeds as follows:

Preprocessing Phase: The simulation will generate all ciphertexts according to the simulation pre-
sented in Section 4. First it will generate one key for every wire (the dummy key) K, =
(kw1 -, kwn) using the FEGE.Gen function. Then, for gate g, it will produce.

Row(Aq, Ap), ;\Teaﬂ = FEE.Encg, (params, sgfegﬁ 'r;\i*e’;:ﬁ),
??.Qﬂ = FEGE.Encg,  (params, gﬁ,gﬁt it ;\i,g/;ﬁt)
Row(Aa, 16 Ag), coin ™ =FEGEEnck, (params, SR ?;‘eit%ﬁ),
gy PESESmEne (g i o)
Row(1 & Ag, Ag), it =FEGESimEnc (F; *[Sg right '] ; S,mg,ef‘;)
ggn/g\t‘:t/\ﬁ = FEGE.Enck,  (params, ;eﬁgﬁé/\ﬁ ; ;ﬂ:‘/g\ht/\ﬂ)
Row(1® Ag,1® Ap), oo " =FEGESImEnc (Constelsyiun” '] smiefr )
PRaon _resesmene T
where S;\| w = (ky|[Aq) ® ;\l:l;;ﬁt
The functions embedded in these programs F;\:I’gﬁ/\’s Fgl?iﬁ“’l\ﬁ Constg, F, Fy "% il be essen-

tially the same as the ones described in Figure 1 with the exception that it will receive as input
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X1, ..., %, and will have constants td. 1, ..., td, , with which it will generate the other key E by
running Equiv(td;, x;) for every i € [n] and concatenating them.

Then the simulations for each party P; will receive only trapdoors corresponding to their key for
all input wires. Namely, they will receive td,,; for every input wire w. They will also have XOR
sharings of all the garbled rows constructed above.

Online Phase: In the online phase, the obliviously simulate a corruption party P;, the simulator using
the parties input x; and trapdoor td, ; for every input wire w simply outputs the one normal key
ki that it generated and the other key k;,; = Equiv(tdy,;, x;).

The proof of security will essentially follows from the security definition of the underlying FEGE
scheme. Since all the intermediate randomness has been removed corrupting upto n — 1 parties will
not reveal anything beyond the output and the active rows. Upon corrupting the n'" party, the view
generated will essentially be the simulated view according to the equivocal garbling described in
Section 4 with the exception that no randomness is revealed.

7.2 Constructing FEGE

It only remains to construct the FEGE scheme that will allow for group encryption and decryption
and also simulating in a way that will allow to “obliviously” equivocate the individual keys. The
construction presented in Section 3 can be easily adapted to the group setting. An encryption in the
FEE scheme is simply a simulated (statically secure) garbling. In the FEGE, the encryption will continue
to be a simulated (statically secure) garbling with the exception that the keys corresponding to input
wires will be decomposed into n parts depending on which input wire belongs to which part according
to the function description. Namely, the keys corresponding to input wires w that carry input x; will
be part of key k;.

The simulation for the FEGE scheme on the other hand will be identical to the FEE scheme with
the exception that it will decompose the trapdoors (that are the two keys corresponding to the input
wires) again according to which input it will carry. td; will contain all pairs of keys (kJ, k%) that wire
w carries some bit of the input x;.

We point out here that it will be crucial that the randomness need not be equivocated (recall that
there is no Adapt function for FEGE) because obliviously equivocating this randomness is not possible
in our approach. In fact, this is the reason why we need an input-independent preprocessing phase in
our construction of the leakage-resilient MPC protocol.
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