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Abstract. We present a new class of public-key predicate encryption schemes
that are provably function private in the standard model under well-known
cryptographic assumptions, and assume predicate distributions satisfying re-
alistic min-entropy requirements. More concretely, we present public-key con-
structions for identity-based encryption (IBE) and inner-product encryption
(IPE) that are computationally function private in the standard model under
a family of weaker variants of the DLIN assumption. Existing function pri-
vate constructions in the public-key setting impose highly stringent require-
ments on the min-entropy of predicate distributions, thereby limiting their
applicability in the context of real-world predicates. For example, the sta-
tistically function private constructions of Boneh, Raghunathan and Segev
(CRYPTO’13 and ASIACRYPT’13) are inherently restricted to predicate
distributions with min-entropy roughly proportional to A, where A is the
security parameter. Our constructions allow relaxing this min-entropy re-
quirement to w(logA), while achieving a computational notion of function
privacy against probabilistic polynomial-time adversaries, which suffices for
most real-world applications. Our constructions also avoid the need for strong
assumptions such as indistinguishability obfuscation.
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1 Introduction

Predicate encryption schemes [1-3] in the public-key setting allow a single public-
key to be associated with multiple secret-keys, where each secret-key corresponds
to a Boolean predicate f : ¥ — {0,1} over a pre-defined set of attributes X. A
plaintext message in a predicate encryption scheme is an attribute-payload message
pair (I, M) € ¥ x M, with M being the payload message space. A secret-key sk
associated with a predicate f successfully decrypts a ciphertext C' corresponding to a
plaintext (I, M) and recovers the payload message M if and only if f(I) = 1. On the
other hand, if f(I) = 0, attempting to decrypt C using sk returns L. A predicate



encryption is said to be attribute hiding if the ciphertext C' leaks no information
about the underlying plaintext (I, M) to an adversary possessing benign secret-keys
corresponding to predicates that do not trivially identify the attribute 1.

Identity-Based Encryption. Identity-based encryption (IBE) [4-6] is the simplest
sub-class of public-key predicate encryption. IBE supports a set of equality predicates
of the form fig : ¥ — {0, 1} defined as fiq(x) = 1 if and only if 2 = id. The attribute
space in this case is a set of identities ZD, and each identity id € ZD is associated
with its own secret-key skiq.

Inner-Product Encryption. Inner-product encryption (IPE) [2,3,7,8] is a highly
expressive sub-class of predicate encryption, supporting a set of predicates f= :
¥ — {0,1} over a vector space of attributes 3 = Fy (¢ being a A-bit prime). Of
particular interest is a specific form of IPE called zero-IPE [3] where for o/, @ € %,
we have fo (Z) = 1 if and only if (¥, ) = 0, where (¥, Z) denotes the inner-
product of two vectors o and 7. IPE is powerful enough to encompass IBE and
many other predicate encryption systems [3].

Searchable Encryption and Function Privacy. Predicate encryption provides
a generic framework for searchable encryption supporting a wide range of query
predicates including conjunctive, disjunctive, range and subset queries [9, 1-3]. For
instance, a predicate encryption system can be used to realize a mail gateway that
follows some special instructions to route encrypted mails based on their header
information (e.g. if the mail is from the boss and needs to be treated as urgent).
The mail gateway is given the secret-key corresponding to the predicate is-urgent,
the mail header serves as the attribute, while the routing instructions can be used
as the payload message. Another application could be a payment gateway that flags
encrypted payments if they correspond to amounts beyond some pre-defined thresh-
old X. The payment gateway is given the secret-key corresponding to the predicate
greater-than-X, the payment amount itself serves as the attribute, while the flag
signal is encoded as the payload message. The attribute hiding property of the pred-
icate encryption scheme ensures that neither gateway learns any information about
the plaintext data from the entire operation.

A natural question now arises: should the gateways in the aforementioned examples
be able to learn the underlying predicate from the secret-keys given to them? The
answer in most scenarios is mo - the secret-key sk; should ideally reveal nothing
about the predicate f beyond the absolute minimum. This notion of predicate hid-
ing security is commonly referred to as function privacy, and predicate encryption
schemes satisfying this notion of security are described as function private.

1.1 Function Private Predicate Encryption in the Public-Key Setting

As pointed out by Boneh, Raghunathan and Segev in [10, 11], formalizing a realistic
notion of function privacy in the context of public-key predicate encryption is, in



general, not straightforward. Consider, for example, an adversary against an IBE
scheme who is given a secret-key skiq corresponding to an identity id and has access
to an encryption oracle. As long as the adversary has some apriori information that
the identity id belongs to a set S such that |S| is at most polynomial in the security
parameter A, it can fully recover id from skiy : it can simply resort to encrypting a
random message M under each identity in S, and decrypting using skiq to check for
a correct recovery. Consequently, Boneh, Raghunathan and Segev [10,11] consider
a framework for function privacy under the minimal assumption that any predicate
is sampled from a distribution with min-entropy at least super logarithmic in the
security parameter A. This rules out trivial attacks and results in a meaningful notion
of function privacy in the public-key setting. However, their work leaves open the
following important issues, which we address in this paper:

e The predicate encryption schemes proposed in [10,11] are inherently restricted
to satisfying a statistical notion of function privacy against computationally
unbounded adversaries. For a vast majority of applications, a more relaxed com-
putational notion of function privacy against probabilistically polynomial-time
adversaries obviously suffices. Such a relaxation is crucial, since it potentially
enables realizations of function-private predicate encryption based on weaker
computational assumptions.

e Ideally, the function privacy guarantees of any public-key predicate encryption
scheme should hold under the minimal assumption that the predicates are sam-
pled from a distribution with min-entropy k& = w(log A) (where A is the security
parameter), so as to rule out trivial attacks. However, the statistically function
private constructions in [10, 11] assume predicate distributions with min-entropy
k > X. This rather stringent assumption stems from their use of the universal
hash lemma for arguing the statistical indistinguishability of secret-keys against
unbounded adversaries, and limits the applicability of their constructions in the
context of real-world predicates.

1.2 Our Contributions

In this paper, we present a new class of public-key predicate encryption schemes,
that are computationally function private against probabilistic polynomial-time ad-
versaries in the standard model, while making only the bare minimum assumptions
on the min-entropy of the underlying predicate distributions. Our constructions are
based on standard computational assumptions, and realize a relaxed notion of func-
tion privacy as compared to the constructions of Boneh, Raghunathan and Segev [10,
11], which is sufficient for most real-world applications. In order to prove function
privacy, we adopt an indistinguishability-based framework that requires a secret-key
corresponding to a predicate sampled from a distribution with min-entropy super
logarithmic in the security parameter A, to be computationally indistinguishable from
another secret-key corresponding to a uniformly and independently sampled predi-
cate.



Proposed Constructions. Our main result is a generic framework, denoted as
embed-augment-recover, that takes an existing predicate encryption scheme and
transforms it into a computationally function private one, while retaining its original
data privacy guarantees. Our approach leads to the following constructions:

o We present a family of computationally function private identity-based encryp-
tion (IBE) schemes in the standard model. Our IBE constructions are based
on the anonymous IBE scheme proposed by Gentry in [4]. Our schemes retain
the selective data privacy guarantees of the original scheme, and are addition-
ally computationally function private under progressively weaker variants of the
well-known DLIN assumption. The detailed constructions of these schemes, along
with the proofs of data and function privacy, are presented in Section 4.

e We then present a family of computationally function private inner-product en-
cryption (IPE) schemes in the standard model. Our IPE constructions based on
the seminal IPE scheme of Katz, Sahai and Waters [3]. Once again, our schemes
retain the selectively attribute hiding property of the underlying scheme, and
are computationally function private under progressively weaker variants of the
DLIN assumption. The detailed constructions of these schemes, along with the
proofs of data and function privacy, are presented in Section 5.

Advantages of Our Constructions. As compared to existing function private
realizations of predicate encryption, our constructions offer the following advantages:

e Relaxed Min-Entropy Requirements. Our constructions relax the min-
entropy assumptions on the underlying predicate distributions from w(\) in the
constructions of Boneh, Raghunathan and Segev [10, 11], to the bare minimum
requirement of w(log A\) for ruling out trivial breaches of function privacy. This
is essentially enabled by relaxing the function privacy requirements from sta-
tistical privacy against unbounded adversaries to computational privacy against
probabilistic polynomial-time adversaries.

e Security in the Standard Model. Agrawal et al. [12] have recently proposed
a new universal composability-style definition of simulation-security for predi-
cate encryption, capturing both data and function privacy. To the best of our
knowledge, the only known public-key construction satisfying this wishful notion
security is an IPE scheme proposed by Agrawal et al. themselves in [12]. This
construction is, however, secure in the generic group model. Our constructions,
on the other hand, achieve an indistinguishability-based notion of function pri-
vacy in the standard model.

e Avoiding Strong Assumptions such as Obfuscation. Certain existing ap-
proaches to achieving function privacy, such as that proposed by lovino et al. in
[13], are based on strong assumptions such as indistinguishability obfuscation.



In particular, the approach of Iovino et al. assumes the existence of a quasi-
strong indistinguishability obfuscation algorithm over the class of all NCl) cir-
cuits. While this makes their approach more generic, our constructions are based
on practically realizable cryptographic primitives such as bilinear pairings, and
entirely avoid such strong assumptions.

1.3 Overview of Our Approach: Embed- Augment-Recover

We present a three-step approach - embed, augment, recover - for achieving computa-
tionally function private predicate encryption schemes. We briefly describe the main
ideas underlying each step, and exemplify them subsequently using a simple IBE
scheme. We begin by briefly describing a public-key predicate encryption scheme.

Public-key Predicate Encryption. A public-key predicate encryption scheme for
a class of predicates F over an attribute space ¥ and a payload-message space M is a
quadruple of probabilistic polynomial time algorithms IT = (Setup, KeyGen, Enc, Dec).
The Setup algorithm takes as input the security parameter A, and generates the pub-
lic parameter pp and the master-secret-key msk for the system. The key-generation
algorithm, KeyGen takes as input the public parameter pp, the master-secret-key
msk and a predicate f € F, and generates a secret-key sk; corresponding to f. The
Enc algorithm takes as input the public parameter pp, an attribute I € ¥ and a
payload-message M € M, and outputs the ciphertext C' = Enc (pp, I, M). The Dec
algorithm takes as input the public parameter pp, a ciphertext C' and a secret-key
sk, and outputs either a payload-message M € M or the symbol L.

Embed-Augment-Recover. Given a public-key predicate encryption scheme I =
(Setup, KeyGen, Enc, Dec), we propose a generalized approach, termed as embed-
augment-recover, to convert the same into a function-private one. The core idea of
our approach is to base the computational function privacy of the modified scheme
on a decisional hard problem. The steps to realize this idea are as follows:

1. Embed: The KeyGen algorithm is modified to embed a randomly sampled in-
stance of the hard problem, along with a corresponding check-point element,
in any secret-key sky. The check-point element ensures that decryption using
sk ¢ succeeds if and only if the embedded instance is a valid instance of the hard
problem. The necessary public parameters for sampling the random instance and
the check-point element are included in pp generated by the Setup algorithm.
The original master-secret-key msk is retained unchanged.

2. Augment: In order to synchronize encryption and decryption in the presence
of the modified secret-keys, the ciphertext C' generated by the Enc algorithm
is augmented with additional random components, again derived using the up-
dated public parameter pp. The challenge here is to ensure that this augmented
ciphertext does not weaken the data privacy guarantees of the original predicate
encryption scheme.



3. Recover: Finally, the Dec algorithm cleverly the additional ciphertext com-
ponents to remove the embedding from the secret-key, and either recover the
payload message M or return L.

An Example of Our Approach. We present an IBE scheme IT}BE | that is
achieved by applying our embed-augment-recover approach to Gentry’s anonymous
IBE scheme [4], which is selectively data private in the standard model. Our scheme
retains the data privacy guarantees of Gentry’s scheme, while also achieving compu-
tational function privacy under the well-known decisional linear (DLIN) assumption
[14]. Let G be a group of prime order ¢ and let g1, g2, g3 be arbitrary generators for
G. The DLIN assumption is that the distribution ensembles:

+
{(gla927g3vgizl7g(2127g§1 az)}al,azizz and {(glag2a937.9[11179527g§3)}a17a27a3<izz;

are computationally indistinguishable, where g1, g2, g3 &L G. We now present the
construction details for TI{BE.

o II!BE Setup: The setup algorithm in Gentry’s scheme samples s £ Ly, where
q is a A-bit prime. The public parameters are (g, g%, h), where g and h are ran-
domly sampled generators of a bilinear group G of prime order g, while the

master-secret-key is s. Our scheme additionally samples x1, xs, 3 il Zy and

g1, 92, 93 & G. The modified public parameter pp and master-secret-key msk for
our scheme are as follows:

pp=(9,9°, R, 0", 9", 9%, 9%, 9% ", 9", 91, 92,93, (91" - 95°) » (95° - 93°))

msk = s

) g

Note that the additional components of the public parameter pp are related to
the DLIN assumption.

o II!BE KeyGen: The key-generation algorithm in the Gentry’s scheme computes
a secret-key for an identity id as skjq = (y, (h- g_y)l/(sfld)), where y il Zy. In
our scheme, we augment the key generation process as follows. We additionally

sample y1, Yo & Zy, and output:

Skid — <y,gzl/1’g§/2’g§/1+y2 ’ (giﬂl qé«‘s)yl . (,(];02 (]9;3)‘[/2 . (h . gfy)l/(s_id)>
Note that we embed a randomly sampled valid DLIN instance (g¥*, g52, g3’ tu2
in skig, along with an additional term of the form (g7 - g3°)¥* - (5% - g5°)”*. This
term serves as a check-point: it allows decryption only if the corresponding DLIN
instance embedded in the secret-key is valid. Also observe that both the DLIN
instance and the check-point element can be derived entirely from the additional
elements in the public parameter pp.



o IT!BE.Enc: An encryption of a message M for an identity id in Gentry’s scheme
is a tuple of the form (gr'(s”d)7 e(g,9)" M -e(g, h)fr), where 7 <& Z;. In our

scheme, we augment the encryption process to produce the ciphertext:
C = (gr"(s—id)’ g]n.’l;1~(577.,(]>. qr.mz.(.sfid)* qrulﬁ:p(sfi({) e (g, g)?“ 7]\/[ e (g, h)-'f)

Note that the augmented ciphertext in our scheme retains unaltered the cipher-
text components of Gentry’s scheme. The remaining ciphertext components are
derived from the additional elements in the public parameter pp.

e II!BE.Dec: On input of a ciphertext C' = (cg, c1, ca, €3, ¢4, ¢5), and a secret-key
skia = (do, d1,da,ds, ds), the decryption algorithm recovers the encrypted mes-
sage M as:

cs - ci’” e (dy,co)
e(dy,cr)-e(ds,ca)-e(ds,cs)

Observe that at the core of the above computation is the original decryption pro-
cedure in the Gentry’s scheme, with the additional components in the ciphertext
and the secret-key canceling out each other via the pairing property. Note that
this cancellation is subject to the condition that the DLIN instance originally
embedded in sk;q is valid, which is ensured by the check-point term in dy.

M =

A generalization of the above scheme is presented in greater detail in Section 4, along
with proofs for data and function privacy.

1.4 Potential Extensions of Our Approach

Function Privacy for Private-Key Predicate Encryption. While we present
our embed-augment-recover approach in the context of function privacy for public-
key predicate encryption, it can readily be extended in the context of private-key
predicate encryption. In the private-key setting, our approach works even if the
underlying predicates are not necessarily sampled from distributions with at least
super-logarithmic min-entropy. In particular, the core function privacy arguments
for our constructions presented in this paper do not essentially rely on the unpre-
dictability of the predicate distributions; this assumption is additionally made to rule
out trivial attacks in the public-key setting. Consequently, our approach anticipates
an expansion to the existing body of work in designing function private predicate
encryption schemes in the private-key setting.

Function Privacy for Multi-Input Predicate Encryption. Multi-input pred-
icate encryption (MIPE) introduced by Goldwasser et al. [15] is a generalization of
functional encryption to the setting of multi-input predicates. An MIPE scheme has
several encryption slots and each decryption key sk; for a multi-input predicate f
jointly decrypts the ciphertexts Enc(Iy), ..., Enc(I},) for all slots to obtain f (I, ..., I,)
without revealing anything more about the encrypted attributes. In particular, this



provides a framework to evaluate bounded-norm multi-input IPE: each predicate is
specified by a collection of vectors 71, e ,7n, and takes as input a collection of
vectors 1, -+ , @ n to output Jwy (71, e ,?n) =>", <7i, 71> We point
out that our technique can be easily generalized to obtain function private IPE
schemes in the multi-input setting as follows: we first use our technique to obtain a
function private IPE construction in the single-input setting, and then run n inde-
pendent copies of this construction. The it* copy is used to encrypt Z; in the ™
slot, while the new secret-key is the ensemble of the n secret-keys corresponding to
71, e ,7” The decryption algorithm computes each inner product individually,
and returns their sum. Although this means that the adversary also learns each in-
dividual inner product, this is an inherent leakage in the public-key setting and does
not weaken the security guarantees.

1.5 Paper Organization

The remainder of this paper is organized as follows. Section 2 presents background
material on predicate encryption and computational assumptions in bilinear groups.
In Section 3, we formally define our framework for the computational function pri-
vacy of public-key predicate encryption. In Section 4, we present a family of selec-
tively data private and computationally function private IBE schemes in the stan-
dard model. In Section 5, we present a family of selectively data private and com-
putationally function private IPE schemes in the standard model. Finally, Section 6
concludes the paper and enumerates several extensions and open problems.

1.6 Notations Used

We write z <= x to represent that an element z is sampled uniformly at random
from a set X. The output a of a deterministic algorithm A is denoted by = «+ A

and the output a’ of a randomized algorithm A’ is denoted by ' LA We refer
to A € N as the security parameter, and denote by exp(}), poly(\) and negl(\)
any generic (unspecified) exponential function, polynomial function and negligible
function in A respectively. Note that a function f : N — N is said to be negligible in A
if for every positive polynomial p, f(A) < 1/p()\) when A is sufficiently large. Finally,
for a,b € Z such that a < b, we denote by [a, ] the set of integers lying between a
and b (both inclusive). The min-entropy of a random variable Y is called Ho, (V) and
is evaluated as log (max,Pr[Y" = y]); a random variable Y is said to be a k-source if
H.(Y) > k. A (T, k)-block-source is a random variable Y = (Y7, -+, Yr) where for
eachi € [1,T) and y1,-- -, y;—1, it holds that Hoo (Y;|Y1 = y1,--- ,Yie1 = yi—1) > k.

2 Preliminaries

Data Privacy of Public-Key Predicate Encryption. We recall the standard
notion of attribute hiding data privacy for a predicate encryption scheme against an
adaptive probabilistic polynomial-time adversary.



Definition 2.1 (Adaptively Data Private Predicate Encryption). A predicate en-
cryption scheme IT = (Setup, KeyGen, Enc, Dec) is said to be adaptively data private
if for any probabilistic polynomial-time adversary A, the following holds:

d:ef

AdvE,(0) € |Pr [Exptgog,,m A = 1} —Pr [Exptggﬂ A = 1} ’ < negl(\)

where for each A € N and b € {0, 1}, the experiment Expt,gbg’HVA()\) is defined as:

1. (pp, msk) £ Setup (1)‘).

2. (I, Mg),(I7, M}) , state) <& AKeyGen(msk.) (state) where I¢,I; € ¥ and
Mg, M{ € M, subject to the restriction that for each predicate f; with
which A queries KeyGen (msk, -), we have f; (I§) = f; (I7).

3. C* <% Enc(pp, I}, M;).

4. b £ AKeyGen(msk. ) (C*, state), once again subject to the restriction that for
each predicate f; with which A queries KeyGen (msk, ), we have f; (I§) =
fi (I7).

5. Output ¥'.

The above notion of adaptive data privacy is referred to as DP throughout the rest of
the paper. There also exists a selective variant of the above security notion, referred
to as sDP throughout the rest of the paper, that requires the adversary to commit
to the challenge pair of attributes (I}, I7) before seeing the public parameters of the
scheme.

The Generalized Decisional k-Linear Assumption (k-DLIN). Let G be a
group of prime order ¢ and let ¢1,- -, gk+1,9gk+2 be arbitrary generators for G,
for k > 1. The generalized decisional k-linear assumption is that the distribution
ensembles:

k+1
a ap4+1 25 aj
{<917"' 7gk+1agk+2aglla"' y Jk+1 angrJ2 )} R and
RN SR

C ar .. Fkt1  Akt2
{(gla y 9k+15 9k+2591 5 7gk+1 7gk+2 )}a1,~-- 7ak+17ak+2<_1?_.22

are computationally indistinguishable, where g1, , gk+1, gk+2 & G.

Note that 1-DLIN is essentially equivalent to the well-known DLIN assumption [14].
Moreover, the k-DLIN assumption implies the (k+1)-DLIN assumption for all & > 1,
but the reverse is not necessarily true. In other words, the k-DLIN assumption family
is a family of progressively weaker assumptions.

3 Computational Function Privacy of Public-Key Predicate
Encryption

In this section, we formally define the indistinguishability-based framework for com-
putational function privacy of predicate encryption in the public-key setting. We



consider adversaries that have access to the public parameters of the scheme, as
well as a secret-key generation oracle. The adversary can also adaptively interact
with a real-or-random function-privacy oracle RoRP. This oracle takes as input any
adversarially-chosen distribution over the class of predicates F, subject to certain
min-entropy requirements. It outputs a secret-key either for a predicate sampled
from the given distribution, or for a predicate sampled uniformly at random from
F. At the end of the interaction, the adversary should be able to distinguish between
these real and random modes of operation of RoRF” with only negligible probability.

Definition 3.1 (Real-or-Random Function Privacy Oracle). A real-or-random func-
tion privacy oracle RoR™ takes as input triplets of the form (mode, msk, F), where
mode € {real, rand}, msk is the master-secret-key of the predicate encryption scheme,
and F is a circuit representing a distribution over the class of predicates F. If

mode = real, the oracle samples f & F, while if mode = rand, it samples f EF
It then responds with sk £ KeyGen (msk, f).
Definition 3.2 (Computational Function Privacy). A predicate encryption scheme

IT = (Setup, KeyGen, Enc, Dec) is said to be computationally function private if for
any probabilistic polynomial-time adversary A, the following holds:

AdviT (N def

Pr [Bxptieln a(\) = 1] = Pr [Exptesty a() = 1] \ < negl())

where for each A € N and mode € {real,rand}, the experiment Expt?,?fjre[’A()\) is
defined as follows:

1. (pp, msk) <& Setup (1%).
2. b <& AROR™(modemsk,),KeyGen(msk, ) (1)‘,pp)7 subject to the restriction that

cach F; with which A queries RoR™” (mode, msk, -) represents a distribution
with min-entropy k = w (log \).
3. Output b.

Note that our definitions are generic, and may be suitably adopted for IBE, IPE and
other classes of predicate encryption.

Min-Entropy Requirements. In our definitions for computational function pri-
vacy, the adversary is allowed to adaptively issue a polynomial number of queries
to the RoRP oracle, as long as the queries correspond to distributions with min-
entropy k = w (log \). In the absence of this restriction, an adversary can trivially
distinguish the between the real and random modes of the oracle by encrypting a
message under each f € F, and then using the secret-key sk; output by the oracle to
check for successful decryption. In particular, the following restrictions are pertinent
to the forthcoming discussions:

e A function privacy adversary against an IBE scheme is allowed to query the
real-or-random oracle with a circuit ID* € ZD if and only if ID* represents a
k-source such that k = w (log \).

10



e A function privacy adversary against an IPE scheme is allowed to query the real-
or-random oracle with a circuit V* = (V*,--- ,Vy) € Fp if and only if V* is
an (n, k)-block source such that k¥ = w (log ). Additionally, the component-wise
distributions {V;*}ie[1,5) should be mutually uncorrelated; otherwise, the adver-
sary can create circuits corresponding to vectorial distributions with arbitrary
inter-component correlations to trivially distinguish the real and random modes
of operation of the oracle [11].

4 Computationally Function Private Identity-Based
Encryption from the k-DLIN Assumption

In this section, we present an IBE scheme, denoted as H}CBE, that is computationally
function private under the k-DLIN assumption. The simplest version of the scheme
(for k = 1) has already been illustrated in Section 1.3. In the forthcoming discussion,
we present the generalized version of the scheme for any k£ > 1, along with detailed
proofs for data and function privacy. As stated earlier, this scheme is obtained by
applying our embed-augment-recover methodology to the anonymous IBE scheme
proposed by Gentry in [4].

Gentry’s IBE Scheme. We briefly recall the original IBE scheme of Gentry. Let
GroupGen(1*) be a probabilistic polynomial-time algorithm that takes as input a
security parameter A\, and outputs the tuple (G,Gr,q,g,e), where G and G are
groups of of order ¢ (¢ being a A-bit prime), g is a generator for G and e : G x G —
Gr is an efficiently computable non-degenerate bilinear map. Gentry’s IBE scheme
IIPE = (Setup, KeyGen, Enc, Dec) is defined over the identity space ZD = Z} and
the message space M = { M }en as follows:

o IIPE Setup: The setup algorithm samples (G,Gr,q,g,e) £ GroupGen(1*) on

input the security parameter 1*. It also samples s s Zy and h i G, and outputs
the public parameter pp and the master-secret-key msk as:

pp = (9,9°,h) , msk=s

° HIC];D’E.KeyGen: On input the public parameter pp, the master-secret-key msk and

an identity id € ZD, the key generation algorithm samples y £ Zy and outputs
the secret-key skig = (do, d1) where:

do=y,d=(h- gfy)l/(sqd)

° HIC?E.Enc: On input the public parameter pp, an identity id € ZD and a message

M € M, the encryption algorithm samples r £ Zy and outputs the ciphertext
C = (co, 1, c2) where:

Co = gr-(s—id) , C1 = e(gvg)r y C2 = M - e(g7h)7r

11



e II{P¥.Dec: On input a ciphertext C' = (co, c1,¢2) and a secret-key skig = (do,d1),
the decryption algorithm computes:

M' =c - cy-e(dy,co)
If M’ € M, the decryption algorithm outputs M’, else it outputs L.

While the above scheme is selectively data private, its function privacy cannot be
based on any standard cryptographic assumption to the best of our knowledge.

4.1 Owur Function Private IBE Scheme

We now present the construction for our function private IBE scheme H}CBE. For
the ease of understanding, we highlight the principal alterations made to Gentry’s
scheme as per our embed-augment-recover approach.

e IT1IBE Setup: The setup algorithm samples (G,Gr,q,g,e) s GroupGen(1*) on

input the security parameter 1*. It also samples s, 21, 2o, -+ , Tpyo £ Ly as well
as g1,92, " , Jk+2, b £ G 1t outputs the public parameter pp and the master-
secret-key msk as:
pp = (9,9, 7 {9™7, 05" }jetihs]s 915+ > Ghr2s {957 - Gohs Yierne)
msk = s

° H}CBE.KeyGen: On input the public parameter pp, the master-secret-key msk and

an identity id € ZD, the key generation algorithm samples y, y1,y2 - -+ , Yr+1 il Zy
and outputs the secret-key skig = (do,d1, -, dk+3) where:

dO:y , d} :g?l fOl‘jE [1k+1]

k+1
v T Tkia\Y _ 1/ (s—id
diogo :ngrJQ 1Y 7 dk+3 _ H (g‘;‘/ 'QZTQZV] . (hg y) /(s—id)
i=1
Shy,
Observe that we embed a valid k-DLIN instance <gll“,~-- et gt ) in

the original secret-key of Gentry’s scheme, along with the check-point element
k+1 j Yj
(I (0 - ais)™)-

e I[}PE.Enc: On input the public parameter pp, an identity id € ZD and a message

M € M, the encryption algorithm samples r eli ZZ and outputs the ciphertext
C = (co,c1, "+, Crya) Where:

co = gT'(sfid) , ¢ = gr-;r_r(sfid) for j € [1? ko 2}
ez =¢€(9,9)" , chra=M-e(g,h)”"

Observe that the augmented ciphertext retains unaltered the components of the
original ciphertext in Gentry’s scheme.
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° HiBE.Dec: On input a ciphertext C = (co, - ,crt+4) and a secret-key skig =
(do, -+ ,dg+3), the decryption algorithm computes:

Chtd - Ciﬁrg - e (dp43,co)
k+2
Hj:l e(dj, c;)

If M’ € M, the decryption algorithm outputs M’, else it outputs L.

M =

Correctness. Consider a ciphertext C' = (cg, - - , cx14) corresponding to a message
M under an identity id, and a secret-key skig = (do, - - - , dx+3) corresponding to the
same identity id. Then, we have:

M=M-e(g,h) " -e(g,9)" e ((h gyt ,gr'(S*id))
k41 i Tr+2)Yi r(s—i
c ((H]L (97 - 9k'5 )yj> g d)>
. k+1, ]
(T2 () e (R ey )
TiYi r(s—i z Efil i r(s—i
(I e (g7, g7 =) e (gki*; g d>)

k+1 j 2.\ (s—id Zjil Y - r-(s—id
(Hj;rl e (g;; ,(9%9) ( ))) -e <9k+2 " (gme) ( )>

- M.

=M

Therefore as long as the ciphertext and the secret-key correspond to the same iden-
tity, the message is recovered correctly. Again, when the ciphertext and the secret-
key correspond to two different identities, say id and id’ respectively, the decryption
algorithm computes:

—r r. _u\1/(s—id r-(s—i
M =M -e(g,h)"-elg,9) y'e((h-g v) /(=) gr d))

We may assume here that M is a small subset of G, namely |M]| < |GT|1/ % This
is not very serious since the space of valid messages in reality is expected to be
significantly smaller than \GT|1/ 2
M’ still lying in M, for y,r £ Zy, is negligible in the security parameter A. This
completes the proof of correctness for our generalized IBE scheme H}CBE.

. This restriction ensures that the probability of

4.2 Security of Our IBE Scheme

In this section, we formally prove the selective data privacy and computational
function privacy of our IBE scheme IT:BE.

13



Selective Data Privacy. We state the following theorem for the selective data
privacy of IT}PE;

Theorem 4.1 Our IBE scheme H}CBE is selectively data private in the standard
model if Gentry’s scheme HIC?E 1s selectively data private in the standard model.

Proof. Let A be any probabilistic polynomial-time adversary such that:

Adv?‘[D}CEE,A()\) = |Pr {Exptig)P,HLBE7A(>\) = ]_:| — Pr [Exptié)ﬁﬂi‘BE,A()\) = 1:| ‘ =€

where € > negl(\). We construct a polynomial-time algorithm B such that:

Adviie () = |Pr [Exptigy e (V) = 1] = Pr [Exptlgh e 5(0) = 1] ‘ —c

B interacts with A in the selective data privacy experiment as follows:

e Init: A commits to the challenge identity pair (idg,id}). B also commits to the
same identity pair.

e Setup: B begins by obtaining the public parameter pp = (g, g%, h) for ITZPE. Tt
then samples z1, -+, Trt2 na Zy and g1,92," ", Gk+2 & G and provides A with
the modified public parameter:

PP’ = (9:9° h, {9, 9" }jet ) 91, 79k+2,{9;j g Y e k)

o Secret-Key Queries: When A issues a secret-key query for id; € ZD, B for-
wards the query to the key-generation oracle for HIC]?E, and receives skig, =

(do,dy). Tt then samples y1, 42, - , Yr+1 £ Z; and responds to A with the
secret-key:
k+1
PO ; 42\ V)
Ski/di = dOagglaggQ7 e 7ggi+117g]<;+12 ! J? H (gf] : g::__EQ) ! : dl
i=1

e Challenge: A outputs the challenge message pair (Mg, M7). B outputs the same
challenge message pair and receives the challenge ciphertext C* = (cf, ¢}, ¢3) for
HIégE. It then computes the challenge ciphertext for A as:

C = (g, ()™ (cp)™ -+ ()™ ef, 3)
e Output: Finally, B outputs the same bit b’ as output by A.

It is easy to see that B’s simulation is perfect and hence, it has the same advantage
€ as A in the selective data privacy game. This completes the proof of Theorem 4.1.

Computational Function Privacy. We state the following theorem for the com-
putational function privacy of IT:PE:

Theorem 4.2 Our IBE scheme H}CBE is function private under the k-DLIN as-
sumption for identities sampled uniformly from k-sources with k = w (log A).

14



Proof. The proof follows directly from the following claim:
Claim 4.1 For any probabilistic polynomial-time adversary A, the following holds:

Pr [Exptiles 4 (\) = 1] = Pr [Exptiidme 4 () = 1] ‘ < negl())

To prove this claim, we assume the contrary. Let A be a probabilistic polynomial-
time adversary such that:

Pr [Exptiiime 4 (\) = 1] = Pr [Exptifums 4(\) = 1] ‘ —c

where € > negl(\). We construct an algorithm B that solves an instance of the k-
DLIN problem with non-negligible advantage €’ > €/2. B receives as input a k-DLIN

instance (g1, , gr+2,97", , gy ) and interacts with A as follows:
o Setup: B samples s,x1, - , Tk £ Zy and g1, -+, Gr+2, b Lo n outputs the

public parameter pp and the master-secret-key msk as:

pp = (9,9° P 9™, 0" Yierma1)s 915+ Gks2: {957 - Gis’ Vieinrn)
msk = s

o Secret-Key Queries: When A issues a secret-key query for some identity id;, 5
responds with skig, = II}BF.KeyGen (pp, msk, id;).

e Real-or-Random Query: Suppose A queries the real-or-random oracle with
ID* - a circuit representing a k-source over the identity space ZD such that k =

w (log A). B uniformly samples mode £ {real,rand}. If mode = real, it samples

id* & ID*; otherwise, it samples id* & TD. 1t then responds with the secret-key
skig+ as:

k+2
N _o\ 1/ (s—id™)
skiar = (.90 g | [T (65)7 | - (h-g7Y)
j=1
where g7*, - ,gZ’j:; are part of its input instance and y s Z;.

e Output: Finally, B outputs the same bit b as output by A.

Observe that the requirement that ID* is a circuit representing a k-source over
the identity space ZD, such that & = w (log A), ensures that the polynomial-time
adversary A cannot trivially determine if id* € ID* by exhaustively encrypting a
random message M under each identity in ID*, and decrypting using skiq« to check
for a correct recovery. We now state and prove the following claims:

Claim 4.2 When ag4o = Zf:ll aj, the joint distribution of mode and the secret-key
skig= in the simulation by the algorithm B is computationally indistinguishable from
mode

that in the experiment EXptFP’HLBE’A(A).
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Proof. Note that the sampling of id* from either ID* or ZD by B is consistent with
its random choice of mode. Additionally, when aj42 = 25211 a;, the secret-key skig=
takes the form:

i : : 1/ (s—id)
skiar = | w91 s gers | T (057 - eis) ™ | - (hog7y)

which is exactly what the response of the real-or-random oracle in the experiment
Expt,r:nsf'SLBE,A()\) should be. This completes the proof of Claim 4.2.

Claim 4.3 When ay.2 is uniformly random in Zy, the distribution of the secret-key
skig= is independent of B’s choice of mode.

Proof. Note that B’s choice of mode essentially determines whether the identity id*
is sampled from the adversarially-chosen distribution ID* or uniformly at random
from ZD. Consequently, the only component of skig- that should be distributed in

1/(s—id*)

accordance with mode is the final component dj_ , = - (h-g7¥) , where

§= Hf:f (g;lj)wj. Now, let g; = g% for j € [1,k+ 2], and let h; = g;ﬁj - gy for
j € [1,k + 1]. Now, consider the following system of equations, determined by the

public parameters pp and the secret-key skig-:

log, h1 =21 - 21 + Tpy2 - 2k42

log, hy1 = Tht1 * 241 + Thy2 * 242
k2
log, 6 = E aj-Tj- 25

Jj=1

*
q

that ax4o # Zfill a;, which makes the aforementioned system of equations linearly
independent. Hence, the conditional distribution of 6 (where the conditioning is on
B’s choice of mode and everything else in A’s view) is uniform. In other words, ¢
acts as a perfect one-time pad in the only component of skiq~ that contains id*, thus
making it independent of mode !. This completes the proof of Claim 4.3.

Since ayyo is uniformly random in Z7, with all but negligible probability, we have

! This is an adaptation of the same argument used in the proof of security for the well-known Cramer-
Shoup cryptosystem [16], albeit in the context of the k-DLIN assumption
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It now follows from Claims 4.2 and 4.3 that the advantage ¢ of B in solving the
k-DLIN instance may be quantified as:

r k+1
r_ a Ak41 j=19 ) __
e =|Pr|B (91,"‘ ;gk:+27gll7”. 7gk+1 7gk+]2 ) = 1:|

—Pr(B(g1, e, 01" gih anhy) = 1 ‘

I
=
_

r 1

Pr {Expt?gfinimaﬂ()\) = 1:| — =

1
Pr |:EXpt[r:e;!HLBE7A(A) = 1} — ’ + 3

rea 1 ran
(Pr [EXptFP!H}QBE,.A()‘) = 1] — 2) — (Pr |:EXptFP7dH}€BE’A()\) = 1i| — 2) ‘

Pr |:Exptlr:e;!H}€BE,A()‘) = 1:| —Pr |:Expt|r:a|2,dHLBE,A()‘) = 1:| ‘

=¢€/2

N~ N~ N

where the probability is taken over all possible choices of a1, -+, agt2 s Zy and all

possible choices of g1, -+ , gr12 & G. This completes the proof of Theorem 4.2.

5 Computationally Function Private Inner-Product
Encryption from the k-DLIN Assumption

In this section, we present a zero-IPE scheme, denoted as H}CPE, that is computa-
tionally function private under the k-DLIN assumption. This scheme is obtained
by applying our embed-augment-recover methodology to the zero-IPE scheme of
Katz, Sahai and Waters (KSW)[3]. As in the original scheme, our scheme is de-
fined over the set of attributes ¥ = Z% (N being a product of three primes ¢1, g2
and ¢3), and the class of vectorial predicates F = {f= | ¥ € Z%}, such that for
I=(I,---,1I,) € Z}%, we have f3 (I) =1 if and only if (¥, I) = 0 mod N.

Construction Overview. Let G be a bilinear group of order N = ¢1¢2¢3 (each of
q1, g2 and g3 being A-bit primes), and let Gy, G and G3 denote the subgroups of
G of order ¢1, g2 and g3, respectively. Also, let é : G x G — G be an efficiently
computable non-degenerate bilinear map, where G is also a group of order V. Note
that if g is the generator for G, then the element g; = g% is a generator for Gq, the
element go = g7'% is a generator for Go, and the element g3 = g7'92 is a generator
for Gs. Furthermore, for any elements h; € Gi, ho € Go and hy € Gs, we have
é(h1,ha) = é(ha,h3) = é(h1,h3) = 1. Also, let GroupGen’(1*) be a probabilistic
polynomial-time algorithm that takes as input a security parameter A, and outputs
the tuple (G,Gr,q1, 92,93, 91, 92, g3, €). Finally, the payload message space M is
assumed to be a small subset of Gr, namely |M| < |GT|1/2. Our function private
zero-IPE scheme uses the three subgroups for three distinct roles:
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e The subgroup G- is used to encode the vectors 7 and I in the secret-key and
the ciphertexts, respectively, and to compute the inner product (7,[ ) in the
exponent of a bilinear map computation.

e The subgroup G; serves a dual purpose in our scheme. On one hand, it has
the effect of masking the inner product computation in G, and preventing the
adversary from improperly manipulating the computation in any way to reveal
information about the underlying attributes. In particular, it is pivotal in en-
suring the non-malleability of the secret-keys and ciphertexts generated by the
scheme. On the other hand, it is in the G; subgroup that we incorporate our
embed-augment-recover methodology to achieve computational function privacy.

e The subgroup Gg3 serves as an additional layer of masking for the other sub-
groups. In particular, random elements sampled from Ggs are multiplied with
various components in both the secret-keys as well as the ciphertexts to hide
possible information leakages from the subgroups G; and Go.

Alterations to the KSW Scheme. We apply our embed-augment-recover ap-
proach to the KSW scheme to achieve computational function privacy. We provide
an informal overview of the alterations made to the original scheme; the detailed
construction is presented subsequently:

e Secret-Key Generation: The KSW scheme generates secret-keys of the form
sk = (dOa{dl,iadZi}ie[l,n])a where the tuple (di,,d2;) corresponds to the
i*® component of the predicate vector 7. In our scheme, we modify the key-

generation algorithm to generate secret-keys of the form:
sk = (dOa {djl,zad%,i}ie[l,n],je[o,kw])

such that for each ¢ € [1,n], the components {d{,i}je[o,kw] and {dg,i}je[o,k+2]
are obtained by embedding independent and uniformly random valid k-DLIN
instances in the original secret-key components components d;; and ds;, re-
spectively. All embeddings are performed in the group Gi; consequently, the
function privacy guarantees of our zero-IPE scheme follow from the hardness of
the k-DLIN problem in the group G;.

e Encryption: As in our IBE construction, the modified encryption algorithm in
our IPE construction retains unaltered the original ciphertext components from
the KSW scheme. The ciphertext is augmented to include additional components
that synchronize decryption with the modified secret-keys. These components
naturally belong to the group G; (same as the k-DLIN instances embedded in
the modified secret-keys), and are additionally masked using uniformly random
elements from Gs. The masking ensures that the augmented ciphertexts do not
weaken the data privacy guarantees of the original scheme.
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e Decryption: Finally, the decryption algorithm uses the aforementioned addi-
tional ciphertext components to remove the effect of embedding the k-DLIN
instances in the secret-key, and recovers the payload message M or returns L.

5.1 Construction Details for Our Zero-IPE Scheme

We now present the detailed construction for our zero-IPE scheme H{CPE. Due to
space constraints, we avoid presenting the original IPE scheme of Katz, Sahai and
Waters (the reader is referred to [3] for details of the original construction). However,
we highlight the alterations made to the original scheme for ease of understanding.

e II}"F Setup: The setup algorithm samples the following:
o (G,Gr,q1, 42,03, 91, 92, 93, €) < GroupGen'(1*)
o {x1;,20; &£ 73 }ienk+2) and {g1,5, 92,5 il G1}jen it
o {hi;, ho; 2 G1}iep,n) and {R{,i’R%,i & Gaticl1,n),jel0,k+2]

° h(ﬂGl,v&Z; andR;;(iGg
Next, it sets:

Q=92 R3
S?ﬂ- =hy,;- R?ﬂ- , Sg’i =hg,; - Rg’i for i € [1,n]

SL= TR, S = Ry, forie Ll € [LE+2

and outputs the public parameter pp and the master-secret-key msk as:
pp = <gl7g37 Q7 {S{q ng{,}ie[l,n]ﬂje[();k‘«kﬂ ) e (glv h’)’y )

{91,592, et k+2), {girff : .(1:1121;;%2 ) (]f?f : q;ifj }je[mﬂ])
msk = (q17 92,43, 92, {hl,iu h2,i}i€[1,n} ) h’Y)
° H}CPE.KeyGen: On input the public parameter pp, the master-secret-key msk and
a vector U = (vy,--- ,vy), the key generation algorithm samples the following:
R *
o {214,200 < L} }Yielim
S R,
o {y{,wy%,i — qu}ie[l,n],je[l,k—O—H
o Qi &Gy, Rs &£ Gy
R 7
o f1,f2 < Z,
As in the original scheme, it first sets:

do = Q- Rs/ (fﬂ : H hflf : hé?)
i=1
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Next, it sets:

J

k+1
dO _ gfl ,i gfl vy / H <g”11,l]7 3 flk.:jé_) 1 for i € [17/”/}

)

+
2 2\ V2.0 .
d2 =9 952 " / H (Jg,] Y ) for i € [1,n]

Finally, it sets the following additional components:

. j , ;
di, = gflj , d;, = ggzj forie[l,n],j€(l,k+1]
k+1,3 k+1, 5
dl‘—*'2 qlz,j+§ gkt = qzz,jJr; 24 for i € [1,n]

and outputs the secret-key sk as:

sky = (do, {d{,i7dg,i}ie[l,n],je[o,kJrQ])

Note that the additional embeddings in the secret-key component d(l))i and d(z),i for
i € [1,n] check-point the validity of the corresponding k-DLIN instances.

° H}CPE.Enc: On input the public parameter pp, an attribute I = (I1,--- ,1I,) € Z}
and a payload message M € M, the encryption algorithm samples the following:

o a3 £ VAS:
i R

i {Qe i Q]m — G2}i€[1,n],je[1,k+2]
i R

o (R} Ry; < Galicin) jelok+2]

where the Q%Jv and QJ“ values are sampled using ) from the public parameter.
It then sets the following:

co = g1
01 J (51,1) Q™ fi 8 i (Q),i = (Sg,i)r : QBIL‘ 'Rg,i for i € [1,n]

= (S{z> Q(J)z : Rg%.;i ) CéL = (Szjz) QéL : R‘j)z forie[l,n],j€[l,k+2]
Finally, it sets c3 = M - (¢ (g1, h)")" and outputs the ciphertext C' as:

C= (Co, {le c} i Yieln. i€, k+2]703)

Observe that the augmented ciphertext retains unaltered the ciphertext compo-
nents of the original scheme. Also, notice that the additional ciphertext compo-
nents {c{l7 %,i}ie[l)n]7j€[17k+z] are masked using random elements from both Go
and Gs. The double masking is necessary to ensure data privacy, as will be ex-
plained in the subsequent discussion.
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e I1}P¥.Dec: On input a ciphertext C' = (co, {c{,i, Cgﬂ'}ie[l,n] ,je[o,k+2]> and a secret-

key sko = (do, {d{,w d]é7i}i€[1,n],j€[0,k+2]>v the decryption algorithm computes:

n k+2

M' = c3 - ¢é(do,co) H H (djufju> € (déz(JQJ

=1 35=0

If M’ € M, the decryption algorithm outputs M’, else it outputs L.

Correctness. To see that correctness holds for our zero-IPE scheme, let C' and sk
be as described in Section 5. Then we have:

n k+2

MI—Cg 6 do,CO HHe(dlm z)é(d;ﬂ,(}%ﬂ)
=1 j=0
n
5 1vi o« N 2:V; I
=M-<He(g§ ”,921>~6(g§ g ))
=1

(oW T e (g7 ) @ (65, 1)
é(h7,g7) - (H?:l hilz : h;iri,g{)

k1, (vl y ST
o [ (M0 (o)) o (™ ey
= k-+1
: e (1052 ot o)™ o)
k1 . [ v3, BE2 )" ShH 2T
[lj=i €| 92 X 2,4 ) A oy ( 2,i )
Hk+1 To;  Tokge Yo o
é 927 G pro yhy

N

s
Il
i

n
M - [ é (g, go) o F0I 0

M - ¢ (ga, go)\ 1012 mod ) (71)

where «, 3 are uniformly random in Z} and fi, fo are uniformly random in Z7, .
Now, if (¥,I) = 0 mod N, then we have M’ = M. If (¥, 1) # 0 mod N, there
are two cases: if <7, I) # 0 mod ¢o, then with all but negligible probability (over
random choice of «, 3, f1, f2), M’ does not lie in G (since M is a small subset of
Gr). Otherwise, we have (7, I) = 0 mod g2, in which case M’ will always be equal
to M. However, this would amount to revealing a non-trivial factor of N, and hence,
must occur with negligible probability.
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5.2 Security of Our IPE Scheme

In this section, we formally prove the selective data privacy and computational
function privacy of our zero-IPE scheme TT:FE.

Selective Data Privacy. The original KSW scheme was proven to be selectively
data private in [3]. We state the following theorem for the data privacy of IT}FE:

Theorem 5.1 Our zero-IPE scheme TIIFY retains the selective data privacy guar-
antees of the original KSW scheme.

Proof. Suppose there exists a probabilistic polynomial-time adversary A against
IIPE with non-negligible advantage € in the selective data privacy game. We con-
struct a polynomial-time selective data privacy adversary B against the original
KSW zero-IPE scheme with the same advantage €. B interacts with A4 as follows:

=

e Init: A commits to the challenge vector pair (v 0, 17*}1) B also commits to the

same challenge vector pair.

e Setup: B obtains the public parameter pp from the challenger for the original
KSW scheme, and modifies it by including the additional components related to
the k-DLIN problem, as highlighted in the construction of H}CPE. In particular,
observe that the S ; and Sii values for i € [1,n] are already provided to B by the

challenger as part of pp. B now additionally samples {1 j, %2 ;} 1 k+2] £ Gq.

For ¢ € [1,n| and j € [1,k + 2|, it samples R{,ﬂRé,i &£ Gy and sets Sii =
(89,)" R}, and S ; = (59,)"*- R} ,, respectively. To simulate the remaining
components, B samples {g1,;, 92,5} je1,k+2) £ G1, and appropriately combines
them with the set of values {z1 j, 2 j};e[1 k+2] Sampled earlier. In other words,
B can ensure that the modified public parameter has the same distribution as
in the real world from A’s point of view, without the knowledge of the master-
secret-key of the original KSW scheme. The modified public parameter is then
provided to A.

e Secret-Key Queries: Suppose A issues a secret-key query for T e Zy;. B for-
wards the same query vector to the key-generation oracle for the KSW scheme,
and receives sk = (d()?{d?,i,dg’i}ie[l’n]) as response. It then uses the pub-
lic parameter components {g1,;, 92,j } je[1,k+2], and the values {x1 ;, 22 ;} e k42
sampled during setup, to create and embed a pair of independent and uniformly
random valid k-DLIN instances in sk, along with the corresponding check-
pointing elements (as described in the key-generation procedure for H}CPE). Since
the embedding again requires no knowledge of the master-secret-key of the orig-
inal scheme, the modified secret-key generated by B has the same distribution
from A’s point of view as in the real world.
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e Challenge: A outputs the challenge message pair (Mg, M;). B queries the
the challenger for the KSW scheme with the same challenge message pair, and
receives the challenge ciphertext C* = (ca‘, {c*?ﬂ-, c*%i}ie[l)n],c};). The challenge
ciphertext for A retains each of these components as is. It remains to simulate

the additional ciphertext components {c*jl'vi, ") iYiellm)jell k+2)- B samples
j i R
o {Q"1.:: Q"2 < Golicn) jertk+2]

*J *J R
o {R": R <= Galicpnjelt it
and sets:

o, = (cg) QR fori e [Ln]j € [1k+2]

. T1,j . .
C*jz,i = (c*g,i) 'Q*éi ) R*Jz,i fori € [1,n],j €1,k +2]

Since the additional ciphertext components generated by HE’E.Enc in the real
world are also masked using random elements from both Gs and Gg, the ci-
phertext simulated by B is indistinguishable from a real world ciphertext, in A’s
view. This in turn justifies double masking the additional ciphertext components
in H}CPE.Enc.

e Output: Finally, B outputs the same bit b’ as output by A.

It is easy to see that B’s simulation is perfect and hence, it has the same advantage
€ as A in the selective data privacy game. This completes the proof of Theorem 5.1.

Computational Function Privacy. We state the following theorem for the com-
putational function privacy of H}CPE:

Theorem 5.2 Our zero-IPE scheme HLPE 1s computationally function private un-
der the k-DLIN assumption for predicate vectors sampled uniformly from (n, k)-block
sources with k = w (log \).

Proof. We present the detailed proof for the above theorem. Our aim is to show
that any probabilistic poly-time adversary A cannot distinguish between the real and
random modes of operation of the function privacy oracle, provided that the oracle
is queried with circuits that sample sufficiently unpredictable distributions over the
space of predicates. In particular, such distributions should be (n, k)-block sources
over Z%, such that each component of a vector o sampled from an adversarially
chosen distribution has a min-entropy of k = w (log \), and is uncorrelated with all
other components. As already mentioned, this restriction is a bare minimum to rule
out trivial breaches of function privacy. We define a series of hybrid experiments

Expt?;’cije}TE 4(A) for mode € {real,rand} and m € [0, 7] as follows:
e

. Expt?;dS}gE 4(A) is identical to EXptE‘F?dl—eILPE AN
e ’ s
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mode,m

* Exptep ppiee 4

(A) for m € [1,n] is identical to Expt?,?f’ﬁ}cpE’A()\) except that, in
the secret-key sk— = <d3, {d*{i, d*é,i}ie[l,n],je[O,k-‘rQ]) generated by the real-or-

random oracle, the distribution of the components {d*{’i, d*‘;’i}ie[l’m]’je[oyk+2] is
statistically independent of mode.

Quite evidently, for m = n, the entire secret-key skv—g is independent of mode. In
other words, the following holds:

FP,IIIPE, A FP.ITIPE, 4

Pr [Exptreal’" N\ = 1} —Pr {Exptrand’n N\ = 1} ‘ =0

We now state and prove the following claim:

Claim 5.1 For any probabilistic polynomial-time adversary A, for mode € {real,rand}

and for m € [0,n — 1], the following holds:

‘Pr [Exptfefam () = 1] = Pr [Bxprteni (0 = 1] ‘ < negl(\)

To prove this claim, we assume the contrary. Let A be a probabilistic polynomial-
time adversary such that:

‘Pr {EXPt?SfS£TE7A(A) = 1] —Pr [Expt?Sf’g?Ef;()\) = 1} ‘ =€ > negl(\)

for some m € [0,n — 1]. Also, let G be a bilinear group of order N = ¢1¢2q3 (each
of ¢q1, g2 and g3 being A-bit primes), and let G, G2 and G3 denote the subgroups of
G of order ¢, g2 and q3, respectively. Also, let € : G x G — G be an efficiently
computable non-degenerate bilinear map, where Gy is also a group of order N. We
construct an algorithm B that can distinguish between the ensembles:

k+1 7

a; Siiiay aj 2521 9
(({91,j}je[1,k+2], {917 i mr1), 91 5e > ; <{92,j}j€[1,k+2]7 {927 it hr1)s G2 gsa
and (({glJ}je[l,kJr?]a {90 Yiemnra) » ({QQ,j}je[l,k+2]7 {ggfj}jeu,km]))

with probability 1/2 + ¢, where the probability is over random choice of {a;, a il
Zy, }iel,k+2), and over random choice of {g1 ;, g2, & G1}jeq,k+2)- Observe that B
can in turn be trivially used to construct another algorithm that has advantage at
least € in solving a given instance of the k-DLIN problem in the group Gj.
. R R
e Setup: B uniformly samples {z1;, 2, = Z; }iep kt2) {P1i, hai <= Gitiepin
and {Rii, Réﬂ» il G3}ic[1,n],jelo,k+2]- 1t additionally samples h £ G, v £ Zy,
and Rj il Gs, and sets:
Q=92 Rs
S%i = hl,i . R?,i s Sg,i = hg,i . Rg,z for ¢ e [1, TL]
S{,=hiy Ry, Sy, =hyy R}, forielln]jellk+2]
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Finally, it sets the public parameter pp and the master-secret-key msk as:

pp = <gl,g37 Q7 {S{,iv S;i}ié[l,n],jE[O,k—&-Z] ) e (glv h)’y )

L1, T1,k+2 T2j5 L2, k42
{gl,jaQQ,j}je[l,k+2]» {91,]' "91 k125925 92 k42 }je[17;€+1])

msk = (q1, G2, 43, 92, {P15, hai Yic n)s h7)

B provides pp to A. Observe that pp is distributed exactly as in the real world.

Secret-Key Queries: When A issues a secret-key query for e Z%;, B responds
with sk = IT:PE.KeyGen (pp, msk, 7)

Real-or-Random Query: Suppose A queries the real-or-random oracle with an
(n, k)-block source V* = (Vi*, -+, V.*) over Z%; such that k = w (log A). B samples
mode - {real,rand}. For each i € [1,n], B samples v} & V.* if mode = real, or
vF & Zy if mode = rand. The vector o = (v, -+ ,v}) is the challenge vector
that B uses to respond to the query from A. B now sets the various components
of the secret-key skv—; as described next.

Recall that in both the experiments Expt?;’:j%ggﬁ(/\) and Expt?s’dg’};;;()\), the
secret-key elements corresponding to the first m components of v* should be
statistically independent of mode, while the elements corresponding to the last
(n —m — 1) components of v* should be well-formed with respect to mode. We

present the details of how this may be achieved by B. B samples {21, 22, &

. i i R . R R R
Ly Yienn) (Y10 Y < Loy, Yienmljelth+2), Q4 < Ga, Rs <= Gz and f1, fa
Zy,. It then sets the following:

n
dy = Q- R5/ (H il h;i)
=1
k+2 J
;=g ~g§”’i/ (g75) 5 | for i € [1,m]
i=1
k+2 ;
"5 =97 ~g§2‘“/ (g527) % | for i [1,m]
i=1
k1 y
X e . 1,i .
d*?,i = gi’l,z . 951 vq/ (gf,lj’] ,gilk,zj:;) for i € [m + 2’n]
i=1
kt1 y
X e . 2,0 .
d*g,i — gi’2,z . ggz m/ <g;2j7 ,g;zk,zj:;) for i € [m + 27n]

.
Il
_
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B then sets the remaining secret-key components as:

d, gfy =g forie L]\ fm+ 1} € [LE+ 1
*k+2 et *k+2 yst .
d*q gll,€+2 , d*s g22k+2 for i € [1,m]
k41 j kil g
d*k+2 12:]54-; yl i , d*k+2 9222154_; 2,4 for i e [m+2,n]
It is straightforward to see that the secret-key elements corresponding to the last
(n —m — 1) components of v_*} are distributed exactly as in the real world. We now
demonstrate that the secret-key elements corresponding to the first m components
are distributed independent of mode. Since mode essentially determines the dis-
tribution of each v, it is enough to show that the components d*(l)ﬂ. and d*%i for

i € [1,m] are distributed independent of v}. Let g1 ; = gfl‘j for j € [1,k + 2], and

J
let by ; = g1] gflk’_‘:; for j € [1,k+ 1]. Also, let 61 ,; = Hf*f (gfljj)yl'i in the
secret-key component d*l ; for i € [1,m]. Now, consider the following system of
equations, determined by the public parameters pp and the secret-key component

d*(l),i for ¢ € [1,m]:

r / ’
logy, hi1 =211 211 + 1 k42 21 ppo

I !/ !/
1Oggl hl,k:+1 = T1k41 " 2 1 T T1E+2 21 k42
k42

L Jo. -~
logg, 01,; = Zyl,i T1,5 " 21,5

k+2 k+1

Since each yy} < for i € [1,m] is uniformly random, the event that yk+2 #2541 Yl
occurs except with negligible probability, which makes the aforementz'oned system
of equations linearly independent. Hence, the conditional distribution of 61 ; (where
the conditioning is on B’s choice of mode and everything else in A’s view) is uni-
form. In other words, d;,; acts as a perfect one-time pad in d*(l) ; forie[1,m]. A
similar argument is applicable in the case of d*) .+ when each yk+2 fori e [1,m] is
uniformly random.

B now embeds its input k-DLIN-instance pair in the secret key elements corre-
sponding to the (m + 1)th component of v*. In particular, it sets:

ol
T
[ V)

%0 21, m+1 f1vm41 aj \T1,j
d*y i1 = 9 g " / (913‘)

<.
Il
_

0 Z2,m41f2Umaa AT
A"y mi1 = 91 92 H (QQ,J>

] . ; a’ .
Y y1 = gi]j y A1 = g5’ for j € [1,k +2]
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. a/v . . .
where {gffj biet1.kroy and {go”; Fie (1 k12 are parts of its input instances. B finally
responds to A4 with the secret-key Sk? as:

Sk—»l = (dOa {d*l i ! 2 1}1€[1 n],j €0, k+2})

e Qutput: Finally, B outputs the same bit b as output by A.

. . 1 1
It is again easy to see that when ajto = Zf; aj and aj_ , = Z;H_l aj, the com-

ponents of the secret-key Skv—; corresponding to vy, are well-formed. On the other
hand, when both aj42 and a, 4o are uniformly random in Z7 , the components of
the secret-key sk;z corresponding to vy, are statistically independent of mode.

T1,k+2

To see this, again let g;; = g;" for j € [1,k + 2], and let hi,; = gflj 918

for j € [1,k + 1]. Also, let 0141 = H;CLQ (g(ffj)ml‘j in the secret-key component

d*?,m+l' If ag2 is uniformly random in Zj , we may assume that ay2 Zj 1 a4,
since this occurs except with negligible probability. Then, the following system of
equations, determined by the public parameters pp and the secret-key component
d*(l),m-H’ is linearly independent:

! . ! !
logy, hy =211 211 + T1k+2 - 21 o

/ / !
1Ogg1 hl,k+1 = T1k41 " 2 1 T T1E+2 21 k42
k42

fr— .. . /
loggl 51,m+1 = ZCLJ X1,5 Zl,j
Jj=1

Hence, the conditional distribution of 61,11 (where the conditioning is on B’s choice
of mode and everything else in A’s view) is uniform. In other words, 1,1 acts as
a perfect one-time pad in d*?’m +1- A similar argument is applicable in the case of

d*%m +1 when aj_, is uniformly random.

The final distribution of the secret-key sk— = (do, {d*]1 i d* 1}26[1 nl,j€lo, k+2])7 gen-

erated by B as the response to the real—or—random oracle query from A, may be
summarized as follows:

k+1 / kJrl
e When apio = 3 ;1 a; and aj = ZJ 1 j,

nents {d*1 P Z}Ze[l ml.jel0,k+2) 18 statistically independent of mode, while the
remaining components are well-formed with respect to mode. In other words,
sk;z is identically distributed to the response of the real-or-random oracle in the

the distribution of the compo-

experiment Expt?;:jg’}:;;’ AN

e When both a2 and aj,_ , are uniformly random in Zy, , the distribution of the
components {d*1 Z,d*%’i}ie[l’mﬂ],je[o,kJrg] is statistically independent of mode,
while the remaining components are well-formed with respect to mode. In other
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words, skv—; is identically distributed to the response of the real-or-random oracle

mode,m+1 ()\) )

in the experiment EXptFP,H}CPE, A

It follows readily that B has the same advantage € as A in solving its input k-DLIN
instance pair. This completes the proof of Claim 5.1.

Consequently, for mode £ {real, rand}, we have:

AdVI'iIEPE,A(A) = ‘PI‘ [ExptLe;!HLPE,A()‘) = 1:| —Pr [ExptrFa;:jH}cpE,A()‘) = 1} ‘
< ‘PI‘ |:EXpt|r:e;|H£PE A()\) = 1:| —Pr [Exptlr:esli-?IPE .A()\) = 1] ‘
L, AL,

+

Pr B 40 = 1] — Pr Bt 0 = 1]

+ FP,IILPE 4 FP,IIIPE 4

Pr {Exptreal’n (\) = 1} —Pr [Exptrand’n (\) = 1] ’

<2

Pr [Expt?ﬁdﬁkpp: AN = 1] —Pr [Expt?gdlf[}g]a 4N = 1} ‘
TP, Brie

n—1
de,m de,m+1
<2y |pr [Expt?s’g}cm’ L = 1} —Pr {Expt?lgﬁ}cp; L) = 1} ‘
m=0
< negl())

This completes the proof of Theorem 5.2.

6 Extensions and Open Problems

In this paper, we presented a new class of public-key predicate encryption schemes
that are provably function private in the standard model, under well-known crypto-
graphic assumptions. A large class of existing function private constructions in the
public-key setting impose highly stringent requirements on the min-entropy of pred-
icate distributions, thereby limiting their applicability in the context of real-world
predicates. Our constructions, on the other hand, are function private for predicate
distributions that satisfy more realistic min-entropy requirements. Our main result
is a generic framework, denoted as embed-augment-recover, that takes an existing
predicate encryption scheme and transforms it into a computationally function pri-
vate one while retaining its original data privacy guarantees. Our approach leads
to public-key constructions for identity-based encryption (IBE) and inner-product
encryption (IPE) that are computationally function private in the standard model
under a family of weaker variants of the DLIN assumption. In this section, we present
some interesting open problems that arise from our work.

Hidden Vector Encryption and Polynomial Evaluation. Boneh and Waters
[1] proposed hidden vector encryption (HVE), a pre-cursor to IPE, that supports
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search using conjunctive, range and comparison-based query predicates. In HVE,
attributes correspond to vectors over an alphabet ¥, while secret-keys correspond
to predicate vectors over the augmented alphabet ¥, = X U {x} containing the wild
card character x. Decryption succeeds if the attribute matches the predicate vector
in every coordinate that is not x. We note that although IPE can be used to realize
HVE [3], our computational function privacy definitions do not naturally extend
to HVE. In particular, the presence of the wild card character x in the predicate
vectors of HVE trivially violates our min-entropy requirements, making it difficult
to hide their presence in the secret-key. It is thus open to formalize function privacy
definitions for HVE, and to achieve constructions satisfying such definitions. It is also
open to formalize security definitions and realize constructions for function private
encryption schemes that support arbitrary polynomial evaluation predicate.

Generalization of Our Approach. In this work, we have applied our embed-
augment-recover approach to transform certain existing public-key predicate en-
cryption schemes that are not function private, into computationally function pri-
vate ones. An interesting open problem is to explore whether our approach can be
generalized for any public-key predicate encryption scheme, or if there are any spe-
cific properties of existing predicate encryption schemes that make them amenable
to transformation using our approach. A starting point in this direction could be to
explore the applicability of our approach to public-key predicate encryption schemes
based on lattices, such as the IPE scheme in [2]. It would also be interesting to ex-
plore if our approach can be used to design public-key encryption schemes supporting
a set of predicates beyond inner-products. Iovino et al. [13] have demonstrated that
computational function privacy from standard assumptions seems unattainable for
a very generalized class of predicates, such as the class of all NCl) circuits. This
motivates exploring the limits of our techniques in terms of the range of predicates
for which they are applicable.
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