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Abstract

In general, identity-based encryption (IBE) does not support an efficient revocation proce-
dure. In ACM CCS’08, Boldyreva et al. proposed revocable identity-based encryption (RIBE),
which enables us to efficiently revoke (malicious) users in IBE. In PKC 2013, Seo and Emura
introduced an additional security notion for RIBE, called decryption key exposure resistance
(DKER). Roughly speaking, RIBE with DKER guarantees that the security is not compro-
mised even if an adversary gets (a number of) short-term decryption keys. Therefore, DKER
captures realistic scenarios and is an important notion.

In this paper, we introduce bounded decryption key exposure resistance (B-DKER), where
an adversary is allowed to get a-priori bounded number of short-term decryption keys in the
security game. B-DKER is a weak version of DKER, but it seems to be sufficient for practical
use. We obtain the following results:

e We propose a lattice-based (anonymous) RIBE scheme with B-DKER, which is the first
lattice-based construction resilient to decryption key exposure. Our lattice-based construc-
tion is secure under the LWE assumption. A previous lattice-based construction satisfies
anonymity but is vulnerable even with a single decryption key exposure.

e We propose the first pairing-based RIBE scheme that simultaneously realizes anonymity
and B-DKER. Our pairing-based construction is secure under the SXDH assumption.

Our two constructions rely on cover free families to satisfy B-DKER, whereas all the existing
works rely on the key re-randomization property to achieve DKER.
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1 Introduction

1.1 Background

Identity-based encryption (IBE) [Sha84], which is one of the central cryptographic primitives,
enables ones to use any strings (e.g., e-mail address) as their public keys. Boneh and Franklin [BF03]
proposed the first practical IBE scheme from bilinear groups, and since then, various pairing-based
IBE constructions have been proposed (e.g., [Wat05, BW06, Wat09, BB11, RS14, JR17]). Recently,
lattice-based schemes [GPV08, ABB10a, Boyl10, CHKP12, AFL16, BL16, KY16, Yam16, ZCZ16,
Yam17] have attracted attention over the years since lattice-based schemes are believed to resist
quantum attacks and the average-case security is guaranteed by the worst-case lattice assumptions.

The most practical point of IBE is that it does not need certificates of public keys. However,
since public-key encryption (PKE) provides an efficient revocation procedure by invalidating cer-
tificates, the merit of IBE causes another problem: How do we efficiently revoke (malicious) users
in IBE? Revocation functionality is important to handle users in cryptographic schemes. Boneh
and Franklin [BF03] suggested the following naive revocation procedure: A key generation center
(KGC) periodically generates secret keys for all non-revoked users and distributes them. However,
this solution is inefficient and not scalable since O(N — r) computation is needed every time the
KGC updates keys, where N and r are the number of all and revoked users, respectively.

Boldyreva et al. [BGKO8] proposed the first (pairing-based) IBE scheme that realizes
O(rlog(N/r)) computation per update. Such an IBE scheme with a logarithmic revocation proce-
dure is called a revocable IBE (RIBE) scheme. Their scheme is based on fuzzy IBE [SW05] and
a subset cover framework called the complete subtree (CS) method, which was previously used in
the context of broadcast encryption [NNLO1]. Specifically, Boldyreva et al. split secret keys into
two types: Long-term secret keys and short-term decryption keys. In every time period, the KGC
generates update information called a key update (with logarithmic computation), and broadcasts
it. If a user is not revoked at the time period, he/she can derive a decryption key for the time period
from his/her secret key and the key update received from the KGC. Otherwise (i.e., if the user is re-
voked), he/she cannot get the decryption key. After Boldyreva et al.’s work, several RIBE schemes
have been proposed. Libert and Vergnaud [LV09] proposed the first adaptively secure scheme. Lee
et al. [LLP17] proposed the RIBE scheme with the subset difference method. These schemes used
pairing. Chen et al. [CLL"12b], Chang et al. [CCKS18], and Hu et al. [HLCL18] proposed the first
lattice-based, code-based, and CDH-based (without pairing) RIBE scheme, respectively.

Seo and Emura [SE14b] introduced an additional security notion, called decryption key exposure
resistance (DKER), and proposed the first RIBE scheme with DKER (DKER RIBE for short) from
bilinear groups. DKER literally guarantees that an RIBE scheme is not compromised even if an
adversary gets (a number of) decryption keys (i.e., even if polynomially many decryption keys
are exposed). Hence, DKER captures a realistic threat, and is an important notion in terms of
practical use. Moreover, Boneh-Franklin’s naive solution actually satisfies DKER. Looking back,
the motivation of Boldyreva et al. was to make the Boneh-Franklin’s revocation procedure efficient,
and therefore DKER should be a basic security notion. Indeed, DKER has become the standard
security notion of RIBE, and a variety of DKER RIBE schemes [LLP17, ESY16, IWS15, Leel6,
LP16, RLPL15, SE16, WES17] have been proposed.



Technically, all the existing DKER RIBE schemes rely on a special property, called a key
re-randomization property, which is a property that decryption keys can be re-randomized by
using only public parameters. Roughly speaking, an adversary cannot derive the long-term secret
key from exposed decryption keys (and key updates) since they are re-randomized. The key re-
randomization property is quite useful and crucial for the security proof, however it also leads to
the following open problems, which were posed by Seo and Emura [SE14b].

1. Lattice-based DKER RIBE schemes. As described above, lattice-based cryptography has
remarkably developed due to its potentiality for expressive functionality and post-quantum
property. However, all previous lattice-based RIBE schemes basically do not have the key
re-randomization property due to the way to generating secret keys. In fact, existing RIBE
schemes [CLL*12b, CZ15, NWZ16] do not satisfy DKER.! In particular, Chen et al.’s RIBE
scheme [CLLT12b] immediately becomes insecure even with a single decryption key query
(i.e., once any single decryption key is exposed). Hence, the limitation does not stem from
proof techniques.

2. Anonymous DKER RIBE schemes. As discussed in [BBDPO1] in the context of PKE,
anonymity (or recipient anonymity) of IBE /hierarchcial IBE (HIBE) is also an important
security notion for practical use. However, as already discussed in the context of IBE/HIBE
in [BWO06], the anonymity never seems to be achieved if elements for re-randomization are
distributed as part of the public parameters. Therefore, it seems difficult to simultaneously
realize the key re-randomization property and anonymity. In fact, existing anonymous RIBE
schemes [CLLT12a, XWW™17] do not satisfy DKER, and all the existing pairing-based DKER
RIBE schemes (e.g., [SE14b, LLP17, WES17]) are non-anonymous.

1.2 Our Contributions

As described above, RIBE should have the resilience property against the leakage of decryption keys,
and DKER, i.e., the security of RIBE is nor compromised even if polynomially many decryption keys
are exposed, is an important and useful security notion. However, there seems to be a gap between
DKER and the requirement that we actually need since we can assume that in the real world, the
key leakage rarely happens, not often, though the leakage cannot be completely prevented.

Therefore, in this paper, we newly introduce a security notion for RIBE, called bounded DKER,
to bridge the gap and resolve the above open problems. Bounded DKER is a weak version of DKER.
Specifically, bounded DKER guarantees that the security of RIBE is not compromised even if a-
priori bounded number of decryption keys, which is denoted by @, are exposed. We believe that
bounded DKER is still useful and practical even though the number of exposed decryption keys
has to be a-priori bounded. Note that most existing RIBE schemes that do not have DKER are
insecure even in the case ) = 1, since an adversary can get a long-term secret key with only a
single decryption key query.

One may think that the notion of B-DKER RIBE is similar to that of bounded-collusion
IBE [GLW12] or k-resilient IBE [HK04]. However, we emphasize that there is a major gap among

! Actually, there are unavoidable bugs in the security proof of Cheng and Zhang’s RIBE scheme [CZ15] (which we
communicated to the authors). See Section 4.3 for the detail.



them and bounded DKER from the practical aspect. In the bounded-collusion IBE, the number of
secret key extraction queries is a-priori bounded, whereas our definition allows unbounded collusion,
i.e., an adversary can unboundedly issue secret key extraction queries and decryption key queries
except for the target identity. Practically, in the bounded-collusion IBE scenario, an adversary
might collude with the larger number of users than the a-priori bounded number. The KGC may
be unaware of the behind-the-scenes collusion, and thus the system would not be refreshed before
breaking it. On the one hand, in the B-DKER RIBE scenario, it would appear that decryption
key exposures happen only through human errors or some accident. That is, the leakage cannot
be controlled by adversaries. The KGC may notice the fact of leakage from users who are honest
but leaked their keys, and therefore the KGC can keep the scheme secure by refreshing it at some
point.

Then, we resolve the above open problems of RIBE by not using the key re-randomization
technique, but instead weakening the requirement of DKER. More specifically, we propose the
following two RIBE schemes with bounded DKER (B-DKER RIBE schemes for short).

Lattice-based Anonymous B-DKER RIBE Scheme. We propose a lattice-based construc-
tion with bounded DKER from the learning with errors (LWE) assumption in the selective security
model. Our construction is: (1) the first lattice-based RIBE scheme that has the resilience property
against decryption key exposure; (2) the first anonymous RIBE scheme with (a kind of) DKER;
and (3) can be easily extended to the first lattice-based RIBE scheme in the semi-adaptive security
model, where the adversary issues the challenge identity and the challenge time period just after
receiving a public parameter.

Pairing-based Anonymous B-DKER RIBE Scheme. We propose a pairing-based construc-
tion with bounded DKER from the symmetric external Diffie-Hellman (SXDH) assumption, which
is the first pairing-based construction of an anonymous RIBE scheme that has the resilience prop-
erty against decryption key exposure.

As mentioned above, our two constructions never rely on the key re-randomization, which is the
core technique to achieve DKER in previous work. Namely, no useful information is leaked from
exposed decryption keys since each decryption key is masked with fresh randomness. Instead, we
use cover free families (CFFs) to achieve bounded DKER. In a nutshell, CFFs extract a number of
subsets from a set, and guarantees that any at most () subsets do not cover any other subset. where
@ is a predetermined parameter. Therefore, we prepare a set of secret keys (for every identity), and
extracts a lot of subsets from it. We use different subsets of secret keys to generate each decryption
key. In other words, each subset depends on each time period. Consequently, at most () exposed
decryption keys do not reveal any useful information on any other decryption keys due to the
underlying CFF's, though the secret key is relatively longer than existing schemes (see Section 1.3
for details).

Improvements from the proceedings version [TW17]. This version, which is an extended
version of [TW17], includes the following refinements and new results. We newly propose a pairing-
based construction, which did not appear in the conference version in Section 5. Plus, we refine



the syntax and security definition of B-DKER RIBE based on [KMT18] (see Section 3), and our
two constructions are proved to be secure in the sense of the rigorous security definition.

1.3 Owur Approach

In this section, we show brief overview of our construction; how to achieve B-DKER by using CFFs.

Lattices. At first, we explain our approach to construct lattice-based B-DKER RIBE by modifying
Chen et al.’s RIBE scheme [CLL*12b]. The public parameter of Chen et al.’s RIBE scheme consists
of three matrices Ag, A1, A3 and a syndrome vector u along with a gadget matrix? G that was
introduced in [MP12]. The ciphertext of a plaintext M € {0, 1} for an identity ID and a time period
T is

[Ag|A; + H(ID)G|As + H(T)G] " s +noise  and u's+ M L%J + noise,

where s is a random secret vector and H(-) is a public hash function. Each user has a long-term
secret key € whereas KGC broadcasts a key update € in each time period such that

[AgJ]A; + H(D)G]e =u’  and  [Ag|A;+ H(T)Glé=nu (1)

for some random syndrome vectors u’ and a. If the user is non-revoked, these two syndrome vectors
satisfy u’ + @ = u. The short-term decryption key e for (ID, T) is their concatenation e := (€', €).

As opposed to an ordinary IBE, the RIBE simulator should create a long-term secret key €’ for
the target identity ID* and a key update € for the challenge time period T*. Chen et al. resolved
the problem by utilizing a Gaussian sampling algorithm in a clever way. If we do not care about
DKER, the simulator should create either a secret key €’ for the target identity ID* or a key update
é for the target time period T*. Then, the simulator picks € or € in advance and sets u’ or a
according to the equation (1). Notice that the simulator can create long-term secret keys and key
updates for all the other ID # ID* and T # T* since it has a trapdoor.

In short, to obtain DKER, the challenge ciphertext for the target (ID*, T*) should not be
decrypted by using a key update for T* and short-term decryption keys for (ID*,T) such that
T # T*. However, since Chen et al.’s short-term decryption key is a simple concatenation, the
target decryption key for (ID*, T*) can be recovered even with a single decryption key for (ID*, T).
Since there is a concrete attack, the limitation is not due to proof techniques but the construction.
In other words, the simulator should create both short-term decryption keys €’ for (ID*, T) such
that T # T* and key updates € for T* during the simulation. However, once the simulator uses
a Gaussian sampling algorithm and sets €', the corresponding syndrome u’ is fixed. Then, the
simulator cannot create € for u such that u’ +u = u.

To resolve the problem, we employ a novel RIBE construction. A starting point of our modifi-
cation is that our key update € for a time period T satisfies

[AolA2 + H(T)G]e =ur

2 Although the gadget matrix was not used by Chen et al. [CLLT12b], it is well known that the parameters can
be reduced by utilizing the matrix.



where the corresponding syndrome vector at changes in each time period. The property directly
suggests that decryption keys for (ID*, T) such that T # T* are useless to recover a decryption key
for the target (ID*, T*). However, a new problem occurs by the construction. Since a secret key
€’ corresponds to a fixed syndrome vector u’, even non-revoked users cannot derive well-formed
decryption keys such that u’ + tt = u for all time periods with their secret keys and key updates.
To overcome the issue, in our scheme, each user ID has multiple d secret keys €/, ..., €/, such that

[AolA; + H(ID)G] e} = ], .., [Ag|A; + H(ID)G] e} = ).

A naive approach for the scheme to work correctly is that we use each €) in each time period.
However, the modification makes the scheme too inefficient since the number of secret keys d has
to be at least larger than the maximum time period and results in large polynomial. To reduce
the size, we set u — Ut as a subset sum of uf,...,u}; so that non-revoked users can produce well-
formed decryption keys with smaller d. The resulting decryption key is a concatenation of the
corresponding subset sum of €,..., e/, and the key update €. The simulator utilizes a Gaussian
sampling algorithm to create d—1 secret key elements €/, . .., €], except €. for ID* and a key update
é for T* along with their corresponding syndrome vectors, then answers decryption key queries for
(ID*,T) such that T # T*. The remaining syndrome vector uj. is directly fixed. If €}. is not used
to answer Q) decryption key queries, the approach goes well.

For the above construction to become a provably secure practical RIBE scheme whose adversary
is allowed to query @ decryption keys, there are the following three requirements: (1) the number
of secret keys d is at most polynomially bounded, (2) a subset sum of uy, ..., uy produces distinct
vectors whose number is larger than the maximum time period, (3) there is at least one secret key
€). that is not used to answer arbitrary @ decryption key queries. Therefore, we use CFFs so that
the resulting scheme satisfies all the above requirements.

Pairing. As mentioned earlier, several pairing-based RIBE schemes that achieve DKER have been
already proposed. We here aim to realize an anonymous RIBE scheme with (B-)DKER. To obtain
small parameters, we utilize dual system encryption methodology. Specifically, our construction is
based on a two-level anonymous HIBE scheme proposed by Jutla and Roy [JR17, RS14].

We begin with a basic idea to construct an RIBE scheme. An RIBE decryption key for ID at a
time period T is considered as a two-level HIBE secret key for a two-dimension ID vector (ID, T).
Most of existing HIBE schemes realize a two-level secret key for (IDy,ID2) is in the form of

MK - F1(ID1)" - Fo(ID2)?,

where MK is a master key, F;(-) for ¢ = 1,2 is a hash function that takes an identity as input, and
r and s are randomness. Therefore, an RIBE decryption key for ID at T is constructed in the form
of

DKID,T = MK- F1(|D)T . FQ(T)S

Hence, we construct an RIBE secret key SK|p and key update KUt by dividing the above DKp T.
Moreover, we add noise to them so that DK|p 1 can be obtained only from both of appropriate



SKip and KUt. Therefore, DKip T cannot be delegated from either SK;p or KUt but not both due
to the noise. Hence, we construct SK;p and KUt in the form of

SKip := P-F{(ID)", KUt := P’ -MK-Fy(T),

where P and P’ are noises. If a user ID is not revoked at a time period T, then it holds P’ = P~ 1,
and therefore DK|p T can be obtained by computing SKp-KUt. We use the CS method to efficiently
manage who is revoked and who is not as in the previous schemes.

However, adding the noise is not sufficient to guarantee DKER since an adversary can get SKp
from an exposed decryption key DKip 1 and a key update KUt by computing DKip v/KUTt. All
the existing pairing-based schemes (with DKER) rely on the key re-randomization technique to
avoid this problem. Roughly speaking, an adversary cannot derive SK|p since every decryption key
DK|p 1 is re-randomized by a decryption key generation algorithm. However, as mentioned earlier,
the technique essentially requires that elements for re-randomization are included in the public
parameter, and it forces the resulting scheme to be non-anonymous.?

CFF's enable us to get around the obstacle. We use the CFF instead of the key re-randomization
technique, and finally achieve both B-DKER and anonymity. We first explain how we construct
our scheme using the CFF. We prepare a lot of secret keys for ID with different noises,

SKip := {Skfg}?zl ={P;-F1(ID)"}L,,

where d depends on a parameter of the underlying CFF, P, ..., P; are noises, and 71,...,74 are
randomness. On the other hand, a key update at T is constructed as follows:

Kur:= | [ 77" | - MK-Fay(T)?,
1€FT

where Fr is a subset of {1,...,d}, which is determined by the underlying CFF, and {P,};c 7, are
noises. If a user ID is not revoked at T, then SK|p shares the same noise with KUt (i.e., P; = P/
for every ¢ € {1,...,d}), and hence the user obtains a decryption key for ID at T by computing

DK'D,T - H Skl(lzj) . KUT = MK . Fl(ID)Zle]_—T Ti . F2(T)S.
icFr

In the security proof, we employ the dual system encryption methodology [Wat09]. Namely,
we define semi-functional forms of ciphertexts, secret keys, key updates, and decryption keys, and
change them from normal forms to semi-functional ones one by one. However, in general, the dual
system encryption methodology works well since an adversary cannot obtain a secret key SKp+
for the target identity ID*, whereas in the RIBE setting, the adversary can get it as well as a
key update KUt+ at the target time period T*. In other words, SK|p+ and KUt+ may leak some
important information during the ordinary dual system encryption proof. Therefore, we have to
take into account the difference between (H)IBE and RIBE when we design hybrid games in the
context of RIBE.

3The fact is well known in the context of anonymous HIBE (e.g., [BW06])




To resolve this issue, we take the following proof strategy: We transform SKp+ and KU1+ into
their semi-functional forms by using the underlying CFF and semi-functional randomness of all
other secret keys and key updates. Namely, we first change all secret keys for ID (# ID*) and key
updates for T (# T*) (as well as challenge ciphertexts) with semi-functional ones. The underlying

()

CFF ensures that there exists sk,. not used for at most () decryption keys for ID*, which are issued
to the challenger by the adversary. The semi-functional randomness and the existence of skl(é)* allow
us to transform SKp= and KUt+ into their semi-functional forms without leaking any important
information (see Lemma 9 for details). The rest of the proof can be proved by the ordinary dual
system encryption methodology. We more rigorously prove the security through the methodology
than previous works [CLL"12a, SE15, Leel6, XWW16, XWW117, XWWT18]. For instance, we
explicitly check that the distributions of semi-functional randomness are correctly simulated, while
the previous works do not care about them despite its importance in the security proof.

1.4 Roadmap

In Section 3, we define B-DKER RIBE. In Section 4, we construct the first B-DKER RIBE scheme
from the LWE assumption. In Section 5, we construct an anonymous B-DKER RIBE scheme from
pairings.

2 Preliminaries

“Probabilistic polynomial-time” is abbreviated as “PPT”. We denote [a, b] by a set {a,a+1,...,b}
for any integers a,b € N such that a < b. We sometimes write [d] as [1,d] for simplicity. Let a
bold capital A and a bold lower a denote a matrix and a column vector respectively. Let AT and
a' denote their transposes. If we write (y1,92,...,Ym) < A(x1,29,...,x,) for an algorithm A
having n inputs and m outputs, it means to input x1, 2o, ..., 2, into A and to get the resulting
output y1,¥y2,...,ym. If X is a set, we write 7E-X to mean the operation of picking an element x
of X uniformly at random. We use A as a security parameter. For sufficiently large A, a function
negl : N — R is negligible if negl(A) < 1/p(\) for any polynomial p(A). Let X and Y be two
random variables taking values in some finite set ). Statistical distance is defined as A(X;Y), as
A(X;Y) =13 o |Pr[X = s] — Pr[Y = s]|. For sets of random variables X and Y, we say that
X and Y are statistically close if A(X;Y") is negligible.

2.1 Lattice Preliminaries

An m-dimensional integer lattice is an additive discrete subgroup of Z™. For positive inte-
gers ¢,n,m, a matrix A € ngm, and a vector u € Zg', the m-dimensional integer (shifted)
lattices Aj(A) and AP(A) are defined as AqL(A) = {e€Z™: Ae=0mod ¢} and A}(A) =
{e € Z™: Ae =umod ¢} . The lattice AZ(A) is a shift of the lattice A;-(A); if t € A¥(A) then
AJ(A) = AqL(A) +t. Let Ta € Z™*™ be a basis of a lattice Aj(A). Then Tp € Z™*™ is also a

basis of a lattice Af]—(HA) for a full rank H € Zy*".



Matrix Norms. For a vector u, we let |[u] denote its Ly norm. For a matrix R € Z’fxm, we
let ||R|| denotes the Lo length of the longest column of R and ||R|gs = ||R|| where R is the
Gram-Schmidt orthogonalization of R.

Gaussian Distributions. Let Dy ;. denote the discrete gaussian distribution over A with center
c and a parameter o. If ¢ = 0, we omit the subscript and denote Dy ,. We summarize some basic
properties of discrete Gaussian distributions.

Lemma 1 ([GPVO08]). Let A be an m-dimensional lattice. Let T be a basis for A, and suppose
o > || T|gs - w(y/logm). Then Pr[||x|| > oy/m : x <= Dp 5] < negl(m).

Lemma 2 ([GPVO08]). Let n and q be positive integers with q prime, and let m > 2nlogq. Then
for all but a 2¢™" fraction of all A € Z3*™ and for any o > w(y/logm), the distribution of u = Ae
mod q s statistically close to uniform over Z; where e < Dzm 5. Furthermore, the conditional
distribution of e given Ae = u mod q is exactly DA:;(A_),O"

Sampling Algorithms.

Lemma 3. Let n,m,q > 0 be positive integers with q prime. There are probabilistic polynomial
time algorithms such that

e (/BLP"13]): SampleGaussian(T,0) — e
a randomized algorithm that, given a basis T for an m-dimensional lattice A and a parameter
o > ||T|lgs - w(v/logm) as inputs, then outputs e which is distributed according to Dy .

o ([Aj199, AP11, MP12]): TrapGen(q,n,m) — (A, Ta)
a randomized algorithm that, when m > 2n[logq|, outputs a full rank matriz A € ngm and
a basis Tp € 7™ for Aé(A) such that A is statistically close to uniform and | Ta|lgs =
O(v/nlog q) with overwhelming probability in n.

o ([CHKP12]): SampleLeft(A,F,u, Ta,0) — e
a randomized algorithm that, given a full rank matriv A € Zy*™, a matriz F € Zg*™, a
vector u € ZY!, a basis T for A7 (A), and a Gaussian parameter o > || Ta||gs - w(v/logm)
as inputs, then outputs a vector e € ng sampled from a distribution that is statistically close

to Day(A|F),0-
e ([ABB10aj): SampleRight(A,G,R,u, Tg,0) — e where F = AR+ G

a randomized algorithm that, given full rank matrices A, G € Zy*™, a matriz R € Z™*™, a

vectoru € Zg, a basis Tg ofAj(G), and a Gaussian parameter o > | Tq|gs-||R|-w(y/logm)
as inputs, then outputs a vector e € ng sampled from a distribution that is statistically close
to Dau(A[F)o-

o ([MP12]): Let m > n[logq]|. Then there is a fired full rank matriz G € Zy*™ such that the
lattice A;-(G) has a publicly known basis Ta € Zy™*™ with || Talles < V5.
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We sometimes call G a gadget matrix that enables us to reduce several parameters. We use
SampleGaussian(T, o) only for sampling a distribution Dzm ,. For the purpose, we always use a
standard basis for Z" as T. Hence, we write SampleGaussian(Z™, o) throughout the paper.

To obtain a lower bound of o, we will use the following fact.

Lemma 4 ([ABB10a]). Let R be a m x m matriz chosen at random from {—1,1}"*™. Then there
is a ungversal constant C' such that Pr[||R| > Cy/m] < e™™.

Randomness Extraction.

Lemma 5 ([ABB10a]). Suppose that m > (n + 1)logy ¢ + w(logn) and that ¢ > 2 is prime. Let
R be an m x k matriz chosen uniformly in {—1,1}"** where k = k(n) is polynomial in n. Let A
and B be matrices chosen uniformly in ngm and Z,’;Xk respectively. Then, for all vectors e € Zy",
the distribution (A, AR, R"e) is statistically close to the distribution (A,B,RTe).

Encoding Identities as Matrices.

Definition 1. Let g be a prime and n be a positive integer. We say that a function H : Zy — Zy™"
is a full-rank difference (FRD) map if:

1. for all distinct u,v € Zy, the matriz H(u) — H(v) € Zg*" is full rank,

2. H is computable in polynomial time in nlogq.

Learning with Errors (LWE). The security of our RIBE scheme is reduced to the following
LWE assumption.

Assumption 1 (Learning with Errors (LWE) Assumption [Reg05]). For integers n,m = m(n),
a € (0,1) such that a prime ¢ = q(n) > 2 and aq > 2+/n, define the distribution: A & LZy™™,s &
Zy,x & Dzm aq, V & Zy'. We assume that for any PPT algorithm A (with output in {0,1}),
AdviVE = |Pr[A(A,ATs +x) = 1] — Pr[A(A,v) = 1]| is negligible in the security parameter n.

Regev [Reg05] showed that (through a quantum reduction) the LWE problem is as hard as
approximating the worst-case GapSVP to O(n/a) factors. Peikert [Pei09], Brakerski et al. [BLP*13]
showed analogous results through classical reductions.

2.2 Pairing Preliminaries

Bilinear Groups. A bilinear group generator G is an algorithm that takes a security parameter
A as input and outputs a bilinear group (¢, G1, G2, Gr, g1, g2, €), where ¢ is a prime, Gy, Go, and
Gr are multiplicative cyclic groups of order ¢, g1 and gy are (random) generators of Gy and Ga,
respectively, and e is an efficiently computable and non-degenerate bilinear map e : G; x G2 — G
with the following bilinear property: For any u,v € Zg, e(gf, 95) = e(g1,92)"". In this paper, we
consider asymmetric pairing , i.e., G1 # Ga.

Complexity Assumptions. We describe the symmetric external Diffie-Hellman (SXDH) assump-
tion, which is the underlying assumption of our pairing-based construction.
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Assumption 2 (Decisional DIffie-Hellman Assumption in G; (DDHi Assumption)). Given a group
generator G with input a security parameter X\, define the distribution:

G:= (q’Gl’G27GT’glng)6) <_g()\)7 01302)M<£ZQa
D = (G gc1 gf:?) V = g.clc? W = 9?1024—#
' ’ 1 ? N 1 9 . i .

We assume that for any PPT algorithm A (with output in {0,1}),
AdvOPH .= |Pr [A(D, V) = 1] — Pr[A(D, W) = 1]|
1s negligible in the security parameter X.

Assumption 3 (Symmetric External DIffie-Hellman (SXDH) Assumption). Given a group gener-
ator G, both the DDH1 and DDH2 assumptions hold.

2.3 KUNode Algorithm

To reduce costs of a revocation process, we use a binary tree structure and apply the following
KUNode algorithm as in the previous RIBE schemes [BGKO08, LV09, SE14b]. KUNode(BT,RLt)
takes as input a binary tree BT and a revocation list RL, and outputs a set of nodes. When 7 is a
non-leaf node, then we write 1, and ngr as the left and right child of 7, respectively. When 7 is a
leaf node, Path(BT, 7) denotes the set of nodes on the path from 7 to the root. Each user is assigned
to a leaf node. If a user who is assigned to 7 is revoked on a time period T € T, then (1, T) € RLt.
KUNode(BT, RLy) is executed as follows. It sets X := () and Y := 0. For any (n;, T;) € RLy, if
T; < T then it adds Path(BT, ;) to & (i.e., X := X UPath(BT,7;)). Then, for any n € X, if n;, ¢ X,
then it adds nz, to Y. If ng ¢ X, then it adds nr to Y. Finally, it outputs Y if Y # 0. It Y = 0,
then it adds root to ) and outputs ).

2.4 Cover Free Families

We define a cover free family (CFF), which is a core building block in our construction, as follows.

Definition 2 (Cover Free Families [EFF85]). Let o, d,Q be positive integers, and F := {F.},e(q]
be a family of subsets of [d], where every |F,| = w. F is said to be w-uniform Q-cover-free if it
holds that U?:l Fi; D Figey for any Fiy, Figy .o Fig.y € F such that Fy # F;, for any distinct
k. lelQ+1].

Lemma 6 ([KRS99]). There is a deterministic polynomial time algorithm CFF.Gen that, on input
of positive integers o and Q, returns d € N and a family F = {F.},e[q), such that F is Q-cover
free over [d] and w-uniform, where d < 16Q%log a and w = d/4Q).

In our B-DKER RIBE constructions, we assume JF7 is a d-bit string such that ¢-th bit is one
for £ € Ft and other bits are zero.
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3 B-DKER RIBE

3.1 Definitions

In this section, we formally define B-DKER RIBE. M, Z, and T denote sets of plaintexts, identities,
and time-periods, respectively. Our definition follows that of recently proposed Katsumata et al.’s
R(H)IBE [KMT18]. Although syntaxes and security models of R(H)IBE are slightly different in
other papers, we believe that Katsumata et al. introduced the simplest syntax and the most
rigorous security model.

Syntax. In the syntax, unlike those in other papers, the state information and the revocation list
are parts of the master secret key. Hence, the master secret key may be updated during the secret
key generations and key update information generations. Furthermore, we omit the “revocation”
algorithm in the syntax since the operation is simple and common in all R(H)IBE schemes; given
an identity ID which will be revoked and the time period T, KGC adds a tuple (ID,T) to the
revocation list. Therefore, the revocation list RLt at the time period T contains tuples (ID;, T;)’s,
where the ID; have already been revoked at the time period T;.

An RIBE scheme II consists of the six algorithms (SetUp, PKG, KeyUp, DKG, Enc, Dec) defined
as follows:

SetUp(1*) — (PP, MK) : This is the probabilistic setup algorithm that takes a security parameter
1* as input, and outputs a public parameter PP and a master secret key MK that contains a
state st and an initial revocation list RL; := 0.

We assume that the plaintext space M, the time period space 7T, and the identity space Z
are determined only by the security parameter A\, and their descriptions are contained in PP.

PKG(PP, MK, ID) — (SK|p, MK’) : This is the secret key generation algorithm that takes the public
parameter PP, the master secret key MK, and an identity ID € Z as input, and may update
the state information st in the master secret key MK. Then, it outputs a secret key SKp for
the identity ID and also the “updated” master secret key MK'.

KeyUp(PP, T,MK) — (KU1, MK’) : This is the key update information generation algorithm that
takes the public parameter PP, a time period T € T, the master secret key MK (that contains
the revocation list RLt) as input, and may update the state information st in MK. Then, it
outputs a key update KUt and also the “updated” master secret key MK'.

DKG(PP,SK|p,KUt) — DK|p 1 or L : This is the decryption key generation algorithm that takes
the public parameter PP, a secret key SK|p, and a key update KUt as input, and outputs a

decryption key DK|p 1 for the time period T or the special “invalid” symbol L if ID has been
revoked by T.

Enc(PP,ID, T,M) — CTip1 : This is the encryption algorithm that takes the public parameter
PP, an identity ID, a time period T, and a plaintext M as input, and outputs a ciphertext
CTip,T-
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Dec(PP,DKp1,CT) — M : This is the decryption algorithm that takes the public parameter PP,
a decryption key DK|p 1 and a ciphertext CT as input, and outputs the decryption result M.

Correctness. We require the following to hold for an RIBE scheme. Informally, we require a
ciphertext corresponding to an identity ID for a time period T to be properly decrypted by ID if ID
is not revoked on time T. To fully capture this, we consider all the possible scenarios of creating
the secret key for ID. Namely, for all A € N, (PP, MK) « SetUp(1*),ID€ Z, T€ T, M € M, and
RLt € Z\ {ID}, we require M’ = M to hold after executing the following procedures:

1) (SKip, MK) < PKG(PP, MK, ID).

2) (KUt, MK) + KeyUp(PP, T, MK).

(1)
(2)
(3) DKip,1 + DKG(PP, SKip, KUT).
(4) CTipT ¢ Enc(PP,ID, T, M).
()

5 M/ < Dec(PP, DK|D7T, CT|D7T).

We note that, the most stringent way to define correctness would be to also capture the fact that
the secret key MK could be updated after executing PKG. In particular, the output of KeyUp,
which takes as input the KGC’s secret key MK, may differ in general before and after PKG is run.
Therefore, to be more precise, we should also allow an arbitrary (polynomial) number of executions
of PKG in between steps (1) and (2). However, we defined correctness as above for the sake of
simplicity and readability. We note that our scheme satisfies the more stringent correctness (which
will be obvious from construction).

Security Definitions. Here, we give the security definitions of an RIBE scheme IT = (SetUp,
PKG, KeyUp, DKG, Enc, Dec) with bounded decryption key exposure resistance (B-DKER). We first
give the formal definition of selective-identity security which we call IND-sRID-Q-CPA security via
a game between an adversary A and the challenger C. The game is parametrized by the security
parameter A, and has the global counter T.,, initialized with 1, that denotes the “current time
period” with which C’s responses to A’s queries are controlled. Intuitively, A can get all the
key updates, secret keys, and decryption keys under the following restriction about the challenge
identity ID*: Only if ID* is revoked by the challenge time period T*, then A is allowed to get a
secret key for ID*. Otherwise, A is allowed to get at most () decryption keys for ID*. Formally, the
game proceeds as follows:

At the beginning, A sends the challenge identity/time period pair (ID*, T*) € Z x T to C. Next,
C runs (PP, MK) < SetUp(1*), and prepares a list SKList that initially contains (KGC, MK), and
into which identity/secret key pairs (1D, SK|p) generated during the game will be stored. From this
point on, whenever a new secret key SK|p is generated for an identity ID € Z due to the execution of
PKG or the master secret key MK is updated due to the execution of KeyUp, C will store (ID, SKp)
or update (KGC, MK) in SKList, and we will not explicitly mention this addition/update. Then,
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C executes (KUp, MK') < KeyUp(PP, T, = 1, MK), where RL; = {), for generating the initial time
period T., = 1. After that, C gives PP and KU, to A.
From this point on, A may adaptively make the following five types of queries to C:

Secret Key Generation Query: Upon a query ID € 7 from A, where it is required that (ID, x) ¢
SKList, C executes (SK|p, MK') «+- PKG(PP, MK, ID) (and returns nothing to .A).

Secret Key Reveal Query: Upon a query ID € Z from A, C checks if the following conditions
are simultaneously satisfied:

(a) (|D,SK|D) € SKList.
(b) If Tey > T* and ID* ¢ RLq-, then ID # ID*.

If these conditions are not satisfied, then C returns L to A. Otherwise, C finds SK|p from
SKList, and returns it to A.

Revocation & Key Update Query: Upon a query RL C Z (which denotes the set of identities
that are going to be revoked in the next time period) from A, C checks if the following
conditions are satisfied simultaneously:*

(a) RLt,, C RL.

(b) If Ty = T* — 1 and SK|p+ for the challenge ID* has been revealed to A via a secret key
reveal query ID*, then ID* € RL.

(c) If Tcy = T* — 1 and DKp~ 1 for the challenge ID* has been revealed to A more than @
times via decryption key reveal queries (ID*, T), then ID* € RL.

If these conditions are not satisfied, then C returns L to A.

Otherwise C increments the current time period by Tey < Ty + 1. Then, C updates the
master secret key MK by setting RLt_, + RL, and runs (KUt_, MK') +- KeyUp(PP, Ty, MK).
Finally, C returns KU, to A.

Decryption Key Reveal Query: Upon a query (ID,T) € Zx T from A, C checks if the following
conditions are simultaneously satisfied:

(a) T < Teu.

(b) ID ¢ RLy.

(c) (ID,T) # (ID*, T*).

(d) If Tew > T*, ID* ¢ RLt+, and DK|p+ 1 for the challenge ID* has been revealed to A Q
times via decryption key reveal queries (ID*, T), then ID # ID*.

(e) (ID,SK|p) € SKList.

“The condition (c) ensures the B-DKER, security.

15



If these conditions are not satisfied, then C returns L to A. Otherwise, C finds SK|p from
SKList, runs DKip 1 < DKG(PP, SK|p, KUT), and returns DKip 1 to A.

Challenge Query: A is allowed to make this query only once. Upon a query M* € M from A,
C picks the challenge bit b € {0,1} uniformly at random, runs CT* « Enc(PP,ID*, T*, M*)
if b = 0 or samples CT* uniformly at random from the ciphertext space if b = 1. Finally, C
returns the challenge ciphertext CT* to A.

At some point, A outputs &’ € {0,1} as its guess for b and terminates.
The above completes the description of the game.

Definition 3 (IND-sRID-Q-CPA). For any a-priori fized Q (:= poly(\)), we say that an RIBE
scheme 11 satisfies IND-sRID-Q-CPA security, if the advantage AdvfINA_SQ'CPA()\) =2 |Pr[t) =
bl — 1/2| is negligible for all PPT adversaries A.

The semi-adaptive security is a slight modification of the selective security; A sends the challenge
identity /time period pair (ID*, T*) € Z x T to C just after C gives PP and KU; to A.

The more desirable security notion, called adaptive-identity security, is defined in the same way
as selective-identity security, except that in the security game the adversary A chooses the pair of
the challenge identity and time period (ID*, T*) not at the beginning of the game, but at the time
it makes the challenge query. Since C does not know (ID*, T*), the condition (b) in secret key reveal
queries, the condition (b), (c) in revocation & key update queries, the condition (c¢) in decryption
key reveal queries can be omitted in advance of the challenge query. In turn, the response to the
challenge query is defined differently as follows:

Challenge Query: A is allowed to make this query only once. Upon a query (ID*, T*, M*) from
A, where it is required that the following conditions are satisfied simultaneously:

(a) if SK|p= has been revealed to A, then it is required that ID* € RLy+,
(b) if DK|p* T has been revealed to A more than () times, then it is required that ID* € RLy~,
(c) if T* < Tcy, then A has not submitted (ID*, T*) as a decryption key reveal query,

C returns the challenge ciphertext CT* in the same way as the selective-identity game.

Definition 4 (IND-RID-Q-CPA). For any a-priori fized Q (:= pol%)\) , we say that an RIBE
scheme 11 satisfies IND-RID-Q-CPA security, if the advantage /—\dvﬂ,g' _CPA()\) =2 |Pr[t) =
bl — 1/2| is negligible for all PPT adversaries A.
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3.2 Treatment of Binary Trees

In the subsequent sections, we propose lattice-based and pairing-based B-DKER RIBE schemes.
Since both constructions utilize the complete subtree (CS) method as several previous works, we
explain the treatment of binary trees. Experts of R(H)IBE can skip this part.

KGC keeps a binary tree BT in the master secret key MK to manage users. The binary tree BT
has N leaves and can manage at most N users. To manage arbitrary polynomial number of users,
we set N super-polynomial in the security parameter A, e.g., N = M8V Let 6 denote nodes of
the binary tree BT, and especially n denote leaf nodes. To realize the revocation mechanism, during
secret key generations, KGC assigns each user ID to a randomly selected leaf node 7 in the binary
tree BT. In addition, during secret key generations and key update information generations, KGC
assigns random elements, i.e., random vectors uy € Z; in the lattice-based scheme and random
group elements Py
inGGy in the pairing-based scheme, to some required nodes . When we say “the binary tree BT”,
we assume that it contains the description of the nodes 6 as natural numbers, assignment of users
ID, and a random element in each node.

Although the binary tree BT has super-polynomially many leaves, the amount of information
which KGC keeps is polynomial in the security parameter A. To produce a secret key SKp, KGC
keeps at most O(log N) = O(log?(\)) random elements in nodes 6 € Path(BT,7p). Since the number
of secret key generation queries is polynomial in the security parameter A, the amount of information
produced during the queries is also polynomial. Similarly, to produce a key update KU, KGC keeps
at most O(Rlog(N/R)) = O(Rlog?(\)) random elements in nodes § € KUNode(BT, RLt), where R
denotes the number of revoked users. Since the life-time of the scheme is polynomial in the security
parameter A, the amount of information produced during key update queries is also polynomial.

To utilize the binary tree data structure and realize the revocation mechanism, we prepare the
following four algorithms (CS.SetUp, CS.Assign, CS.Cover, CS.Match) in this paper:

CS.SetUp(N) — BT: on input the natural number N, it outputs a binary tree BT with N leaves.

CS.Assign(BT, D) — (n,BT): on input a binary tree BT and an identity ID, it randomly assigns a
leaf node n, which no other identities are still assigned to, to the identity ID. Then, it outputs
the leaf  and also the “updated” binary tree BT.

CS.Cover(BT,RLt) — KUNode(BT, RLt): on input a binary tree BT and a revocation list RLy, it
runs the KUNode algorithm and outputs a set of nodes KUNode(BT, RL).

CS.Match(Path(BT, np), KUNode(BT,RLt)) — 6 or 0: on input Path(BT,n) and KUNode(BT,RLt),
it outputs an arbitrary node 6 € Path(BT,7np) N KUNode(BT, RLt) if it exists. Otherwise, it
outputs (.

3.3 Strategy-Dividing Lemma

As the previous works, during the security proof, we separate strategies of adversaries in the
following two types:

e Type-I adversary: ID* will be revoked before T*. Hence, A may issue a secret key extraction
query for SK|p+ or decryption key queries DK|p« 1 for T # T* more than @ times.
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e Type-II adversary: ID* will not be revoked before T*. Hence, A may issue decryption key
queries DKjp~ 1 for T # T* at most @ times.

Let A; and Ajp denote adversaries which always follow the Type-I and the Type-II strategy, re-
spectively. By definition, strategies of A; and Aj cover all possible strategies of A. Furthermore,
the strategies are publicly detectable, i.e., during the security game, as soon as A deviates from the
Type-i strategy, it can be efficiently recognized given A’s view at the moment it deviates from the
strategy. In general, A does not always follow either Type-I or Type-II, however, Katsumata et
al. [KMT18] formally proved the following strategy-dividing lemma, i.e., if we can prove the security
against each A; and Ajr, we can prove it against general A.

Lemma 7 (Strategy-Dividing Lemma [KMT18]). Let IT be an RIBE scheme, and let A be any

PPT adversary against the IND-sRID-Q-CPA security of I1. Let A; and Aj be an adversary A

which always follows the Type-I and the Type-II strateqy, respectively. Let Advll]NZsQ'CPA()\) and

AdVIITNf;}Q_CPA()\) denote Ar’s and Ay ’s advantage against IND-sRID-Q-CPA security, respectively.
Since two types cover all possible strategies and publicly detectable,

holds. The analogous inequality holds for an adversary against the IND-RID-Q-CPA security of 11.

4 B-DKER RIBE Scheme from Lattices

4.1 Construction
In this section, we construct a lattice-based B-DKER RIBE scheme by combining Chen et al.’s
RIBE without DKER [CLL*12b] and CFFs.

We set the plaintext space as M = {0,1} and the identity space as Z = Zy \ {0,}. We also
encode the the time period space 7 = {1,2,- -+, Tmax} into a polynomial sized subset of Z \ {0, }.
There are three matrices Ag, A1, Ao in PP. We use the following hash functions to encode an
identity and a time period into a matrix:

e Fp=A;+ H(lD)G € ngm,
o« Fr=A,+H(T)G e 2™,

where H(-) is a FRD map defined in Definition 1 and G is a gadget matrix.

Our RIBE construction is as follows:

SetUp(1") — (PP,MK) : Set parameters m,q,o,«, and N. Run (Ag, Ta,) < TrapGen(g,n,m),
(w,d, F) < CFF.Gen(|T|,Q), and BT < CS.SetUp(N). Let RLy := (. Sample (A}, Ay) &
(ngm)2 and u & Zy. Choose an FRD map H(-) as in Definition 1. Then, outputs

PP := (H(~),AQ,A1,A2,U), MK = (BT, RL[),TAO).
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PKG(PP,MK,ID) = (SKip, MK’) : Run (mp,BT’) <« CS.Assign(BT,ID). For each node 6 €
Path(BT,mip), recall {up,}uiclq € (Zg)d if they were defined. Otherwise, choose ran-

dom {uy ,}ecpa) & (Z2)* and store them in §. For every ¢ € [d], sample e,
SampIeLeft(Ao,F|D,uQ),Z,TAO,J). Then, it outputs

SKip = ({9’ {ele,f}éé[d]}gepath(BTmlD)> ) MK’ := (BT',RLt, Ta,).

KeyUp(PP, T,MK) — (KU, MK’) : Run KUNode(BT,RLt) < CS.Cover(BT,RLt). For each node
0 € KUNode(BT, RLt), recall {uy ,}eciq) € (Z2)% if they were defined. Otherwise, choose ran-

dom {ug ,}rc(q) & (Zg)d and store them in #. Sample €y < SampleLeft(Ag, Fr, 09, Ta,,0).
Then, it outputs

KUT - ({9, ée}HEKUNOde(BT,RLT) ,.FT), MKI = (BT/, RLT, TAO)

DKG(PP,SK|p,KUt) = DK|p 1 or L : Parse SK|p and KUt as ({0, {elﬁﬁ}fe[dl}eePath(BT,mD)) and

({97é9}9€KUNode(BT,RLT) ,F7), respectively. Output L if @ <« CS.Match(Path(BT,np),
KUNode(BT, RLT)). Otherwise, for 8 < CS.Match(Path(BT, 7p), KUNode(BT, RLT)), compute
€y = ) ycr, € and output

DK|D7T = (eg,ég).

Enc(PP,ID, T,M) — CTip1 : To encrypt a bit M € {0,1}, it samples a secret vector s il Ly,

random matrices (R|D,RT) & ({—1, 1}mxm)2, noise x < Dz o4, and a noise vector y <«
Dym q- 1t computes

L
co=u's+z+M [gJ €Z, c=[AoFip[Fr] s+ | Rp |yezm,
R{

and outputs a ciphertext CTip 1 := (cp,¢) € Zg X ng.
Dec(PP,DKip1,CT) = M : Parse c as [coler|ca] T, where ¢; € Zy'. Compute
r_ .. T| € | _ <T| €0
c =cy ee[q} ee[@]EZq.

Compare ¢’ and | 2] treating them as integers in Z. If they are close, i.e., if |[¢ — [2]| < %],
output 1, otherwise output 0.

Parameters and Correctness. Due to the property of the CS method, an output of
CS.Match(Path(BT, np), KUNode(BT, RLt)) is not L for non-revoked ID. We have during decryption,

c N c
Ci1 C2
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error term

Let ep = [eg1]eg 2] and & = [€,1]|€9.2] With [eg1,eq2,€01,€92] € (Z™)%. Then the error term is
x — (eg1+ €91+ Ripega + RTéG,Q)T y.

From Lemma 1, we have ||e} || < ov2m, [|&] < ov2m, |z| < ag, and |ly|| < agy/m with high
probability. Since the underlying CFF is w-uniform, we have

legll < Y llegll < wov2m.

LeFT

From Lemma 4, |[Rip|| < O(y/m) and ||Rt|| < O(y/m) with high probability. Then,

les,1 + €91 + Ripeg2 + Rréga| < |leg| + [|€9]] + [ Ripl| - [les]l + | R2] - [|€¢]] < O(wom).

Thus, the error term is bounded above by
]T

z| + |[en.1 + €01 + Ripepa + Roégo] 'y| < wom®2qa

with high probability.
Now, for the scheme to work correctly, the following conditions should hold, taking n to be the
security parameter:

e the error term is less than ¢/5 with high probability, i.e., a < (wom3/2)~1,
e that TrapGen can operate, i.e., m > 2nlogg,

e that o is sufficiently large for SamplelLeft and SampleRight, ie., ¢ > [[Talles - |Rip] -

w(vlogm) = v/m - w(y/logm),
e that Regev’s reduction applies, i.e., ¢ > 2\/n/a,

Hence, we set the parameters as follows:

m=2n'* g =wm®?. w(y/logn), o = vm-w(y/logn), a = (wm?- w(\/logn))_1

and round up m to the nearest larger integer and ¢ to the nearest larger prime. Here we assume
that ¢ is such that n’ > [logq] = O(logn).

20



4.2 Security

In this section, we prove the security of our scheme in Section 4.1.

Theorem 1. If the LWE assumption holds and the underlying CFF is w-uniform Q-cover-free, then
the proposed RIBE scheme in Section 4.1 with the parameters set as above is IND-sRID-Q-CPA
secure.

The proof proceeds in a sequence of games, where the first game is the same as IND-sRID-Q-
CPA game. In the last game, the challenge ciphertext is a uniform random element in the ciphertext
space, hence, the advantage of a PPT adversary A is zero. Let F; denote the event that A wins
the game, i.e., b’ = b, in Game i. Then, A’s advantage in Game i is ‘Pr[Ei] — %‘ As we claimed
in Section 3.3, we provide distinct reductions against the Type-I and the Type-Il adversary. The
proof against the Type-I adversary is similar to that of Chen et al.[CLL"12b]. During the proof
against the Type-II adversary, we use the property of CFFs and answer ) bounded decryption key
queries on (ID*,T).

Proof. The proof proceeds in a sequence of games.

Game™: This is the original IND-sRID-Q-CPA game between an adversary A against our scheme
and an IND-sRID-@Q-CPA challenger C.

Game 0: This game is a preparation to utilize the property of CFFs later. We separate descriptions
of Game 0 depending on types of the adversary.

Type-I Adversary: The game is the same as Game ™. Thus,

PI‘[E()] = PI‘[ETEGZ] .

Type-1I Adversary: Let {Ti}ie[Q] be a set of time periods, where A issues decryption key reveal
queries (ID*, T;). Notice that C does not know the actual values of {T;};c[qg] at the beginning of
the game.

The game is the same as Game except that at the beginning of the game, C guesses an
index ¢* € Fq+ such that the short vector eg’g* is not used to answer A’s decryption key reveal
queries on (ID*,T;), i.e.,

real

CreFr NOCEFr, AN AN E Fr,. (2)

If the guess is incorrect, C aborts the game and output a random bit.
If C does not abort the game, the game is the same as Game™® from A’s view. Since the
underlying CFF is w-uniform, C’s guess is correct with probability 1/w. Thus,

Pr[Ey| — = .
rlEol - 5 2

1 1
_’U)

1
’Pr[Ereal] - ’

In the rest of the proof, C utilizes the knowledge of the index ¢*.
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Game 1: In Game 0, PP contains random matrices Ag, A1, Ao in ZZX’”. At the challenge phase,
C creates the challenge ciphertext CTip+« 1. We use Rjp~ and Ry+ to denote random matrices
which C will use to create the challenge ciphertext.

A modification in this game is the same as that of Chen et al. [CLLT12b]. Game 1 is the same
as Game 0 except that C changes the way to create random matrices A; and Ay in PP. At the
setup phase, C samples random matrices Rjp+ and R+, which will be used to create the challenge
ciphertext CT|p 1+, and creates public matrices A; and Ay as

Ay« ARpp- — HID*)G  and Ay« AgRy- — H(T)G. (3)

The remainder of the game is unchanged.

We show that Game 0 and Game 1 are statistically close in A’s view. The only difference
between the games is whether the matrices Rjp+ and R+ are used to create A; and As in PP
or not. Let R* := [Rp+|Ry+] € ZZ”XQ’“. From Lemma 5, the following two distributions are
statistically close:

(Ag, [A1|As], (R)T y) and (Ao, AoR*, (RH)T y)

for independently random matrices A; and Ay in Zy™™. It follows that AgRip- and ARy~ are
independently random matrices in Z;*™. Hence, Game 0 and Game 1 are statistically close in
A’s view. Thus,

’Pr[El] - ;' < ‘Pr[EO] - ;‘ ~ negl(\).

Game 2: In Game 1, {ugj}ge[d} are independently random vectors in Zg, and C samples short
vectors {e) Z}ge[d] and €y using the SamplelLeft algorithm. Game 2 is the same as Game 1 except
the assignment of ID* in BT and creations of

e vectors {up ,}sc(q in BT,
e short vectors {ey ,}c[q for ID¥,
e short vectors €y for T*,

so that C creates the keys without using the trapdoor Ta,,.

At first, we explain the assignment of ID* in BT. Just after C generates BT, C picks a random
leaf node in BT and set it as n*. Upon A’s secret key generation queries for ID # ID*, C picks a
random leaf node np in BT \ {n*} and assign ID. Upon A’s secret key generation query for ID*, C
assigns ID* to n*. The modification does not change the distribution of the game.

Then, we separate the way for creating the above vectors depending on types of the adversary.
Although C first samples {uy ,}¢c[q then samples {e} ,}sc(q) and & using the SampleLeft algorithm
in Game 1, C first samples {ej }c[g for ID* and &y for T* using the SampleGaussian(Z?™, o)
algorithm then uses them to create {uj ;}¢ciq) in Game 2.

Type-I Adversary: A modification in this game is similar to that of Chen et al. [CLLT12b]. By
definition, short vectors {ele’e}ge[d] used to create SKip~ and DK|p+ 1 are associated with nodes
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0 € Path(BT,n*). By definition of the Type-I adversary, since ID* will be revoked by T*, short
vectors €y in KU« have to be associated with nodes § ¢ Path(BT,n*) due to the property of the
CS method. Observe that there are no nodes # that are common for SK|p+ and KUtx. Since C has
already set the leaf node n*, we change the creations of the above vectors as follows:

e For ¢ € Path(BT,n*), C samples an independently random vector ej, <
SampleGaussian(Z*™, o) and sets up , = [Ag|Fip-eg for £ € [d].

e For 0 ¢ Path(BT,7"), the creation of uy , is the same as that of Game 1 for £ € [d] \ Fr-. For
the nodes, C samples &, < SampleGaussian(Z>™, ) and sets uy , for £ € Fr« as uniformly
random vectors in Zj subject to u— 3,z Uy, = [Ag|F1+]&.

Then, C creates SK|p, KUT, and DK|p 1 to answer A’s queries as follows:
e (’s creations of SK|p for ID # ID* and KUt for T # T* are unchanged,
e C uses the above {e/M}Ee[d} as SKp~,
e C uses the above €y as KUtx.
e C uses the above SK|p and KUt to create DK\p T.

Here, C does not use the trapdoor T, to create SK|p+ and KU+
We show that Game 2 and Game 1 are statistically close with high probability in A’s view,
where the discussion is the same as that of Chen et al. [CLL"12b]. In Game 1, observe that

e vectors uy , distribute according to uniform in Ly,

e short vectors ey , of SK|p« distribute according to D o, ,
7 Ag 7 ([Ao|Fip]),0

e short vectors €y for T* distribute according to D ,_s- eF W) .
Aq T (Al F )0

In Game 2, {eé,g}ge[d] for ID* and &y for T* distribute according to Dzzm , due to the property of

SampleGaussian(Z?™, o). Hence, from Lemma 2, the distribution of each {u’w}ge[d] is statistically

close to uniform in Zj as Game 1. Furthermore, the conditional distribution of each {ef ,}sc(q

and €y given {uy ,}ocig is D w and D ,_x o respectively, as Game
O N (AoFipe )0 Ay T (A Rre]) o
1. Hence, Game 2 and Game 1 are statistically close with high probability in A’s view. Thus,

’Pr[Eg] - ;' < ‘Pr[El] - ;’ ~ negl(\).

Type-1I adversary. A modification of Game 2 is the most technical part of this paper. By definition
of the Type-II adversary, since ID* will not be revoked by T*, short vectors €y in KUy« have to be
associated with nodes 6 € Path(BT,n*) due to the property of the CS method. Observe that there
are nodes 6 that are common for SK|p= and KUt«. Since C has already set the leaf node n*, we
change the creations of the above vectors as follows:
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e For 6§ € Path(BT,n*), C samples an independently random vector ej, <«
SampleGaussian(Z?™, o) and sets uy , = [Ao|Fip+legy for £ € [d] \ {¢*}. For the nodes, C
samples & < SampleGaussian(Z*™,0) and sets Wy, = 0 — 3 ez .\ () Uy — [Ao[F7+]8.

e For 0 ¢ Path(BT,n*), the creations of uj , and €y are the same as in Game 2 against the type
I adversary.

Then, C creates SKip, KU, and DK|p T to answer A’s queries as follows:
e (C’s creations of SK|p for ID # ID* and KUy for T # T* are unchanged,
e C uses the above {elﬁ,ﬂ}zqd} as SK|p~,
e (C uses the above ey as KUtx.
e C uses the above SK|p and KUt to create DK\p T.

Here, C does not use the trapdoor T s, to create SK|p+ and KU+

We show that Game 2 and Game 1 are statistically close with high probability in A’s view.
At first, we observe that C is able to answer all key queries by A. In particular, C is able to answer
DKp* 1 queries although it does not have €} ,.. In Game 0, we set the index £* so that ey ,. is
not used to answer decryption key reveal quefies as stated in (2). Hence, the absence of ele,e* does
not occur any problems. Then, the remaining proof is the same as that of Game 2 against the
Type-1 adversary. All vectors ué),e’ eg’z, and €y distribute the same way as in Game 1 with high
probability in A’s view from Lemma 2. Thus,

Pr[Ey] — ;' <

Pr[Ey] — ;‘ negl(\).

Game 3: In Game 2, a matrix A is generated by the TrapGen algorithm and its trapdoor Tx,
is used to create SK|p for ID # ID* and KUt for T # T*. Game 3 is the same as Game 2 except
that we sample Ag as a random matrix in Zy*™. From the property of the TrapGen algorithm, the
matrix Ag generated by the algorithm is statistically close to a uniformly random matrix in Z{>*™.
Hence, the distributions of PP are statistically close between Game 2 and Game 3.

Then, we show they way C creates SK|p for ID # ID* and KUt for T # T* without using the
trapdoor Ta,. Observe that

[Ao|Fip] := [Ag|A; + H(ID)G] = [A¢|AoRp- + (H(ID) — H(ID")) GJ,
[Ao|Ft] := [Ag|As + H(T)G] = [Ag|AoRr- + (H(T) — H(T")) G].

Due to the property of gadget matrix G, we know a trapdoor Tg which is also a trapdoor for
(H(ID) — H(ID*))G and (H(T) — H(T*))G if ID # ID* and T # T%, since H(ID) — H(ID*) and
H(T) — H(T") in Zy*™ are full rank. Furthermore, C also knows random matrices Rip~ and R+.
Then, C creates {e’u}ge[d] € SKp for ID # ID* and €9 € KUt for T # T by using the SampleRight
algorithm, i.e.,
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e e, , < SampleRight(Ag, H(ID)G,Rp+,uy 4, T, 0),
® & < SampleRight(Ag, H(T)G, Ry, u— > )z 1y, Taq,0).
The distributions of the vectors are statistically close between Game 2 and Game 3.

In Game 2, the distributions of eM and €y are statistically close to D "y and
Aq " ([AolFip]),o

D S due to the property of SampleLeft. In Game 3, the dlstrlbutions of e,
Aq ([Ao|F1]),0 ’
and €y are statistically close to D and D due to the property of

AL (Aol Fio]) o Ay EIETT L (A )

SampleRight. Hence, Game 3 and ‘Game 2 are statlstlcally close in A’s view. Thus,

‘Pr[Eg] _ ;' < ‘Pr[EQ] - ;‘ —negl(\).

Game/™; Game/™ is the same as Game 3 except that the challenge ciphertext CTipr 1+ =
(co,c) is always chosen as a random independent element in the ciphertext space Zq X ng. Since
the challenge ciphertext is always a fresh random element in the ciphertext space, A’s advantage
in this game is zero.

We show that Game 3 and Game’"% are computationally indistinguishable for a PPT adver-
sary under the LWE assumption. Thus,

1
Pr[F3] — 2‘ = [Pr[E3] — Pr[Efinal| < Advg"®.

Reduction from LWE. Suppose A has non-negligible advantage in distinguishing Game 3 and
Game’™ Then we use A to construct a PPT algorithm B which solves LWE with non-negligible
advantage.

By definition, an LWE problem instance (A, v) consists of a uniformly random matrix A and a
vector v is either noisy inner-product with a secret vector s; v = ATs+x, or a truly random vector
v. Given the former distribution, B can create a challenge ciphertext distributed as in Game 3
whereas B can create a challenge ciphertext distributed as in Game/™® otherwise. B uses the
adversary A to distinguish between the two distributions. B proceeds as follows:

nx(m+1)

Instance: B is given the LWE instance; a random matrix [u|Ag] € Zg
v = [vo|v'] € Z"HE

Targeting: A announces to B the target identity ID* and the target time period T* that intends
to attack.

SetUp: B sets (Ag,u) as the LWE instance. B samples R)p+, R+ and computes A1, Ay as (3)
in Game 1. B runs (w,d, F) & CFF.Gen(|T|,Q) and guesses an index ¢* € Fr« for Type-Il
adversary A as stated in Game 0. B runs BT < CS.SetUp(N) and picks a random leaf node
n* as stated in Game 2. Let RLy = (). B chooses an FRD map H(-) as in Definition 1. Then,
B outputs PP := (H(-), Ag, A1, Ay, u) and MK = (BT, ¢*, RLo, Rjp*, R+).

along with a vector
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Secret Key Generation Query: B is given a query ID € 7 from A, where it is required that
(ID, ) ¢ SKList. If ID # ID*, B pick an unassigned leaf node uniformly random in BT \ {n*}
and assigns ID to the node, while B assigns ID* to n* as stated in Game 2. For each node
0 € Path(BT,nip), recall {ug ,}rc(a) € (Zg)d if they were defined. Otherwise, B creates random

vectors {uy ,}oeqq) & (Z2)* as stated in Game 2 and store them in 6:
When A is type-I:

— For # € Path(BT,n*), C samples an independently random vector efM —
SampleGaussian(Z>™, o) and sets uj, , = [Ao|Fip-]eg for £ € [d].

— For 6 ¢ Path(BT,n*), the creation of uj, , is the same as that of Game 1 for ¢ € [d] \ Fr+.
For the nodes, C samples & < SampleGaussian(Z?™, o) and sets uy , for £ € Fr« as
uniformly random vectors in Zi subject to u — 37,z . up, = [Ao|F1+]&y.

When A is type-1II:

— For @ € Path(BT,n*), C samples an independently random vector ej, <
SampleGaussian(Z?™, o) and sets uy , = [Ao|Fip+]eg for £ € [d]\ {¢*}. For the novdes, C
samples & < SampleGaussian(Z>™, o) and sets up , = u—3"yc =\ () Wy, — [Ao|F1+]&.

— For 0 ¢ Path(BT,n"), the creations of uy , and €y are the same as in Game 2 against
the Type-I adversary.

For every { € [d], B samples e , - SampleRight(Ao, H(ID)G, Rip-, uy ;, Tg, o) for ID # ID*
as stated in Game 3. For ID*, B uses e(’u which it computes during the creations of u’97 / as
a part of SK|p+ as stated in Game 2. Then, B outputs SK|p = ({9, {ele,é}fe[d}}eePath(BT,mD))
along with an updated binary tree BT’ (and returns nothing to A). When A is type-II,
SKip+ = ({97{ele,e}ée[d}\{f*}}eepath(BT,mD))

Secret Key Reveal Query: Upon a query ID € Z from A, B checks if the conditions (a) and (b)

are satisfied (see Section 3 for details). If these conditions are not satisfied, then B returns
1 to A. Otherwise, B finds SK|p from SKList, and returns it to A.

Revocation & Key Update Query: Upon a query RL C Z (which denotes the set of identities
that are going to be revoked in the next time period) from A, B checks if the conditions
(a)—(c) are satisfied (see Section 3 for details). If these conditions are not satisfied, then B
returns L to A.

Otherwise B increments the current time period by Tey < Teyw + 1. Then, B updates
RLt,, < RL and runs KUNode(BT,RLt_) < CS.Cover(BT,RLt,). For each node 6 €
KUNode(BT, RLt.,), recall {ug ,}sca) € (Z2)* if they were defined. Otherwise, choose random

{ug o }eca & (Z2)* and store them in 6 as during secret key generation queries. B sam-
ples € <— SampleRight(Ag, H(Tcu) G, R+, u =3 e ugl, Tg,o0) for Tey # T* as stated in
Game 3. For T*, BB uses €y which it computes during the creations of uy , as a part of KUt
as stated in Game 3. Then, B returns KUt , = ({g’ée}HGKUNode(BT,RLTcu) ,F1.,) to A.

Decryption Key Reveal Query: Upon a query (ID,T) € Z x T from A, B checks if the con-
ditions (a)—(d) are satisfied (see Section 3 for details). If these conditions are not satisfied,
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then B returns L to A. Otherwise, B finds SK|p from SKList, runs DKip 1 <- DKG(PP, SK|p,
KUt), and returns DKjp 1 to A.

Challenge Query: Upon a query M* € M from A, B computes

|
co=v9+M* gJ € Zyg, c= RI—B* V/Eng.
R
Finally, B returns the challenge ciphertext CTp+ 1+ to A.
Guess: At some point, A outputs ' € {0,1} as its guess for b and terminates. Then, B outputs
A’s guess as the answer to the LWE challenge. This completes the description of B.

We show that the challenge ciphertext CTip« 7+ is properly distributed. At first we show that
if the LWE instance follows the form (u|Ag)'s + x, then CT\p+ 7+ is distributed as in Game 3.
Observe that
[Ao|Fip|F1+] = [Ao|AoRip~|AoR+].

By definition, vy = u's + z with a noise = € Z4 distributed as Dz 4 and v/ = A(—)r s +y with a
noise vector y € Z?’ distributed as Dzm 4. Hence,

co =vy + M* [QJ =u's+az+ M [QJ,

2 2
L, L, AE')— L,
c=| Rp |V =] Rp- (Ags+y)=| (AoRpp-)" | s+ Ry |y
I,
= [Ag]AoRip+|AoRT+]"s + | RL. |y,
RT
T*

holds, where the creation is the same as in Game 3.
Next, if the LWE instance v is a random vector, then CTp+ 7+ is distributed as in Game
Since vg is uniform in Zg, c¢g = vo + M* L%J is also uniform in Z,. Since v’ is uniform in Zy',

final

¢ = [Iy|Rip:|Ry+] v/ is also uniform in Z3™ by the standard leftover hash lemma, e.g., Theorem
8.38 of [Sho06].
Thus, we complete the proof. ]

4.3 Discussion

Towards Full DKER. After the publication of the preliminary version of this paper [TW17],
Katsumata et al. [KMT18] constructed the first lattice-based RIBE scheme with full DKER, where
the construction completely differs from ours. An advantage of our B-DKER scheme is that our
scheme satisfies anonymity while Katsumata et al.’s scheme does not have.

Insecurity of Cheng-Zhang’s RIBE Scheme [CZ15]. Cheng and Zhang claimed that their
proposed RIBE scheme with the subset difference (SD) method is the first adaptively secure one
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with smaller key updates. However, there are critical bugs in their security proof, i.e., Game 3 in
the proof of their Theorem 1. Here, we follow the notation from [CZ15], e.g., id and t. In their
Game 3, the simulator aborts the game if hig« = 0, where h() is a certain function for achieving
adaptive security, to answer secret key extraction queries. In addition, the simulator also aborts
the game if hig= # 0 to create a challenge ciphertext. Hence, the game never ends. Note that the
same situation occurs for the target time period t*.

One may think that Chen et al.’s Gaussian sampling technique [CLL"12b], which we also used,
can be used to fix the bugs. However, it is not the case. Furthermore, Cheng-Zhang’s RIBE scheme
is not secure even in the selective security model. The difficulty comes from the SD method which
they used to revoke users. The SD method is another subset cover framework and it enables us to
reduce the size of key updates. Notice that the subset cover framework which Chen et al. [CLL*12D]
and we used in this paper is the CS method. If we modify Cheng-Zhang’s RIBE scheme in the
selective security model, the secret key € and the key update € satisfy the following equations:

[AolA; + H(id)G]e =u’  and  [Ag|As+ H(t)G]é = 1.

The main difference between the SD method and the CS method is the restriction of syndrome
vectors u’ and 1. In the security proof, the simulator should create both the secret key e’ for the
target id* and the key update € for the target t*. As opposed to the CS method case, if we use the
SD method, the simulator should create both € and € for the same syndrome vector u’ = 1 even
without DKER. Since we cannot create the keys by using the trapdoor T, we try to create them
by using a Gaussian sampling algorithm. Once the simulator uses a Gaussian sampling algorithm
to sample € for the target id*, then the corresponding syndrome vector u’ = u is fixed. Therefore,
the simulator cannot create € for the target t* by using a Gaussian sampling algorithm. Therefore,
a construction of lattice-based RIBE with the SD method even in the selective security model and
even without DKER is an interesting open problem.

Semi-adaptive Security. If we replace the hash function Fip = A; + H(ID)G of Agrawal
et al. [ABB10a] by that of adaptively secure schemes [AFL16, Boyl0, BL16, CHKP12, GPV08,
KY16, Yam16, Yam17, ZCZ16], our scheme achieves semi-adaptive security”’, where an adversary
issues the target (ID*, T*) in advance of any key queries. What is required to prove the security of
lattice-based RIBE is an existence of trapdoors that can sample short vectors eﬁu for ID # ID* and
e for T # T* according to discrete Gaussian distributions, where all the lattice-based IBE schemes
have. However, it is insufficient to construct adaptively secure RIBE even without DKER.

In the RIBE setting, we have to set all uj , in advance of any key queries, then we use F|p+,
or equivalently ID*, for the computations. It means that the simulator has to know ID* at that
time. To avoid the obstacle, we should develop new lattice-based RIBE constructions, which are
different from Chen et al.’s [CLL*12b], or it may be equivalent to new lattice-based fuzzy IBE
constructions, which are different from Agrawal et al.’s [ABV12].

® Notice that we do not have to replace Fr = A, + H(T)G by adaptively secure ones. Since the maximum
time period is polynomially bounded, | 7| security loss enables us to guess the target time period T*. Indeed, Seo-
Emura [SE14b] constructed adaptively secure DKER RIBE scheme by combining the Waters IBE [Wat05] for ID and
the Boneh-Boyen IBE [BB11] for T.
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One may think that adaptively secure IBE is more than enough to construct semi-adaptively
secure RIBE. However, we do not know how to construct semi-adaptively secure lattice-based IBE
that is more efficient than adaptively secure ones. We think that the construction should be an
interesting open problem in this research topic.

5 B-DKER RIBE Scheme from Pairings

5.1 Construction

In this section, we construct a pairing-based B-DKER RIBE scheme which is based on the Jutla-
Roy IBE [JR17] and its variant [RS14]. Specifically, we show our construction based on the 2-level
Jutla-Roy HIBE. Roughly speaking, we combine it with CFFs and the CS method, and use the
second level of the Jutla-Roy HIBE for time-periods. As we will explain in Section 5.2.2, it is not
straightforward to utilize the dual system encryption methodology [Wat09] for RIBE constructions.
To overcome the issue, we carefully design the sequence of games, and utilize the property of CFFs.

Our RIBE construction is as follows:
SetUp(1*): Let N := superpoly()), where superpoly(-) is some super-polynomial (e.g., A°6*). Run
G :=(¢,G1,G2,Gr1,91,92,€) < G, (w,d, F) + CFF.Gen(N, Q), and BT +— CS.SetUp(NV). Let
RLg := (. Choose &, T, 20, T1,22,23,Y,Y0,Y1,Y2,Y3 <i an and set

roa+yo _ riatyr _x20+Y2 r30+Ys3 ra+y
R .

z:=e(g1,92) Urp = gy , Up =g , h:=g] , Ui=g

Output

PP := (Gagil?uIDauT?h’v’z)’
MK := (BT, RL07$7$07$1yx27$3a y7y0>y17y27y3) ’

PKG(PP,MK,ID): Parse MK as (BT,RLt,z,z0,21,22,23,Y,Y0,Y1,Y2,Y3). Run (np,BT) <«
CS.Assign(BT, ID). For each node 6 € Path(BT,np), recall {Pe(ex),Pa(ij}g:l if they were de-
fined. Otherwise, choose random {PG(Q, Pe(fy)}g:l € G2 and store them in 6. For every ¢ € [d],

choose 1¢ ¢ € Zy and compute

() ._ roe
SKipg =92 s
0 . reex &) . p)  roe(x1ID+x3) n() . reuma
Skipgp, =92 5 8Kipg, = P@,m 92 » 8K Do = 9o )
0 . Texy (8 . p)  ree(y1lD+ys) n®) . Tery2
sle’e’y =gy, sk Doy = P@,y “ Gy , sk D0y “= 92 .

© _ ) © 1(£) n(£) ) 1(£) 1(€)
Set SKip g := (Sklo,eaSle,e,ank ID,0,0> 5K 1D,9,2> SKiD,9,,» SK 1D g, SK ID,Q,y)‘ Output

Kip = 4 SKipg := K
>Hi {S >0 <0’{S ID’G}ZE[d]>}OePath(BT,mD)’

MK/ = (BTlv RLT7 T, 20,T1,22,T3,Y,Y0,Y1,Y2, y3)
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KeyUp(PP, T,MK): Parse MK as (BT,RLy,x,xzg,21,22,23,Y, Y0, Y1, Y2, Y3)- Run KUNode(
RLt) ¢ CS.Cover(BT,RLy). For cach node § € KUNode(BT,RLy), recall {Py,, PA) i, it

they were defined. Otherwise, choose random {PH(Q,PQ(Q)}LI € G2 and store them in 6.
Choose s¢ € Z, and compute

S
kuT,G = 9207
-1
. 56T / ._ ©) zo+sg(z2T+z3) " ST
kurgq = gp"", kuyg, = H (Pe,x) Ep) , kutg . =gy’ h
LeFT
-1
50y ! ._ © yo+se(y2T+ys) _ S0y
kut g, =957, kutg, = H (Pa,y> - gy , kuToy = g,
LeFt

J— / 1 / "
Set KUt g := (G,ku-ryg,ku—rﬁ,x,kuTﬁ’x,kuTﬁ’x,kuTﬁ,y,kuT’g,y,kuTﬂ’y). Output

KUt := <{KUT:9}9€KUNode(BT,RLT) ’]:T> ’

MK’ := (BT',RLt, z, %0, Z1, T2, 23, Y, Y0, Y1, Y2, Y3)-

DKG(PP,SKip, KUt): Parse  SKip, and KUt as  {(0,{SK{3) o} () }ocpatnsrp)  and
({KUT,0}9ckUNode(eT,RLy), FT), Tespectively. Output L if () <« CS.Match(Path(BT,np),
KUNode(BT, RLt)). Otherwise, for § <— CS.Match(Path(BT, np), KUNode(BT, RLt)), compute

/ Y rer. To,e+50
akp = | ] Skl(o),e KUrp =g, 7" = 95,
@G}—T
/ (> ier, To,et+s0)T
dkip, T2 = H SkI(D),Q,x KUt g2 = 95 =T =95,
LeFr
Akl + = /(0 v V) kU, (KU
DT,z = H skipg. (3K Do KUT g ( TG:c)
LeFT
20+(Xpery T0.0F50) (211D +22TH23) zo+r(z1ID+z2 T+zs)
=99 = g9 )
Ovcr. To,0+50)y
deD,T,y = H SkI(D)Qy ’ KUT,@,Z/ b)) T = ggyv
LeFr
Iy — i/ @ V' . ku kuz, P
DT,y — H 8 ID@y k' iDoy T9y( Tey)
EE]'—T
B gyo-i-(ZgEfT ro.0+s0)(Y11D+y2T+ys) gyo+T(y1|D+y2T+y3)
- J2 - J2 ’
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o _ ) ) 1(£) n(€) © 1(£) n(€) _
where SKIP,O = (Sj{lD,ea SKIp.6,0 Slk T.0,00 f/k T 0,00 SKiD g,y SK T 9, 5K 7 ), KUt g = (0, kut g,
kuT,g,x,kuTﬁ@,kuTﬁ@,kuT,gyy,kuTje’y,kuTﬂ’y), and r 1= Eée}} 9.0 + sg. Output

DKip,1 := (dkip,T, dKiD, T,z dKip T 1> AKID, T,y dKip T, )-
Enc(PP,ID, T, M € Gr): Pick random ¢, d1, 92,3 € Z4 and compute
¢ ¢ ¢ D, T, )\
tag := 611D + 02T + 93, cty:=M -2, cty:=(g7)", cty:=gi, ctipT:= (vtaguIDuT h) .

Output CTp 1 := (cty, Cty, Cty, ctip T, tag).

DEC(PP, DK|D7T7 CT|D’T)Z Parse DK|D’T and CT|D,T as (dk|D7T, dkip, T .25 dkiD T.209KID T.y) dkiD T y)
and (cty, cty, cty, ctip T, tag), respectively. Compute

cty - e(ctip,T,dkip,T)

M = .
tag tag
e(cts, dkipr ,dKip ) - €(cty, dkp  dkip 1)

Correctness. We show the decryption correctness. For DKpt = (dk|D7-|-,dk|D7-|-7m,dkaTx,
dk|D7T7y,dka’T’y) and CTip 1 = (ctwy;, Cty, cty, ctip T, tag), we have

cty - e(ctip,T,dkiD,T)
tag / tag /
e(cts, dkip 7, dkip 1 ;) - €(cty, dkp T dKip 1, )

t
cty - € <<(giﬂa+y)tag(gfla+y1)lD(gf2a+y2)Tgf3a+y3) 795>

(g7 (g57)ve8gy P TI) (gl (g ey T TIT )

tag(zaty)+ID(z1a+y1)+ T (z2a+ty2)+xsatys) ¢ r
gl ) 92

Ct]ﬂ - €

avt rotr(ztagtziID+aeT+a3) yo+r(ytagt+y1 ID+y2T+ys3)
e((9)" 9 ) )

e(gt, 95

2
M. 6(91,92)t(zoa+y0) ) e(g‘lcag(xa+y)+lD(a:1a+y1)+T(x2a+y2)+x3a+y3,gQ)Tt

ID+aoT+ ID+y2 T+
e(g‘f‘,ggo)t . e(g?,ggtag+$1 +x2 z3)rt . 6(91,g§°)t i e(ghggtag#—w +y2 yg)rt

M.

5.2 Security
The proposed construction can be proved to be IND-RID-Q-CPA secure.

Theorem 2. If the SXDH assumption holds and the underlying CFF is Q-cover-free, then the
proposed RIBE scheme is IND-RID-Q)-CPA secure.

Note that our pairing-based construction does not require the underlying CFF to be w-uniform.
We devote the rest of this section to the proof of the above theorem.
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5.2.1 Semi-functional Ciphertexts, Keys, and Key Updates

We use the dual system encryption methodology to prove Theorem 2. We describe semi-functional
forms of ciphertexts, secret keys, key updates, and decryption keys.

Semi-functional ciphertext for (ID,T): For a normal ciphertext CTipT = (ctw, Cty,Cty,
ctip,T,tag), its semi-functional form CTp 1 = (cty, cta, E%y, E\E|D7T, tag) is computed by

% ‘= tag,
E\EI\'I = cty - e(g1,92)"" = M - e(g1, 92

- ta+
ctyi=cty-gf =g,

)wo(ta+u)+yot
)

Cty :=cty = gt
-~ L wu(zrtag+z1ID+aoTHas)  (ta+tu)(stag+z:ID+zaT+as)+t(ytag+y: ID+y2 T+ys)
ctip,T :=ctip,T 91 =% ’

where p & Lyq.

Semi-functional secret-key for ID: Let 1 be a leaf node of BT assigned to ID, and parse a normal
secret key SKip as {SKip g = (9, {SKl(é)e}ge[d])}gepath(BT mo)- For each 6 € Path(BT,nip) and £ € [d], a

—~ — (£ 14
semi-functional secret-key component SKl(D)e = (SkI(D)9> sk|(D)9 . sk’fD)g . k”l(D)9 - SkI(D)9 " sk’fD)g o

sk’ |(D),0,y) is computed by
5O ¢
Sk|D 0 = SkI(D),Q’

—(0) ‘
skip g0 1= SkI(D),G,w’

Sy = D, - gt = P greeDres)tne
Sk”'(é)ﬁ@ = Sk”l(é),ew

EE'('?@ = Skl(é),e,y,

Sk,l(é)e = Sk/fl?,@yy' ;a(f’@’f — Pe(,éy) . ;6,£(y1|D+y3)—a¢9,e’

—(0) ()
" R /!
sk D0,y - sk ID,8,y°

4 Y4 l 4 Y4 Y4 l ¢ $ .
where SKl(D)ﬁ = (skl(D)ﬂ, skI(D)ﬁ@,7 Sk,I(D)ﬁ,aﬂ Sk”l(D)ﬁ,a:’ skl(D)ﬂ’y, sk’£|-7)97y, sk”£|-7)97y) and ¢g ¢ < Zq. A semi-

functional secret key is E:’T(m = {SNK|Dﬁ = (6, {SNK|D,9}Ze[d])}eePath(BT,n.D)-

Semi-functional key update for T: Parse a mnormal key update KUt as
({KUT, g}geKUNode(BT RLy); FT). For each 0 € KUNode(BT RLT) a semi-functional key-update

component KUTG = (0, kut g,ku-rgx,ku-rgm,ku -rgx,ku-r 97y,ku-|-9y,ku Tgy) is computed by

kut g := kurp,
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kut g = kut g 2,

-1

H +sp(zaT+Has)+

e =l ik _< (Fi2) )92 oleaTrea) o,
leF

T R/
ku T.0,x *— ku T,0,x>

kurt gy := kut g,

—~ —1
- 11 ¢ +s(y2T+ys)—
KT,y =K'y - g5 "0 = ( (Pe(y)) ) gt oo mavn,
teF

" —p—
ku T797y = ku T7972J7

where KUt 9 = (0, kut g, kuT g 5, KU'T 9.5, KU T g o, KUT 9.0, KU'T 9.0y, kKU 9 ) and 1y & Zg. A semi-
functional key update is KUt := ({KUT 6} gekUNode(BT,RLT) FT)-

Semi-functional decryption key for (ID, T): A decryption key for (ID, T) is semi-functional if a
secret key for ID and/or a key update for T 1nput into the DKG algorlthm is semi- functlonal More

specifically, a semi-functional decryption key DK|D T (dk|D T.dkp T, 9% 1D T2 dkip T ax’ ID,T,y)
is

dkip, 71 := dkip,T,

e +7(z1ID+22 T+a3)+
dkip, T, := dkiD, T 2; deDT:p = dK'iDTe 95 =gy reDrraT )ty

e ) . — yo+7(y1ID+y2T+ys) —ayp
dkip, T,y := dKiD,T,y; dk’ ID, T,y ‘= dx’ ID,T,y * 9o W =g ;

where DKip 1 = (dkip, T, dKID T 2, dk{DIgg7 dkip, Ty, dka,Tyy) is a normal decryption key and ¢ € Z,.

Note that ¢7° and g are needed to compute semi-functional ciphertexts and keys (including
key updates), respectively. The following equation ensures that a normal ciphertext for (ID, T) can
be decrypted by a semi-functional decryption key for (ID, T):

e(cts.gf) - e(cty, 95°%) = 1oy

where 1¢,, is an identity element in G'7. The following equation also ensures that a semi-functional
ciphertext for (ID, T) can be decrypted by a normal decryption key for (ID, T):

(g1, 92)"" - e(gf eI

tag
(91 LA T zdka T, :1:)

=1g,.

5.2.2 Proof Idea and Game Sequence

Our proof approach. As Lee [Leel6] pointed out, we have to carefully design the hybrid games
when using the dual system encryption methodology in the RIBE (with DKER) setting. In security
proofs of all the existing (H)IBE schemes employing dual system encryption, secret keys queried to
the key extraction oracle are changed into semi-functional ones one by one. Similarly, we need to
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Table 1: The overview of the hybrid games.

Challenger cT SKip KUt SK|p*
knows D™, T for for and
T* and i*? ID#ID" | T#T" KU7+
Game"™ no normal normal normal normal
Game 0 yes normal normal normal normal
Game 1 yes sf normal normal normal
Game 2 yes sf st normal normal
Game 3 yes st sf sf normal
Game 4 yes sf sf sf sf
Game/ ™% yes random sf sf sf

transform both secret keys and key updates into semi-functional forms. However, in RIBE, unlike
(H)IBE, a secret key for the target identity ID* and/or a key update for the target time period T*
may be issued to the oracles, and it might cause a bug in the security proof.

Our approach is similar to Lee’s one (also see Table 1): First, we assume we know when the
target time period T* is and when the target identity ID* is queried, and suppose that an i*-th
secret key reveal query for PKG(-) is ID* (Game 0). It enables us to apply the strategy-dividing
lemma (Lemma 7). As in the dual-system-encryption (H)IBE schemes, we can change secret keys
for ID # ID* and key updates for T # T* into their semi-functional forms without any problem
(Game 2 and Game 3). Then, we show that the distributions on a normal secret key SK|p+ for
ID* and a normal key update KUy« for T* are identical to those on semi-functional ones (§(|D* and
KUt+). Namely, we show Game 3 and Game 4 are identical. As the final transition, we replace
the challenge ciphertext with the random elements of the ciphetext space, i.e., Gy x G3 x Ly
(Game’™), It ensures that the adversary’s advantage is exactly 1/2.

Formal description of the game sequence. Formally, the hybrid games are defined as follows.

Game"*“: The original IND-RID-Q-CPA game.

Game 0: The game is the same as Game ™ except that at the beginning of the game, the

challenger correctly guesses the challenge time period T* and ¢* such that ID;« = ID*.

Game 1: The game is the same as Game 0 except that the challenge ciphertext CTp~ 7+ is semi-
functional.

Game 2; (1 <j < Qg): Let ID1,IDo,...,IDg,,. Game 2; is the same as Game 2;_; except that
for a query ID;, the semi-functional form of SK|p, is returned if ID; # ID*, where Game 2
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means Game 1.

Game 3; (1 <j <|T|): Game 3; is the same as Game 3;_; except that for a j-th revocation
and key update query, the semi-functional form of KU, is returned if j # T*, where Game
30 means Game 2q_, .

Game 4: This game is the same as Game 3|7 except that for a T*-th revocation and key update
query (resp., a secret key reveal query ID*), the semi-functional form of KUt= (resp., SK|p*)
is returned.

Game/™: This game is the same as Game 4 except that the challenge ciphertext is random

element in the ciphertext space.

Let Ej, be an event that ' = b occurs in Game k or Game®. We then have

1
§AdVIND—Q—CPA(>\)

11, A
1
= ‘Pr[Ereal] - 2‘
st_l
< |Pr[Ereal] — Pr[Eo]| + |Pr[Eo] — Pr[Ey]| + > [Pr[Ey,] — Pr(Ey,.,]
j=0

7)1
+—§E:\PﬂE@A——PrU%rH]L+WPﬂE%WJ——PrMhH-+]Prﬂﬁ]—-PﬂEy“mﬂL
J=0

Note that |Pr[Efinq] —1/2| = 0.

5.2.3 Proof of Theorem 2

Without loss of generality, in the proof we assume an adversary A issues only (ID*,-) as decryption
key reveal queries since A can get any decryption keys for ID (# ID*) from SK|p and KUt obtained
from the challenger C. We also assume that the running time of an adversary A is publicly known
(or, can be easily estimated), and the maximum number of queries issued to all the oracles by A
(denoted by Qq) can be estimated from A’s running time."

The difference between Game 0 and Game”™® is whether or not the challenger knows (T*,i*)

at the beginning of the game. First, we consider the probability that the challenger C correctly
guesses ¢* such that ID;x = ID*. Let I be a random variable of the challenger’s guess, which takes
values in {0,1,...,Quu}- “Ic = 0” indicates that C guesses that A never issues ID* to the PKG
oracle (i.e., A is a Type-1I adversary). Similarly, let 14 be a random variable of A’s choice, which
tales values in {0, 1,...,Qqu}. We then have

Prllc = 14

In practice, we may estimate Qq; based on the running time of the fastest (super)computer, and such Q. is
still a polynomial in .

35



=Pr[lc=0NIq4=0]+--+Prllc =Qu N Is= Qul

1 1
=— —Pr[Iy=0|Io=0 i —— Pr[I4 = I~ =
Qall—|—1 I'[.A ‘ C ]+ +Qall—|—1 I'[_A Qa”‘ C Qall]
Qaul
1
= — Priig=j 4
Qall"‘lj;o [ J] (4)
1
Qi+l

where Eq. (4) follows from that C guesses i* independently of A”’s choice. Similarly, we can prove
C correctly guesses T* with probability 1/|7].

Therefore, the challenger’s guess is right with probability 1/(|7|(Qau +1)). In other words, the
reduction loss is |T|(Qay + 1), which is polynomial in the security parameter. In the rest of the
proof, the simulator knows the exact value of T*, and can distinguish if each queried identity is the
challenge one or not.

The difference between Game 0 and Game 1 is whether the challenge ciphertext is nor-

mal or semi-functional. The following lemma can be proved in a similar way to the Jutla-Roy
(H)IBE [JR17, RS14].

Lemma 8. If there exists a PPT adversary A to distinguish Game 1 and Game 0, then there
exists a PPT adversary B to break the DDH1 assumption.

Proof. Given the DDHI1 assumption instance (G, g{',g7?) with Z. The simulator B uses A to
c1C2 cica+p

distinguish if Z is distributed as ¢{'® or g;
B implicitly sets « := ¢1, and chooses x, xg, 1, T2, L3, Y, Y0, Y1, Y2, Y3 & Zgq. B then computes

vi=(g7")%g7, z:=e(g1", 92)"e(g1,92)",

x1 Y1 T2 Y2

wp = (7)™ g1, ur = (97) 91", b= (g7) g1

B runs CS.SetUp(N) — BT by choosing arbitrary N € N, and sends PP := (G, ¢¢, uip, ur, h, v, 2) to
A. Note that B knows the master key. Therefore, B can respond to any queries.

When A submits (M*,ID*, T*), B picks tag* & Zg, and creates the challenge ciphertext
CTip 1+ := (cty, ey, ety ctjps 1+, tag’) as

Ct;& =M. G(Z, 92)9306(gf2792)y07 Ct; = Zv Ct; = g?a

* . rrrtag* 4z ID* 4o T 42 coytag*+y1ID*+ya T*+
Chipe v 1= Z7778 T 2T (gy)yree e R s,
Obviously, the above ciphertext is normal if Z = ¢{*®*. We show the above ciphertext is semi-
functional if Z = g{**™* as follows.

Ct;I =M. 6(2, 92)%’06(952’92)?;0
= M*. e(gflc2+“)r°e(gf2,92)y0
= M* - e(gy)2(@ocrtwole gy, go)Tor
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= M*.t. 6(91792):’30“’

Ct; =/ = g§102+,u _ g?pru?
cty = g1° = g1,

ctip,T = thag*+x1'D*+I2T*+x3g1{tag*+y1ID*+y2T*+y3

. g(cl cotp)(ztag*+a1ID* +2o T +w3)g02 (ytag*+y11D*+y2 T +y3)
- Jl 1

= 962)((x01+y1)tag*+(m1cl+y1)ID*+($2cl+y2)T*+$301+y3)gﬂ(xtag*+x1|D*+x2T*+m3)
- J1l 1

* * * t tag™* ID* T*
_ (,Utag ul]l;) ul h) g?(x ag'+z1ID" +x2 +w3). 0

In a similar way to ordinary the dual-system-encryption IBE schemes, we can show how normal
secret keys for any ID (# ID*) and key updates for any T (# T¥) are transformed into their
semi-functional forms. Therefore, we omit the proofs here, and they are given in Appendix A.

We next show the distributions in Game 37| and Game 4 are identical.
Lemma 9. Game 37| and Game 4 are identical from the viewpoint of any PPT adversary A.

Proof. The difference between Game 37| and Game 4 is whether a secret key for ID* and a key
update for T* are normal or semi-functional. Therefore, the corresponding decryption keys for
(ID*, T) also become normal or semi-functional depending on Game 3|7 or Game 4.

Consider the following components of SK|p= and KU+:

(0) W) 7T e(x1ID*4x3)+50,
Sk,ID*,G,ch =Py 9" A (5)
(0) _ pl)  ro.e(y1ID"+ys)—afe,
Sk/|D*,9,y =Py, 9" v (6)
~\ 1 zo+se (22T +a3) = pcr, B,
kufr*@z = H (Pg;) - go T ) (7)
[e]‘—-r*
~p\ —1 yo+so (2T +ys)—a(— e r, By,
kufl—*797y = H <P9(,13> " 92 ( ! ) (8)
L€ Frx

Note that in both games, all other secret keys and key updates are semi-functional. Therefore,
other secret key and key update components corresponding to the above 6 (i.e., § € Path(BT, np+)U
KUNode(BT,RLt+) ) are

Sk/l(lg),e,x = ]30(2 ,ggo,z($1|D+x3)+¢9,e’ )
Sk/l(é)ﬂ,y = ]30(2 ,gge,e(yﬂD—&-ya)—O@e,e’ (10)
~ -1 *
wi e ( T (B0) ) oo, m
leFr
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A
kut gy =

LeFt

[T () ) oo

(12)

We show the distributions on the above (Egs. (5)—(12)) are actually identical to the distributions
in both Game 37| and Game 4 from the viewpoint of an adversary A. Specifically, we show the
above from the standpoint of each of A; and Aj;.

Type-I adversary A;j: For every 6 € Path(BT, np+) U KUNode(BT, RLt+) and ¢ € [d], if we set

P~ 700

)

Bo.e and P( ) — plo. g_OCB“

0,y )

it is easy to see that Egs. (5)—(8) then turn to normal components of SK|p+ and KUt+. Then,
we show that the distributions on other secret keys and key updates are also identical to those
in Game 37|. Since CS.Match(Path(BT, np~), KUNode(BT, RLy+)) = (), all the components of
SKip (ID # ID*) and KUt (T # T*) corresponding to 6 € Path(BT, np-) U KUNode(BT, RL-)
are semi-functional. Namely, Egs. (9)-(12) turn to

Sk/l(é)O _ P(é) Te ¢(x11D+x3)+do ¢
i

1(€)
sk'|p g

kur g

y

?x_

plo

0,z 2

_ P(f) gTa,z($1|D+$3)+¢9,e*50,z _ P(ﬁ) .gre,é(11|D+Is)+d~>o,z

0,x 2 )

P(Z) Te L (y11D4y3) —agg ¢

0y " I2

I1 (7))

leFr

I1(s2)"

LeFr

IT(n2)

leFr

To+se (2T +as)+idg

T0o+Se (IQT* -‘r:tg)—ozl/;g
. 92

Te,z(yl|D+y3)—a(¢>9,e—59,2) _ P(E) grg,e(y1lD+y3)—aa~59,e

Oy " I2

zo+sg (w2 T +x3)+p
* 99

zo+s9 (22T +23)+Po+2 e 7 Bo.e

.92

)

yo+s9 (Y2 T +yz)—ady

zo+sg(z2 T +a3)—a (7/)0 2 verr Be,z)

P

)

38

)



where (%974 = ¢9e — P and @Zg = g + ZéefT Bo.e- Since ¢g and 1Py are randomly chosen
for every node 6 of BT and ¢ € [d], the distributions on the above components are identical to
those in Game 3;7,.

On the other hand, for every 6 € Path(BT, np+) U KUNode(BT, RL+), if we set

PH(Q = ]56(?, and P0(2 = ]59(27

Egs. (5)—(8) then turn to semi-functional components of SKip+ and KU+ since we have

1(0) _ ) ree(z1lD*Ha3)+Bee _ (0)  ree(z11D*+x3)+dg
sk ID*.0,x — Pe,x ) - Pa,x 92 ’

1(€) 50 ree(ID*+ysz)—aBer  (0)  ree(y1ID*Hys)—apg,.
SKip+ 0y = Loy 92 = Loy 92 )

~ -1 +sg(z2T*4x3)—> B,

/ _ (£) ToTSe(T2 3 eeFrx Po,e

kg, =[] (7 0,z> "9y
0eFrx

x )

= H (P9(£)>_1 ,g§0+89($2T*+$3)+¢9

ZE.FT*
B ~)\ 1 yo+59(y2T*+y3)*a<* D e F s /3572)
kute g, = H (P9,y> " 92 !
EE.FT*
(1 ()
ZG]‘—T*
where ¢g ¢ := By and 9y := — Zée}}* By o- Therefore, the distributions on Eqgs. (5)—(12) are

identical to those in Game 4.

Type-II adversary Aj: Since Aj; cannot get the secret key for ID*, we only need to show the
distributions on Eqgs. (7)—-(12) are identical to those in both Game 37| and Game 4.

In fact, we can show the distributions on Egs. (7)-(12) are identical those in Game 31 as
above. However, since Path(BT, np+) N KUNode(BT,RLt+) # 0, we have to be more careful
about the distributions on decryption keys when we show that the distributions on Egs.
(7)—(12) are also identical to those in Game 4. Therefore, for every 6 € Path(BT,np*) U
KUNode(BT, RLt+), we set

PY) = P and P}) = P}'). if 0 e U2, Fr,,
Pg(zw) = Pégz . ggg’g and P9(2 = P9(2 . g;aﬁe’z, otherwise,
where Tq,..., T are time periods issued for decryption key reveal queries. Then, there exists

at least one element ¢ € Fp« \ (U?:]_ .FTi) due to the underlying CFF, and therefore Eqs.
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(7) and (8) turn to semi-functional by setting 1y := — ZEEFT*\(U?ZlfTi) Bo,¢- NObviously, a

decryption key [’)T(|D*7Ti for (ID*,T;) with ¢ € [Q] is semi-functional, since KU, is semi-
functional. As in the case of Ay, we can also show that Egs. (9)—(12) turn to semi-functional
components, and the distributions on them are identical to those in Game 4. Hence, the
distributions on Egs. (7)—(12) are identical to those in Game 4.

This completes the proof. O

final

Finally, we show that the difference between Game 4 and Game is negligible as follows.

First, we define the following sub-game Game®*®™fnal,

e Game**™fnd. Game is the same as Game 4 except that the first component cty,

of the semi-functional challenge ciphertext is the random element in Grp.

semi-final

We show that,
‘PI‘[E4] - Pr{Efmal” S ‘PI‘[E4] - Pr[Esemi—final” + |Pr[Esemi—final] - Pr[Efinal” )
is negligible.

Lemma 10. If there exists a PPT adversary A to distinguish Game®**™fnal gnd Game 4, then
there exists a PPT adversary B to break the DDH1 assumption.

Proof. Given the DDHI instance (G, gi*, g7*) with Z. The simulator B uses A to distinguish if Z
is distributed as ' or g5t

B chooses a, x, x1, X2, 3, Y, Y1, Y2, Y3 & Zq. B also chooses y, & Z4 and implicitly sets

/
o = C1, Yo := yo — QcCy1.

— ¢ . oty . ST10tY . T20FY2 . T30FYs3
B computes z := e(g1, g2)%0, v i=g; 7, Up = g , Ut 1= g ,and h := g; . B runs

CS.SetUp(N) — BT by arbitrarily choosing N € N, and sends PP := (G, g%, uip, ur, h, v, 2) to A.

B can respond to any secret key reveal queries since any secret key does not contain xy and
yo. Since correct semi-functional decryption keys for (ID*,T) can be generated if B simulates
correct semi-functional key updates, we here only show how B respond to revocation and key
update queries as follows. When a receiving a query RL C Z, B checks if the conditions (a)—(c)
are satisfied (see Section 3 for details). If not, B outputs L. Otherwise, B sets Tcy < Ty + 1
and RLt,, < RL, and then for every § € KUNode(BT,RLt_,), B computes @Tcu,e = (9,l/<1vl-|-cu’9,
EﬁTcu,G,xyl;{/Tcuﬁ,xyHTcu,G,mi{Tchu,G,yvl;E,Tcu,G,yvi{Tl—ﬁTcu,@,y) as follows. B chooses S@ﬂ/]é (i Zq, and
implicitly sets

g =1y — 1o (and hence vy = xo + ).
B then computes

Ten . 50
kuTcu,O =439,
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Tenn . 56T
kuTcuae)m T 92 ’

— —1 / —1
f L @) so(z2Teutws)+y (0) x0+50 (2 Teuta3)+1g
ku'r 0z = H (PO,x> “ Gy = H PG,JD - Go ,
EE}—TCU ZG.FTN
] seT
kuHTcmeyx = 920 17
Teqn . 50y
kuTcuﬂ,y T 92 ’
—~ -1 ’ / —1
’ ._ (0 Yotso(y2Teutys)—onhy ©) yo+59 (Y2 Teutys)—arby
ku't 0y = H (PG,y> " Gy = H P@,y D) )
fE.FTcu ZE}-Tcu

T ll . 50Ul
ku Teu,0y -— 92 :

Since 1Py masks xo in the information-theoretic sense, ¥y is a random element of Z, from A’s view.

B returns KU, := ({@Tcu,e}HeKUNode(BT,RLTw)7]:Tcu> to A.

When A submits (M*,ID*, T*), B picks t, 67, 5,03 & Zq, and creates the challenge ciphertext

~ % ) — o~k % ——x% —— %
CTlD*,T* = (CtM, Ctx, Cty, ct,D*,T*,tag ) as

tag = 6;ID* + 85 T* + 63,

P t - t —* t
cty == M"- 2" -e(Z,92), ct,:=(97)'97°, cty =91,
— T * * t % % *
G 1= (s 2 T (0T

Obviously, by setting p := ¢y the above ciphertext is semi-functional if Z = g{*“*. On the other
hand, the first component of the above ciphertext is random element of Gy if Z = g{***" since we

have
Cty 1= M* 2" e(Z,g2) = M* - 2" - e(gy, g2)™" " = R 2" - e(g1, g2) ™",

where R := M* - e(g1,92)". O

semi-final

final 4nd Game ,

Lemma 11. If there exists a PPT adversary A to distinguish Game
then there exists a PPT adversary B to break the DDH1 assumption.

Proof. Basically, this lemma can be proved in a similar way to Lemma 10.

c1C2 cic2+n

The given DDHI instance is (G, g7*, g7?) with Z, where Z is ¢{*® or g
QU T, 20, L1, T2, Y, Y0, Y1, Y2 & Zq. B also chooses 4 & Z4 and implicitly sets

B chooses

/
xr3 ‘= C1, Ys:= y3 — QcCy.

B computes z == e(gy, ga)*0 Y0, v = grMY = g7 wy = g7 and b= g, B runs
BT <— CS.SetUp(NN) by choosing arbitrary N € N, and sends PP := (G, g§', up, ur, h,v, 2) to A.
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Here, we only show how B responds to secret key generation and secret key reveal queries since
B can answer revocation and key update queries in a similar way. When receiving a query 1D, B
runs (mp,BT) < CS.Assign(BT,ID). For every 6 € Path(BT,np), B recalls {PQ(Q,PQ(Q}Ll if they

were defined. Otherwise, B randomly chooses them from Gg, and stores them in 6. For ¢ € [d],

—~ (¢ — l — (L —~ 4 4
B computes SKI(D),G = (skfé)e,skl(D)gx, k’|(D)797x,sk”|(D)797x,sk|(é)9y,sk |(D)9y, sk’ |(D)9y) as follows. B

chooses 794, ¢y , € Zy , and implicitly sets

bo 0 = ¢l9,€ —rpexs (and hence gbfm = 719023+ o).

Since ¢} , masks rg ¢z3 in the information-theoretic sense, ¢g ¢ is a random element of Z, from A’s
view. B then computes

SkI(D)G = g,"",

—~(€) 9,0
SKipg s =92

—,(6) (6) 7o,0x11D+¢y Vi ID
/ _ 0.6 _ p@) roe(@11D+x3)+do.e
sK'ipg.. = £ 199 = by .9 )
! . TeuT2
skiipgz =92

—~(0) To,0Y

SKipgy =92

—,(£)
sK'ipgy P(,y) 92

N(Z) T
1] L 6,0Y2
sk'ipg,y = 92 -

ro,e(y1ID+y3)—ady , P(Z) 70,0(y11D+y3)—ade ¢
T yI2 ’

' ~ ~ (0
Fmally, B returns SK|D = {SK|D’9 = ((9, {SKID,Q}gzl)}9€Path(BT,mD)‘

When A submits (M* ID*, T%), B picks t,07,05,03 & Zgq and Ry & Gr, and creates the
—~% —~—x% — %
challenge ciphertext CT|D* = (cty, ct,, ,Cty, Ctip: 7+, tag ) as
tag = 6;ID* + 05T* + 63,
E\t/:l = Ry, /C\‘EZ = (gl )tgi:27 E\‘E; = gia
ctip = (vaﬁ*ulg*u,ﬁh) (g52)7Fse TP+ T 7,
Obviously, by setting u := co the first component of the above ciphertext is random element of G

and the others are the components of semi-functional ciphetext if Z = ¢i*“*. On the other hand,

the above ciphertext consists of random elements of Gr x G3 x Z, if Z = gclc2+77 since we have

tag  ID* T* coyztag +z1ID* 4z T*
guID Up h> (91) & ! >z

~%

CtlD*,T* = (U
— (yta8 /D", T co\ztag 4x1ID* da2 T*  z3p+n
_<vgu h)(gl) & T 2 gy

) * * t e * * .
_ g? . <,Utag UID wl h) (g?)xtag +z1ID*+22T +x3

42



This means that a random element 17 masks EE*D*,T*. Since 07, 05, 03, c2, and t are independent of

each other, all elements of cT ip* 7+ are independently chosen from A’s view. ]

We thus conclude the proof. O

6 Concluding Remarks

Human errors cannot be avoided, and therefore it is difficult to eliminate information leakage from
our society. Decryption key exposure resistance (DKER) is one of the solutions for the key exposure
problem in the context of RIBE. Since all the existing DKER RIBE schemes rely on the key re-
randomization technique to achieve DKER, there are several open problems related to the limitation
of the specific technique. In this paper, we newly introduced a mild form of DKER, called bounded
DKER, to (partly) resolve the open problems. As a result, we proposed two RIBE constructions
with bounded DKER, which are constructed from lattices and pairings, respectively. They are
the first lattice-based /pairing-based anonymous RIBE scheme that achieves a kind of DKER. Our
schemes are secure under the simple assumptions such as the LWE and SXDH assumptions.

It would be interesting to realize an anonymous RIBE scheme with (unbounded) DKER.

Acknowledgement. We would like to thank Shantian Cheng and Juanyang Zhang for their
sincere discussion with us. We would like to thank Shuichi Katsumata for his helpful comments
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A Missing Proofs of Lemmas

A.1 Game 2;_; — Game 2; with 1 <j < Qg

To show that the difference between Game 2;_; and Game 2; (1 < j < Q) is negligible, we
define pseudo-normal secret keys and pseudo-semi-functional secret keys as follows.

Pseudo-normal secret key for ID: Let 1 be a leaf node of BT assigned to ID, and parse
a normal secret key SKip as {SKipy = (6, {SKl(é)e = (Skl(é)ovSkl(é)(maSkll(é)emvSk”l(é)engkl(é)ey’
Sk,g,)e,yaSk”g,)a,y)}ée[d})}eePath(BT,mD)' Let 0%,05,05 € Z, be elements of Z, used for tag :=
01ID* + 05T* 4 63 in the challenge ciphertext CTp« r+. For each 6 € Path(BT,np) and ¢ € [d], a
= () — —) =) —(t

pseudo-normal secret-key component SK%{Q = (skl(é)e, Skl(é)é - sk’fD)ﬂJ, SkHI(D),e,a;a Skl(é)Oy’ sk’|(D)797y,
—5

sk’ |(D),9,y) is computed by

=0 _ O
skip g = skip g

ﬁ|(é),9,gc = Skl(é),e,x cgg =g

al(é)ﬁ,x — Sk/l(é),e,x ] ’279,4(51"04-55) _ PQ(Q ] g;a,e(ﬂh|D+x3)+79,e(5f|D+5§)’
yl(é)ﬁ,x — Sk/ll(é),e,z _gg; _ g;g,zmz-&-z?;’

ﬁfé),a,y — Skl(é)ﬁ,y L gome = go,zy+a70,z’
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——(0) J4 —« 0FID+-6% 14 T 1D — 0XID+6%
7( () 70,0 (071D+03) _ 5(0) 0,6(y11D+y3) —ayp 0 (071D+43)
sk'ipgy = sk D0,y " Y2 = Pe,y P )
—(£) Y4 —adl T —adl

7 R—/() 5 To.ey2—ad]
sk'ip,g,y = SK'|p g, " 92 = 92 )

where g ¢ & Zgq. A pseudo-normal secret key is SKp := {ST(|D79 = (6, {S?fé)79}g€[d])}gepath(BTmlD).

Pseudo-semi-functional secret key for ID: Let n be a leaf node of BT as-

signed to ID, and parse a pseudo-normal secret key SKip as {SKipy = {(9, SK,D)9 =

¢ (0 0 = O O
(Sk|(D)97 ka)gmaSkﬁDexa kHIDHx?SkI(D)Gy’ SK'Ip.0.y» SK"1D.0.y) Hee[d)) }oePath(BT,np)-  FOr each 6 €
—~ (¢ S
Path(BT,np) and ¢ € [d], a pseudo-semi-functional secret-key component SK|(D)’9 = (skl(é)ﬂ,

—( e O I () R— )  —() .
Skl(D),e,zv sk'ip 9.2 SK"Ip g,2» Ska),g,y, sk'|p.g.y Sk |p,g,,) 18 computed by

il G ID o
sK'\pgq = Sk'I(D),e,x . 93)” = Pe(ﬁﬂ 'gge’g(ml a0+, 011D+
— (Z) 7(6) —Ol¢9 £ f) T9 g(y1|D+y3)—a(¢9 +70 Z(6*|D+5*))
sk'pgy =5k Doy 9y = = Pé)(,y "9y R
where  ¢g ¢ & ZLyq. A pseudo-semi-functional secret key is §}\(|D — {§RID’ ) =

&)
{(‘97 SKID,G}Ze[d])}eePath(BT,mD) .

Note that ¢g§ is needed to compute pseudo-normal/pseudo-semi-functional keys, and that nor-
mal ciphetexts can be decrypted by decryption keys generated from pseudo-normal/pseudo-semi-
functional secret keys and normal/semi-functional key updates.

We additionally define the following games.

Game 2;; (0 <j < Qs — 1): The game is the same as Game 2; except that for a (j+1)-st secret
key reveal query ID;1, a pseudo-normal secret key SKip,, is returned.

Game 25 (0 < j < Qg — 1): The game is the same as Game 2;; except that for (j+1)-st secret
key reveal query ID;1, a pseudo-semi-functional secret key SKip,,, is returned.

We show that for every j € {0,1,...,Qs — 1},

|Pr[Ey,] — Pr[Es, ]| < |Pr[Ey,] — Pr[Ey, ]| + |Pr[E, ] — Pr[Ey, ]| + |Pr[Es,,] — Pr[Ey,, ]|,

is negligible.

Lemma 12. For every j € {0,1,...,Qs — 1}, if there exists a PPT adversary A to distinguish
Game 2; and Game 2;, then there exists a PPT adversary B to break the DDH2 assumption.

Proof. Given the DDH2 instance (G, g5', g5*) with Z. The simulator B uses A to distinguish if Z,

cic2 cico +’Y

is distributed as g5'™* or g,
B chooses «, 2, zo, x, b, x4, v, yo, Y1, Yh, Y, 07, 05, 05 & Zq, and implicitly sets

[ N ) Y * I *
r:=x —cy, Y=Yy +coq, x1: =27+ c20], Y1 :=1y; — 0],
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/ * / * / * / *
Tg 1= Ty + 205, Y2 1= Yy — 2050, X3 := T3+ C203, Y3 := Y3 — C2030x.

Note that 1, z2, 23, Y1, y2, y3 do not leak any information of ¢, 85, 05 since z, b, x4, v, y5, y4 and
c2 mask them in the information-theoretic sense. Therefore, although 47, 45, 65 will be used for the
challenge ciphertext, choosing them at this point does not affect any distribution of them. B then
computes

Vi= gf oty y Ri= 6(91792)

/ /
Tzo+ys

! ! ! /
Toa+yo Tra+y) Tty N
, h:=g|

U ‘= g1 , Ur = gp ,

B runs BT <— CS.SetUp(N) by arbitrarily choosing N € N, and sends PP := (G, g, v, uip, ur, h, z)
to A. Note that B does not know all the master key. However, 5 can compute

"
i

95 =95 (95)7Y, g5 =gy (g5)%, 5" = g5 (952)°1, g¥t = gyt (g5?) oY,
3

x3 . Y

95" = 95°(95)%, 08" = 0y?(95°) 7% 65 = 00" (95°)%, 98° = g5’ (957) O

Therefore, B can compute any secret keys and key updates in any forms (i.e., normal ones and
semi-functional ones).

We show how B responds to a (j+1)-st secret key reveal query 1D 1. B first runs (np,_,,BT) <
CS.Assign(BT, ID;+1). For each node 6 € Path(BT,np,,,), B recalls {PQ(?:,PQ(?}LI if they were

defined. Otherwise, B chooses them from G5 randomly, and stores them in . For every ¢ € [d], B

(1) (2) s
chooses o Too < Z4 and computes

k(f) . /.c rélz Té?z?
SXIDj41,0 T (92')"0* - g9

i D) (2) (1)
(0) . Tee® c1 D g co\—T _r
SKip, 100 =02+ (g5") 0" - (g?)T0e - ZTT0,
(2) .
kll(é) b = Pe(f) 'gge,z(flngJrl-HCé) . (ggl)réqlg(m/lle+1+$g) . (ggg)ré?z(élej+l+5§) ) ZTéTl?(‘;ilej+l+5§)’
j+1,0,T ,T
(2) s 1 @) @
1(£) TG ervrHa O () s
sk IDj 41,0z = 92 “(ggt) o2 - (gg?) 02 - ZT00%2
(2),/ 1 @) i
(0 — g 0tY ciyrsy Co\Tg pO Ty
IDji1.0y 9o . (92 ) 0,0 .(92 ) A N
@) ,
s /I(é) p = Pg(f) _g;’e,e(yingﬂeré) . (ggl)ré}g(yileﬂ-i-yé) ) (ggz)—ré?ga(élejH'i‘fS;) . Z""égo‘(‘sTIDHl*‘(SS)’
i+1,0,Y Y
(2), 1) @) @
//(@) R r6,€y2 c 7"( y’ CcoN—T, o —rs ) s
S IDj 1,0y = Jo . (921) 0,092 . (922) 0,6%%2 . 77 T00Y%

The above secret key is normal if Z = g5'“* since we have

O e,
SKiD, 1,0 = 92 =92
1 2
0  a+r$h@—e) | e
SXIDj 41,00 = 92 =09
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( 1+r )((xl+c25*)IDJ+1+(x3+025*)) _ P(g) grg,g(aclleH—i—xs)

1(£) _ p,
sk |Dj+1,9,17 - PG , T 2 0,x " 92 ’
(1)
9

//(f) _ ( + )(12+626*) T2
SX D 41,00 = 92 =09 7,
0) o ( Cl+7‘é22)(y/+a62) _ Tey
IDj11,0,y — 92 =9y
2 * *
W © (©) (7“((9 01+r§2)((y’1*cza61)le+1+(yé*cza53)) _ p® . roeIDjr1+ys)
8 IDJ+1,9,y 0y T 0y 92 ’
(
() (r To,0 )(y2—02a5 ) _ Toey2
sk IDj11,0,y 2 =02,
(1) (2)

where 7y := TpoC1+ Ty

cic2+y

On the other hand, the above key is pseudo-normal if Z = g, since we have

(1) (2)

(© To.01 o0 7o
SlejH,e 2 =92
1 1
& _ (Té,gcﬁ' él?)(“’ )_’Yré,z? _Te.T—0,0
SKIDj 1,0, = 92 =Gy )
k,(g) (0) (rézcl—&—r ((xﬁ-cgé*)IDJ+1+(x3+cg(5*)) 77"9 e(&*IDJ_H-‘,-(S )
|Dj+1,9,$ - 6 s
plo o (#1105 41+23)+70,0(671D4+1463)
9 T ) )
() (e @hbeadi)FglSs v wate,eds
IDj+1,0 — 92 =99 )
k(f) _ (rg 01+T§22)(y’+a02)+71"§f§a _ Te.eyteea
s IDj+1797y - J2 - 92 )
(1) (2) ! _ 0)ID !/ _ 0%)) — (1) 5*ID; ox
sk’ 1(£) _ P(e) (7"0 (c1try, e)((yl c2007)IDj41+(y3—c2x 3)) Y1y 2 (671D 41403)
IDJ+1797 0 Y ’
_ P( ) 7“0 2 (y11D;41+y3)—70,La (671D 41+63)
)
1 2 . 1) e
1(£) _ (r§301+7"( ))(ylz_@a%)_wé,ga% _To.eY2—"7p,00d3
IDj 41,0y — 92 =9 ’

where g 1= rélg) 1+ ré? and g = vrélg . It is obvious that rg, and 74 is independent of each

other from the view point of A.

When A submits (M*,ID*, T*), B picks ¢, u & Zq and creates the challenge ciphertext
~ % ~% ~—% —~—x% — %
CTip 1+ = (ctM,ctx,cty,ctm’T,tag ) as
cty = M" - 2" e(g1, g2)™",
—~%
ct, = (g(lx)t ' giLa
ct, = g1,

J— ¢ e e,
—~— L tag , ID*, T* pu(x'tag* 4+ ID*+x6 T +af)
Ct|D* ™™ = (U uID uT h) . g].
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91

—% t et * *
T t ID*+2oT
(wtag WO T ) -g’f(x ag +z1ID"+ao T" +x3)

_ (’Utag u'D T*h> p((a'—co)tag” +(x +c207)ID* +(ah+eodd) T* +ak+cads) ) gijcg(aé*_éllD*—62T*—63)

I

where tag := 07ID* + 85 T* + J%. O

Lemma 13. For every j € {0,1,...,Qq — 1}, all of the distributions in Game 2; are identical
to those in Game 2;2 from the view point of any PPT adversary A. Namely, it holds Pr[Es; || =
Pr[Ey,,] for every j € {0,1,..., Qs — 1}.

Proof. The difference between between Game 2;; and Game 2; 5 is only that a secret key for the

j 4+ 1)-st query is pseudo-normal SKip_ ., or pseudo-semi-functional §P\<|D. . More specifically, the
J+1 J+1

. Y72 & . — (¢ — (£

difference between SKp,,, and SK|p,, is whether or not the component Sk,I(D)jH,o,x and sk’|(D)H1797y
—~(t —~ (¢

(or sk’l(D)jH,@’x and sk’fD)j+1797y) contain ¢y for all 6 € Path(BT,np,,,) and £ € [d], where np,_, is
a leaf node corresponding to ID; 1. o
For every ¢ € Path(BT,7nip,,,) and ¢ € [d], the corresponding components of SKp,_, are:
— 0

|DJ+1,9 x

70 (
Sk/lDJ+1,9, = P9

0)  7o,0(x11D;41+23)+7,e(07 1D 41+03)
x 92 )

14 gro,e(y1|Dj+1+y3)—V0,1zOé(5T|Dj+1+5§)
- gy )

sk’

For any T € T, A can compute
?(5) ) T{,,(@) T pO) | roe@IDj1+eaT+es)+70,6(571D 41405 T+83)
SKD; 1,0,z IDj+1,0,x) — L9z 92 )
?(4) ) k”( ) T pO . roewilDjt1+y2T+ys)—70,e(071D;+1+03T+05)
SXID; 41,0,y IDj11.0y) = 92 ;

—) 79,0248 —77®) r9,ey2 =03
A _ raxo i _ToLY2 2
where sk ID; 11,00 = 92 and sk”|p ir1.0y = 92 :

On the other hand, the corresponding components of §P\(|Dj L, are:

—(¢) () 7o.0(z11Dj41+23)+ g e+v0,0 (671D 41+53)

/ _ 0,0\ L1V 41 3 0,6 1T7Y9,6\01 1V 41 3

sK'ip, 100 = Fou 92 5

—(0) (&) 7r9,0(y11Dj114+y3)—agg c—v0,0(dF1D;+1463)
N4 , N4 1'Yj+1703

sk’ IDjy1,0,y — Pe,y "92 .

For any T € T, A can compute

* * * ¢
— (0 ——® ' () 70.@1ID; w2 Tag) 40 ¢ (571D 41 +63 T+85+220)
sk ID]+1=97$ sk ID]+1797x = P97x ) 92 ’
* * * ¢
— —(®) T @  ro.e@ilDjt1ty2THys)—v0,e(671D; 41465 T+63 +ﬂ)
sk ID; 11,0,y sk” IDjt1,0,y = Pe,y " 92 ’
—(0) T9,0T2+05 0 r —ad;
" _ 0,4L2 " _ 0,0Y2—Q0qy
where sk ID, 41,02 = 92 and sk IDj41,8,y — 92 :

93



The tag for the challenge ciphertext in both games is tag := O7ID* 4+ 05T* + 05. We can write

tag B ID T™ 1 5
571D 41 + 63T + 03 IDj41 T; 1 2

03
(a)

Since ID;;1 # ID*, the matrix (a) has full rank. Namely, in Game 2, 1, tag" and 6;ID;q + 65T +8%
are independently distributed from A’s view. Moreover, we can write

S 5
tag ID*  T* 1 !
071D 11 + 05T + 65 + Po.e - IDjy; T; 1+ 9.0 2

Y6,¢ 5;’79,2 5;;

()

Since the matrix (b) obviously has full rank, in Game 2; o, tag and 5IDj 11+ 05T + 65 + do.e/ Vo0
are independently distributed from A’s view.
Hence, for every ¢ € [d], the following distributions

{ag*, 5lej+1+6§T+5§} and {ﬁg*, SHID 41 + 63T + 65 + QW}
6.6

are equivalent from A’s view since ¢g, and 7g, are randomly chosen. Note that v, # 0 since
Y, = 0 means that the (j + 1)-st secret key is normal or semi-functional, not pseudo-normal or
pseudo-semi-functional. ]

Lemma 14. For every j € {0,1,...,Qs — 1}, if there exists a PPT adversary A to distinguish
Game 2, and Game 2,1, then there exists a PPT adversary B to break the DDH2 assumption.

Proof. We omit the proof since this lemma can be proved in a similar way to Lemma 12. O

A.2 Game 3;_; — Game 3; with 1 < j <|T]|

To show that the difference between Game 3;_; and Game 3; (1 < j < |T]|) is negligible, we
define pseudo-normal key updates and pseudo-semi-functional key updates as well as secret keys.
Pseudo-normal key update for T: Parse a normal key update KUt as ({KUty =
(6, kur g, kuT g2, KU'T 9,0, KT 9.0, KUT 9, KW'T 9y, K0T 6,y) }oekUNOde(BT.RLy), FT)- - L€t 67,65,05 €
Zq be elements of Z; used for tag’ = 0fID* + §5T* + &5 in the challenge ciphertext
CTTD*;,-*. For each # € KUNode(BT,RLt), a pseudo-normal key-update component K7UT79 =
(0, kur g, Ku,9,0, KU'T 0,0, K0T 95, KUT 0,4, KU'T g,y , k0T 9,) is computed by

kut g := kur g,

T, J— —Yo _ SeT—"7e
kut g, = kutg:99 © = go )
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—_— _1 * *
ku't g, 1= ku't 0.z (5 TH5) H (P(£)> '9§0+86(MT+$3)+W(62T+63)

0,x ?
eFT

— " 5 80,61 +07
ku”Tﬂ,:c ‘= ku T,G,x921 =99 5

E o y Spy+avyg

kut g, :=Kurg,05 " = g5 ;

—1
—1 * *
—ayg(85T+63) _ [ Yo+s9(y2T+ys)—ave(05T+53)
ko't g, =ku'r g, - g 11 Pg(; "9 B
leFr

— ) " —adF Spy1—ad;
L T e S g

where g < Zq. A pseudo-normal key update is KUt := ({kut ¢ }gckUNode(8T,RLT)s FT)-

Pseudo-semi-functional key update for T: Parse a pseudo-normal key update KUt as
({KUro = (8,kur g, kut g0, K0'T9,0, K077 90, KUT 9.y, KU'T 0.1, Ku"T g.y) }ockUNode(BT.RLT) ]:T) For
each § € KUNode(BT,RLy), a pseudo-semi-functional key-update component KUT79 =

(0, kuT 9, kuT 9 2, KU'T 0,0, KU T g 2, KUT g ), KU'T 9,4y, kKU T 9y) is computed by

-1
1

-y o) O\~ + T+z3)+a+7e (05 T+03
kg = ka'ro. gy = | T (P52) gy e T T O T RS,
LEFT
—1
EE/T 6y = HTQy ,92—061119 _ H (Pe(f))_l '91210+89(y2T+y3)*a(¢0+’w(5ST+5§))
Uy 0 3V Y bl

LeFT

where ¥y <& Zg. A pseudo-semi-functional key update is KUt := ({@T,G}OGKUNode(BT,RLT)v]:T)'

We additionally define the following games.

Game 3;; (0 <j <|T|—1): This game is the same as Game 3; except that for a (j + 1)-st
revocation and key update query, a pseudo-normal key update KU;; is returned.

Game 32 (0 <j <|T|—1): This game is the same as Game 3;; except that for a (j + 1)-st
revocation and key update query, a pseudo-semi-functional key update KU;; is returned.

We show that for every j € {0,1,...,|T| — 1},
|Pr[Es,] — Pr[Es,, ]| < |Pr[Es,] — Pr[Es, ]| + |Pr[Es, ] — Pr[Es,,]| + |Pr[Es,,] — Pr[Es,, ]|,
is negligible.

Lemma 15. For every j € {0,1,...,|T| — 1}, if there exists a PPT adversary A to distinguish
Game 3; and Game 3;1, then there exists a PPT adversary B to break the DDH2 assumption.
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Lemma 16. For every j € {0,1,...,|T|— 1}, all of the distributions in Game 3;; are identical
to those in Game 3;2 from the view point of any PPT adversary A. Namely, it holds Pr[Es; || =
Pr[E;3, ,] for every j € {0,1,...,|T| —1}.

Lemma 17. For every j € {0,1,...,|T| — 1}, if there exists a PPT adversary A to distinguish
Game 32 and Game 3,1, then there exists a PPT adversary B to break the DDH2 assumption.

We omit the proof of the above lemmas since those can be proved in the same ways as Lem-
mas 12, 13, and 14.
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