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Abstract. GGH13, CLT13 and GGH15 of multilinear maps suffer from
zeroizing attacks. In this paper, we present a new construction of mul-
tilinear maps using a variant of ring-LWE (VRLWE). Furthermore, we
also present two new variants of vVRLWE, which respectively support
the applications of multipartite key exchange and witness encryption.
At the same time, we also present a new variant of GGH13 using ma-
trix form. The security of our construction depends upon new hardness
assumptions.
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roizing attack, approximate GCD

1 Introduction

Multilinear maps have plenty of applications including multipartite key exchange
(MPKE), program obfuscation and efficient broadcast encryption [9,20,21,37].
However, current constructions GGH13, CLT13 and GGH15 [19,15,23] do not
depend upon classic hardness assumptions, and recent are proved to be insecure
[19,12,11,30,18], especially for MPKE using these constructions.

The GGH13 construction has the weak discrete logarithm attack (or called
zeroizing attack) presented by authors themselves [19]. By using the weak-DL
attack, one can get related information of some secret parameters of GGH13 such
as basis of secret element. As a result, some problems including the subgroup
membership problem and the decisional linear problem are become easy. Very
recently, Hu and Jia [30] presented an efficient weak-DL-based attack on the
GGH13 map, which breaks the GGH13-based applications on multipartite key
exchange and witness encryption (WE) based on the hardness of 3-exact cov-
er problem. To fix GGH13, Gentry, Halevi and Lepoint [28] recently described
a variant of the GGH13 scheme [19], in which the linear zero-testing proce-
dure from [19] is replaced by a quadratic (or higher-degree) procedure. However,
Brakerski et al. [5] showed that this variant of GGH13 fails to thwart zeroizing
attacks. On the other hand, Halevi [29] described a variant of GGH13. But,
Coron et al [18] proved that this variant is also insecure.

The CLT13 construction also has the problem of zeroizing attack. Cheon et
al. [12] broke CLT13 using an extension of zeroizing attack. To fix CLT13, Garg,
Gentry, Halevi and Zhandry [22], and Boneh, Wu and Zimmerman [8] respective-
ly described two variants of multilinear maps over the integers. However, Coron
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et al. [11] extended Cheon et al.’s attack [12] to setting where no encoding of
zero below top level are available. Consequently, these variants [22,8] can also
be defeated using an extension of Cheon et al.’s zeroizing attack [11]. Recent-
ly, Coron, Lepoint and Tibouchi [17] (CLT15) presented a new improvement of
CLT13 by modifying zero-testing parameter. However, the CLT15 construction
is also insecure [14,32].

Recently, the GGH15-based MPKE is attacked by using a variant of the
Cheon et al.’s attack [18]. While the public parameters in GGH15 does not in-
clude encodings of zero, each plaintext appears in the encoding of each path
of the directed graph of GGH15. Coron et al. [18] described an attack of G-
GH15, which broke GGH15-based MPKE in polynomial time by generating an
equivalent user private key.

Currently, it is still an open problem how to construct a secure multilinear
maps, in particular supporting MPKE.

1.1 Owur contribution

Our main contribution is to present a new multilinear map using a variant of ring-
LWE. The security of our construction is still dependent on the new hardness
assumption. However, we observe that if a construction of multilinear maps
supports MPKE, it is impossible to completely avoid zeroizing attacks.

Our starting point is a new variant of LWE [35]. In the LWE problem, given
q a prime integer, and a list of samples (a;, b; = [< a;,s > +e;]), where s € Z,
a; € Zy are chosen independently and uniformly from Zj, and e; is chosen
independently according to the probability distribution x = Dz, find s. In
the first variant of LWE, s is chosen from the error distribution x™ rather than
uniformly at random, the choice of other parameters remains unchanged. This
variant becomes no easier to solve than the decisional LWE [34,2].

In this paper, we introduce a new variant of LWE. Namely, we draw many
samples (a;, b = [< a;,8 > +ei]y), where s <= Zy, a; <= Dzn o, € + Dz,. To
directly support multiplication, we write samples in the matrix form. That is,
given many samples (A;, B; = [A;S + Ei],), where S < Z;*™, Aj <= Dznxn 4,
E; < Dgnxm 5, the problem is to find S. Since this new variant is also a special
form of LWE, its decisional version is equivalent to the search version. However,
at present this variant can not be reduced to LWE or other classical hardness
problems.

It is easy to see that this variant supports addition and multiplication. For
example, given samples (A1, B1), (A3, Bs), for addition we have:

A =A;+ A,
B =B1+B2:(A1+A2)S+(E1+E2):AS+E mod q.

Similarly, for multiplication we have:

A =AAy,
B = A1B2 = AlAQS + A1E2 = AS + E mod q,
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where E = AlEQ.
Since A1, Ay, Eq,Ey are all “small”, as a consequence, A and E generated
by addition or multiplication are also “small”.

1.2 Applications

Similar to GGH15 [23], here we also describe two applications using our new
constructions. In order to improve efficiency, we switch to a ring version of the
variant LWE. That is, we sample scalars from a large polynomial ring R =
Z[z]/{xz™ + 1), rather than the ring of integers Z.

MPKE. Let x be the number of parties. Since the matrix product generally
does not satisfy the commutative law, we choose S = sI to construct MPKE.
Given many samples (A;, B; = A;S +E,) as the public parameters, each party i
generates a random linear combination (U;, V;) of these samples, publicly pub-
lishes U;, and remains V; secret. Applying an ordering of all parties generated
by Uj, (e.g. 1,2,--- k), then the i-th party computes an extracting encoding

i—1 K K ’
Ci = Hj:l Uj X ‘7z X Hj=i+1 Uj = _ Uj xS+ Ei

Finally, the i-th party extracts the shared secret key from the most significant
bits of each element of C;.

The main difference between our scheme and their scheme is that in our
scheme, the product of the plaintexts U; is not commutative, the matrix S is
commutative, whereas in their scheme, the situation is just the opposite.

Branching-program obfuscation. Branching program (BP) obfuscation
can be constructed by applying the variant of LWE. Given a length-x matrix BP
{A;s,j € [k],b € [2]}, we first use Kilian’s randomization to generate a matrix
encode BP as follow:

Ay ={T;1A;,T;,j€[x—1],be 2},
B.y={T. (A4S + E.p)T.,b <€ 2]},

d=ulTy,v="T,'v.

Now, we can compute an encoding of a product of matrices corresponding to
an input x. If Hje[n
u”Sv + ¢ in the public parameters, we can compare them to obtain the result
of the computation.

Organization. Section 2 recalls some background. Section 3 describes our
new construction using a variant of the ring LWE. Section 4 and 5 describe
an asymmetric commutative variant and a symmetric commutative variant, re-
spectively. Section 6 presents some applications using our construction and its
variants.

]Aj,a:mdj =1, then we get u”'Sv + uTE'v. Hence, given
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2 Preliminaries

2.1 Notations

Let Z,Q,R denote the ring of integers, the field of rational numbers, and the
field of real numbers. Let n be a positive integer and power of 2. Notation
[n] denotes the set {1,2,...,n}. Let R = Z[z]/{(z™ + 1), Ry = Z4[z]/{z" + 1),
and K = Qlz]/(z™ + 1). Vectors are denoted in bold lowercase (e.g. a), and
matrices in bold uppercase (e.g. A). We denote by a; the j-th entry of a vector
a, and a;; the element of the i-th row and j-th column of A. We denote by
llall2 (abbreviated as ||al|) the Euclidian norm of a. For A € R¥*? we define
|A| = max{|a; |, %, j € [d]}, where ||a; ;| is the Euclidian norm corresponding
to the coefficient vector of a; ;.

Let [a], denote the absolute minimum residual system, namely [a], = amod ¢ €
(—q/2,q/2]. Similarly, for a € Z" (or a € R ), [a], denotes each entry (or each
coefficient) [a;]q € (—¢/2,q/2] of a (or a).

2.2 Lattices and Ideal Lattices

An n-dimensional full-rank lattice L C R"™ is the set of all integer linear com-
n

binations E - y;b; of n linearly independent vectors b; € R™. If we arrange
b=

the vectors b; as the columns of matrix B € R"*", then L = {By : y € Z"}.
We say that B spans L if B is a basis for L. Given a basis B of L, we define
P(B) ={Byly € R" and y; € [-1/2,1/2)} as the parallelization corresponding
to B. We let det(B) be the determinant of B.

Given g € R, we let I = (g) be the principal ideal lattice in R generated by
g, whose Z-basis is Rot(g) = (g,7 - g,...,a" "1 - g).

Given ¢ € R" | 0 > 0, the Gaussian distribution of a lattice L is defined
as D g.c = po.c(X)/poc(L) for x € L , where p,o(x) = exp(—n||x — c||*/0?)),
Poc(L) = erL Po.c(x). In the following, we will write Dy, 50 as Dr, . We

denote a Gaussian sample as x < Dp, (or d < Dy, ) over the lattice L (or
ideal lattice I ).

Micciancio and Regev [33] introduced the smoothing parameter of lattices.
For an n-dimensional lattice L, and positive real € > 0, we define its smoothing
parameter 7¢(L) to be the smallest s such that p;/s(L*\{0}) < ¢, where L* is
the dual lattice of L.

Lemma 2.1 (Lemma 3.3 [33]). For any n-dimensional lattice L and posi-
tive real € > 0, n.(L) < v/In(2n(1 + 1/€)) /7 - Au(L).

Lemma 2.2 (Lemma 4.4 [33]). For any n-dimensional lattice L, vector
c€R" and reals 0 < e <1, s > n.(L), we have

1—|—e.2_n
_6 :

Pr {lx—cl >svi} < 5
L,s,c

X<—
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2.3 Multilinear Maps

In the following, we give the definition of multilinear maps.

Definition 2.3 (Multilinear Map [7]). For k+1 cyclic groups Gy, ..., Gx, Gt
of the same order ¢, a k-multilinear map e : G X ... Xx G, — G has the following
properties:

(1) Elements {g; € Gj}j=1,...x ,index j € [k] , and integer a € Z4 hold that

e(glv c @t gy, "'79#&) =a- 6(91, ~"7gn)

(2) Map e is non-degenerate in the following sense: if elements {g; € G} ¢
are generators of their respective groups, then e(gi, ..., g.) is a generator of Gr .
Definition 2.4 (k-Graded Encoding System [19]). A x-graded encoding

system over R is a set system of S = {S§a) € R:a € R,j € [k]} with the
following properties:
(1) For every index j € [k] , the sets S = {SJ(-G) € R:a € R} are disjoint.
(2) Binary operations ‘+’ and ‘-’ exist, such that every a;,as , every index
Jj € [k] , and every u; € S](-al) and ug € SJ(»GQ) hold that uq + us € S§a1+a2) and

UL — U € Sj(alﬂ”) , where a1 + as and a; — as are the addition and subtraction

operations in R respectively.

(3) Binary operation ‘x’ exists, such that every aj, as, every index j1, jo € [K]
with j1+7j2 < k, and every u; € SJ(;“) and uy € SJ(-;IQ) hold that u; xus € S;fﬁ?),
where a; X ag is the multiplication operation in R and j; + jo is the integer
addition.

3 Our construction

In this section, we first describe our construction using a variant of ring LWE
(VRLWE), then show its correctness, and finally give its hardness assumption.

3.1 Construction

Setting the parameters. Let A\ be the security parameter, x the multilinearity
level (or the number of times to support multiplication). For simplicity, concrete
parameters are set as n = O(\), 0 = O(n), O(nS4+112) < ¢ < O(n¥+14)
d>2, 7=\

Instance generation: (par) « InstGen(1?*, 1%).

(1) Choose a prime O(nS-4++11-2) < g < O(n¥r+14),

(2) Choose a random matrix S « RI*4.

(3) For I € [7], sample A;, E; € R¥™4 such that a;; ;,e1i.; < Dzn.o,i,j € [d].

(4) Sample u,v € R? such that u;,v; < Dzn ,,i € [d].

(5) For [ € [7], set B; = [A;S + E],.

(6) Output the public parameters par = {q, (A7, By)ierr)y u, v}.

Generating a random encoding: (U, V) < Enc(par).
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Given 7, < Dzn 5, | € [7], generate

T

U= [lelrl.Al]q’V: [21217"[ 'Bl]q-

Adding encodings: (U, V) < Add(par, (U1, V1), (Usz, Va)).
Given two encodings (U1, V1), (U, V3), compute

U= [U1 + Ug]q,V = [Vl + Vg]q.

Multiplying encodings: (U, V) + Mul(par, (U1, V1), (Uz, V2)).
Given two encodings (U, Vy), (U, Vy), compute

U = [U,Uy],, V = [U; V3],

Zero-testing: isZero(par, (U, V)):
Given an encoding (U, V) , we check whether |[u” Vv|| is short:

1, if [ulVv| < ¢7/3;

0, otherwise.

)

isZero(par, (U, V)) = {

Extract: sk < Ext(par, (U, V)).
Given an encoding (U, V), we extract the n = (logq)/8 — A most-significant
bits from each of the n coefficients of u’ Vv :

Ext(par, (U, V)) = msbs, (ul' Vv),

where msbs,; extracts the n most significant bits from each coefficient of u’Vv.

Remark 3.1 (1) Similar to GGH13 [20], we can construct graded encoding
scheme by introducing a random ring element z € R,. That is, we generate the
following parameters:

A=A/,
B, = [(AiS + E))z"],.
Furthermore, we may construct a new variant of GGH13 using matrix form
as such:

A; = [(AiRot(g) + Rot(s1))/ 2],
B; = [(Rot(g™*-5)S + E;)z"],,

where S, A;,E; € R4 2 € R, g,5 € R[y]/(y?+1). Note here that y? + 1 can
be replaced with a secret monic irreducible polynomial f(y).

In this case, we can also include some encodings of zero in the above public
parameters and transform them as follows:

A = [(ARot(g) + Rot(s))/2]4,
A, = [AjRot(g)/z]q,
B = [(Rot(g7")S + E;))z"],.
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At the same time, we may further use Kilian randomization and matrix block
diagonalization technique to improve the security of the variant.

(2) Using Kilian randomization, we can also construct an asymmetric version
as follows: For I € [7],k € [k + 1],

Ay =T AT,

B = [T11(AkS + Epx) Tilg,
al =u'Ty,v=T,v,

where S, T} € Rng, and Ay, By € R¥4 such that ey j, a1 ki < Dzn o

3.2 Correctness

Correctness of our construction follows from a fact, which says that the encodings
returned by Enc, Add, Mul are all legal samples of vVRLWE. For completeness,
we give the brief proof of correctness in the following.

Lemma 3.2 The algorithm InstGen(1*,1%) runs in polynomial time.

Proof. Since each step in InstGen runs in polynomial time, the result is
directly obtained. |

Lemma 3.3 The encoding (U, V) < Enc(par) is a sample of vRLWE.

Proof. By U = [ZT

iy T ~Al]q with r; < Dgn o, , | € [7], we have

V=[> n-B] =US+E,

where E = ZZ_I rE;. |
Lemma 3.4 The encoding (U, V) < Add(par, (Uy, V1), (Usz, V3)) is a sam-
ple of vVRLWE.
Proof. By V; =U,;S + E;,i € [2] , we have

U= [Ul + Ug]q,v = [Vl + Vz]q = [US + E]q,

where E = E; + Es. |
Lemma 3.5 The encoding (U, V) + Mul(par, (U, V1), (Us, Vy)) is a sam-
ple of VRLWE.
Proof. By V; = U;S+ E;,i € [2] , we have

U = [U,Uy]y, V = [U1 Vg = [US + E],

where E = U Es. |

Lemma 3.6 The procedure isZero(par, (U, V)) can correctly determine whether
(U, V) is an encoding of zero.

Proof. By Lemma 2.1, ¢ = O(n) > n.(Z™). Using Lemma 2.2, we have
|A]| = O(o/n) = O(n'%) with overwhelming probability.

Given an encoding (Uy, V) returned by Enc, we have

U =13 nAdll = O n- |l - [ Adll) = O(n),
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where ||r;|| = O(oy/n) = O(n'9) for r; < Dgn .
Since V| = lel rnB; = U{S + 21:1 rE; =U;S + E; mod ¢, we have

[Ba| = 1Y) mBil = O(r - n - O(n'%) - O(n' %)) = O(n").

Since the above construction supports x multiplications, without loss of gen-
erality, we assume that (U;, V;, = U;S+E;),i € [k+1] is the encodings returned
by Enc, and (U, V) is their product generated by using Mul.

By [|U;]| = O(n*),i € [k + 1], we get

Kk+1
HUH = H Uz” = O(n“O(n4(“+1))) — O(n5n+4).
=1
For simplicity, let V = 1_['11 U; x V.41 = US + E. Hence, we have

1B =TT, Ui x Busall = n x 0> D+ x 0(n) = 0(n>+1).

On one hand, if U = 0, then V = [E|, = E. Namely, V is not reduced
modulo g. Hence, we obtain

[ Vv = [u"Ev]|
<n*[[ul[E[|]v]
< n20(n"5)O M *+H0(n'?)
— O(n5n+9)
< q7/8.

In the setting of parameters, we set O(n57510:3) < ¢ < O(n8-7"1) to satisfy
the condition ¢%/* < O(n®+9) < ¢7/8.

On the other hand, if U # 0, then |[u” Vv|| ~ |[u”USv| ~ ¢ > ¢"/® with
overwhelming probability, since ||S|| = g.

Thus, the zero-test procedure isZero(par, (U, V)) is correct. 1

Lemma 3.7 For two encodings (Uy, Vi), (Us, V3), if Uy = Uy, then
Ext(par, (U1, V1)) = Ext(par, (Uz, Va)).

Proof. Since V, = U;S + E;, i € [2], we have

u'V,v=u"U;Sv + uTElv,

u'Vyv = uTUsSv + ulEyv.

By U; = Uy, we obtain u” Viv—u’Vyv =u’E;v — u"Eyv.

Again since [[u”E;v|| < ¢7/8,i € [2], we have [uTE;v — uTEyv|| < 2¢7/8.

Furthermore, when U; # 0,i € [2], by Lemma 3.6, |[u?U;Sv| ~ ¢ with
overwhelming probability.

Hence, the n = (logq)/8 — A most-significant bits from each of the n coeffi-
cients of u”'V;v is determined by the term u? U;Sv. That is, Ext(par, (U, V1)) =
Ext(par, (Us, Va)) with overwhelming probability.
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3.3 Hardness Assumptions

The security of our construction depends on the hardness of vVRLWE, and cannot
be reduced to classic hard problems, such as hard lattice problems or Ring-
LWE/LWE. Similarly [31], we define the extraction version of GCDH/GDDH
for our construction. Consider the following security experiment:

(1) (par) + InstGen(1*,1%).
2)Forj=1tok<rk+1:
2.1) Sample d; ; < Dzn »,1 € [7],

2.2) Generate an encoding U; = Z;l dijA;, V= [Z;l dz,jBl]q.

k k—1
3)set U=T[_ U, v=[[]_ UV,
4) Set we = wp = Ext(par, (U, V)).
5) Sample r; <~ Dzn .1 € [7], and set

U, = Z;l rA, V= [Z;l nBi,,

U, =] u;xu,.v, = [H’f_ll U; x V.|,
j=

j=1

(
(
(
(
(
(

wg = Ext(par, (U, V,)).

Definition 3.8 (Ext-GCDH/Ext-GDDH). According to the security ex-
periment, the Ext-GCDH and Ext-GDDH are defined as follows:

Extraction CDH (Ext-GCDH): Given {par, Uj,j€ [k]} , output a level-
k extraction bits string w such that w = v¢.

Extraction DDH (Ext-GDDH): Given {par, Uj,je [k],w} , distinguish
between Dgyi-appn, and Dexi-RAND:

Dgxt-coou = {par,Uj;, j € [k],wp}, Dexi-ranp = {par,Uj,j € [k],wr}.

For the above construction, we assume that the Ext-GCDH/Ext-GDDH is
hard.

3.4 Cryptanalysis

This variant can be transform into S = A™', that is A;'B; = [S + A 'Ey],,
A;'By = [S + A 'Ey],, then we have A;(A;'B; — A;'By) = Aj(A]'E; —
A;lEg) =E; — AlAglEg. Solving this problem is not easier than LWE.

4 Asymmetric Commutative Variant

In the above construction, the plaintext matrices A; and the secret matrix S
of encoding do not support the commutative law of multiplication. However,
there exist some applications that require at least one of them to satisfy the
commutative law of multiplication. To meet these applications, we construct an
asymmetric variant by using a secret commutative matrix S = sI. But, when
S is chosen to be a ring element s, it is necessary to deploy some additional
safeguards in order to guarantee the security of this variant.
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4.1 Construction

Setting the parameters. We let A\ be the security parameter, x the length of
multilinearity edges, and take n = O()\), p = k + 1, 09 = O(n?), o1 = O(n),
O(n®*13) < ¢ < O 17 09 = O(n?), d > 2, T = A\d>.

Instance generation: (par) + InstGen(1*,1%).

(1) Choose a prime O(n¥+13) < ¢ < O(n+17).

(2) Choose random matrices Tj < RfIle,k = 0,---,p such that T, ' €
RdXd.

q

(3) Choose random elements s,z € R,.

(4) For | € [r],k € [u], sample Ay, E;r € R¥? such that ajp,; <+
Dzn oqs €115 < Dzn oy, 1,7 € [d].

(5) Sample u,v € R? such that u;,v; < Dzn o,,i € [d].

(6) For l € [7],k € [u], set

KUC = [le_11Al,ka/Z]qa
Bii =T, (Auk - s+ Epe) Ty - 2%,
a’ =u'To,v="T,"v.
(7) Output the public parameters par = {q, (Xl’k,ﬁl,k)le[r]’ke[u],ﬁ, V}.

Generating a k-edge encoding: (U, Vi) + Enc(par, k).
Given ry < Dgn 5,, | € [T], generate

T T

Uy = [21:1 Tk 'Kl,k]q7vk = [lel Lk 'El,k]q~

Adding same edge encodings:
(U, Vi) < Add(par, (U1 x, Vi), (Uzk, Vo).
Given two k-edge encodings (U i, V1), (Uzk, V2 i), compute

Uk =[Ui ik +Usilg, Vie = [Vie + Va il

In the following, we use the subscript k; — ko to denote a connected path
encoding from ki-edge to ko-edge.

Multiplying adjacent edge encodings:

(Uk—15k, Vi—15k) < Mul(par, (U g1, Vik—1), (U2, Vo))

Given two adjacent edge encodings (U1 -1, Vi k-1), (Uz,x, V21), compute

Uk—15k = Ui p-1U2)g, Vic1k = [U1k—1Vailg-

Given the connected edge encodings (Ug, -1y Viey—ko)s (Ukot1—kss Vo t1oks)s
we can similarly multiply them to generate a (k; — k3) encoding as follows:

Uk1—>k3 = [Uk1—>k2Uk2+1—>k3}ank1—>k’3 - [Ukl—ﬂkaz-i-l*kis]w

Zero-testing: isZero(par, (Ui, Vis,)):
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Given an encoding (Ui, V1,) , we check whether |[a’ V-,V is short:

1, if a7V, || < ¢7/3

isZero(par, (Ui, V = '
(par, (Ui, Viou)) {0, otherwise.

Extract: sk < Ext(par, (Ui, Vis,)).

Given an encoding (Ui, Vi-,), we extract the n = (logg)/8 — A most-
significant bits from each of the n coefficients of a? V,_, uv:

Ext(par, (Ui, Vi) = msbs, (0! Vi, ¥),

where msbs,, extracts the np most significant bits from each coefficient of al'vy, V-

Remark 4.1 (1) For the asymmetric variant, we can generate a new form by
modifying By . = [T,;ll(AU€ -s+E; -2")T]q. In essence, this form is equivalent
to the above asymmetric variant, since By, = [T}, ", (Ay - (s/2%) +Ei ;) Tr- 2",

(2) In the asymmetric variant, we can also choose u,v such that u;,v; +
Dy g1/a,i € [d]. In this case, we set 09 = O(n) to reduce the size of modulus ¢
and improve efficiency.

(3) We can construct a symmetric variant. To immune the possible subfield
lattice attack [1], we choose u, v such that u;, v; <= Dzn g1/4,1 € [d]. That is, we
generate the following public parameters:

X[ = [TA[T_I/Z]q,
El = [T(Al - S+ El)Tilzl{Zl]q,
al =ul'T2,v=Tv/(2021),

where 29, 21, 2 € Ry are the random ring elements.

(4) To improve the security of the symmetric variant, we can also choose a
ring that can immune the possible subfield lattice attack [1], e.g. R = Z[z]/{f(z)),
where f(z) = 2P — 1 with p a safe prime (or f(z) = 2P —z — 1 with p a prime).

(5) If we set s = h/g with g < Dgn o,,h <= Dzn ,,, then our construction
becomes a new variant of GGH13 [19].

4.2 Correctness

In the asymmetric variant, we replace S with a commutative matrix sI, use
Kilian randomization method, and remain others unchanged. So, its correctness
directly follows that of the above construction. For completeness, we give the
brief proof of correctness in the following.

Lemma 4.2 The algorithm InstGen(1*, 1) runs in polynomial time.

Proof. Since each step in InstGen takes in polynomial time, the result directly
follows. |

Lemma 4.3 (Ug, Vi) < Enc(par, k) is a k-layer encoding.

Proof. Given 1y <= Dzn o,, | € [T], we have

U, = [21:1 ik Arklg = [Tp 2 CrTr/zlq,

Vi = [2121 "Lk 'Elvk]q = [T;1,(Ck - s + D) Ty, - 27,
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where Ck = Zl:l Tl,kAl,k» Dk = Zl:l Tl,kEl,k~ I
Lemma 4.4 The encoding (Uy, Vi) < Add(par, (Ui x, Vi), (Uzk, Var))
is a level-k random encoding.
Proof. Given two level-k encodings (U1, V1,x), (U2 k, V2 i), we have

Uy, = [Uyy, + Ui, = [T, CLTr /24
Vi = [Vik + Varl, = [Ty ' (Ck - s + Dg) Ty, - 27,

where U, = [T;1,CixTi/2lg, Vie = [T;21(Ci - s + Dy )Ty, - 27g, and
Cr=C1r+Csp, Dy =Dy +Dgoy. |
Lemma 4.5 (Uy_1%, Vi—1%) < Mul(par, (Ukala Vl’kfl), (Ug,;@, V27k))
a level-(k — 1) — k random encoding.
Proof. Given a level-(k—1) encoding (U; x—1, V1 x—1) and a level-k encoding
(Ui, Va ), we have

Ui—1ok = (U p-1U24) = [Th 5 Cro156Tr/2% 4
Viciok = [Uig-1Varly = [Ti' (Cro1mk - s + Dp_1p)Tr - 2771,

where Ui,j = [T;ﬁllcivaj/Z}q, Vi,j = [T;}l(Cl,J - S+ DZ‘J‘)TJ' . Zm]q, and
Cro15k = C1k-1Cok, Di—15k = Cy —1Do . |

Furthermore, we can also perform multiplication as follows:
/ 1 ’ ’ 1
Vi1ok = [Vik-1U2klg = [T 21 (Chy g - s + Dy ) T - 25 g,

where Ck‘*l*}k = Cl,kflc2,k; Dk*l*}k = Dlwkflcgﬁk‘

It is easy to see that the plaintexts C;f_l_”f -8 = Cg_1_k - s, but the noise
terms Dy, # Dy_1_%-

For two connected level encodings (Ug, ks Vi, ks )s (Uka+1—ks s Via+1—ks)s
we can similarly show that their product is a (k1 — k3) encoding.

Lemma 4.6 The procedure isZero(par, (Ui, Vi,,)) can correctly deter-
mine whether (U,_,,, V1_,) is an encoding of zero.

Proof. Given a level-1 — p encoding (Ui, Vi-,), we assume that it is
the product of encodings (Ug, Vi), k € [u], which are encodings generated by
Enc(par, k), respectively.

Without loss of generality, we further assume

U= (IT, Ui,
Vi, = [H:l Ui x V; x H::M Uy ,.j € .
By Uy, = [T}, CxTx/2]y, and Vi, = [T, (Ci - s + D) Ty - 25],, we have
Ui = (T[], GT/o2],
Viow = [To(I]/_ s+ [[_ CoxD;x ] com,],

k=j+1
= [TO(Cl—m Ky Dl—m)T#]

q7
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W Jj—1

m
where C;_,,, = szl Ci, D, = szl Cir xDj x Hk=j+1 Cyg.

Hence, we obtain [0’ V1,¥], = [ul(Ci, - s + Di,)v],.
Now, we evaluate the value ||[u” (Ci_, - s+ Di_,) V]|l
By Lemma 4.3, we know Cj;, = 2171 T,k A k. Using Lemma 2.2, we have

[ALkll = O(o0yn) = O(n*?), |Iriill = O(o1y/n) = O(n'?).
So, we get ||Ck|| =7 -n-O(n!) - O(n3?) = O(n").

Again by Lemma 2.2 and Lemma 4.3, we have Dy = ZIT 17‘l,kEl,k, and

Ikl = O(n'?), |Eykll = O(o2v/n) = O(n*?). So, D] = O(n°).
On one hand, if C;_,, = 0, then we have

[UT(Cl—m s+ Di)v]g = [uTDl—wV]q = uTDl—mV-
Namely, llTD1_,MV is not reduced modulo ¢. Hence, we obtain
I V1o, @l = 07D
< n?ul[|[Dis,lv]
<n20(n**)0(n" - (n®)" - O(n®)O(n'?)
—_ O(n7n+11)
< q7/8.
Furthermore, to immune the possible subfield lattice [1], we require
[ TTC Avevll = 02 - O(n™®) - O - (7)) - O(n'?))
— O(n4.5n+8.5) (]_)
> ¢'/2.

So, we set O(n®+13) < g < O(n%*17), the above conditions are satisfied.
On the other hand, if C;_;,, # 0, then

”[ﬁTVl—wﬂq” = ”[UT(Cl—m s+ Dl—m)v]qH
> [0 (Cry - )Vl = ([0 D1 v |
> q—q'73
> q78,
where [s| ~ q.
Thus, the zero-test procedure isZero(par, (U1, Vi-,)) is correct. |
Lemma 4.7 Given two encodings (UggH,VgtLM)ﬂf € 2], if U:(L;)M = Ugi)w

then Ext(par, (Uggu, Vgllﬂ)) = Ext(par, (UE:)M, Vgaﬂ))
Proof. For the encodings (U(t) vi

150 Vi), t € [2], we have

U, = [ToC{, T,/

1—p — 1—p

v, = [To(Cc{,, s+ D, )T,]. .

1—p -’ 1—p q
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So, [@'V{", 7], = " (C{,, - s)v +u"D{’, v], te 2.
By Ugl_)m = ng_)m, we get Cgl_)m = CgQ_)m. Hence, we obtain

- 1) — — 2) — 1 2
[uTVSLNV - uTV§~)>;LV]q = [UTD(ll)#V - uTDgi;LV](I'

Again by Lemma 4.6, ||uTD§tlmv|| < ¢"/%,t € [2]. Namely, HuTDg_)mv —
uTD§2_)>Hv|| < 2¢7/8.
Futhermore, when ngﬂ # 0,t € [2], we have H[uT(CgtLH - $)V]ql| = ¢ with

overwhelming probability.

Hence, the n = (logq)/8 — A most-significant bits from each of the n coef-
ficients of [ﬁTVgtlmV]q is determined by the term ||[uT(C§tlm - 8)v]q||. That is,
Ext(par, (Ugl_)m, Vgl_)m)) = Ext(par, (U§2_)m, V?_)m)) with overwhelming proba-
bility. |

4.3 Hardness Assumptions

The security of our asymmetric variant depends on new hardness assumption,
which is similar to the hardness assumption of vRLWE. For completeness, we
also define the extraction version of GCDH/GDDH for this variant. Consider
the following security experiment:

(1) (par) < InstGen(1*,1%).
2) For k=1 to
2.1) Sample d; , < Dzn 5,1 € [7],

. T J— T J—

2.2) Generate an encoding Uy = lel di kA, Vi = [21:1 lecBl,k]q-

o K
3)Set Uiy = [ Uk Vi =[]],_ UexV,],.
4) Set we = wp = Ext(par, (Ui, Visy)).

5) Sample r; <— Dzn 5,1 € 7], and set

U, = 2;1 rALg, V. = [Z;l Tlﬁl,k}(f
Iﬂj’l—)u = H:zl Uy x Ura{fl—nl, = [H:Zl Uy x Vr]qa
wr = Ext(par, (fhﬁﬂ, \N/'lﬁu)).

(
(
(
(
(
(

Definition 4.8 (Ext-GCDH/Ext-GDDH). According to the security ex-
periment, the Ext-GCDH and Ext-GDDH are defined as follows:

Extraction CDH (Ext-GCDH): Given {par, U,k e [,u]} , output a level-
K extraction bits string w such that w = ve.

Extraction DDH (Ext-GDDH): Given {par, Uy, k € [u], w} , distinguish
between Dgyi-appn, and Dexi-RAND:

Dexs.copu = {par, Uk, k € [u],wp}, Dexe-ranp = {par, Ur, k € [u], wr}.
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Note that in the above security experiment, if assuming V1 Ly = H Uk X
V; x H )€ [1], then we = Ext(par, (Ul_w,Vg_)w)) Namely, the

extraction blt strlngs of V(lj_)) wl € [1] are all same with overwhelming probabil-

ity.
For this asymmetric variant, we also assume that its Ext-GCDH/Ext-GDDH
is hard.

4.4 Cryptanalysis

In this section, we give easily computable some quantities in our asymmetric
variant, and analyze possible attacks using these quantities. According to our
analysis, currently known attacks does not seem to work for our asymmetric
construction.

1. Easily computable quantities

Given the public parameters par, we can perform cross-multiplication be-
tween encodings of the asymmetric variant to obtain some non-reduced quanti-
ties.

For notational simplicity, we denote

. J—1__ — n J—

= A -BrjA - [] A
I,rs,t [Hk 1 Lk rji¥s,j+1 fe=j+2 t,k}qv

J—1__ — o J—
A B[] Akl
H Ik *rjDs 41 f=j+2 t,k:]q

So, we have

(9) [—T(C(J)

Clrst

_p®

l,r,s,t lrst) ]q

’U.
= [u” szl A p(ErjAs i — ArjE;s j+1) Hk:j+2 Ay kvlg,
T G TT
=" [[,_, Ace®ID]T,_,,, Acsvy

where EY) = E, ;A j11 — A By 1.
According to the setting of parameters, cl(Jr) ¢ 1s not reduced modulus g.

Now, we can write cl(]r) s+ in the following matrix forms:

) =u’ Hji1 App(ErjAs i — A B j41) HM Ay v
JT5S, re1 b ) , ) ) feji2 b

A, . v
T, T A, 5,5+1V(¢) 2
(u(z) g W) ,J) E.; 1V (2)
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2. Cheon et al.’s attack [12]

To break CLT13 [15], Cheon et al. [12] first generated two matrices C; =
UE;V,i € [2] from some non-reduced quantities obtained by the public param-
eters of CLT13, then computed the secret parameters from the eigenvalues of
the quotient C1C5 1 The successful key of the Cheon et al.’s attack is that
E;,i € [2] are the diagonal matrices. Consequently, Cheon et al. [12] completely
broke CLT13.

To perform the Cheon et al.’s attack [12], we generate similar matrices by
()

using the above form (1) of ¢ _ ;.

Without loss of generality, for [, ¢ € [d], we

generate CY) as follows:

T,

T
U

=1 | (B2) (va) -+ via) = (U) (ED) (V).
u(a)

So, given cY . cY | we have

71,817 T2,827

€U (€)™ = U X B, (BY),) " x U
According to sampling E, ;, A, j41,A, j, Es 1 in the procedure InstGen,
Eff 3 € R¥™? is not a diagonal matrix with overwhelming probability.
Using the Cheon et al.’s attack [12], we can not find useful information from
cY, (cH) ,) ! since the matrices E(Jl)

s (Gl EY) , are not the diagonal matrices.

71,5817 72,8

On the other hand, for r, s € [2d], we can generate the following matrix Cl(jt).

ufp By —ufyAr,
co— | : (gl,mV(n gszHV(t))
, : : Li+1V(e) - Boajrive )’
ufyBaa; —uiyAza,

=UpV.

Similarly, given Cl(jt)17 Cl(?z, we can compute

(Cl(ft)l)ilcl(,]t)z = (V(t1))7lv(t2)7
Cl(,]t)l(cl(,]t)Q)il =Uq) - Vi) (Vi) - (Ugy) ™

Since U(;), V), Ve € R4 are not the diagonal matrices, we can not

obtain useful information from this form matrix of Cl(jt).

In summary, our asymmetric variant avoids the Cheon et al.’s attack [12].

3. Coron et al.’s attack [18]

To break GGH15-based MPKE [23], the Coron et al.’s attack [18] includes two
steps. First, they express one secret exponent s; of User 1 as a linear combination
of the other exponents ¢;; using a variant of the Cheon et al.’s attack. Second,
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they generate an equivalent private encoding corresponding to s; by correcting
the large noise term.

To perform the Coron et al.’s attack [18], we express cl(Jr) <.+ as the following
form /

‘ i1 . I
o) =u" Hk:l Avi(E) Hk=j+2 AukV

Jj—1 ; 17
= ALl A®ID]L_ Ay (3)

T )
UG 1) Vi

i J—1 ; 1%
where ual) =ulA;,, vﬁ_yJQ)H# = ]__‘[k:2 AZk(EEJQ) Hk:j+2 A pv.
For, given [ € [d + 1],t € [d], we generate a matrix Cg{%eﬂ as follows:

uT
() oy ( )
. j i d+1)xd
Clj,2ﬁu = : (Vlj,%ﬁu VEijQ—m) = Ulvzﬁ# € RlAtxd,
T
u
(d+1,1)

Then, we can compute a vector k € R4T! such that chgfg —u = 0. Since
Vo, is invertible with overwhelming probability, hence k'u, = = 0.

Hence, given the encoding A; of a sample (A1, B;), we assume A; = ToA;Ty.
Note that except with the public parameters of the asymmetric variant, for a

sample (A1, B1), one only publicly publishes A, remains B; secret.
(4)

Then, we write Cl’,2a;¢ as follows:
llTA1
() Ut () ®) (d+1)xd
C1',2—>M = : (V172ap Vd,zau) =Up Vo, eR .
a1

Now, we can generate a linear combination for such that au” A; = g o aluTAlyl.

Similarly, we can choose a new group ua 1 ,u(Td 1) to generate another

d
linear combination fu” A; = E 1 BuTA; ;.

By the Coron et al.’s result [18], the elements «, 3 are relatively prime, which
d+1
happens with significant probability. So, we can obtain u” A; = Zl—l AulA .

d+1
Namely, A, = Z:l NALL
However, since |||, € [d + 1] are not small, we cannot perform the second
step in the Coron et al.’s attack [18]. Consequently, we can not remove the noise
term generated by A; for our asymmetric construction.
Hence, the Coron et al.’s attack [18] cannot break the hardness assumption
Ext-GCDH/Ext-GDDH in the asymmetric variant.
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4. Subfield lattice attack [1]

To break the overstretched NTRU assumption, Albrecht et al. [1] presented a
subfield lattice attack. Given an overstretched instantiation of NTRU h = [f/g],,
Albrecht et al.’s attack consists of three steps: mapping the secret key from full
field to a subfield, running lattice reduction in subfield to solve smaller lattice
problem, and lifting the solution back to the full field.

Using the subfield lattice attack, Albrecht et al. provided a quantum polynomial-
time [10] and classical subexponential attack [3,4] for the GGH13 construction
[20], regardless of whether the public parameter contains encodings of zero. How-
ever, this attack can be completely thwarted by setting Gaussian sample param-
eter o ~ ¢'/4, that is, f,g < Dzn ..

Cryptanalysis of the asymmetric variant. Given the public parameters,
we compute

__ B
c = [uT Hk:1 Al7kV]q
m
= [uT Hk:l Al,kv/z“]q

= [Cl/zu]fh

”w
where ¢; = uT l_Lc . A pv.

So, we can obtain an instantiation of NTRU: 2—1 = Zj—l By the equation
2 ‘2

= |lu” H::1 Ay, wv|| > ¢'/2,i € [2]. Stehlé and Steinfeld

(1), we know ||,
[36] proved that 2—1 is statistically close to uniform when |[u” H: ) Ay pv]| >
2 =

q'/?,i € [2]. Hence, using the subfield lattice attack [1], we can not obtain
¢, € [2], and z*.
Thus, our asymmetric variant can resist the subfield lattice attack in [1].
Cryptanalysis of the symmetric variant. For the symmetric variant in
Remark 4.1 (2), by the public parameters we can compute

Co = [ﬁTV]q = [uTV/zl]q = [co/21]q

¢ = [ﬁTKlV]q = [uTAlv/zlz]q = [a/z12]4,

where ¢y = u’v, ¢, = uT Av.

iy
Cly
= |[uT Ay, v|| > ¢*/?,i € [2]. As a result, ij—l
is statistically close to uniform. Hence, the symmetric variant can immune thz
subfield lattice attack.

Remark 4.9 (1) The immune ring proposed by Albrecht et al. [1] can further
enhance the security of the symmetric variant. However, this countermeasure
may not be essential for the security of construction.

(2) We observe that our asymmetric variant seems to avoid the principal
ideal lattice problem [19,10].

Similarly, we generate an instantiation of NTRU: = 2—1 According to the
2

setting of parameters, we have ||c,
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4.5 Impossible results

In this section, we prove that it is impossible to completely avoid zeroizing attack.
All previous constructions based on noise have the zeroizing attack problem.
Why does this happen? Here, we will prove that the zeroizing attack problem
is inherent in a noise-based construction of multilinear maps, as long as the
construction supports the application of MPKE.

Lemma 4.10 Suppose that e is an ideal noise-based x-level construction of
multilinear maps and supports the application of MPKE. Then, there exists a
zeroizing attack problem in the construction e.

proof. Without loss of generality, assume that d; € R,i € [k+ 1] are plaintext
encodings and r; € R,i € [k+ 1] are random noise terms. Using d;,7;,i € [+ 1],
we generate 1-level encodings u; = e(d;, {r;}). Since e supports the application
of MPKE, we can obtain a k-level encoding as follows:

Kk+1 K
u=dy l_Lz2 Ui — digy1 l_Lz1 (5
rk+1 rk+1
6( H’i:l di? {T27 e 7TI£+1}) - 6( Hi:l di? {7’1, e 7T"€})
6(07 {dla e 7dﬁ+1; T, 77’/€+1}))

where the final equation follows the definition 2.4.

Namely, u is a k-level encoding of plaintext “0”. Furthermore, since e is a
noise-based k-level construction, the probability v = 0 is negligible. Thus, given
e, an attacker can generate a top-level encoding of zero. |

According to Lemma 4.10, it is easy to see that it is impossible to construct
a graded encoding scheme without zeroizing attack. Because the MPKE ap-
plication itself contains the top-level encodings of zero. Consequently, the best
possible multilinear map we can expect is to construct a graded encoding scheme,
whose security is not compromised by the top-level encodings of zero.

5 Symmetric Commutative Variant

Since the encodings in the asymmetric variant above are not commutative, as a
result, it cannot be applied to some applications with commutative encodings,
such as witness encryption (WE) based on 3-exact cover. To support these ap-
plications, we present a new symmetric variant, which uses the matrix form of
approximate GCD.

5.1 Construction

Setting the parameters. Let A be the security parameter, x the multilinearity
level. For simplicity, concrete parameters are set as n = O()\), 0 = O(n), p = 2*,
q = O(K2NPFH202M41)) - 3 — O(¢'/4), d = O(N), 7 = Ad?. Let ¢ be a small
positive constant. We note that o, d, 7 can set small constants.

Instance generation: (par) + InstGen(1*,1%).
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(1) Choose a prime g = O(k2\12%+202A(5+1)),

(2) Choose a monic irreducible polynomial f(y) € Z[y] with degree d and
)|
)

If (W)l = ¢ Let Reyy = Rlyl/(f(v), Ryq) = Ralyl/{f(y))-
(3) Choose an invertible element z <— R,, and two randomly invertible ma-

trices T, Ty < Rng.
(4) Sample S + RZx4,
(5) For I €[],
Sample a; < R(y,,), and set A; = Rot(,)(a).
Sample E;, R; + Rng.
Set X; = [T(A; +E)T '/2],, Y, = [ - T(AS +R)T; Y],
(6) Sample u, v « R%, and set u? = u’ T ¥ =Tyv.
(7) Output the public parameters par = {q, (X;, Y1)ie[r), U, V}.
Generating a 1-level encoding: (U, V) < Enc(par).
Given r; < R, | € [T], generate

U=[> n-X] . V=[> n-Y].

Adding encodings: (U, V) < Add(par, (U1, V1), (Usz, Va)).
Given two k-level encodings (U1, V1), (Usz, Va), compute

U= [Ul + Ug]q,V = [Vl + Vg]q.

Multiplying encodings: (U, V) + Mul(par, (U1, V1), (Uz, Va2)).
Given a i-level encoding (U, V1) and a j-level encoding (Usy, V3), compute
a i + j-level encoding (U, V) as follows

U = [U Uy, V = [U;Va),.

Zero-testing: isZero(par, (U, V)):
Given a (k + 1)-level encoding (U, V) , we check whether |[a’ V¥|| is short:

1, if @7 VV| < XS¢/2%;
isZero(par, (U, V)) =4’ if [ ) Vil < Aa/2%
0, otherwise.
Extract: sk < Ext(par, (U, V)).
Given a (k + 1)-level encoding (U, V), we extract the n = O(A — 6log\)
most-significant bits from each of the n coefficients of G’ V¥ :

Ext(par, (U, V)) = msbs, (0’ VV).

Remark 5.1 (1) We remain f(y) secret to improve the security of the sym-
metric variant. In fact, currently we do not find any possible attack when f(y)
is public. For efficiency, we can set d to constant.

(2) In the variant, we set A; = Rot(,)(a;) to enable commutative plaintexts.
Namely, given any plaintexts A;, Aj, we have A;A; = AjA; = Rot(y(a;a;). To
correctly extract the most significant bits, we set p = 2* and sample a; < Ry p-
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5.2 Correctness

Correctness of our construction follows from the commutative plaintexts of en-
codings. In the following we give the brief proof of correctness.

Lemma 5.2 The algorithm InstGen(1*,1%) runs in polynomial time.

Proof. Since each step in InstGen runs in polynomial time, the result is
directly obtained. |

Lemma 5.3 The encoding (U, V) «+ Enc(par) is a 1-level encoding.

Proof. By r; < R, , | € [7], we have

V=[Y n-Y)], = [ T@A'S+R)T

U=[> n-X], =[TA +E)T/2],

T

where A’ = 21:1 A = Rot(y)(zl:1 T ap), E = lel r - Eq, R =

.
Z - Ry 1
=1

Lemma 5.4 Given two k-level encodings (Uy, Vy), (Us, V), the encoding
(U, V) + Add(par, (Uy, V1), (Usg, V3)) is a k-level encoding.
Proof. Since (U1, V1), (U, Va) are k-level encodings. That is, for i = 1,2

U, = [T(A; + E)T /24,
Vi= [ ML T(AS + R)TT
Thus, we have
U+ U, = [T(A" + B)T /4],
Vi+ Vs = [ M TA'S + R)T
where A" = A| + A, E =E, +E,, and R =R, + R,. |

Lemma 5.5 The encoding (U, V) < Mul(par, (U1, V1), (Usz, Vo)) is a i+ j-
level encoding.

Proof. Since a i-level encoding (Uq, V1) has the following form:
U, = [T(A, +E))T' /5],
Vi = ["H L T(AS + R)T

Similarly, the j-level encoding (U1, V1) also has the above form.
So, we get

U U, = [T(A + E)T /2] |

UV, = [0+ m(A's + R)T

where A' = AJA,, E = AJE, + E|(A, + Ey), R = (A] + E))R,,. |
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Lemma 5.6 Given a (k+1)-level encoding (U, V), the procedure isZero(par, (U, V))
can correctly determine whether (U, V) is an encoding of zero.
Proof. Since a (k + 1)-level encoding (U, V) has the following form:

U= [T(A +E)T" /2]
_ ! "N\p—1
V=[T(AS+R)T; ] .

q7

So, ul' Vv = [uT(A/S + R/)V} .

Given an encoding (Uj, V) returned by Enc, we have
U, = [T(A, +E)T /2],
Vo= [ TALS ¢ RT

So, we obtain

[

JAL =13 Al = O n ] - | Adl)) = O(F22Y),
IBY =S mEl = O(\T),

IRy =1,  mRull = OO,
=1

where ||r|| = O(oy/n) = O(n'?) for 7, < R,.

Since the above construction supports x multiplications, without loss of gen-
erality, we assume that (U;,V;),i € [x + 1] is the encodings returned by Enc,
and (U, V) is their product generated by using Mul.

. - w1 K
For simplicity, we let U = Hi:l U,;, V= Hi:l U; X Vi
Hence, we have

K
v=]]_ UixVeu
=[T- Hi:1(Ai+Ei) (AL S+R.,)) .Tlﬂ]q
Kk+1 , , 1
= [T.(I‘L=1 A;-S+R)-T'],
=[T-(A"-8+R)-T']
where R’ = R/ll + R; such that
” K j—1 ’ , ’ K , , ,
R, = ijl Hi:l (A"' + Ei) 'Ej ’ Hi:j+1(Ai + Ez) 'An+187
R2 = Hizl(Ai + El) ! Rn+1'
According to the setting of parameters, it is not difficult to get
IR, & k- O(AF22)% - (nd)™+ - O(AT) - O(A15) = O(RATSH1059m),
HR/Q/ H ~ .O()\5.52)\)n . (nd)“ . O()\7)) _ O()\7'5K+72)‘”)’
IR = R + RS [ = O(AT57H10522%),
||A/SH ~ O()\5,52>\)K+1 . (nd)ﬁ+1 . O(>\15) _ O(A7.5I{+92)\(K+1)).
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On one hand, if there exists some A, = 0 for i € [x + 1], then we obtain
[&" Vo] = |[u”(A'S + RWV], |
— |[W"RV] |
= [u"R'y|
_ (nd)2 .- q1/2 . O(K)\Y.Sn+10.52/\m)
_ O(K/\7.5K,+15.52)\/<,>q1/2
< Aoq/2*.
On the other hand, if A = 0, then with overwhelming probability,

& VY| = | [u"(A'S + R)V] |

~ A Sv|
=~ (nd)Z n- q1/2 . O()\7'5H+92)‘(’i+1))
~ q.
Thus, the zero-test procedure isZero(par, (U, V)) is correct. I

Lemma 5.7 If the plaintexts of two encodings (U1, V1), (Usg, Va) are same,
then Ext(par, (U, V1)) = Ext(par, (Us, Va)).
Proof. By V; = [T(A;S + R;)T; ] ,i € [2], we have

w'Vv=[u(AS+R;)v] .

Since A/l = A/2, we obtain @ V,;v — 0 Vov = u'E v — ulE,v.

Again since ||11TR;V|| < Mq/2*)i € [2], we have ||uTR/1v — uTRIQVH <
2\6¢/27.

Furthermore, when A; # 0,i € [2], by Lemma 5.6, |[u”A;Sv| ~ ¢ with
overwhelming probability.

Hence, the n = O(X — 6log \) most-significant bits from each of the n coeffi-
cients of a! V¥ is determined by the term llTA;SV. That is, Ext(par, (U1, V1)) =
Ext(par, (Us, V3)) with overwhelming probability. |

5.3 Cryptanalysis

Since the plaintexts of encodings is commutative in the above symmetric variant,
as a result, one can obtain the encoding of zero by computing X;X; — X;X;
from par. So, there also exists the zeroizing attack problem for this variant.
However, our variant use new noise method to immunize the zeroizing attack. In
the following work, we will try to rigorously prove that this variant is resistant
to zeroizing attack.
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6 Applications

In this section, we describe MPKE based on our asymmetric variant and branching-
program obfuscation using vRLWE.

6.1 MPKE

Using the asymmetric variant, the MPKE protocol consists of three algorithms:
Setup, Publish, and KeyGen.

Setup(17, 1#):
Let £ =y — 1. Output the public parameter (par) < InstGen(1*,1%).

Publish(par, k):
For k € [u] , the k-th party samples elements d; j, < Dzn 5,,! € [7] , publish-

es the public key Uy = [ZT

1 dl,le,k]qa and remains d; ;, as the secret key.

KeyGen(par, k, d; 1, {U;}_,):
(1) Using the secret key {dx,! € [7]}, the k-th party computes V; =

[Z;l dy kB k] .

(2) The k-th party computes and extracts the common secret key as follows:

skk:msbsn<[uT(Hj: U; x Vi x H] et j)v] )
q

Correctness. The following lemma shows the correctness of MPKE.
Lemma 6.1 Suppose that sky, k € [u] are generated by the above MPKE
protocol. Then all sk, k € [ ] are equal with overwhelming probability.

Proof. Let Vl_m H U XV X H e U, ] .
According to the asymmetrlc variant, we have

k—1 7
w'vY v = [ﬁT(l—I Uj x Vi, x H{_
k—1

_ [“T(HJ—_ C; x (Ci - s+ Dy) x H LCivl,
= [uT(H]‘q Cj-s) V"'uTDg—)m ]

T T k—1
where Cj = Zl:l dl,jAl,j7 Dk = Zl:l dl,kEl,ka DZ(Lk—)>u = H 1 Cj X Dk X

=
n
II_...c
j=k+1
14

By Lemma 4.6, we have HuTDlﬁuvH < q"%. By |s|| = ¢, we get [uT (|| . C;
=

s)v|| =~ q.



Multilinear Maps Using a Variant of Ring-LWE 25

Furthermore, all plaintexts in ngl ok € [u] are H;;l C;.

Hence, by Lemma 4.7, the result follows. |

Security. Unfortunately, the security of our scheme only depends on new
hardness assumption Ext-GCDH/Ext-GDDH, and cannot be reduced to any
classical hardness assumption. However, at present the attacks that we know
against our scheme do not seem to apply to our MPKE protocol.

Remark 6.2 When constructing MPKE based on the symmetric variant, we
first require to determine the computing order of the encodings {Uy, k € [u]},
then generate the common secret key using the above same method.

6.2 BP Obfuscation

Our BP obfuscation construction is a slight variant of the GGH13-based BP in
[20] using a variant of VRLWE. Namely, in the vVRLWE, we sample the secret
key S < Ry ". For completeness, we concretely describe our construction in
the following.

A branching program consists of a sequence of steps, where each step is de-
fined by a pair of permutations. In each step, we choose one of the permutations
according to one input bit. We then multiply all these permutations chosen in
all steps, and output 1 if the resulting permutation is the identity.

Consider a dual-input branching program BP of width w and length x over
[-bit inputs:

BP = (inpl(k)v ian(k)v {Ak,bhbz}bl,bze{O,l})zzla

where the Ay 5, »,’s are permutation matrices in {0, 1}*”**, and inp, (k), inp, (k) €
[[] are the input bit position examined in step k.

Without loss of generality, we assume that:

(1) Every step of BP examines two different input bits. Namely, for all k € [x],
we have inp, (k) # inp, (k).

(2) Every pair of different input bits are examined in some step of BP. That
is, for every pair j1,72 € [I] such that j; # jo there exists a step k € [k] such
that (inp, (), inpa()) = (j1, o).

(3) Every input bit is examined by BP exactly !’ times. That is, for input
bit position j € [I], if ind(j) denotes the set of steps that examine the j-th input
bit:

ind(j) = {k € [k] : inp, (k) = j} U {k € [s] : inp, (k) = j},

then we have |ind(j)| =1’
Now, we obfuscate BP as follows:
Step 1: Dummy branch. We introduce a “dummy branching program”:

BP' = (inpy (k), inpy (k), {A;c,bl,lm }bl,bze{O,l})Z:la

where every Aj , . = I is the identity matrix in {0, 1}*>".
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Step 2: Bundle scalars. We first sample random scalars {8 », ﬁ,’f’b +— R, :

k € [k],b € {0,1}} such that
o o /
X5 = IIkGind(j) Brp = Ilkeind(j) Brep:

Then, we bundle scalars to generate
Abpy by = Brby Brba Ak by b
A / / /
kebiibs = Dby Blebs Aoy b
Step 3: Kilian randomization on the plaintexts. We choose random
unimodular matrices Py, P,k = 0,--- , s such that the norms of Py, P} and
their inverse matrices are small, and for k € [k] set
~ -
Ak by = Pl Ak by 0, P,

~1 —
_ /—1 !
Ak,bl,bz - Pk*lAk‘,bl,bng'

Step 4: Encoding using our vRLWE. We sample matrices S « Ry’*",

by & RY7Y, and set

’
and E'@bhbz ) Em,bl

AK’bl,bz =

~1 ~1
A = A b bs

r,b1,be

A —1 —1

Ali,bl,bzpn S + Eﬁ,bhbz = Pn—lAN,bl,b2S + Efi7b1~,b2’
/—1 / _ p-1 7%’

Pm S+ En,bl,bz - Pn—lAn,bl,bQS + Eﬁ,bl,bw

~1
Aﬁvbl,bQ'

where we override the notations Ay, ,,

Step 5: Extend matrices. Let d = w + s with s > 2.
For k € [k —1], we extend w x w-dimensional matrices into d x d-dimensional

matrices

;& — Akvbl»bQ 0

k},bl ,bz - 0 R b
k,b1,b2

~/
Al — [ Arpp, O
k,bl,bQ O Rl k)
k,b1,b2

where Rk,b17b2,R;€7b17b2 < R(STXS.
For k = k, we modify the above extension into the following form:

A (1,2)
T A?blﬁbg Lt
K,01,02 2,1 ’
Rﬁ,bl,bg Rﬁvb17b2

e 1(1,2)
N _ Ambl,bz Rﬁ,b17b2
r,b1,b2 1(2,1) ’ )
K,b1,ba " VK,b1,b2

(2,1 R’(le) « RSXw.

1,2) (1,2) WX S
R = RU ’ Rmbl,bz’ t,b1,b2

(
where Rmbl,bz’ t,b1,b2
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Step 6: Kilian randomization on the encodings. We choose random
invertible matrices Ty, T}, € RI*? k =0,--- ,k, and for k € [x] set

Ak7b1,bz = le—llAkbl,bz’Tk?
— _1 —~1
;G,bl,bz = T;€71Ak,b1,b2 ;c’
il =u'Ty,v=T,v,
~T —~
v =ulT), v =TV,
where u,v + R%, u’, v/ + R such that u; = uf,v; = vl j € [wl.
Step 7: Straddling sets. We can further apply the level structure by using
the straddling sets defined in [6]. Because this level structure does not affect
the result of each honest evaluation. For simplicity, in the following we do not
concretely give the straddling set and still use the above notations.
Step 8: Output the obfuscation of BP. The obfuscation BP consists of
the following matrices and vectors:

((Armek b € 01)),07,9),
T ~T
{Ak,bl,bz’k S [K/],bl,bQ S {0,1}},11/ ,V/ .

Evaluation. Given the obfuscation BP and an arbitrary input x € {0,1}!,
we compute an honest evaluation as follows:

=0" [ Ak, goa v
y= h—1 kT inpy (k) Tinpg (k)
. T K ~
=u Hk:l Akvajinpl(k))xian(k) v
K
. 1,1) p(1,2)
—ul ¢ Hk:l Ak i 00 @inpp S TETTTE v,
E®D E®2)
r_ 5T HK Al - {;,
vy = k=1 FTinpy (k) Tinpy (k)
_ /T AN ’
-u Hk=1 Ak@inpl(k)ﬂ?m,m(k) v
® / (1,1) r(1,2)
=u7T. a Hk:1 Akvzinpl(k)vxinpz(k)s +E E .
E/(Z,l) El(2’2)
o [a-S+EGDEOD ,
=u - D 22 )V

1 o o
where o = H TR the norms of E®7) E') all are small.

j
K
Now, if szl Al timy, 0y Tinpy iy = 1 then it is easy to verify that ||y —¢'|| <

q"/® and ﬁ)(x) = 1. Otherwise, @(x) =0.
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Security. Similarly, the security of this obfuscation only relies upon new
hardness assumption Ext-GCDH/Ext-GDDH, and cannot be reduced to any
classical hardness assumption. However, currently the attacks that we know
against our construction do not seem to apply to this BP obfuscation.
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